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WRTB-283N

Ethernet Cable

Power Adapter

CD-ROM with Manual and Setup Wizard

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the WRTB-283N will cause damage and void the warranty.




System Requirements

« An Ethernet-based Cable or DSL modem
o I[EEE 802.11n or 802.11g wireless clients
« [EEE 802.11a wireless clients

« 10/100/1000 Ethernet

Computer with the following:

« Windows®, Macintosh, or Linux-based operating system
 An installed Ethernet adapter

Browser Requirements:
« Internet Explorer 6.0 or higher
e Chrome 2.0 or higher
« Firefox 3.0 or higher
« Safari 3.0 or higher (with Java 1.3.1 or higher)

Windows® Users: Make sure you have the latest version of Jaya
installed. Visit www.java.com to download the latest version.

Computer with the following:
e Windows® 7, Vista®, or XP with Service Pack 2
 An installed Ethernet adapter
« CD-ROM drive




Introduction

TOTAL PERFORMANCE
Combines award winning router features and 802.11a/n/g wireless technology to provide the best wireless performance.

TOTAL SECURITY
The most complete set of security features including Active Firewall and WPA2™ to protect your network against outside intruders.

TOTAL COVERAGE
Provides greater wireless signal rates even at farther distances for best-in-class Whole Home Coverage.

ULTIMATE PERFORMANCE

The Gemtek WRTB-283N is a 802.11n/802.11a compliant device that delivers real world performance of up to 13x faster than

an 802.11g wireless connection (also faster than a 100Mbps wired Ethernet connection). Create a secure wireless network to share photos, files,
music, video, printers, and network storage throughout your home. Connect the WRTB-283N to a cable or DSL modem and share your
high-speed Internet access with everyone on the network. In addition, this Router includes a Quality of Service (QoS) engine that keeps digital
phone calls (VoIP) and online gaming smooth and responsive, providing a better Internet experience.

EXTENDED WHOLE HOME COVERAGE

This high performance router provides superior Whole Home Coverage while reducing dead spots. The WRTB-283N is designed for use

in bigger homes and for users who demand higher performance networking. Add a notebook or desktop adapter and stay connected to your
network from virtually anywhere in your home.

TOTAL NETWORK SECURITY

The WRTB-283N supports all of the latest wireless security features to prevent unauthorized access, be it from over the wireless network

or from the Internet. Support for WPA standards ensure that you'll be able to use the best possible encryption method, regardless of your client
devices. In addition, this WRTB-283N utilizes dual active firewalls (SPI and NAT) to prevent potential attacks from across the Internet.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, and 802.11n specifications. Actual data throughput wil vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will
adversely affect wireless signal range.




Features

* FasterWirelessNetworking - The WRTB-283N provides up to 900Mbps* wireless connection with other 802.11n wireless clients.
This
capability allows users to participate in real-time activities online, such as video streaming, online gaming, and real-time audio.
The performance of this 802.11n wireless router gives you the freedom of wireless networking at speeds 13x faster than 802.11g.

» Compatiblewith802.11a/gDevices - The WRTB-283N is still fully compatible with the IEEE 802.11g and 802.11a
standards, so it can connect with existing 802.11g and 802.11a PCI, USB, and Cardbus adapters.

* AdvancedFirewallFeatures - The Web-based user interface displays a number of advanced network management features
including:

« Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or Domain Name.
« Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of hours or minutes.

» SecureMultiple/ConcurrentSessions - The WRTB-283N can pass through VPN sessions. It supports multiple and
concurrent IPSec and PPTP sessions, so users behind the WRTB-283N can securely access corporate networks.

* User-friendlySetupWizard - Through its easy-to-use Web-based user interface, the WRTB-283N lets you control what information
is accessible to those on the wireless network, whether from the Internet or from your company’s server. Configure your router
to
your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, and 802.11n specifications. Actual data throughput will vary. Network conditions and environmental

factors, including
volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will adversely affect wireless signal
range.







* FastandGuaranteeWirelessStreamingforVideoQuality-Whether set-top box or gaming console streaming media directly
from the Internet, a NAS or PC, these devices share in common the need to connect with a router in order to communicate and
establish the wireless media stream. The WRTB-283N offers stability, fast wireless, and guaranteed performance for media streaming
using the newest streaming engine technology.

* StorageforPhotosandStreamingMusic/Video-A compact SD Card can be placed inside this router to act as network storage.
Without any cumbersome cables or protruding antennas, you can wirelessly share this disk space among family members,
stream
stored music and video to media players attached to stereo systems or TV, and provide remote access to your personal
documents
from the Internet.

* ShareMultifunctionPrintersandDirectConnectiontoUSBStorage-Through the SharePort™ Plus Utility, you can connect
multifunction printers to the USB ports to share printing and scanning functions among family members.

e OtherFeaturesInclude-

e Wi-Fi Protected Setup (WPS) Push Button

« UPnP Support

e HD Fuel™ for smooth video streaming and online gaming
+ Gemtek Green™

e Wi-PnP for easy wireless setup (required USB thumb drive)
s Supports IPv6

« True Gigabit Routing Connectivity




Hardware overview

ok wN

Internet Port
LAN Ports(1-4)
USB

Rest X
Power Receptor :
Power Switch

: The auto MDI/MDIX Internet port is the connection for the Ethernet cable to the cable or DSL modem.
: Connect Ethernet dvices such as computers, switches, and hubs.

: Connect a USB1.1, 2.0, or 3.0 flash drive to configure the wireless settings using WCN.

: Press and hold the reset button to restore the router to its original factory settings.

DC power input

: Power ON/OFF switch



Power LED: A solid light indicates a proper connection to the power supply.
LAN LED: A solid light indicates a proper connection to the LAN

WAN LED: A solid light indicates a proper connection to the WAN

USB LED: A solid light indicates a proper connection to the USB

WLAN [T -]
_ 16 |;| a0 4Ll wa i s




Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an

enclosed area
such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use the Ethernet port on your

modem. If you were using the USB connection before using the router, then you must turn off your modem, disconnect the USB cable and connect
an Ethernet cable to the Internet port on the router, and then turn the modem back on. In some cases, you may need to call your ISP to change
connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as WinPoet, Broadjump, or Enternet 300
from your computer or you will not be able to connect to the Internet.




Wireless Installation Considerations

The Gemtek wireless router lets you access your network using a wireless connection from virtually anywhere within the operating

range of your

wireless network. Keep in mind that the number, thickness and location of walls, ceilings, or other objects that the wireless signals must pass
through, may limit the range. Typical ranges vary depending on the types of materials and background RF (radio frequency) noise in your home or
business. The key to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of wal s and ceilings between the Gemtek router and other network devices to a minimum - each wal or
ceiling
can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that the number of walls or ceilings is
minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle appears

to be
almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position devices so that the signal
will
travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on range. Try to
position
access points, wireless routers, and computers so that the signal passes through drywal or open doorways. Materials and
objects
such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file cabinets, brick, and concrete will degrade your
wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF noise.

5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security systems),

your
wireless connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone base is as far away from
your
wireless devices as possible. The base transmits a signal even if the phone in not in use.







Getting Started

The WRTB-283N includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to guide you quickly

through the
installation process.

Insert the QuickRouterSetupWizardCD in the CD-ROM drive. The step-by-step instructions that follow are shown in Windows® XP. The steps
and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type “D:\autorun.exe” (where D:
represents the drive letter of your CD-ROM drive).

Note: It is recommended to write down the SSID and Security Key, followed by the login password on the provided CD holder.




Configuration

This section will show you how to configure your new Gemtek wireless router using the web-based configuration utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser such as

Microsoft Internet Explorer

Internet
Explorer and enter the IP address of the router (192.168.1.1). | File Edt \View Favortes Tools Help
. | X .
@ Back - = \ﬂ |me] @) | Search
| Address |@] 192.168.1.1 ~| EJ co
User Name: |
Key in Username/Password as : admin/admin Dmylng.nmfﬂm.mm

And you could go into the setting page.

l






Setup Wizard

Click Internet Connection Setup Wizard to quickly configure your router. Skip to the

next page.
If you want to enter your settings without running the wizard, click Manual Configuration

And skip to page 15.

Click Next to continue.

Create a new password and then click Next to continue.

Select your time zone from the drop-down menu and then click Next to continue.

Select the type of wireless connection you use and then click Next to continue.

: setup ADVANCED MAINTENANCE sTATUS HELP

i There are two ways to set up your Internet connection: you can use the Web-based Internet
NETV Connection Setup Wizard, or you can manually configure the connection.

=
[ ==r I umcier comecrron serup vrzano

1F you would ke to utize our easy to use eb-based Wizards to assist you in connecting your new
Rosewil Systems Router to the Intermet, cick on the button below.

Internet Connction Setup Wazsred

Mote: Before launching the wizard, please make sure you have folowed al steps outined n the
Quick Installation Guide incuded in the router.

MANUAL INTERNET CONNECTION SETUP.

to configure the
then dick on the button below.

anual Intemet Connaction Setup

WELCOME TO THE ROSEWILL INTERNET CONNECTION SETUP WIZARD

It appears that you have already successfully connected your new router to the Internet. Click
Nextif you still want to secure the router with a password and set the time zone.

Step 1: Set your Username and Password
Step 2: Select your Time Zone

Step 3: Configure your Wircless Connection
Step 4: Configure your Internet Connection

SET 1: SET YOUR PASSWORD

By default, your new Rosewill Router dows not have a password configured for administrator
access to the Web-based configuration pages.To secure your new networking device, please set
and verify the username and the password below:

Userllame: admin
MNew Password:

Verify Password:

SET 2: SETECT YOUR TIME ZOMNE

SET 3: SET YOUR WIRELESS SETTINGS

Use this section to configure the wireless settings for your Rosewill router, Please note that
changes made on this section wil also need to be duplicated to your wireless dients and PC.

WIRELESS NETWORK SETTINGS - 2.4GHZ

Wireless Band : 2.4GHz Band
Enable Wireless: (7]

Wireless Network Name :  RwW-2.4G-001 {Also called the SSID)

WIRELESS NETWORK SETTINGS - 5GHZ

Wireless Band: 5GHz Band
Enable Wireless: (7]
Wireless Network Mame :  RwW-5G-001 {Also called the S5ID)




SETUP COMPLETE!

The Internet Connection Setup Wizard has completed, Click the Connect button to save your
settings and reboot the router,

==

Click

Connec

STEP 4: CONFIGURE YOUR INTERNET CONNECTION t to

Select the type of internet connection you use and then click Next to continue. o o o e save

@ DHCP Connection(Dynamic IP Address)

Choose this if your Internet connection automatically provide you with an IP Address. Most
Cable Modems use this type of connection. yo ur

) Username/Password Connection (PPPoE)
Choose the option if your Internet connection requires a username and password to get

online.  Most DSL modems use this type of connection. Settl n g

 Username/Password Connection (PPTP)
PPTP Client.

s. Once

5 L2TP dlient
LZTP dient.

Static IP Address Connection the
Choose this option if your Internet Setup Provider provided you with IP Address information
that has to be manually configured.

(L) (et ) [t ] router

is
finishe
d

rebooti

ng,
If you selected Dynamic, you may need to enter the MAC address of the computer that BiiEH EoNAECT IO Y AAP A AORESS)

To set up this connection, please make sure that you are connected to the Rosewill Router with the C I i C k
was el o oy i e
last connected directly to your modem. If you are currently using that computer, click Clone e Continu

. . MAC Address: jonal)_Gone your PCs MAG Address |
Your PC’s MAC Address and then click Next to continue. ' e
(o] (o) [ Please

The Host Name is optional but may be required by some ISPs. The default host name is the allow

device name of the Router and may be changed. 1-2
minute
s to
conne
ct.



Close your browser window and reopen it to test your Internet connection. It may take a few
tries to initially connect to the Internet.



Manual Configuration
Dynamic (Cable)

My Internet Select Dynamic IP (DHCP) to obtain IP Address information

a utomatica”y Choose the mode to be used by the router to conncet to the Internet.
Connection: from your ISP. Select this option if your ISP does not give you any IP Hyleem Comocenrs. | [Demc EIRHCR =
numbers
to use. Th|S Optlon IS Commonly used for Cable mOdem Services SUCh Use this Internet connection type if your Internet Service Pravide (ISP} didn't provide your with IP
as Address information and/or a username and password.
Comcast and Cox. 1P Address:
Subnet Mask:
Host Name: Hostnams
Host Name: The Host Name is optional but may be required by some ISPs. Leave blank Primary DS Address:
if you are not sure. i
MTU: 1500 {bytes) MTU default=1500
MAC Address:
DNS Servers: Enter the Primary and secondary DNS server IP addresses assigned by your | Clone your PC MAC Address |
ISP. These addresses are usually obtained automatically from your ISP,
Leave blank if you did not specifically receive these from your ISP.

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1500 is the default
MTU.

MAC Address:  The default MAC Address is set to the Internet port's physical interface MAC address on the Broadband Router. It is

not recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s MAC Address button to
replace the Internet port's MAC address with the MAC address of your Ethernet card.



Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a username

and password.
This option is typically used for DSL services. Make sure to remove your PPPoE software from your computer. The software is no longer needed and
will not work through a router.

My Internet Select PPPoE(Username/Password) from the drop-down menu.

Address Mode:  Select Static if your ISP assigned you the IP address, subnet mask, Choose the mode to be used by the router to connect to tha Internat,
gateway, and DNS server addresses. In most cases, select Dynamic. My Internet Connection is :  PPRoE (Userrzme [ Password)
User Name: Enter your PPPoOE user name. Enter tha information provided by your Internet Service Provider (ISP).
Password: Enter your PPPoE password and then retype the password in Address Mode @ pynamc1p © State P
IP Address : 0000
the next box. User Name : |
. . . Password : T TTTITIT
Service Name: Enter the ISP Service Name (optional). )
Verify Password :  ssssssssss
Reconnection Mode: ~ Select either Always-on, On-Demand, or Manual. Sarvice Name : {optional)
Reconnect Mode: @& Alwzys on on demznd 0 Manual
Maximum Idle Time: Enter the Primary and Secondary DNS Server Addresses (Static Maximum Idle Time : |- (minutes, 0=infinite)
PPPoE Only)' Primary DHS Address : 0.0.0.0 {optional)
DNS Addresses: Enter a maximum idle time during which the Internet connection is Rl AN - || e {optional
maintained during inactivity. To disable this feature, enable Auto-reconnect. MIU: 1902 (bytes) MTU defaut = 1402
MAC Address :  nig:17:45:11:af
MTU: Maximum Transmission Unit - you may need to change the [ Clone Your PC's MAC Address |
MTU for optimal performance with your specific ISP. 1492 is the default

MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC

address on the Broadband Router. It is not recommended that you change the
default MAC address unless required by your ISP. You can use the Clone Your
PC’s MAC Address button to replace the Internet port's MAC address with the
MAC address of your Ethernet card.



PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username and

password. This
option is typically used for DSL services.

Address Mode:

and DNS
server addresses. In most cases, select Dynamic.

PPTP IP Address: Enter the IP address (Static PPTP only).

PPTP Subnet Mask: Enter the Primary and Secondary DNS Server Addresses (Static PPTP
only).

PPTP Gateway: Enter the Gateway IP Address provided by your ISP.

PPTP Server IP: Enter the Server IP provided by your ISP (optional).

Username: Enter your PPTP username.

Password: Enter your PPTP password and then retype the password in the next
box.

Reconnect Mode:  Select either Always-on, On-Demand, or Manual.

Maximum Idle Time: Enter a maximum idle time during which the Internet connection is
maintained during

inactivity. To disable this feature, enable Auto-reconnect.

DNS Servers: The DNS server information will be supplied by your ISP (Internet Service

Provider.)

MTU: Maximum Transmission Unit -

the MTU for optimal
performance with your specific ISP. 1400 is the default MTU.

you may need to change

Select Static if your ISP assigned you the IP address, subnet mask, gateway,

INTERNET CONNECTION TYPE

Choose the mode to be vsed by the router to connect to the Tnternet.

My Intemet Connection is ;

|FFTP (Usermame | Passworc) x|

PPTP :

Enter the information provided by your Intemet Service Provider (ISP).

Address Mode ' Dynamic P Static P

PPTP IP Address :

PPTP Subnet Mask :
PPTP Gateway IP Addres:s :
PPTP Server IP Address :
Lsemame :

Password :

Yerify Password :
Reconnect Mode :
Marimum Idke Time :
Primary DNS Address :
Secondary DNS Address :

MTU
MAC Addrecs :

oo

oo

Joooo

I
|
I—
—

7 Abwayson @ Cenodemad O Marosl
IEi (rnnutes, O=infirite)
oo
oo
a0 | (oytec) MTU defuuit = 1400
|00 1758 5547

Clone Four PC's MAC Address

MAC Address: The default MAC Address is set to the Internet port's physical interface MAC address

on the Broadband Router. It is not recommended that you change the default MAC
address unless required by your ISP. You can use the Clone Your PC’s MAC Address
button to replace the Internet port's MAC address with the MAC address of your

Ethernet card.




Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username and password.

This option

L2TP

is typically used for DSL services.

Address Mode:

L2TP IP

Address:

L2TP Subnet
Mask:

L2TP Gateway:

L2TP Server IP:

Username:

Password:

Reconnect
Mode:

Maximum Idle

Time:

DNS Servers:

MTU:

Clone MAC
Address:

Select Static if your ISP assigned you the IP address, subnet mask, gateway, and
DNS server
addresses. In most CaseS, Select Dynamic. Choogse the mode to be used by the router to conmect to the Tntesmet .

INTERMET COMNECTION TYPE

My Trtermnet Connection is ©  [L2TP (Ussrmame | Fasswordy =

Enter the information provided by your Internet Service Provider (ISP).

Enter the L2TP IP address supplied by your ISP (Static only).

Enter the Subnet Mask supplied by your ISP (Static only).
Address Mode & Cynamic 1P O Static 19
LZTPIP address © (0.0 00
L2TP Subnet Mask : oo
L2TP Gateway IP Address : oo
L2TP Server IP Acdress : [
Uzername @ [7
Password : [
Enter your L2TP username. Verfy Passwend s [ ]
Reconnect Mode ;7 &uays @ ondemand T wanua
Enter your L2TP password and then retype the password in the next box. Mudmum idie Tme : [F | {minutss, O-rfivie)
Primary DNS Acddress : W
Select either Always-on, On-Demand, or Manual. secondary ONG Address : [Looo
MTU: [i900 | (hytes) MTU defaul = 1400
™MAC Address m’;"’_

ChngYow PCSMAC Addess |

Enter the Gateway IP Address provided by your ISP.

Enter the Server IP provided by your ISP (optional).

Enter a maximum idle time during which the Internet connection is maintained during

inactivity.
To disable this feature, enable Auto-reconnect.

Enter the Primary and Secondary DNS Server Addresses (Static L2TP only).

Maximum Transmission Unit - you may need to change the MTU for optimal performance
with your specific ISP. 1400 is the default MTU.

The default MAC Address is set to the Internet port's physical interface MAC address on the
Broadband Router. It is not recommended that you change the default MAC address unless
required by your ISP. You can use the Clone Your PC’s MAC Address button to replace the
Internet port's MAC address with the MAC address of your Ethernet card.



Static (assigned by ISP)

Select Static IP Address if all the Internet port's IP information is provided to you by your ISP. You will need to enter in the IP address,

subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP form, which
are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

INTERMET CONMECTION TYPE

IP Address: Enter the IP address assigned by your ISP.

. Choose the mode to be used by the router to connect to the Internet.
Subnet Mask: Enter the Subnet Mask assigned by your ISP.

My Internet Connection is ;| 5aic TP =
Default Gateway: Enter the Gateway assigned by your ISP.

STATIC IP ADDRESS INTERWNET CONMECTION TYPE :

DNS Servers: The DNS server information wil be supplied by your ISP (Internet Service
Enter the static address information provided by your Internet Service Provider
. {15P),

Provider.)

. - . 1P Address : [ooo
MTU: Maximum Transmission Unit - you may need to change the MTU for O —

optimal Default Gateway : E.n.n.u
Primary DNS Server © E.D.D.u
Secontdary DNS Soerver : E.U.u.u
MAC Address: The default MAC Address is set to the Internet port's physical interface MTU : [i5m frtes) MTU defautt - 1500

MAC Address - 0157005047

MAC Clore Your PO MAC Address |
address on the Broadband Router. It is not recommended that you
change the
default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC
address of your Ethernet card.

performance with your specific ISP. 1500 is the default MTU.




Wireless Settings

If you want to add your wireless clients to your router using WPS, click
Add Wireless Device with WPS and skip to page 75.

If you want to configure your wireless settings manual y, click Manual
Wireless Connection Setup and skip to the next page.



Enable Wireless:

wireless,

Schedule:
The

Wireless
Network Name:

802.11 Mode:

Enable Auto

to choose
Channel Scan:

Wireless

802.11n/g (2.4GHz)

2.96H2 Band

[F] flwaye - Add hlew

(Ao caled tha S5ID)

Check the box to enable the wireless function. If you do not want to use

uncheck the box to disable all the wireless functions. Whrakise euiil:
) ) ) Enable Wirehess :
Select the time frame that you would like your wireless network enabled.

Wireless Nebwork Name © gl

schedule may be set to Always. Any schedule you create will be available in the 80211 Mode : Mixed 802 11n, 802, Ligand 8021 =
drop-down menu. Click Add New to create a new schedule. Euie Rt Criel Sca . B

Wireless Channel ;7 <5000 - =6
Service Set Identifier (SSID) is the name of your wireless network. Create a name Transmission Rate :  Best (automatic) *  (Mhbitjs)
using up to 32 characters. The SSID is case-sensitive. Channel Width : 20 MHz -

Visibility Status : @ \isibe ' Tnvishle

Select one of the following:

802.11g Only - Select if all of your wireless clients are 802.11g.

Mixed 802.11n and 802.11g - Select if you are using both 802.11n and 802.11g
wireless clients.

802.11n Only - Select only if all of your wireless clients are 802.11n.

WIRELESS SECURITY MODE

To protact your privacy you can canfigure wireless security faaturas. Thie device suppors three
wireless securicy modes, ncluding WEP, WPA-Personal. and WPA-Enterprise. WEP is the original
wireless encryption standard. YWPA provides a higher level of security. ¥WPA-Personal does not
reqguire an authentication servar. The WRA-Entarprise option requires an axternal RADIUS cenver,

The Auto Channel Scan setting can be selected to allow the WRTB-283N

Seourity Mode 1 wrPa-Perzonal

-

the channel with the least amount of interference.

Indicates the channel setting for the WRTB-283N. By default the channel is set to 6. The Channel can be changed to fit the channel setting for an

existing wireless

Channel:

Transmission
Rate:

Channel Width:

Visibility Status:

not

Wireless Security:

network or to customize the wireless network. If you enable Auto Channel Scan, this option will be greyed out.

Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.

Select the Channel Width:
Auto20/40- This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients.

Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the WRTB-283N. If Invisible is selected, the SSID of the WRTB-283N will

be seen by Site Survey utilities so your wireless clients will have to know the SSID of your WRTB-283N in order to connect to it.

Refer to page 85 for more information regarding wireless security.






802.11n/g (5GHz)

Enable Wireless: Check the box to enable the wireless function. If you do not want to use -
WIRELESS HETWORK SETTINGS

wireless,
uncheck the box to disable all the wireless functions. Wireless Band : 5GHz Band

Enable Wircless : () [jnays | [_addnen |

Schedule: Select the time frame that you would like your wireless network enabled. The

Wireless Network Name 3 |dink_rediz | [#lsn called the 55T
schedule may be set to Always. Any schedule you create will be available in the 803 11 Mode - Aoz imondzscin
drop-down menu. Click Add New to create a new schedule. Enable Auto Channel Sean : [7] =

Wiraless Channal =
Wireless Service Set Identifier (SSID) is the name of your wireless network. Create a name Transmission Rate : [Best (uionatc) ¥ (Mbitje)
Network Name: using up to 32 characters. The SSID is case-sensitive. Channel width : |20 M4 @

Visibility SEUS . @ Vbl O Invishle
802.11 Mode: Select one of the following:

802.11a Only - Select if all of your wireless clients are 802.11a. M
Mixed 802.11n and 802.11a - Select if you are using both 802.11n and -

802.11a TD protedt your prvacy vou can configure wireless securty featuras. This devica supparts threa
. . wirekess security modes, including WEP, WeA-Personal, and WRA-Enterprise. WEP & the originzl
wireless clients. wireless encryption standard. WPA provides a higher level of securicy. WP A-Fersonzl does not
. . . require an authentication server. The WPA-Enterpnse option reguires an extemal RADIUS server,
802.11n Only - Select only if all of your wireless clients are 802.11n. g - R S

Security Mode & |Mane ha
Enable Auto The Auto Channel Scan setting can be selected to allow the WRTB-283N to o

choose the

Channel Scan: channel with the least amount of interference.

Wireless Indicates the channel setting for the WRTB-283N. By default the channels set to 6. The Channel can be changed to fit the channel setting for an
existing wireless
Channel: network or to customize the wireless network. If you enable Auto Channel Scan, this option will be greyed out.

Transmission Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.
Rate:

Channel Width: Select the Channel Width:

Auto20/40 - This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the WRTB-283N. If Invisible is selected, the SSID of the WRTB-283N will
not

be seen by Site Survey utilities so your wireless clients will have to know the SSID of your WRTB-283N in order to connect to it.

Wireless Security: Refer to page 85 for more information regarding wireless security.






Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address:

Subnet Mask:

Enter the IP address of the router. The default IP address
192.168.1.1.

If you change the IP address, once you click Apply, you will need
to enter the new IP address in your browser to get back into the
configuration utility.

Enter the Subnet Mask. The default subnet mask is 255.255.255.0.

is

This section allows you to configure the local network settings of your router. Please note that this
section is optional and you should not need to change any of the settings here to get your network
up and running.

ROUTER SETTINGS

Use this section to configure the local network settings of your router, The IF Address that is
configured here is the IP Address that you use to access the Web-based management interface, If
you change the IP Address here, you may need to adjust your PC's network settings to access the
network again.

Router IP Address: 13218811
Subnet Mask: 25525528550

Device Name @  routername




DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The WRTB-283N has a built-in DHCP server. The DHCP Server will

automatically assign an IP address

to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting their TCP/IP settings to “Obtain
an IP

Address Automatically.” When you turn your computers on, they will automatically load the proper TCP/IP settings provided by the WRTB-
283N. The

DHCP Server will automatically allocate an unused IP address from the IP address pool to the requesting computer. You must specify the
starting

and ending address of the IP address pool.

Enable DHCP Check this box to enable the DHCP server on your router. Uncheck
Server: to disable this function. DHCP SERVER SETTINGS (OPTIONAL)

IJse this section to configure the built4n DHCP Server to assign IP addresses to the computers on
DHCP IP Address Enter the starting and ending IP addresses for the DHCP your netwark,

server's

Range: IP assignment. Enable DHCP Server :

. . DHCP IP Address Range: 192.152.1.100 152,168.1.200
Note: If you statically (manually) assign IP addresses 9 o

DHCP Lease Time: 24 (1~168hours)

to your

computers or devices, make sure the IP addresses are
outside of this

range or you may have an IP conflict.

DHCP Lease Time: The length of time for the IP address lease. Enter the Lease time
in minutes.



IPv6 Internet Connection

Click IPv6 Internet Connection Setup Wizard to begin. Skip to page
29.

If you want to configure your IPv6 Internet Connection manual vy,
click Manual IPv6 Internet Connection Setup and skip to the
next page.

There are two ways to set up your Internet connection. You can use the Web-based IPv6 Internet
Connection Setup Wizard, or you can manually configure the connection.

INTERNET CONNECTION SETUP WIZARD

If you would like to utilize our easy to use Web-based Wizards to assist you in connecting your new
D-Link Systems Router to the Internet, dick on the button below.

[ IPws Internet Connection Setup Wizared ]

Mote: Before launching the wizards, please make sure you have followed all steps outlined in the
Quick Installation Guide induded in the package.

MANUAL TPVE6 LOCAL CONNECTIVITY SETUP

If vou would like to configure IPvE local connectivity settings of your D-Link Router, then dick on
the button below,

[ IPvE Local Connectivity Settings ]

MANUAL IPVE6 INTERNET CONNECTION SETUP

If vou would like to configure the Internet settings of your new D-Link Systems Router manually,
then dick on the button below,

[ Manual IPvE Internset Connection Sstup ]




IPv6 Manual Setup

There are several connection types to choose from: Auto Detection, Static IPv6, Autoconfiguration (SLAAC/DHCPv6), PPPOE, IPv6 in IPv4

Tunnel,

6to4, 6rd, and Link-local. If you are unsure of your connection method, please contact your IPv6 Internet Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoOE client software on your computers has been removed or

disabled.

Auto Detection

Select Auto Detection to have the router detect and automatically
configure your IPv6 setting from your ISP.

IPvG CONNECTION TYPE

Choose the mode to be used by the router to the IPvG Internet.

My IPW6 Connection Is @ |auto Detection |

IP¥6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

Chtain 2 ONS s=rver address atomatizally

U= the folowing DNS address
Primary IPve DNS Server ;|
Secondary IPv6 DNS Server : |

LAN TPwh ADDRESS SETTINGS

Usge thiz z=2tan to corfioure the reeenal netwot sectings of wour rocker. IF wou change the LOM IPYE
&ddress berz, vou may need ko adjust wour PO nebmark settings bo ocoess the nebwork again,

Enable DHCP-PD : W
LAN IPws Address : | fed
LAN IPv6 Link-Local Address :  FEBD::218:ETFFFEGA 3854, 64

ADDRESS AUTOCONFIGURATION SETTINGS

|J3e this section ta sehup IPWG Aubccanfiguration bo assign IP addresses to the computers on vaur ncbaork,

Enahle automatic [Pv6 =
ardress assignment ;
Enable Automatic DHCP-PD in F
Lan @
Autoconfiguration Type © [5LAAC + Stebeless DHIPv = |

Routor Advertizement
Lifetime:

|40 frmirtes )




My IPv6 Connection:
WAN IPv6 Address Settings:
Internet
LAN IPv6 Address:
LAN Link-Local Address:
Enable Autoconfiguration:
Autoconfiguration Type:
IPv6 Address Range Start:
range for

IPv6 Address Range End:

IPv6 Address Lifetime:

Static IPv6 (Stateful)

Select Static IPv6 from the drop-down menu.
Enter the address settings supplied by your

provider (ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router's LAN Link-Local Address.
Check to enable the Autoconfiguration feature.
Select Stateful (DHCPv6).

Enter the start IPv6 Address for the DHCPv6
your local computers.

Enter the end IPv6 Address for the DHCPv6 range for
your local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPvo COMMECTION TYPE

Choose the mode to be used by the router to the IPva Intermet.

My TPl Connection is ;| St Py =

wWah [Pefh ADDRESS SETTINGS :

Envter the IPvh address information provided by your Intermet Service Prowider {ISP).

Use Link-Local Address : [+
IPvis Aaldress ;| FEa0:
Subnet Prefis Length @
Default Gateway : |
Primary DNS Address @ |
|

& FTFFFERa 364 T

Secondary DNS Address ©

LaN IP¥6 ADDRESS SETTINGS |

Uge this cection [0 configure the inoernal nedwork, setiings of wour router. I vou chamge the LAM [PVE
Addrass hera, voumay mesd o adjust pour PC nabvork settings ba acosss the nabork again,

LAM IPv6 Address ;| /6
LaN TP Link-Local Address @ FEBD::2 18E7FF FEGASZR-G, 61

AODRESS aUTOCONFIGURATION SETTIMNGS

Uz this saction bo setup IP4E sukooanfiouration ba assign 1P addresses to the compubers on vour nekeaork.

Enable automatic IPvE 7
atdress assignment ;

Autoconfigueation Type @ [Steteful CHCPWE » |
IPvE Address Range (Start) : | % i
IPwé Address Ramge (End) @ | | Fi4
IPvG Nddress Lifetime :  [1440

(rinutes)







My IPv6 Connection:

WAN IPv6 Address

Settings:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration:

Autoconfiguration Type:

Router Advertisement

Lifetime:

Static IPv6 (Stateless)

Select Static IPv6 from the drop-down menu.

Enter the address settings supplied by your Internet
provider (ISP).

Enter the LAN (local) IPv6 address for the router.
Displays the Router's LAN Link-Local Address.
Check to enable the Autoconfiguration feature.

Select either SLAAC + RDNSS or SLAAC + Stateless
DHCPv6.

Enter the Router
minutes).

Advertisement Lifetime (in

[PvEe CONNMECTION TYPE

Choose the mode o be used by the router to the TPw6 Internet.

My IPwi Connection is @ | Static Pv6 =1

WAN IPvh ADDRESS SETTIMNGS

Enter the IPv6 address information provided by your Internet Service Provider (I5P).

Use Link-Local Address : &
IPwh Address 1 | 700002 10 PR FRAS 5047
Subnet Prefec Length @ [+
Default Gateway : |
PHmary DNS Address @ |
Secondary ONS Address @ |

LAN TPv6 ADDRESS SETTINGS :

e this section b configure Che inceemal netaork, sectings of wouwr routsy. [F wou changs B LA IPYE
Address here, you m=y reed to adjust vour BC network sebtings Eo aoc=ss the network again.

LAN IPv6 Address : | 64
LAN TP¥f Link-Local Address 1 FEBN::2 18:E7FF FEGA:TR46, 64

ADDRESS AUTOCONFIGURATION SETTINGS

Lk this s=ction to setup TPYa sutoconfigurstion bo scsign [P addreszss to the computers an yous netiark.

Enable automatic IPvG 7
address assignment :

Auroconfiguration Type @ |Statelss -I

RoLiter Adverticoment ;
Lifetime : [14-1-|ZI (rirtes)




My IPv6 Connection:

IPv6 DNS Settings:

Autoconfiguration (Stateful)

Select Autoconfiguration(Stateless/DHCPv6) from
the drop-down menu.

Select either Obtain DNS server address automatically
or Use the following DNS Address.

Primary/Secondary DNS Enter the primary and secondary DNS server

addresses.
Address:

LAN IPv6 Address:

LAN Link-Local Address:
Enable Autoconfiguration:
Autoconfiguration Type:

IPv6 Address Range Start:

IPv6 Address Range End:

IPv6 Address Lifetime:

Enter the LAN (local) IPv6 address for the router.
Displays the Router's LAN Link-Local Address.

Check to enable the Autoconfiguration feature.
Select Stateful (DHCPv6).

Enter the start IPv6 Address for the DHCPv6 range for
your local computers.

Enter the end IPv6 Address for the DHCPv6 range for
your local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPy6 COMMECTION TYPE

Choose the mode to be used by the router to the TP Intemnet.

My IPwh Comnnection is : |.ﬂ.|.l:|:ncn'ﬁguratlm (St atekcsiOHTRUE] ;l

| TPv6 DMNS SETTINGS :

Obtain a DNG server address automatically or enter a specific DNS server address.

& Chtain 3 DNG server address automaticaly
Lz the folowing DMS sdckess
Primary DNS Address : |
Secondary DNS Addross @ |

LAN 1P¥ye ADDRESS SETTINGS @

Lse this =ection bo configure the intemal retwork setbinge of your roater. IF you chance the
LAM [Pvd Adcksss here, vou may need to adust your PO network settings to access the
ety ors 2gan.,

Enschle DHCP-PD : W
LAN [Pv6 Address @ | /64
LAN IPv6 Link-Local Address ©  FEBO:2 18:E TFF FEGAIIBI6/ 67

ADDRESS AUTOCONFIGURATION SETTINGS

Lee this section to setup IPYE autoconfigurstion to assign [P addresses to the computers on
voLy network,

Enable automatic IPv6 )
address assignment :

Autoconfiguration Type @ IStnthul DHC PG rI

Pv6 Address Range (Start): | uf
IPvfi Address Range (End): | 4
w6 Address Lifetime:  [1440 frminLtas]




My IPv6 Connection:

IPv6 DNS Settings:

Autoconfiguration (Stateless)

Select Autoconfiguration(Stateless/DHCPv6) from
the drop-down menu.

Select either Obtain DNS server address automatically
or Use the following DNS Address.

Primary/Secondary DNS Enter the primary and secondary DNS server

addresses.
Address:

LAN IPv6 Address:
LAN Link-Local Address:
Enable Autoconfiguration:

Autoconfiguration Type:

Router Advertisement

minutes).
Lifetime:

Enter the LAN (local) IPv6 address for the router.
Displays the Router's LAN Link-Local Address.
Check to enable the Autoconfiguration feature.

Select either SLAAC + RDNSS or SLAAC + Stateless
DHCPv6.

Enter the Router Advertisement Lifetime (in

[P¥6 CONMMECTIOMN TYPE

Choose the mode to be used by the router to the TP¥E Internet.

My [Pv6 Connection is : I.ﬂluh:l:mﬁuurutiun {StatelossDHFvG) - |

IPv¥E6 DNS SETTINGS :

Obtain a DKS server address automatically or enter a specific DNS server address.

& btan a DS ssrver address automaticaly
£ Lse the folowing OME addiess

Primary DNS Address @ |
Secondary DNS Address @ |

LaN IPvG ADDRESS SETTINGS :

ll=a th& s=ction to configure the ntemal retwork ssttings of your router, 1 wou charge the
LA IPve Bddress here, wou may heed 1o adjust your PO nebwork ssthngs [o access the

retwork again.

Enable DHCP-PD : ¥
LAN TPvfi Address : | 164
LaM 1P¥6 Link-Local addvess :  FEG0::2 18:E7FF:FEOA: 3640, 64

ADDRESS AUTOCONFIGURATION SETTINGS

llze ths s=ction 0 setup [Pvs Autoconfigoration to assign 1P addresses to the camputers on
vour retwork,

Enable automatic IPvG 7
address assignment :

Avutoconfiguration Type : |-5tatelass vI

Router Advertizemnent |l44l:|
Lifetime:

(minutes]




My IPv6 Connection:

PPPoE:

Address Mode:

IP Address:

User Name:

Password:

Service Name:

Reconnection Mode:

Maximum Idle Time:

MTU:

IPv6 DNS Settings:
the

PPPoE (Stateful)

Select PPPoE from the drop-down menu.
Enter the PPPoE account settings supplied by your Internet provider (ISP).

Select Static if your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).

Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in the next box.
Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection is
maintained during inactivity. To disable this feature, enable Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU for optimal
performance with your specific ISP. 1492 is the default MTU.

Select either Obtain DNS server address automatically or Use

following DNS Address.

Primary/Secondary DNS Enter the primary and secondary DNS server addresses.

Address:
LAN IPv6 Address:
LAN Link-Local Address:

Enable Autoconfiguration:

Enter the LAN (local) IPv6 address for the router.
Displays the Router's LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

IPvE CONKNECTION TYPE

Choose the mode to be w=ed by the mouter to the 108 Internat.

My I8 Connection is @ [#peor =

Enfes Ehe informaation provaded I sour Tndared Service Brovider (TSP

PPPOE Sessb:  F Share wih IPvd 7 Croata 3 naw sataon
Paddlress Fode % [pramc PO Clatc P
1P Akt |
bser Manse @
——
——
Gorvicn Name @ |
Fecormect Mode -
MaximLm Tl Vi : |
i LI e

Pagswond ¢
Verfy Passwnond ¢

{ophora ]
T swazon & Ondamard T Marul
3 " (mrutes, 0=rinta)
(bytas) MTU dafadt = 1992

Enter a speoific (NS server address

& Cbtain a OME sarver address aibomakicaly

£ s the foliowing DS address
Prinary ONS Addeess @ |
Seponclary DNS Ackidness ¢ |

LAN IP»h ADDRESS SETTINGS -

Lez the smcton to configues the Intemnsl netvork, settings of pour rauber, IF pou change the LK [P
Badcnase e, 90U ey e £o e st our PO network s things bo acess tha nepwork agen.
Enabile DHCP-P0 :

LN IPv6 Addeess ;[ fad
Ly [P Link-Local Acdress ;. FEBO=218:E T FFEG Az 30467 &4

ADDRESS AUTOCONFIGURATION SETTINGS

=gy b 3 ection bo ssbop Pl fust oeonfiger stion Lo assion F sddre=aes b the corputers on wour rest e,

Enable sutomatic P
address acagrment @
A DooonBgLIration Tyme & | Skzezhl -I

Ronuter At

{minutes|

i ;
Lietime 140




Autoconfiguration Type: Select Stateful (DHCPv6).
IPv6 Address Range Start:  Enter the start IPv6 Address for the DHCPv6 range for your local computers.
IPv6 Address Range End:  Enter the end IPv6 Address for the DHCPv6 range for your local computers.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).



My IPv6 Connection:
menu.
PPPoE:
Address Mode:
IP Address:
User Name:
Password:

Service Name:
Reconnection Mode:

Maximum Idle Time:

MTU:

IPv6 DNS Settings:

Primary/Secondary DNS

Address:

LAN IPv6 Address:

LAN Link-Local Address:

PPPoE (Stateless)

Select PPPoE from the drop-down

Enter the PPPoE account settings supplied by your Internet provider (ISP).

Select Static if your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).

Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in the next box.
Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection
is

maintained during inactivity. To disable this feature, enable Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU for optimal
performance with your specific ISP. 1492 is the default MTU.

Select either Obtain DNS
following DNS Address.

server address automatically or Use the

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router's LAN Link-Local Address.

IPwGE CONMECTION TYPE

Choose the mmie to be we=d by the router to the IPv6 Intermet.

My IPvE Connection ig:  PPeaE -

Enter tha miormation provided by your Internet Sereioe Provider (ISP

Address Mode @ Dyname 1P

TP Address |

Iksar Nams
Pazsweord :

Werily Password !
Service Name |
Recommect Mode ;
Mansimamm Tl Tena |
MTW: 5202

Sigbc IP

R L]
-
{optioral)
T Ahwayson @ On demand 0 Manual
{rmenubes, D=mhnte)

Lbytes)

| 1PV6 DMS SETTINGS

abkain DRSS server address sutomaticaly or anter 2 spacific DS server address,

@ OhmEin NG serder aforess SUTDmATCEY
Us thi fobowingd DNS #ddress
Primary DNS Address :
Secondary DNS Aodress |

LAN IPwh ADDRESS SETTINGS ;

Lis= this s=cion bo configure the inbarmal network setings of your router. I youi changs e LAN FPwE Address |
here, vou may need 1o adist yowr PCs network s2itings to aocess the network agan.

LAM TPvis Address . 2002:0:0:0001::1 fE4
Lk 1Pt Link-Local Addross 1 FERC: 240:FAFF-FENE: LADT 64

ADDRESS AUTOCONFIGURATION SETTINGS

L thid e e B sinbup TPl Aanisrandbourak on oo seson B @ ddresoss o tha computers on pour nabwark.

Enable sutoconfiguration @
Buboconfyperation Type ©  Shat=iess -

Router Advertisament

Lifetime: [minutes)




Enable Autoconfiguration:
Autoconfiguration Type: Check to enable the Autoconfiguration feature.
Router Advertisement Lifetime:  Select either SLAAC + RDNSS or SLAAC + Stateless DHCPV6.

Enter the Router Advertisement Lifetime (in minutes).



IPv6 in IPv4 Tunneling (Stateful)

My IPv6 Connection: ~ Select IPv6 in IPv4 Tunnel from the drop-down menu.

IPv6 in IPv4 Tunnel Enter the settings supplied by your Internet provider
(ISP).
Settings:

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router.

LAN Link-Local Displays the Router's LAN Link-Local Address.
Address:

Enable Check to enable the Autoconfiguration feature.
Autoconfiguration:

Autoconfiguration Select Stateful (DHCPv6).
Type:

IPv6 Address Range Enter the start IPv6 Address for the DHCPv6 range for
your
Start: local computers.

IPv6 Address Range Enter the end IPv6 Address for the DHCPv6 range for your
End: local computers.

Pv6 Address Lifetime: Enter the Router Advertisement Lifetime (in minutes).

IPwG CONNECTION TYPE

Choose the mode to be used by the router to the IPve Internet.

My IPwh Connection is ©:  Pud in TPu4 Tunng »

IPw in IPwv4 TUNNEL SETTINGS :

Enter the IPvE in IPv4 Tunnel information provided by your Tunnel Broker.

Remaote TPv4 Address :
Remote IPve Address :
Local IPv4 Addiess :
Leecal TPwé Address -
Primary DNS Address :
Secondary NS Address :

LAH IPva ADDRESS SETTINGS :

Ls= this s=ction o corfigure the internal netvork s=tings of vour router, IF you change the LAN [PwS Address
here, you may need to adjust yvour PC'e network asttngs to acceas the network again.

LAN TPyt Address : j6d
LAN TPv6 Link-Local Address :  FEGO: 240:F4FFFE03:1 ASC/ 64

ADDRESS AUTODCONFIGURATION SETTINGS

Usz this secton to setup IPvé Autocorfiguration to assign [P addresses to the computers an your network,

Enable Autoconfiguration : |V
Autoconfiguration Type @ Ststefd (DHCPWE] -
IPv6 Address Range{Start):
IPvE Address Range(End):
IPv5 Address Lifetima: 30 (minutas}




IPv6 in IPv4 Tunneling (Stateless)

My IPv6 Connection: ~ Select TPv6 in IPv4 Tunnel from the drop-down menu.

IPv6 in IPv4 Tunnel Enter the settings supplied by your Internet provider (ISP).
Settings:

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router.
LAN Link-Local Address: Displays the Router’s LAN Link-Local Address.

Enable Check to enable the Autoconfiguration feature.
Autoconfiguration:

Autoconfiguration Type: Select either SLAAC+RDNSS or SLAAC + Stateless
DHCPv6.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).

IPwEG CONNECTION TYPE
Choose the mode to be used by the router to the IPvb Internet.
My TPu6 Connection is ;. PvRin Pv3Tumrel =

IP¥6 in IPv4 TUNNEL SETTINGS :

Enter the IPvE in IPvd Tunnel information provided by your Tunnel Broker.

Remote IPv4 Address
Remobe IPvE Address
Local TPv4 Address
Local IPvE Address :
Primary DHS Address :
Secondary DNS Address

LAN TPv6 ADDRESS SETTINGS :

Use this section to confioure the intemal network setings of your routsr. IF you change the LAM [PwS Address
here, you may nesd to adiust your PC's netwerk settings ta acozss the nebwark agzin,

LAN TPwii Address : J64
LAN TPw6 Link-Local Address :  FEBD--240:FAFF-FEO3: 1AOC 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfipuration to assgn IP addresses to the computers on your network,

Enable Autoconfiguration : |7

Autoconfiguration Type :  statelkss -

Router Advertisement

zirtn 30 {minutas
Lifetinee: ¥ )




6 to 4 Tunneling (Stateful)

My IPv6 Connection:  Select 6 to 4 from the drop-down menu.
6 to 4 Settings: Enter the IPv6 settings supplied by your Internet provider (ISP).

Primary/Secondary DNS Enter the primary and secondary DNS server addresses.
Address:

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router.
LAN Link-Local Address: Displays the Router's LAN Link-Local Address.

Enable Check to enable the Autoconfiguration feature.
Autoconfiguration:

Autoconfiguration Type: Select Stateful (DHCPv6).

IPv6 Address Range Enter the start IPv6 Address for the DHCPv6 range for your
Start: local computers.

IPv6 Address Range Enter the end IPv6 Address for the DHCPv6 range for your
End: local computers.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).

1Py CONNECTION TYPE

Choose the mode to be used by the router to the IPyG Internet,

My IPvi Conmection is ¢ | 6to+ Turel =1

IPvE in IPvd4 TUNNEL SETTINGS :

Enter the 1Py in 1Py Turmel miormation provided by goor Tonnel Broker,

Remote TPy address -

Remote TG address @ |
Local 1Pv4 address @ jpooo
Local 106 fddress ;|

1Py DNS SETTINGS ;

Oktain a DNS server address automatically or enber 8 spedfic DNS server address.

*  Chtar 3 OkS sarer address automaticaly
= e the folowing OrS acdress
Primary DNS Address ;|
Secomdary DG Address ;|

LAN IPvG ADDEESS SETTINGS ;

Lkg this s=ction to corfiguie e ntema neteork sebtings of o rodcer, T you chenge: the LAN P
here, youmay need bo sdust vour PC retwork settdngs bo acoess the nebsork agan.

Enahle DHCP-PO @ B
Lan 16 address = | 64
L TP Link-Local address @ FERD:2 1AETFFFEGA2R46,/ G4

ADDEESS AUTOCONFIGURATION SETTINGS

s this saction o sebip [P sukoconfigaration o assion 10 add ke Ehee conmpiters onvy s nesvacek,

Enalle automatic TPYG =
address assignment ;

Autoconfiguration Type : E*i-ataﬂ.l DHCFE v|
IPve Adidress Range (Start) @ | o
Statefil DHCPYE &= | i

1PwE Buddress Lifetime: [L«l:- (minLtes)







6 to 4 Tunneling (Stateless)

My IPv6 Connection:  Select 6 to 4 from the drop-down menu.

6 to 4 Settings: Enter the IPv6 settings supplied by your Internet
provider (ISP).

Primary/Secondary DNS Enter the primary and secondary DNS server addresses.
Address:

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router.
LAN Link-Local Address: Displays the Router's LAN Link-Local Address.
Enable Autoconfiguration: Check to enable the Autoconfiguration feature.

Autoconfiguration Type: Select either SLAAC +RDNSS or SLAAC + Stateless
DHCPv6.

Router Advertisement  Enter the Router Advertisement Lifetime (in minutes).
Lifetime:

IPvG COMNECTION TYPE

Choose the mode to be usad by the router to the IPvG Internet.

My IPWE Coninection is @ | 6004 Tuwel =

IPw%G i IP%<4+ TUNMEL SETTINGS :

Enter the IPv6 n IPv4 Tunmel iInformation provided by your Tunned Broker.

Remote IPv4 Address

Remote IPvh Address ; |
Local IPwsd Address - [0.0.0.0
Local TPve address @ |

I1PvE: DPNS GETTINGES &

Obtam a DNS server address automaticaly or enber a specific D8G server address,

& Citain 3 DS sarver address automaticaly
T Use tha following OhS address
Prinary DS Address |
Seoondary DNS Address ;|

LaN IPvA ADDRESS SETTINGS :

Wse this section to configare e inkernal reteork ssttings of your rouker. TF pou change the LaN [Pes
Address here, you may reed ko sdiust your PO rekmork sethings o socess bhe nstveork agsin,

Enable DHCP-PD ;
LAN IPvE Address | | Ji6d
LAN 1Pv6 Link-Local Address | FEBD:2 18E TFF FEGA 3846/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this seckion ko sebap 1PvE &utoconfigurston bo assign IF eddiesses bo the comouters on o nebsork,

Enahile autonwatic TPwG =
afdress assignment ;

asuitocon figuiration Type @ |Seeteless -

Router Advertisement e
il T [rriuites)




My IPv6 Connection:

6RD Settings:

LAN IPv6 Address:
LAN Link-Local Address:
Enable Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

6rd (Stateless)

Select 6rd from the drop-down menu.

Enter the address settings supplied by your Internet
provider (ISP).

Enter the LAN (local) IPv6 address for the router.
Displays the Router's LAN Link-Local Address.
Check to enable the Autoconfiguration feature.

Select either SLAAC+ RDNSS or SLAAC + Stateless
DHCPv6.

Enter the Router Advertisement Lifetime (in

minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPvG Internet.

My IPv6 Connection is @ [&d |

BRD SETTIRGS :

Enter the IPve address information provided by your Internet Service Provider (ISP).

ord [PwG Prefix ;| 7z

Py Address 0000 Mask Length
Asgign [PYE Prefix @ Nohe
Turnel Link-Local address : FESO::0000:0000/' 64

6rd Border Relay IPvd I
Address ;

Primary DNS Address : |

Secondary DNS addrecs @ |

Lan IPvE ADDRESS SETTINGS

Lize this zection bo corfigore Ehe internal netwaork setings of wour router. IF wou chanoe the LA 1Pws Address
hiere, youmay need bo adjost woor PC's network sethings bo access e nebwarl: again.

LaN IPv6 address @ None
Lan TP Link-Local Address ;. FESD::2 18 E7FF FEGA:3IB40/64

ADDREESS AUTOCONFIGURATION SETTINGS

e thig sechon ta setup [Pwé Aokoconfigursbon to assign [P addresces to the compubsrs on yaur nebwork,

Enable automatic IPwG F
address assignment :

Autoconfiguration Type : |Statelass 'I

Fouter Advertizement '
Lifetime: Jta10 {mintes)




My IPv6 Connection:

6RD Address Settings:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration: Check to enable the Autoconfiguration feature.

Autoconfiguration Type:

IPv6 Address Range Start:

IPv6 Address Range End:

IPv6 Address Lifetime:

6rd (Stateful)

Select 6rd from the drop-down menu.

Enter the address settings supplied by your
provider (ISP).

Enter the LAN (local) IPv6 address for the

Displays the Router's LAN Link-Local Address.

Select Stateful (DHCPv6).

Enter the start IPv6 Address for the DHCPv6 range
for your local computers.

Enter the end IPv6 Address for the DHCPv6 range
for your local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPwe CONNECTION TYPE

Choose the mode to be used by the router to the IPY6 Internet.,

My IPVE Connection is = &g =l

GRD SETTINGS :

Enter the IPve address information provided by your Internet Service Provider (ISP,

Grd IPG Prefix - | FREE

IPv4 Address 0000 Mask Length 0
Asgign IPVE Prefix @ None
Turmel Link-Local Address : FES0::0000:0000, 64
frd Border Relay 1Pw4 |

dress :
Primary DNS Address : f

secondary DG Address : |

LAN IPvG ADDRESS SETTINGS :

U=z thiz saction bo corfgure Bhe imbarnal necmods sehings of wour roukar, IF you change tha LAK IPve Address
hesz, wou may need to adust your PCE netMork seXtngs toacoess the metwark again,

LaN IPvE address @ None
LAN IPvE Link-Local Address : FES0::218:E7FFFEGA:3B46/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Uz thic section to estup 1P aukocorfiguration bo assgn [P addresses to the computers om o nstwcrk.

Enable automatic [Pvh =
address assigniment :

Autoconfiguration Type : FS:EtEfuI{I:lH:M] 'I

IPv6 Addrecs Range(Start): | 1|
IPvh Address Range(End): | 3

IPvis Address Lifetime: |1440 inubas )

Internet

router.



Link-Local Connectivity

My IPv6 Connection:  Select Link-Local Only from the drop-down menu.

LAN IPv6 Address Displays the IPv6 address of the router.
Settings:

|Use this section to configure your IPv6 Connection type.If you are unsure of your connection
method, please contact yourr Internet Service Provuder.

[ Save Selfings ][ Bont e Seliing= ]

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My Internet Connection is: h

LAN IPV6 ADDRESS SETTINGS:

Lan IPvé6 address for local IPve Communications.

Lan IPv6 Link-Local Address: fe80::2210:7aff:fe45:448c 84




Parental Controls

Product Page: WRTB-233M Site Map  Firmware Version: 1.0.1

ADVANCED ‘ MAINTENANCE S5TATUS “

Uses URL {i.e. www,yahoo,com) to impliment filtering.

Firewsall Settings

| Block Webste |

PARENTAL CONTROL -- BLOCK MAC ADDRESS

IUses MAC address to impliment filtering.

Drynamic DNS

Block MAC Address

Metwork Toolk

Routing

PARENTAL CONTROL -- BLOCK COMPUTERS

IPwE Routing

Ises Block computers to impliment filtering.

Block Computsrs




Port Forwarding

This will allow you to open a single port or a range of ports.

Name: Enter a name for the rule or select an application from the drop-down
menu. Select an application and click << to populate the fields.

[ T o | N N
IP Address:  Enter the IP address of the computer on your local network that el e ssswsse I
you _W_ant to a”OW the |nCOm|ng ‘Sewlce to. If yOUr CompUter 15 This page allows you to configure port forwarding for the router. Requests to the spedified WAN
rece|v|ng an IP address automa“ca”y from the router (DHCP)’ port range will be forwarded to the port range of the LAM machine. You may also configure static

. . . routes here.
you computer will be listed in the"Computer Name” drop-down

menu. Select your computer and click <<.

PORT FORWARDS

P00l WANPONSEN  WANPOMEN  LAN P Agdress LANFoiSiat  LAN PorEnd

.1

TCP/UDP: Enter the TCP and/or UDP port or ports that you want to open.

You can enter a single port or a range of ports. Separate ports
with a common.

Example: 24,1009,3000-4000

DEEDEEEEEEEE

444|444 4]

Inbound Filter: Select Allow All (most common) or a created Inbound filter.
You

may create your own inbound filters in the Advanced > Inbound
Filter page.

Schedule: The schedule of time when the Virtual Server Rule wil be enabled.

The schedule may be set to Always, which wil al ow the particular
service to always be enabled. You can create your own times in
the Tools > Schedules section.



Firewall Settings

A firewall protects your network from the outside world. The Gemtek WRTB-283N offers a firewall type functionality. The SPI feature
helps prevent cyber

attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications. If you choose to expose a computer,
you cam enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the chosen computer completely to the outside
world.

Enable SPI: SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state
per session. It validates that the traffic passing through the
session conforms to the protocol.

SteMap  Firm

NAT Endpoint Select one of the following for TCP and UDP ports:
Filtering: Endpoint Independent - Any incoming traffic sent to an open
port will be forwarded to the application that opened the port.
The port will close if idle for 5 minutes.

Firewall rules can be used to allow or deny traffic passing through the router. You can spedify a
single port by utilizing the input box at the top or a range of ports by utilizing both input boxes.
FIREWALL CONFIGURATION

Enable SPI dssble =

EET
Address Restricted - Incoming traffic must match the IP
address of the outgoing connection.

IPV4 FIREWALL LIST

Address + Port Restriction - Incoming traffic must match the
IP address and port of the outgoing connection.

Interface IP Address

Name Source Protocol
LN AL v

Enable DMZ Host: If an application has trouble working from behind the router,
you can expose one computer to the Internet and run the
application on that computer.

" Port Range Schedule

Note: Placing a computer in the DMZ may expose that computer
to a variety of security risks. Use of this option is only recommended
as a last resort.

IP Address: Specify the IP address of the computer on the LAN that you want
to have unrestricted Internet communication. If this computer
obtains it's IP address automatical y using DHCP, be sure to make
a static reservation on the Basic > DHCP page so that the IP
address of the DMZ machine does not change.



Application Level Gateway Configuration

Here you can enable or disable ALG's. Some protocols and applications require special handling of the IP payload to make them work
with network

address translation (NAT). Each ALG provides special handling for a specific protocol or application. A number of ALGs for common applications
are enabled by default.

PPTP: Allows multiple machines on the LAN to connect to their corporate network using PPTP protocol.

IPSEC (VPN): Al ows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec through NAT. This ALG may interfere
with the operation of such VPN clients. If you are having trouble connecting with your corporate network, try turning this ALG off. Please check with the
system adminstrator of your corporate network whether your VPN client supports NAT traversal.

RTSP: Allows applications that use Real Time Streaming Protocol to receive streaming media from the internet. QuickTime and Real Player are some of the common
applications using this protocol.

SIP: Allows devices and applications using VoIP (Voice over IP) to communicate across NAT. Some VolIP applications and devices have the ability to discover NAT
devices and work around them. This ALG may interfere with the operation of such devices. If you are having trouble making VoIP calls, try turning this ALG
off.



Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Destination IP:

Netmask:

Gateway:

Metric:

the

Interface:

transit

Enter the IP address of packets that will take this route.

Enter the netmask of the route, please note that the octets
must match your destination IP address.

Enter your next hop gateway to be taken if this route is
used.

The route metric is a value from 1 to 16 that indicates

cost of using this route. A value 1 is the lowest cost and
15
is the highest cost.

Select the interface that the IP packet must use to

out of the router when this route is used.

Port Triggering

Site Map

Allows you to manually configure spedial routes that your network might need.

LAN STATIC ROUTE

Firmware Version: 1.0.1







Transmit Power:

Beacon Period:

RTS Threshold:

Fragmentation
Threshold:

DTIM Interval:

‘WMM Function:

Short GI:

Advanced Wireless Settings

Set the transmit power of the antennas.

Beacons are packets sent by a Router to synchronize a

wireless network. Specify a value. 100 is the default setting
and is recommended.

This value should remain at its default setting of 2432. If
inconsistent data flow is a problem, only a minor modification
should be made.

The fragmentation threshold, which is specified in bytes,
determines whether packets will be fragmented. Packets
exceeding the 2346 byte setting will be fragmented before
transmission. 2346 is the default setting.

(Delivery Traffic Indication Message) 3 is the default setting.

A DTIM is a countdown informing clients of the next window
for listening to broadcast and multicast messages.

WMM is QoS for your wireless network. This will improve
the quality of video and voice applications for your wireless
clients.

Check this box to reduce the guard interval time therefore
increasing the data capacity. However, it's less reliable and
may create higher data loss.

. [

Port Forwarding

Port Triggering

Parental Control

ADVANCED

‘ MAINTENANCE STATUS HELP

If you are not familiar with these Advanced Wireless settings, please read the help section before
attempting to modify these settings.

l Save Settings ][ Dont't Save ]

Wireless Band :

Beacon Period :

RTS Threshold :
Fragmentation Threshold :
DTIM Interval :

'WHHM Enable :

2.4GHz Band

ADVANCED 2.4GHZ SETTINGS

(20~1000)
(0~2347)
(256~2346)
(1~255)

Wireless Band :
Beacon Period :
RTS Threshold :
Fragmentation Threshold :
DTIM Interval :

'WHMM Enable :

5GHz Band

El“ggé

ADVANCED 5GHZ SETTINGS

(20~1000)
(0~2347)
(256~2346)
(1~255)




Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup” as well as the
“Add New

Device"” processes. The Wi-Fi Al iance (WFA) has certified it across different products as wel as manufactures. The process is just as
easy, as depressing

a button for the Push-Button Method or correctly entering the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use
are quite beneficial, while the highest wireless Security setting of WPA2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature. [:"m
Lock Wireless Locking the wireless security settings prevents the settings from ik =B wrererotecTEDSETOP

Security Settings: being changed by the Wi-Fi Protected Setup feature of the router. o et e
Devices can still be added to the network using Wi-Fi Protected
Setup. However, the settings of the network wil not change once
this option is checked.

Press the Wi-Fi Protected Setup button on dient device. Then hit the button below,
=
WI-FI PROTECTED SETUP SETTINGS

Device Name : WRTE-283N
Device UUID : 43b1dbf25300c4a05832e0b27546d 12
WPS Current Status: Init

PIN Settings: A PIN is a unique number that can be used to add the router to

an existing network or to create a new network. The default PIN
may be printed on the bottom of the router. For extra security,

a new PIN can be generated. You can restore the default PIN at -
any time. Only the Administrator (“admin” account) can change
or reset the PIN.

2.4GHZ WIRELESS SETTINGS

Wireless Band : 2.4GHz Band
Network Name :  RW-2.4G-001 (Also called the SSID)

Current PIN: Shows the current value of the router’s PIN.

Reset PIN to Restore the default PIN of the router.
Default:

'WPS Configuration: Ensbled +

Generate New PIN: Create a random number that is a valid PIN. This becomes the

router’s PIN. You can then copy this PIN to the user interface of

the registrar.

This Wizard helps you add wireless devices to the wireless
network.

Add Wireless  The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the PIN for the device, or ask you

Station: to press the configuration button on the device. If the device supports Wi-Fi Protected Setup and has a configuration button, you can add it to the network by
pressing the configuration button on the device and then the on the router within 60 seconds. The status LED on the router will flash three times if the device
has been successfully added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A registrar only allows

devices onto the
wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup button on the device. The router acts as a registrar for the network,
although other devices may act as a registrar as well.

Add Wireless Start the wizard.
Device Wizard:






IPv6 Routing

This page allows you to specify custom routes that determine how data is moved around your network.

| x SETUP | ADVANCED ‘ MATNTENANCE STATUS HELP

Port Forwarding

This IPv6 Routing page allows you to specify custom ipv6 routes that determine how data is moved
Port Triggering around your netwark.

Parental Control IPV6 ROUTE LIST

Firewall Seftings

Name /

Cynamic DNS D Metric T
Network Tools NULL R
IPvé Routing Name /

=]
e
; eway
T

fie

SHMP /

WI-FI Protected Setup Metric Interface —



SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs to a SysLog
server on your
network.

Enable Logging to Check this box to send the router logs to a SysLog

x SETUP ADVANCED ‘ MAINTENANCE ‘ STATUS “
8, m

Server.

SysLog Server: ma Log: ©) Enabled @ Disabled
Mode: -
SysLog Server IP The address of the SysLog server that wil be used to === sy
send
Address: the logs. You may also select your computer from the
drop-down menu (only if receiving an IP address - EEET N WSS S g
from

the router via DHCP).



System Settings

Save Settings to Usg this optl_on to save the Furrent router configuration -:l" ’—‘mmmcz
Local Hard Drive:  settings to a file on the hard disk of the computer you are

using. First, click the Save button. You will then see a file
dialog, where you can select a location and file name for Click the button below to reboot the router.
the settings.

Syystem

Load Settings Use this option to load previously saved router configuration
from Local Hardsettings. First, click the Browse button to locate a previously
Drive: saved configuration file and then click the Load button to
transfer those settings to the router.

SYSTEM -- BACKUP SETTINGS

Backup The Router configurations. You may save your router configurations to a file on your PC.

Save NVRAM to file

SYSTEM -- UPDATE SETTINGS

Update The Router settings. You may update your router settings using your saved files,

Settings File Mame:

Restore to Factory  This option will restore all configuration settings back to

Default Settings: the settings that were in effect at the time the router was
shipped from the factory. Any settings that have not been
saved will be lost, including any rules that you have created.

If you want to save the current router configuration settings,
use the Save button above.

Reboot Device:  Click to reboot the router.



Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of the computer.

Click on Browse

to locate the firmware file to be used for the update. Please check the Gemtek support site for firmware updates at http://support.dlink.com. You

can
download firmware upgrades to your hard drive from the Gemtek support site.

Firmware Upgrade: Click on Check Now to find out if there is an updated firmware; :l MATNTENANCE

Step 1: Obtain an updated firmware image file from your ISP,

if so, download the new firmware to your hard drive.

Browse: After you have downloaded the new firmware, click Browse to

locate the firmware update on your hard drive. Click Upload
to complete the firmware upgrade.

locate the image file.,

Step 2:Enter the path to the image file location in the box below or dick the "Browse™ button to

Step 3: Click the "Update Firmware” button once to upload the new image file.

MNOTE: The update process takes about 2 minutes to complete, and your Router will reboot. Please
DO NOT power off your router before the update is complete.

Firmware File Name:

FIRMWARE UPDATE




DDNS

The DDNS feature al ows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased
(www.whateveryournameis.

com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) IP addresses.
Using a DDNS

service provider, your friends can enter in your domain name to connect to your server no matter what your IP address is.

DDNS: Dynamic Domain Name System is a method of keeping

domain name linked to a changing IP Address. Check
the

box to enable DDNS.

x SETUP ADVANCED MAINTENANCE STATUS HELP a
Port Forwarding

This page allows you to add a Dynamic DMS address.

The Dynamic DMNS service allows you to alias a dynamic IP address to a static hostname in any of

the many domains, allowing your DSL router to be more easily accessed from various locations on
the Internet.

DYNAMIC DNS

Enable DDNS : [7]

Server Address: Choose your DDNS provider from the drop down menu.

Host Name: Enter the Host Name that you registered with your
DDNS

service provider.

Server Address: DynDns.org(Fres) =
Host Name: myhostname
User Account: User

Username or Key: Enter the Username for your DDNS account.

Password: sese

Password or Key: Enter the Password for your DDNS account. ks

s ] (o]
TR: hent

Timeout: Enter a time (in hours).




Schedules
Name: Enter a name for your new schedule.

Days: Select a day, a range of days, or All Week to include every X Sovencen
day.

Schedule allows you to create scheduling rules to be applied for your firewall.

Time: Check All Day - 24hrs or enter a start and end time for
your schedule.

Maximum of 16 entries.

SCHEDULE RULE

Rule Name Sun Mon Tue Wed Thu Fri Sat Start Stop

Save: Click Save to save your schedule. You must click
Save

Settings at the top for your schedules to go into effect.

Schedule Rules List:  The list of schedules will be listed here. Click the Edit icon
to make changes or click the Delete icon to remove the
schedule.




Device Information
This page displays the current information for the WRTB-283N. It will display the LAN, WAN (Internet), and Wireless information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button wil be displayed. Use Release

to disconnect
from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use Disconnect to drop the PPPoE
connection and use Connect to establish the PPPoE connection.

General: Displays the router’s time and firmware version. bevice o
. . . This information reflects the current status of your router connection.
WAN: Displays the MAC address and the public IP settings for the router. _
_ SYSTEM INFO
LAN: Displays the MAC address and the private (local) IP settings for the veRoIG Model Name: WRTE-2830
Time and Date: Thu, 01 Jan 1970 00:01:55 +0000

router.

Firmware Version: 1.0.1

INTERNET INFO

Wireless LAN: Displays the wireless MAC address and your wireless settings such as
SSID and

Connection Status: Disconnected
ChanneL WAN IP Address: 0.0.0.0
WAN Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0

LAN Computers: Displays computers and devices that are connected to the router via Ethernet Orofarrad PG Coriar A
and

that are receiving an IP address assigned by the router (DHCP).

IGMP Multicast Displays the Multicast Group IP Address.
Memberships:






Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the WRTB-283N on both the

Internet and the LAN
ports. The traffic counter will reset if the device is rebooted.

:l SETUP ADVANCED MAINTENANCE | STATUS

This information reflects the current status of your router connection,

LAN

Interface Received Transmitted
Bytes Pkts Errs Drops Bytes Pkts Errs Drops
bro 307533 2360 1] o 298047 354 a 1]
ethl o] 1] 1] o 159135 1149 12 1]
eth2 o] 1] 1] a 149318 1109 53 1]

Interface Service Name Received Transmitted
Bytes Pkts Errs Drops Bytes Pkits Errs Drops
ethl DHCP Service 249379 1863 0 0 323425 1030 0 0




Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and MAC

address of the
connected wireless clients.

| X SETUP ADVANCED MAINTENANCE ‘ STATUS

This information reflects the current Wireless dient of your modem.

2.4GHZ

MAC Address Asscociation Time Authorized WMM Link Power Save APSD Default

S5GHZ

MAC Address Association Time Authorized WMM Link Power Save APSD Default

‘ HELP

DEVICE INFO

WIRELESS
Ca—

IPY6 ROUTING




IPv6

The IPv6 table displays a list of current IPv6 connections.

! X SETUP ADVANCED MAINTENANCE ‘ STATUS ‘ HELP

i This information reflects the current status of your router connection.
WIRELESS
P INTERNET INFO
IPVE ROUTING IPv6 Connection Type : Local Connection Only
IPvE Default Gateway :NfA
DHCP-PD : Disabled
LAN IPv6 Link-Local Address : feB0=2210:7aff:-fed5:448c/64

DHCP CLIENTS

IPvE Address Hame(if any)




Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The WRTB-283N offers the
following types
of security:

« WPA2~ (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA~ (Wi-Fi Protected Access) « WPA-PSK (Pre-Shared Key)

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent

Privacy).
The 2 major improvements over WEP:

« Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing

algorithm
and, by adding an integrity-checking feature, ensures that the keys haven't been tampered with. WPA2 is based on 802.11i and
uses Advanced Encryption Standard (AES) instead of TKIP.

« User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates
access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out
and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized network users can access
the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between

8 and 63

characters long. The password can include symbols (1?*&_) and spaces. This key must be the exact same key entered on your wireless router or
access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public key

encryption
system to ensure that only authorized network users can access the network.






Wi-PnP Wireless Setup

Wi-PnP allows you to copy your wireless settings from your router to a USB flash drive and use to automatically configure the wireless

settings on
your Windows® computers. Follow the steps below:

1. Plug in USB Flash Drive in USB port on the back of the router.

2. Press and hold the WPS button (located on the front of the router) for 5 seconds. The power LED will blink.
3. Wait 10 seconds and unplug the USB Flash Drive from the router.

4. Plug the USB Flash Drive in a Windows-Based computer.

5. The window below will automatically appear. Double-click Connect to a wireless network.

— AutePlay = B @

_ ) Removable Disk (E)
i

[ Ahweays do this for pictures:
Pictures cpticns

Sk

General opticns

II'|'||:II:II I:IICt.JFE“: and videos

CDEI"' Fl:uII:IE' oy IE ‘1|E‘:

I LISIMNGg ws Explorer

_ M} Connect toa wireless netwark

View more AutePlay options in Control Panel




6. Click Yes to add the current computer to your wireless network.

7. Click OK to finish adding your computer to your wireless network.

Repeat step 4-7 to add additional computers to your wireless network.

You have successfully added this computer to the "dlink” wireless netwark,

Wireless Metwork Setup Wizard =
Do you want to add this computer to the wireless network "dlink”?
es ] [ Mo
Wireless Network Setup Wizard =]




Wireless Security Setup Wizard
To run the security wizard, click on Setup at the top and then click Laun€lRetEssSemmes

Wireless Security Setup Wizard.

Click Next to continue.

The following Web-based wizards are designed to assist you in your wireless network setup and
wireless device connection.

Before launching these wizards, please make sure you have folowed al steps outlined in the Quick
Instalation Guide included in the package.

WIRELESS NETWORK SETUP WIZARD

This wizard is designed to assist you in your wireless network setup. It wil guide you through
step-by-step instructions on how to set up your wireless network and how to make it secure.

i Wireless Network Setup Wizard ]

Note: Some changes made using this Setup Wizard may require you to change some settings on
your wireless client adapters so they can stil connect to the D-Link Router.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

This wizard is designed to assist you in connecting your wireless device to your wireless router. It wil
guide you through step-by-step instructions on how to get your wireless device connected. Click the
button below to begin.

’ Add Wireless Device with WPS l

MANUAL WIRELESS NETWORK SETUP

If your wireless network is already set up with Wi-Fi Protected Setup, manual confguration of the
wireless network wil destroy the existing wireless network. If you would ke to configure the wireless
settings of your new D-Link Systems Router manually, then click on the Manual Wireless Network
Setup button below.

Manual Wireless Metwork Setup ]

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.

Network Name (SSID) : dink
@ Automatically assign a network key (Recommended)

To prevent outsiders from accessing your network, the router will automatically assign a security (also called
WEP or WPA key) to your network.

 Manualy assign a network key
Use this options if you prefer to create our own key.

Note: All D-Link wireless adapters currently support WPA.

e




The following screen will show you your Pre-Shared Key to enter on L serve cowprerer ]

WI reless Cl |entS. Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client
adapters.

Click Save to finish the Security Wizard. S s

(SSID) : dlink

Security Mode :  Auto (WPA or WPA2) - Personal
Cipher Type:  TKIP and AES
Pre-Shared Key :  ofa2e46b5e0e860843fe7d22308ff16fab24d64d60eb406b08291 0140504930

[ Prev | [ Save l I Cancel I

If you selected WPA-Enterprise, the RADIUS information will be displayed. Click Save to finish the Security Wizard.




Section 4 - Security

Configure WPA-Personal (PSK)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish wireless

connectivity before
enabling encryption. Your wireless signal may degrade when enabling encryption due to the added overhead.

1.

Log into the web-based configuration by opening a web browser and
entering the IP address of the router (192.168.0.1). Click on Setup and then
click Wireless Settings on the left side.

Next to Security Mode, select WPA-Personal.

Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use Auto if you
have wireless clients using both WPA and WPA2.

Next to Group Key Update Interval, enter the amount of time before the group
key used for broadcast and multicast data is changed (3600 is default).

Next to Pre-Shared Key, enter a key (passphrase). The key is entered as a
pass-phrase in ASCII format at both ends of the wireless connection. The
pass-phrase must be between 8-63 characters.

Click Save Settings to save your settings. If you are configuring the router
with a wireless adapter, you will lose connectivity until you enable WPA-PSK
on your adapter and enter the same passphrase as you did on the router.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not
reguire an authentication server. The WPA-Enterprise option requires an external RADIUS
Server.

Security Mode :  wWPAPersonal  w

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy dients while maintaining higher security with stations that are WPA2
capable. Also the strongest cipher that the client supports will be used. For best security, use
WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not allowed
access with WPA security. For maximum compatibilty, use WPA Only. This mode uses TKIP
cipher, Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).
WPA Mode :  Auto (WPA or WPAZ) «
Cipher Type:  TKIPand AES
Group Key Update Interval :  3s0p (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be
of ample length and should not be a commonly known phrase.

Pre-Shared Key :







Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish wireless

connectivity before
enabling encryption. Your wireless signal may degrade when enabling encryption due to the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1). Click on
Setup and

then click Wireless Settings on the left side. s _____________________|
. Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
2_ NeXt to Securlty Model select WPA-Enterprise_ mode uses WPA for legacy diients while maintaining higher security with stations that are WPAZ2

capable. Also the strongest cipher that the client supports wil be used. For best security, use
WPAZ2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not allowed
access with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP

3. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use Auto if you cher. Some gaming and legacy devices work only n th mode.
have Wireless Clients using both WPA and WPA2 'Cl'ighaecrq[eve better wireless performance use WPA2 Only security mode {or in other words AES

WPA Mode:  Auto (WPA or WPAZ)
4. Next to Group Key Update Interval, enter the amount of time before the group S s
key used for broadcast and multicast data is changed (3600 is default).

5. Next to Authentication Timeout, enter the amount of time before a client is When WT ot meprian in o ol P vouteruses EAR [0k ta) to uhenticats
required to re-authenticate (60 minutes is default). T —- A

RADIUS server IP Address: g.0.0.0
RADIUS server Port: 1312
RADIUS server Shared Secret

6. Next to RADIUS Server IP Address enter the IP Address of your RADIUS server.

MAC Address Authentication

7. Next to RADIUS Server Port, enter the port you are using with your RADIUS : @
server. 1812 is the default port. (CAdvanced »> |

8. Next to RADIUS Server Shared Secret, enter the security key.

9. If the MAC Address Authentication box is selected then the user will need
to connect from the same computer whenever logging into the wireless
network.







10. Click Advanced to enter settings for a secondary RADIUS S

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate
clients via a remote RADIUS server.

11.  Click Apply Settings to save your settings.

Authentication Timeout :  &p (minutes)
RADIUS server IP Address:  g.0.0.0
RADIUS server Port : 1312
RADIUS server Shared Secret

|

MAC Address Authentication

Advanced = >




Using Windowse 7 and WPS for Wireless

Configuration

The following steps allow you to configure your WRTB-283N wireless network settings using Windowse 7 through WPS.

1. Click the Start button and select Computer from the Start menu.

2. Click the Network option.

:;/f Paint 3

Jl Getting Started T2
3 Windows Media Center et
- Pictures

\al Calculator

Music
Sticky Notes

Games
% Snipping Tool

Computer
%) Remote Desktop Connection
9

@ Magnifier

‘N Solitaire

Control Panel
Devices and Printers
Default Programs

Help and Support
All Programs

W » J'» Music

& 5 Documents i »
4 Devices with Removable Storage (1)

» =] Pictures > &
= DVD RW Drive (F:)
B Videos =

| % Computer
& &, Local Disk (C3)
[ =g Local Disk (D:}
I g DATA (E)

» € Network

. | A100 Workgroup: WORKGROUP Memory: 2.00 GB
. Processor: Intel(R) Core(TM)2 CPU...

. =[]
0@';!‘ » Computer » [ 42 || search Computer o
- -
QOrganize ¥ Systemn properties Uninstall or change a program Map network drive  » Q‘Z » [ @
4757 Favorites 4 Hard Disk Drives (3)
B Desktop Local Disk (C:) Local Disk (D)
| & Downloads “ o e—— | - — |
y 239 GB free of 10.0 GB S 227 B free of 300 GB
%l Recent Places
DATA (E)
) - |
&l Libraries S0 305 GB free of 531 GB

L =







3. Double-click the WRTB-283N router. T y——

Organize = Network and Sharing Center ~ Add aprinter  Add & wireless device = 0 @
4.7 Favorites 4 Network Infrastructure (1)
B Desktop -
& Downlead: ';F[’ WRTB-283
“C] Recent Places

45 Libraries
> [ Documents
> J‘ Music
» [&5] Pictures

) E Videos

» 18 Computer

| € Network

@‘ 1item

4. Input the WPS PIN number (displayed in the Advanced > Wi-Fi Protected ' bt

o — — - — —

Setup section in the Router’'s Web UI) and click Next. e

To set up a network, type the 8-digit PIN from the router label

‘ou can find the numeric PIN on a label attached to the
router orin the printed information that came from the
manufacturer.

PIN: |




5. Type a name for your wireless network.

6. To configure advanced settings, clickv)
the

Click Next to continue.

@ ¥ Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your netwark name: '@ Security-enabled network
D-Link e Your network is being set up using WPAZ-Personal.
Change passphrase, security level and encryption type (sdvanced): ——————————————— (v}

&) Upgrade o replace the router using the network settings stored on this computer

Cancel

@ % Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your network name: '@' Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced): —

Security key: Security level:
£6rm-gizb-Svm [WPA2-Personal (Recommended) -
[¥] Connect automatically Encryption type:
lAES (Recommended) ']

) Uparade or replace the router using the network settings stored on this computer

Cancel

icon.







Section 4 - Security

Connect to a Wireless Network
Using Windows® 7

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your wireless

adapter. If you
are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
0/7/2009

- =z | B

Mot connected 4 “I
2. The utility will display any available wireless networks in your area. ] vt ]
Wireless Netwark Connection -
dlink M
kay2690_24 |
AllenH DIR-655 M
SD6_WLAN 1'\_11 |
DAP-2690g K
wpstestl M
BBIQE33304WWP A2 M
Eddie APNAS -
Open Network and Sharing Center







3. Highlight the wireless network (SSID) you would like to connect to and cli
the Connect button.

-

Mot connected +

) I:E[lﬂ Connections are available
If you get a good signal but cannot access the Internet, check your TCP/IP L
settings for your wireless adapter. Refer to the Networking Basics section in Wireless Network Connection ~
this manual for more information. 3

m

dlink M

[¥] Connect automnatically |

' kay2690_24 N 1-_.1!1 “
james2690g a
ALPHA N
dlink 888 =
SD6_WLAN "
DAP-2690q Al T

Open Network and Sharing Center

4. The following window appears while your computer tries to connect to the fg‘} Connect to a Network
router.

Getting information from dlink...




5. Enter the same security key or passphrase that is on your router and click
Ok.

It may take 20-30 seconds to connect to the wireless network. If the connection

fails, please verify that the security settings are correct. The key or passphrase
must be exactly the same as on the wireless router.

-

¥ Connect to a Network

Type the network security key

Security key: |

[T Hide characters

\ o button on the router.

You can alse connect by pushing the

Cancel

E




Using Windows Vista®

Windows Vista users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000, please refer to

the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option similar to the Windows Vista
utility as seen below.

. . Mot Connected
If you receive the Wireless Networks Detected bubble, click on the center of

the bubble to access the utility.

L‘. Wireless networks are available.
)

or Connect to a network
Metwork and Sharing Center

Right-click on the wireless computer icon in your system tray (lower-right cornega= §j La0LPM
next to the time). Select Connect to a network. % [ Frday

W 81772007

e 5

(&) & Connect to a network

The utility will display any available wireless networks in your area. Click on a
network (displayed using the SSID) and click the Connect button.

Disconnect or connect to another network

Show Al ~|

If you get a good signal but cannot access the Internet, check you TCP/IP settings &y vorest Unsecured netwerk all
for your wireless adapter. Refer to the Networking Basics section in this manual & S |
] o

for more information.

- s -
q’L. tuesday Security-enabled network P

Set up a connection or network
Open Network and Sharing Center

Connect Cancel







Configure Wireless Security

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your wireless

adapter. If you
are joining an existing network, you will need to know the security key or passphrase being used.

Mot Connected

1. Open the Windows Vista® Wireless Utility by right-clicking on the wireless Agi Wireless networks are available.
computer icon in your system tray (lower right corner of screen). Select -
Connect to a network.

Connect to a network
Metwork and Sharing Center

Til 14400 FiL

- T L~ Frday

W 81772007

==l
. . . . u '!'-;‘“ Connect to a network
2. Highlight the wireless network (SSID) you would like to connect to and
click Connect. Disconnect or connect to another network
Show [Al -
53’, VOIPtest Unsecured network EHJJJ
E‘& dlink Unsecured network 11]1:'
5‘ tuesday Security-enabled network EHJJJ 1|
[l
Set up a connection or network
Open Network and Sharing Center
L Connect J I Cancel







3. Enter the same security key or passphrase that is on your router and click
Connect.

It may take 20-30 seconds to connect to the wireless network. If the connection fails,
please verify that the security settings are correct. The key or passphrase must be

exactly the same as on the wireless router. =y

o
@ ¥ Connectto a network

Type the network security key or passphrase for Candy

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

|| Display characters

i If you have a USE flach drive with network settings for Candy, insert it now.




Using Windows® XP

Windows XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service Pack 2 users.

If you are

using another company’s utility or Windows 2000, please refer to the user manual of your wireless adapter for help with connecting to a wireless
network. Most utilities will have a “site survey” option similar to the Windows XP utility as seen below.

i1 Wireless networks detected *®

Cne or more wireless networks are in range of this computer.

If you receive the Wireless Networks Detected bubble, click on the center of the [l @ s== e stand camest, cick this message
bubble to access the utility.

or

Change Windows Firewall settings
Right-click on the wireless computer icon in your system tray (lower right corn Open Netwark Connections
next to the time). Select View Available Wireless Networks. —_—

Yiew Available Wireless Networks

1" Wireless Network Connection 6 El

| Network Tasks

The ut|||ty W|” d|sp|ay any available Wireless networks in your area. Cl|ck on a ) Refresh networklist Click an item in the list below to connect to & wireless network in range or to get more

information,
|

network (displayed using the SSID) and click the Connect button. B I

Choose a wireless network

>

for @ home or small office

e . Unsecured wireless netwaork in[l[l[l
elated Tasks . et
If you get a good signal but cannot access the Internet, check you TCP/IP setti “'s:‘”b"t . ‘P P alll
for your wireless adapter. Refer to the Networking Basics section in this manualf | " G
. . ety i wireless networl 1
for more |nformat|0n_ preferednetworks | © +. Security-enabled pireless n ” ork i'[lu[l

3 Change advanced
settings

a Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

(iﬁn) .

3







Configure WPA-PSK

It is recommended to enable encryption on your wireless router or access point before configuring your wireless adapter. If you

joining an
existing network, you will need to know the passphrase being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the wireleg
computer icon in your system tray (lower-right corner of screen). Select

View Available Wireless Networks.

2. Highlight the wireless network (SSID) you would like to connect to and
click Connect.

Change Windows Firewall settings

Open Netwark Connections

Repair

Yiew Available Wireless Networks

| Wireless Network Connection 6

Network Tasks

g Refresh network list

.;_’; Setup a wireless network.
for @ home or small office

Related Tasks

J) Learn about wireless
networking

Change the order of
preferred networks

3¢ Change advanced
settings

are
X
Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more
information.
Test )
((ﬁ)) B —
Unsecured wireless network luu[l[l
default
(tﬁ)) =
Unsecured wireless network IEI[I[|[|
lestest
« ﬁ)) saleste:
all

(iﬁ?)

i Security-enabled wireless network

@ Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

~n O







3. The Wireless Network Connection box will appear. Enter the WPA-PSK passph
and click Connect.

Wireless Network Connection

The network "test1' requires a network key (also called a WEP key or WPA key), A network
. . A key helps prevent unknown intruders from connecting to this network.
It may take 20-30 seconds to connect to the wireless network. If the connection fails,

please verify that the WPA-PSK settings are correct. The WPA-PSK passphrase must be
exactly the same as on the wireless router.

Type the key, and then dick Connect.

Metwaork key: |_| |
! !

Connect l[ Cancel ]




