20. The certificate isissued by the server, click “Install this certificate” to
download and store the certificate to your local computer.

2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help o
o 5% - Ml [ @ O Ay ; o B =

e Bark L @ @ (i | search ([ Favorites eh’ledja @ 2 g =

addrizes | &) hetp: 1921681, 10/ cartsrv/certfnsh. asp 'V| Ga ks

Microsoft Certificate Ser 5 — WY Home

Cerificate Issued

The certificate you requested was issued to you.

ber] Install this certificate

&} Dons & Internet

21. Click “Yes’ to store the certificate to your local computer.

Root Certificate Store I

"'_., Do vou want o ADD the Following certificate ko the F‘l_l:u:ulz Store?

Subject | WirelessCa, ThW

Issuer & Self Issued

Time validity ; Monday, January 06, 2003 through Thursday, January 06, 2005
Serial Mumber 1 13271301 4483763 41E04CFT 24970954 '
Thurmbiprint {shal) | 244FCE3C ZD9F2F21 4DC2A2F9 2008DEFA B49001 0E
Thumbprint (mdS) ; 1EEAIECD 2036AD70 SES1Z1AG ALSGE4AC '

oo [ |
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22. Certificate is now installed.

2} Microsoft Certificate Services - Microsoft Internet Explorer EHE”X]
File Edit Wiew Favorites Tools  Help 1{'

eBack - '.__.j @ @ ;j /_] Search ‘i‘f‘FayDﬁtn_&s G"Medja ﬁ} i;"'-r _1',',_. E

>

Address

’E hitkp:/f192.168. 1. 10jcertsev certrmpn, asp V| Go Lirks

Microsoft Certificate Senices — Wire CA, Home

Certificate Installed

Yournew certificate has been successiully installed.

&} Dons & Internet

All the configuration and certificate download are now complete. Let's try to
connect to the Access Point using 802.1x TL S Authentication.
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23. Windows XP will prompt you to select a certificate for wireless network
connection. Click on the network connection icon in the system tray to
continue.

My Documents

T
Y
mplter

..E) Wireless Network Connection =

Click here to select a certificate or other credentials far
connection to the network APFFFCO4 -
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24. Select the certificate that was issued by the server (WirelessCA), and click
“OK” to continue.

Connect Wireless Network Connection

| chancel@ F.-'l'-.E Ioeal

Friendly narne;

lzsuer ‘wiralezsCa,

Epiration date: 1/6/2004 4:02:09 PM

[ 0k J [ Cancel

25. Check the server to make sure that it's the server that issues certificate, and
click “OK” to complete the authentication process.

Validate Server Certificate rz]

The Root Certification Authority for the server's certificate ) WirelessCa
. Co-wou wank bo accept this connection?

5] J I Zancel




M D5 Authentication

26. Select “Data encryption (WEP enabled)” option, but leave other option
unsel ected.

27. Select the key format that you want to use to key in your Network key.
ASCII characters: 0~9, a~zand A~Z
HEX characters; 0~9, a~f
28. Select the key length that you wish to use
40 bits (5 characters for ASCII, 10 characters for HEX)
104 bits (13 characters for ASCII, 26 characters for HEX)
29. After deciding the key format and key length that you wish to use for network
key. Enter the network key in “Network key” text box.

Wireless Network Properties E]@

Metmark name [S510];
Wirelezz network key [WEF]

Thiz mietwork: requires akey for the following:

Drata encroption PWER enabled)
[T Metwork duthentication [Shared mods)

Metwaork key, [ 1

Feew farmat: A5 characters v|
ey length: :.4Ifl I:;it-s_._[_E-léharacters._]t v
K.ey indes [advanced); ]

[ The kewiz prosaded tor me-autoratically

| ok || cencel |

Please note that that value of Network key entered, and key format/length used,
must be the same as that used in the Access Point.  Although there are 4 set of keys
can be set in the Access Point WEP configuration, it'sthe first set of key that must
be the same as that we used by the supplicant wireless client.

30. Click “OK” to close the Wireless Network Properties window, thus make the
changes effective.



31. Select “Authentication” tab.

32. Select “Enable networ k access control using | EEE 802.1X” to enable
802.1x authentication.

33. Select “M D-5 Challenge” from the drop-down list box for EAP type.

L WWireless Network Connection Properties E@

| General | Wireless Networks | Authentioation | Advanced|

Select this aption to-provide authenticated network access for
wired and wirelezs Ethernet networks,

Enable nebwork: access contral uzing IEEE 802 T

EAP type: I-I'~-1 DE-Challenge V-:

Smart Card or other Certificate i :

Authenticate as caomputer when computer infarmatian iz available

[ ] Authenticate as guest when user of computsr information iz
unavailabls

[ ok H Catzel ]

34. Click “OK” to close Wireless Network Connection Properties window, thus
make all the changes effective.



Unlike TLS, which uses digital certificate for validation, the MD-5 Authentication is
based on the user account/password. Therefore, you must have a valid account used
by the server for validation.

35.  WindowsXP will prompt you to enter your user name and password. Click on
the network connection icon in the system tray to continue.
1 . -

y 4

. - . ' “ - v

MyiBacunentss

..E) Wireless Network Connection | X

Click here to enter y@ur uset name and password For the
nietwork APFFFCO

L A 121 M
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36. Enter the user name, password and the logon domain that your account
belongsif you have one or more network domain exist in your network.
37. Click “OK” to complete the validation process.

Wireless Metwork Connection

Uzer name: “

Paszward: |

[_ogon daomain |

[ Ok ] I Cancel
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Authenticator: Wireless Network Access Point

Thisis the web page configuration in the Access Point that we use.

| wizard | Status | Basic Setting | IP Setting | Advanced Setting | Security | | Tools

802.1% ¥ Enabled
" pisabled

Encryption Key Length & 64 bits ¢ 128 bits { 256bits

Lifetime [30 Minutes =]
RADIUS Server 1 Ip o .o .o .o
Port |‘1_8_12
Shared Secret |
RADIUS Server 2
(optional} IP ID . ID L |D R ID
Port Ip

Shared Secret |

Apply | Cancel | Heip |

1. Enable 802.1x security by selecting “Enable”.

2. If MD5 EAP methods is used then you can skip step 3 and go to step 4.

3. Select the Encryption Key Length Size ranging from 64 to 256 Bits that you
would like to use.
Select the Lifetime of the Encryption Key from 5 Minutesto 1 Day. Assoon
asthe lifetime of the Encryption Key is over, the Encryption Key will be renewed
by the Radius server.

4. Enter the P address of and the Port used by the Primary Radius Server
Enter the Shared Secret, which is used by the Radius Server.

5. Enter the IP address of, Port and Shared Secret used by the Secondary Radius
Server.

6. Click “Apply” button for the 802.1x settings to take effect after Access Point
reboots itsalf.
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Note!: Assoon as 802.1x security is enabled, all the wireless client stations that are
connected to the Access Point currently will be disconnected. The wireless clients
must be configured manually to authenticate themselves with the Radius server to be
reconnected.
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Radius Server: Window2000 Server

This section to help those who has Windows 2000 Server installed and wants to setup
Windows2000 Server for 802.1x authentication, which includes setting up Certificate
Service for TLS Authentication, and enable EAP-methods.

1. Logininto your Windows 2000 Server as Administrator, or account that has
Administrator authority.

2. Goto Start > Control Panel, and double-click “ Add or Remove Programs’

3. Click on “Add/Remove Windows components’

4. Check “Certificate Services’, and click “Next” to continue.

Windows Components Wizard

Windows Components
You can add o remove components of YWindows 2000,

To add or remowvea compaonient; chok thie checkbor: A shaded bos mears that anly
part of the component will be installed. To see what's ihclided in-a component. click:
Cretals,

Components:;

[ lﬁ.ﬁ.ccessuries and Utilities 121 ME =

1 F: Certificate Services 1.4 ME

v ZP |ndexing Service 0.0ME
7 % Internet Information Seraces [15] 21.7 MB
1 2= Maranement and Maritaninn Tonls e

Desenption;: Installs a certification authornty [CA) toissue certificates far uze with
public key-zecurity applications

T otal dizk space reguired: 21 MB Bulals I
Space avalable o disk: I524 4 MB

4 Back I Meat = I Caricel |
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5. Select “Enterpriseroot CA”, and click “Next” to continue.

Windows Components Wizard

Certification Authority Type
There are four twpes of certification authorities,

Cethification fAuthonby types: Beschiption:
= Enterprize oot £ The most tusted T in ah _;[
enterprise. Should be installed
(" Enterprize subordinate CA before-ary other A Requires
Activie Directon),

" Stand-alone ook CA
" Stand-algre subordinate T4 _:_I

[T Advanced options

cBack [ Mews | Careel

6. Enter the information that you want for your Certificate Service, and click
“Next” to continue.

Windows Components Wizard x|

CA Identifying Information
Enter information to identify thiz Ca,

LA name: IWireIessE.f-‘-l

Crganization;

Orgarizational unit:

State or province:

Countrfregicn; ||_|5

E-mail;

L& description:

|
I
City: |
I
!
|

Validfor: I2 |Years j Expires: |-| #B/2005 1216 PM

cBack [ Mews | Careel




7. Goto Start > Program > Administrative Tools > Cer
8. Right-click on the “Policy Setting”, select “new”
9. Select “Certificateto Issue’

tificate Authority

[ Certification Authority 10| x|

| acten vew || & = | Bm DE| 2

Tree | Marmie | Intended Purpose:
ﬁﬂ Certification Authority (Locald GelErs Recovery Agent File Recovery
= @ WirelessCh, Basic EFS Encrypting Fils System |
i Revoked Certificates B nomain Caritraller Client Authentication, Server Authentic
i 7] Issued Certificates Weh Server Server Authentication
11 Pending Requests B computer: Client Authentication, Server Authentic
|;| Failed Requests Llser Encrypting File Syskern, Secure Email; ¢

| cflEation Authority

Yisw F

Refresh
Export List, ..

Help

4

Code Signing, Microsoft Trast List Signi

'p%u:h:l & Certificate Template to the lisk of Certificate Templates issued by this Certifica |

10. Select “Authenticated Session” and “Smartcard L
to the Ctrl key, and click “OK™ to continue.

i Select Certificate Template 7

Select & cettficate template to issue certificates

| A
Ilzer Signature Onlp Secure Email, Clier
Secure Email, Clier
Chent Authenticatic

2 Smartcard Logon Clignt &uthenticatic
A Lode 31ghing Code Signing

Truzt Lizgt Signing Microsoft Troust List:
fﬁ Fnmllment &nent I Certifirate Fh=_!|'|u!=.:g o

ok | Cancal |

ogon” by holding down
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11. Goto Start > Program > Administrative Tools > Active Directory Usersand

Computers.

12. Right-click on domain, and select " Properties’ to continue.

-."é! Active Directory Users and Computers E II:II_)E_I
| I @ Copsole Mindow,  Help |;L§'Ji’|
(] acton wew || & = | E[m | g7 2lg@lT& |
Tree | | FAELOCAL 5 objects
.;{_';9 fictive Directory Users | | Mame | Type I Description
= @w . [ERB i builkinDomain
F-E D.el.egata Cantral... Fonkainer Crefaulk container For upar...
B '1_ Fird,... o Droanizational ...  Default container For new ..
= Lré Eﬂnﬁen;t ta D'-:'mq!n' i Cortairier DreFaulk conkairer Far secu..,,
= Fonnect to Domain Contraler. ., Container Default containet for upar,..

B l_ Cperations Masters,

Mew 3
Al Tasks 4
Visw 3

Mew Yindow From Herie

REF.I.'ESh
Export Lisk, .,

|Opens pra Help

13. Select “Group Policy” tab and click “Properties’ to continue.

FAE.LOCAL Properkies

4 I Properties

'_Ei;ner_all Maraged Byf Group Policy

Currant Group Palicy Object Links for FAE

21X

Group Palicy Object Links

= fDefaulk Domain Policy

Group Palicy Dhjects higher i the st have the highest pnanty,

Thiz lizt obtaned from; faell FAE LOCAL

New | add.

Edt |

O ptiot. I

Delete..

F’rnpi.-;r_tie's |

]

B |

[T Block Policiinheiitance

Cancel l SRRy
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14. Go to “ Computer Configuration” > * Security Settings’ > “Public Key
Policies’

15. Right-click “Automatic Certificate Request Setting”, and select “New”

16. Click “Automatic Certificate Request ...”

¥ Group Policy

~=lof x|

| aton vew || & = (2@ B 2

Tree I Aukornatic Certificate Request #

@ Defaulk Domain Policy [Faell FAE.LOCAL] Policy
= & Computer Configuration
© om0 software Settings

=l '_J Wlndaws Settlngs

Automatic Certificate Request, .,

e | )
- :__:I Enterprise Trusk

Wi »
[+ g IP Security Policies on Active Directary -
@] Administrative Templates Refresh
Ei g@ Iser Configuration Export List .,
&[] Software Settings
&[] Windows Settings Help

- Administrative Templates

al

|Create & new Automatic Certificate Request object and-add it ta the Security Configuration Editor




17. The Automatic Certificate Request Setup Wizard will guide you through the
Automatic Certificate Request setup, simply click “Next” through to the last

step.
Automatic Certificate Request Setup Wizard |
Certificate Template
The nest time a computer logs on, a certificate bazed on the template vou zelect iz
provided,

& cerificate templatedisa set of predefined properties for certificates izsued to
computers. Select a template from the followinog sl

Certificate templates:

| Mame | ntended Purpeses
Computer Chent Authentication, Server Authenticatior
Diornain Cortroller Client Awuthentication, Server Authenticatior
E nrollment Aaent [Compliter) Certifizate Request Agent
IPSEC 136166822

il | 2

< Back I Meat = | Caricel ‘

18. Click “Finish” to complete the Automatic Certificate Request Setup

19. Goto Start > Run, and type “command” and click “Enter” to open
Command Prompt.

20. Type “secedit/refreshpolicy machine _policy” to refresh policy.

ommand Prompt

Cisrseceditsrefreshpolicy machine _policy E
Group policy propagation from the domain has bheen initiated for this computer. ].
t may take a few minutes for the propagation to complete and the new policy to t
ake}effect. Pleaze check Application Log for errors, if any.

G
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Adding I nternet Authentication Service

21. Goto Start > Control Panel > Add or Remove Programs
22. Select “Add/Remove Windows Components’ from the panel on the left.
23. Select “Internet Authentication Service”, and click “OK” toinstall.

Metworking Services x|

T"r:r_add ol [EMOVE & compaonent, ;Iin:k the thE‘cI'g box. & shaded box mpa'ns that anly paft
of the component will be rztalled. Tozeewhat’s included in & component. chick Dietails,

Subcompanents of Metwaiking Services:

@ COM Irternet Services Proxy 0OME =
Wl = Domain Mame System [DNS) 1.1 ME
v .% Dynarmic Hozt Configuration Protocol [DHCF] 0.0 B
ﬁ & Internet Authentication Service 0.0 ke
[} '% LIo5 Admizzion Lonbral Service LUME =
7] 9 Cimple TCP/IP Services 0.0MB
[ 3 Site Sierver ILS Services 1508 ]

D&@'u_:fip“tinrr- Ehahlea_:,Elul_h_gr'itica'tfnn,.authﬂfizat'rtin and accouriting of diakup and YFN
Ligers |a5 supports the BADIUS protocal.

Total dizk zpace reqguirad; 0.4 MB T |
Space gvailable o disk: 84625 ME:

ok | cancel |




Setting I nternet Authentication Service

24. Go to Start > Program > Administrative Tools > | nter net Authentication

Service
25. Right-click “Client”, and select “New Client”

" Internet Authentication Service ol x|
| aion wew || & = |B@|®|2
Tree | Friendly Marre | address | Pratocal
%EJ E'!ternet Authentication Service (Local)
I mrre—
o ;5-? | Mew Client |

Mew ¥

View b

Expart Lisk.

Help

<] | I
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26. Enter the IP address of the Access Point in the Client address text field, a
memorable name for the Access Point in the Client-Vendor text field, the
access password used by the Access Point in the Shared secret text field.
Re-type the password in the Confirmed shared secret text field.

27. Click “Finish” to complete adding of the Access Point.

Add RADIUS Client x|
Client Information
Specify information regarding the clignt,

Chent address [IP or UNS]:

|1E|2.1EE.1.1 Verify,.. |

Cligtit¥endor
|R&DIUS Standard 4

[T Client must alwaps send the signature attnbute in the request

Shared secret I

Corfirmrshared secrat: |m’1

<Back [ Fnsh | Concel
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28. IntheInternet Authentication Service, right-click “Remote Access Policies’
29. Sdlect “ New Remote Access Policy”.

¢ Internet Authentication Service - o] x|
| action  Wiew |_|<3=-r|||@
Tree | Marme | order |

@5 Internet Authentication Service {Local)
] Clients

[+ Remate Access Logging

3? Femote Access Policies

Expatk List, .,

Help

g’):.ﬁ.llcuw accessif dial-in permission is enabled

1

30. Select “Day-And-Time-Restriction”, and click “Add” to continue.

i Select Attribute I 2] x|

Select the type of. attibute to add: and then click the&dd buttan:

Adtribute types:
MHame | Diezenption
Called-Station-d Phione nurmber dialed by uzer
Calling-Station-d Phione number from which call onginated

Client-Friendip-Name
ClentP-Address
Clignt-+fendar

Drap-dind-Time-Festnc..
Framed-Protocol
MAS-ldertifier
MNAS-IP-Address
MWAS-Port-Type

Frigndly name for the RADIUS client. |45 only]
IP addresz of RADILS client. [1A5 only]

b anufacturer of BRADIUS prosy or MAS, [IAS anl
Time penodz-and daps of week dunng which wse
The protocol to be used

String identifping the HAS onginating the request
IP address of the NAS originativg the request [l4
Typeof physical port uzed by the NAS onginatin

Service-Type Tope of service uzer has requested

Tunnel-Type Tunrieling protocols to be used

Windows-Groups Windowes groups that uszer belongs to

4 | 2
Add.. Carcel |
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31. Unlessyou want to specify the active duration for 802.1x authentication,
click “OK™ to accept to have 802.1x authentication enabled at all times.

Time of day constraints o

™ Permitted
™ Denied

Surday through 5 aturday from 12 4M to 12 AW

32. Select “Grant remote access permission”, and click “Next” to continue.

Add Remote Access Policy

Fermizsions
Dietermine whether to grant or deng remobe access pefmission,

x|

You can use a Bermots Access Faliey sither to grant certain access privileges to a
group of users, of 1o ack az afiller ahd deny access privileges fo a group of users.

If & usar matches the specified conditions:

' Grant remote SCOEEE PEMIESIN

™ Deny remole access permission

< Back I Meat = I

Caricel
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33. Click “ Edit Profile’ to open up

ccess Policy
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For TLS Authentication Setup (Steps 34 ~ 38)

34. Sedlect “Authentication” Tab
35. Enable “Extensible Authentication Protocol”, and sdlect “Smart Card or
other Certificate’” for TL S authentication

Edit Dial-in Profile 21

Dialin Canshaints | P | Multiliei |
:ﬁ.utﬁentic_éléinf'l | Ercryption | Advanced |

Check the authentication methads whick are allowed for this connsctin.

=¥ Estensible futhentication Protocal

Lilect the EAP bupe which iz acceptable for thiz palicy:

ISmarr Card or other Certificate ;! Configurs... |

[~ Microsoft Ercrypted Authentication version 2 [MS-CHAP w2
[ Microsott Enciypled Authentication (MS-CHAR)

I~ Enciypted Authenfication [CHAF)
[~ Unenciypted Authentication [PAF. SPAR]

= Uhautherticated Sccess

— Bllow rermote PRE clients o connect without negokiating
any authentication rethod,

Ok I Cancel Apply




36. Go to Start > Program > Administrative Tools > Active Directory Users and

Computers

37. Select “Users’, and double-click on the user that can be newly created or
currently existing, who will be configured to have the right to obtain digital

certificate remot

@ ComRsole: Window ' Help

-.’5 Active Directory Users and Computers D

| fckion  iew ||4=~;|i_|}(|@

Tree |

a:.‘;? F'.l;tive Directory Users and Computers

= 2 FaE LocaL
&1 Builkin
A Computers
[&] Domain Controllers
- : curityPrincipals

ely.
o =S|
NEE
e B TaE
sers 21 objects
Marne | Tvpe | escription |
ﬂ Administrator Iser Built-in account For admini.. .

ﬁCert Publishers

€72 0HCP Users
ﬁDns.ﬁ.dmins
ﬁDnsUpdateF‘r. i
ﬁDDmain Admins

ﬁDnmain Guests
ﬁl:u:umain Isers

ﬁGrDup Pulicy ...
Glesk

€7 IUSH_FaEDL
7 Iwam FAEDL

kbt

ﬁﬁchema Admins

€L OHCP Adminis, .

ﬁDDmain Carmp..,
ﬁDDmain Cantr...

ﬁEnterprise ad. .,

€hras and 1a5 .,

Securiby Group
Securiby Group .,
Securiby Group ...
Security Group ...
Security Group ...
Security Group..,
Securiby Group ..
Securiby Group -, ..
Securiby Group
Securiby Group .,
Securiby Group ...
Security Group ...

sey
Lzey
(W=
ser

Security Group |,
Security Group .,

Enterprise certification an,.,
Membets who have admini, .,
Membets who have view-, .,
DS Adminiskrakors Group
DM clients who are petmi. ..
Designated administrakars. .,
Al workskations and serve. ..
Al domain controllers in'th. ..
all domain guesks

&ll domain users

Designated administrakors, .,
Members in khis droup can. ..
Bullt-in account for guest |,
Built-in account For-anory. ..
Built-ir-account For Inkern. ..
Key Distribution Center Se. ..
Servers in this group can .,
Desigrniated administrators, .,

b EE NN

Lser

TS User acCouUnk.1s Used ...

Please note that in this case, we have a user called, test, whose account/password are
used to obtain the digital certificate from server.
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38. Gotothe “Dial-in” tab, and check “Allow access’ option for Remote Access
Permission and “No Callback” for Callback Options.

21

Femote cortrol I Teminal Semvices Profile I
General | Addiess | sccount | Profile | Telephones | Organization |
Member Of Diali Enviorment | Sessions |

-~ Bemote Access Pemzsion [Iji‘al-h ar W]
% dllow access
™ Dienyaccess

™ Cantiolsccessthmlsh Bembtesossss Palioy

[T i Ealerl D

~Callback Dptions
= Mo Eallbac*
" Set by Caller [Roliting and Remate Access Sefvics only]
& ﬁMays'EallhaEk_tﬂ'. |
l_ ﬁ.:._E.IL], 8 Statlc | Eddes |

AnplirStaEte Fouls

Drefine routes o enable far this Diakin el el |
cotnection,

Ok I Cancel l Apply
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For MD5 Authentication (Steps 39 ~ 54)

39. Goto Start > Program > Administrative Tools > Active Directory Users and
Computers.
40. Right click on the domain, and select “Properties’

4% Active Directory Users and Computers E II:II_!E_I
| <0 Console  Windaw  Help =18} 1”

[ ven || & » | BE S OB 2] 2B 0T <0

Tree |

@ Ackive Direckory Lsers

- Firid, ...

i DE|.EI;|E||IE! Conkral. .,

&g  Connect ko Domain...
E-[ Connect to Domain Contraller..
- Operations Masters, .,

| FAELOCAL 5 objects

Mew k
Bl Tasks 3
Wigw r

Mews YWindow from Here

Ref}gsh
Export Lisk..,

1 | Propetties

N | Type [ Description

[ =Ry ilkiny bwiltinDiomain
Container Crefaul: container for upgr...
Drganizational ... Default container far new ...
Conkainer Defaulk conkainer for secu,.,
Conkainer Crefault containet For upar, ..

|Gpens pro Help
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41. Select “Group Policy” tab, and click “Edit” to edit the Group Policy.

Gereral | Managed By Gioup Policy |
Currant Group Palicy Object Links for FAE
Group Palicy Object Links. | Mo Overide | Disablad |

= fDefaulk Domain Policy

Group Palicy Dhjects higher i the st have the highest pnanty,
Thiz lizt obtaned from; faell FAE LOCAL

ol cwe [T

g
Optiars:. I Delete, I Properties Ly
[T Block Policiinheiitance
Ok I Cancel l Apply
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42. Go to “ Computer Configuration” > “Windows Settings” > “ Security

Settings” > “ Account Policies” > “Password Policies’

¥ Group Policy

|| ation vew || & = | @@ X B2

Iojx]

Tree | Policy

l ‘Computet Setting

_,_ﬂEnFu:uru:e password histary
_-_-,9':|Max|mum password age
__:]Mlnlmum password age
@Minimum passiward length

@ Default Domain Policy [Fas01,FA <
= % Computer Configuration

i (L1 Software Settings
=1 Windows Settings

E‘; Scripks {SharbupShu i i
= Eig Security Settings : '_ ‘e password using reversible encrvption F...

1 passwards remembered
4z davs
0 daws

0 characters
(2]

Disbie

= @ Account Policies
I @ Paszwaord Po
H__-'@ Account Locl
] @ kerberos Pal!
H Eﬂ Local Policies
H Eﬂ Ewent Log
+.[_@ Restricted Groug
+ [ Syskern Services
+ @ Reqistry
+ L@ File Sywstem
H (221 Public Kev Policie:
+ E, IP Security Palici—

¢ -3 Administrative Template:
= @ User Configuration

-1 Software Settinas -
I | AN EY

43. Click “Define this policy setting”, select “Enabled”, and click “OK” to

continue.

Security Policy Setting 2 x|

Stare pasaword Lsing reversible encription for all Lzers in the
darnain

W Diefine this policy setting:

* Enabled

" Disabled

oK Caricel
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44. Go to Start > Program > Administrative Tools> Active Directory Users and

Computers.

45. Go to Users. Right-click on the user that you are granting access, and select

“Properties’

\}

&¢ Active Directory Users and Computers ™

JQ Console: Window ' Help

=10 x|

| =ls] ]|

| aton vew || » [Em XEFEE 2 |8kt T4 D

Tree I

@ Active Directory Users and Computets
= 2 FaE LoCAL

&2 Buillkin

- Computers

= & Domain Controllers
= ,_"] ForeignSecurityPrincipals
L5 Users

il | i

Users

21 objects

Iarne -

| Type |

Description

ﬁCer

ﬂEan
ﬁan
ﬁDor
!ﬁDDr
ﬁDDr
!ﬁDDr

ﬁDDr
€ent
ﬁGrc
%Gus
£ 1us
1w

€7 Administrator User

t Publishers ~Secority Group |,

ﬁDHCP Adminis,,,  Security Group .,
€1 DHCP Users

Security Group .,

Built-in account For-admini..,
Enterprise certification an..
Mermbets who have admini..,
Members who have view-, .,

COpY NS Adriniskrators Group

&dd members to.a group,
Disable Sccount

Reset Password. .

Moves
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46. Go to “Account” tab, and enable “Stor e password using reversible
encryption”
47. Click “OK” to continue.
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48. Goto Start > Program > Administrative Tools > I nter net Authentication
Service.

49. Go to Remote Access Policies

50. Make sure that M D5 is moved up to Order 1

51. Right-click “MD5", and select “Properties’

" Internet Authentication Service o ] 55 |
| acion vew || & = |B@E| X FEB 2|« +
Tree | Marne Al
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=
EE Client =/ T3
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Properties |

Help
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52. Goto “Authentication” tab
53. Enable “Extensible Authentication Protocol”
54. Select “MD5-Challenge’ for EAP type.

Edit Dial-in Profile 21
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APPENDIX D: GLOSSARY

Access Point ? An internetworking device that seamlessly connects wired and
wireless networks.

Ad-Hoc ? An independent wireless LAN network formed by a group of computers,
each with an network adapter.

AP Client — One of the additional AP operating modes offered by 11Mbps Access
Point, which allows the Access Point to act as an Ethernet-to-Wireless Bridge, thus a
LAN or asingle computer station can join awireless ESS network through it.

ASCII — American Standard Code for Information Interchange, ASCII, is one of the
two formats that you can use for entering the values for WEP key. It represents
English letters as numbers from O to 127.

Authentication Type? Indication of an authentication algorithm which can be
supported by the Access Point:
1.0Open System : Open System authentication is the smplest of the available
authentication algorithms. Essentidly it is a null authentication algorithm.
Any station that requests authentication with this algorithm may become
authenticated if 802.11 Authentication Type at the recipient station is set to
Open System authentication.
2.Shared Key : Shared Key authentication supports authentication of stations
as either amember of those who knows a shared secret key or a member of
those who does not.

Backbone ? The core infrastructure of a network, which transports information from
one central location to another where the information is unloaded into alocal system.

Bandwidth ? The transmission capacity of a device, which is calculated by how
much data the device can transmit in afixed amount of time expressed in bits per

second (bps).

Basic Rate? the fixed transmitted and receiving data rate allowed by the AP with
thevalue 1,2,5.5, 11 and 11 Mbps for selection.
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Beacon ? A beacon is a packet broadcast by the Access Point to keep the network
synchronized. Included in a beacon are information such as wireless LAN service
area, the AP address, the Broadcast destination addresses, time stamp, Delivery
Traffic Indicator Maps, and the Traffic Indicator Message (TIM).

Bit ? A binary digit, which is either -0 or -1 for value, is the smallest unit for data.

Bridge ? An internetworking function that incorporates the lowest 2 layers of the
OSl network protocol model.

Browser ? An application program that enables one to read the content and interact
in the World Wide Web or Intranet.

BSS ? BSS stands for “Basic Service Set”. It is an Access Point and al the LAN
PCs that associated with it.

Channel ? The bandwidth which wireless Radio operatesis divided into several
segments, which we call them “Channels”. AP and the client stations that it
associated work in one of the channels.

CSMAI/CA ? In locd area networking, this is the CSMA technique that combines
dotted time-divison multiplexing with carrier sense multiple access/collision
detection (CSMA/CD) to avoid having collisions occur a second time. This works
best if the time alocated is short compared to packet length and if the number of
Stuationsis small.

CSMA/CD ? Carrier Sense Multiple Access/Collision Detection, which is a LAN
access method used in Ethernet.  When a device wants to gain access to the network,
it checks to see if the network is quiet (senses the carrier). If it is not, it waits a
random amount of time before retrying. If the network is quiet and two devices
access the line at exactly the same time, their signals collide. When the collision is
detected, they both back off and wait a random amount of time before retrying.

DHCP ? Dynamic Host Configuration Protocol, which is a protocol that lets
network administrators manage and allocate Internet Protocol (IP) addresses in a
network. Every computer has to have an IP address in order to communicate with
each other in a TCP/IP based infrastructure network. Without DHCP, each computer
must be entered in manually the IP addresss. DHCP enables the network
administrators to assign the IP from a central location and each computer receives an
| P address upon plugged with the Ethernet cable everywhere on the network.

DSSS? Direct Sequence Spread Spectrum. DSSS generates a redundant bit pattern
for each hit to be transmitted. This bit pattern is called a chip (or chipping code). The
longer the chip, the greater the probability that the original data can be recovered.
Even if one or more bits in the chip are damaged during transmission, statistical
techniques embedded in the radio can recover the original data without the need for
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retransmission. To an unintended receiver, DSSS appears as low power wideband
noise and is regjected (ignored) by most narrowband receivers.

Dynamic IP Address ? An IP address that is assigned automatically to a client
station in a TCP/IP network by a DHCP server.

Encryption ? A security method that uses a specific algorithm to alter the data
transmitted, thus prevent others from knowing the information transmitted.

ESS ? ESS stands for “ Extended Service Set”. More than one BSS is configured to
become Extended Service Set. LAN mobile users can roam between different BSSsin
an ESS.

ESSID ? The unique identifier that identifiesthe ESS.  In infrastructure
association , the stations use the same ESSID as AP's to get connected.

Ethernet ? A popular local area data communications network, originally developed
by Xerox Corp., that accepts transmission from computers and terminals. Ethernet
operates on a 10/100 Mbps base transmission rate, using a shielded coaxial cable or
over shielded twisted pair telephone wire.

Fragmentation ? When transmitting a packet over a network medium, sometimes
the packet is broken into several segments, if the size of packet exceeds that allowed
by the network medium.

Fragmentation Threshold — The Fragmentation Threshold defines the number of
bytes used for the fragmentation boundary for directed messages. The purpose of
"Fragmentation Threshold" is to increase the transfer reliability thru cutting a MAC
Service Data Unit (MSDU) into several MAC Protocol Data Units (MPDU) in smaller
size. The RF transmission can not allow to transmit too big frame size due to the
heavy interference caused by the big size of transmission frame. But if the frame size
istoo small, it will create the overhead during the transmission.

Gateway ? a device that interconnects networks with different, incompatible
communication protocols.

HEX — Hexadecimal, HEX, consists of numbers from 0 —9 and lettersfrom A —F.

IEEE ? The Institute of Electrical and Electronics Engineers, which is the largest
technical professional society that promotes the development and application of
electrotechnology and allied sciences for the benefit of humanity, the advancement of
the profession. The IEEE fosters the development of standards that often become
national and international standards.

Infrastructure ? An infrastructure network is a wireless network or other small
network in which the wireless network devices are made a part of the network through
the Access Point which connects them to the rest of the network.

ISM Band ? The FCC and their counterparts outside of the U.S. have set aside



bandwidth for unlicensed use in the ISM (Industrial, Scientific and Medical) band.
Spectrum in the vicinity of 2.4GHz, in particular, is being made available worldwide.

MAC Address ? Media Access Control Address is a unique hex number assigned
by the manufacturer to any Ethernet networking device, such as a network adapter,
that allows the network to identify it at the hardware level.

Multicasting ? Sending data to a group of nodes instead of a single destination.

Multiple Bridge — One of the additional AP operating modes offered by 11Mbps
Access Point, which allows a group of APs that consists of two or more APs to
connect two or more Ethernet networks or Ethernet enabled clientstogether. The
way that multiple bridge setup is based on the topology of Ad-Hoc mode.

Node? A network junction or connection point, typically a computer or workstation.
Packet ? A unit of datarouted between an origin and a destination in a network.
PLCP ? Physical layer convergence protocol

PPDU ? PLCP protocol data unit

Preamble Type ? During transmission, the PSDU shall be appended to a PLCP
preamble and header to create the PPDU. Two different preambles and headers are
defined as the mandatory supported long preamble and header which interoperates
with the current 1 and 2 Mbit/s DSSS specification as described in |EEE Std
802.11-1999, and an optiona short preamble and header. At the receiver, the PLCP
preamble and header are processed to aid in demodulation and delivery of the PSDU.
The optional short preamble and header is intended for application where maximum
throughput is desired and interoperability with legacy and non-short-preamble capable
equipment is not consideration. That is, it is expected to be used only in networks of
like equipment that can all handle the optional mode. (IEEE 802.11b standard)

PSDU ? PLCP sarvice data unit

Roaming ? A LAN mobile user moves around an ESS and enjoys a continuous
connection to an Infrastructure network.

RTS ? Request To Send. An RS-232 signa sent from the transmitting station to
the recelving station requesting permission to transmit.

RTS Threshold ? Transmitters contending for the medium may not be aware of
each other. RTS/ICTS mechanism can solve this “Hidden Node Problem”. If the
packet size is smaller than the preset RTS Threshold size, the RTS/CTS mechanism
will NOT be enabled.
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SSID ? Service Set Identifier, which is a unique name shared among all clients and
nodes in awireless network. The SSID must be identical for each clients and nodes
in the wireless network.

Subnet Mask ? The method used for splitting IP networks into a series of
sub-groups, or subnets. The mask is a binary pattern that is matched up with the IP
address to turn part of the host ID address field into afield for subnets.

TCP/IP ? Transmisson Control Protocol/ Internet Protocol. The basic
communication language or protocol of the Internet. It can also be used as a
communications protocol in a private network, i.e. intranet or internet. When you
are set up with direct access to the Internet, your computer is provided with a copy of
the TCP/IP program just as every other computer that you may send messages to or
get information from aso has a copy of TCF/IP.

Throughput ? The amount of data transferred successfully from one point to
another in agiven period of time.

WEP ? Wired Equivalent Privacy (WEP) is an encryption scheme used to protect
wireless data communication. To enable the icon will prevent other stations without
the same WEP key from linking with the AP,

Wireless Bridge — One of the additional AP operating modes offered by 11mpbs
Access Point, which allows a pair of APs to act as the bridge that connects two
Ethernet networks or Ethernet enabled clients together.
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APPENDIX E: TECHNICAL SPECIFICATION

Standard

Data Rate
Emission Type
Data M odulation

RF Frequency

802.11b compliant (wireless)
1/2/55/11 Mbps

Direct Sequence Spread Spectrum (DSSS)
1 Mbps — BPSK

2 Mbps — QPSK

5.5/11 Mbps—CCK

2412 MHz — 2462 MHz (North America)
2412 MHz — 2472 MHz (General Europe)
2412 MHz — 2484 MHz (Japan)

Operating Channel 11 Channels (North America)
13 Channels (Europe)
14 Channels (Japan)
RF Output Power 16 dBm (typica)
Sensitivity 1, 2Mbps BPSK, QPSK -92 dBm
5.5Mbps CCK -88 dBm
11Mbps CCK -84 dBm
(typically @PER < 8% packet size 1024 and @25°C + 5°C)
Security Wired Equivaent Privacy (WEP) 64 / 128bit
Antenna Type Diversity Patch with 2.0 dBi max. Antenna Gain.
Interface PCIBus, PCI Standard v7.2
Dimension 114 x 54 x 5 mm
Memory 8Kbytes EEPROM
Power Voltage 3.3V +5%

Power Consumption Operation max. 650 mA by TX

350 mA by RX



