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1. Introduction

1.1 Document purpose
This document describes the software installation procedure for Integrated
Engineering's ISO 14443-4 USB readers. This installation procedure consists of four
parts:

1. Installation of the ISO 14443-4 USB reader drivers.

2. Installation of the ISO 14443-4 USB reader with OCR drivers

3. Installation of the ISO 14443-4 USB reader with OCR QA drivers
4

Installation of BSI (Bundesamt flir Sicherheit in der Informationstechnik) LDS
GoldenReader tool.

1.2 Document version history
Version 4.0 1% of July 2006 revised document.
Installation guide for Integrated Engineering ISO 14443-4 USB reader, ISO 14443-4
USB with OCR, ISO 14443-4 USB with OCR QA and BSI Golden Reader tool (GRT for
short) under Microsoft Windows 2000 and Windows XP Professional.

1.3 Document validity

This document applies only for Microsoft Windows 2000 and Windows XP
Professional.

This manual is written based on Windows 2000. The order of installation steps and
screenshots may slightly vary for Windows XP.

1.4 Remarks

1. The ISO 14443-4 reader is powered from the PC's USB port. To function the
reader requires a USB port that supplies 5 Volt. The reader will not function on
USB ports that supply 3.3 Volt.

2. The ISO 14443-4 USB reader with OCR and ISO 14443-4 USB reader with OCR
QA is powered by an AC/DC adapter 12V DC 2,4A. These readers are protected
with a fuse (F1.6AL250V).

3. The ISO 14443-4 e-Doc with OCR Quality Assurance uses RTS/CTS handshaking.

4. In some occasions when the reader is disconnected and reconnected Windows
fails to detect the reader. If this occurs. Please log off and log on in order for
Windows to reinitialise its drivers.

5. BSI's Golden Reader tool is a demonstration tool. The tool is not intended for
benchmarking.

1.5 Installation possibilities

e  For the driver installation of an ISO 14443-4 USB reader, article number 800-
8250 proceed with chapter 3.

e  For the driver installation of an ISO 14443-4 USB reader with OCR, article
number 800-8251 proceed with chapter 4.

e  For the driver installation of an ISO 14443-4 USB reader with OCR QA, article
number 800-8255 proceed with chapter 5.

Copyright © 2007 - Integrated Engineering



2. Specifications

2.1 Power supply
Max 5V DC.

2.2 Fuse
The e-Document readers with OCR use a F1.6AL250V fuse.

2.3 USB cable
The maximum length of the USB cable is 2.9 meter

2.4 Certifications

FCC /7 CANADA RADIO CERTIFICATION

These devices comply with part 15 of the FCC rules.

Operation is subject to the following two conditions: (1) This device may not cause harmful interference, and (2)
This device must accept any interference received, including interference that may cause undesired operation.
Changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment.

Le fonctionnement est soumis aux deux conditions suivantes : (1) Ce dispositif ne peut pas causer de perturbations
nuisibles et (2) ce dispositif doit accepter toute perturbation quelconque qu'il regoit, y compris des perturbations
susceptibles de provoquer un fonctionnement indésirable. Les changements ou modifications n‘ayant pas été
expressément approuvés par la partie responsable de la conformité peuvent faire perdre a I'utilisateur I'autorisation
de faire fonctionner le matériel.

CE MARKING

HID Global hereby declares that these proximity readers are in compliance with the essential requirements and
other relevant provisions of Directive 1999/5/EC.

Por el presente, HID Global declara que estos lectores de proximidad cumplen con los requisitos esenciales y otras
disposiciones relevantes de la Directiva 1999/5/EC.

HID Global déclare par la présente que ces lecteurs a proximité sont conformes aux exigences essentielles et aux
autres stipulations pertinentes de la Directive 1999/5/EC.

A HID Global, por meio deste, declara que estes leitores de proximidade estdo em conformidade com as exigéncias
essenciais e outras condigdes da diretiva 1999/5/EC.

HID Global bestatigt hiermit, dass die Leser die wesentlichen Anforderungen und anderen relevanten
Bestimmungen der Richtlinie 1999/5/EG erflllen.

HID Global dichiara che i lettori di prossimita sono conformi ai requisiti essenziali e ad altre misure rilevanti come
previsto dalla Direttiva europea 1999/5/EC.
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3. 1SO 14443-4 USB reader - driver installation

3.1 General procedure overview
This procedure describes the installation steps for the ISO 14443-4 USB reader USB
driver. These installation steps are valid only for Windows 2000 and Windows XP
Professional.

3.2 Prerequisites
1. Before proceeding, make sure that the PC is switched on and running.
2. Make sure the CD is placed in the CDROM player.

3. This installation instruction requires that Windows plug-and-play for USB devices
is enabled.

4. USB driver installation is only required when an Integrated Engineering USB
reader is connected to a PC for the very first time.

3.3 Step 1: Connect the reader to the PC
e Connect the reader to a USB port of the PC.

e The reader will respond with seven times red LED, seven times green LED and
after that a beep when the PC is running and the USB port is functioning

properly.
e In case of CCID configuration LED F2 will flash green.

3.4 Step 2: Installing the USB driver
When the reader is plugged in the USB port and Windows plug-and-play for USB
devices is functioning properly, Windows will display the "Found new Hardware"
dialog displayed in Figure 1. The Integrated Engineering ISO 14443-4 reader is
recognised by Windows as SmartID/Pro or SmartID/CCID.

Note:

The following examples show the installation of the SmartID/Pro reader.
The installation of the SmartID/CCID reader is identical.

Found New Hardware

SrmartlD/Pra

Figure 1: Windows Found new Hardware dialog
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After searching its internal driver database Windows will display the Found New Hardware
Wizard to allow the installation of the USB driver for the reader see Figure 2.

Walcome to the Found New
Hardware Wizard

Thiz wizard helpz you inztall a device driver for a
hardware device.

To continue, click Mext,

¢ Back

Cancel |

Figure 2: Windows Found new hardware wizard dialog

Click on the "Next" button to proceed with the installation of the USB driver. The "Found
new hardware wizard" displays a new screen see Figure 3.

Inztall Hardware Device Drivers

& device driver iz a software program that enables a hardware device o waork, with
an operating systen,

Thiz wizard will complete the inztallation for thiz dewvice:

@ SmartlD/Pra

& device driver iz a software program that makes a hardware device work, ‘Windows
needs diver files for pour new device. To locate diver filez and complete the
inztallation click Mext.

YWhat do you want the wizard bo do?

{* Search for a suitable driver for my device [recommended}

" Dizplay a list of the known divers for this device so that | can choose a specific
driver

¢ Back I MHest » I Cancel

Figure 3: Select hardware drivers location
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Select "Search for a suitable driver for my device (recommended)" to allow Windows to
locate the correct drivers automatically. Click on the "Next" button to proceed. The Found
new hardware wizard will display a new screen to specify the locations to search for the
required drivers see Figure 4.

Found Mew Hardware Wizard

Locate Driver Files
Where do pou want Windows to search for driver files?

Search faor driver files for the following hardware device:

@ SmartlD/Pra

The wizard zearches for suitable drivers in itz driver database on pour computer and in
any of the following optional search locations that you specify,

To ztart the search, click Mest. If you are zearching on a floppy dizsk or CO-ROM drive,
inzert the floppy dizk or CO before clicking Mest.

Optional search locations:

[~ CO-ROM drives
V¥ Specify a location
[ Microsoit Windows Update

¢ Back I MHest » I Cancel

Figure 4: Select location to search for drivers

Place a "Check mark" in the Specify a location field and remove all other "Check marks" by
clicking in the field next to options. The value of the options will toggle if you click a field
more than once. Press "Next" to proceed. The installation driver dialog Figure 5 opens.

Found New Hardware Yizard

|
[nzert the manufacturer's installation disk inta the drive
@ zelected, and then click OF.

Cancel

Copy manufacturer's files from:

H:\LSEDmivers j Browse. .

J

Figure 5: Driver location dialog
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Click on the "Browse..." button to open the browse dialog see Figure 6.

21x

Look, i Ia USEDrivers j = Ifi( *

.........

SmartLogin.inf

File name: ISmartIDF'n:u.inf j Open I
j Cancel |

Filez of ype: I Setup Information [7.inf]

Figure 6: Locate driver file(s) dialog

Make sure the CDROM with the "GoldenReader" tool that holds the USB drivers is placed in
the CDROM drive. Navigate with the Locate File dialog to the "USBDriver" directory on the
CD. Select the file SmartIDPro.inf and click on the Open button. The Found New Hardware
Wizard will display a screen to display the search results Figure 7.

Found New Hardware Wizard

Driver Filez Search Results
The wizard haz finizhed searching for driver files for your hardware device.

The wizard found a driver for the following device:

@ SmartlDFra

Windows found a driver for this device. To install the driver Windows found, click Mest.

@ h:husbdrivershemartidpro. inf

< Back

Cancel |

Figure 7: Driver Files Search Results

Click on the Next button to confirm the installation of the displayed driver. The Found New
Hardware Wizard displays the final screen to confirm that the driver is installed Figure 8.
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Completing the Found New
Hardware Wizard

_\> SmartlD/Pro Device

YWindows haz finished installing the software for this device.

To cloge thiz wizard, click Finizh.

¢ Back

Canzel |

Figure 8: Confirmation of installed driver

The installation of the USB driver for the reader is completed, click on Finish to close the
Found New Hardware Wizard.

In some occasion Windows will display a message requesting a reboot of the PC to finalise
the installation of the driver. Please reboot the PC by following the instructions on the
screen.
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4. 1SO 14443-4 USB reader with OCR - driver installation

4.1 General procedure overview
This procedure describes the installation steps for the ISO 14443-4 USB reader with
OCR drivers. These installation steps are valid only for Windows 2000 and Windows
XP Professional.

4.2 Prerequisites

1.
2.
3.

Before proceeding, make sure that the PC is switched on and running.
Make sure the CD is placed in the CDROM player.

This installation instruction requires that Windows plug-and-play for USB devices
is enabled.

USB driver installation is only required when an Integrated Engineering USB
reader is connected to a PC for the very first time.

4.3 Step 1: Access Keyboards driver installation

4.

Open the "Access Keyboards" folder on the installation CD.
Open the "Driver" folder in the "Access Keyboards" folder.

Right mouse click on the SetupAccessSerialDrivers_1020.msi file.
e See AK Picture 1.

Mame | Size | Tvpe | Modified |
Repair
Uninstall

Scan For Viruses. ..

Make fAvailable OfFline

Cpen \With, ..

£l WinZip 3
Send To »
Zuk
Copy

reate Shorkouk
Delete
Rename

Properties

AK Picture 1

Select "Install".
e The following window will appear.
e See AK Picture 2.
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i'é"l Access Serial Drivers

Welcome to the Access Senal Drivers Setup
Wizard

The inztaller will guide pou through the steps required to install Acceszs Senal Drvers on pour
compuker.

WARMIMG: Thiz computer program iz protected by copyright law and intermational treaties.
Unauthonzed duplication or distibution of this program, or any portion of it, may rezult in severe civil
or criminal penalties, and will be prozecuted to the masimum extent pozsible under the law.

Cancel < Back

AK Picture 2

5. Click on "Next".
e The following window will appear.

iiél Access Serial Drivers ;IEI il

License Agreement

Fleaze take a moment to read the license agreement now. |F pou accept the tems below, click '
Agree’’, then "Mext". Othenaize click "Cancel''.

ACCESS EEYBOARDS Serial Drivers, (the " SOFTWARE PRODUCT™ or ﬂ
"SO0FTWARE™)

10 SOFTWARE International License & greement (the "A greement™).

11 Please review the following Terms and Conditions carefilly before
opening, installing, copying or otherwise using the S0FTWARE
FRODUCT. By installing, copying or otherwise using the S0FTWARE
FRODUCT, youindicate your acceptance of such Terms and Conditions.
In the event that you do not agree to these Terms and Conditions, you j

™ | Do Mot Agree

Cancel < Back Mext »

AK Picture 3

6. Select "I Agree" and click on "Next".
e The following window will appear.
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i';_;“ Access Serial Drivers

Confirm Installation

The inztaller iz ready to install Access Senal Drivers on your computer.

Click "Mest" ta start the installation,

Cancel < Back

AK Picture 4

Select "I Agree" and click on "Next".
e The following window will appear and shows the progress indicator.

i'—E‘ Access Serial Drivers

Installing Access Serial Drivers

Aoceszs Senal Drivers iz being installed.

Pleasze wai...

% Back Hiext =

AK Picture 5

8. Click on "Next" when the progress indicator is finished.
e The following window will appear.
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i';_;“ Access Serial Drivers

Installation Complete

Accesz Senal Dnivers haz been successtully installed.

Click "Cloze" to exit,

[Canzel

< Back

AK Picture 6

9. The driver installation is finished. Click on "Close" to exit.

10. Open the "IERSettings" folder in the "Access Keyboards" folder.

11. Right mouse click on the GRTRFIDOCR.Re( file.

e See AK Picture 7.

MName |

Size | Tvpe

| Modified

) CEM320 Mar

%’ScreenshntFr Edit
Prink

1d VR Danickrakinn Frkricac

Scan far Yiruses, .,

Make Available OFfline
Dpen Wikth

el WinZip

Send To

Cuk
Copy

Create Sharkouk
Delete
Rename

Properties

AK Picture 7

5/4/2007 12:23 PM
11/26/2007 4:25 PM
11/26/2007 4:31 PM
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12. Select "Merge".
e The following window will appear.
e See AK Picture 8.

Registry Editor x|

Are ywou sure wou wank ko add the information in
W P A5 SZAHUL T R SOK Host SMT 360~ A LR 1K a1\ TYOY N~V GKSED4 -4, REG ko the registry?

Mo
AK Picture 9
13.Click on "Yes".
e The following window will appear.
Registrybdtor x|
i Dl o Tty s e P el | SEAHLI L s itk | STy | S T 6 LA L R L TR0 LT GRS B0 RS i Dol Sl il

enharad inko the registry.

AK Picture 10

14. Click on "OK".
e The installation is finished.

4.4 Step 2: Connect the reader to the power

e The reader will respond with seven times red LED, seven times green LED and
after that a beep when it is functioning properly.

e In case of CCID configuration LED F2 will flash green.

4.5 Step 3: Connect the reader to the PC
e Connect the reader to a USB port of the PC.

Copyright © 2007 - Integrated Engineering
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4.6 Step 4: Installing the USB driver

When the reader is plugged in the USB port and Windows plug-and-play for USB
devices is functioning properly, Windows will display the "Found new Hardware"
dialog displayed in Figure 1. The Integrated Engineering ISO 14443-4 reader is

recognised by Windows as SmartID/Pro or SmartID/CCID.

Note:

The following examples show the installation of the SmartID/Pro reader.
The installation of the SmartID/CCID reader is identical.

Found New Hardware

SrmartlD/Pra

Figure 9: Windows Found new Hardware dialog

After searching its internal driver database Windows will display the Found New Hardware
Wizard to allow the installation of the USB driver for the reader see Figure 2.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helpz you install a device driver for a
hardware device.

To continue, click Mext.

¢ Back

Figure 10: Windows Found new hardware wizard dialog

Click on the "Next" button to proceed with the installation of the USB driver. The "Found
new hardware wizard" displays a new screen see Figure 3.
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Found New Hardware Wizard

Install Hardware Device Drivers
A device driver iz a goftware program that enables a hardware device to waork, with
an operating system.

Thiz wizard will complete the installation for thiz device:

@ SmartlDFra

A device driver iz a zoftware program that makes a hardware device work. ‘WwWindows
needs driver files for pour new device, To locate diver filez and complete the
inztallation click Mext.

What do you want the wizard bo do’?

¥ Search for a suitable driver for my device [recommended}

™ Display a list af the known drivers for thiz device o that | can chooze a specific
driver

< Back I Hest > I Cancel |

Figure 11: Select hardware drivers location

Select "Search for a suitable driver for my device (recommended)" to allow Windows to
locate the correct drivers automatically. Click on the "Next" button to proceed. The Found
new hardware wizard will display a new screen to specify the locations to search for the
required drivers see Figure 4.

Locate Driver Files
Where do pou want Windows to search for driver files?

Search faor driver files for the following hardware device:

@ SmartlD/Pra

The wizard zearches for suitable drivers in itz driver database on pour computer and in
any of the following optional search locations that you specify,

To ztart the search, click Mest. If you are zearching on a floppy dizsk or CO-ROM drive,
inzert the floppy dizk or CO before clicking Mest.

Optional search locations:

[~ CO-ROM drives
V¥ Specify a location
[ Microsoit Windows Update

¢ Back I MHest » I Cancel

Figure 12: Select location to search for drivers
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Place a "Check mark" in the Specify a location field and remove all other "Check marks" by
clicking in the field next to options. The value of the options will toggle if you click a field
more than once. Press "Next" to proceed. The installation driver dialog Figure 5 opens.

Found New Hardware Wizard ﬁl

Inzert the manufacturer's installation disk into the drive
zelected, and then click OF.
Cancel |

Copy manufacturer's files from;

H:\USEDrivers ~|  Browse.. |

Figure 13: Driver location dialog

Click on the "Browse..." button to open the browse dialog see Figure 6.

Loak i Ia ISBDrivers j = ¥ B3~

SrnartLogin.inf

File narme; ISmartIDF‘rn.inf j Open I
j Cancel |

Files of ype: I S etup |nfarmation [.inf]

Figure 14: Locate driver file(s) dialog

Make sure the CDROM with the "GoldenReader" tool that holds the USB drivers is placed in
the CDROM drive. Navigate with the Locate File dialog to the "USBDriver" directory on the
CD. Select the file SmartIDPro.inf and click on the Open button. The Found New Hardware
Wizard will display a screen to display the search results Figure 7.
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Found New Hardware Wizard

Driver Filez Search Results
The wizard haz finizhed searching for driver files for your hardware device.

The wizard found a driver for the following device:

@ SmartlDFra

Windows found a driver for this device. To install the driver Windows found, click Mest.

@ h:husbdrivershemartidpro. inf

< Back

Cancel |

Figure 15: Driver Files Search Results

Click on the Next button to confirm the installation of the displayed driver. The Found New
Hardware Wizard displays the final screen to confirm that the driver is installed Figure 8.

Completing the Found New
Hardware Wizard

_\> SmartlD/Pro Device

YWindows haz finished installing the software for this device.

To cloge thiz wizard, click Finizh.

Canzel |

¢ Back

Figure 16: Confirmation of installed driver

The installation of the USB driver for the reader is completed, click on Finish to close the
Found New Hardware Wizard.

In some occasion Windows will display a message requesting a reboot of the PC to finalise
the installation of the driver. Please reboot the PC by following the instructions on the
screen.
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4.7 Verification Access Keyboard driver

After the installation of the SmartReader USB driver, the Access Keyboard driver needs to
be verified. Windows will display the "Found new Hardware" dialog and automatically
installs the driver for the Serial Bridge and USB Human Interface Device.

er Found Mew Hardware er Found New Hardware jIJ Found New Hardware
Serial Bridge USE Humnan Interface Device Your new hardware is installed and ready to use.
New Hardware Found 1 2 3

Copyright © 2007 - Integrated Engineering
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5. 1SO 14443-4 USB reader with OCR QA

- driver installation

5.1 General procedure overview
This procedure describes the installation steps for the ISO 14443-4 USB reader with
OCR drivers. These installation steps are valid only for Windows 2000 and Windows
XP Professional.

5.2 Prerequisites
1. Before proceeding make sure that the PC is switched on and running.
2. Make sure the CD is placed in the CDROM player.

3. This installation instruction requires that Windows plug-and-play for USB devices
is enabled.

4. USB driver installation is only required when an Integrated Engineering USB
reader is connected to a PC for the very first time.

5.3 Step 1: Connect the reader to the power

e The reader will respond with three times red LED, three times green LED and
after that a beep when it is functioning properly.

e In case of CCID configuration LED F2 will flash green.

5.4 Step 2: Connect the reader to the PC
e Connect the USB reader to a USB port of the PC.

5.5 Step 3: Connect the Serial QA reader to the PC

e Connect the QA reader to a serial port of the PC.

5.6 Step 4: Installing the USB driver
When the reader is plugged in the USB port and Windows plug-and-play for USB
devices is functioning properly, Windows will display the "Found new Hardware"
dialog displayed in Figure 1. The Integrated Engineering ISO 14443-4 reader is
recognised by Windows as SmartID/Pro or SmartID/CCID.

Note:

The following examples show the installation of the SmartID/Pro reader.
The installation of the SmartID/CCID reader is identical.

Found New Hardware

SrmartlD/Pra

Figure 17: Windows Found new Hardware dialog
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After searching its internal driver database Windows will display the Found New Hardware
Wizard to allow the installation of the USB driver for the reader see Figure 2.

Walcome to the Found New
Hardware Wizard

Thiz wizard helpz you inztall a device driver for a
hardware device.

To continue, click Mext,

¢ Back

Cancel |

Figure 18: Windows Found new hardware wizard dialog

Click on the "Next" button to proceed with the installation of the USB driver. The "Found
new hardware wizard" displays a new screen see Figure 3.

Inztall Hardware Device Drivers

& device driver iz a software program that enables a hardware device o waork, with
an operating systen,

Thiz wizard will complete the inztallation for thiz dewvice:

@ SmartlD/Pra

& device driver iz a software program that makes a hardware device work, ‘Windows
needs diver files for pour new device. To locate diver filez and complete the
inztallation click Mext.

YWhat do you want the wizard bo do?

{* Search for a suitable driver for my device [recommended}

" Dizplay a list of the known divers for this device so that | can choose a specific
driver

¢ Back I MHest » I Cancel

Figure 19: Select hardware drivers location
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Select "Search for a suitable driver for my device (recommended)" to allow Windows to
locate the correct drivers automatically. Click on the "Next" button to proceed. The Found
new hardware wizard will display a new screen to specify the locations to search for the
required drivers see Figure 4.

Found Mew Hardware Wizard

Locate Driver Files
Where do pou want Windows to search for driver files?

Search faor driver files for the following hardware device:

@ SmartlD/Pra

The wizard zearches for suitable drivers in itz driver database on pour computer and in
any of the following optional search locations that you specify,

To ztart the search, click Mest. If you are zearching on a floppy dizsk or CO-ROM drive,
inzert the floppy dizk or CO before clicking Mest.

Optional search locations:

[~ CO-ROM drives
V¥ Specify a location
[ Microsoit Windows Update

¢ Back I MHest » I Cancel

Figure 20: Select location to search for drivers

Place a "Check mark" in the Specify a location field and remove all other "Check marks" by
clicking in the field next to options. The value of the options will toggle if you click a field
more than once. Press "Next" to proceed. The installation driver dialog Figure 5 opens.

Found New Hardware Yizard

|
[nzert the manufacturer's installation disk inta the drive
@ zelected, and then click OF.

Cancel

Copy manufacturer's files from:

H:\LSEDmivers j Browse. .

J

Figure 21: Driver location dialog
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Click on the "Browse..." button to open the browse dialog see Figure 6.

21x

Look, i Ia USEDrivers j = Ifi( *

.........

SmartLogin.inf

File name: ISmartIDF'n:u.inf j Open I
j Cancel |

Filez of ype: I Setup Information [7.inf]

Figure 22: Locate driver file(s) dialog

Make sure the CDROM with the "GoldenReader" tool that holds the USB drivers is placed in
the CDROM drive. Navigate with the Locate File dialog to the "USBDriver" directory on the
CD. Select the file SmartIDPro.inf and click on the Open button. The Found New Hardware
Wizard will display a screen to display the search results Figure 7.

Found New Hardware Wizard

Driver Filez Search Results
The wizard haz finizhed searching for driver files for your hardware device.

The wizard found a driver for the following device:

@ SmartlDFra

Windows found a driver for this device. To install the driver Windows found, click Mest.

@ h:husbdrivershemartidpro. inf

< Back

Cancel |

Figure 23: Driver Files Search Results

Click on the Next button to confirm the installation of the displayed driver. The Found New
Hardware Wizard displays the final screen to confirm that the driver is installed Figure 8.
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Completing the Found New
Hardware Wizard

_\> SmartlD/Pro Device

YWindows haz finished installing the software for this device.

To cloge thiz wizard, click Finizh.

¢ Back

Canzel |

Figure 24: Confirmation of installed driver

The installation of the USB driver for the reader is completed, click on Finish to close the
Found New Hardware Wizard.

In some occasion Windows will display a message requesting a reboot of the PC to finalise

the installation of the driver. Please reboot the PC by following the instructions on the
screen.

Trouble shooter:

In case of disconnecting the power plug accidentally, or disconnecting the reader from
the PC Soft6700KBWedgeD.exe needs to be restarted.

When the power or USB connection is cut always first shut Soft6700KBWedgeD.exe
before reconnecting the reader.

Always first put the power on the reader and after that connect the reader to the PC.
By disconnecting the OCR reader from the PC first disconnect the serial connection then
the USB connection and after that disconnect the power.
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5.7 Step 5: Using the QA (Quality Assurance) reader

When using Hyper Terminal, the following settings need to be set.

Part Settings |

Bitz per zecond: |$=[={

Drata bits: IB j
P arity: INnne j
Stop bits: |1 =l

Lo

Elow contral; INDne

Bestore Defaultz |

0k, I Canicel | Smply |

COM properties Hyper Terminal

Note:

The RTE6510 QA requires RTS/CTS handshaking (i.e. the host PC should assert RTS to
enable the reader to send data or you must use a loop back dongle).

HyperTerminal and this QADemo version set RTS high so that the loop back dongle (for
handshaking) is not required.

For meaningful results, make sure that the page or card with the MRZ slides over the
bottom of the track of the optical scanner.

EIEICETE =101 ]
Ble Bt www Cal Dramfer Hele
D|c| =18 05| =)

=
e

P<UTOERTESSOMS < ANNA<MARTAS € ££ 44404 £004L004K
LEEBEEE{E?TUEEEMEIFHE&EHEEE 18622684 <<<<14

L 159 183 46 092 BUEL 993 o
I'-H. 9.3 12.2 &6 1.83 0.89 1.13 00

Conneschesd DO027ET Bhodsed (960081 L A L

Hyper Terminal screenshot of a swiped two line MRZ
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5.8 Working with QADemo

With the QA demo you can test the two or three line MRZ.

Power up the reader.

Connect the reader to the PC:

» Serial and USB connection

Open application QADemo.exe.

» The Rochfort Thompson Equipment Limited main window will appear.
Choose "QA" and after that "Check Document".

» The Quality Assurance main window will appear.

Swipe the passport or ID-card with the MRZ through the optical scanner.
» The test results will appear in the Quality Assurance main window.

> See figure below.

Quality Assurance - RTE B510 A Reader

Drtcuriverd [ isdanki: [Pacpasil|
Surnams ERIKS50M
Given Mame:  ANMA AR
Date of Bith Irradied Dt

St F Haalmnaiy uTo
lasuimg State uTa Document Mumbser LESER0CT
Dabe of Expirp  Irvsbd Dste Perponal Mumber  ZE1042260

[ocumsrl Detsls Read

P<UTCERIES3oN<<ANNAMARIA<<<<d<<<dccd< cd<cdd

LESRA02c<3AUTos 0B E1r 24062 36ZE1A422 ER<<c<c<<1]

~ O Slatisics
Mumbes of charsctes Top | NA&  Middle | &8 Botom | 4 Mt of codelres | 02
Urecognived Characters Top | A& Midde | 00 Bottom | 00 Clesr mema found | YES
Codeinetockw | NO Codelre loohigh | MO Codeline Skawed | NO
Codeines too close MO Crwck qualtyfibbon | NO Estareous maks | NO
Note:

The reader is already calibrated and configured to a speed index 100mm/s to 1000mm/s.
There’s no need to change these settings.

However, if it is required to use calibration and configuration cards, use Hyper Terminal
and ensure the correct size of the cards, which should be 125mm wide and 88mm high.

With the QA Calibration Height Setup form it's possible calibrate the scanner.

With the RTE6510 QA Customer Information form it’s possible to set the speed
of the MRZ swipe.
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6. BSI — GoldenReader tool installation

6.1

6.2

6.3

Prerequisites

Before attempting to install BSI's GoldenReader tool make sure of the following:
1. The PC is switched on and running.

2. The CD is placed in the CDROM player.

3. The USB driver of Integrated Engineering's 1SO 14443-4 reader is loaded.

Running the GoldenReader tool directly from CD

BSI's GoldenReader tool can run directly from the CD without installation on the PC
hard disk. However due to practical reasons, like not being able to store configuration
settings, this is not advised.

Installing GoldenReader tool on your hard disk
1. Start Microsoft Windows Explorer.

2. Double click on the "My Computer" Icon in the "Folder" pane on the left.
e The "My Computer" folder will unfold.

3. Double click on the CDROM Icon

e The right pane of Windows Explorer will display the contents of the CD.

4. Right mouse click on the "GoldenReaderTool" folder and select copy from the
menu.
Double click on the "C: disk Icon" in the left pane of Microsoft explorer.

6. Right click on the "Program Files" folder and select paste.

e The contents of the CDROM folder "GoldenReaderTool" is now copied to
"C:\Program Files".

7. Click on the following folders: "Program Files", "GoldenReaderTool",
"GoldenReader_xxx" * to navigate to the directory where the GoldenReader tool
is installed.

e The right pane of Windows Explorer displays the installed GoldenReader files.

8. Right click on "GoldenReader.exe" and select Send To => Desktop (create
shortcut).

| *  "xxx"is the version number of GoldenReader Tool |
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6.4

Note:

Configuring the GoldenReader Tool

1. Start the GoldenReader tool by double clicking the "GoldenReader" Icon on your

desktop.

The welcome screen of the GoldenReader tool will appear see Figure 23 in chapter

7. Appendix A - GoldenReader tool screens.

Click on the Configuration button.

The Configuration dialog will appear. See Figure 26 in chapter 7. Appendix A -
GoldenReader tool screens.

Select the reader to use with GoldenReader Tool:

IE SmartID/CCID 0

Integrated Engineering Smart-ID

NMDA Tx-PR-400

Philips Pegoda

Click on the "OK" button to confirm and save the reader settings.

The GoldenReader tool is now ready for use.

For IE 1S014443-4 USB PCSC/CCID readers the configuration dialog will display:
= IE SmartID/CCID 0

If more IE 1SO14443-4 USB PCSC/CCID readers are connected they will be displayed as:

= IE SmartID/CCID 0
= IE SmartID/CCID 1
= IE SmartID/CCID ...
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7. Appendix A - GoldenReader tool screens

$ Federal Dffice
for Information Security

Golden Reader Tool

basad on sPaszport AP1 Yerzion 1.1
implamented by socuned Securily Meteoeks AG

Wearsion 220, Build 11023, Date 200503114
() 2004 - 2005 Federal Office for Information Security (BSI)

Addtional Copwrighiz 1 Fa s
Crypto++ Compilation (C) 19952004 WeiDai |, —
cv act library (C) cv cryptovision GmbH II\..

*

Figure 23: GoldenReader tool welcome screen

# Llden Reader Tool

V] wrdl (el i)

De=prsnk Type

Oylicnal Duaks

IE0-14442

Figure 24: GoldenReader tool main window
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options x|

Reading Options
¥ Passive Authentication

v Active authentication {f DE15 present)
™ Use Short File Identifiers {SFT

[¥ Disable High Baudrates (better reliability)
Logfile

I JAGEoldenReader. log Browse |

¥ enable File-Logging

(0] 4 Cancel |

Figure 25: GoldenReader tool Options dialog

Configuration |

ePassport Reader List

ePassport-Reader |

Integrated Engineering Smart-10
MMOA Tx-PR-400
Fhilips Pegoda

Intearated Enaineering Smark-ID

Cancel |

Figure 26: GoldenReader tool Configuration dialog
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8. Appendix B - GoldenReader tool read-me file

READ-ME FILE

The Golden Reader Tool on this CD has been developed for the Bundesamt fur
Sicherheit in der Informationstechnik (BSI) in Bonn, Germany. BSI has allowed
Integrated Engineering (IE) to supply this Golden Reader Tool (GRT) with the IE
reader which has been integrated in this GRT.

The Golden Reader Tool has been developed to support, facilitate and promote
interoperability between various chips and RFID readers. The GRT is subject to
changes and/or updates.

The GRT you have now received represents the status of the GRT of the moment
the release of this version by BSI. BSI wants to be able to communicate changes
and/or updates in the GRT to its recipients. Therefore the Bundesamt flr Sicherheit
in der Informationstechnik will be informed by Integrated Engineering who receives
the Golden Reader Tool through Integrated Engineering, including an E-mail
address.

In case you need any support with the GRT please contact Integrated Engineering
at +31 20 4620755, or by E-mail at info@smart-id.com
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9. Appendix C — Notes on reading performance

Reading speed from chip to application dependents on a number factors such as
chip type, chip OS, application (like GoldenReader tool) and CPU speed.

To achieve maximum reading speed with the GoldenReader tool make sure to
switch all the following application options in the GoldenReader tool: Passive
authentication, Use SFI and extended file-logging.

BSI's GoldenReader tool is a demonstration tool. It is not intended for
benchmarking. The following is a partial quote from communication between
Secunet and Integrated Engineering:

QUOTE

The GRT is not optimized for speed. Due to the design of the rf_api
(which was developed during another project) there are several
redundant operations while receiving multiple files consecutiveley
(e.g. select DFs). But the GRT never should be a speed demonstration
tool. Stability was the first object while developing the rf-api.
Special Card Reader ''speedups™ are also not supported. PC/SC-Readers
are all handled equally. Just the special and serial readers are
initialized using highest possible speeds regarding to supplied vendor
examples.

What we discovered:

- Extended logging costs time due to the extensive logging of APDUs
- CPU speed affects transfer rates

- CPU type does not

UNQUOTE

Additionally the GoldenReader tool performance is dependent on the available
processing power. Other processor intensive applications running at the same
moment will influence the reading performance of the GoldenReader tool.
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The crossed-out wheeled bin means that within the European Union the
product must be taken to separate collection at the product end-of life. This
applies to your device but also to any enhancements marked with this
symbol. Do not dispose of these products as unsorted.

© Copyright 2006
Issue: July 2006 — This manual supercedes and renders invalid all earlier versions. The
information in this manual can be changed without prior notice.

The information in this manual has been put together to the best of the authors’ knowledge
and conscience. The manufacturers accepts no liability for the accuracy or completeness of
the information in this manual. In particular, the manufacturer cannot be held liable for
consequential damages caused as a result of incorrect or incomplete information. As it is
impossible to avoid mistakes despite all our efforts, we are always grateful if these are
pointed out.

The installation recommendations contained in this manual assume the most favorable
framework conditions. The manufacturer cannot guarantee that the system will function
perfectly under other conditions.

The manufacturer cannot guarantee that the information contained in this document is not
protected by external property rights. The manufacturer is not granting licenses to its own
or external patents or other property right.
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