USING PROACTIVE ALERTS

with HP Web Jetadmin
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Appendix B—Supported alert types by device model



OVERVIEW

HP Web Jetadmin has the ability to send email messages, or alerts, whenever events occur on
printing devices. For example, error or warning conditions on devices—such as paper out or toner
low—can trigger HP Web Jetadmin to send email messages that contain detailed information
pertaining to the condition, allowing the recipient to act on that condition immediately.

The advantage of alerts is that administrators can receive proactive, realtime warnings via email for
events that occur on networked devices. Receiving early notification of events allows administrators to
correct the problems before they impact end-user productivity, saving time for both the administrator
and the end user.

Helpdesks might use alerts to proactively troubleshoot issues with devices before end users detect
them. Individuals who are responsible for ordering consumables, such as toner cartridges, might
enable toner low alerts so they can be warned of toner low conditions in order to proactively order
toner before it runs out.

TRAPS, POLLING, AND EVENTS

After a printer is enabled to send alerts in HP Web Jetadmin, there are three different mechanisms by
which HP Web Jetadmin can be informed that a condition exists on the device:

e Traps—HP Web Jetadmin listens for realtime device traps that warn of conditions.
e Polling—HP Web Jetadmin periodically polls a device for status or remaining supplies levels.

o Eventing — HP Web Jetadmin listens for realtime web services tickets that warn of conditions.

Traps

Traps are UDP packets that devices send when a warning or error condition occurs on the printer.
One advantage of traps is that they provide realtime alert messages, meaning an alert message is
sent instantly after an event occurs on a printer. They also minimize network traffic because they only
create network traffic as events occur on the printer.

When subscribing to events that support traps, alerts are configured on a device by adding the IP
address of the machine running HP Web Jetadmin to the device’s SNMP Trap Destination List in
addition to a unique port number. The default port number is 27892 (rather than using the

HP Jetdirect default of 162). When an event occurs on the device, it now knows exactly where to
send the trap. HP Web Jetadmin checks devices that have active subscriptions every day to ensure the
trap table is still populated with the HP Web Jetadmin IP address. If the IP address has been removed,
HP Web Jetadmin replaces it to ensure the alerts can still trigger.

When HP Web Jetadmin receives a trap, it takes the information received in the trap and sends
additional SNMP status queries to the device to gather more information. If the status condition of the
printer matches any of the configured alerts for the printer, the alert is delivered to the desired
notification type.

Polling

In the case of polling, SNMP status queries or remaining supplies level queries are sent fo the printer
at user-defined intervals. If the status condition of the printer matches any of the configured alerts for
the printer or the remaining supply levels drop below the defined threshold, the alert is delivered to
the desired notification type.



Events

Alerts/events from newer devices are processed using Web Services (WS) Eventing. Unlike traps that
send UDP packets for every single event that occurs on the device, subscriptions to WS events on the
device occur per event, minimizing network traffic. Event payloads from the device have all the
necessary information for the event in the form of an XML document over HTTPS. There is no need to
go back and poll the device, again saving network traffic. Subscriptions on the device never expire.
Heartbeat events are periodically sent from the device to HP Web Jetadmin during periods of event
inactivity to inform HP Web Jetadmin that the subscriptions are still active. Events from the device
have a retry mechanism in case HP Web Jetadmin is down to provide guaranteed delivery.

ALERT SUBSCRIPTION TYPES

HP Web Jetadmin divides alerts into three
subscription types: General, Supplies, and
Critical (Figure 1). The Supplies type contains
only alerts related to consumables that are
replenished. The General and Critical alerts
types contain a much wider variety of alerts,
including some supplies-related events. Reasons
for subscribing to alerts in one category versus
another are described below.

General subscription type

The General alerts type includes a wide variety
of alert categories from service errors to
supplies alerts. Most non-supply device events
rely on traps. Polling is established when trap
destinations cannot be configured, the event
requires a status query because it does not

A Create Alert Subscription Template @E‘
Specify alerts subscription type ((}-»))
Subseription aptions
©) General alerts (detailed)
@) Supplies alerts
) Ciitical alerts

Figure 1—Alert categories

generate a trap, or a supply level must be gathered to

determine whether the event has occurred.

Advisory

The Advisory category contains events that are warnings
of existing conditions that do not affect the ability of the

[ ] Email Server Error
[]Job Completed

[ ] Manual Feed Needed
[]Out of Memory

[ ]Page Count

device to print jobs. Many of the events are triggered in

real time by eventing or traps. The Page Count event
sends an alert when a user-defined page count threshold
is crossed. HP Web Jetadmin polls the engine cycle count
object and sends the alert when the threshold is crossed.

Media Path

=l [ ] Media Path
[] Automatic Document Feeder Door Open
[] Automatic Document Feeder Paper Jam
[] Automatic Document Feeder Paper Misfeed
[]Clean Fick Roller
[ ] Cover Open
[ ] Envelope Feed Error

The Media Path category contains events relating to the
path the paper takes through the device. All of these
events are triggered by traps or eventing when available
on the device.

[ ] High Capacity Input Error
[ ]Output Bin Blocked

[ ] Output Bin Full

[ ] Paper Jam

[ ] Replace Staple Cartridge
[] Staple Cartridge Error

[] Staple Cartridge Jam

[] Staple Cartridge Low

] Staple Cartridge Missing
[] Staple Cartridge Very Low



Service

The Service category contains events that have
placed the device into a state where it cannot
print due to a service-related incident.
Intervention Needed and Printer Error alerts are
triggered by a variety of service-related events,
including most of the events found under the
Status Codes categories. The Printer Error alert
is triggered if the response to a status query
indicates Service Requested. If more
granularity is desired instead of all service-related
events, subscribe to the .3 alerts below.

The Device Disconnected event is triggered by
polling the device for status because a device
cannot send a trap when disconnected. If the
device does not respond to the request, an alert is
sent.

Status Codes

The following service-related alerts are available
under the Status Codes categories and rely on
traps to process. The 5-digit trap code generated
for each event is matched to a trap MIB to
determine the event. These events can be used
instead of Printer Error or Intervention Needed if
more control or granularity is needed to subscribe
to specific service-related events. More
information perfaining to these errors can be
found in the printer User or Service manual.
Categories of Status Code alerts include:

e Status Codes—I/O Errors

e Status Codes—Disk Errors

e Status Codes—Duplexer Errors

e Status Codes—Fuser Errors

o Status Codes—Drum Errors, Finisher Errors
e Service

e Media Path

e Status Codes—4x Errors

e Status Codes—5x Errors

e Status Codes—6x Errors

e Status Codes—7x Errors

e Status Codes—8x Errors

e Advisory

e Supplies Errors
Supplies

The Supplies category sends alerts when supplies
run low or are out at a level defined either by the

=[] Service
[[] Device Disconnected
[] Intervention Needed
[] Offline

] Cnline
[[]Paused

[] Printer Errer

[l [7] Status Codes - 4X Errors
[ Subsystem - 40 Error
[] Subsystem - 41.x Error
[ Subsystem 40 - Bad Serizl Data Fermat
[ Subsystem 40 - HP-MIO Error
[7] Subsystem 41.1 - Misprint Error
[7] Subsystem 41.2 - Beam Detect Malfunction
[7] Subsystem 41.2 - Wreng Paper Size
[] Subsystem 41.4 - No Video Sync
[ Subsystem 41.5 - Noisy Video Sync
[=I [7] Status Codes - BX Errors
[7] Subsystem 52 Error
[T Subsystem 53 - XY ZZ Errar
[ Subsystem 54 Error
[ Subsystem 55 Errer
[7] Subsystem 56 Error
[ Subsystem 56.1 Errar
[] Subsystem 56.2 Error
[T Subsystem 57 Service Errar
[7] Subsystem 58 Service Error
[ Subsystem 53 Errer
=[] Status Codes - 6X Errors
[7] Subsystem &0 Service Error
[7] Subsystem &1 Service Error
[ Subsystem 62 Service Error
[7] Subsystem &3 Service Error
[7] Subsystem &4 Service Error
[7] Subsystem 85 Service Error
[7] Subsystem 66 Service Errar - External Paper Handling Device Failure
[] Subsystem &7 Service Error
[7] Subsystem 68 - Check Cenfig
[] Subsystem &8 Service Error
[7] Subsystem 62 Service Error
(=1 [] Status Codes - 7X Errors
[ Subsystem 70 Error
[7] Subsystem 71 Errar
[ Subsystem 72 - Service Error
= [ Status Codes - 8X Errors
[7] Subsystem 81 - Service Error
[=I [7] Status Codes - Disk Errors
[ Bad Disk
[] Bad MIO or EIO Disk
[ Disk Hardware Failure
[T File System - Disk Failure
[]Volume 1 Disk Failure
[ Velume 1 Failure
[] Volume 2 Disk Failure
[ Velume 2 Failure
[=I [7] Status Codes - Drum or Finisher Errors
[ Drum Error
[ Finisher Alignment Error
[] Finisher Limit Reached
[=I [7] Status Codes - Duplexer Errors
|| Bad Duplexer Connection
[ Duplex Metar Failure
[ Install Duplexer
[7] Remove Duplexer
[=I [7] Status Codes - Fan Errors
[ Fan meter 1 failure
[] Fan metor 4 failure
=l [] Status Codes - Fuser Errors
[] Fuser Drive Errer
[ Fuser High Temperature Failure
[] Fuser Low Temperature Failure

[T Fuser Replaced - Press select on contral panel to reset maintenance kit counter

[] Fuser Rising Temperature Failure
=) [ Status Codes - 1/0 Errars

[T] EIO or MIO Slot not Ready

[T HP-MIO Errer

[]10 Configuration Error

[ Parallel 10 Error

[ Serial 10 Errar



device or by HP Web Jetadmin, not by the user. These levels cannot be changed. If different levels
are desired, use alerts under the Supplies subscription type.

Many of the supplies alerts offer a set of three types: Low, Very Low, and Replace. One of the
following techniques is used to process these three alerts, depending on the device, in order of
preference:

1. If the device supports a dedicated status OID for low/very low/replace, such as consumable-
current-state, it is used.

2. If no status OID is supported, HP Web Jetadmin queries the remaining level % using objects such
as prtMarkerSupplies. Hardcoded threshold vales are used to send alerts for low (20%), Replace
(3%), and Very Low (1%).

3. If neither technique above can be used, HP Web Jetadmin inspects the prtAlerts table for events.

Cartridge Error is a generic, non-specific supply error alert that covers errors on a multitude of
supplies.

Some supplies are named differently on various devices although the functionality of the supply is
similar. For example, the Cleaning Kit alert can represent either a cleaning kit on devices such as the
HP Color LaserJet 9500/9500mfp or a toner collection unit (TCU) on devices such as the HP Color
LaserJet CM3530 and CP3525. HP Web Jetadmin queries the remaining levels to obtain the percent
remaining for cleaning kit, but it uses supplies status objects for the TCU. For HP FutureSmart devices
that use eventing, such as the HP Color Laserlet CM4540 MFP, HP Web Jetadmin represents the TCU
on the device as an alert named Waste Collector. Web Services eventing is used to process these
alerts.

Supplies subscription type

The Supplies subscription type allows the user Select supplies categories &)
to define when a supply becomes low or out by
) . . . Supplies categories
setting a user-defined threshold. This differs O Tt
. [ Maintenance Kit
from the supplies alerts under the General 0 st
subscription type in that the user defines the L Torstas
[ CleaningKit
level, rather than the device or HP Web O oen
. .. [] Document Feader Kit
Jetadmin defining the level. e

[] Other Supples (Bonding agent, feed raller, roller kit stapler, lamp, ..)

Users have the flexibility to subscribe only to
the desired supply events. Also, one supply can
be set to one threshold value while another
supply can be set to a different threshold value.

Alerts for one supply can be sent to one
individual while alerts for another supply can B Wew> ] [ Corca
be sent to a different individual.

Figure 2—Supplies categories
You can set the alert threshold based on the
type of supply and then set it to send an email to the person who is responsible for that type of
supply. There might be different people in the organization who are responsible for replenishing
supplies, and the ability to send alerts at different thresholds for those different people based on the
type of supply is important.

In addition to email, the supplies threshold alerts can be forwarded to other locations, such as SNMP
Trap Generator or Alert History.

Supplies categories include (Figure 2):

e Toner/Ink—Estimated supply levels for ink or toner

e Maintenance Kit—Estimated remaining life for maintenance kit supplies



e Fuser Kit—Estimated remaining life for fuser kit supplies

e Transfer Kit—Estimated remaining life for transfer kit supplies

e Cleaning Kit—Estimated levels for cleaning kits and toner collection units
e Drum—Estimated remaining life for drum or OPC supplies

o Document Feeder Kit—Estimated remaining life for document feeder kits
e Trays—Estimated paper levels in trays excluding manual feed

e Other Supplies—Estimated level for supplies not included in other categories (such as bonding
agent, feed roller, roller kit, and stapler)

All events in the Supplies category are monitored by querying remaining levels through polling. The
polling mechanism uses a combination of slow-polling and sliding-time intervals depending on the
level of the supply being monitored.

Critical subscription type

Although the General and Critical alert types contain the same events, the Critical alert type polls
much more frequently (every 5 minutes) fo ensure accuracy for events that require polling. Caution
should be exercised when subscribing to Critical alerts due to the volume of network traffic it
generates. The polling rate can be adjusted with the maximum frequency being 5 minutes (default).

ADJUSTING POLLING RATES

The polling rates differ between the various subscription types. Because General and Critical alerts do
not offer threshold alerts for remaining levels, a standard repetitive interval poller is used for events
where traps are not used. Supplies alerts use a slidingtime interval poller (adaptive) that increases the
polling the closer the device comes to the desired threshold.

General/critical alert poller

When you subscribe to alerts under the General or Critical subscription types that rely on polling
instead of traps, HP Web Jetadmin performs a baseline poll (if the alert requires polling) at
subscription time. From that point forward, HP Web Jetadmin polls only at the default polling rate
(different for General and Critical alerts) from when the server started. The time is not indicative of
when the device subscribed to the alert; rather, it is relative to the time when the server started. This is
why alerts can be sent by HP Web Jetadmin for different devices at the same time, even though
subscriptions were not made at the same time.

The default interval for all alerts under the General subscription type is 24 hours, while the default
interval for all alerts under the Critical subscription type is 5 minutes. The user can change these
values by going to Tools > Options > Device Management > Device Polling > Alerts (Figure 3). Rates
can be configured anywhere between 1 and 168 hours for General alerts and between 5 and 360
minutes for Critical alerts.
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Figure 3—Configuring polling rates for alerts

Supplies alerts adaptive poller

For user-defined supplies alerts under the Supplies subscription type, an alert is generated when a
device crosses the user-defined supply level threshold. With these alerts, an adaptive polling rate
mechanism assists in optimizing the amount of traffic that is generated in gathering the data required
to calculate the remaining levels for supplies. When subscribing to Supplies alerts, HP Web Jetadmin
performs a baseline poll at subscription time, launches a second poll after 24 hours, continues to
calculate the rate of use from that point forward to predict when the supply will cross the selected
threshold, and adjusts the polling rate accordingly based on the calculated usage rate over time.
Devices are placed into a polling rate (such as 1, 2, 6, 12, 24, 72, or 168 hour poll rates) that is
continually adjusted depending on the supply’s calculated usage rate. Because each supply on each
device can be consumed at a different rate, they can all be polled at different times as well. This
means that the same device can be in multiple pollers. The supplies pollers are unaffected by the
polling queue times used for general/critical alerts. They are also unaffected by the background
poller that HP Web Jetadmin uses to populate device columns for remaining levels.

To determine the remaining supply levels, HP Web Jetadmin must examine the entire
priMarkerSupplies table to determine the percent remaining for all supplies. Therefore, HP Web
Jetadmin uses 1 hour as the fastest polling interval for scalability concerns. The reason for allowing a
user to select a threshold on which an alert is triggered is to provide a mechanism whereby the user
can select a percent remaining such that HP Web Jetadmin can detect when the device needs
replenishment before the supply runs out. Selecting a proper threshold to allow for sufficient time to
replace the supply is critical.

The adaptive poller calculates an average rate of use for each subscription, compares it to how far
away the current remaining level is to the subscribed threshold, and places the subscription into one
of the adaptive polling schedules. Problems can arise when a device is slowly consuming toner and
suddenly drops a large percentage in a day. While a drastic drop in toner level is rare, it is quite
possible that HP Web Jetadmin would have the subscription in the maximum poller set to once a week
because it had no reason to believe the subscribed threshold would be met any time soon, and the
sudden drop could cross the subscribed threshold while HP Web Jetadmin is not due to poll for
several days. In that scenario, the alert would be missed or not sent for several days. If this particular
condition happens in a customer environment, a configuration file can be edited to more or less
convert the adaptive poller into a static poller to ensure that events are not missed.



Cases might arise where a consumable drops a drastic percentage in a very short time period. If

HP Web Jetadmin placed the consumable in the weekly poller believing the supply will not reach the
desired threshold for quite some time, it is possible that the alert might be missed completely before
the consumable runs out. To minimize the possibility of such cases, supplies threshold alerts can be
instructed to abort the adaptive poller and use a user-defined static poller at some percentage above
the desired frequency (Figure 3).

NAVIGATING ALERTS FEATURES

A variety of controls exist to configure alerts and to view alerts information.

Alerts in the navigation tree

The Alerts Management summary
page contains a few task modules

used fo interact with alerts features
(Figure 4).

< HP Web Jetadmin (Beta 1) - ce-vary

Devica Managemant @ Alerts Management

% ) [Mlart Tamplae.

Dottt dert Trrglatm

e Recent Alerts provides a view
of the last X alerts. E

e Alerts Subscriptions shows the e~ =
number of devices configured B bemin

for alerts as well as a total

number of devices. This also

provides controls to launch the Figure 4—Alerts workspace

View Alert Subscriptions and

Create Alert Subscription

wizards.

e Alerts Templates shows existing templates as well as Apply, Create, Delete, Edit, and View
controls.

Note  Task modules are mini-control windows within the application that help users quickly gather
information about and act on device features.
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with any single device
or multiple device list
selection. Within the
tabbed areq, an alerts-
specific listing can be
grouped in one of the
following ways:

e il aher

mysub
ity Subscripiion

£ Subscription Type : Supplies Solutian (;

Figure 5—Alerts tab area (Group by)

e Device: Displays devices that can be individually expanded to show each applied subscription
and corresponding alerts detail.

e Subscription: Displays subscriptions by name that can be individually expanded to show devices
to which the subscription has been applied.



e Solution Type: Displays one or any of the three types of alerts that have been configured. These
can be expanded to show individual subscriptions and devices to which the subscription has

been applied.

The Alerts tab also contains toolbar items (such as Apply Template, Alert History, and Create
Subscription) that can be activated on any device list selection.

SUBSCRIPTIONS

Users can subscribe to HP Web Jetadmin
alerts to receive event information as events
occur on devices. A device can have more
than one subscription applied to it.
Subscriptions can also be applied to Alerts
templates.

Subscribe to alerts

The Create Alert Subscription wizard can be

activated for list selections of one or more devices or it can
be activated without list selection (Figure 6). In the latter
case, it displays the All Devices list or device groups (when
selected).

Specify alert subscription options allows users to choose
either an existing template or one of the subscription types:
General, Supplies, or Critical (Figure 7). After the user
specifies either a template or an alerts type, the user is
asked to specify the notification type (not shown) where
Email notification or Logging-only can be chosen. In all
cases, alerts are logged and can be viewed through Alerts
History.

If the user specifies Email nofification, the Specify
notification settings window appears (Figure 8). Users
can specify email recipients as well as the format of the
email notification. The formats include Custom, Verbose,
and Concise, which can also be previewed in this
portion of the wizard.

Select alerts appears when one of the three alerts types
was chosen rather than a preconfigured template on the
Specify alert subscription options (Figure 7). This
displays alerts specific to the alerts type chosen (such as
supplies alerts). The user can select any combination of
available alert events. In the case of supplies alerts,
supply threshold settings are made available. For more
information, see “Supplies alerts adaptive poller” on
page 8.

A Create Alert Subscription PX
Select devices ®
Selection methad
@® Devices O Groups
Available devices Selected devices
Source: |Al Devices ] Number of devices: 0
Device Model IP Hostname IP Address Device Model IP Hostname |F Address
HP LaserJet 4250 - boi05065 boi hp. . 159872247
Unknown (Disco.. mac4650two.boi... 15.62.41.230
HP LaserJet M5_ - NPI81D0A8 ame . 1683121250
HP Color Laserd.. 15.237.4163.am.. 152374163
HP Color Laser) . - npidc46e0.ameri . 1551858
HP LaserJet55i  npid01bZb.boihp.. 15.62.120.119
HP LaserJet 504 _ boi08029 boihp. . 159811275
Figure 6—Select devices pane
r
«d Create Alert Subscription !
Specify alert subscription options (3))
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() General alerts (Detailed)
() Supplies alerts
O Critical alerts
Figure 7—Alerts subscription options
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Figure 8—Specify notification settings
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Select alert threshold appears when using Supplies
alerts (Figure 9). Supplies alerts trigger when a supply
reaches the specified threshold. These alert trigger only
once and begin to monitor again only when a replenish o
event is detected. A replenish event is triggered when
the supply changes positively by more than 30 percent.

Specify advanced settings always appears following the |
setting of General Alerts (Figure 10). This window
contains settings that might apply to any one of the |
subscription alert events chosen thus far. Count threshold o) e
appears when the Page Count (Advisory) alert is Figure 9—Select alert threshold

selected during Select alerts. This polling alert is
triggered when the device passes the threshold the user — =
specified. The alert provides a way to notify a recipient T

when a device’s page count has reached or exceeded O

a specified value. O Coutesthol

Time to ignore duplicate alerts keeps HP Web Jetadmin o

from processing duplicate alerts within a specified time oroe dupiaenfor Daye [1~] Hore Hirues
and after the first alert has occurred. This sefting is
specific to the subscription being edited or created. T e ] [ coem
Multiple subscriptions should be set in order to
accommodate multiple times to ignore duplicates. For
example, users might want to see printer error alerts as
they occur and only see toner low or paper out alerts once per day.

Figure 10—Advanced settings

With Ignore first time period, HP Web Jetadmin does not process alerts the first time they occur during
the time specified under Time to ignore duplicate alerts. If the condition persists, an alert for the event
is processed during the second time period.

Finally, a confirmation screen appears allowing the user to review all alerts settings. After the user
clicks Next, HP Web Jetadmin finalizes the alert subscription, which might include device trap table
configuration.

Note  HP Web Jetadmin configures the alerts using different techniques, such as SNMPv1\v2c trap
tables, SNMPv3 trap tables, Web Services, or polling. HP Web Jetadmin automatically
selects the appropriate technique based on the selected feature and the current
communication with the device, such as SNMPv1\v2c or SNMPv3.

Note  For alerts that use traps, it might be either via SNMPv1\v2c trap tables or SNMPv3 trap
tables. This is decided on the basis of the current SNMP communication with the device.

If an HP FutureSmart device has SNMPv3 communication enabled, precedence would be
given to support trap via SNMPv3 traps rather than SNMPv1\v2c traps. In such a case,
SNMPv1\v2c trap tables would be removed if they exist. This is done to avoid multiple alerts,
such as SNMPv1\v2c trap alerts and SNMPv3 trap alerts being processed for the same root
cause.

If a non-HP FutureSmart device has SNMPv3 communication enabled, HP Web Jetadmin
make the setting in the SNMPv1 trap destination table of the device instead of SNMPv3 even
if SNMPv1 is disabled.

When the device sends out the SNMPv1 alert, HP Web Jetadmin processes the SNMPv 1
alert.
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SNMPv1/v2c Trap table full condition

If you choose alerts that are normally triggered
by device traps, HP Web Jetadmin configures a LpmcHawom
trap table entry on the device. When HP Web s
Jetadmin is using SNMPv2, the trap table entry
includes the IP address of the HP Web Jetadmin o
installation host and the port where the
application listens for traps. In some cases, a
trap table full condition might be encountered.
When this occurs, the Edit Trap Table Settings
tool appears (Figure 11). This tool enables the
user to resolve the trap table full condition
through one of the following measures:

Flerresve selocted oo Labde setbrms
) U poding ol - beave trag tabhe 25 18

!

Figure 11—Edit Trap Table Settings

e Remove all trap table entries (configures the current entry for alerts processing)

e Remove the entry selected and replace with a new one (configures the current entry for alerts
processing)

e Use polling only (uses list polling)

e Skip this device (device is not configured for alerts)

SNMPv3 trap table is already registered with another client

If you choose alerts that are normally triggered by device traps and if HP Web Jetadmin uses
SNMPv3 to communicate with the device, HP Web Jetadmin tries to register the HP Web Jetadmin
server on the device. When another client with the same SNMPv3 username has already been
registered, the registration fails (Figure 12).

Subscribe to Alerts Detailed Results =)

Q Error

Device Model IP Hostname: IP Address Result  Subscription Name  Solution Type Motification
=8 % | HP Color Lasedet MFPM577 | nf m (Emor | gghkl | General alerts [detailed] | Logging Notifier

Alert Action Result
Subsystern 41.2 - Beam Detect Malfunction  Subscribe  The SNMPy3 trap table iz already registered with a different chent.

Figure 12—All Subscriptions

If another HP Web Jetadmin server created the existing registration, log on to the other HP Web
Jetadmin instance, and then remove the configured alert.

Find the registered client with an SNMPv3 browser
You can use SNMPv3 tools to investigate which client has been registered.

1. First load the SNMP-TARGET-MIB (RFC3413) in the SNMPv3 MIB tool. For an example, go to
http://www.net-snmp.org/docs/mibs.

2. Configure the SNMPv3 tool with the remaining SNMPv3 settings (username, password, context,
authentication protocol, and privacy protocol).
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3. Perform an snmpwalk on snmpTargetAddrTable 1.3.6.1.6.3.12.1.2 (Figure 13).

HIE tres
=g MIE Tree
=] o

B+ mg
= dod
-] inbernst
- mgmt
2] snmghf2
B[] enempDomains
-] snenpProsys
=] snmphodules
[+ g snmpFrameworkMIB
[=-gg@ snmpT aegett|B
=] snmpTargetlbjects
@iy snmpT argetSpinLock
BT oot ol
=5 snmpT aigetéddEnty
@ snmpTargettddil ame
& snopT argetbddiT Domain
@ snmpT argettddiT Address
@ wnmpTargettddiT imeout
& snmpTargettddiRetreCount
ﬁ snmpT angebiddiT agList
snenp T angettddiP ascams
g snmpT argetdddiStorageT ype Port 278952
@ snmpTargettddifowStatus
(-2 snmpT argetParams T able
& srmpUnavalableContexts
-ﬁ- snmplnknownContexts
-] snmpTargeiCorlormance
[*-gg@ snmpllsmM|B
gl snmp2im

Query results

SHMP QUERY STARTED
: srmpT argetbddrTDormain 97.100.109.105.110.43.50.51 [object identiier) snmpl) DEDoms
% snmpT argetiddr T Address. 37.100.109.105.110.43.50.51 (octet string) g ﬁ.ﬁ‘l hex)
¥ snmpT argetbdd Tirmecut, 97.100,109,105,110.49,50.51 (integer) 1500
k: srmpT argetbddrRebyCount 37,100, 109,105,110, 49.50.51 [mteger) 3
¥ snmpT argetbddr T aglist, 37,100,109, 105.110.49.50.57 [octet string] allkt [E1.6C.EC.
3 srimpT argethddiParams, 97.100,109,105.110.49.50.51 [octet string) wiausm [77.64 5TRE. 726D [hex]]
" snmpT argetiddiStorageType 97 100,108, 105.110.49.50.57 [intege:] nonolatile] 3]
¥ srmpT argetdddrRowStatus 37.100.103.105.110.43.50.51 [integer] active(1)

SNMP QUERY FINISHED

IP address
0 486.97
Figure 13—SNMP walk on snmpTargetAddrTable

This provides the IP address and port number of the registered client in hex.

4. Remove the registration by using the SNMPv3 tool or the client software that created the initial
registration.

Single vs. multiple device subscriptions

Alerts can be configured for one device or for many devices, and applied with Alerts Templates or
through Groups Policies. The alerts that are configurable on each device vary by model, features, and
accessories. Depending on the device selection method, the Select Alerts list is populated based on
the device model and installed accessories.
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Edit and view alerts subscriptions

After alerts subscriptions are established, they can be viewed or changed. View existing subscriptions
either in the Alerts tab tool in any device list or by navigating to Alerts > All Subscriptions (Figure 14).

& All Subscriptions Heroups

= HP CMB0&0D MFP with Edgeline — npi7573b6.americas.hpgcorp.net — 15.255.133.19 (1 subscription(s))
Subscription Name Advanced Settings Notification Type Subscription Type Linked to Template
| My Subscription 1 Advanced settings | Email Notifier | Supplies solution
El HP CMB0&0 MFP with Edgeline — npi®6e517.boi.hp.com — 16.88.166.47 (1 subscription(s))
Subscription Name Advanced Settings Notification Type Subscription Type Linked to Template
| My Subscription 1 Advanced settings | Email Notifier : Supplies solution

Figure 14—All Subscriptions

Right-click to start one of the following wizards:

o Edit Subscription wizard: Similar to the Create Subscription wizard, the Edit Subscription wizard
allows changes to existing Notification Settings, Email recipients and formats, Available Alerts
selections, Advanced Settings, and the Subscription Name. This wizard only modifies the
subscription because it pertains to the device selection and requires that the Subscription Name
be changed.

e Unsubscribe wizard: Launches a Delete Alerts Subscription > Confirmation dialogue. After Next is
clicked, subscriptions are deleted based on either the subscription or device selection.

ALERTS TEMPLATES

Alerts Templates, like other HP Web Jetadmin templates, store settings to be reused. A default Alerts
Template is preconfigured when HP Web Jetadmin is installed and contains a combination of the
Supplies, Service, and Media Path categorizes of General Alert events.

Create and edit alerts templates

The Create Alerts Template tool is very similar to Create Alerts Subscription. When creating an alert
template, the user configures the following:

e Subscription type: General, Supplies, or Critical

e Auvailable alerts: Shows all available alerts based on the subscription type

e Advanced Settings (when selected): Ignore duplicates for and Ignore first time period, settings as
they apply to selected Alerts

e Notification type: Logging-only or Email
e Email notification settings (when selected): Send to recipients and Email format

e Template name

You can change template settings for any subscription linked to a template from the Edit Subscription
Template. Apply, View, and Delete controls help manage Alerts Templates, and are available from
Alerts > Templates in the Device Management navigation tree (Figure 15).

Figure 15—Alerts Templates
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Apply alerts templates

You can start the Apply Alerts Templates wizard in a variety of ways from any device list, including
right-click and drag-and-drop. The apply-template action applies the stored alerts settings to selected
devices. The Apply Subscription Template wizard requires linking the subscription to the template.

Linked vs. unlinked subscriptions

Alerts templates can be applied in
the following ways (Figure 16):

oA Create Alert Subscription

Specify link options @

e Link to template: Causes the ot
subscription settings to change © Lk terpioe _ _
any time the template settings e o
are changed. You can edit
device subscription by editing
templates.

O Create unlinked subscription |
(Changes to the template will NOT change this subscription)

Figure 16—Linked/unlinked settings

o Create unlinked subscription:
Applies the template settings as a new subscription without linking that subscription to the original
template.

Alerts templates in groups policies

Groups Policy is a powerful automation tool that saves users a great deal of time configuring device
and HP Web Jetadmin settings. Both Automatic and Manual group types can have the Group Policy
property. One policy that can be added to any device group’s properties is Alerts. Both Subscribe
and Unsubscribe using Alerts Templates can be applied to devices in the group either as they are
populated into group membership or as they are removed from group membership. In this way,
devices can have specific alerts applied or removed without impacting other alerts settings.

USE ALERTS HISTORY

Alerts history can be viewed in a few different ways. Device-specific alerts history can be viewed
through Alerts History on the Alerts tab in any device list and for any device list selection. The global
alerts history can be viewed through Alerts > History in the Device Management navigation tree. Both
of these listings can be grouped by device or by alert using the Group by tool. Figure 17 shows the
alert history for two devices.

gh Alert History

{5 Group By =

B HP LaserJet 4100 — npid77b62 americas. hpgeorp.net — 15.5.189.121 — (4 Subscriptions)

Time Received Alert
6 2M8/2007 4:54:16 PM Online
6 2/16/2007 4:52:21 PM Online
6] 216/2007 4:52:21 PM Online
6] 2/16/2007 4:48:27 PM Online

[=] HP Celor LaserJet 3500 -- npi627327 boi hp.com - 15.62.121.80 -- (2 Subscriptions)

Time Received Alert
[x] 2/16/2007 4:18:06 PM Offline
%] 2/16/2007 4:14:31 PM Offline

Figure 17—Alert History

Alerts History retention settings can be adjusted through Tools > Options > Shared > Server
Maintenance > Alerts. The retention time has a default setting of 30 days and can be set as high as
365 days. Alerts history can be cleared by clicking the Clear History button.
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ALERTS EMAIL NOTIFICATION

A primary method for sending alerts details is through email. You must first apply SMTP settings to
HP Web Jetadmin before email can be processed.

Global email settings

To assign SMTP settings, navigate to Tools > Options > Shared > Email > SMTP. You can select
settings for the following options:

e SMTP server settings, hostname, or IP address and port of mail server gateway.

e SMTP user settings, optional user ¢ Opiors — -
credentials used when SMTP o s + oty SENIEEEED .
authentication exists. Heserk Bt T ey ==

o Default from address, exists in each n\s E
email message sent by the application i
(the default is wja@hp.com). T Wlaw‘wsgggm

Also available in Tools > Options > Shared > ’ Wg;?g:ﬁ:jm

Email is a global email address management 5 e

feature (Figure 18). This allows user defail to || &t -

be added or removed. Any user email !

address used in Alerts or other features is h

stored here. Figure 18 —Email address management

Alerts message format

HP Web Jetadmin alerts can be sent in one of the following formats: Verbose (Figure 19), Concise
(Figure 20), and Custom.

Event
"Offline"

Front Panel
"READY"

Device Information

IP Hostname: "npid77b62.americas.hpgcorp.net”
IP Address: "15.5.189.121"

Hardware Address: "0030C1D77B62"

IPX Name: "NPID77B62"

IPX Address: "IpxAddress"

Device Model: "HP LaserJet 410.00"

Serial Number: "USBDC00600"

Asset Number: "

Location: "

Help Resources

Detailed Device Information "http://cs-
vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-
88b340474e86;0ccab9d3-163b-45¢c8-b10.08-2252c95a5bas"

Figure 19—Verbose email format
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mailto:wja@hp.com
http://cs-vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-88b340474e86;0cca69d3-163b-45c8-b108-2252c95a5ba5
http://cs-vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-88b340474e86;0cca69d3-163b-45c8-b108-2252c95a5ba5
http://cs-vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-88b340474e86;0cca69d3-163b-45c8-b108-2252c95a5ba5

Event
"Offline"

Front Panel
"OFFLINE"

Device Name
"npid77b62.americas.hpgcorp.net”

Help Resources

Detailed Device Information "http://cs-
vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-
88b340474e86;0ccab9d3-163b-45¢c8-b10.08-2252c95a5bab"

Figure 20—Concise email format

< Edit Custom Email Template

Saved Custon Esrail Messages. | My Amts assagn -

Custom email template

During any Create Alerts Subscription or Create
Alerts Template wizard, Edit Custom Email
Template can be invoked (Figure 21). Custom
email templates can also be managed in

Tools > Options > Device Management >

Alerts > Email Templates. Any column item can
be inserted with any customer characters. Alert
is one of the HP Web Jetadmin fields that can
be inserted. Lot JL Ceee ]

Figure 21 —Custom email formatting
SNMP TRAP GENERATOR

In addition to email, alerts can also be sent in the form of Simple Network Management Protocol
(SNMP) traps through the HP SNMP Trap Generator. This alertforwarding module provides
device-event conveyance through a fully customizable SNMP trap.

An SNMP trap is typically defined as an industry-standard notification event issued from a device to
the network management station when a significant event (but not necessarily an outage, fault, or
security violation) occurs. The trap produces one-way SNMP communication, which can significantly
reduce the need for random status polling of the device and conserve network bandwidth.

A printer-produced SNMP trap is a simple event notification mechanism, and does not always provide
the information needed to determine the most appropriate or efficient course of action. When

HP Web Jetadmin receives a trap from a printer, it launches an SNMP information request process
that is designed to gather additional device information and serve as the content for a more
comprehensive HP Web Jetadmin generated alert. With the HP Web Jetadmin SNMP Trap
Generator, this alert can be forwarded as an SNMPv1\v2c trap or as an SNMPv3 inform when using
HP Web Jetadmin 10.4 or later.
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http://cs-vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-88b340474e86;0cca69d3-163b-45c8-b108-2252c95a5ba5
http://cs-vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-88b340474e86;0cca69d3-163b-45c8-b108-2252c95a5ba5
http://cs-vsrv:8000/device/HP.Imaging.Wjp.Moabdevice.Client.DeviceID,355a5206-4ed8-43e5-b0bd-88b340474e86;0cca69d3-163b-45c8-b108-2252c95a5ba5

Note ~ SNMPv3 supports two types of notifications—traps and informs. Traps are identical to
SNMPv2 traps and are unacknowledged notifications that agents send to managers. Informs
are acknowledged notifications. An agent sends an inform notification and waits for an
acknowledgment. If the agent does not receive an acknowledgment within the configured
SNMPv3 timeout, it resends the inform notification until a reply is received or the maximum retry
value is reached. The SNMPv3 timeout can be changed in the
HP.Imaging.Wijp.Communication.Protocol.Snmp.ISnmp.config.xml file. This file is available in
the following directory:

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\HP Inc\HPWebJetadmin\
WiaService\config

After changing the value in the file, the HP Web Jetadmin service must be restarted.

This solution provides integration with Enterprise System Management (ESM) applications such as
HP OpenView Operations, HP OpenView Network Node Manager, HP System Insight Manager,
CA Unicenter, IBM Tivoli, Cisco

=# Create Alert Subscription

Information Center, or any SNMP- S G ein py
management station capable of R

receiving SNMPv1\v2 traps and Onepmes

SNMPv3 informs for purposes of © 5 g gt

notification and processing.

Helpdesk ticketing systems, such as
Remedy and Peregrine, might also
benefit from directly receiving printer
alert content in the form of SNMPv1\v2
trap or SNMPv3 inform to generate
helpdesk tickets. The content of the
traps that HP Web Jetadmin sends can
be customized to include only the
desired components to be fed to the (oo ) nety ) [ooee ]
appropriate destination.

Figure 22— Selecting SNMP Trap Generator
When imaging and printing devices
send traps, the content describing the
event is typically a 5-digit code or an e

SNMP OID, and the frequency cannot e

be controlled. A device sends traps — T
every time an event occurs. The ——— —
advantage of using HP Web Jetadmin Comersision '

to act as the proxy for these traps is
that events can be filtered to forward
only the desired events at the desired
frequency and with much more detailed

content than a regular printer trap.

= Create Alert Subscription

Specify notification settings l'ﬂ)’

b

Traps can be selected as an output
mechanism when subscribing to alerts
(Figure 22) or by selecting Tools > (e X ez JIL. comm
Options > Device Management >
Alerts > SNMP Trap Generator. The
properties of the traps can be defined
by clicking Edit (Figure 23). Trap destination includes entries to receive traps. Listen port dictates

Figure 23—Configuring trap properties
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which port is used when A Edit NP Trap Template 2Ix

. Ayvailable fields Template contents
sending the trap. SNMP N =1 [ B
. . Ewvent=<<hlert>> FrontPanelMessage=<<Control Panel>> HostName=<<IP Hostname: > Insert Field
version COnthreS SNMPV] Alert A IPéddress=<<IP Address>» HardwareAddiess=<<Hardware Address MACT> IFXMName= e
SNMP 2 t ilart Crileggry §<\P>I<NNan;a>> IE’XA?%essﬁ(IPXAAddﬁswg Mod;INamﬁ:<;DevchMoc!el?> 5
seet Number enalNumber=<<Serial Number>> AssetMumber=<<Asset Number> > Description=<<System
or v ra ps or Credential: Required Location: > Contact=<<System Contact>> PageCount=<<Engine Cycle Counts>
H Detailed Device Information URL
SNMPV3 |nf0rm5. Device Firmware Version
. . Devica Groups
Community configures the Devizs Locatin
Device Model
H Devica M
community name for the Engine Cyle Court
SNMP .l \ 3 f I}-}{Da;c‘ljv;ale Address (MALC)
ress
v v rqp' IF Hostname
Jetdirect Model
. Jetdirect Port
TO ed” the Contenfs Of the Jetdirect Revision
Last Communication
. . . - . v
trqp, Clle Ed“ (Flgure 24) p‘aerl:\am.:mlnn||nM|M=|nr=n;r
Select the items to include in
==
the trap and drag them to

the body. Figure 24—Editing trap content

4= v T v

Frame 3834 (444 bytes on wire, 444 bytes captured)
Ethernet II, src: d8:d3:85:82:50:1c, Dst: 00:00:5e:00:01:0L1
Internet Protocol, Src addr: 16.88.169.202 (16.88.16%.202), Dst Addr: 16.88.130.219 {16.88.130.2109)
User Datagram Protocol, Src Port: 4096 (40960, Dst Port: snmptrap (1620
Simple Network Management Protocol
version: 1 (0]
community:
PDU type: TRAP-VL (4]
Enterprise: 1.3.6.1.4.1.11 (is0.3.6.1.4.1.11)
agent address: 16.88.169.202 (16.58.169.202)
Trap type: ENTERPRISE SPECIFIC (6)
specific trap type: 0
Timestamp: 36234
object jdentifier 1: 1.3.6.1.4.1.11.2.47.1.1.0 (is50.3.6.1.4.1.11.2.47.1.1.0)
wvalue: STRING: "Event=Cyan <Cartridge Supply Threshold FrontPanelMessage=Sleep mode on  HostMWame=npi7f20e8. a

SNMPv1 Trap Sample

4 = v v v

Frame 3282 (476 bytes on wire, 476 bytes captured)
Ethernet II, sSrc: d8:d3:85:82:50:1c, Dst: 00:00:52:00:01:01
Internet Protocol, Sro addr: 16.88.169,202 (16.88.169.202), Dst addr: 16.88.130.219 (16.88.130.219)
User Datagram Protocol, Src Port: 4178 (4178), Dst Port: snmptrap (1620
Simple Network Management Protocol
version: 2C (1)
Community:
PDU type: TRAP-VZ (7)
Request Id: O0x3d25af4a
Erraor Status: nNo ERROR (00
Error Index: 0
object identifier 1: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
value: Timeticks: (130053 0:02:10.08
object identifier 2: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.00
value: OID: i50.3.6.1.4.1.11.2.47.1.1.0
object identifier 3: 1.3.6.1.4.1.11.2.47.1.1.0 (is0.3.6.1.4.1.11.2.47.1.1.0)
wvalue: STRING: "Ewvent=vellow Cartridge supply Threshold FromtPanelmessage=sTleep mode on HostMame=npi7f20esd

SNMPv1 Trap Sample

ALERT LOGGING

A log file is available to track the alert messages that HP Web Jetadmin sends. The alert log file lets
you feed alerts into enterprise management systems or callticketing systems. The file can be parsed
and fed into any of these systems with minimal effort.

The alert log is also an excellent source for troubleshooting because every alert that is processed is
written to this log file. The log file can be configured during alert subscription or by selecting Tools >
Options > Device Management > Alerts > Log to File (Figure 23). The size of the log file can be
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controlled under File Size.
The path of the log file is
displayed on the screen.
The contents of the log file
can be defined by clicking
Edit (Figure 25).

Simply drag desired items
into the Body section to
completely customize the
data written to the log file
for each event. Every event
processed as an alert is
logged in the log file with
the desired parameters.

USE ALERTS TO
GENERATE
HELPDESK
TICKETS

HP Web Jetadmin provides
multiple methods for the
flexibility to automatically
generate helpdesk tickets in
products such as BMC
Remedy. For example,
Remedy can receive content
in a number of formats for
generating tickets,
including SNMP traps,
emails, or text files.

A Options

= Alerts
Email Templates
Subscription Templat.
SNMP Trap Generator

Firmware

Reports

Supplies

A Log ta file seftings
[] Enabled

File size: ME
Preferred language:
Log file path

C:ADocuments and SettingsiM etwork ServicehLocal Settings\Application
D ata\Hewlett-Packard\HPw ebl etadmin'hwiaS ervicehLogshalertlogtofile. st

File farmat preview

Figure 25—Enabling alert logging

 Edit Alert Log to File Template E|E|

Available fields

Source: | Basic v
Alert A~
Alert Category
Asget Number

Credentials Required

Detailed Device Information URL
Dievice Fimware Version

Device Groups

Device Location

Device Model

Device Name

Engine Cycle Count

Hardware Addiess [MALC]

IP Addiess

IP Hostname

Jetdirect Model

Jetdirect Port

Jetdirect Revision

Last Communication B
Panes Remaininn | nkl b aintenae

<

Template contents
Body:

Event:"ccalerts > Front Panel"<<Control Panel> »":IP Hostname:"<<|P Hostnames>":IP
Addrese"c<IP Addressy » ' Hardwareaddress " «<Hardware Address (MACT >": 1P
Mame:"c<IPes Mames > ":IPR Address:"<<IPx Addresss > Device Model"'<<Device
Model>>" :Serial Humber. << Serial Mumbers» " Asset Number:"s <Asset Mumbers > System
Location: << Svstem Location> > "D etailed D evice Information: < < Detailed Device Information
URL>>":Svstem Contact''<<System Contacts»"

Insert Field

Figure 26—Editing alert log file content

HP Web Jetadmin allows for sending alerts as custom-defined SNMP traps. Remedy can be

configured to look for traps containing only specific content to generate tickets and ignore traps that
are not defined with this content.

It is also possible to run the optional armaild daemon on the Remedy server and open Remedy tickets
via email. HP Web Jetadmin allows for customizing the content of alert emails to meet the exact
specifications of the Remedy ticket.

Remedy can also be instructed to parse text files for keywords to be used to populate helpdesk tickets.
Alert logging can be turned on in HP Web Jetadmin and the exact content of the logging can be
custom defined to match the content expected by Remedy to generate tickets.

ADVANCED ALERTS DETAILS

Other application settings

Alerts polling rates can be adjusted by navigating to Tools > Options > Device Management >
Alerts > Polling Rate where the following settings are available:

o Default alert rate: Used when no device communications exist for X hours (default is 24 hours).
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Mission critical devices: Used for devices with Critical Alerts settings. Polls every X minutes (default
is 5 minutes).

TROUBLESHOOTING

If there is reason to believe that alerts are not being processed as they should be, several
troubleshooting steps can be performed to help diagnose the problem. For example, if an alert is not
being received at a particular email address when a device event occurs, perform the following
troubleshooting steps:

1.

Test whether the HP Web Jetadmin server is properly processing any polling type alert on any
device. A very simple test of a polling alert is to subscribe to a Supplies alert where the threshold
can be defined. Any printer can be tested. Simply enter a threshold for one of the toner cartridges
where the threshold is greater than the current level. After the subscription is completed, an alert
should be generated shortly thereafter to the desired specified address.

-or-

Test whether HP Web Jetadmin can properly process any trap type alert on any device. A very
simple, remote test is an Offline alert under the General category. When an offline event occurs,
the printer sends a trap to HP Web Jetadmin that should be processed. After the subscription is
completed for the Offline event, an Offline condition can be easily generated from within

HP Web Jetadmin on the status page of the device. Click the printer Offline. An alert should be
generated shortly thereafter.

If neither test in step 1 generates alerts via email, there might be an issue with the HP Web
Jetadmin communication to the mail server. An easy test is to remove the mail server from the
equation. Subscribe to an alert and have it sent to Alerts History rather than email, and then
navigate to Alerts History to see if the alert is present.

If polling alerts are processing properly, but trap type alerts are not, there might be an issue with
the device sending traps or with HP Web Jetadmin receiving traps. Ensure that the IP address of
the HP Web Jetadmin server is present in the trap destination table of the device under
Configuration > Network. If it is present, check the router seftings to ensure that traps are not
being filtered.

SUMMARY

The alerts features in HP Web Jetadmin provide a powerful mechanism for monitoring the fleet
through proactive and flexible notifications. Nearly all aspects of device status and/or trouble can be
automatically conveyed to users via email, virtually in real time.
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APPENDIX A—SNMPTARGETPARAMSTABLE

This appendix provides additional background information about the SNMPv3 trap tables that are
configured on devices. HP Web Jetadmin and the device automatically handle the SNMPv3 trap
tables.

The snmpTargetParamsTable shows the username, password, context and protocols (Figure 27).

"' SN QUL SN | QUL S,
© gk snmpT argetéddiP arams
@ shmpT argetsddiStoraasT vpe
gl snmpT argebbddifowStatus

SR | snmpT argeiParamsT able

(=~[E snmpT argeiParamsE nhy

o snmpT argetParamsM ame
g snmpT argetFaramsh Fiodel
g snmpT argetParamsSecuritybdodsl
@ snmpT argelP e amsS ecosilblame
ﬁ shmpT argetParamsSeciribLavel
ik snmpT argetParamsStorageT ype
L@k snmpT argelParameRows s

5% snmpUnavailableCortexts

o il snmpUrknownContets

i -] snmpT angetConfomancs

i g srpllsmiIB

a snmnE2in

Gusay rezulls
Secuity uzer name; adminl23

Secuity engire |D: 00,00.00,08 6C.C217.24 32 6C.00.00 [hex]
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Figure 27— SNMP walk on snmpTargetParamsTable
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Device

HF LaserJet 2150

HP Laserdet 9000

HF LaserJdet 3000mfp
HF LaserJet 3040050

HF Lazerdet 3040¢50mip
HF Lazerdet 3055/E5mip

HP Lazerdet T4

HF LaserJet G624

HP Lazerdet Flow MFP 330

HP Lazerdet MIG2Z

HF LaszerJet M163: MFF

HF LaserJet M2727nf MFP

HF LaserJet M3027135 MFP
HF LaserJet 4345 MFF

HPF Lazerdet M402

HF LaserJet M4555 MFF
HF LaserJet MEB0ZE MFF
HP Laserdet MBO3E MFP

HF LaserJet ME0E
HF LaserJet ME0E

HP LazerJet M3040/3050 MFP

HF LaserJet MFF M42E
HF Lazerdet MFP MTB2T

HF LaserJet F20120544

HF Lazerdet P20
HP Lagerdet P2032
HF LaserJet P206:
HF Lazerdet P3004
HP LazerJiet P300S
HF LaszerJet F3015
HPF Lazerdet P4014
HF LaszerJet F4015
HF LazerJet P4515

HP Laserdet Pro M201

HP Lazerdet Pro M203 [HP LazerJat Pro UPI)

HF LaserJdet Pro MEO [HF Laserdet Pro UFT)

HP LazerJet Pro MTOUT0E

HP Lazerdet Pro MEP M43%5nw

HF LaserJet Pro MFF 226

HF Lazerdet Pro MFP Mz27 [HP Lagerdet Pro MEF UPI)

HF LaserJet Pro MFF G2

HP MFP S956dn
HF Mopier 240

HF Mopisr 320

HF Officejet 9100 series




SUPPLIES ALERT §|

TR AR

LT

W 18paa ] Jualinoog

Lrug

td L

L

Wy Buueay

[EEEIET

14 1asn4

[EIEE I

w|H|H|=

nH|R]=

w|H|H|=

I B

HU[ABUD |

GEMERAL ALERTS

3 "ESH B0u, o

N4 adinn, qa,

|IN4 JERN J0308|07 SI8E,

[N JOR03107 aIEEy,

WK
KK

HH

HH

KK

KK

o] U5, 1 JBLEUE |

[EHECEEEE

s I
b B B

mor] Adan, sBpUpEs Jauo |

?

?
?
?

7
?
?

?

] BBpULES Jauo |

R R
R R

?

?

?

?

?

10}08([07) B18Efy, B0e|day]

=

14 Jajsuel] aoejday

abpunes Jauo| aoeday

P
7|

ped uoneledas aoejday

I EETIEEECET

W IBy aoejday

WU aaeday

Wy Jasny aoejday

8|0y paaq aoejday

14 Japaaj juswinoog aoepday

=

WY UEa[a aae|day

abpupes aoejday

g Jadey

pajaajag aOpUHED JH-UON

AR kS
wfmfE
B ks
Rk

HI®
KK

KK

HI®

HI®

HI®

e Adan, I e

W) 1 e

IR R R
nH[R]R[H

w|H|H|=

R R b

o] flan, qu)

KD

mor fdan, 1y Jesnd

W] 1 J8En 4

td b

td b

W] SE, 1Y J8paa 4 JUaLnaog

AlE]R]E

b B B

o] iy Jepasq juaLinaog

mo] Wy BUILEa])

mon Aan, sBpupEs

e abpupeD

bl b

JouR abpupen

paEls abeLED

o Adgy, ueby Buipuog

mor] uaby Buipuog

pandxg iaby Guipuog

10ug aby Buipuog

sajjddng

SEp0) SjolG

1015 Il

pEENE]

B

ENW

UG

EEENE G

pajaalunasl] aolag]

A=
L
#l R
R =
A=
B
#l R
H ¥
A=
#l R
R
A=
K ®
R
A=
L
#l R
A=
A=
#l R
A=
A=
#l R
A=
A=
#l R
B

8o|ALBG

] Ade, SBPULET S[dElS

Buissiy) ebpupes s)deg

o] abpupen apdelg

wer sbpupes s)deg

10U BOpUYED BjdElg

abpupes ejdels eoeday

wer 1adey

N4 uig ndyngy

PEDO|E I NG

b Bk B B R e kS
b B R I i R R e

b Bk B B R e kS
b B R I B R e B

HIH[H

Joua ndul Apoedeo ybiy

101 Japaa4 ado@nig

uadp Janog

*

»
»

42124 H2ld UESD

@aysIy) Jaded Japas | JUawnoog oy

td b

KK

HH
td b
w®
HH
td b

]
HlH

wer Joded apaaJ Juelinaog oy

uad Joog apaad Juawnoog o

RS

b kS

Yird PIPeW

unon abej

L ENE IR

nH

WK

WK

td R

KK

td R

KK

pepasy paad [ENUBLY

pagaqdiiog qop

un

RiE

R =

J0lA laniag [IBLH

Aosiapy

Device

HP Officejet Color X555

HP Officejet Colar MFP #5385

HF Officejet d zeries

HP Oifficejet Pro 251

HP Qifficejet Pro 276 MFP
HPF Officejet Pro 451 =GR

HF Officejet Pro 476676 MFF
HF Officejet Pro 8000 4809 Series

HP Oifficejet Pro 2000 Enterprise A311a

HP Oifficejet Pro 2100 Series

HF Qfficedet Pro 8210 [HP Page'wide ProfOfficedet Pro MFF UFI)
HF Officedet Pro 8710 [HF FPage'wide FrofOfficedJet Pro MFF UF1)
HF QfficeJst Pro 8720 [HP Pagewide ProfOfficedet Pro MEF UF1)
HP Officedet Pro 8730 [HP Page'wide ProfOfficeet Pro MFP LRI
HF OfficeJet Pro 8740 [HF Page'wide FrofOfficedJet Pro MFF LRI

HF Officejet Pro 8500 83033 Series
HF Oifficejet Fro 85004 Series
HF Officejet Pro 3600 Series

HF OifficeJet Pro SE10/20/ 20

HF Oifficejet Fro KE5E0

HF Fage Wide Color 556 [HF Enterprize UPI]

HF Fage Wide Color MFP 636 [HF Enterprise MMFP UF1)

HP Page'wide Pro 452 [HP Pagewide ProdOfficeJet Pro LRI

HF Fage'Wide Pro 552 (HP Fagewide ProdOfficeJet Fro UPI)

HF Fage'Wide Pro 477 MFF [HF Pagewide ProfOfficedet Pro MEF UPI)

HP Page'wide Pro 677 MFP [HP Pagewide ProfOfficeet Pro MFF LRI

HF Fage'wide xL B000FS MFF [HF Fagewide sL MFEF UFI)
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