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This User’s Manual includes all the information required for installing
and operating Hi-G-T ek Electronic DataSeals and DataReaders.

Software License Agreement

Information in this document is subject to change without notice and does not
represent a commitment on the part of the manu facturer. The sofitware described in
this document is furnished under licens e agreement or nondisclosure agreement. It
is against the law to copy the sofiware on any medium except as specifically
allowed in the license or nondisclosure agreement. The purchaser may make one
copy of the sofftware for backup purposes. No part of this manual may be
reproduced or transmitted in any form or by any means, electronic or mechanical,

including photocopying, recording, or information storage and retrieval, for any
purpose other than for the purchaser’s personal use, without written permission.

© Copyright 2001 Hi-G-Tek Ltd.

All rightsreserved.

DataSeal™ is a trademark of Hi-G-T ek.
Pentium™ is a trademark of Intel Corporation.

Microsoft Windows 98® and Microsoft Windows NT® are trademarks of
Microsoft Corporation.

Moxais atrademark of Moxa Technologies.
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Chapter 1 Introduction

1 Introduction

1.1  What Products are Covered by this Manual

This manual covers the DataReader (both Indoor and Outdoor versions),
DataSeal, DataT ag and the MagneticDataSeal products.

The DataTerminal, DataP ort, MicroDataReader, TrackingDataReader and
SmartDataReader are Hi-G-T ek products that are referred to in some places
in the manual, but are not covered by it.

1.2 About the Product

Thank you for choosing Hi-G-T ek quality products. The Hi-G-T ek range of
products provides a highly reliable and secure cargo and asset monitoring
system utilizing state-of-the-art RFID technologies.

Cost-effective, more reliable and more secure than their mechanical
counterparts, the Hi-G-Tek product range will constantly monitor your
assets and alert you to any potential problems at all times.

The Hi-G-Tek system was developed in order to fill the requirement for
fast, automatic processing of secured cargoes and to provide real time
monitoring and improved management of cargoes both in transit and in
storage.

The basis of the system is a family of reusable electronic seals named
DataSeal This family of products includes the DataSeal, Datal ag and the
MagneticDataSeal.
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Note: This manual uses the term DataSeal to refer to any member of this
family of products, unless otherwise specified.

The most significant purposes of the DataSeal are:

= Track any attempts of opening, bypassing or tampering.
= Record events when tamper occurs.

=  Write and read user data.

The reusable electronic seal automates the processing of secured cargoes
enabling the organization to effectively and economically process the
increasing numbers of containers’ traffic in the ports and between inland
destinations.

The DataSeal includes a transmitter / receiver unit, realtime clock,
processor, memory and sensing circuitry for sealing verification. The
Sealing Wire' prevents any attempt of opening, bypassing or tampering
with the seal without alerting the system and recording of the event. The
system combines the technological and operational advantages of both low
frequency close-range AND high frequency (UHF) long range for sealing
verification and other communications with the DataSeal.

The low frequency (short range) communication protocol is used by the
DataTerminal, the DataPort and the MicroDataReader. This channel of
communication is useful for writing the electronic manifest of the sealed
cargo into the DataSeal's memory. For example: this information can

" In the case of DataT ag, there's a “Sensor Plate” instead ofthe Sealing Wire, and
in the case of the MagneticDataSeal, there's a “Magnet Element”.
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include the vehicle ID, container and invoice numbers, cargo description,
etc. It is also useful for reading the DataSeal's event records, and to reset
the DataSeal for anew use (an operation called "Set").

Note: The low frequency protocol, the DataTerminal, DataPort and
MicroDataReader devices are not covered by this manual.

The high frequency protocol is used by devices of the DataReader family of
products. This family includes the DataReader itself, which connects to a
controlling computer (normally a PC) through an RS-232/485 mterface; the
TrackingDataReader which contains a GPS and GSM modules and is
usually installed on a truck; and the SmartDataReader which contains an
embedded PC and connects to an Ethernet network. This manual covers
only the DataReader device itself. The high frequency protocol is useful for
monitoring the presence and status of one or more DataSeals constantly or
periodically. It is capable of communicating with multiple DataSeals
simultaneously and even with DataSeals in high speed motion, for
example: on a train.

The DataSeal and DataReader devices are capable of communicating in
distances of up to 30 meters, and in some cases even more.

The use of the high frequency/long range protocol enables applications
such as: tracking and sealing verification of containers in transit; protection
of containers in storage; remote automatic data collection from secured
cargoes as they pass through check points, etc.

The DataReader is able to detect which DataSeals are present in its area,
and their statuses (open/close, tampered, etc). It can also receive messages
from DataSeals in real-time, for example when the DataSeal is tampered.
These types of messages that the DataSeal transmits are called "Burst
Messages".
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Multiple DataReaders can be connected to a single controlling computer
using the RS-485 interface. This allows to maximize the coverage area of
the DataReaders while keeping them synchronized. The DataReader is
available in both indoor and outdoor models.

A set of Mounting Fixtures has been developed for the DataSeal system
which allow convenient mounting and removal of the DataSeal from a
container whenever required. The various Mounting Fixtures differ in the
level of protection they provide to the DataSeal as may be required in
various environments.
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1.3 System Components

1.3.1  The Mounting
Fixture

The DataSeal Mounting Fixture
1s used to mount the DataSeal on
the container’s keeper bar or
other surface.

1.3.2 The DataSeal

The DataSeal unit contains the
DataSeal electronics, a battery, a
transceiver, a processor and
memory to record and store the
events and the relevant
information about the cargo.
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1.3.3 Sealing Wire

The Sealing Wire serves to seal
the cargo. Any tampering with the
Sealing Wire at any point during
transport is recorded and can be
reported at once.

1.3.4 Outdoor DataReader

The Hi-G-Tek DataSeal System
uses state-of-the-art technology to
secure and  monitor secured
cargoes in storage and during
transport.

The DataReader is comprised of
two compartments. The upper

compartment is the heart of the
unit and contains the
DataReader’s electronics section.
The lower compartment contains
the terminal glands which connect

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology
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the unit tothe RS-232/485 networking cable.

The DataReader may be used in both stationary and mobile configurations.
In the stationary configuration, the unit is mounted on a flat surface such as
a wall or pole. A typical installation of this configuration is at the point of

exit from ports, customs terminals, warchouses, etc. This operation mode
allows monitoring of the DataSeal at predetermined sites and checkpoints.

Qutdoor DataReadar

Antenna

W

Upper Compartment
Electronics Bay

LED Indicators

1

Lowar Compartmant
Cable Connaction o

« s

In the mobile configuration, the unit is mounted in the truck cabin. The

DataReader monitors the seal during the entire journey, and reports its
status via the vehicle’s communication system to the control center in real-
time. This configuration requires an additional 3rd party controlling device
to control the DataReader, or to use the TrackingDataReader which is not
covered by this manual.
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The DataReader is mastered by a controlling computer. Once installed, the
unit waits for conmands coming from the controlling computer.

1.3.5 Indoor
DataReader

Similar to the outdoor
version, the Indoor
DataReader uses state-of-the-
art technology to secure and
monitor secured cargoes in
an indoor environment.

The Indoor DataReader may
be wused in stationary
configuration only.

The unit is mounted on a flat
surface such as a wall or
pole. A typical installation of
this configuration is at the
point of closed warehouses, offices, etc.

Unlike the Outdoor DataReader, the Indoor version doesnot have the lower
compartment. Instead it has 3 connectors.
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Indoor DataReader

Antenna

Electronics Bay

Led Indicator

Cable Connection —
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2 Quick-Start

The aim of this chapter is to lead you step-by-step in the quickest way to
the stage where you can verify that the Demo System is working properly,
and that you have a simple system that you can play with, in order to
evaluate the potential of the products. This guide assumes that the
parameters of the DataReader and DataSeal are the factory defaults, and it
refers only to the Demo System. For istallation instructions for a
DataReader that isnot a Demo System, see chapter 5.

2.1 Before you begin

Before you begin, make sure that you have the following items available:

1. The Hi-G-Tek DataReader device.
DataReader Antenna.
At least one Hi-G-T ek DataSeal device.

The Seal ID of the DataSeal (printed on the sticker on the bottom side
ofthe DataSeal).

Eal

5. Sealing Wire(s) (accordingto the number of DataSeals. If you are using
DataTags you need Sensor Plate(s) instead of the Sealing Wires)

6. PC running one of the following operating systems:

e Windows 98 or above.

e  Windows NT 4.0 or above.
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This computer must have at least one available serial communication
port, a CD-ROM drive, and at least 20MB of free hard disk space. The
computer must use an Intel Pentium™ or compatible processor.

7. CD-ROM with Evaluation Software.

2.2 Setting up the DataReaders

First, connect the antenna to the DataReader. The antenna connects to the
TNC connector at the top side of the DataReader.

Then, connect the DB9 female connector to a serial communication port in
the PC. Take note of which port you are using (for example COM?2). It is

good practice to connect and disconnect cables only when the computer is
off.

Plug the power chord of the DataReader into a power outlet. You should
see the POWER LED blinking red and green. After about 30 seconds it
should remain green. If it remains red, or isn't lit at all, there is a problem
with the DataReader. Refer tothe chapter O for troubleshooting,

2.3 Installing the Evaluation Software

Ifthe computer isnot turned on, turn it on now, and wait until the operating
system is loaded completely.

Insert the CD-ROM labeled "Hi-G-T ek" into the CD-ROM drive.

From the Start menu, choose "Run". Assuming your CD-ROM drive is
drive E, type "E:\DataSeal Evaluation Software\Setup.EXE" in the "Run"
dialog box. If your CD-ROM drive letter is not E, replace the first E with
your CD-ROM drive letter. Click OK to sart installing the DataSeal
Evaluation Software.
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Follow the instructions on the screen until it says that the software is
successfully installed.

If you're using Windows 98, restart your computer (even if you're not
requested to by the installation software).

The Evaluation Software is now installed. A new shortcut icon "
DataSeal Evaluation" is added to your Start->Programs menu.

24 Configuring the System

Run the Evaluation Software by clicking on that icon. The Readers
Administration Window shown in Figure 2-1 will be displayed.
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¢ Hi-G-Tek Data Seal Evaluation Software o ] 4

File Readers ZSeals Toaols Help

14 . i %

Readers Administration Reader Setup Werify i Set Al Cammands

&4 Readers / Channel {Comm Port) Administration

Carnmn Part: I[:Dm j ISEDD j Set Comm F'ortl

rBeader

Reader ID Reader Address
1] All Beaders

Reader 1D I[

Sdd | Remaove | Auto Detect Close

Figure 2-1 - The Readers Administration Window.

If you connected the Reader to a serial port other than COM1, choose the
appropriate COM port from the Comm Port drop down list, and then click
on the Set Comm Port button. Click OKto close the message window that
says "Comm port was set successfully".

Click on the Auto Detect button on the bottom of the window, to
automatically findthe Reader ID of the DataReader. The message shown in
Figure 2-2 will be displayed.
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StarCoreApp x|

@ This Feature can work only if there's only one connected Reader, Is this the caser?

Figure 2-2 - Auto Detect Warning Message.

Because you're using the Demo System that includes only one DataReader,
click Yes.

If everything is connected appropriately, a message window will appear
saying "Reader was added successfully". Click O Kto close this message.

If instead of this message, a "Timeout" message appears, check your
connections and verify that the communication port setting corresponds to
the one you're using. Remember to click on Set Comm Port each time you
change the communication port setting.

If a different message appears, refer to chapter9 for troubleshooting.

The DataReader's ID is now added to the list with a Reader Address of 1.
Click onthe Close button to close the Readers Administration window.

2.5 Preparing the DataSeal/DataTag

DataSeals provided by Hi-G-Tek leave the factory in a special power
saving mode called "Deep Sleep Mode". Before you can communicate
normally with a DataSeal, you must send it a special command called
"Hard Wakeup" that returns the DataSeal into its nommal mode of
operation. You will then have to close the Sealing Wire (as will be
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explained below), and send another command called "Set" that prepares the

DataSeal for normal operation.

This section describes how to prepare a single DataSeal. If you have more
than one DataSeal, repeat all the instructions in this section for each

DataSeal you have.

In order to send the Hard Wakeup command to the DataSeal or DataSeals

do the following;

v

Click on the All Commands button on the tool bar to open the

window shown in Figure 2-3.

RI=TEY
F3: File Readers GSeals Tools Help =181
Y % o %
Readers Administration Reader Setup Werify & Set All Commands
Command Code: [ |1_n Reader  [537913436 (Address=1) =
Command [ ata: Il]l:l 00 00 29 00 96 00 06 00 00 03 20
Feader session 10000 ms Seals/Tagz ID Spstem pause I 0.5 sec
Command Execution | Cyclic Execution | Stop | Result I
Responze:
E
-]
Figure 2-3 - All Commands Window.
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From the Command Code drop down list, select Hard Wakeup.

Copy the Seal ID of the DataSeal you want to wake up into the Seals/Tags
ID text box. The Seal ID is printed on the sticker on the bottom of the
DataSeal.

Click the Command Execution button. The mouse cursor will change to
an hourglass icon for about 11.5 seconds and then retum to a normal
pointer cursor.

If the DataSeal received the message, The Result box will show the
message "Command OK" i green letters. If not, verify that you typed the
Seal ID correctly inthe Seals/Tags ID box, and that the DataSeal is nearby,
and try again. If you still don't get the green "Command OK" message, or
you see a different red message in the Result box, refer to chapter 9 for
troubleshooting.

If you're using a DataSeal (as opposed to a DataTag), you now have to
close the Sealing Wire by inserting its 2 ends to the 2 sockets in the
DataSeal. Push the ends inside the sockets as far as you can. (You should
hear a 'Click' when the wire end is fully inserted). If you're using a
DataTag, you should place the Sensor Plate i its appropriate place at the
bottom of the DataTag.

From the Command Code drop down list, select Set and then click the
Command Execution button. After about 4 seconds, a green "Command
OK" message should appear in the Result box.

Congratulations! Now your DataSeal is prepared for normal operation!
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2.6 Executing a Verify command

As a matter of fact, if everything worked fine up to this point, you can be
sure that your Demo System is working. Nevertheless, you probably want
to know howto perform some basic operations.

The most commonly used command is the Verify command. The main
purpose of this command is to detect which DataSeals are currently around,
and their status (opened/closed, tampered/not tampered).

In order to execute a Verify command, open the Verify & Set window, by
il 52 button on the tool bar. The window shown

clicking on the
in Figure 24 will be displayed.
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Y Hi-G-Tek Data Seal Evaluation Software - [Seal Status]

_(o) x|
B3- File Readers Sedls Tools Help =18 x|
— ; —
¥ L ” %
Readers Administration Reader Setup Werify B Set All Commands

Seal ID: I Broad: Verify

Tem [
Tiw o
ADI: B Ts |21
Read i l— Na lo

eader sassion:
| Date & Time | # of Events [Seal Stamp |Rdr Addr | Status B :' 30
to
I I I I I Single Interrogation | Rr 4
Events | Seal Shart Status i Rt |p

Cyclical Interogation |

rAddressed Yerify and Set; Seal Status:
57T [LCO [0ID [ BF_
Single Interrogation | LB |RTC [CMF [ SRL
0/C |LBE [UNC [HFD
Cyclical Interogation E5H|CEH LGEE
— 'WRC| DB |BMU

SL [LCK

St GE | NB

HRE
Stop Cycle |

He. of cycles: A [ for infiritz] 7 Allow Burst
System pause: 0 seconds. r Loap through &

Headers

Sessiorn
’V Mext sezsion #: 1 Reset

Figure 2-4 - The Verify & Set Window.

Note that there are 2 buttons labeled "Single Interrogation”: the upper one
resides in a rectangle labeled "Broadcast Verify", and the lower one in a
rectangle labeled "Address Verify and Set". In this guide, we'll only use the
upper one (Broadcast Verify). Click this button now. After about 5 seconds,

one or more lines will be added to the list, according to the number of
DataSeals that were detected.

Figure 2-5 shows an example of a list with 5 detected DataSeals.
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Seal D Events| Seal Short Status | Sessiu:un| Fdr
[AHADT 052742 42/ 58T |LBw O (55 WRC) Sleep| GE 1 1
[AHAS2101074 1 55T (LBW OMC |55 WRC Sleep GE 11
IDBAQT 052651 1 58T (LBW OMC |55 WRC Sleep GE 1 1
[AHADT 052754 0/ SAT LBWw OMC |55 WRC Sleep GE 1 1
[AHADT 052762 10 54T | LBw |0 55 WRC Sleep GE 1 1

Figure 2-5 -5 DataSeals Detected.

Clicking the Single Interrogation button again will add another one or
more lines to the list. To clear the list, click on the Reset button at the

bottom of the window.

A complete explanation about the results you see is out of the scope of this
Quick-Start chapter. Nevertheless, there are 2 flags in the DataSeal's Short
Status that are worth a brief explanation here.

2.7 A Brief Tutorial Through the States of the DataSeal

The DataSeal has many flags that determine its state, as well as Parameters,
Event Records and User Data. Even though most of these features are out
of the scope ofthis chapter, 2 of the flags represent the most fundamental
concepts of the DataSeal. These flags are the Tampered flag (shown in
Figure 2-5 as "S/T"), andthe Opened flag (shown in Figure 2-5 as "O/C").
Note that in the Evaluation Software, flags that are set appear in red, while
unset flags appear in black.

If you have followed this guide step by step up to this point, you should
have both flags off (black). If you cleared the list, click Single
Interrogation (the upper one) again to see the flags.
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The O pened flag is set (on) whenever the Sealing Wire is open, and unset
(off) whenever it is closed. That explains why the O/C flag appears black.

Now, open the Sealing Wire by pulling one of its ends out of the socket.
Click the Single Interrogation button again to see that the O/C flag has
turned red (on).

You may have noticed that also the S/T flag has become red. This indicates
that the DataSeal was Tampered. If you now close the Sealing Wire, this
flag will remain on, even though the O pened flag will turn off again. Try it
now: close the wire, and click the Single interrogation once more. You
should see the O/C flag black again, but the S/T remains red.

No matter how many times you would open and close the wire now, the
Tampered flag remains set, to indicate that it was opened at least once.
You can try it if you want.

You may be wondering by now, whether this tutorial led you to a state
where the DataSeal is irreversibly tampered, meaning that the DataSeal is
no longer usable! Well, you can relax because the Hi-G-T ek DataSeal is a
reusable seal, meaning that you can clear that Tampered flag. The
Tampered flag can be cleared only when the Sealing Wire is closed, and it
is done by sending a Set command to the DataSeal. That’s right, that's the
same command you sent after the Hard Wakeup in the "Preparing the
Seal/T ag" section.

You can send this command from the Verify & Set windows too. After
performing a Single Interrogation, click on the line in the list that shows
the Seal ID ofthe DataSeal you want to Set. Notice that the Seal ID now
appears in the Seal ID box at the top part of the window. You may also
type the Seal ID there manually if you prefer. Make sure that the Sealing
Wire is closed, and then click on the Set button (inside the Addressed
Verify and Set frame).
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After about 5 seconds, you should see a green "Set OK" message in the
Result box (in the upper left side of the window). If you see a "Set Failed"
message instead, it means that the Sealing Wire is not properly closed. If
you see a different message, refer to chapter 0 for troubleshooting,

Perform another Verify mterrogation (click the Single Interrogation
button). You should see now that both the Tampered (ST) and O pened
(O/C) flags are clear (black), just asthey were in the beginning.
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3 DataSeal Installation

step 1.

To mstall the DataSeal Mounting Fixture,
attach the fixture to the keeper bar at the
back of the container (Fig.1). A click
indicates that the fixture is in place.

The two side holes may be used to secure
the Mounting Fixture tothe container, using
a 3-5mm width by 180-250 mm length

plastic strap (Fig. 2).

Fig. 2
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step 2.

To mstall the DataSeal, hold the unit at a
45° angle as illustrated and snap it into
o place in its cradle on the DataSeal

1
: Mounting Fixture. (Fig. 3)
B
¥
Fig. 3
step 3.
To connect the Sealing Wire, simply attach
e — one end of the Sealing Wire connectors to
either of the sockets at the base of the
DataSeal (Fig. 4).
= 1,
I-'|g o )
Loop the wire through the container locking
ring and the keeper bar, then insert the end
into the other socket (Fig. 5).
Fl._.l 8§
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Altematively, you may loop the wire through
both keeper bars then insert the end into the
other socket (Fig. 6).

Fig. 8

FCC ID: OB6-IGRS40916

This device complies with Part 15 of FCC rules. Operation is subject to the
following two conditions: (1) This device may not cause harmfiul
interference, and (2) This device must accept any interference that may

cause undesired operation.
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4 DataTag Installation

The DataTag is delivered with a set of double-sided
tapes that are used for placing the DataTag on the
tagged object.

The Sensor Plate (item #1) is supplied separately %
from the DataTag. To place the Sensor Plate peel

the paper from the double-sided tape (item #2) and
place the Sensor Plate in its place.

Press the Sensor Plate to the DataT ag such that the 1
double-sided tape will hold the Sensor Plate in place.
Make sure the contacts at the bottom part of the plate are
aligned with the pins in the DataT ag.

Peel the paper from the three pieces of double-sided /
tape: The two larger pieces (items #3 & #4) are used for holdlng the
DataTag to the tagged object, while the smaller piece in the middle (item
#5) is used for pulling the Sensor Plate off
the DataTag when the DataTag is removed
from the tagged object, in order to detect the
Tamper event.

4.1 Placing the DataTag on aVehicle

Note: The Installation instructions refer to
the case when the DataReader is installed
Vertically.
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There are two preferred orientations for placing the DataT ag on a vehicle:
Horizontal and Vertical. These 2 options are described in the following
sections:

4.1.1 Horizontal Orientation:

Place the tag on a flat surface that is completely
horizontal and press firmly to create good contact
between the DataT ag and the tagged object. S

4.1.2 Vertical Orientation

Place the DataTag on a flat surface that is completely vertical, and press
firmly to create good contact between the
DataTag and the vehicle. It is recommended @

that the height of the DataTag above the 8
ground will be above 3’, and the optimal
height is 5° above ground.

/——\

AN
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FCC ID: OB6-IGRS40T916

This device complies with Part 15 of FCC rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful
interference, and (2) This device must accept any mterference that may
cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, ifnot installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harm fil interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

= Reorient or relocate the receiving antenna.

= Increase the separation between the equipment and receiver.

= Connect the equipment into an outlet on a circuit different from that to which
= the receiver is connected.

= Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications to this equipment not expressly approved by Hi-G-Tek
Ltd. could void the user’s authority to operate the equipment.
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5 DataReader Installation

5.1 Outdoor DataReader Installation
= The DataReader should be mounted on a smooth, flat surface.

= To mount the unit, insert 4 screws into the holes on the unit and fix to
the surface.

= A 6mm plagtic anchor and 35mm pan head tapping screw is
recommended.

5.1.1 Ceiling Installation

The DataReader can be mounted on the ceiling. In such cases it is requested
to mount the antenna perpendicular to the ceiling using a 90° connector.
The figure below shows the DataReader mnstalled on a ceiling, with the
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antenna perpendicular to the ceiling.

5.1.2 Connecting the Outdoor Unit

Note: The electronics compartment panel should only be

opened by an authorized repair person. Unauthorized use may
resultin loss of warranty.

= Remove the cover of the bottom portion of the DataReader unit by
removingthe screws holding it in place.

= Removethe covers from the glands being used.

Expose the wires in the cable and insert them through the glands into the
terminal blocks. Use a small screwdriver to push the lever of the connector
in order to let the wires in. Ensure that the wires are inserted in the slots in
accordance with the color scheme. Wiring information for specific
configurations are given further on inthe chapter.
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5.1.3 Wiring the Outdoor DataReader

The DataReader can be communicated with via one of three types of serial
communication modes:

1. RS-485 Full Duplex

2. RS-485 Half duplex.

3. RS-232 (different model number)

According to the DataReader model in use, the serial connection can be
either RS-232 or RS-485 (see chapter 10 fortechnical specifications).

When the DataReader is connected using RS485, it can be set by the user to
full duplex mode or half duplex mode by altering a configuration switch.
For further information see sections 5.1.45.1.5 - 5.1.7.
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5.1.5 RS-485 Full Duplex Wiring Diagram
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5.1.6 RS-485 Half Duplex Wiring Diagram
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5.1.7 DataReader Configuration Switches

S1: Reserved for future use. Must be OFF.
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S2:

S3, S6:

5.2

Termmation ON/OFF switch.

In RS-232 mode this switch does not exist. In RS-485 mode, set
this switch to ON if this is the last DataReader in the RS-485
chain. When this switch is ON, it connects an internal 120 Ohm
termination resistor to the R$485 chain.

Full/Half duplex switches.

In RS-232 mode this switch does not exist. In RS-485 Full
Duplex mode this switch must be ON. In RS-485 Half Duplex
mode this switch must be OFF.

DataReader shut-down switch.

While OFF: DataReader is active. While ON: DataReader is not
powered. Default position: OFF

Indoor DataReader Installation

= The DataReader should be mounted on a smooth, flat surface.

= To mount the unit, insert 4 screws into the holes on the unit and fix to

the surface. A 6mm plastic anchor and 35mm pan head tapping screw
is recommended.

5.21

Connecting the Indoor Unit

Note: The electronics compartment panel should only be
opened by an authorized repair person. Unauthorized use may
resultin loss of warranty.
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The indoor unit has three connector sockets at its base. Connector socket P 1
is for incoming communications and power-in. Socket P3 is used to transfer
power andto connect the unit to the next unit in a daisy chain.

PWRICORRE W L] PTC ORI CEUIT

5.2.2 Wiring the Indoor DataReader

The DataReader may be connected to the network via three types of serial
communication:

1. RS-485 Full Duplex
2. RS-485 Half duplex.
3. RS-232.

Note: RS-485 and RS-232 are different models.
According to the DataReader model in use, the serial connection can be

either RS232 or R$485 (see Technical Specifications). The R$485
connector is always optically isolated.
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1
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60 Q O Dg PIN ARRAGEMENT

DB9 FEMALE
PIN ARRAGEMENT

DB15 FEMALE
PIN ARRAGEMENT

5.2.3 RS-232 Wiring Diagram

4. Pin assignment for PWR/COM IN (P1) & PWR/COM OUT (P3)

Function Pin Number
Positive Power 1
Positive Power 2
Signal GND 3
Negative Power 4
Negative Power 5
TX 6
RX 7
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5.2.4 RS-485 Full Duplex Wiring Diagram

Pin assignment for PWR/COM IN (P1) & PWR/COM OUT (P3)

Function Pin Number

Positive Power 1

Positive Power

Signal GND

Negative Power

Negative Power
RX-A
RX-B

TX-A
TX-B

O | 0| Q||| | W]
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5.2.5 RS-485 Half Duplex Wiring Diagram

Pin assignment for PWR/COM IN (P1) & PWR/COM OUT (P3)

Function Pin Number
Positive Power 1
Positive Power 2
Signal GND 3
Negative Power 4
Negative Power 5
TX/RX-A 6
TX/RX-B 7

5.3 Chaining DataReaders Together

Up to 32 DataReaders can be connected in a daisy chain using RS-485.The
last DataReader in the chain should be termmnated by a 120 Ohm resistor
between the RXA andthe RXB.

For the Outdoor version, the user can decide to create either an internal or
extemal termination switch. The internal termination switch is created by
setting to ON the termination switch (S2) of the last DataReader in the
daisy chain.

An extemal termination is relevant for the Indoor version only. An RS-485
to RS-232 adapter termination should be provided for the adapter receive
channel.
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The diagram in the next page shows the connections of a system with 4
DataReaders using an RS-485 chain.
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5.4 RS-232/RS-485 Adapter

To connect one or more DataReaders that use RS-485 to a controlling
computer you need an RS-232 to RS-485 adapter.

Adapter’s requirements:

= Full/Half duplex operation mode.

* [Isolated communication lines.
Recommended adapter: MoxaT echnologies, model A53.
Adapter configuration: (referto adapter’s User Manual)

1. Communication mode, either half or full duplex — according to the
DataReader configuration.
2. Txd: always enabled.

3. Rxd: always enabled.
Default configuration of the Moxa A53:

=  Full Duplex mode
= Txd always enabled.
= Rxd always enabled.

5.4.1 Connecting the RS-232/RS-485 Adapter to the First
DataReader

The Rx and Tx lines should be crossed between the adapter and the first
DataReader as follows:
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DataReader DataReader
RXA RXA
RXB RXB
TXA TXA
TXB TXB

SIG-GND SIG-GND

Moxa A53 Wiring:

Reader TB1

1 [ PWR+ MOXA

v et

3 | RXB / RXB 3

5 | GND 4 GND 5

6 | TXB PWR- |6

7 | TXA PWR+ |7 \

Sl‘erm mnal
Block
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5.4.2 Connecting the RS-232/RS-485 Adapter to the
Controlling Computer

RS-232 3-wire connection should be performed between the Adapter and
the controlling computer. (Other control signals beside the Rx, Tx and
GND are not required).

Rx and Tx should be crossed as follows:

Adapter Contr. Computer
Rx Rx

Tx Tx

GND GND

The Moxa AS1 is connected to the controlling computer with RJ45/DB25
cable supplied with the adapter. If the controlling computer has a DB9
connector, a DB25/DB9 adapter should be used.

5.5 Power Supply Requirements

5.5.1 General

The DataReader supply voltage is chosen according to the model, either
12v, 24v or 48v (see the specifications of the different models in chapter
10.

Power supply wattage: each DataReader consumes maximum 1.7W, so the
power shouldtolerate the number of DataReaders in the chain multiplied by
each DataReader’s power consumption.

-56 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 5 DataReader Installation and Operating Instructions

Example: 10 DataReaders connected in a daisy chain require 10x1.7=17W
of power supply.

Note that if the power supply is installed in a high temperature area (usually
above 40° C), there is a derate in power supply wattage. (Refer to your
power supply manual).

For safety reasons, power supply current should be limited to 3A. Current
limitation should be done internally in the power supply, or extemally with
a 3 A fuse.

Both in the Outdoor and Indoor systems, the power supply should be
installed indoor.

When power supply cable ends are connected directly to system cable, a
proper isolation should be made. Using heat shrink tube is recommended.

5.5.2 Indoor Installation

When the DataReader is installed indoor, the power supply used should be
UL1950 approved. A desktop style with IEC320 inlet is recommended.

5.5.3 Outdoor Installation

For safety reasons, the DataReader shall be used with the following power
supply only:

HI-G-TEK | Manufacturer | Manufacturer| Supply Supply
P/N P/N Voltage W attage

[VI [W]

HGT5291A EDAC EA1050D-240 24 24
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5.6 Cable Selection

The cable is used for power supply to DataReaders in a chain and for RS-
485 serial communication.

For most applications, 3 or 4 pairs of 24 AW G shielded cable is adequate.

The serial communication requires shielded twisted pair cable, the power
supply requires low ohmic resistance of the conductors.

Cable connection:

= ] pair for RXA and RXB signals.
= ] pair for TXA and T XB signals.

= SIGNAL GND may be connected to shield or to a pair of wires (shield
connection is recommended, though it depends onthe noise level of the
specific environment).

For the power supply:two main issues should be considered: max current
carrying capacity and wire resistance.

Max current capacity: For 24AWG cable, the jacket is heated at 1°C at

0.1A current, max temperature is 80°C. So, this cable can carry a max of
2A at 60°C. ((80°-60°)*0.1).

This calculation should be done for the application specific requirements.
Wire resistance: The voltage drop across the cable may cause insufficient
voltage to the last DataReaders in the chain. Calculation of voltage drop for

the certain setup should be done, in order to avoid this.

In most cases, the solution for such problems can be connecting a pair of
wires for the supply (2 for supply and 2 for return), using thicker cable, or
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using higher temperature rated cable. Environmental considerations: In an
outdoor installation, the cable should withstand all outdoor conditions,
including water proof, temperature, ruggedness etc.

Example:

A setup of 10 DataReaders with 20 meter 24AWG cable between
DataReaders and 24v supply to the first DataReader.

The ohmic resisance between DataReaders is 34 Ohms (20 meter of
supply and 20 meters of retum). Calculating the voltage drop across the
lines gives 5v only, left to the last DataReader in the chain. This is below
DataReader specification of DataReader minimum supply voltage. If two
conductors are used for supply and return, the ohmic resistance would be
3.42=1.7 ohm. The voltage to the last DataReader in the chain would then
be 17v, well above the minimum voltage required.

If you experience difficulty calculating the voltage drop across the supply
line, contact your distributor for assistance.

5.7 Installation Notes

The DataReader is distributed to a commercial/industrial use only, and
should only be sold to the professional customers.

When mstalled outdoors, the unit shall be installed n accordance with the
NEC or CEC.

Installation must be performed according to this user manual, and by a
professional personnel only.

It isthe responsibility of the installer to ensure that when using the outdoor
antenna kits in the United States (or where FCC rules apply), only those
antennas certified with the product are used. The use of any antenna other
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than those certified with the product is expressly forbidden in accordance
with FCC rules CFR47 part 15.204.

5.8 DataReader Operation Instructions

Three LED indicators are located onthe left- @ @
hand side of the electronics compartment. DataReader
5.8.1 Power Indicators: D) s

D. Cmmaii 1 A

The DataReader is activated by connecting it S
to a power supply. At power ON and self-
test the power indicator's color alternates
between green and red for several seconds. [ o i

If the check result is OK, the indicator @ H —all
remains green. [f a problem was detected, the indicator remains red.

This LED also has a special meaning when performing firmware download:

=  On MCU firmware download, the indicator altemates between green
and red.

=  On RF Modem firmware download - the indicator remains off.

5.8.2 Channel 1 SD/RD Indicator:
*  When this ndicator isred, the unit is in SD (sending RF data) mode.

* When the indicator is green, the unit is in RD (receiving RF data)
mode.

=  When the indicator is off, it is in stand-by mode.
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5.8.3 Channel 2 SD/RD Indicator:

This indicator is not in use.
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6 System Overview

6.1 System description

The Hi-G-T ek system consists of the following components:

1. DataSeal

The DataSeal is a sophisticated device, which includes 2
transmitter/receiver units (one for high frequency/long range and another
one for low frequency/short range communications), real-time clock,
processor, memory and sensing circuitry for sealing verification. The
Sealing Wire prevents any attempt of opening, bypassing, or tampering
with the DataSeal without alerting the system and recording the event.
Data may also be written into and read from the DataSeal to store and
retrieve general information. The DataSeal can communicate both n low
frequency with short range devices, such as the DataTemminal and
MicroDataReader, and in high frequency for long ranges with the
DataReader,together allowing a broad range of applications.

2. DataTag

The DataTag is a variant of the DataSeal device. Instead of the Sealing
Wire it has a removal sensing mechanism. T his makes it more suitable for

cases where you want to tag goods, but you don't have to seal them. Other
than that, it is identical to the DataSeal device.

3. MagneticDataSeal

The MagneticDataSeal is a variant of the DataSeal device. Instead of the
Sealing Wire it has a Magnet element. This makes it more suitable for cases
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where you want to sense if the door is open but you can’t seal it. Other than
that, it is identical to the DataSeal device.

4. DataReader

The DataReader uses in high frequency (long range) RF communication to
communicate with the DataSeals mainly for reading their IDs and their
Statuses. The DataReader can also be used for reading and writing
information to and fromthe DataSeal and retrieving logged events from the
DataSeal. Each DataReader can communicate with numerous DataSeals
simultaneously and verify their presence and status. The DataReaders can
also be chained together to allow a longer and wider range of coverage.
DataReaders must be connected to a controlling computer that control
them.

5. DataTerminal (previously known as Hand Held T erminal or HHT)

This is a mobile handheld device which includes a keypad, a small LCD
screen, a low frequency receiverAransmitter, and an RS-232 interface.

The main things that you can do with the DataTerminal are: Reading a
DataSeal's ID and Status; Reset the DataSeal for a new use ("Set"
command); reading and writing data to and from the DataSeal — for
example: manifest number, truck number, driver name etc.; reading the
events that were logged in the DataSeal; Transferring this information to
and from aPC.

6. DataPort (Previously known as Low Frequency T erminal, or LFT)

The DataPort is a simple low frequency modem. It mncludes a low
frequency transmitter/receiver and an RS-232 interface that connects to a
PC. In other words, it enables a PC to communicate almost directly with a
DataSeal. In general, the DataPort enables the PC to perform the same
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operations as the DataT erminal, given that an appropriate software exists in
the PC.

7. MicroDataReader

The MicroDataReader is a key ring size mobile device that includes a low
frequency transmitter/receiver, 1 or 2 buttons and a LED indicator. Using
the MicroDataReader you can perform the following functions:

1. Verify — The LED will tum green if the DataSeal's Status is OK, or
tored if it's Tampered.

2. Set (Optional) — prepares the DataSeal for a new use. The type of
the Set command (normal, Soft Set or Suspended Set) is model
specific. Hi-G-Tek can provide MicroDataReaders with different
commands if required.

6.2 DataSeal and DataReader Modes of Operation

6.2.1 DataSeal Modes of Operation
Generally speaking, a DataSeal can be used in any of the following ways:

1. Operation Mode (Normal Mode)

This is the normal and most basic mode of operation. In this mode, the
DataSeal is on standby most of the time. Once every predetermined period,
called Tw, the DataSeal samples the HF (high frequency) channel
searching for a transmission from a DataReader. If it detects such
transmission, it listens and answers as needed. The default value of Twis 3
seconds, which is the most appropriate for most applications. In the
Operation Mode, the DataSeal also listens constantly to the low frequency
channel and responds as needed. During the Operation Mode the DataSeal
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logs events (like opened, closed, tampered, etc.) and stores them intemally
in the Events Memory.

2. Deep Sleep Mode

This mode should be used when the DataSeal is not in use in order to
conserve energy. DataSeals always leave the factory in this mode. It is
possible to enter a DataSeal to this mode also by using high frequency or
low frequency command. To exit this mode, interrogate the DataSeal using
low frequency (for example, using a DataTerminal), or send a Hard
W akeup command in high frequency using a DataReader.

Note: While in Deep Sleep mode, no Events are recorded. Events aren't
recorded also after waking up the DataSeal, until a Set command is

performed. In other words, after waking up a DataSeal, you must also
perform a Set command in order for the DataSeal to start record events.

3. Alert Burst Mode

This mode is similar to the Operation Mode. In addition, whenever the
DataSeal is opened, it transmits an Alert Burst message in the high
frequency channel. The DataReader and the application should both be
configured to receive and handle the alert message. A DataSeal can be
configured also to transmit Burst messages on other events.

4. Footprint Events Mode

This mode is a way of usingthe DataSeal, rather than a configuration of the
DataSeal. When the DataSeal receives a special variant of the Verify
command in low frequency or in high frequency, it records a certain Event
called "Read", that includes the DataReader's ID or the low frequency
device's ID. To use this special command in the DataReader, the
DataReader has to be configured accordingly. This mode is useful to
determine the DataSeal's track if there are several DataReaders, or check
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points with DataT erminals along the way. In this scenario, you can know
the DataSeal's track by reading its Events, without having to have these
DataReaders connectedto any central system.

6.2.2 DataReader Modes of Operation

There are several aspects that determine the DataReader's mode of
operation. These aspects are determined by the Mode parameter, which is a
bit oriented parameter.

5. Carrier Sense Collision Prevention

Just like you can't understand what two people are saying when the speak
simultaneously, that way a DataSeal can't understand two DataReaders that
transmit simultaneously. When two (or more) close DataReaders aren't
controlled by the same controlling computer (or by controlling computers
that are synchronized among them), there's a chance that they will try to
transmit simultaneously. In order to prevent that, the DataReaders can be
configured to sense for a carrier (transmission of another DataReader or
DataSeal) before they start transmitting. When a DataReader is configured
for Carrier Sense, each time before it transmits something it listens to the
frequency, and only if it's clear (no one else is transmitting), it start
transmitting its own message.

6. Burst Receiving Mode

When DataSeals are operating in Alert Burst mode, the DataReader’s
receiver must be ON at all times in order to receive the Burst messages.
The controlling computer has to query the DataReader periodically to
receive the Burst messages that the DataReader received.
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6.3 Most Common Commands and Seal Status

6.3.1 Most Commonly Used Commands

There are a number of key commandsthat are used in most applications, as
they enable the basic operation of the system. These commands are:

7. Verify

The Verify command is used to detect DataSeals which are located within
the DataReaders Receiving Zone and also verify their state. The DataSeals
which respond may be in one of two states. The DataSeals may be in either
the nomnal state, meaning the have not been tampered with, or in the
tampered state, meaning they have been tampered with. Additional
information can also be queried from the DataSeal. This is the most useful
and commonly used command in the system.

8. Tampered

The Tampered command is used to communicate with tampered
DataSeals. The command operates the same as the Verify command only
DataSeals which are in the Tampered state respond. The aim of the
command is to provide high priority to tampered DataSeals in a crowded
DataSeals environment.

9. Set

The Set command is used to set a DataSeal for a new use. The Sealing
Wire must be connected and closed in order for a DataSeal to be set. The
Set command deletes all Events stored in the Events Memory and is the
first new Event recorded in the DataSeal. The DataReader can sendthe Set
commandto up to 8 DataSeals simultaneously.

10. Suspended Set
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Similar to the Set command, Suspended Set is used to set a DataSeal for
new use. Unlike the Set command, when performing a Suspended Set
command, the Sealing Wire Must be opened (or completely disconnected
from the DataSeal). The DataSeal will become armed (Set) once the
Sealing Wire has been connected to the DataSeal and closed.

11. Approve Open

The Approve Open command allows a Sealing Wire to be opened after the
DataSeal has been set in a way that the application can determine that the
DataSeal was opened with an approval. When the Sealing Wire will be
opened after receiving this command, the application will be able to
determine that the opening is approved by examining the Approved Open
flag in the DataSeal's Status.

6.3.2 DataSeal's Status

The DataSeal's Status consists of 4 bytes. A DataReader may be used to
request the DataSeal's Status. The DataSeal's Status is used to indicate the
DataSeal's current state and is a bitwise value. Each bit in the Status
represents a specific status flag. The DataSeal's Status is divided into the
Short Status and Long Status parameters as explained below:

The DataSeal's Short Status parameter consists of 1 byte (8 bits) which is
a subset of the Long Status parameter. The Short Status contains the most
important flags. These flags are:

1. Tampered — The Tampered flag gets set if the Sealing Wire was
opened or tampered with. It remains set even if the Sealing Wire is
closed again. It can only be unset by performing on of the Set
commands.

2. Low Battery Waming — Battery is low, replace the DataSeal.
3. Opened—Indicatesthat the Sealing Wire is open.
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4. Suspended Set — A Suspended Set command was performed, and the
Sealing Wire wasn't closed yet.

5. Sealing Wire Changed — Indicates that the Sealing Wire's electronic
characteristics have changed since the DataSeal was Set.

6. Deep Sleep— Indicates that the DataSeal is in Deep Sleep mode.

7. General Error — Indicates an error with the DataSeal that is not
represented in the DataSeal's Short Status.

8. Approved Open — If the DataSeal O pened flag is on, the Approved
Open flag means that the opening is approved. If the DataSeal's
Opened flag is off, it means that the next open will be approved, if
performed during a certain period.

The DataSeal's Long Status contains the Short Status flags as well as 3
additional bytes that together represents the complete DataSeal's status. For
a detailed description of the Long Status, see chapter 8.

6.4 System Planning

When planning an application, attention should be paid to both system
operation and topology. Application requirements and electromagnetic
environment characteristics should also be taken into account.

2 basic types of applications are possible: Fixed DataReader applications
and Mobile DataReader applications. A complex application that combines
DataReaders in both configurations is also possible.

The Fixed DataReader applications are applications where the DataReaders
are mounted at a fixed site. The Mobile applications are situations where
the DataReaders are mounted on vehicles for monitoring DataSeals in
transit. Mobile applications are normally implemented using the
TrackingDataReader, but may also be implemented using a DataReader
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connected to any mobile controller (E.g. laptop, palmtop, etc), that has a
serial communications port.

6.4.1 Eectromagnetic Environment

Radio Frequency Communication is the basic technology used by the
system. While this is a very robust method for communicating with remote
devices, several issues should be considered when planning a site.

= Metal walls should not be used to shield the remote devices.

= Communication distance between remote devices may vary due to
atmospheric conditions and other electromagnetic interferences.

* Communication distance may also vary according to one or more of the
following;

e Line of sight between devices — existence and clearance.
e Proximity to metal objects.
e Indoor or Outdoor environment.

e Antenna orientation between the devices.
It is recommended to map the site with actual devices for proper coverage.
When planning the site layout, safe margins should be taken nto account to

ensure proper operation at all times. Possible environmental changes
should also be considered.

6.4.2 System Layout
Two aspects should be considered when dealing with system layout:

1. Radio Frequency Communication Layout.
2. Line Communication RS-485 or RS-232 Layout.
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6.4.2.1 Radio Frequency Communication Layout.

When only one DataReader is in use, the previously mentioned
environmental considerations are all that need be taken into account.

When more than one DataReader is in use, it should be understood that in
the same area only one DataReader can communicate with the DataSeals at
the same time. Interference will be caused by more than one DataReader
Trying to communicate with the DataSeals in the same period of time. The
DataReaders should be synchronized using the application software or
using the Carrier Sense mode. Several DataReaders may operate
simultaneously provided that it has previously been confirmed that they
will not interfere with each other.

6.4.2.1.1 Cellular Layout

Cellular topology should be used to ensure efficient coverage of a large
area. The following diagram illustrates the concept:
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R R

DataReaders must be properly placed to ensure there are no dead zones
within the defined area. Overlaps should be as shown in the above drawing.

[
o 4
-

DataReader's Receiving Zone is the term used to describe the area of
reliable communication covered by a DataReader. The DataReader's
Receiving Zone is also called a Cell. As the drawing illustrates, it is
extremely important that the application software controls and synchronizes
the DataReader’s operation in order to avoid RF collisions. In other words,
the application software has to make sure that no two DataReaders with
overlapping Receiving Zones transmit at the sametime.

6.4.2.2 Line Communication RS-485 Layout

The connection of many DataReaders to a controlling computer is done via
the RS-485 protocol. Up to 32 DataReaders may be connectedto one serial
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communications port, depending on the type of RS-485 to RS-232
converter used.

Two topologies can be used:

* A long daisy chain connection, where all the DataReaders are
connected in one long line.

= A startype connection, where the DataReaders are split into groups
and each group is connected directly to the converter.

It is recommended that the second alternative be used wherever possible. A
star-type connection provides better tolerance to connection failures. This
altemative is also preferable from the power supply pomt of view, as only
one power supply for the DataReaders is necessary. The power supply
should be located near the converter. When the line is divided into
segments, the voltage drop alongthe segments is smaller.

6.5 Systems Segregation

When Hi-G-Tek has designed the system, several security and operational
considerations have beentaken into account:

» Similar equipment belonging to one company should not be able to
mess with another company's system either intentionally or
unintentionally.

= Limit unauthorized access between different departments of the same
company. Equipment belonging to one depatment of a company
should not be able to interfere with equipment of another department,
either intentionally or unintentionally.

= Service Providers should be able to communicate with their customer's
equipment in order to supply common services to several companies.
This should be done in an authorized an limited manner.
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= DataSeals may have to be divided into groups that are not related to
companies or departments.

6.5.1 Companies Segregation by OrglID

OrglD is a unique value assigned to each company by Hi-G-T ek or by one
of its authorized dealers. Every device supplied to that company is pre-
programmed with the same OrgID at production, and the customer can't
change it ever again. In every communication between two devices, the
caller (e.g. DataReader) sends its own OrglD value. When the consignee
(e.g. DataSeal) receives the message, it first compares the OrglD it received
with its own OrgID, and only if they match the consignee performs the
command and sends its response. If a DataSeal receives a message a
different OrgID than its own, it turns on the lllegal O rgID flag in the Long
Status, and ignores the message.

There's one exception in which a DataSeal can respond to a message with a
different OrgID in order to allow collaboration with service providers. This
is described in more details in section 6.5.3.

6.5.2 Department Isolation

Department is a unique value assigned by a company to a group of devices
belonging to the same department. It is possible to isolate equipment
between departments by using the Department parameter in the various
devices.

The default value of Department is zero in all devices. When set to that
default setting, all the devices can communicate with one another without
any limitations.

If a DataReader's Department value is not zero, it can communicate only
with DataSeals that has the same Department value.
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If a DataReader's Department value is not zero, it can communicate with all
ofthe DataSeals in the same organization, even if their Department value is
non-zero. Such a DataReader is considered "Supervisor". The Department
parameter both in DataReaders and in DataSeals can be changed by the
user at anytime.

6.5.3 Services to Several Companies by a Service Provider

The DataSeal has a boolean parameter named Global, which is designed to
allow a Service Provider to service several customers. If a DataSeal’s
Global parameter is on, then that DataSeal will respond to any Verify
command from any DataReader, regardless of OrgID. The Verify response
will be a limited one, containing only a certain few of the DataSeal
parameters. See the description of the Global parameter in chapter 8 for a
list of the parameters that can be included in the Verify response in this
case.

Note: The Global parameter is programmed during production, and it
must be defined and requestedin advance.

6.5.4 Subgroups of DataSeals

When a DataReader sends a Verify command In order to detect the
DataSeals in its area, it can receive only a limited number of responses at a
time. Ifthere are many DataSeals in the DataReader's Receiving Zone there
could be too many DataSeals trying to respond at the same time, and that
would cause that none of them will be properly received by the
DataReaders. In order to avoid that, the DataSeals can be divided into small
groups and each group be assigned a unique value called ADI. When the
DataReader will execute a Verify command, it would be able to specify a
specific group, andonly DataSeals that belongto that group will respond. If
the DataReader would iterate through the groups, it can receive all the
DataSeal in arelatively short time.
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For that purpose, the DataSeal and DataReader devices have an ADI
parameter. The ADI parameter works very similar to the Department
parameter, with 2 differences: ADI is 4 bytes while Department is 1 only
byte, and the controlling computer can explicitly specify a different ADI
for each RF command it requests the DataReader to transmit.

The ADI parameter can be used also to create groups by usage in other
scenarios.

6.5.5 OrglD, Department, Global and ADI Impact on DataSeal’s
Response

The following statements summarizes when and what a DataSeal responds:
1. If the DataReader's Department parameter is zero, the Department is
always considered to match.

2. Ifthe DataReader sends a zero ADI, the ADI is always considered to
match.

3. OrgID doesn't match and Global is on: DataSeal will respond with
limited Verify command only.

4. OrgID doesn't match and Global is off: DataSeal will not respond.
Table 6-1 : OrgID and Global

OrglID Global Effect:

Unmatched ON DataSeal will respond with
limited Verify command
only

Unmatched OFF DataSeal will not respond
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5. OrgID matches, Department matches, and ADI matches: DataSeal
will respond without limitations.

6. OrgID matches, and ADI doesn't match: DataSeal will not respond.

Table 6-2 : OrgID, Department, and ADI

OrgID Department ADI Effect:

Match Match Match DataSeal will Respond

without any limitations.

Match Match/ Unmatched | DataSeal will not
Unmatched respond

Match Unmatched Matched/ DataSeal will not
Unmatched | respond

Unmatched | Match/ Match/ DataSeal will not
Unmatched Unmatched | respond

6.6 DataSeal's Memory

The DataSeal's Memory is divided into 2 sections: Events Memory and
User Data.

6.6.1 Events Memory

This memory stores the Events detected by the DataSeal during normal
operation. This memory can contain up to 55 Event records.

The memory has a FIFO type structure with 2 segments: T he first segment
can store 45 Events and is a simple FIFO buffer. The second segment can
store 10 Eventsand is a cyclic buffer with the last Events detected.
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When this cyclic buffer is overrun, the Scroll flag in the Long Status is set.

The Set Event is always the first Event record inthe Events Memory.

First Set Event
segment:
45 Events

Second
segment: 10
Events

Some Events are caused by an external intervention (like Opened and
Closed), while others are caused by internal procedures.

The most common Events are the Set, Tampered, Opened and Closed
Events. See chapter 8 for a complete list and descriptions of each Event

type.

6.6.2 User Data

User Data is the memory segment where free data can be written and read.
For example, the electronic manifest can be stored in this memory.

The User Data can be read and written using the Read Data and Write
Data RF commands accordingly. The User Data can also be read by the
Verify and the Read Multi Access Data RF commands. The size of the
User Data memory segment is 2KB.
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Even though all the User Data is simply a flat memory segment, the lowest
53 bytes are of special meaning for the DataTerminal. If you're using or
considering to use a DataT erminal in your system someday in the future,
you should use these 53 bytes in a way that is compatible with the
DataTerminal. The DataT erminal uses the first 53 bytes as follows:

6.6.2.1 The User Data portion used by the DataTerminal

The DataT erminal is capable of viewing and editing 48 bytes (addressed 5
— 52) of the User Data as a structure of ASCII fields. This structure has to
be defined first by the user, using a special PC software provided with the
DataTerminal, and then uploaded to the DataTemminal The structure
definition includes the labels and sizes of the fields and is assigned an
identifier (called UDT), and a version number. When the user writes User
Data usingthe DataT erminal, the DataT erminal always stores this identifier
and version number in address 0, and the date and time when the data was
written, m addresses 1-4.
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Chapter 6
Table 6-3: Memory map of the lower portion of the User Data.
Address | Byte Content

0 UDT Version

1

2 Time & Date

3

4

5

Data
52

6.7 System Commands

The following list describes the commands that can be sent to one or more
DataSeals by the DataReader. For more information about each command
see chapter 8 andthe DataSealLib COM DLL help file.

1. Verify — Uses to detect DataSeals located nside a DataReader's
Receiving Zone.

2. Tampered — Uses to detect DataSeals located inside a DataReader's

receiving zone that are in the T ampered state.

_8D -
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3.

10.

11.

Set — Uses to prepare DataSeals for a new use. Sealing Wire must be
attached and closed prior to the Set command. This command can be
sent up to 8 DataSeals simultaneously.

Suspended Set — Similar to the Set command except that the Sealing
Wire must be open prior to performing the command and the DataSeal
gets set once the Sealing Wire is closed. This command can be sent to
up to 8 DataSeals simultaneously.

Soft Set — Similar to the Set command, the Soft Set command is used
to prepare DataSeals for a new use. Unlike the Set command, the Soft
Set command does not delete the previously recorded Events in the
Events Memory. This command can be sent to up to 8 DataSeals
simultaneously.

Deep Sleep — Putsthe DataSeal into Deep Sleep mode. This command
can be sent to up to 8 DataSeals simultaneously.

Hard Wakeup — Brings DataSeals which are in Deep Sleep mode back
to nomal operating mode. This command can be sent to up to 8
DataSeals simultaneously.

Start Alert Burst Mode — Puts DataSeals into Alert Burst mode. This
command can be sent to up to 8§ DataSeals simultaneously, or to all the
receiving DataSeals.

Stop Alert Burst Mode — Brings DataSeals which are in Alert Burst
mode back to normal operating mode. This command can be sent to up
to 8 DataSeals simultaneously, orto all the receiving DataSeals.

Acknowledge Alert Burst — Acknowledges the reception of Alert
Burst messages from DataSeals. The Acknowledge Alert Burst
command tells the DataSeal that its message has been received. After
receiving an Acknowledge Alert Burst command, the DataSeal stops
transmitting its Burst message until a new Tampered event is detected.
This command can be sent to up to 8 DataSeals simultaneously.

Read Data — Retrieves data from a DataSeals’ User Data area.
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12.
13.
14.

15.

16.

17.

18.

19.

20.

21.

22.

Write Data — Writes data into a DataSeal's User Data area.
Reset Data — Erases all the datain a DataSeals’ User Data area.

Set/Reset Status — Sets or resets specific flags of the DataSeal’s Long
Status.

Write Parameters — Writes new values to one or more DataSeal
parameters.

Read Parameters — Reads the values of one or more DataSeal
parameters.

Addressed Verify — The Addressed Verify command is the same as

the Verify command except that it is applicable to only one DataSeal.
This command is most commonly used to verify that a specific
DataSeal is located within a DataReader’s Receiving Zone.

Multi Addressed Verify — The Multi Addressed Verify command is
the same as the Addressed Verify command, but is applicable to up to
7 DataSeals simultaneously.

Read Events — Reads part of or all Events stored in the DataSeal’s
Events Memory.

Approve Open — Permits to open a DataSeal after it has been Set. If
opened, both the DataSeal's Approved O pen and the Tampered flags
will be set. This command is intended for recognizing permitted
DataSeal openings.

Start Forced Burst — Forces the DataSeal to send a special Burst
message called Forced Burst. It is most useful when this command is
executed in Low Frequency, and by that causing the DataSeal to send
information to the DataReader. When used in high frequency, it may be
executed in one DataReader, while a different DataReader (in another
place for example), should receive the Forced Burst message.

Temporarily Disable HF — Disables the HF channel in a DataSeal for
a specified period. This is useful to conserve battery when the area may
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be dense with HF communications that don't apply to that DataSeal, or
to prevent the DataSeal from responding to a Verify command for a
certain period, in order to allow other DataSeals to be received.
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7 Evaluation Software

Hi-G-Tek provides the DataSeal Evaluation Software for its customers in
order for them to get an impression of how the system works. Using the
Evaluation Software you can play with many of the system's features and
examine its behavior.

If you're reading this manual chapter by chapter, you should now have an
idea of how the system works but lacking the details. Before going into the
details in the next chapters, getting to know the Evaluation Software is just
the right thingto do in order to have atool that allows you to play with the
"bits and bytes" of the various commands.

7.1 Software Installation

If you have an older version of the Evaluation Software you should first
remove it (fromthe "Add/Remove Programs" icon in the Control Panel)

Insert the CD-ROM labeled "HiG-T ek" into the CD-ROM drive.

From the Start menu, choose "Run". Assuming your CD-ROM drive is
drive E, type "E:\DataSeal Evaluation Software\Setup.EXE" in the "Run"
dialog box. If your CD-ROM drive letter is not E, replace the first E with
your CD-ROM drive letter. Click OK to start installing the DataSeal
Evaluation Software.

Follow the instructions on the screen until it says that the software is
successfully installed.

If you're using Windows 98, restat your computer (even if you're not
requested to by the installation software).

- 88 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 7 Evaluation Softw are

The Evaluation Software is now installed. A new shortcut icon "
DataSeal Evaluation" is added to your Start->Programs menu.

7.2 Communication Setup — The Readers Administration
Window

The Evaluation Software must know which DataReaders are connected to

the computer as well as the serial communication port they're connected to
and the baud rate of that port.

The Evaluation Software supports m
up to 32 DataReadres connected = = = ™%

using RS485 to a single __E_.__ _1:'-_.-__ . __'L
communication port or a single T

DataReader connected using RS-

232. Configuring the DataReaders, Figure 7-0

communication port and baud rate
is done through the Readers Administration window.

The Readers Administration window can be accessed by clicking on the
Readers menu button on the top of the screen, and then on Readers
Administration. Altematively, click on the Readers Administration icon
(Figure 7-0) or press Ctrl+R.

7.2.1 Defining the Connected DataReaders

To add a DataReader, insert the Reader ID in the Reader ID text box and
click on the Add button (Figure _
7-0). The Reader ID is located

on the back of the DataReader, Forwcn i [ Frvaray

in barcode and in numeric

format. To remove a
DataReader, use the mouse to

e fe B f R aEie

Figure 7-0
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mark it and click on the Remove button.

The Evaluation Software assigns a Reader Address to each configured
DataReader automatically.

7.2.2 Setting Up the Communication Port

In the Readers Administration window, click on the Comm. Port drop

down list to define the
communication port that the IS -

DataReaders are connected to. | “=™ = = - eap]
Click on the Baud Rate drop |
down list to the right of the
Comm. Port drop down list to
define the baud rate of that port.
Once you have made your
selection, click on the Set Comm

Port button. Figure 7-0 shows the | | AmDrws| G
Readers Administration °
window. Figure 7-0

7.3 Reader Setup

The Reader Setup window allows you to view and to modify the
parameters of the DataReaders. A complete description of each parameter
is given in chapter 8.

To open the Reader Setup window,
click on the Reader Setup icon in the
toolbar or select the Readers menu and
then the Reader Setup item as shown in
Figure 7-0.

Figure 7-0
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¢ Hi-G-Tek Data Seal Evaluation Software - [Reader Param: =1al x|
B3 File Readers Seals Tools Help ;Iilﬂ
W/ © ¥l %
Readers Administration Reader Setup Werify & Set All Commands
Reader: [562696708 (Address=1) =
TMEU) RE Modem (ExtSiot 2)|
Firmware Yersion: |3_3_UE|8
Loader Yersion: |1 .2.000
Reader [0 |5548987DB
Reader Address: |1
OrgID: IJEED
Reset Timeout Value: IU
Chain NOP Interval: In
Chain NOP Count; IU
Ffresh | Apply |
Figure 7-0

The parameters of the DataReader are divided into 2 groups: MCU and RF
Modem. Each group has its own tab in the Reader Setup window. Some
parameters are read-only. These parameters appear over a grey background
(like the Firmware Version parameter in Figure 7-0)

If you want to change the value of one or more parameters, enter the new
value(s) in their corresponding text boxes, and then click Apply to write
the new values to the DataReader. To read the current values from the
DataReader click on the Refresh button.

7.4 The Verify and Set Window

The Verify and Set window contains the most useful commands in a way
that is easy to use.
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You can access the Verify and Set window by clicking the Seals menu
button on the top of the
screen, and then on Verify
and Set as shown in Figure 7
0-. Alternatively, you can
click on the Verify & Set
icon as shown in Figure 7-0

Figure 7-0
or press Ctrl+I.

Figure 7-0 shows the various
parts of the window. Following
are the descriptions of these
parts:

Figure 7-0
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Figure 7-0

3a.

3b.

Reader ID selection box: In this box, you can choose which
DataReader will invoke the commands.

Broadcast (normal) Verify frame: Through this frame you can invoke
the Verify command as well as to control some of its parameters.

Addressed Verify and Set frame: Through this frame you can invoke
the Addressed Verify command andthe Set command.

Seal ID box: In this box you have to specify the Seal ID with which
you want to communicate using the Addressed Verify and the Set
commands. A Seal ID can also be entered to this box by clicking on the
desired Seal ID in the Broadcast Verify responses list (Item #8)

Result indication box: After invoking any of the commands, this box
indicates whether the command succeeded or failed. Success
indications appear in green, while failure indications appear in red. In
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some cases of failure more detailed information about the cause of the
failure can be seen by hovering with the mouse cursor over this box.

5. Addressed Verify response indicators: When a DataSeal responds to an
Addressed Verify command, these indicators display the nformation
that was received by it. Its Long Status is displayed in the Seal Status
indicators (Item #6)

6. Seal Status indicators: When a DataSeal responds to an Addressed
Verify command, these indicators reflect the DataSeal's Long Status
as reported by the DataSeal. Flags that are set appear in red, while
unset flags remain black. When a DataSeal responds to a Set command,
only the Short Status is retumed and is indicated by the leftmost
column. The rest 3 columns are dimmed. A complete list of the
DataSeal's Long Status flags and their meanings appear in chapter 8.

7. Broadcast Verify responses list: After a Broadcast Verify interrogation,
the responses of the DataSeals are added to this list.

8. Cyclical interrogations control frame: This frame contains some
controls that you can use to affect the way that a cyclical interrogation
(Broadcast or Addressed) is executed.

7.41 Executing Broadcast Verify Command

The Broadcast Verify command (sometimes referredto simply as Verify)
is a command that collects information from all the DataSeals that receive
the command (given that their OrgID, Department and ADI match). This
command is the most powerful command, and has many parameters that
enable to fine tune its behavior. A complete description of all the
parameters is given in chapter 8. Normally, the default values of the
parameters are adequate, but youmay change them to best suit your needs.

If you want to execute the Broadcast Verify command only once, click on
the Single Interrogation button (shown in Figure 7-0). You can also
execute the Broadcast Verify command continuously (or cyclically) by
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clickingthe Cydlical Interrogation
button. You can control some
aspects of the cyclical interrogation
from the cyclical nterrogations
control frame (item #8 in Figure
7-0) as described in section 7.4 4.

The results (responses) of the
Broadcast Verify command are
displayed in the Broadcast Verify
responses list (item #7 in Figure
7-0). The results are always

Mgt gl Wy
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Figure 7-0

appended tothis list. To clear the list click on the Reset button on the lower

right side of the window.

Each response in the Broadcast Verify responses list contains the following

information:

= Seal ID

= Events: The number of Event records that exist in the DataSeal.

= Seal Short Status: This column is divided into 7 sub columns, cach
represents a single flag in the DataSeal's Short Status. [f the flag is set
(on), the flag appears red, and if unset (off) the flag appears black. The

flags are:

o ST - Set/Tampered: if on, indicates that the DataSeal was

tampered.

e LBW —Low Battery Warning.

e O/C - Open/Close: if on, indicates that the Sealing Wire is open.

e SS — Suspended Set: if on, indicates that the DataSeal is in

Suspended Set state.
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e WRC - Wire Resistance Changed: indicates that an attempt to
short circuit the Sealing Wire was detected.

e Sleep — If on, indicates that the DataSeal is in Deep-Sleep mode.

e GE - General Error: if this flag is on, it indicates a problem that
can be determined by other flags in the DataSeal's Long Status,
that are not included in the ShortStatus.

e Session: This column displaysthe sequential number of the session
(interrogation). This number is increased with each new Verify
command. This parameter is added by the Evaluation Software, and
is not part of the DataSeal's response.

e Rdr (Reader): The Reader Address of the DataReader that executed
the command. This parameter is added by the Evaluation Software,
and is not part ofthe DataSeal's response.

You can sort the list using any of the following columns by clicking on the
title of that column: Seal ID, Events, Session and Reader.

The content of the Broadcast Verify responses list can be saved to a tabbed-
delimited text file (Seals.txt), by choosing Save to Seals.txt from the File
menu. After saving the file, you'll be given the possibility to view the file
(if a correct version of Microsoft Excel is installed, the file will be viewed
using Excel, otherwise it will be viewed using Notepad).

7.4.2 Executing Addressed Verify Command

The Addressed Verify command is similar to the Broadcast Verify
command except that it addresses only one specified DataSeal, instead of
all the DataSeals that receivethe command.

In order to execute an Addressed Verify command, you must first specify
the Seal ID ofthe DataSeal you want to interrogate. You do it by typingthe
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Seal ID into the Seal ID box (Item ——
#3b in Figure 7-0). Another option

is to select the Seal ID from the o g |

Broadcast Verify responses list
(tem #7 i Figure 7-0), if it

previously responses to Broadcast Eqi |

Verify.

As in the Broadcast Verify frame, Figure 7-0

here you also have the Single

Interrogation and the Cyclical Interrogation options: clicking the Single
Interrogation button will execute the Addressed Verify command only
once, while clicking the Cydlical Interrogation button will execute the
Addressed Verify command cyclically according to the options that are
selected in the Cyclical Interrogations control frame (Item #8 in Figure 7-0)
as described in section 7.4 4.

The result (response) of the Addressed Verify is displayed in the
Addressed Verify response indicators (Item #5 in Figure 7-0) and in the
Seal Status indicators (Item #6 in Figure 7-0).

1320 DA 1 maa 3 [ 8

[Zaam [Frets] Sadd SPre Stabar I

Figure 7-0

The Addressed Verify response indicators contains the following fields:

= Data & Time — The current date and time in UTC (GMT) as returned
by the DataSeal.
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= # of Events — The number of Event records that are written in the
DataSeal.

= Seal Stamp — The value of the Seal Stamp parameter of the DataSeal.
This parameter is a random number that is generated on each open and
close.

= Rdr Addr (Reader Address) — The Reader Address of the DataReader
that executed the command. This field is added by the Evaluation
Software and is not part of the DataSeal's response.

= Status — OK or Tampered.

In addition to these indicators, the Seal Status indicators also indicates the
DataSeal's Long Status. Flags that are set appear in red, while unset flags
appear black. For a complete list of the flags in the DataSeal's Long Status,
and their meanings see chapter(8.

If the DataSeal didn't respond to the Addressed Verify command, the
Result indication box (Item #4 in Figure 7-0) displays a red message "Seal
does not respond".

7.4.3 Executing Set Command

The Set command is used to prepare a DataSeal for a new use. The Set
command is addressed to a specific DataSeal (in fact, it can be addressed to
up to 8 DataSeals simultaneously, but the Evaluation Software does not
support it through this window). In order to execute a Set command you
must first specify the DataSeal you want to send the command to in the
Seal ID box (Item #3b in Figure 7-0). You can do it also by selecting it
from the Broadcast Verify responses list (Item #8 i Figure 7-0) if it
appears there.

The Sealing Wire must be close in order for the Set command to succeed.
The result of the command is indicated using the Addressed Verify
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command indicators and the Seal Long Status indicators (Items #5 and #6
in Figure 7-0).

7.4.4 Cyclical Interrogations Options

The Cyclical Interrogations control frame (Figure 70-) contains some
options that allow you a variety of waysto execute cyclical nterrogations.

In the No. of cycles box you can
enter the number of cycles that will I
be executed. If you enter "-1", the | =2 [ i e
Evaluation Software will execute | ¢ “m [ ————
interrogations until you click on the | e

Stop Cycle button. Even if No. of et b !
cydes is not "-1", you can click on
the Stop Cycle button to stop the Figure 7-0
interrogations.

In the System Pause field you can specify the pause between one
interrogation to the next in seconds.

The Loop through all Readers check box is available if more than 1
DataReader is defined. If this check box is checked, the Evaluation
Software will execute the first nterrogation using the first DataReader in
the list, the second interrogation using the second DataReader and so on.
After the lagt DataReader was used, the first one is used again, and so on.
For example, it there are 3 DataReaders, and No. of cycles is 8, the order
that the DataReaders will interrogate will be: 1,2,3,1,2,3,1,2.

The Session # box indicates the sequential number of the interrogation. The
Evaluation Software increases this value with each new interrogation. To
reset this number, and to clear the Broadcast Verify responses list, click the
Reset button.
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7.5 Executing Any Command using the All Commands
Window

The All Commands window lets you execute any RF command and play
with the "bits and bytes" of the RF protocol. Normally, when a software
programmer writes an application, he doesn't have to play with the bits and
bytes, because the DataSealLib software library (COM DLL) provides
higher level interfaces, but acquaintance withthe bits and bytes can be very
helpful sometimes. Also, this is the only place in the Evaluation Software
that you can execute all the RF commands.

To accessthe All Commands
window, choose the All
Commands item from the
Seals menu as shown in
Figure 7-0. Altematively,
click on the All Commands
icon or press Ctrl+A.
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7.51 Executing an RF Command
To execute an RF command do the following;

1. Select the command from the Command Code drop down list. The

code of the command will be displayed to the right of the drop down
list, and the Command Data field will be filled by the default

parameters for that command in hexadecimal format. For commands
that does not have any parameters this field will be empty.

2. Youmay change the arguments in the Command Data line as desired.
A detailed explanation of each command's structure is the following
sections.

3. Select the DataReader that you want to use from the Reader drop down
list.
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4. Ifthe command is an addressed command or multi-addressed command
(also called BMM List), you have to enter the Seal ID of the DataSeal
or DataSeals that you want to address in the Seals/Tags ID box. To
enter more than one Seal ID, enter each Seal ID on its own line.

5. Click the Command Execution button.

The results will be displayed in an hexadecimal format in the Response
box, and for some commands the result will be displayed also as a table or
as text.

You can also execute a command cyclically by clicking the Cyelic
Execution button instead of the Command Execution button. To stop the
cyclical execution click the Stop button. Usingthe System Pause field you
can specify the pause in seconds between two interrogations in a cycle.

The Reader Session ficld displays the duration in milliseconds of one
interrogation of the selected command. For some commands you can also
change this value. However, note that specifying lower value than the
default will usually cause an error.

When the command completes, the Result box indicates whether the
command succeeded or failed.

7.6 Specific Command Structures

Below is a description of the each one of the RF commands. For each
command its structure (Command Data) is given and also the structure of
the response. Complete descriptions of the command arguments are given
in chapter8.
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7.6.1 Verify

The Verify command is used to seek all the DataSeals located in the
DataReader's Receiving Zone, that ther OrglD, Depatment and ADI
values match those ofthe DataReader.
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Figure 7-0

The following table explains the most important arguments shown in
Figure 70-:

Argument Value in | Description

example
Ts 29h (41) | Size of response window in milliseconds
Nr 32h (50) | Number of response windows
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Argument Value in | Description
example
#Rr 2 Number of windows that each DataSeal
will chose to respond in.
Mask D360h A bit mask that determines which

parameters the DataSeal will send in the
response. In the example, the mask
contains the following fields: Short Status,
Date & Time, Number of Events,
Firmware Version, Long Status, OrgID
& Department and Seal Stamp.

In the example, the result contains 7 responses (some of them are from the
same DataSeal). Each response is composed of the following fields:

Field Value in e xam ple Description

Number of 19h (25) The total number of bytes in

bytes the response.

Seal ID 48481010 10 2F The Seal ID of the DataSeal
(IADA01052719) that sent this response.

Msg type 10h (16) The code ofthe Verify

command.

Short Status | 0

Date & Time | 33 09 93 01 (hex) The DataSeal's intemal clock
(13/08/22001 9:33) value (UT C)

Number of 1

Events

-104 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 7 Evaluation Softw are

Field Value in example Description
Firmware 02 03 (hex)
Version (2.03)
Long Status | 000000 00
OrglD & 12 3400 (hex) OrglD = 4660, Department =0
Department
Seal Stamp 70 1D (hex)
(28701)

7.6.2 Tampered (Tam per)

The Tampered command is used to find all the DataSeals in the
DataReader’s Receiving Zone which indicate a Tampered status. The
command parameters and response structure are identical to the Verify
command.

7.6.3 Addressed Verify

The Addressed Verify command is identical to the Verify command,
except that it is addressed to a specific DataSeal.

This command is an Addressed command, and therefore the Seal ID of the
addressed DataSeal has to be entered in the Seals/Tags ID field before
executing the command.

The arguments of the command are identical tothe arguments of the Verify
command. Note however that there is no use in specifying Rr that is
different than Nr in Addressed Verify, because there are no collisions. Nr
and Rr can be greater than 1 in order to increase the probability of
reception in case of RF mterferences.
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7.6.4 Set
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Figure 7-0

The Set command is used to prepare a DataSeal for a new use. If the
Sealing Wire is open while the DataSeal receives the command, the
command is not executed. Ifthe Sealing Wire is closed, then all the Event
records are deleted, the Tampered flag is cleared, and a new (first) Event
record is written to indicate the Set operation.

This command is multi-addressed, and can be sent to up to 8 DataSeals in a
single command. You must enter between 1 and 8 Seal IDs in the
Seals/Tags ID box, one in each line, before executingthe command.

The Seal Status in the response indicates whether the command succeeded
or failed: If the Status is OK (closed, not tampered) the command
succeeded, and if it is tampered the command failed. An example of this
can be seen in the Response box in Figure 70-: the firt row indicates an
open Sealing Wire and Tampered state, (the Set operation failed), while the
second row indicates a closed Sealing Wire and OK state (the Set operation
succeeded).
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Note: old DataSeals return only the Short Status as a response to the Set
command (as shown in Figure 70-), while newer ones (version 2.20 and
above) return Long Status and Seal Stamp.

7.6.5 Soft Set

Similar to the Set command, the Soft Set command is used to prepare a
DataSeals for a new use, but unlike the Set command, the existing Event
records are not deleted. For the description of the response see the Set
command inthe previous section.

This command is multi-addressed, and can be sent to up to 8 DataSeals in a
single command. You must enter between 1 and 8 Seal IDs in the
Seals/Tags ID box, one in each line, before executingthe command.

7.6.6 Suspended Set

This command is also similar to the Set command, but unlike the Set
command, the Sealing Wire can be open, and the operation completes only
afterwards, when the Sealing Wire is closed. Between the command
execution andthe closing of the Sealing Wire, the Suspended Set (SS) flag
in the Short Status is set. Only when the Sealing Wire is closed, the Event
records are deleted, the Tampered flag is cleared and a new Suspended
Set Event record is written.

If the Sealing Wire was open at the time of the command execution, the
DataSeal's will indicate the following flags in the Status: Tampered,
Opened, and Suspended Set. [fthe Sealing Wire was closed at the time of
the command execution, the DataSeal will indicate an OK status.
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This command is multi-addressed, and can be sent to up to 8 DataSeals in a
single command. You must enter between 1 and 8 Seal IDs i the
Seals/Tags ID box, one in each line, before executing the command.

7.6.7 Read Data

The Read Data command reads data from the User Data memory of the
DataSeal.

The Evaluation Software displays the result of this command both in
hexadecimal and ASCII formats.

The largest block size that can be read in one session is 67 bytes.

Ifthe arguments of the command are invalid, or the DataSeal can't perform
the command due to any other reason, it responds with message type E3
(hex).
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This command is an Addressed command, and therefore the Seal ID of the

addressed DataSeal has to be entered in the Seals/Tags ID field before
executing the command.
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The Command Data is composed ofthe following arguments:

Argument Value in Description
example
Address 5 The address of the block of data in the
(2 bytes) DataSeal's memory that you want to
read.
Block Length 12h (18) The length in bytes ofthe block of data
(2 bytes) that you want to Read.

The response is composed ofthe following fields:

Field

Value in example

Description

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology
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Field Value in example | Description

Number of 1Ch (28) The total number of bytes in

bytes the response.

Seal ID 48 48 10 10 10 2B | The Seal ID of the DataSeal
(hex) that sent this response.
(TADAO01052715)

Msg type 63h The code ofthe Read Data

command.

Short Status 0

Packet/# of 1Th (1 of 1) The first nibble is the packet

Packets number, the 2nd is the total

number of packets.

User Data The requested data.

7.6.8 Write Data

The Write Data command writes a block of data into the User Data
memory in the DataSeal.
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The largest block size that can be written in one session is 67 bytes.

Ifthe parameters of the command are invalid, or the DataSeal can't perform
the command due to any other reason, it responds with message type ES

(hex).

This command is an Addressed command, and therefore the Seal ID of the
addressed DataSeal has to be entered in the Seals/Tags ID field before
executing the command.

The Command Data is composed ofthe following arguments:

Argument Value in Description

example

PAHPK 11h Packet number out of total number of
packets. At this stage this argument is
not in use and must be 11h.

Base Address 0 The address in the DataSeal's User
Data memory to where you want to
write the data.

Data (All the The data to write to the DataSeal's User

rest) Data memory. This field can have any

length up to 67.
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The response data is shown in Figure 70-.

Response: Ln_;p_u 00 00 00 00 01,58,00,

. . Shon
Seal ID Status
Number
of bytes Mgt
Figure 7-0

7.6.9 Read Parameters

The Read Parameters command uses to read the values of selected
Parameters of a DataSeal.

This command is an Addressed command, and therefore the Seal ID of the
addressed DataSeal has to be entered in the Seals/Tags ID field before

executing the command.

The Command Data is composed ofthe following arguments:

Argument Description

P/#PK Packet number out of total number of packets. At this
stage this argument is not in use and must be 1 1h.

Parameter This argument can contain a list of the codes ofthe

codes Parameters that you want to read. Each Parameter

code is 1 byte. A complete list of the DataSeal
Parameters and their codes can be found in chapter 8.
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The response is composed ofthe following fields:

Field Description

Number of The total number of bytes in the response.

bytes

Seal ID The Seal ID of the DataSeal that sent this response.
Msg type The code ofthe Read Parameters command (64h)
Short Status

Packet/# of The first nibble is the packet number,the 2nd is the
Packets total number of packets.

Parameter This field is a list of pairs of codes and values. Each
codes and pair corresponds to one Parameter that was requested
values in the Command Data and is composed from 1 byte of

the code of the Parameter and then the value of the
Parameter. The size of the value ofthe Parameter
depends on the Parameter itself and can be found in
the list ofthe DataSeal Parameters in chapter 8.

7.6.10 Write Parameters

The Write Parameters command writes new values for specified
Parameters of the a DataSeal.

You can write new values for multiple Parameters in one Write
Parameters command. Note that some Parameters in the DataSeal are read
only and cannot be written. In this case, and in any other case of failure, the
DataSeal will respond with the Message Type E9 (hex).
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This command is an Addressed command, and therefore the Seal ID of the
addressed DataSeal has to be entered in the Seals/Tags ID field before
executing the command.

The example in Figure 7-0 updates the ADI parameter of the DataSeal to
11h.
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The Command Data is composed ofthe following arguments:

Argument Value in Description
example
P/#HPK 11h Packet number out of total number of

packets. At this stage this argument
is not in use and must be 11h.
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Argument Value in Description
example
Parameters' 13h (The code | This argument can contain a list of
codes and ofthe ADI pairs of Parameters codes and their
values parameter), new values that you want to write.
000000 11h Each Parameter code is 1 byte,
(new value) followed by the value that you want

to write to that Parameter. The size

of the wvalue depends on the
Parameter itself and can be found in

the list of the DataSeal Parameters in
chapter 8.

The response is composed ofthe following fields:

Field Description

Number of The total number of bytes in the response.

bytes

Seal ID The Seal ID of'the DataSeal that sent thisresponse.
Msg type The code ofthe Read Parameters command (64h)

Short Status

7.6.11 Reset Data

The Reset Data command erases all the User Data area and mitialize it to

Os.

This command is multi-addressed, and can be sent to up to 8 DataSeals in a
single command. You must enter between 1 and 8 Seal IDs in the
Seals/Tags ID box, one in each line, before executingthe command.

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology
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The commandhas no arguments, and the response is shown in Figure 70-.
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Figure 7-0
7.6.12 Deep Sleep

The Deep Sleep command puts DataSeals in Deep Sleep mode.
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This command is multi-addressed, and can be sent to up to 8§ DataSeals in a
single command. You must enter between 1 and 8 Seal IDs in the
Seals/Tags ID box, one in each line, before executingthe command.

7.6.13 Hard Wakeup

This command retums DataSeals from Deep Sleep mode into normal

operation mode.

This command is multi-addressed, and can be sent to up to 8 DataSeals in a
single command. You must enter between 1 and 8 Seal IDs i the
Seals/Tags ID box, one in each line, before executing the command.

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology
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Figure 7-0
7.6.14 Start Alert Burst Mode

The Start Alert Burst Mode command puts the DataSeal into Alert Burst
mode. In this mode, whenever the DataSeal is opened, it transmits a
message that the DataReaders can receive to report the event.

The number oftransmissions, the pause between then, and the data that will
be sent with it can be configured using some DataSeal Parameters. See
chapter 8 for a detailed descriptions of the DataSeal Parameters.

This command is multi-addressed, and can be sent to up to 8§ DataSeals in a
single command. You must enter between 1 and 8 Seal IDs in the
Seals/Tags ID box, one in each line, before executingthe command.
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Figure 7-1

7.6.15 Start Alert Burst Mode (all)

This command is similar to the Start Alert Burst Mode command, except
that it is a broadcast command instead of a multi-addressed command. In

Figure 7-1
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other words, all the DataSeals that receive this command enter mto Alert
Burst mode.

This command does not have any arguments, and the receiving DataSeals
don't send any response to this command.

7.6.16 Stop Alert Burst Mode

The Stop Alert Burst Mode command stopsthe DataSeal from working in
Alert Burst mode.

This command is multi-addressed, and can be sent to up to 8§ DataSeals in a
single command. You must enter between 1 and 8 Seal IDs in the
Seals/Tags ID box, one in each line, before executingthe command.
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7.6.17 Stop Alert Burst Mode (all)

This command is similar to the Start Alert Burst Mode command, except
that it is a broadcast command instead of a multi-addressed command. In
other words, all the DataSeals that receive this command stop being in
Alert Burst mode.
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7.6.18 Acknowledge Alert Burst

The Acknowledge Alert Burst command confirms to the DataSeal that its
Burst message has been received. After The DataSeal receives the

Acknowledge Alert Burst command, the DataSeal stops transmitting the
Burst message until a new Tampered Event occurs.
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This command is multi-addressed, and can be sent to up to 8 DataSeals in a
single command. You must enter between 1 and 8 Seal IDs i the
Seals/Tags ID box, one in each line, before executingthe command.

7.6.19 Read Events

The Read Events command reads part or all ofthe Event records stored in
the DataSeal's Events Memory.

This command is an Addressed command, and therefore the Seal ID of the
addressed DataSeal has to be entered in the Seals/Tags ID field before

executing the command.
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The Command Data is composed ofthe following arguments:

Argument Value in Description

example
First Event 1 The sequential number of the first
number Event recordto read.
Number of 5 The number of Event records to read.
Eventsto
read

The response is composed ofthe following fields:
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Field Description

Number of The total number of bytes in the response.

bytes

Seal ID The Seal ID of the DataSeal that sent this response.

Msg type The code ofthe Read Parameters command (64h)

Short Status

Packet/# of The first nibble is the packet number, the 2nd is the

Packets total number of packets.

Event records This field contains all the requested Event records.
Figure 7-1 illustrates the format of the Event records.
A complete description of the Event records is found
in chapter8.

The Evaluation software displays the Event records also as a table below
the hexadecimal string,

Note that there are 2 kinds of Event records: Short Events (8 bytes) and
Long Events (16 bytes). In Figure 7-1, Event records 1 and 5 are Long
Events, andthe rest are Short Events.

7.7 Advanced Features

7.7.1 Built-In Test

The DataReader can perform a self-test
and report its status. In order to perform
the test, open the Tests window by
clicking on the Readers menu and then
on the Built-In Tests menu item as

Figure 7-1
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shown in Figure 7-1.

Figure 7-1 shows the Tests window. In
order to perform the built-in test, first
select the DataReader you want to test
from the Reader drop down list (Item
#1). Then click on the Exe cute Built-In
Test button. If you only want to get the
results of the lagt performed test, click
on the Get Current Reader Status
button.

Figure 7-1

The Voltage Values box (Item #2)

displays the actual values measured by the DataReader: The first value
(2.544 in the example) represents the voltage value of the MCU, the second
(0 in the example) represents the voltage value of RF Modem #1 (not
installed) and the third value (2.56 in the example) represents the voltage
value of RF Modem #2.

Item #3 displays the status flags of the DataReader. A flag that is on
appears red, while flagsthat are off appear black.

7.7.2 Authorization Levels and Passwords

Some features in the Evaluation Software are meant to be used only by
advanced users or by Hi-G-Tek's distributors. To prevent unauthorized
users from accessing the advanced features, the software requires a
password. The software recognizes 3 levels of authorized users: User (the
default), Administrator and Distributor. This manual does not cover the
features that are available only to Distributors.

Note: The levels of authorization, passwords and log-ins of the Evaluation
Software are completely separate from the user permissions, passwords and
log-ins which are used by the operating system.
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7.7.21 Logging-in Using the Desired Authorization Level

After the software is installed, it does not request a password and is
automatically activated using the User authorization level (the lowest). In
order to log in with a different level of authorization, dothe following:

=  Open the Options dialog (shown in Figure 7-1) by choosing O ptions
from the Tools menu, as shown in Figure 71-.
= (Clear the check box labeled Always

login using this user type and
password (item #1 in Figure 7-1)

= (Click OK to close the Options
dialog windo w.

= Restart the Evaluation Software
(exit the software, the run it again).

* You should now see the Login
dialog window as shown in Figure 7
I-. Choose the desired authorization
level from the Login as drop down D pme |
list, type the appropriate password | r S iy i s w s
in the Password box and click O K. ::_:E /E
The Default password for User is empty

(no password), and for Administrator is

Figure 7-1

"Admin".

7.7.2.2 Changing Passwords

In order to change a password for a
particular user type (authorization Figure 7-1
level), you must be logged in to the
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Evaluation Software using this user type. For example, in order to change
the Administrator's password you must be logged in as Administrator.

To change the password of the currently logged in user type do the
following;

Open the O ptions dialog (shown in Figure 7-1) by choosing O ptions
from the Tools menu, as shown in Figure 71-.

Make sure that the user type that appears in the Current Logged-in
User box isthe user type to which you wish to change the password. If
it is not, close the options dialog by clicking Cancel, then restart the

Evaluation Software and log in using the user type to which you want
to change the password.

Type in the old password in the appropriate box.
Typethe new password in the appropriate box.

Type the new password again in the box labeled Re-enter new
password.

Click onthe Change Password button.

If everything went fine (the old password was correct and the 2 new
copies of the new password are equal), an acknowledgment message
box will appear, saying that you must click on Ok or Apply in order to
apply the change.

Click OK to apply the change and to close the dialog window.

7.7.3 Updating the DataReader's Internal Softw are

The DataReader's intemal software is composed of 2 modules. These
modules can be updated (downloaded to the DataReader) with newer
versions supplied by Hi-G-Tek when theyre available. The Evaluation
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Software includes 2 download utilities to update these 2 modules: The
MCU Download Utility and the RF Modem Download utility.

7.7.3.1 The MCU Dow nload Utility

To update the DataReader's MCU software do the following;

If the download process starts - -

successfully, a progress bar will | L= |  ses |
indicate the progress of the |!
download process. If after 10
seconds the process won't start,
the message shown in Figure 7
I- will be displayed, letting you _I"l
the option to keep trying or to

Open the MCU Download window (shown in Figure 71-) by choosing
the Tools menu, then the Update Reader's Software -> MCU item as
shown in Figure 71-.

Select the appropriate Reader ID from the drop down list.

Type the full path and file
name of the updated
software's file, or click
Browse... to select it using

a common file selection
dialog box.

Click Start to start the
download process.

Figure 7-1

cancel. Figure 7-1
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After the process has

been completed [LLY Syt pir it e P iyt o
successfully, an .=
appropriate  message —
will appear, and the Figure 7-1

DataReader will re-

initialize itself using the new software. The re-initialization takes about 30
seconds in which the power LED of the DataReader altemates between red
and green, and at the end it should remain green. If it remains red or unlit,

see chapter 0 for troubleshooting,
7.7.3.2 RF Modem Dow nload Utility
To update the DataReader's RF Modem software do the following:

= QOpen the Device Download
Utility window (shown in
Figure 71-) by choosing the
Tools menu, then the Update
Reader's Software ->RF
Modem item as shown in
Figure 7-1.

= Select the  appropriate
Reader ID from the drop
down list. If the appropriate
Reader ID does not appear in

the drop down list, retum to

the Readers

Administration window and
add the DataReader as
described in section 7.2.

|
= Type the full path and file b .
name of the wupdated Figure 7-1
Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology - 129 -




Chapter 7 Evaluation Softw are

software's file, or click Browse... to select it using a common file
selection dialog box.

= Make sure that the value in the Device drop down list shows "2",
= (Click Startto start the download process.

A progress bar will indicate the progress of the download process. During
the process the DataReader's Power LED indicator will be off. After the
process has been completed successfully an appropriate message will
appear, and the DataReader's Power LED indicator will turn green.

- 130 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Commanads



Chapter 8 System Parameters and Commands

8 System Parameters and Commands

This chapter describes the details of the communications with the DataSeal
and the DataReader. Even though Hi-G-Tek publishes the RS-232/485
protocol of the DataReader, and part of the RF protocol, this manual does
not cover these details. Instead, it describes the commands and the
parameters in a more conceptual way, with syntax and examples in Visual
Basic as they can be used through the DataSealLib COM library. Note
there's also an online help that is supplied with the library. This online help
is more technical than the explanations in this chapter: while this chapter
explains the concepts, the online help describes the COM interface in more
details.

8.1 The High Frequency RF Protocol

8.1.1 The Basics

In order to conserve power, the DataSeal is "asleep" most of the time. It
only opens its High-Frequency receiver for a short time every
predetermined period — usually 3 seconds. This fact has some implications
on the RF protocol as explained below.

The interval in which the DataSeal opens its receiver is determined by a
configurable parameter called Tw (which its default value corresponds to
about 3 seconds). Because the DataSeal listens to the RF only in this
intervals, if a DataReader wantsto communicate with that DataSeal, it must
transmit a special signal called Reader Interrogation Header, that is at least
in the duration of Tw, in order for the DataSeal to receive it. When the
DataSeal receives this signal (in the short period that its receiver is open), it
knows that a command should follow, and it waits for that command. After
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receiving and performing the command and responding if necessary, it
retumsto the state of sleeping and openingthe receiver every Tw.

= The duration of the Reader Interrogation Header should be 135msec
more than Tw. The DataReader has a configurable parameter called
Thw that determines this period. Note that the DataSeal's Tw
parameter should be configured with the same value for all the
DataSeals, and the corresponding Thw parameter value should be
configured appropriately in all the DataReaders in a given system.

Il Il Il 7 I
) ) ) L
DataSeal G- !
o

period : !

W) o

T

| I

<---i--

DataReader

|:| - Receive

- - Transmit

Reader

Interrogation
header (Thw =
Tw+135ms)

Figure 8-0

Figure 8-0 demonstrates the concept of the wakeup period and the Reader
Interrogation Header. The upper line represents the time line of the
DataSeal, and the bottom line represents the time line of the DataReader. It
is clear to see from that figure why Thw (the length of the Reader
Interrogation Header) should be just a bit more than the Wakeup Period
(Tw).
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The Reader Interrogation Header is composed of many short segments that
contain indications of when the command starts. This way, when a
DataSeal receives the Reader Interrogation Header, it doesn't have to keep

its receiver open until the command, rather, it goesto sleep exactly until the
command.

Choosingthe best Tw and Thw should take in account the following facts:

= Small Tw and Thw will improve response times for RF command. Big
Tw and Thw will cause lengthily interrogations.

* Small Tw and Thw will shorten the battery lifetime of the DataSeals.
Big Tw and Thw will lengthen it.

8.1.2 Addressing Types

In general, there are 3 types of commands that are distinguished by the way
they indicate which DataSeal or DataSeals will respond:

1. Addressed (AMM): These commands specify exactly one Seal ID.
Only the DataSeal with that Seal ID responds.

2. Multi Addressed (BMM List): These commands specify a list of Seal
IDs. The DataSeals in the list respond in the same order asthey appear
in the list. This way there are no RF collisions between the responses of
the different DataSeals. Multi Addressed commands without arguments
can contain up to 8 Seal IDs in the list. Currently, the only Multi
Addressed command with arguments is the Multi Addressed Verify,
which can contain up to 7 Seal IDs.

3. Broadcast (BMM): These commands are aimed for all the DataSeals
that receive the DataReader's transmission. There are actually 2 types
of broadcast commands: commands without response and commands
with response. The commands that do not wait for a response from the
DataSeals are the simplest, in the way that after the DataReader has
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transmitted the command, the commands is completed, and whatever
DataSeals that received the command, performed it. The second type —
commands with response — use the Slotted Aloha concept in order to
overcome potential RF collisions between the responding DataSeals.
The only commands of this type are the (broadcast) Verify and the
Tampered commands. The Slotted Aloha concept is described in the
following paragraph.

8.1.3 The Slotted Aloha Concept

Because the set of the receiving DataSeals is not known in advance, there's
no deterministic way to synchronize their responses. In other words, RF
collisions are unavoidable. However, by using retransmits, the probability
of receiving all the responses can be very high. Here's the way it works:

The command includes 2 arguments that are relevant to this matter: Nr and
Rr. Nr determines the total number of windows (time slots) in which the
DataSeal can respond, and Rr determines how many times the DataSeal
will transmit its response (or: how many time slots the DataSeal will
actually use to send its response). It is clear that Nr should be much greater
than Rr in order to allow many DataSeals to be received. Each DataSeal
randomly chooses Rr time slots in which it will respond. The following
table demonstrates the situation when Nr (number of windows) is 23, Rr
(number of retransmits) is 4, and there are 3 DataSeals in the DataReader's
Receiving Zone:

S B et Il IR LA B R I IR=S Beill IR el Il v =N B
1 X X X X
21 x X X
3 X X X
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In thistable, each row represents one DataSeal, and each column represents
a window. An 'X' in a cell representsthat the DataSeal sent its response in
the specified window. Note that there are exactly 4 'X's in each row,
corresponding to Rr. You can see that even though there were some
collisions (in windows 4 and 16), all the 3 DataSeals have at least 1
transmission that does not collide with any othertransmission.

In order to achieve high probability to receive all the DataSeals, an
estimation of the maximal number of DataSeals that would respond should
be taken in account before selecting the appropriate values for Nr and Rr.
Fortunately, DataSealLib provides a function that calculates the appropriate
values for Nr and Rr according to the maximal number of expected
DataSeals. This function is the RFParameters.De faults For method.

In fact, the newer DataSeals (versions 3.0 and above), use an improvement
ofthe Slotted Aloha concept: Whenever the DataReader receives a specific
DataSeal it sends an acknowledge to that DataSeal, causing it to stop
retransmitting its response. This lowers the probability for further collisions
and can shorten the total time of the interrogation by using lower Nr value,
or allow more DataSeals to be received in the same time. The
RFParameters.Defaul tsFor method takes this improvement into account
too.

8.2 DataSeal Parameters

The DataSeal can be configured very flexibly to fit almost any application
requirements. For that purpose it has a set of predefined Parameters that can
be read and/or written. The DataSeal also has some Parameters that are
read-only, either because they are configured in the factory (like the Seal
ID), or because they are status Parameters.

All the Parameters can be read using the Read Parameters RF command,
and all the Parameters that are not read only can be written to the DataSeal
using the Write Parameters RF command. Some Parameters can also be
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read using the Verify and Tampered commands (including Addressed and
Multi Addressed Verify).

In DataSealLib, all the DataSeal Parameters has corresponding properties
of the Seal object. See the online help for information about how to use
these properties. There's also an enumeration that contains constants for the
parameter codes (HGTSealParameterCode Enum). This enumeration is
used by the Seal.ReadParameter, Seal.ReadParameters,
Seal.WriteParameter and SealWriteParameters methods. Another
enumeration contains the flags of the Verify Mask that allows to read
parameters using the Verify and Tampered commands. This is the
HGTVerifyMask Enum enumeration, and it is used by the Reader.Verify,
Seal.Verify, and Seals.Verify methods.

Below are the descriptions of allthe DataSeal Parameters:

ADI

Seal O bject Property ADI

Access Read & Write.

Description An identifier of a group that the
DataSeal belongs to.

Constant in HGTADI (13h)

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Long

Remarks

See chapter 6 for more information about this parameter.
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Alert and Close Burst Period (Tb)

Seal O bject Property

Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type

Default Value
Remarks

AlertBurstPeriod (CloseBurstPeriod
is a synonym).

Read & Write.

This Parameter determines the base
interval for sending retries of Alert

Burst messages and Close Burst
messages.

HGTAlertBurstPeriod (34h). HGTIb
and HGTCloseBurstPeriod are
synonyms to HGTAlertBurstPeriod.

(not supported).

Long. Max Value: 65535. Unit is
1/1.024ms (976ms).

4096 (4 seconds).

The actual mterval is calculated as follows:

Tb + r* Tw/8

Where r is random value between 1 and 7.

Alert Burst Data Descriptor

Seal Object Property

Access

Description

AlertBurstDataDescriptor
Read & Write.

Determines what data will be included
in an Alert Burst message.
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Constantin HGTAlertBurstDataDescriptor
HGTSealParameterCode Enum (72h).

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type BurstDataDescriptor type.
Default Value All 0's.

Remarks

Thistype has 3 members:

Mask (as HGTVerifyMaskEnum) — determines which parameters the
DataSeal will include in the Alert Burst message. It works in the same way
as the Mask argument of the Verify command.

StartAddress (Integer) — determines the starting address of a block of User

Datato be included in the Alert Burst message. T his value is relevant only
if the HGTUserData VerifyMask flag is specified inthe Mask member.

Length (Byte) — determines the length in bytes of the block of User Data to
be included in the Alert Burst message. This value is relevant only if the
HGTUserDataVerifyMask flag is specified in the Mask member.

Note: if all the members are 0, the DataSeal uses the old Alert Burst
message format (code 77h) instead of the new one (7Ah).

Application Flags

Seal O bject Property Application Flags (Hidden property)

Access Read & Write.

Description Bit oriented value that controls specific
aspects ofthe DataSeal's behavior.

Constant in HGTApplication Flags (14h)

HGTSeal Paramete rC ode Enum
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Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte

Remarks

The format of this parameter is as follows:

7 6 5 4 3 2 1 0
[Sp|Sp|Sp|sSp|Sp[Sp]|Hf[Lf]
Where:

Sp - not used (spare) - must be 0.

Lf - if Lf=1, then before issuing a Deep Sleep command in LF, the Sealing
Wire must be open; If Lf = 0, Deep Sleep command in LF will always
succeed.

Hf - if Hf=1, then before issuing a Deep Sleep command in HF, the
Sealing Wire must be open; If Hf = 0, Deep Sleep command in HF will
always succeed.

Battery Voltage Value

Seal Object Property BatteryVoltageValue
Access Read-Only.
Description Indicates the a value that is

proportional tothe current voltage
value of the DataSeal's battery.

Constantin HGTBattery Vol tage Value (70h).
HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Byte. Unit is of internal A/D converter.
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Remarks

See also the Low Battery Error Threshold and Low Battery Warning

Threshold Parameters.
BIT (Built-in Test) Period

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type
Value

Close Burst Data Descriptor

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

BITPeriod (Hidden property).
Read-Only.

This Parameter determines interval that
the DataSeal will perform a built-in
test.

HGTBITPeriod (35h)

(not supported).

Byte. Unit: 2 * Tw.
150 (about 15 minutes).

CloseBurstDataDescriptor
Read & Write.

Determines what data will be included
in a Close Burst message.

HGTCloseBurstDataDescriptor
(73h).

(not supported).
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Data Type BurstDataDescriptor type.
Default Value All 0's.
Remarks

This type has 3 members:

Mask (as HGTVerifyMaskEnum) — determines which parameters the
DataSeal will include in the Close Burst message. It works in the same
way as the Mask argument ofthe Verify command.

StartAddress (Integer) — determines the starting address of a block of User
Datato be included in the Close Burst message. This value is relevant only
if the HGTUserData VerifyMask flag is specified inthe Mask member.
Length (Byte) — determines the length in bytes of the block of User Data to
be included in the Close Burst message. This value is relevant only if the
HGTUserDataVerifyMask flag is specified in the Mask member.

Date & Time (UTC)

Seal O bject Property Date Time
Access Read-Only
Description Returns the current date & time of the

real-time clock of the DataSeal. The
date & time are m Universal Time

Coordinates (GMT).
Constantin HGTDateTime (1)
HGTSeal Paramete rC ode Enum
Verify Mask in HGTDate Time VerifyMask (4000h)
HGTVerifyMask Enum
Data Type Date
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Deep Sleep Burst Period

Seal O bject Property DeepSleepBurstPeriod

Access Read & Write.

Description This Parameter determines the base
interval for sending retries of Deep
Sleep Burst messages.

Constant in HGTDeepSleepBurstPeriod (77h)

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Byte. Unit is 250ms.

Default Value 32

Remarks

The actual interval is calculated in the same manner asthe actual interval of
the Alert Burst messages.

Department

Seal Object Property Department

Access Read & Write.

Description The identifier of the department within
the organization.

Constant in HGTDepartment (16h)

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum
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Data Type Byte

Remarks
See chapter 6 for more information about this parameter.

Distance Index

Seal Object Property Distance Index
Access Read-Only
Description Returns a value that is proportional to

the distance between the DataReader
and the DataSeal.

Constant in (not available)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTDistan ce Inde x Veri fyMask
HGTVerifyMask Enum (400h)

Data Type Byte

Remarks

This parameter can be read only using the Verify and Tampered
commands. In order to read this parameter, the Tem value
(RFParameters.Tcm) that is used by the Verify or Tampered command
must not be 0.

Event Counter Value

Seal O bject Property EventCounterValue (Hidden
property)
Access Read-Only.
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Description Indicates the total number of Event
records that were written since the last
reset.

Constantin HGTEventCounterValue (75h).

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Byte

Remarks

Note: Do not confuse this parameter with the Number of Events parameter
that indicates the current number of Events.

Firmware Version

Seal O bject Property Firmware Version

Access Read-Only

Description Returns the version of the firmware of
the DataSeal.

Constantin HGTFirmwareVersion (6)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTFirmwareVersion Verify Mask

HGTVerifyMask Enum (200h)

Data Type String.

Remarks

The format of the string is n.nn where the left part is the version number
and the right part isthe edition number.
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Flags

Seal O bject Property Flags (Hidden property)

Access Read & Write.

Description Bit oriented value that controls specific
aspects ofthe DataSeal's behavior.

Constantin HGTFlags (14h)

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Byte

Remarks

The format of this parameter is as follows:

Z 5] 5 4 3 2 1 Q
[Sp[Sp|Sp|Sp|[Sp|[A [E |[M]
Where:

Sp - not used (spare) - must be 0.

A — if A =1, after the DataSeal has sent a Burst message it waits for an
immediate acknowledge from a DataReader. See the description of the
ABM flag in the DataReader's Mode parameter in section 8.6 for more
information about this flag.

E — if E = 1 then the intemal coding ofthe Date & Time in the DataSeal
Event records is the new format, which has an accuracy of 1 second
(instead of 1 minute).

M — if M =1 then the internal coding of the Date & Time when returned as
a response to Verify or Tampered, or in a Burst message (when the Mask
parameter contains the appropriate flag), is the new format, which has an
accuracy of 1 second (instead of 1 minute).
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Global

Seal Object Property (not supported).
Access Read-Only.
Description Determines whether the DataSeal will

respond to Verify commands that are
sent from a DataReader with a different

OrglD.
Constant in HGTAcceptGlobalCommands (15h)
HGTSeal Paramete rC ode Enum
Verify Mask in (not supported).
HGTVerifyMask Enum
Data Type Byte
Remarks

If the value of this parameter is 1, the DataSeal will respond to Verify
commands even if the OrglD ofthe DataReader is not the same as of the

DataSeal. Nevertheless, only the following parameters can be retrieved by a
DataReader with a different OrglD: Short Status, Date & Time, Number
of Events, Firmware Version and Seal Stamp.

See chapter 6 for more information about this parameter.

Include User Data in Verify Response

Seal O bject Property UserData
Access Read-Only
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Description Returns a byte array correspondingto a
portion ofthe DataSeal's memory that
was requested in a Verify or
Tampered commandor in a Burst

message
Constant in (not supported)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTUserDataVerifyMask (4)
HGTVerifyMask Enum

Data Type Array of Bytes

Remarks

In fact, this in not a Parameter of the DataSeal, and cannot be read or
written using the Read Parameters and Write Parameters commands.
Instead, it is a flag in the Verify and Tampered commands that indicates
that a block ofthe User Data is requested, and that the command includes
the address and size ofthis block after the Mask argument.

When the DataSeal responds to the Verify or Tampered command it
retums the data that corresponds to the specified address and size.

Even though this property is Read-Only, you can write to the User Data
area using the Write Data command.

Internal Firmware Version

Seal O bject Property Internal EirmwareVersion (Hidden
propetrty).

Access Read-Only.

Description Intemal version number (build number)

of the DataSeal's firmware.
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Constant in HGTInternal Firmware Version (40h).
HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte.

Remarks

See also the Firmware Version parameter.

Last Date & Time Update

Seal O bject Property LastDate Time Update

Access Read-Only.

Description The date & time ofthe last time that the
Date & Time parameter was written.

Constant in HGTLastDate Time Update (38h).

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Date

Remarks

See also the Minimal Interval between Time Updates parameter.

Last Set Reader ID

Seal O bject Property LastSetReader
Access Read-Only

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology - 149 -




Chapter 8

System Parameters and Commands

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type

Life Counter

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type

Long Status

Seal O bject Property

Indicates the Reader ID of the device
that sent the last Set command (or any
of its variants)to the DataSeal.

HGTLastSetReader (9)

HGTLastSetReaderVerifyMask (2)

Long (Reader ID), or Reader object.
See the online help for more
information about the type of this
property.

LifeCounter
Read-Only

This value is initialized at the factory to
a value of 2048 and it is decremented in
each Set command.

HGTLifeC ounter (4)
HGTLifeCounterVerifyMask (800h)

Long. Max value: 65535.

LongStatus
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Access Read-Only

Description Returns a bit fieldofthe flagsthat
represent the status of the DataSeal.

Constant in HGTLongStatus (7)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTLongStatus VerifyMask (100h)

HGTVerifyMask Enum

Data Type HGTSeal LongStatusBitEnum (Long)

Remarks

This parameter contains all the status flags of the DataSeal (including these
that are part of theShort Status parameter).

Use the constants in the HGTSeal LongStatusBitEnum enumeration to
determine the state of the specific flags. Each flag has also a corresponding
boolean property in the Seal object.

Even though this parameter is read-only, some of the flags can be set using
the Set Status command (Seal .SetStatus).

Section 8.2.1 contains descriptions of the various flags.

Low Battery Error Thres hold

Seal O bject Property LowBatteryErrorThreshold (Hidden
property)

Access Read-Only.

Description The highest value of the battery voltage

that will cause the Low Battery Error
status flag to be set.

Constant in HGTLowBatteryErrorThreshold
HGTSealParameterCode Enum (61h).
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Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte. Unit is of internal A/D converter.
Value 112

Remarks

This parameter is factory configured and cannot be changed.

See also the Low Battery Warning Threshold, and the Battery Voltage
Value parameters.

Low Battery Warning Threshold

Seal Object Property LowBatteryW amingThreshold
(Hidden property)

Access Read-Only.

Description The highest value of the battery voltage

that will cause the Low Battery
W arning status flag to be set.

Constant in HGTLowBatteryWarmmingThreshold
HGTSeal ParameterCode Enum (61h).

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte. Unit is of internal A/D converter.
Value 104

Remarks

This parameter is factory configured and cannot be changed.

See also the Low Battery Error Threshold, and the Battery Voltage
Value parameters.
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Maximal Alert and Close Burst Retries

Seal O bject Property MaxAlertBurstRetries
Access Read & Write.
Description Determines the number of times that

the DataSeal will transmit an Alert
Burst message or a Close Burst
message if it doesn't receive an

acknowledge.
Constant in HGTMaxAlertBurstRetries (76h).
HGTSeal Paramete rC ode Enum
Verify Mask in (not supported).
HGTVerifyMask Enum
Data Type Byte
Default Value 10
Remarks

See also the Alert Burst Period parameter.

Maximal Deep Sleep Burst Retries

Seal O bject Property MaxDeepSlee pBurstRetries
Access Read & Write.
Description Determines the number of times that

the DataSeal will transmit a Deep
Sleep Burst message if it doesn't
receive an acknowledge.

Constantin HGTMaxDeepSlee pBurstRetries
HGTSealParameterC ode Enum (78h)
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Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte

Default Value 5

Remarks

See also the Deep Sleep Burst Period Parameter.

Maxim al Difference in Time Update

Seal O bject Property MaxTime DiffUpdate
Access Read-Only.
Description Updating the Date & Time Parameter

is allowed only ifthe difference from
the current value is less than the value
of this Parameter.

Constant in HGTMaxTimeDiffUpdate (37h).
HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte. Unit: minutes.

Value 8 minutes.

Remarks

This Parameter is factory configured and cannot be changed.
See also the Minimal Interval between Time Updates Parameter.
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Maximal Message Size

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type
Value

Remarks

MaxMessageSize (Hidden property)
Read-Only.

The maximal size in bytes of an RF
message thatthe DataSeal can send.

HGTMaxMessageSize (52h).

(not supported).

Byte
80

This Parameter is factory configured and cannot be changed.

Maxim al Number Of Events

Seal Object Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type
Value

MaxNumberO fEve nts
Read-Only.

The maximal number of Event records
that the DataSeal can store.

HGTMaxNumberOfEvents (50h).

(not supported).

Byte
55
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Remarks
This Parameter is factory configured and cannot be changed.

See also the Number of Events, and the Number of Scroll Events
Parameters. See also the next section for further information about the
Events Memory and the DataSeal Events.

Minimal Interval between Time Updates

Seal Object Property MinInterval Between Time Updates
Access Read-Only.
Description Updating the Date & TimeParameter

is only allowed if a the interval
specified by this Parameter has passed
since the last update.

Constantin HGTMinIntervalBetweenTimeU pdates
HGTSeal ParameterC ode Enum (36h)

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte. Unit: weeks.

Value 13 weeks (3 months).

Remarks

This Parameter is factory configured and cannot be changed.
See also the Maximal Difference in Time Update parameter.

Number of Events
Seal Object Property EventsCount
Access Read-Only

- 156 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 8 System Parameters and Commands

Description Returns the number of Event records
that are currently written in the Events
Memory of the DataSeal.

Constantin HGTEventsCount (3)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTEventsC ountVerifyMask

HGTVerifyMask Enum (1000h)

Data Type Byte

Remarks

The value of this Parameter may vary according to the version of the
DataSeal's firmware, and according to the value of the Maximal Number
of Events parameter.

Num ber of Scroll Events

Seal Object Property Num be rOfS croll Eve nts
Access Read-Only.
Description The size of the Scrollable Portion of the

Events Memory, specified by the
number of Event records that can be

stored in it.
Constantin HGTNumberOfScrollEvents (51h).
HGTSeal Paramete rC ode Enum
Verify Mask in (not supported).
HGTVerifyMask Enum
Data Type Byte
Value 10
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Remarks
This Parameter is factory configured and cannot be changed.

See also the Maximal Number of Events, andthe Number of Events
Parameters. See also the next section for further mformation about the
Events Memory and the DataSeal Events.

OrgID & Department

Seal Object Property OrgID

Access Read-Only

Description The identifier of the organization and
of the department within the
organization.

Constantin HGTO rgID (12h)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTO rgIDVerifyMask (40h)

HGTVerifyMask Enum

Data Type Long

Remarks

The first (most significant) bytes of this parameter are the OrgID value, and
the 3" byte is the Department.

See chapter 6 for further details about the OrgID & Department
Parameters.

RSSI
Seal Object Property RSSI
Access Read-Only
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Description Returns the reception level of the last
RF command.

Constantin HGTRSSI(8)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTRSSIVerifyMask (80h)

HGTVerifyMask Enum

Data Type Byte

Seal ID

Seal O bject Property SealID (binary format), FormatB
(string format)

Access Read-Only*.

Description This is the identifier of the DataSeal.
Each DataSeal has a unique Seal ID
that is given to it in the factory.

Constantin HGTSealID1 (10h) — first 2 bytes.

HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

HGTSealID2 (11h) — last 4 bytes.
(not supported).
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Data Type

Remarks

SealID: SEAL ID type (contains an
array of 6 bytes)

FormatB: String in the format
AAAAnnnnnnnn where A4 is any letter
from Ato Z, andn is any digit from 0
to 9.

When read using HGTSealID1 and
HGTSealID2: Both values are of type
Long: HGTSealID1 returns the first 2
bytes (0-65535) and HGTS ealID2
retums the last 4 bytes (0O-FFFFFFFFh)

*Even though the Parameter in the DataSeal is Read-Only, the SealID and
FormatB properties of the Seal object in DataSealLib are read/write. See
the online help for further details about these properties.

Seal Stamp

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type

SealStamp
Read-Only

This is a unique (random) value that
DataSeal generates each time it is being

opened or closed, or when it receives
one of the Set commands.

HGTSealStamp (17h)

HGTSealS tampVerifyMask (20h)

Long. Max value: 65535.
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Remarks

This value is also recorded in each Event record.

If you read only the Status of the DataSeal periodically, you may see the
same Status even though the DataSeal has been opened, closed or Set
between the 2 interrogations. By reading also the Seal Stamp, you can
determine if something like this happens.

Short Status

Seal O bject Property ShortStatus

Access Read-Only

Description Returns a bit field of the most
important flags that represent the status
of the DataSeal.

Constantin HGTShortStatus (0)

HGTSeal Paramete rC ode Enum

Verify Mask in HGTShortStatus VerifyMask (8000h)

HGTVerifyMask Enum

Data Type HGTSealShortStatusBitEnum (byte)
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Remarks
This parameter is part of the Long Status Parameter which contains all the
status flags of the DataSeal.

Use the constants in the HGTSealShortStatusBitEnum enumeration to
determine the state of the specific flags. Each flag has also a corresponding
boolean property in the Seal object.

Section 8.2.1- The DataSeal Status Flags contains descriptions of the
various flags.

Size of User Data

Seal O bject Property UserDataSize

Access Read-Only.

Description The size of the User Data memory area
in the DataSeal.

Constant in HGTUserDataSize (42h).

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Byte.

Value About 2K

Remarks

The exact value ofthis Parameter depends on the version of the DataSeal's
firmware, and on the Maximal Number of Events Parameter.

Sleep Duration Unit

Seal Object Property SleepDuration Unit

-162 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 8 System Parameters and Commands

Access Read & Write.

Description This Parameter defines the units for the
Sleep Duration argument in the Verify
and Tampered commands.

Constantin HGTSleepDuration Unit (33h)
HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte. Unit is seconds.
Default Value 5

Remarks

See the description of the Verify command for more information about this
parameter.

Time Filter for Read (Footprint) Events

Seal O bject Property TimeFilterForReadEvent
Access Read & Write.
Description Ifthe interval between 2 Read

(Footprint) Events is less than the value
of this Parameter then the 2™ Event
record won't be written.

Constant in HGTTimeFilterForReadEvent (6Ah).
HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).
HGTVerifyMask Enum

Data Type Byte. Unit is Tw.
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Default Value 0

Remarks

If the value of this Parameter is 0, then Read (Footprint) Event record are
always written.

The purpose of this Parameter is to prevent too many Event records to be
written if a DataReader performs a Verify command with Footprint
cyclically.

See the DataReader's SYS Parameter, and the Read Event for further
details.

Tp (Wakeup Time Interval in Deep Sleep Mode)

Seal O bject Property Tp (hidden property)
Access Read & Write.
Description The interval in which the DataSeal

wakes up in Deep Sleep Mode, in order
to check for a HF Hard Wakeup RF

command.

Constantin HGTTp (32h)

HGTSeal Paramete rC ode Enum

Verify Mask in (not supported).

HGTVerifyMask Enum

Data Type Long. Max value: 65535. Unit is
1/1.024ms (0.976ms).

Default Value 10000 (9.766 seconds)

Remarks

In Deep Sleep mode, the DataSeal wakes up in the interval specified by this
Parameter, to check for a Hard Wakeup command in HF.
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Ts (Time Slot Duration)

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Data Type

Value
Remarks

Ts (hidden property)
Read-Only.

Indicates the duration of each time slot
in Multi Addressed commands without

arguments.
HGTTs (30h)

(not supported).

Long. Max value: 65535. Untt is
1.024ms.

41

This Parameter is factory configured and cannot be changed.

Tw (Wakeup Time Interval)

Seal O bject Property
Access

Description

Constant in
HGTSeal Paramete rC ode Enum

Verify Mask in
HGTVerifyMask Enum

Tw (hidden property)
Read & Write.

The mnterval in which the DataSeal
wakes up in Normal Mode, in order to
check for HF RF commands.

HGTTw (31h)

(not supported).
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Data Type Long. Max value: 65535. Unit is
1/1.024ms (0.976ms).

Default Value 3000 (2.93 seconds)

Remarks

See section 8.1 - The High Frequency RF Protocol for more information
about this Parameter.

User Parameter 1 and User Parameter 2

Seal O bject Property UserParameterl
UserParameter2
Access Read & Write
Description Each of these Parameters are strings of

8 bytes that the user can use to store
anything he wants.

Constantin HGTUserParameterl (68h)
HGTSealParameterCode Enum  HGTUserParameter2 (69h)

Verify Mask in HGTUserParameterl VerifyMask
HGTVerifyMask Enum (10h)

HGTUserParameter2 VerifyMask (8)
Data Type String. Max length: 8 bytes.
Remarks

These Parameters can be used by the user for any purpose.
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8.21 The DataSeal Status Flags

The Long Status Parameter of the DataReader is a 32-bit value which each
bit represents a specific flag of Status. The Short Status Parameter is the 8
mo¢t significant bits of the Long Status.

Below are the descriptions of each of the Status flags: (All the flags are
included in the Long Status, and the first 8 are also included in the Short

Status)

Tampered

Seal Object Property
Mnemonic

Description

Constant in
HGTSealShortS tatusBitEnum

Constantin
HGTSeal LongStatusBitEnum

Low Battery Warning

Seal Object Property

Mne monic

Tampered

S/T

This flag gets set when the Sealing
Wire is opened or its electrical
resistance changes. It is cleared only by
one of the Set commands.

HGTTamperedShort (80h)

HGTStatus Tampered (80000000h)

LowBatteryW arning
LBW
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Description This flag gets set when the DataSeal's

battery voltage gets below the value of
the Low Battery Warning Threshold

Parameter.
Constantin HGTLowBatteryWarningShort (40h)
HGTSealShortS tatusBitEnum
Constant in HGTStatus LowBatteryW arning

HGTSeal LongStatusBitEnum  (40000000h)

Remarks

If this flag is on, the DataSeal is still functioning. However, you should
replace the DataSeal as soon as possible before it stops functioning,

Opened

Seal Object Property Opened

Mne monic o

Description This flag is on when the Sealing Wire
is open, and off when it is closed.

Constantin HGTO penShort (20h)

HGTSealShortS tatusBitEnum

Constant in HGTS tatusOpen (20000000h)

HGTSeal LongStatusBitEnum

Remarks
When this flag is on, the Tampered flag is also set (if it wasn't yet).

Suspended Set

Seal Object Property SuspendedSet
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Mne monic SS

Description This flag gets set when a Suspended
Set command is received, and stays on
until the Sealing Wire is closed.

Constantin HGTSuspendedSetShort (10h)

HGTSealShortS tatusBitEnum

Constant in HGTS tatusSus pen de dSet

HGTSeal LongStatusBitEnum  (10000000h)

Sealing Wire Changed

Seal Object Property SealWireChanged

Mne monic WRC

Description This flag gets set when the electrical
resistance of the Sealing Wire changes
relative to what it was during the last
Set operation.

Constant in HGTSuspendedSetShort (8h)

HGTSealShortS tatusBitEnum

Constant in HGTS tatusSus pende dSet (8000000h)

HGTSeal LongStatusBitEnum

Remarks

This may indicate that athieftriesto short the Sealing Wire.

Deep Sleep

Seal Object Property

Mne monic

DeepSleep
SL
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Description Indicates whether the DataSeal is in
Deep Sleep mode.

Constantin HGTDeepSleepShort (4h)

HGTSealShortS tatusBitEnum

Constantin HGTS tatus Dee pSlee p (4000000h)

HGTSeal LongStatusBitEnum
General Error

Seal Object Property
Mne monic

Description

Constant in
HGTSealShortS tatusBitEnum

Constant in
HGTSeal LongStatusBitEnum

Remarks

GeneralError
GE

Indicates an error that is indicated by
flags of the Long Status that are not
part of the Short Status.

HGTGeneralErrorShort (2)

HGTStatusGeneral Error (2000000h)

This flag's value (0 or 1) is the logical OR of the following flags: Life
Counter 0, Real Time Clock FError, Low Battery Error, Database
FError, Database Corrupted, Hardware Error and Illegal OrgID.

Approved Open

Seal Object Property ApprovedO pen
Mne monic AO
- 170 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 8 System Parameters and Commands

Description If the O pened flag is on, this flag

indicates whether the open is approved.
Ifthe O pened flag is off, this flag
indicates whether openingthe DataSeal

is allowed.
Constant in HGTApprovedO penShort (1)
HGTSealShortS tatusBitEnum
Constant in HGTS tatus Approve dO pen

HGTSealLongStatusBitEnum  (1000000h)

Remarks
This flag gets set using the Approve O pen command, and unset according
tothe arguments of that command.

Opening the Sealing Wire while this flag is on does not prevent the
Tampered flag from turning on, rather it is possible to detect that this is an
allowed "tampered" situation by examiningthe Approved Open flag.

Life Counter 0

Seal Object Property LifeCounterZero
Mne monic LCO
Description When the Life Counter Parameter

reaches 0, this flag is set. In this case
the DataSeal ceases to write Event

records.
Constant in HGTStatusLifeCounterZero
HGTSeal LongStatusBitEnum  (800000h)

Remarks

The Life Counter Parameter is decremented on each open and close
events, and when a Set command is issued.
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Real Time Clock (RTC) Error

Seal O bject Property RTC Error

Mne monic RTC

Description Indicates an error in the Real Time
Clock of the DataSeal.

Constant in HGTStatus RTC Error (400000h)

HGTSeal LongStatusBitEnum

Remarks

You can clear this flag using the Set/Reset Status command.

Low Battery Error

Seal O bject Property LowBatteryError
Mnemonic LBE
Description This flag gets set when the DataSeal's

battery voltage gets below the value of
the Low Battery Error Threshold

Parameter.
Constantin HGTS tatusRTC Error (200000h)
HGTSeal LongStatusBitEnum
Remarks

When this flag is on, the DataSeal is about to stop functioning, and you
should replace the DataSeal immediately.

Database Error (Corrupted and Restored)

Seal O bject Property DBCorruptedAndRestored
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Mnemonic DBE

Description This flag indicates that an error in the
DataSeal's intemal database was

detected, but successfully restored.

Constantin HGTS tatusDBC orruptedAndRestored
HGTSeal LongStatusBitEnum (100000h)
Remarks

You can clear this flag using the Set/Reset Status command.

Database Corrupted

Seal Object Property DBCorrupted
Mne monic DBC
Description This flag indicates that an error in the

DataSeal's intemal database was
detected, and could not be fixed.

Constant in HGTStatusDBC orrupted (80000h)
HGTSeal LongStatusBitEnum

Remarks
When this flag is on, you should replace the DataSeal.

New Battery

Seal Object Property NewBattery

Mnemonic NB

Description Indicates that a battery was replaced.
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Constant in HGTS tatusNe wBattery (20000h)
HGTSeal LongStatusBitEnum

Remarks
This flag is used only with DataSeals with replaceable batteries.
You can clear this flag using the Set/Reset Status command.

Hardw are Error

Seal Object Property HardwareError

Mne monic HRE

Description Indicates that an hardware error was
detected.

Constant in HGTStatusHardware Error (10000h)

HGTSeal LongStatusBitEnum

Remarks

When this flag is on, you should replace the DataSeal.

lllegal OrgID

Seal O bject Property Ille galO rgID

Mnemonic (031)]

Description Indicates that communication with the

DataSeal was attempted from a device
with a different OrglD or Department.

Constant in HGTS tatusIlle galO rgID (8000h)
HGTSeal LongStatusBitEnum
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Remarks

This flag may indicate that someone tried to "hack" the DataSeal using
unauthorized equipment.

You can clear this flag using the Set/Reset Status command.

Command Failed

Seal Object Property CommandFailed

Mne monic CMF

Description Indicates that the DataSeal could not
execute a command it received.

Constant in HGTS tatusComman dFailed (4000h)

HGTSeal LongStatusBitEnum

Remarks

You can clear this flag using the Set/Reset Status command.

Unrecognized Command

Seal Object Property UnrecognizedCommand
Mnemonic UNC
Description Indicates that the DataSeal received a

commandthat it does not recognize.

Constantin HGTS tatus Unre cognize dComm and
HGTSeal LongStatusBitEnum  (2000h)
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Remarks

One reason for this flag to be set can be in case you're using a DataReader
and a COM DLL with a versions that are newer that the version of the
DataSeal, and you're trying to execute a new command that the DataSeal
does not recognize.

You can clear this flag using the Set/Reset Status command.

Close Burst Mode

Seal Object Property CloseBurstMode
Mne monic BMC
Description Determines whether the DataSeal will

send a Burst message when the Sealing
Wire becomes closed.

Constantin HGTStatusCloseBurstMode (1000h)
HGTSeal LongStatusBitEnum

Remarks

The Burst message that is sent in this case is the Close Burst message.
You can set or clear this flag using the Set/Reset Status command.
Note: This flag is in effect only if the Alert Burst Mode flag is also set.

(Alert) Burst Mode

Seal Object Property AlertBurstMode
Mne monic BMU
Description Determines whether the DataSeal will

send Burst messages.
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Constant in HGTS tatus Ale rtBurstMode (800h)
HGTSeal LongStatusBitEnum

Remarks

Ifthis flag is on, the DataSeal will send an Alert Burst message when the
Sealing Wire becomes opened. The Burst message that is sent in this case is
the Alert Burst message orthe Extended Alert Burst message.

This flag also determines whether other types of Burst message is allowed.
Ifthis flag is off, the DataSeal won't send any kind of Burst message.

This flag can be set using the Start Alert Burst Mode and Start Alert

Burst Mode for All Seals, and cleared using the Stop Alert Burst Mode
and Stop Alert Burst Mode for All Seals commands.

Buffer Full

Seal Object Property Bu ffe rFull

Mne monic BF

Description This flag is set if a Read Data, Read
Events or Read Parameters command
requests too much data that exceeds the
size of the DataSeal's output buffer.

Constant in HGTStatus AlertBurstMode (80h)

HGTSeal LongStatusBitEnum

Remarks

The largest block you can read is Maximal Message Size — 13 (=67 bytes).
You can clear this flag using the Set/Reset Status command.

Scroll

Seal Object Property Scroll
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Mnemonic SRL

Description Indicates whether the Events Memory
began to overwrite older Event records
in the Scrollable Portion of the Events
Memory, because the Events Memory
is full.

Constant in HGTS tatusScroll (40h)
HGTSeal LongStatusBitEnum

Remarks

See the next section for more information about the Events Memory and
the DataSeal Events.

High Frequency (HF) Disabled

Seal Object Property HFDisabled

Mne monic HFD

Description Determines whether the DataSeal will
listen to the HF channel.

Constantin HGTS tatusHFDisabled (20h)

HGTSeal LongStatusBitEnum

Remarks

When this flag is onthe DataSeal will not open the HF receiver to listen for
messages.

You can set or clear this flag using the Set/Reset Status command. The
Temporarily Disable HF command, and the Verify and Tampered
commands with Slee p Duration argument that isnot 0, also turn on this
flag for a specified period.

Note: Thismode doesnot affect the Low Frequency channel.
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Send OrglID in Burst

Seal O bject Property
Mnemonic

Description

Constant in
HGTSeal LongStatusBitEnum

Remarks

OrgIDBurst
OIB

Determines whether the OrgID of the
DataSeal will be sent when it transmits
a Burst message.

HGTS tatusOrgIDBurst (10h)

You can set or clear this flag using the Set/Reset Status command.

Accelerated Verify Mode

Seal Object Property
Mne monic

Description

Constantin
HGTSeal LongStatusBitEnum

Remarks

(Not supported).

AVM

Indicates that the DataSeal is in an
Accelerated Verify mode.

HGTStatus AcceleratedVerifyMode
(8)

See the Accelerate Verify command for further information about this flag.

8.3 Events

See chapter 6 for a general description of the Events Memory.
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8.3.1 General Structure of an Event Record

There are 2 main types of Event records: Short Event Record and Long
Event Record. In DataSealLib, both types are represented by the Seal Event
class, but the Short Event Record does not use all the members. The
following SealEvent class members are used both in Short Events and in
Long Event records:

Number — The sequential number of the Event record.

Code — The code (type) of the Event record The
HGTEventCode Enum enumeration contains the constants for these
codes.

DateTime —The date & time (in UT C) when the event occurred.

SealStamp — The value of the Seal Stamp parameter when the event
occurred.

CRC — The Cyclic Redundancy Check code that ensures the validity of
the first part ofthe record.

The following SealEvent class members are used only in the Long Event
records:

CodeEx — The code of the extension of the Event record. This is
always the same as Code + 80h.

Reader ID — The ID of the device that caused the Event (for example,
in a Set operation). Note that this is not necessarily an ID of a
DataReader — it could also be the ID of a DataT erminal, DataPort or
any other kind of device that could cause the Event.

Note: If DataSealLib recognizes the Reader ID as a DataReader that it
knows it returns the Reader object instead of the Reader 1D itself.

SealStamp2 — 2 Additional bytes that contain data specific to the type
of Event. Most Event types doesnot use this field at all.
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=  CRC2 -The Cyclic Redundancy Check code that ensures the validity
of'the second part of the record.

Below are the descriptions of the different Event types:

Set

Constantin HGTSetEvent (1)

HGTEventCode Enum

Type of Event record Long

When Written On a successful completion of a Set
command.

Remarks

This is always the first Event record in the Events Memory.

Sealing Wire Changed

Constant in HGTWireTamperedEvent (2)
HGTEventCode Enum

Type of Event record Short

When Written If the electrical resistance ofthe

Sealing Wire has changed relative to
what it was when the last Set command
was executed.

Low Battery Warning

Constant in HGTLowBatteryWamingEvent (3)
HGTEventCode Enum
Type of Event record Short
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When Written

Remarks

When the DataSeal's battery voltage
gets below the value of the Low
Battery Waming Threshold
Parameter.

There'sno "Low Battery Error" Event because when the Low Battery
Error flag is set the DataSeal ceases to write Events.

Sealing Wire Opened

Constant in
HGTEventCode Enum

Type of Event record
When Written

Sealing Wire Closed

Constant in
HGTEventCode Enum

Type of Event record
When Written

Soft Set

Constant in
HGTEventCode Enum

Type of Event record

HGTWireO penedEvent (4)

Short

When the Sealing Wire is opened or
cut.

HGTWireClosedEvent (5)

Short
When the Sealing Wire is closed.

HGTSoftSetEvent (7)

Long

-182 - Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 8 System Parameters and Commands

When Written On successful completion of a Soft Set
command.

Remarks

The Soft Set command is similar to the Set command, but doesnot clear
the Events Memory. Instead, it writes the Soft Set Event record.

Real Time Clock (RTC) Stopped

Constantin HGTRTC StoppedEvent (8)

HGTEventCode Enum

Type of Event record Short

When Written When the Built-in Test detects an error
in the Real Time Clock.

Database Corrupted and Restored

Constantin HGTDBCorruptedEvent (9)
HGTEventCode Enum

Type of Event record Short

When Written When the Built-in Test detects an error

in the DataSeal's internal Database, but
succeeds to restore it.

Remarks
Ifthe DataSeal is not able to restore the database, it doesn't write Event
records, and you should replacethe DataSeal.
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Read (Footprint)

Constant in
HGTEventCode Enum

Type of Event record
When Written

Date & Time Updated

Constant in
HGTEventCode Enum

Type of Event record
When Written

Value of SealS tamp2

Suspended Set

Constant in
HGTEventCode Enum

HGTReadEvent (10)

Long

On successful completion of one of the
Verify or Tampered commands, if bit
7 ofthe DataReader's SYS Parameter
of'the DataReader is 1. Also written on
completion of the Low-Frequency
Read command.

HGTTime Update Event (0Bh)

Long

On successful completion of a Write
Parameters commandthat updates the
Date & Time Parameter.

The high (MSB) byte contains the
number of minutes (signed) that was
added to the previous value of the Date
& Time Parameter. The low (LSB)
byte isnot used (0).

HGTSuspendedSetEvent (0Ch)
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Type of Event record Long

When Written On successful completion of a
Suspended Set command.

Remarks
Ifthe Sealing Wire was opened when the SuspendedSet command was
executed, the Suspended Set Event will first be appended to the existing

Events, and after closing the Sealing Wire, all the previous Event records
will be deleted, and the Suspended Set Event will become the first.

Start Burst Mode

Constantin HGTStartBurstMode Event (0Dh)
HGTEventCode Enum

Type of Event record Long

When Written On successful completion of a Start

Alert Burst Mode or Start Alert
Burst Mode for All Seals command.

Stop Burst Mode

Constantin HGTStopBurstModeEvent (OEh)
HGTEventCode Enum

Type of Event record Long

When Written On successful completion of a Stop

Alert Burst Mode or Stop Alert Burst
Mode for All Seals command.

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology - 185 -




Chapter 8 System Parameters and Commands

Start Deep Sleep Mode

Constantin HGTStartDeepSleepMode Event
HGTEventCode Enum (OFh)

Type of Event record Long

When Written On successful completion of a Deep

Sleep command.

Remarks
After this Event the DataSeal enters Deep Sleep mode and stops writing
new Event records. After a Hard Wakeup command the DataSeal wakes

up, but it continues to write Event records only after a new Set command is
executed.

Approved Open

Constant in HGTApprovedO penEvent (0Fh)
HGTEventCode Enum

Type of Event record Long

When Written On successful completion of an

Approve Open command.

8.4 High-Frequency RF Commands Summary

There are 3 groups of HF RF commands: Addressed, Multi Addressed
(with or without arguments) and Broadcast (see section 8.1.2 - Addressing
Types for descriptions about these 3 groups). DataSealLib exposes each RF
command as a method of a class: Addressed commands are provided as
methods of the Seal class; Multi Addressed commands are provided as
methods of the Seals class, and Broadcast commands are provided as
methods of the Reader class.
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All of the methods in DataSealLib that execute RF commands take the
following 2 optional arguments (usually these are the last arguments):

*  RFCommandO bject — This argument is used for controlling specific
issues regarding the way that DataSealLib returns the results of the RF
command. When the command completes, its Result property contains
the results. For further information about this argument and the
RFC omm an dO bject class see the online documentation.

=  ADI - This is the ADI (group ID) that will be sent with the command.
See chapter 6 for further information about ADI.

The following sections contain a summary of the (HF) RF commands and
their arguments. The RFC omman dO bject and ADI arguments are omitted
from each command, because they are common to all and described above.
Arguments that are relevant only to DataSealLib and does not affect the RF
communications, are omitted too. See the online documentation for help
about these arguments. Note that there are default values to almost all
arguments of all the commands. See the online documentation for further
information about these default values.

8.4.1 Broadcast Commands
NOP (No Operation)

Method Reader.NOP (Hidden method)

Description When a DataSeal receives this commands it does
nothing for the specified period. This is sometimes
useful when performing a Command Chain.
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Arguments:
Name | Type | Description
Period Long The period until the DataS eal will
wait for the next command.
Result Type Boolean

Result Description ~ Always returns True (DataSeals don't respondto
this command).

Remarks

See section 8.7 for further information about Command Chains.

Verify, Tam pered

Method Reader.Verify

Description Detects which DataSeals are in the DataReader's
Receiving Zone, or which tampered DataSeals
are in the DataReader's Receiving Zone. It can
also read selected Parameters and/or User Data
from the receiving DataSeals.
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Arguments:

Name

Type

Description

Mask

TamperedO nly

RFParameters

StartAddress

Length

Result Type
Result Description

HG TVerifyMaskEnum
enumeration

Boolean

RFParameters class

Integer

Byte

Seals class

The set of parameters to request.
Use the 'Ot operator to combine
more than one constant from the
HGTVerfyM askEnum
enumeration.

Whether to ask only the tampered
DataSeal to respond. Intemally,
DataSealLib uses this argument to
detemines thetype of the
command that will be sent (the
Verify command or the
Tampered command).

Contains propetties that controls
low-level features of the
command. See the R emarks below
for further information.

The starting address of the User
Data to request. This argument is
relevant only if the
HGTUserDataVernfyM ask flag is
included in the Mask argument.

The length in bytes of the User
Data to request. This argument is
relevant only if the
HGTUserDataVernfyMask flag is
included in the Mask argument.

The Seals class contains the Seal objects that
represents the responded DataSeals. The
requested parameters are reflected through the
Seal objects' properties.
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Remarks

The following scheme demonstrates the various parts of the Verify
command through time:

The following scheme demonstrates the various parts of the Receiving
Window through time:

Assigned Windows Random Windows Tamper Windows

AW AW AW RW RW RW T™W T™W

The RFParameters class hasthe following properties:

Name Type Description

Tem Byte Duration ofthe Calibration
Message Window. Units are
1.024ms. If 0 —there's no
Calibration M essage Window.

TheCalibration M essage Window
is used along with the
HGTDistancelndex VernfyMask
flag oftheMask argument, to
detemine the relative distance of
the DataSeal from the DataR eader.
(Default is 0).

Tiw Integer The duration of theR eader
Intedace Window. Units are
1.024ms. (Default is 0).
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Ts

Nt

Byte

Byte

Byte

Byte

Byte

Duration ofthe Time Slice
(window) thatthe DataR eader
receives asingle DataSeal
response. This duration must bein
correlation with the number of
bytes that were requested in the
Mask and Length arguments, and
with the value ofthe
RFParameters.Confirmation
Flag popertty. This propetty is
usually calculated automatically,
or you can use the SetBestT's
method to calculate it. Units are
1.024 ms

Number of Assigned Windows.
This argument is currently not
supported by the DataS eals.

Number ofRandom Windows.
You can calculate thebest value
for this property using the
DefaultsFor method.

Number of T amper Windows.
These windows are meant only for
DataSeals that their Tampered flag
is on.

The 7 rightmost bits are the
number of random retries in the
Random Windows, whichis the
number of Windows in which
each DataSeal chooses randomly
to send his responses.

The lefimost bit detemines
whether the DataR eader will send
a confirmation to a DataS eal when
it receivesits response. Thisbit is
also exposed through the
ConfirmationFlag property.

You can calculate thebest value
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for this property using the
DefaultsFor method.
Rt Byte Number of random retries in the
Tamper Windows.
SleepDuration Byte If this parameter isnot 0, and the

ConfirmationFlag is True, the
DataSeal will execute a
Temporarily Disable HF
command with the duration
specified by this argument, upon
receiving the confirmation. The
units of this arguments is
detemined by the DataSeal's
Sleep Duration Unit parameter.

This is usefll to avoid collisions
and to save battery when you need
to receive large amountof
DataSeals that are in the same
zone.

Start Alert Burst Mode for All Seals, Stop Alert Burst Mode for

All Seals
Method Reader.SetAsyncAlertBurstMode
Description Causes all the DataSeals that receivethis command

to start or to stop being in Alert Burst Mode by
setting or clearingtheir Alert Burst Mode status

flag.
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Arguments:
Name Type Description
BurstMode Boolean Detemines whetherto startor to
stop BustMode Internally,
DataSealLib uses this argument to
detemines thetype of the
command that will be sent (the
Start Alert Burst Mode for All
Seals command or the Stop Alert
BustMode for All Seals
command).
Result Type Boolean
Result Description ~ Always returns True (DataSeals don't respondto
this command).
Accelerate Verify
Method Reader.AccelerateVerify
Description Allows large amount of DataSeals to respond to a
Verify command i a short period oftime, and in
high velocity (on a train, for example).
It does so by changing Tw temporarily to a smaller
value (shorter period).
Arguments:
Name | Type | Description
NewTw Integer The new (temporaty) value of

Tw.
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Phase Long The interval in seconds of the
time between the DataS eal
receives the command and until
it starts the ActivePerod (the
period in which Tw is replaced
with NewTw).

Activelnterval Long The duration of the Active
Interval in seconds. The
resolution is the maximum of
the following two values: the
original valueofthe Tw
parameter and the value of the
NewTw argument.

CheckReader Boolean SeeRemarks.
UselnVerify Boolean SeeRemarks.
UseInTamper Boolean SeeRemarks.
RestoreTwO nConfirmation | Boolean Detemines whetherthe

DataSeal should exit the Active
Period (restore Tw) when it
receives a confirmation to a
Verify response.

Result Type Boolean

Result Description  Always returns True (DataSeals don't respondto
this command).
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Remarks

If the DataSeal received a Verify command during the Active Period and
UseInVerify is True, upon receiving a confirmation flag to its response it
does the following:

If Restore TwWOnConfirmation is True, it restores the original Tw, and
leaves the Active Period. If it is False, the DataSeal ignores further Verify
commands until the end ofthe Active Period. If CheckReader is True, the
DataSeal ignores only Verify commands transmitted by the same
DataReader.

The same thing applies for a Tampered command and the UseInTamper
flag.

When the DataSeal receives this command it sets the Accelerated Verify

Mode flag in the Long Status, and clears it when it leaves the Active
Period.

8.4.2 Addressed Commands

Addressed Verify
Method Seal.Verify
Description Verifies that a specific DataSeal is in the
DataReader's Receiving Zone. It can also read
selected parameters and/or User Data from that
DataSeal.
Arguments:
Name Type Description
Mask HGTVerifyMaskEnum | The set of parameters to request.
enumeration Use the 'Ot operator to combine
more than one constant from the
HGT VerfyM askEnum
enum eration.
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RFParameters RFParameters class Contains propetties that controls
low-level features of the
command. See theRemarks of the
Verify command for further
information. The following
properties are not applicable to
the Addressed Verify: Na, Nt
and Rt.

StartAddress Integer The starting address of the User
Data to request. This argument is
relevant only if the
HGTUserDataVernfyM ask flag is
included in the Mask argument.

Length Byte The length in bytes of the User
Data to request. This argument is
relevant only if the
HGTUserDataVerfyMask flag is
included in the Mask argument.

Result Type Seal class

Result Description The original Seal objects that represents the
specified DataSeal. The requested parameters are

reflected through the object properties.

Approve Open

Method Seal. ApproveO pen
Description Tums on the Approved O pen flag in the
DataSeal's Statusto indicate that it allows to be
opened.
Arguments:
Name Type Description
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ClearOnClose Boolean Whether the DataS eal should
clear the Approved Open fag
when theSealing Wire is closed
again.

Result Type Byte
Result Description The Short Status of the DataSeal.

Remarks
When the DataSeal receives this command it writes an Approved Open
Event record.

Temporarily Disable High Frequency

Method Seal.TempDisableHF
Description Tums on the HF Disabled flag in the DataSeal's
Status for a specified period.
Arguments:
Name Type Description
Period Long The duration in seconds in which
(Max value: 65535). the HF will bedisabled.
InterruptOnTamper Boolean Whether the DataS eal would
reactivate its HF receiverwhen a
Tampered Event occurrs.
Result Type Byte

Result Description The Short Status of the DataSeal.
Read Events

Method Seal.ReadEvents
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Description Returns all or part ofthe Event recordsthat are
currently in the DataSeal's Events Memory.
Arguments:
Name Type Description
StartEventNumber Byte The first Event numberto read.
NumberO fEvents Byte Themaximum number of Event

Result Type

Events class

records to read.

Result Description The returned Events object is a collection of
SealEvent objects that represent the Event
records.

Read Data

Method Seal.ReadData

Description Reads a block of data from the User Data memory
of'the specified DataSeal.

Arguments:

Name Type Description

BaseAddress Integer The first address in the DataSeal's
User Datamemory from which to
start reading.

BlockLength Integer The lengthin bytes of the block of
memory to read from the
DataSeal.

Result Type Array of Bytes.

Result Description

The block of data that was read from the DataSeal.
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Remarks
The maximal possible Block Length is 67 bytes.

Read Parameters

Method Seal.ReadParameters (for reading multiple
parameters)
Seal.ReadParameter (for reading single
parameter)

Description Reads the value of one or more Parameters of

the specified DataSeal.

Seal.ReadParameters Arguments:
Name Type Description

CodesAndValues SealCodesAndValues class The collection of the
parameters to read. See the
online documentation for
further information regarding
how to fill this collection.

Seal.ReadParameter Arguments:

Name Type Description
Code HGTSealParameterCodeEnum | The code of the parameter
enumeration that you want to read.
Result Type for SealCodes AndValues class

Seal.ReadParameters

Result Description for The collection is filled withthe values ofthe
Seal.ReadParameters parameters.

Result Type for Variant (accordingto the type ofthe parameter)
Seal.ReadParameter
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Result Description for ~ The value ofthe parameter that was read.

Seal.ReadParameter

Read Multi Access Data

Method Seal.ReadMulti AccessData
Description Reads one or more blocks of data (possibly
inadjacent) from the User Data memory ofthe
specified DataSeal.
Arguments:
Name Type Description
AddressesAndSizes Variant An array that contains pairs of
Address and Size of the blocks of
User Data to read.
Result Type Array of bytes or an array of array of bytes— see

Result Description

the online documentation for further imformation.

The result isthe requested data.

Write Data
Method Seal.WriteData
Description Writes a block of data to the User Data memory of
the specified DataSeal.
Arguments:
Name Type Description
BaseAddress Integer The first address in the DataSeal's
User Datamem oty to where you
want to write the data.
Data

Array ofbytes The data that you want to write to
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| | the DataSeal.
Result Type Byte
Result Description The Short Status of the DataSeal.

Write Parameters

Method Seal.Write Parameters (for writing multiple
parameters)

Seal.Write Parameter (for writing single
parameter)

Description Writes new value(s) to one or more Parameters of
the DataSeal.

Arguments for Seal. Write Parameters:

Name Type Description

CodesAndValues SealCodesAndValues class A oollection that contains
pairs of Parameter codes and
the values that you want to
write to them.

Arguments for Seal. Write Parameter:

Name Type Description
Code HGTSealParameterCodeEnum | The code of the parameter
enum eration that you want to update.
Value Variant (according to the The new value thatyou want
specific parameter) to wiiteto that parameter.
Result Type Byte

Result Description The Short Status of the DataSeal.
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Start Forced Burst

Method

Description

Arguments:

Name

Seal.StartForce dBurst

Instructs the DataSeal to transmit a special Burst
message accordingtothe specified arguments.

Type

Description

Mask

Phase

Period

RandomDiff

Retries

UserCode

HG TVerifyMaskEnum
enumeration

Long

Long

Long

Byte

Byte

The set of parameters that you
want the DataSeal to transmit in
theForced Burst messages. Use
the 'Or' operator to combinemore
than one constant from the

HG TVerifyMaskEnum
enumeration.

The interval in milliseconds since
the DataSeal received the
command and until itshould start
sending the Forced Burst
messages.

Themean interval, in miliseconds,
between retries (retransmits) of
the Forced Burst messages.

The range, inmiliseconds, of the
random variance from themean
interval between retries of the
Forced Burst messages.

Themaximum number of retries
that theDataSeal will send.
Specify 0 for unlimited number of
retries. Specify 255 to stop the
DataSeal from sending further
Forced Burst messages.

A general purpose valuethat will
be sent in the Forced Bust
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messages, that youmay useto
indicate the reason for the Forced
Bur st message.

StartAddress Integer The start address ofthe User Data
that will be transmitted in the
Forced Burst messages. The
HGTUserDataVerifyMask value
mustbe included inthe Mask
argument in order to send data.

Length Byte The lengthin bytes of the User
Data that will betransmitted in
the Forced Burst messages. The
HGTUserDataVerifyMask value
mustbe included inthe Mask
argument in order to send data

Result Type Byte
Result Description The Short Status of the DataSeal.
Remarks

The DataSeal must be in Burst Mode in order to send the Forced Burst
messages.

Set/Reset Status
Method Seal.SetStatus
Description Sets or clears specified flags in the DataSeal's
Long Status.
Arguments:
Name Type Description
Mask HG TSealLongStatusBitEnum | Themask of the flags thatyou
enumeration want to set.
Value HG TSealLongStatusBitEnum | The values of the flags that you
enumeration want to set.
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Result Type Byte
Result Description The Short Status of the DataSeal.

Remarks

Not all flags in the Long Status can be changed. See section 8.2.1- The
DataSeal Status Flags for information about which flags can be changed
using this command.

8.4.3 Multi Addressed Commands
8.4.3.1 Multi Addressed Commands With Parameters

Multi Addressed Verify

Method Seals.Verify

Description Verifies that the specific DataSeals are in the
DataReader's Receiving Zone. It can also read

selected parameters and/or User Data from those
DataSeals.

Arguments:
Name Type Description

Mask HG TVerifyMaskEnum | The set of parameters to request.
enumeration Use the 'Ot operator to combine
more than one constant from the
HGT VerfyM askEnum

enum eration.

RFParameters RFParameters class Contains propetties that controls
low-level features of the
command. See theRemarks of the
Verify command for further
information. The following
properties are not applicable to
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the Multi Addressed Verify: Na,
Nt and Rt.

StartAddress Integer The starting address of the User
Data to request. This argument is
relevant only if the
HGTUserDataVerifyMask flag is
included in the Mask argument.

Length Byte The length in bytes of the User
Data to request. This argument is
relevant only if the
HGTUserDataVenfyMask flag is
included in the Mask argument.

Result Type Seals class

Result Description The returned Seals object contains only the Seal
objects of the DataSeals that responded.
The requested parameters are reflected through the
Seal objects' propetties.

Remarks

The maximal number of DataSeals that can be addressed using this

command is 7. To address more than 7 DataSeals you can send this
command multiple times, or use a Command Chain.

8.4.3.2 Multi Addressed Commands Without Parameters

All the Multi Addressed commands without parameters can apply up to 8
DataSeals. The result type is always a Seals object that contains only the
DataSeals that have responded. For all the commands their ShortStatus
property is updated accordingto their response, and for the Set, Suspended
Set and Soft Set commands also the LongStatus and SealStamp properties
are updated.
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Note: All the 3 types of set are performed through DataSealLib using the

Seals.SealSet method. You specify the type of Set through the SetO ptions
argument. See the online documentation for further information.

Set

Method Seals.SealSet

Description Prepares the DataSeal for a new use.
Remarks

When a DataSeal receives this command it performs the following actions:

1. Clearing the following Status flags: Tampered, Low Battery
Warning, Opened, Suspended Set and Sealing Wire Changed.

2. Deleting all the Event records from the Events Memory.
3. Write anew Set Event record.

4. The Last Set Reader parameter is updated.

The Set command fails inthe following situations:

= The DataSeal is in Deep Sleep mode.

= Life Counter is0.

= The DataSeal's intemal database is corrupted.
= The Low Battery Error flag is on.

= The Sealing Wire is open.

Suspended Set

Method Seals.SealSet
Description Prepares the DataSeal for a new use.
Remarks
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When a DataSeal receives this command it performs the following actions:
If upon receiving the commandthe Sealing Wire is opened:

1. Tuming on the Suspended Set flag in the Status is on

2. A Suspended Set Event is written.

3. After the Sealing Wire gets closed: the following Status flags are
cleared: Tampered, Low Battery Warning, Opened, Suspended Set,
Sealing Wire Changed, Approved O pen and Database Error.

4. All the Event records are deleted from the Events Memory, except the
Suspended Set Event, that becomes the first Event record.

5. The Last Set Reader ID parameter is updated.
If upon receiving the commandthe Sealing Wire is closed:

1. The following Status flags are cleared: Tampered, Low Battery
Warning, Opened, Suspended Set, Sealing Wire Changed,
Approved Open and Database Error.

2. All the Event records are deleted fromthe Events Memory.

3. A newSuspended Set Event is written.
4. The Last Set Reader ID parameter is updated.
The Suspended Set command fails in the following situations:

= The DataSeal is in Deep Sleep mode.

= Life Counter is0.

= The DataSeal's intemal database is corrupted.
» The Low Battery Error flag is on.

Soft Set
Method Seals.SealSet
Description Prepares the DataSeal for a new use without

deleting existing Event records.
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Remarks
When a DataSeal receives this command it performs the following actions:

1. Clearing the following Status flags: Tampered, Low Battery
Warning, Opened, Suspended Set and Sealing Wire Changed.

2. Write anew Soft Set Event record.
3. The Last Set Reader ID parameter is updated.
The Soft Set command fails in the following situations:

= The DataSeal is in Deep Sleep mode.

*= Life Counter isO.

= The DataSeal's intemal database is corrupted.
* The Low Battery Error flag is on.

* The Sealing Wire is open.

Reset Data

Method Seals.ResetDataBlock

Description Initializes all the User Data memory to 0's.

Deep Sleep

Method Seals.DeepSleep

Description Puts the specified DataSeals in Deep Sleep mode.
Remarks

When a DataSeal receives this command it performs the following actions:
1. The Deep Sleep flag inthe DataSeal's Status is turned on.

2. A DeepSleep Event is written.

3. Ifthe Alert Burst Mode flag is on, an Alert Burst message sending
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process begins.

If the HF flag in the Application Hags parameter is 1 and the Sealing
Wire is closed, the command fails.

In Deep Sleep mode, built-in tests and Sealing Wire resistance checking are
not performed. The DataSeal wakes up in Tp intervalsto check for a Hard
W akeup command.

Hard Wakeup

Method Seals.DeepSleep
Description Wakes up DataSeals that are in Deep Sleep mode.
Remarks

When a DataSeal receives this command it performs the following actions:
1. The Deep Sleep flag is cleared.

2. The wakeup interval of the DataSeal returns to be Tw (instead of Tp).
However, built-in tests and Sealing Wire resistance checking are not
performed until the successful completion of the next Set, Suspended
Set, or Soft Set command.

Start Alert Burst Mode, Stop Alert Bust Mode

Method Seals.SetAsyn cAlertBurstMode

Description Starts or stops the specified DataSeals from being
in Burst Mode.

Remarks

The method has a boolean argument called BustMode that determines
whether to perform Start Alert Burst Mode command or a Stop Alert
Burst Mode command.

When a DataSeal receives this command it sets (Start) or clears (Stop) the
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Alert Burst Mode flag in the Long Status.

Acknowledge Alert Burst, Acknowledge Close Burst,
Acknowledge Forced Burst

Method Seals.AckBurst

Description Tells the DataSeals that send the specified type of
Burst message that their message has been
received, and that they can stop sending more
retries of it.

Remarks

The method has an argument called AckBurstType that determines the
specific type of command to perform.

When a DataSeal receives this command it stops sending more retries of
the same Burst message of the specifiedtype, until anew Event of thiskind
occurs.

8.5 BurstMessages

Burst messages are messages that a DataSeal transmits to the listening
DataReaders. Unlike the RF commands, the Burst messages are sent from
the DataSeal not as a response to a command, but asynchronous to the
DataReader's transmissions, as a result of some kind of event.

Be aware that Burst messages may interfere with normal RF commands
transmissions because they are not synchronized with them. Proper system
design should be made in order to prevent or overcome these cases.

There are 4 events that can cause Burst messages: Sealing Wire is opened,
Sealing Wire is closed, The DataSeal is being put in Deep Sleep (either
through HF or LF), and an event that is initiated by a special RF command
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called Start Forced Burst (either LF or HF). Further details about each
type of Burst message are given below.

Burst messages should be enabled in the DataSeal, by sending the Start
Alert Burst Mode or Start Alert Burst Mode for All Seals command. In
addition, in order for a DataReader to receive Burst message, a special flag
called Allow Burst in the DataReader has to be on. When a DataReader
receives a Burst message, if it's Allow Burst flag (Reader.AllowBurst
property) is on and it is not currently executing another RF command, it
stores the message inside its memory. The application software should
check for Burst messages periodically in order to receive them, using the
Reader.GetBurstMessages method. In addition, Close Burst messages
have to be enabled in the DataSeal by settingthe Close Burst Mode flag in
the DataSeal's Long Status.

Burst messages can be sent more than once (for each causing event) in
order to maximize the probability that a DataReader will receive the
message. The exact number of retries is determined by the Maximal Alert
and Close Burst Retries and Maximal Deep Sleep Burst Retries
DataSeal parameters, and the intervals between them is determined by the
Alert and Close Burst Period and the Deep Sleep Burst Period. For
Forced Burst messages the number of retries an the interval is determined
by the command arguments.

When a DataReader receives a Burst message, it can send an acknowledge
back to the DataSeal, so the DataSeal can stop sending more retries of the
same message. This helps to reduce the DataSeal's battery usage and make
the RF environment less "noisy". There are 2 optionsto acknowledge Burst
messages: automatic and manual.

The automatic acknowledge is sent by the receiving DataReader
immediately when it receives the message. In order to use the automatic
acknowledge, the Automatic Acknowle dge Burst flag
(Reader.AutoAckBurst property) in the DataReader should be on and also
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the 2" bit in the DataSeal's Flags parameter should be on. If the Automatic
Acknowledge Random Delay flag (Reader.AckBurstRandomDelay
property) in the DataReader is on too, the DataReader will randomly
choose 1 of 4 windows in which it will send its acknowledge.

The advantages ofthe automatic Burst acknowledge are:

= The acknowledge is very short (about 50ms).
= The application doesn't haveto take care of it.

The disadvantages of the automatic Burst acknowledge are:

* The acknowledge does not ensure that the application received the
message.

= If the Automatic Acknowledge Random Delay flag is off, if more
than one DataReader receives the message, and both will try to send an
acknowledge, the RF transmissions of these acknowledges will collide.

= If Automatic Acknowledge Random Delay flag is on, for 2
DataReaders there's a chance of 25% for collision, for 3 DataReaders

35%, and for 4 DataReaders or more the probability risesto about 50%
or more.

The manual acknowledge is a normal RF command mitiated by the
application. Note that DataSealLib sends this command by default when the
application gets the Burst messages from a DataReader (using the
Reader.GetBurstMessages method), but you have the opportunity to
cancel it, and/or send it when most appropriate to you. See the online
documentation for more information.

The advantages ofthe manual Burst acknowledge are:
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* The application may send the acknowledge after it has written the

message to a database. This ensures that no data will be lost even in
case of application crash or DataReader's reset.

= The application can send only one acknowledge to every burst message
even if many DataReaders received it or more than one retry was
received.

= The application can choose the most appropriate timing for sending the
acknowledge.

The disadvantages of the manual Burst acknowledge are:

=  Because it is a normal RF command it takes the 3 seconds of the
Reader Interrogation Header (Thw).

= It isnot atomatic. Nevertheless, DataSealLib sends it automatically by
default.

Note that more than one DataReader may receive the same Burst message,
and that each DataReader may receive more than one retry of the same
burst message. It is the application's responsibility to correlate equal Burst
messages.

There are 2 formats of Burst messages: one is older, an always included
only the Short Status of the DataSeal. The new format can include any
parameter and/or User Data. See the description of the Alert Burst Data
Descriptor, Close Burst Data Descriptor and the arguments of the Start
Forced Burst RF command for mformation about how to define which
parameters and User Data will be included in each type of message. In
addition, the new format includes a sequential number for each event that
caused a Burst message. This way you can easily correlate messages that
are received by different DataReader, or 2 retries of the same message. The
Forced Burst messages also contain a special User Code argument that the
user can use to define the purpose of the Burst message. In DataSealLib,
you receive the Burst messages through the Reader.BurstEx event, and
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you can know which parameters a Burst message includes by examining
the Se al.Response Mask property. See the online documentation for further
details.

Below there's a summary of all the Burst messages:

Alert Burst

Constant in HGTAlertBurst (77h) — old format.

HGTBurstType Enum HGTAlertBurstEx (7Ah) — new format.

Constant of acknowledge =~ HGTAckAlertBurst (BBh)

type in

HGTAckBurstType Enum

Occurs when Sealing Wire is opened or its resistance
changes.

Remarks

Any of the Set commands also stops the Burst message from being
retransmitted.

Deep Sleep Burst

Constant in HGTDeepSleepBurst (77h) — old format
HGTBurstType Enum (this is a synonym of the HGTAlertBurst
constant).

HGTAlertBurstEx (7Ah)— new format.
Constant of acknowledge ~HGTAckDeepSleepBurst (BBh) (this is a

type in synonym of the HGTAck AlertBurst
HGTAckBurstType Enum constant).
Occurs when The DataSeal completes a Deep Sleep RF

command (either in LF or in HF).
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Remarks

The RF message andthe acknowledge are the same for Alert Burst and for
Deep Sleep Burst. However, you can distinguish them using the flags in
the Short Status.

Close Burst

Constant in HGTCloseBurst (7%h)
HGTBurstType Enum

Constant of acknowledge =~ HGTAckCloseBurst (BDh)

type in
HGTAckBurstType Enum

Occurs when Sealing Wire is closed.

Forced Burst

Constant in HGTForcedBurst (78h)
HGTBurstType Enum

Constant of acknowledge ~HGTForcedBurst (BCh)

type in

HGTAckBurstType Enum

Occurs when The DataSeal completes aStart Forced

Burst RF command (either in LF or n HF),
and the specified Period has passed.

8.6 DataReader Parameters

Like the DataSeal, the DataReader also has a set of configurable parameters
that affect its operation. In DataSealLib most of these parameters are
exposed as properties of the Reader class, and some are even used
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internally by the library. You can use the ReadParameter and
WriteParameter methods of the Reader class to read and write the
parameters. As in the DataSeal, some parameters are Read-Only, and others
are Read/Write. Below is a summary of the DataReader Parameters:

MCU Firmware Version

Property Name (not supported).

Access Read-Only.

Data Type String.

Constant in HGTReaderFirmware Version (1)

HGTReaderParameterCode Enum

Description Returns the firmware version ofthe
MCU (main) unit of the
DataReader.

Reader ID

Property Name ReaderID (Default property).

Access Read-Only.

Data Type String. The string contains a
number between 0 and 2%-1.

Constant in HGTReaderID (2)

HGTReaderParameterCode Enum

Description Returns the unique identification

number ofthe DataReader.

Remarks

Hi-G-Tek assigns the Reader ID wuniquely to each manufactured
DataReader, DataP ort, DataTerminal and MicroDataReader.
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Reader Address

Property Name Address (Hidden property).

Access Read-Only.

Data Type Long. Max value: 65535.

Constantin HGTReaderAddress (3)

HGTReaderParameterCode Enum

Description Returns the RS-485 address of the
DataReader.

Remarks

Inside the DataReader this parameter is writable, but DataSealLib assigns
and manages the Address parameter of all the connected DataReaders
internally. Each DataReader that is connected to the same RS-485 chain
must have aunique Address.

Warning: Even though changing this parameter using WriteParameter is
possible, the behavior of DataSealLib will be unpredictable.

OrgID

Property Name (not supported).

Access Read & Write.

Data Type Integer

Constant in HGTReaderOrgID (4)

HGTReaderParameterCode Enum

Description The organization identifier of the
DataReader.

Remarks

This parameter does not include the Department ID. See chapter 6 for more
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information about the OrglD parameter.

Analog Values

Property Name (not supported).

Access Read-Only.

Data Type Array of Double

Constantin HGTReaderAnalogValues (5)
HGTReaderParameterCode Enum

Description Returns the internal voltage values

ofthe MCU unit, and each of the RF
modem units. (currently only RF
Modem #2 is available).

Remarks

The first element in the returned array is the MCU voltage, the 2" isthe RF
Modem #1 (Extension Slot #1) voltage (this value is always 0). And the 3™
is the RF Modem #2 (Extension Slot #2) voltage.

Built-in Test Period

Property Name (not supported).

Access Read-Only.

Data Type Byte

Constant in HGTReaderBITPeriod (6)
HGTReaderParameterCode Enum

Value 60
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Description Returns the interval in minutes
between automatic executions of the
Built-in Test.

Minimal Threshold for MCU Voltage Checking

Property Name (not supported).

Access Read-Only.

Data Type Double

Constant in HGTReaderVcecMin (7)
HGTReaderParameterCode Enum

Value 2.368

Maximal Threshold for MCU Voltage Checking

Property Name (not supported).

Access Read-Only.

Data Type Double

Constant in HGTReaderVecMax (8)
HGTReaderParameterCode Enum

Value 2.624

Minimal Threshold for RF Modem Voltage Checking

Property Name (not supported).
Access Read-Only.
Data Type Double
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Constant in HGTReaderVRFMin (9)
HGTReaderParame terCode Enum
Value 2.368

Maximal Threshold for RF Modem Voltage Checking

Property Name (not supported).

Access Read-Only.

Data Type Double

Constant in HGTReaderVRFMax (0Ah)
HGTReaderParameterCode Enum

Value 2.624

Loader Firmware Version

Property Name (not supported).

Access Read-Only.

Data Type String

Constantin HGTReaderLoaderVersion (0Bh)

HGTReaderParameterCode Enum

Description Returns the version number of the
Loader software module of the
DataReader.

Internal Version of MCU Firmware

Property Name (not supported).
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Access Read-Only.

Data Type Byte

Constant in (not supported) (0Ch).

HGTReaderParame terCode Enum

Description

Returns the Build number of the
MCU firmware.

Internal Version of Loader Firmw are

Property Name
Access

Data Type

Constant in
HGTReaderParameterCode Enum

Description

Inputs

Property Name
Access

Data Type

Constant in
HGTReaderParame terCode Enum

(not supported).
Read-Only.

Byte

(not supported) (0Dh).

Returns the Build number of the
Loader firmware.

Inputs
Read-Only.

HGTReadernputs Enum
enumeration.

(not supported) (OEh).
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Description Returnsthe state of the 2 input ports
(Isolated Input and Extemal
Interrupt Input) and the 6
configuration flags.

Remarks

You can also use the Reader.IsolatedInput and
Reader.ExternalInterruptlnput properties to read the values of the input

ports.

Outputs

Property Name Outputs

Access Read & Write.

Data Type HGTReaderOutputs Enum
enumeration.

Constant in (not supported) (OEh).

HGTReaderParameterCode Enum

Description Returns the last state or set the state
ofthe 4 output ports (External LED
output, [solated Output #1, Isolated
Output #2 and the Dry Contact
Output).

Remarks

You can also use the Reader.External LEDOutput,

Reader.Isol ate dOutputl, Reader.Isolate dOutput2 and

Reader.DryContact properties to write to the output potts.
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Reader Reset Timeout

Property Name (not supported).
Access Read & Write.

Data Type Integer

Constant in (not supported) (10h).

HGTReaderParame terCode Enum

Description Determines the maximal interval in
seconds that the DataReader will
wait for a command from the

controlling computer before it will
reset itself.

Remarks

Ifthis parameter is not 0, then the DataReader will reset itself if it does not
receive a command from the controlling computer in the duration specified
by this parameter's value. This is like a "watchdog" for the RS-232/485
communication.

You should set this value to the biggest gap you expect between 2
commands that are addressed to that DataReader. If you set this parameter

to 0, andthere is a problem with the RS-232/485 communications you will
have to reset the DataReader manually.

Chain NOP Interval

Property Name ChainNoplnterval
Access Read & Write.

Data Type Long. Max value: 65535.
Constantin (not supported) (11h).

HGTReaderParame terCode Enum
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Description See the online documentation for
further mformation about this
parameter.

Remarks

This parameter is used with Command Chains. Command Chains are
described in the next sections of this chapter.

Chain NOP Count

Property Name ChainNopC ount

Access Read & Write.

Data Type Long. Max value: 65535.

Constantin (not supported) (12h).

HGTReaderParameterCode Enum

Description See the online documentation for
further nformation about this
parameter.

Remarks

This parameter is used with Command Chains. Command Chains are
described in the next sections of this chapter.

RF Modem Firmware Version

Property Name (not supported).

Access Read-Only.

Data Type String

Constantin HGTHFMode m Firm ware Version

HGTReaderParameterCode Enum (40h).
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Description Returns the version of the firmware
ofthe HF RF Modem of the
DataReader.

ADI

Property Name
Access
Data Type

Constant in
HGTReaderParame terCode Enum

Description

Remarks

ADI
Read & Write.

Long
HGTHFModemADI (41h)

The default ADI value that will sent
with each RF command that the
DataReader transmits.

When executing an RF command, if you specify and ADI that is not 0, the
ADI you specified is used. If you specify 0 (or does not provide the
optional argument), the value of this parameter is used.

See chapter 6 for further information about the ADI concept.

Department

Property Name
Access
Data Type

Constant in
HGTReaderParame terCode Enum

(not supported).

Read & Write.

Byte

HGTHFModemDepartment (42h)
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Description The Department ID of the
DataReader.
Remarks

See chapter 6 for further information about the department and organization
IDs concept.

SYS

Property Name (not supported).

Access Read & Write.

Data Type Byte

Constantin HGTHFModemSYS (43h)

HGTReaderParame terCode Enum

Description This value is part of the End of
Header of all RF commands.
Remarks

This value is a bit oriented value that is sent in all the HF RF commands.
The format of this value is as follows:

7 6 5 4 3 2 1 0
[ Fer | ADif | oif | spare |
where:

FPf  Footprint Flag: if FP{=l, after successful completion of one ofthe
Verify or Tampered commands, a Footprint (Read) Event will be
written in the DataSeal.

ADIf ADI Flag: In an execution of a Command Chain, if ADIf=] andthe
ADI in the DataSeal does not match the ADI in the command (and
it isn't 0), the DataSeal stops listeningto the Command Chain.

OIDf OrgID Flag: In an execution of a Command Chain, if OIDf=1 and
the value of the OrgID and Department in the DataSeal does not
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match the OrgID and Department in the command (and they're not
0), the DataSeal stops listeningto the Command Chain.

Mode

Property Name Mode

Access Read & Write.

Data Type Byte

Constantin HGTHFModemMode (44h)

HGTReaderParameterCode Enum

Description A bit oriented value that controls
that controlsthe operation of the
DataReader.

Remarks

DataSealLib also provides several Boolean or enumerated properties that
reflect specific flags of this parameter:

CarrierSense — Determines whether the DataReader will make sure that
the RF is clear before starting transmitting a command. Use this flag when
there are DataReaders that are not connected to the same controlling
computer to avoid RF collisions. In synchronized systems this flag should
be off to ensure that the timings are deterministic.

AllowBurst — Determines whether the DataReader will listen for Burst
messages while it is not execting another RF command. If this flag is on,

you have to check for the Burst messages that the DataReader received
using the Reader.Ge tBurstMessages method.

PowerCalibrationMode - Because temperature changes affect
transmission power, it is required to perform a temperature test and power
calibration process every once in a while. This property determines the
terms in which the DataReader will perform those operations. See the
online documentation for further mformation about the different options.
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AutoAckBurst — Determines whether to send an acknowledge message
automatically to every Burst message the DataReader receives. See section
8.5 above for further mformation about this flag.

AckBurstRandomDelay — Determines whether the DataReader will
choose 1 of 4 windows for the automatic acknowledgment message. See
section 8.5 above for further information about this flag.

Thw

Property Name Thw

Access Read & Write.

Data Type Long. Max value: 65535.

Units 3.072msec.

Default Value 997 (3 seconds).

Constantin HGTHFModem Thw (45h)

HGTReaderParameterCode Enum

Description The duration of the Reader
Interrogation Header.

Remarks

See section 8.1.1 for further mformation about this parameter.

Thp

Property Name Thp

Access Read & Write.

Data Type Long. Max value: 65535.
Units 3.072msec.
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Default Value 3256 (10 seconds).
Constantin HGTHFModemThp (46h)
HGTReaderParameterCode Enum

Description The duration of the Reader

Interrogation Header for a Hard
W akeup command.

Remarks
This parameter is the same as the Thw parameter, but for Hard Wakeup
command.

RSSI

Property Name (not supported).

Access Read-Only.

Data Type Byte

Constantin HGTHFModemRSSI (47h)

HGTReaderParameterCode Enum

Description The reception level of the last
message that was received from a
DataSeal.

Remarks

This value may give an approximate estimation about the distance of the
DataSeal from the DataReader.

RF Transmission Power

Property Name (not supported).
Access Read & Write.
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Data Type Byte

Default Value 65

Constant in HGTHF Modem TransmittionPower
HGTR eaderParameterCode Enum (48h)

Description The nominal value of the RF

transmission power.

Remarks
Using this parameter you can control the DataReader's Receiving Zone.

Internal Version of RF Modem Firmware

Property Name (not supported).

Access Read-Only.

Data Type Byte

Constant in HGTHFMode m Firmware Version

HGTReaderParameterCodeEnum (48h)

Description The Build number ofthe firmware
version of the RF Modem.

8.7 Command Chain

As mentioned before, setting Thw and Tw to smaller numbers reduces the
response times, but shortens the batteries' lifetime. Even though the default
3 seconds is mostly a reasonable response time, when you have to send
many RF commands, it can accumulate to a lengthily time. The Command
Chain feature allows to execute many RF commands in a row with a single
Reader Interrogation Header (one Thw). The battery consumption of all the
DataSeals that are in Normal Mode (not in Deep Sleep or HF Disabled),
even those that are not addressed by any command in the Chain is exactly
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the same as it would if these commands were executes normally one after
the other, but now that consumption is at a shorter period. However, in
times that there are no transmissions, the battery consumption is normal
(unlike the result of using a small Thw and Tw).

Commands can also be added to the Command Chain on the go, when you
want to perform a command as a result of the response or responses that
youreceived in a previous command. For example, suppose that you want
to perform a Set commandto all the DataSeals that their User Parameter 1
contains the string "READY". You can do it by initiating a Command
Chain with only a broadcast Verify command that asks for the User
Parameter 1 parameter, and after receiving the results and examiing the
content of the User Parameter 1 parameter, you add the Set command
with the ligt of Seal ID's of those DataSeals that their User Parameter 1
parameter contain the string"READY".

Note that all the DataSeals that receive the Reader Interrogation Header of
a Command Chain keep listening to all the commands, which consumes
battery as if these commands were executed one after the other. For
DataSeals that there are no command for them it means a waste of battery.
There are few things that you can do to avoid it:

1. Make sure that the DataSeals that should not receive the commands in
the Chain are either in Deep Sleep, but usually more appropriate, their
HF Disabled flag is on (for example by using the Sleep Duration
argument of the Verify command).

2. If there are DataSeals with different OrglDs or Departments, and you
want to turn only to one of them, you should tum on the O IDf flag in
the DataReader's SYS parameter.

3. Ifthere are DataSeals with different ADIs, and want to tum only to a
specific group, you should tum on the ADIf flag in the DataReader's
SYS parameter.

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology -231 -




Chapter 8 System Parameters and Commands

For more information about Command Chains see the description of the
Comman dC hain class inthe online documentation.
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9

9.1

Trouble Shooting and Problem Solving

General DataReader Problems

1. Power LED is red: The DataReader is malfunctioning. Replace the
DataReader.

2. Power LED is off: Check the power connection.

9.2 RS-232/485 Communication Problems

3. DataReader doesnot respondtothe controlling computer:

Verify that the Power LED blinks during power on. The LED
should then remain steadily green.

Verify that the cables are connected according to the diagrams in
chapter 5.

Verify that the Reader ID you specified is the same number as the
S/N printed on the sticker on the back side of the DataReader
(below the barcode).

Verify that a terminator exists at end of the RS-485 chain, as
described in chapter5.

Make sure that the specified COM port isthe COM port that in fact
the DataReader is connectedto.

9.3 General RF Communication Problems

4. DataReader doesnot receive a specific DataSeal:

Verify that the DataSeal is within the DataReader's Receiving
Zone. Check that the RF Transmission Power parameter isnot too
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low. Putting the DataSeal too close to the DataReader's antenna
(few centimeters) may causes signal distortions.

= Verify that the antenna is connected properly.

= Verify that the SD/RD LED of Channel 2 is red for a about 3
seconds (with default Thw) upon receiving the command from the
controlling computer, and thenturns green for a shorttime.

= The DataSeal may be in Deep Sleep mode. Try to execute a Hard
W akeup command.

* Make sure that the ADI and Department parameters in the

DataReader are either 0 or the same values that should be in the
DataSeal.

= Ifyoucan communicate with the DataSeal using a Low Frequency
device (DataTerminal or DataPort), make sure that the ADI,
OrgID and Department parameters match those of the
DataReader. Also make sure that Tw is appropriate for the Thw in
the DataReader. See chapter 8 for information about Thw and Tw.
Make sure that the HF Disabled flag is off too.

* The Verify parameters are invalid. See chapter 8 for information
about the parameters ofthe Verify command.

9.4 Specific RF commands troubleshooting:
5. DataSeal does not respond to a Tampered command:

= The DataSeal is not tampered. Check the DataSeal's Tampered
flag.

6. DataSeal does not respond to a Hard W akeup command:

= The DataSeal may already be waked up (in Normal mode). Check
the DataSeal's Deep Sleep flag.

7. Set/Reset Status command fails:
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* On or more ofthe specified flags may be read-only.
8. Write Parameters command fails:
= One or more ofthe specified parameters may be read-only.

» The datatype or the parameter size of one or more parameters are
invalid.
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Technical Specifications

10 Technical Specifications

10.1 RS485 24V Outdoor DataReader

24V Outdoor DataReader [1G-Rs46D916|1GRs46D433 [1G-Rs46D-318 [1GRs46D-315

Physical Characteristics

Dimensions

195x165x95mm, not induding antenna

Weight 1000gr
Power requirements — Nominal - 24VDC
External Minimum — 10vVDC

Maximum — 35VDC

Power Consumption

T.7W @Tx, 1.TW@Rx

Performance Characteristics

Interface RS485 optically isolated
Operating frequency [MHz]|916.5 [433.92 [318 [315
Read Range 30m @ open space
Environmental Conditions
Operating Temperature  |-40°C —70°C
Storage Temperature -40°C —70°C
Humidity 90% Non condensing
Mechanical Vibration As per MIL-810D & SAE J1455
Mechanical Shock As per MIL-810D & SAE J1455
Standards
Designed according to FCC parfEN300220
15C EN301489
UL1950 [EN60950 [UL1950  [UL1950

-238 -

Hi-G-Tek Ltd. Microelectronics & Asset Tracking Technology




Chapter 10 Technical Specifications

10.2 RS232, 24V Outdoor DataReader

24V Outdoor DataReader [1GRs43D-916|1GRs43D433 |[1G-RS43D318 [1GRs43D315

Physical Characteristics

Dimensions 195x165x95mm, notinduding antenna
Weight 1000gr
Power requirements — Nominal - 24VDC
External Minimum — 10vVDC
Maximum — 35VDC
Power Consumption 1.7W @Tx, 1.TW@Rx

Performance Characteristics

Interface RS232
Operating frequency [MHz][916.5 [433.92 [318 [315
Read Range 30m @ open space

Environmental Conditions

Operating Temperature  |-40°C —70°C

Storage Temperature -40°C —70°C

Humidity 90% Non condensing
Mechanical Vibration As per MIL-810D & SAE J1455
Mechanical Shock As per MIL-810D & SAE J1455
Standards

Designed according to FCC EN300220

part 15C |EN301489
UL1950 [EN60950 [UL1950 UL1950
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10.3 Specific- 24V Outdoor DataReader

24V Outdoor DataRe ader [IG-Rs46D9-916 | [16Rs43D9-916]

Physical Characteristics

Dimensions

195x165x95mm, notinduding antenna

Weight

1000gr

Power requirements —
External

Nominal - 24VDC
Minimum — 10VDC
Maximum — 35VDC

Power Consumption

T.7W @Tx, 1.TW@Rx

Performance Characteristics

Interface

RS4850ptically isolated| RS232

Operating frequency [MHz

916.5

Read Range

Antenna dependant

Environmental Conditions

Operating Temperature

-40°C —70°C

Storage Temperature

-40°C —70°C

Humidity

90% Non condensing

Mechanical Vibration

As per MIL-810D & SAE J1455

Mechanical Shock

As per MIL-810D & SAE J1455

Standards

Designed according to

FCC part 90, FCC part 15B
UL1950
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10.4 12V Outdoor DataReader

12V Outdoor DataReader |1GRS-26D-916 | 1G-RS26D433 [ IGRS-26D-318 | 1GRS-26D-315

Physical Characteristics

Power requirements — Nominal - 12VDC

External Minimum — 10vVDC
Maximum — 35VDC

Power Consumption 1.7W @Tx, 1.TW@Rx

* All other specifications are as in section 10.1.

10.5 48V Outdoor DataReader

48V Outdoor DataReader |IG-RS-86D-916 | IG-RS-86D433 | IG-RS-86D-318 | IG-RS-86D-315

Physical Characteristics

Power requirements — Nominal - 48VDC
External Minimum — 20VDC

Maximum —70VDC
Power Consumption 1.7W @Tx, 1.1TW@Rx

All other specifications are as in section 10.1.
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10.6 24V Indoor DataReader

24V Indoor DataReader | 1GRS46916 | 1IGRs46433 [ 1GRs46-318 | 1GRs46315

Physical Characteristics

Dimensions

195x165x95mm, notinduding antenna

Weight 1000gr
Power requirements — Nominal - 24VDC
External Minimum — 10VDC

Maximum — 35VDC

Power Consumption

T.7W @Tx, 1.TW@Rx

Performance Characteristics

Interface

RS485 opfically isolated

Operating frequency [MHz]|916.5 43392  [318 [315
Read Range 30m @ open space
Environmental Conditions
Operating Temperature _ |0°C — 70°C
Storage Temperature -20°C —70°C
Standards
Designed according to FCC part [EN300220
15.249 EN301489
UL1950 EN60950 [UL1950 UL1950
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10.7 12V Indoor DataReader

12V Indoor DataReader | 1GRs-26916 [ 1GRs-26433 | 1GRS26318 | 1GRS-26-315

Physical Characteristics

Power requirements — Nominal - 12VDC

External Minimum — 10vVDC
Maximum — 35VDC

Power Consumption 1.7W @Tx, 1.TW@Rx

* All other specifications are as in section 10.6.

10.8 48V Indoor DataReader

48V Indoor DataReader | IGRS86-916 | IGRS-86433 [ 1GRS86-318 | IGRS86315

Physical Characteristics

Power requirements — Nominal - 48VDC

External Minimum —20VDC
Maximum —70VDC

Power Consumption 1.7W @T x, 1.TW@Rx

* All other specifications are as in section 10.6.
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10.9 DataSeal

DataSeal | 1GRS40-916 | 1GRS40433 | 1GRs40318 | 1GRS40-315
Physical Characteristics
Dimensions 49x37x35mm
Weight 100gr
Housing Plastic reinforced with fiberglass
Power Internal 3.6V battery
User Memory 2048 bytes
Ev ents Memory 55

Performance Characteristics

Interface Mounting cradle p/n IG-DH-40
Operating frequency [MHz]|916.5 (43392  [318 [315
Read Range 30m @ open space

Operating frequency 125KHz

Read Range 50cm

Environmental Conditions

Operating Temperature  |-40°C —70°C

Storage Temperature -40°C —70°C

Humidity

90% non condensing

Mechanical Vibration

As per MIL-810D & SAE J1455

Mechanical Shock

As per MIL-810D & SAE J1455

Standards

Designed according to

EN300220
EN301489

FCC part
15.249

Antenna Characteris

tics

Beam Divergence

Omni-directional on non-metal wall.
Hemisphere on metal wall.

Polarization

\/ertical
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10.10 Magnetic DataSeal

Magnetic DataSeal | IG-RS-40M-916| IG-RS40M433 | IG-RS40M-318 | IG-RS40M-315
Physical Characteristics
Dimensions 49x37x35mm
Weight 100gr
Housing Plastic reinforced with fiberglass
Power Internal 3.6V battery
User Memory 2048 bytes
Ev ents Memory 55
Performance Characteristics
Operating frequency [MHz]|916.5 [433.92  [318 [315
Read Range 30m @ open space
Operating frequency 125KHz
Read Range 50cm

Environmental Conditions

Operating Temperature  |140°C — 70°C

Storage Temperature -40°C — 70°C

Humidity 90% non condensing
Mechanical Vibration As per MIL-810D & SAE J1455
Mechanical Shock As per MIL-810D & SAE J1455
Standards

Designed according to FCC part |[EN300220
15.249 EN301489

Antenna Characteristics

Beam divergence Omni-directional on non-metal wall.
Hemisphere on metal wall.
Polarization \VVertical
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10.11 FCC approved products:

Product P/N FCCID
DataReader IG-RS-46D-916 OB6-1GR46D916
DataSeal IG-RS-40-916 OB6-IGR$40916
DataTag IG-DT40-916 OB6-1GDT40916
DataReader IG-RS-46D9-916 OB6-IGR$46D9916
DataReader IG-RS-43D9-916 OB6-IGR$46D99 16

Note: This equipment has been tested and found to comply with the limits
for a Class B digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and
can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

= Reorient or relocate the receiving antenna.

= Increase the separation between the equipment and receiver.

= Connect the equipment into an outlet on a circuit different from that to
which thereceiver is connected.

»  Consult the dealer or an experienced radio/T V technician for help.

Changes or modifications to this equipment not expressly approved by
Hi-G-Tek Ltd. could voidthe user’s authority to operate the equipment.
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Warning:For unlicensed transmitters approved according to FCC part 15
subpart C, it is the responsibility of the installer to ensure that when using
the outdoor antenna kits in the United States (or where FCC rules apply),
only those antennas certified with the product are used. The use of any

antenna other than those certified with the product is expressly forbidden in
accordance with FCC rules CFR47 part 15.204.”
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1
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2
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4
48v IndoorDataR eader 243
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A
Accelerate Verify (RF Command) 181
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Acknowledge Alert Burst (RF Command) 85,123,212
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Acknowledge Forced Burst (RF Command) 212
Address (DataR eader Parameter) 219
Addressed Commands 136, 197
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ADI 79, 80, 96, 189, 227, 228, 233
DataR eader P arameter 226, 237
DataSeal Parameter 139
Alert and Close Burst Period (DataS eal P aram eter) 140, 213
Alert Burst
Burst Message 155, 179, 210, 216
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Alert Burst Mode (Status flag) 178, 194, 210, 211
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Application Flags (DataS eal Parameter)
Approve Open RF Command)
Approved Open

Event

Status flag

B

Battery Voltage Value (DataS eal Parameter)
Baud Rate

BIT Period (DataSeal Parameter)

BMM

BMM List

Broadcast Commands

Broadcast Verfy (RF Command)
Buffer Full (Status flag)

Built-In Test
Built-in Test Period (DataReader Parameter)
Burst Messages

BurstMode
Burst Mode (Status flag)

BumstReceivingMode (DataR eader)

Cables
Calibration M essage Window
Carrier Sense
Cellular Layout
Chain
of Commands

RS-485
Chain NOP Count (DataReader Parameter)

Chain NOP Interv al (DataReader Parameter)
CloseBurst (Burst Message)

Close Burst Data Descriptor (DataSeal Parameter)

Close Burst Mode (Statusflag)
Closed (Event)
Command Chain

141, 210
72, 86,173, 188, 198

188, 199
72,73, 86, 172, 173, 198, 208

142, 154

92

143

See Broadcast Comm ands

See Multi Addressed C omm ands
136

See Verify RF Command)

179

126
220

14, 148,212

See Alett Burst Mode
See Alet BuistMode (Status flag)

70

60
192
70,75
75

See Command Chain

53,76
226

225

155, 178, 213, 217
143,215

178, 213
82

189, 190, 207, 225, 226, 228, 232, 233

Command Failed (Status flag) 177
CommandChain (DataSealLib Class) 233
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D

Database Cormpted

Status flag 172
Database Corrupted (Status flag) 175
Database Corrupted and Restored

Event 185

Status flag 174
Database Eror

Status flag 172, 174, 208
DataPort 12,13, 14, 67, 182, 218, 237
DataR eader 14

Installation 44
DataSeal 12,243

Installation 36
DataSeal Evaluation Software See Evaluation Software
DataSealLib COM DLL) 84, 102, 134, 182, 188, 189, 195, 207,214, 215,217, 219, 229
DataTag 12, 13, 22, 26, 28, 40, 41, 66

Installation 40

Placing on a Vehicle 40
DataTeminal 12, 13, 14, 66, 67, 68, 69, 70, 83, 182, 218, 237
Date & Time (DataSeal Parameter) 144, 149, 151, 156, 158, 186
Date& Time (Parameter) 186
Date & Time Updated (Ev ent) 186
Deep Sleep

Burst 145

Bumst Message 155

Event 210

Mode 26, 69, 73, 119, 166, 172, 188, 208, 209, 210, 211, 232, 233

RF Command 85,118, 142, 188, 210, 216

Status flag 73,171, 210, 211, 237
Deep Sleep Burst (Burst Message) 216
Deep Sleep Burst Period (DataSeal Parameter) 145, 156, 213
Deep Sleep Mode (Event) 188
Demo System 22
Department 78, 80, 96, 160, 176, 233

DataR eader P arameter 227,237

DataSeal Parameter 79, 80, 145
Distance Index (DataSeal Parameter) 146
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E
Evaluation Software 23,90
Installation 90
Event Counter Value (DataSeal Parameter) 146
Events 31, 69
Events (DataSealLib Class) 200

Events Memory69, 71, 81, 82, 85, 86, 124, 158, 159, 160, 180, 181, 183, 185, 199, 208, 243,
244

Extended Alert Burst (Burst Message) 179
F
Firmware Version (DataSeal Parameter) 147, 149
Flags (DataSeal Parameter) 148, 213
F ootprint 69, 165, 166, 186, 228
Footprint (Event) See Read (Event)
Footprint Events Mode 69
Forced Burst 86, 204
Forced Burst (Burst Message) 204, 205, 213, 215, 217
Forced Burst (Burst M essage) 204
G
General Error (Status flag) 73,172
Global (DataSeal Parameter) 79, 80, 149
GPS 14
GSM 14
H
Hard W akeup RF Command) 26, 27, 28, 32, 69, 85, 119, 166, 188, 210, 211, 230, 231, 237
Hardware Error (Status flag) 172,176
HF See High Frequency
HF Disabled (Statusflag) See High Frequency Disabled
HGT SealP aram eterC odeEnum (DataS ealL.ib Enum eration) 139,201, 203
HGT VerfyMaskEnum (DataSealLib Enumeration) 139, 141, 144, 191, 197, 204, 206
High Frequency 13, 14, 134, 168
High Frequency Disabled (Status flag) 180, 199, 233, 237
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|
Illegal OrgID (Status flag) 78,172, 176
Indoor DataR eader 19, 49, 59
Inputs (DataReader Parameter) 223
Internal Firmware Version (DataSeal Parameter) 150
Internal Version of Loader Fimware (DataReader Parameter) 223
Internal Version of MCU Firmware (DataReader Parameter) 222
Internal Version of RF Modem Firmware (DataReader Parameter) 232
L
Last Date & Time Update (DataSeal Parameter) 151
Last Set Reader ID (DataSeal Parameter) 151, 208, 209
LFSee Low Frequency
Life Counter (DataSeal Parameter) 152, 173, 208, 209
Life Counter 0 (Status flag) 172, 173
Loader Firmware Version (DataReader Parameter) 222
Long Event 182
Long Events 126

Long Status (DataSeal Parameter) 72, 73, 78, 82, 86, 96, 98, 100, 109, 152, 164, 169, 172,
197, 205, 206, 211, 213

Low Battery Error (Status flag) 143, 153, 154, 172, 174, 184, 208, 209
Low Battery Error Threshold (DataS eal P aram eter) 143, 153, 154, 174
Low Battery Warning

Event 183

Status flag 169, 208, 209
Low Battery W aming (Status flag) 72, 154
Low Battery W aming Threshold (DataS eal Parameter) 143, 154, 170, 184
Low Frequency 13

M

MagneticDataS eal 12, 13, 66, 244
Maximal Alert and Close Burst Retries (DataSeal Parameter) 155,213
Maximal Deep Sleep Burst Retries (DataSeal Parameter) 155
Maximal Deep Sleep Burst Retries (DataS eal P aram eters) 213
Maximal Difference in Time Update (DataSeal Parameter) 156, 158
Maximal Message Size (DataSeal Parameter) 157, 179
Meaxima Number of Events (DataSeal Parameter) 159, 160, 164
Maximal Number Of Events (DataSeal Parameter) 157
Maximal Threshold for MCU Voltage Checking (DataReader Parameter) 221
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aximal Threshold for odem Voltage Checking (DataReader Parameter
MaxTimeDiflUpdate (DataSealLib Property) 156
MCU 62,93, 127, 130, 218, 220, 223
MCU Firmware Version (DataReader Parameter) 218
M icroDataR eader 12, 13, 14, 66, 68, 218
Minimal Interval between Time Updates (DataSeal Parameter) 156, 158
Minimal Threshold for MCU Voltage Checking (DataReader Parameter) 221

Minimal Threshold for RF Modem Voltage Checking (DataReader Parameter) 221
Mode

DataR eader Parameter 148
Mode (DataReader Parameter) 228
Mounting Fixture 15, 16, 36
MoxaT echnologies 56
Multi Addressed Commands 136
Multi Addressed Verify (RF Command) 86, 136, 139, 206

N
New Battery

Status flag 175
NOP (RF Command) 189
Nomal Mode See Operation Mode
Number of Events (DataS eal P aram eter) 149, 158, 160
Number of Events (DataS eal P aramter) 158
Number of Scroll Events (DataSeal Parameter) 159

(0
Opened

Event 82

Status flag 31, 72, 109, 170, 173, 208, 209
Operation Mode 68
OrglD 78,79, 80, 96, 149, 160, 176, 181, 228, 233

DataR eader P arameter 219, 237
OrglD & Department (DataSeal Parameter) 160
Outdoor DataR eader 17, 44, 46, 59
Outputs (DataReader Parameter) 224

P
Parameters
DataSea 31,138
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Power LED 62, 236
PowerSupply 58
R
Random Windows 192
Read (Event) 166, 186, 228
Read Data (RF Command) 82, 85, 110, 179, 200
Read Events (RF Command) 86,124, 179, 199
Read Multi Access Data (RF Command) 82,202
Read Parameters (RF Command) 86, 114, 138, 150, 179, 201
Reader (DataSealLib Class) 188, 217
Reader Address (DataReader Parameter) 218
Reader ID (DataReader Parameter) 218
Reader Intedace Window 192
Reader Interogation Header 134, 135, 136, 215, 230, 232, 233
Reader Reset Timeout (DataReader Parameter) 224
Reader.AccelerateVerfy (DataSealLibMethod) 195
Reader.AckBurstR andomDelay (DataSealLib Property) 213,229
Reader.Address (DataSealLib Property) 218
Reader. ADI (DataSealLib Property) 226
Reader. AllowBurst (DataSealLib Property) 213,229
Reader.AutoAckBurst (DataS ealLib M ethod) 213
Reader.AutoAckBurst (DataSealLib Property) 229
Reader.BurstEx (DataSealLib Event) 215
Reader.CarrerSense (DataSealLib Property) 229
Reader.ChainNopCount (DataSealLib Property) 226
Reader.ChainNopInterval (DataSealLib Property) 225
Reader.DryContact (DataSealLib Property) 224
Reader ExternalInterruptinput (DataS eal Lib Property) 223
Reader.External LEDOutput (DataSealLib Property) 224
Reader.GetBurstM essages (DataS ealLib M ethod) 213, 214, 229
Reader.Inputs (DataSealLib Property) 223
Reader.IsolatedInput (DataSealLib Property) 223
Reader.IsolatedOutput1 (DataSealLib Property) 224
Reader.IsolatedOutput2 (DataSealLib Property) 224
Reader.Mode (DataSealLib Property) 228
Reader NOP (DataSealLib Method) 189
Reader.Outputs (DataSealLib Property) 224
Reader.PowerCalibrationM ode (DataSealLib Property) 229
Reader.ReaderID (DataSealLib Property) 218
Reader.R eadP arameter (DataSealLib M ethod) 217
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Reader.SetAsyncAlertBurstM ode (DataS ealLib M ethod) 194
Reader. Thp (DataSealLib Propetty) 230
Reader.Thw (DataSealLib Property) 230
Reader.Verify (DataSealLib Method) 139, 190
Reader.WriteP aram eter (DataS ealLib M ethod) 217
Rea TimeClock Error (Status flag) 172, 174
Real Time Clock Stopped (Event) 185
Receiving Zone 71,76, 79, 86, 137, 190, 197, 206, 232, 236
Reset Data RF Command) 86,117,210
RF Modem 62,93, 127, 130, 131, 220, 226, 232
RF Modem Fimware Version (DataReader Parameter) 226
RF Transmission Power (DataReader Parameter) 231, 236
RFCommandObject (DataSealLib Class) 189
RFParameters (DataSealLib Class) 138, 146, 191, 192, 197, 206
RFParameters. DefaultsFor (DataS ealLib M ethod) 138
RFParameters.T cm (DataSealLib Property) 146
RS-232 14, 18, 46, 47, 49, 50, 51, 53, 56, 58, 67, 74, 77, 91, 134, 225, 236
Wining Diagram 47,51
RS-232/RS-485 Adapter 56
RS-485 15, 46, 48, 49, 50, 52, 53, 54, 56, 58, 60, 74, 76, 91, 219, 236
Full Duplex 46, 48, 50, 52
Half Duplex 46, 48, 50, 53
RSSI
DataSeal Parameter 160
RSSI (DataReader Parameter) 231
RTC Error (Status flag) 174
RTC Stopped (Event) See Real Time Clock Stopped (Event)
S
Scwoll (Status flag) 82,158,179
Scrollable Portion 159, 180
SD/RDLED 62, 63,237
Seal (DataSealLib Class) 153, 188, 191, 198, 207
Seal ID (DataSeal Parameter) 161
Seal Stamp (DataSeal Parameter) 100, 109, 149, 162, 163, 182
Seal.ADI (DataSealLib Property) 139
Seal.AletBurstDataDescriptor (DataS ealLib Property) 140
Seal.AletBurstMode (DataSeal Lib Property) 178
Seal.AlettBurstPerniod (DataSealLib Method) 140
Seal.ApplicationF lags (DataSealLib Property) 141
Seal. ApprovedOpen (DataSealLib Property) 172
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Seal. ApproveOpen (DataSealLib Method)

Seal.Battery VoltageValue (DataSealLib Property)
Seal.BITPeriod (DataSealLib Property)

Seal.BufferFull (DataSealLib Property)
Seal.CloseBurstDataDescriptor (DataSealLib Property)
Seal.CloseBustMode (DataSealLib Property)
Seal.CloseBumstPeriod (DataSealLib M ethod)
Seal.CommandF ailed (DataSealLib Property)
Seal.DateTime (DataSealLib Property)
Seal.DBCormupted (DataSealLib Property)
Seal.DBCormptedAndR estored (DataSealLib Property)
Seal.DeepSleep (DataSealLib Property)
Seal.DeepSleepBurstP eriod (DataSeal Lib Property)
Seal.Department (DataSealLib Property)
Seal.Distancelndex (DataSealLib Property)
Seal.EventCounterValue (DataS ealLib Property)
Seal.EventsCount (DataSealLib Property)
Seal.FimwareVersion (DataSealLib Property)

Seal .Flags (DataS eal Parameter)

Seal.FomatB (DataSealLib Property)
Seal.GeneralEror (DataSealLib Property)
Seal.HardwareEror (DataSealLib Property)

Seal.HF Disabled (DataSealLib Property)
Seal.lllegalOrgID (DataSealLib Property)
Seal.IntemalFimwareVersion (DataSealLib Property)
Seal.LastDateTimeUpdate (DataS ealLib Property)
Seal.LastSetR eader (DataSealLib Property)
Seal.LiftCounter (DataSealLib Property)
Seal.LiftCounterZero (DataSealLib Property)
Seal.LongStatus (DataSealLib Property)
Seal.LowBatteryError (DataSealLib Property)
Seal.LowBatteryErrorThreshold (DataSealLib Property)
Seal.LowBatteryW arning (DataSealLib Property)
Seal.LowBatteryW arningThreshold (DataSealLib Property)
Seal.M axAlertBurstR etries (DataSealLib Property)

Sea . MaxDeepSleepBurstRetries (DataSeallLib Property)
Sea . MaxM essageSize (DataSealLib Property)
Seal.MaxNumbertOfEvents (DataSealLib Property)
Seal.MinlntervalBetweenTimeUpdates (DataSeal Property)
Seal NewBattery (DataSealLib Property)

Seal .NumberOfS crollEvents (DataSeaLib Property)
Seal.Opened (DataSealLib Property)

152,

198
142
143
179
143
178
140
177
144
175
174
171
145
145
146
146
158
147
148
161
172
176
180
176
150
151
151
152
173
207
174
153
169
154
155
155
157
157
158
175
159
170
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Seal.OrgID (DataSealLib Property) 160
Seal.OrgIDBust (DataSealLib Property) 181
Seal.ReadData (DataSealLib M ethod) 200
Seal.ReadEvent (DataS ealLib M ethod) 199
Seal.ReadM ultiAccessData (DataS eal Lib M ethod) 202
Seal .R eadP arameter (DataS ealLib M ethod) 139,201
Seal.R eadP arameters (DataS ealLib M ethod) 139, 201
Seal.ResponseMask (DataSeallib Property) 215
Seal .RSST (DataSealLib Property) 160
Sea . RTCEror (DataSealLib Propetty) 174
Seal.SealD (DataSealLib Property) 161
Seal.SeaStamp (DataSeallLib Property) 162
Seal.SeaWireChanged (DataSealLib Property) 171
Seal.SetStatus (DataSeallLib Method) 153, 205
Seal.ShortStatus (DataSealLib Property) 163, 207
Seal.SleepDurationUnit (DataSeal Lib Property) 164
Seal.StartForcedBurst (DataS ealLib M ethod) 203
Seal.SuspendedSet (DataSealLib Property) 170
Seal.Tampered (DataSealLib Propetty) 169
Seal.TempDisableHF (DataSealLib M ethod) 199
Seal.TimeFilterF orR eadEvent (DataSealLib Property) 165
Seal. Tp (DataSealLib Property) 166
Seal.Ts (DataSealLIb Propetty) 167
Seal. Tw (DataSealLib Property) 167
Seal.UnrecognizedC ommand (DataSealLib Property) 177
Seal.UseData (DataSealLib Property) 149
Seal.UserDataSize (DataSeallLib Property) 164
Seal.UserParameterl (DataSealLib Property) 168
Seal.UserParameter2 (DataSealLib Property) 168
Seal.Verify (DataSeallLib Method) 139, 197
Seal.WriteData (DataS ealLib M ethod) 202
Seal . WriteP arameter (DataSeal Lib M ethod) 139, 203
Seal . WriteP arameters (DataSealLib M ethod) 139, 203
SeaCodesAndValues (DataSealLib Class) 201, 203
SealEvent (DataSealLib Class) 182, 200
Sealing Wire 13,17
Sealing Wire Changed

Event 183

Status flag 171
Sealing WireChanged (Status flag) 73,208, 209
Sealing Wire Closed (Ev ent) 184
Sealing Wire Opened (Ev ent) 184
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Seals (DataSealLib Class) 188, 191, 207
Seals. AckBurst (DataSealLib M ethod) 212
Seals.DeepSleep (DataSeallLib Method) 210, 211
Seals.ResetDataBlock (DataSealLib Method) 210
Seals.SealSet (DataSealLib Method) 207, 208, 209
Seals.SetAsyncAletBurstMode (DataSealLib M ethod) 211
Seals.Verfy (DataSealLibM ethod) 139, 206
SealStamp (DataSealLib Property) 207
Send OrgID in Burst (Status flag) 181
Sensor Plate 13,22, 28,40
Set

Event 82,183

RF Command 14, 32, 69, 71, 85, 95, 100, 108, 152, 162, 169, 171, 173, 183, 185, 188,
207, 208, 211, 216, 233

Suspended (RF Command) See Suspended Set (RF Command)
Set Status RF Command) 153
SetReset Status (RF Command) 86,174, 175, 176, 177, 178, 179, 180, 181, 205, 237
Short Event 182
Short Events 126, 182

Short Status (DataSeal Parameter) 31, 72, 73, 96, 97, 98, 109, 149, 153, 163, 169, 172, 199,
203, 205, 215, 216

Size of User Data (DataSeal Parameter) 164
Sleep Duration Unit (DataSeal Parameter) 164, 192
Slotted Aloha 137
SmartDataR eader 12, 14
SoftSet

Event 209

RF Command 209
Soft Set (Event) 184, 185
SoftSet RF Command) 68, 85, 109, 185, 207, 209, 211
Start Alert Burst Mode (RF Command) 85,120, 121, 122, 179, 187, 194, 195, 211, 213
Start Alert Burst Mode for All Seals (RF Command) 121, 179, 187, 194, 195, 213
Start Burst Mode

Event 187
Start Forced Burst (RF Command) 86, 203, 212, 215, 217
Status

DataSea 72
Stop Alert Burst M ode RF Comm and) 85,122,179, 187
Stop Alert Burst Mode for All Seals RF Command) 122, 179, 187, 194, 195
Stop Alert Bust Mode (RF Command) 211
Stop Burst Mode

Event 187
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Suspended Set
Event 109, 186, 187, 208
RF Command 71, 85, 109, 171, 187, 207, 208, 211
Status flag 73,109, 170, 208, 209
SYS (DataR ead P arameter) 186, 228, 233
SYS (DataR eader Parameter) 166
T
Tamper Windows 192
Tampered
Event 82, 85, 123, 199
RF Command 71, 84, 107, 139, 146, 148, 150, 165, 180, 186, 190, 197, 228, 237
Status flag 31, 72, 86, 107, 108, 109, 169, 170, 173, 208, 209, 237
TbSee Alett and Close Burst Period (DataSeal Parameter)
Temporarily Disable HF (RF Command) 86, 180, 192
Temporarily Disable High Frequency (RF Command) 199
Teminal Blocks 45
Thp (DataReader Parameter) 230
Thw (DataR eader P arameter) 135, 136, 215, 230, 231, 232, 237
Time Filter for Read (Footprint) Events (DataSeal Parameter) 165
Time Slot Duration (DataSeal Parameter) 167
Tp (DataSeal Parameter) 166, 210, 211
TrackingDataR eader 12, 14, 18, 73
Ts (DataSeal Parameter) 167
Tw (DataS eal P aram eter) 68, 134, 135, 136, 165, 167, 195, 197, 211, 232, 237
U
Unrecognized Command (Status flag) 177

User Data 31, 81, 82, 83, 85, 86, 110, 112, 117, 141, 144, 150, 164, 190, 191, 197, 200, 202,
204, 206, 210, 215

User Parameter 1 (DataSeal Parameter) 168, 233
User Parameter 2 (DataSeal Parameter) 168
\%

Verify
Addressed RF Command) See Addressed Verify (RF Command)

Verify RF Command) 29, 30, 32, 33, 68, 69, 71, 79, 80, 82, 84, 86, 87, 95, 96, 97, 98, 99,
105, 107, 137, 139, 144, 146, 148, 149, 150, 165, 166, 180, 186, 190, 191, 192, 195, 197,
206, 228, 233, 236, 237
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W
Wakeup Time Interv al (DataSeal Parameter) 167
Wakeup Time Interval in Deep Sleep Mode (DataSeal Parameter) 166
Write Data RF Command) 82, 86, 112, 150, 202
Write Parameters (RF Command) 86, 115, 138, 150, 186, 203, 238
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