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Warning

CAUTION

To prevent fire or shock hazard, do not expose the unit to rain or moisture.
To avoid electrical shock, do not open the cabinet. Refer servicing to qualified
personnel only.

You are cautioned that any changes or modifications not expressly approved in this
manual could void your warranty.

FCCID: T4S-70410-QAB

Exposure to Radio Frequency Radiation.

The radiated output power of the Wireless LAN Access Point is far below the FCC radio
frequency exposure limit. Nevertheless, the wireless LAN Access Point shall be used
in such a manner that the potential for human contact during normal operation is
minimized.

Radio Frequency Interference Requirements

The operation of this device in the 5.15GHz to 5.25GHz frequency range is restricted
to indoor use. FCC regulations require this Product to be used indoors while
operating at 5.15GHzt05.25GHz to reduce the Potential for harmful interference.
However, the operation of this device in the 5.25GHz to 5.35GHz frequency range is
allowed for both indoor and outdoor use.

High Power radars are allocated as primary users of the 5.25GHz to 5.35GHz and 5.65GHz
to 5.85GHz bands. These radar stations can cause interference with and/or damage
to this device.

FCC Warning

FCC Radio

This equipment has been tested and found to comply with the limits for a digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation.
This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions may cause harmful
interference to radio communications. There is no guarantee that interference will
not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

| Reorient or relocate the radio/TV receiving antenna.

| Increase the separation between the equipment and the radio/TV receiver.

| Connect the equipment into an outlet on a circuit different from that to which
the radio/TV receiver is connected.

| Consult the dealer or an experienced radio/TV technician for help.

Modifications made to the product, unless expressly approved by Honda R&D Co., Ltd.

could void the user®s authority to operate the equipment.

Frequency Exposure Statement

This equipment generates and radiates radio-frequency energy. In order to comply
with FCC radio-frequency radiation exposure guidelines for an uncontrolled
environment, this equipment has to be installed and operated while maintaining a
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NOTE:

minimum body to antenna distance of 20cm. Based on continuous exposure of
30minutes.
Users are not permitted to make changes or modify the system in any way.

The number below is for FCC-related matters only.

To Comply with FCC RF exposure compliance requirement, this device must not be
co-located or operating in conjunction with any other antenna or transmitter.
Declaration of Conformity

Trade Name: Honda R&D Co., Ltd.

Model No. : 70410-QAB

Responsible Party: TOKO, Inc.

Address: 18 Oaza Gomigaya Tsurugashimashi Saitama-ken 350-2281 JAPAN
Telephone: +81-49-279-1625

This phone number is for FCC-related matters only.

This device complies with part 15 of the FCC Rules.

Operation is subject to the following two conditions.

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference
that may cause undesired operation.

The supplied interface cable must be used with the equipment in order to comply with
the limits for a digital device pursuant to Subpart B of Part 15 of FCC Rules.

The socket outlet shall be installed near the equipment and shall be easily

accessible.

The power outlet should be installed near the equipment and should be easily
accessible.

European Community Declaration of Conformity with Regard to the R&TTE Directive 1999/5/EC

The following standards were applied: (Omni)

B Radio: EN 300-328 v1.6.1 (2.4-GHz operation)

B EN 301-893 v1.2.3 (5-GHz operation)

®m EMC: EN 301.489-1 v1.4.1, EN 301.489-17 v1.2.1

B Safety: IEC 60950 ( 1999 3rd Edition with Amend. 1,2,3,4 ) & EN 60950 ( 2000 )
Note: This equipment is intended to be used in all EU and EFTA countries. Outdoor use
may be restricted to certain frequencies and/or may require a license for operation. For
more details, contact your customer service representative.

To comply with RF exposure compliance requirements, a separation distance of at least
20 cm must be maintained between the antenna of this device and all persons. This
device must not be co-located or operating in conjunction with any other antenna or
transmitter.

Member States shall ensure that the manufacturer or the person responsible for placing
the apparatus on the market provides information for the user on the intended use of the
apparatus, together with the declaration of conformity to the essential requirements.
Where it concerns radio equipment, such information shall be sufficient to identify on the
packaging and the instructions for use of the apparatus the Member States or the
geographical area within a Member State where the equipment is intended to be used
and shall alert the user by the marking on the apparatus referred to in Annex VI,
paragraph 5, to potential restrictions or requirements for authorization of use of the radio
equipment in certain Member States.
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Declaration of Conformity with Regard to the R&TTE Directive 1999/5/EC

Cesky HONDA timto prohlasuje, Ze tento 70410-QAB je ve shodé se zakladnimi pozadavky a dalSimi

[Czech] pFislu§nymi ustanovenimi smérnice 1999/5/ES.

Dansk Undertegnede HONDA erklzerer herved, at felgende udstyr 70410-QAB overholder de veesentlige krav

[Danish] og gvrige relevante krav | direktiv 1999/5/EF.

Deutsch Hiermit erklart HONDA dass sich das Gerat 70410-QAB in Ubereinstimmung mit den grundlegenden

[German] Anforderungen und den (ibrigen einschlagigen Bestimmungen der Richtlinie 1999/5/EG befindet.

Eesti K&esolevaga kinnitab HONDA seadme 70410-QAB vastavust direktiivi 1999/5/EU péhinduetele ja

[Estonian] nimetatud direktiivist tulenevatele teistele asjakohastele satetele.

English Hereby, HONDA declares that this 70410-QAB is in compliance with the essential requirements and
other relevant provisions of Directive 1999/5/EC.

Espaiiol Por medio de la presente HONDA declara que el 70410-QAB cumple con los requisitos esenciales y

[Spanish] cualesquiera otras disposiciones aplicables o exigibles de la Directiva 1999/5/CE.

EAANVIKA ME THN MAPOYXZAHONDA AHAQNEI OTI170410-QAB XYMMOP®QNETAI NMPOZ TIZ OYZIQAEIX

[Greek] AMNAITHZEIZ KAI TIZ AOINEZ XXETIKEZ AIATAZEIZ THX OAHI'IAZ 1999/5/EK.

Francgais Par la présente HONDA déclare que I'appareil 70410-QAB est conforme aux exigences essentielles et

[French] aux autres dispositions pertinentes de la directive 1999/5/CE.

Italiano Con la presente HONDA dichiara che questo 70410-QAB & conforme ai requisiti essenziali ed alle altre

[ltalian] disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Latviski Ar S0 HONDA deklaré, ka 70410-QAB atbilst Direktivas 1999/5/EK batiskajam prasibam un citiem ar to

[Latvian] saistitajiem noteikumiem.

Lietuviy, Siuo HONDA deklaruoja, kad &is 70410-QAB atitinka esminius reikalavimus ir kitas 1999/5/EB

[Lithuanian] | Direktyvos nuostatas.

Nederlands | Hierbij verklaart HONDA dat het toestel 70410-QAB in overeenstemming is met de essentiéle eisen en

[Dutch] de andere relevante bepalingen van richtlijn 1999/5/EG.

Malti Hawnhekk, HONDA , jiddikjara li dan 70410-QAB) jikkonforma mal-htigijiet essenzjali u ma

[Maltese] provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Magyar Alulirott, HONDA nyilatkozom, hogy a 70410-QAB megfelel a vonatkozé alapvetd kdvetelményeknek

[Hungarian] |és az 1999/5/EC iranyelv egyéb eldirasainak.

Polski Niniejszym, HONDA , deklaruje, ze 70410-QAB spetnia wymagania zasadnicze oraz stosowne

[Polish] postanowienia zawarte Dyrektywie 1999/5/EC.

Portugués HONDA declara que este 70410-QAB esta conforme com os requisitos essenciais e outras

[Portuguese] | disposicdes da Directiva 1999/5/CE.

Slovensko HONDA izjavlja, da je ta 70410-QAB v skladu z bistvenimi zahtevami in ostalimi relevantnimi dologili

[Slovenian] | direktive 1999/5/ES.

Slovensky HONDA tymto vyhlasuje, Ze 70410-QAB spifia zakladné poZiadavky a véetky prisludné ustanovenia

[Slovak] Smernice 1999/5/ES.

Suomi HONDA vakuuttaa taten etta 70410-QAB tyyppinen laite on direktiivin 1999/5/EY oleellisten

[Finnish] vaatimusten ja sitd koskevien direktiivin muiden ehtojen mukainen.

Svenska Harmed intygar HONDA att denna 70410-QAB stér | dverensstdmmelse med de vasentliga

[Swedish] egenskapskrav och évriga relevanta bestdmmelser som framgar av direktiv 1999/5/EG.
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IEEEO2.11a

IEEE802.11g/b
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Safety information

WARNING

Opening the unit, for whatever reason, could read to damages that are not covered
by the warranty.

Do not touch the device or accessories during thunder storms. Electrical shock
could result.

For indoor use only.

Do not use this equipment on hospital premises. Doing so many cause medical devices
to malfunction.

IT using the equipment near a pacemaker, make sure it is at least 9inches (22cm)
away from the pacemaker.

Do not use this equipment in an aircraft, as doing so could cause the aircraft
‘ s equipment to malfunction.

While using the Access Point, do not cover it or turn it on its side. Do not cover
the Access Point with objects such as magazines or newspapers or use it in confined,
enclosed places, such as the spaces between walls and furniture. Further, do not
turn the Access Point on its side while using it. Either situation could cause
heat to build up inside the Access Point, leading to overheating and possible fire.
Carefully place the Ethernet cable, AC adapter, and other wire ring. Personal
injury or damage to the Access Point could result from people tripping over the
Ethernet cable, AC adapter, or power cord. Protect wiring by locating it in places
where people do not walk.

Do not swing the AC adapter. Injury could result if the adapters strike a person
or fragile material, such as glass.

Keep the Access Point out of the reach of children. Unforeseeable injury could
result from swallowing loose parts, etc.

Place the Access Point on a stable surface. Do not place the Access Point on wobbly
or tilted surfaces. Tipping or falling could result injury.

When using wall mounting, make sure that the wall is strong enough to support the
Access Point. The Access Point could fall if the wall is not strong enough,
leading to unforeseeable accidents. Further, be careful not to drop the unit or
the tools used for mounting it. Doing so could result in unforeseeable accidents.
Avoid locations that are directly exposed to sunlight or heaters.

Internal overheating could result in fire or damage to the unit.

Make sure connectors are properly connected.

Do not insert any metallic objects inside the connectors. Short-circuiting then
pins could cause fire or damage to the unit.

Be careful to insert connectors squarely. Crooked insertion could cause pins to
short-circuit, possibly causing fire or damage to the unit.

Use only the supplied AC adapter with Access Point. To disconnect Access Point
from the power supply, unplug the AC adapter.
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Precautions

AC Adapter
Use only supplied AC adapter. Other AC adapters may cause a failure in the Access Point.
Safety
Do not drop the Access Point. Careful handling will help prevent damage.
Installation
Do not place the Access Point where it will be exposed to the following conditions:
Unstable surface.
High humidity or poor ventilation.
Excessive dust.
Direct sunlight or extreme heat.
Closed cars.
Magnetized location (near magnet, speakers, or televisions).
Locations exposed to frequent vibration.
Locations where the transmission of radio waves may be obstructed by metal plates or
concrete walls.
Operation
Exposure to cold-to hot temperature extremes or very damp environments may cause moisture
to condense on internal parts. This may prevent the Access Point from operating properly.
I this should happen, unplug the AC adapter from the power outlet and let the Access Point
sit for two to three hours or until the moisture evaporates.
Cleaning
Clean the casing with a soft cloth lightly moistened with water or a mild detergent solution.
Do not use any type of abrasive pad, scouring powder or solvent such as alcohol or benzene.
This may damage the finish of the casing.
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Ccontents

Chapterl introduction - Describes the Access Point package contents
and system requirements.

Chapter2 AP Network Attachment and Configuration - Describes the
Access Point network connections and initial software
configuration.

Appendix A AP Web Server - Describes the use of the web server to

configure the access point.
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Introduction

Package Contents

Once you have unpacked the units, make sure that all of the following items are

present.

| Access Point (TMW1247)

[ ] AC Adaptor

] Power Cable

] External Antenna (TMM1262)

System Requirements

The AP contains a small boot executive that allows the main operating system software
to be downloaded using the Ethernet Port over an FTP connection. The operating system
software can also reside in the Flash memory of the AP, which allows booting without
the need to download the operating system from the host PC over an FTP connection.
A configuration file is created in Flash memory to store user-configurable
parameters such as wired equivalent Privacy (WEP) keys. A terminal or PC with an
Ethernet connection is required to perform the initial AP configuration. An FTP
server is required for firmware update to the AP.

WARNING: If end users are allowed to upgrade firmware through the FTP server confirm
that the End User License Agreement (EULA) covers upgrades to the firmware. The AP
upgrade code permits direct upgrades of the AP from the configuration screen if a
web browser is used. As a precaution, also use the EULA as the FTP startup text in
the event some end users log in to the FTP server manually.

Use the AP Web Server for firmware updates. Refer to " AP Firmware Update
Configuration Window" on Page A-33 for information on the web server.
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AP Network Attachment and
Configuration

This section provides procedures for connecting and configuring the access Point
(AP) to a host PC (HPC). Configuration can be performed either from a web browser
accessing the built-in web server or by entering commands using the command line
interface (CL1). For detailed information on using the web server, refer to “ AP
Web Server Homepage” 1in Appendix A. For detailed information on using CLI, refer
to “ AP Command-Line interface” 1in Appendix B. For “ Factory Default Settings”
refer to Appendix B.

AP Network Connections

Connect the HPC to the AP using one of the following methods:

] Use an Ethernet crossover cable (not supplied) to connect directly to the
Ethernet port of the HPC.

[ Use standard Ethernet cables (not supplied)to connect through a hub or Ethernet
switch.

See Figllre 2-1 for an example of the AP to the HPC connections.

Follow these steps to establish the network connections:

1. Connect the AP Ethernet port to the HPC Ethernet card through the Ethernet
hub/switch or an Ethernet crossover cable.

2. Connect the optional RS-232 Port to the HPC serial Port through a serial cable.
Refer to Appendix C for more information on the serial interface.

3. Plug in the provided power supply to the AP power supply connector.

(34 ¢ Im
Host PC Atheros Access Point

(HPC) (AP)
RS-232 Serial Cable C;{pstl(%gazl
Port
Port
Ethernet Ethernet Power
Port Port
Ethernet Ethernet
Cable Ethernet Cable Power
Hub/Switch Supply

Figure 2-1. Access Point to HPC Connections
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Network Configuration

To configure the HPC for AP network control:

1. From the HPC' s Start menu, choose Settings and open the Network and
Dial-up Connections dialog box.

2. Right-click on the Local Area Connection icon that belongs to the Ethernet
controller connected to the AP, and select Properties.

3.  Within the Local Area Connection Properties dialog box, choose Internet
Protocol (TCP/IP) and click Properties.

Local Area Connection Properties o |

General |

Connect using:

I FEGZ4E-3Com 10100 LM PCCad-Fast E thernet

Configure
Components checked ars wsed by this connection:
Clertt for b clworks
D eterministic Network. Enhancer
File: and Frinter Sharing for Microzoft Hetworks

B il

[¥] F=wiPd Securiny Pratocol IEFE 802 1x) w2200 | ¥
"
Install... | Uninztall | Fropertiez |
— Dezcriplion

Allows your computer bo access resolrces on @ Microsoft
netvark.

[~ Show ioon in taskbar when connected

4. Configure the IP address for the Ethernet connection in the Internet
Protocol (TCP/IP) Properties dialog box.

Internet Protocol {TCP/IP) Properkies 2l

General |

“f'ou can get |P zettings assigned automatically if pour netwark, supports
this capability, Dthensize, vou need to ask pour netwark administeater for
the appropriate |P settings

" Dbtain an IP address autamaticaly

— % Uge the following IP address

|P address: 192,168, 1 ., 20
Subret magk: I 286 28R 255 . O
Diefalt gateway: I . . .

£ [Obtain DG server address automatically

—{ Use the following DNS server addiesses

Erefemed DNS cerver: I . . .
Alternate DNS zerver I B

Adwanced... |
0K I Cancel |

5. Click OK to continue and close the Internet Protocol Properties dialog box.
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AP Hardware Configuration
This section describes AP hardware configuration. Figure 2-2 shows the Honda AP

70410-QAB. Table 2-1 describes the AP LEDs.
182 max.

i

139 max.

55 max.

RS232C Connector

SMA Connector for
DC Jack External Antenna

Ethernet Connector

FCC Label

802.11a [ VAC Am
aoz.nb/g] VAC Am

Figure 2-2. Honda Access Point 70410-QAB
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Power Status

less A Wireless A

Tx/Rx

Wire ess B/G lreless B/G
Link Tx/Rx

Ethernet Elhernel
Link Tx/Rx

elelele
olelele

Table 2-1. Access Point LED Descriptions

LED Name Description

Power This LED always remains on during power on of AP.

This LED indicates several AP status.
Green: Indicates no error

Orange: Indicates firmware updating
Red: Indicates Error

Status

Wireless A Link This LED remains on when ready for 802.1la traffic.

Wireless A Tx/Rx This LED remains on during 802.11a traffic.

This LED remains on when ready for 802.11b/g traffic.
Wireless B/G Link Green indicates 802.11g link.

Orange indicates 802.11b link.

This LED remains on during 802.11b/g traffic.
Wireless B/G Tx/Rx  Green indicates 802.11g traffic.

Orange indicates 802.11b traffic.

This LED remains on when ready for Ethernet traffic.
Ethernet Link Green: 100Base link ready

Orange: 10Base link ready

This LED remains on when a LAN connection is live to the AP. Orange

Ethernet Tx/Rx indicates collision.
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AP Initial Configuration
Configure the AP after booting from Flash memory. Refer to “ Firmware Update
Configuration window” on Page A-33 for information on loading the operating image
file to the Flash file system, if the operating system software needs updating.

Configure the AP for its channel frequency and service set identifier (SSID) unique
to the application. This configuration can be done through a web browser with access
to the built-in AP web server. The AP can be configured at any time to tailor it
for the application environment.

For more information on configuring the AP using the web browser, refer to “ AP Web
Server” in Appendix A.

The following description illustrates the use of the web browser.
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AP Web Server

Configure the Access Point (AP) either through a web browser interfaces to the AP
web server. The web server resides in the AP and is accessible from any station (STA)
that is connected to the AP infrastructure network.

This appendix describes configuring the AP through the AP Web Server.

Accessing the AP Web Server

To access the AP Web Server:

1. Launch a web browser. Netscape Navigator and Internet Explorer are examples

of commonly used web browsers.

2. From the HPC, enter the IP address that is assigned to the AP as the URL address.
For example, the default address is http://192.168.1.20.

& Atheros Wireless LN, 5-GHz, B07.11 7, Radin-on=s-Chip, WLAY, Netuod 10/ %|
Fir Edt Uew Fevorites Joos  Hep

dedebmss [2] it (1132568120 | o

K Driving the wireless future
P

- |

&) Dane 0 [emet

Figure A-1. AP Web Server Homepage

The Access Point Web Server homepage appears (see Figure A-1).

3. Click on the image to access the configuration pages.

4. A dialog box appears requesting login authorization.

User Name : Admin (case sensitive)

Password : 5up
i ﬂﬂ

Enter Network Password

> Please type your user name and password.
Site: 192.168.1.20

Fealm Test

UserName  [Adnin

Passward |‘“

I Save this passward in your password list

Cancel

5. Click OK to complete the login Process.
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NOTE: the web browser must support frames and Java script must be enabled.

The Access Point Web Server 5GHz Statistics window appears (see Figure A-2).

Atheros Wieh Inkerface - Station Statistics Selup Fromes - Mcrasoft -0/

He it Uew Faverkes Took Heb -
sbess [ 5] 92, 163, 1) safra.bem x| ow
i 5GHz Statistics
his show fcoess Point s ths stations bk 2re curreny part
the BSS
Atneros
™ A3 TFBF 08 B ")

SGHZ STAISHCS

ZAGH2 Statislics

DO IFBROEDA

5| ey

&]0ore. @ Tesret

Figure A-2. 5 GHz Statistics Window

Configuration Windows

The web server configuration windows allow viewing and editing of configuration
information for the AP. The web server Provides configuration windows for:

| System configuration Parameters

5GHz and 2.4 GHz radio configuration Parameters

5GHz and 2.4 GHz statistics

Security

Configuration scripts

Firmware updates

To access any of these AP configuration screens, click on the desired hotlink from
the navigation bar on any configuration screen.

Working with Configuration Windows

The Web Server configuration windows provide a user-friendly interface to aid in
quick configuration of the AP. After making any additions or changes to any
configuration window, update the configuration file to save the changes. The new
configuration is not in effect until the AP reboots.

To update configuration files:

1. Enter the configuration updates or changes in the appropriate configuration
fields.

2. Click the Update button.

3. Click Reboot to reboot the AP and make the changes effective.

The web server loses connectivity with the Web Server as the AP reboots. To
reestablish the connection with the Web Server, wait until the AP has completed
rebooting, then navigate to the Web Server.
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System Configuration Window
The System configuration window al lows the setting of general operating information

for the AP. Click on Configuration from any window to access the system configuration
window (see Figure A-3).

2 Atheros Web Interface - AP Setup - Microsoft Internel Explore:

,
b
:

Bl B vew Freims s eb

dcress [ €] 1ii0: 14192, 183 1 200sat e |

A Gonfiguration > System | Update) Help
Usertame:  [Admin

ATHEROS Password: [+
) System name:

statistics Enable Telnet:

¥
3

Abaut country: [NO_COUNTRY_SET-H&

anfigurat
mAddeess: [132 158 i N

Subnet Mask:  [255  [255 [m55 [0

e Defauk Gateway Address: [0 [1 1 [T

Radio
Contiguration Script
Hrmerare Lpaate

Rt

1 B—— ]

& Irkamet

Figure A-3. AP System Configuration Window

Table A-2 summarizes the data fields in the System configuration window.

Table A-2. System Configuration Window Field Descriptions

General Configuration Field Description
User Name Specifies the user name.
Password Specifies the Password.

Specifies a unique name for AP. Enter a unique text string

N -
System Nane of up to 32 characters in length.

Enable Telnet Use the check box to allow teleneting into the AP.
Specifies the country where the AP is operating. Use the

Country drop-down menu to specify the country where the equipment
will operate from.

IP Address Specifies the IP address of the AP.

Subnet Mask Specifies the subnet mask for the AP.

Default Gateway Address Specifies the default gateway for the AP.
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Radio Configuration Window

The Radio configuration windows allow the setting of generic radio operating
information for the AP. From the AP System configuration window, click Radio (see

Figure A-4).

|} Atheros Web Inberface - AP Setup - Micresolt Inke

Bl Edr Wes Faomss ek pdp
pelress [ iz i11192,188. 1 0(sahopir i

[ |

3 e

Update) ' Help |

K configuratian > Radio
¥ 4 SGHzRadio

ATHEROS

Commmane # hecess Point
Stanistics
About " Repeater

anfiguratio:
246t Radio 7

@ hecess Point
System

Raio
 Repeater

Canfiguration Scrift

Firmware Uptdate

FReboot

| vl
&\cone

 Disable ¥ Enable Exiit 5 GHz Ranio S efinga

 Wireless Client  Remote AP MAC Site Suney
Remote AP MAC

" Divable & Enable Edlit 2.4GHz Radio Satings

© Wireless Oient  Remate AP MAC Siie Survey
vemaemprnc|

B Irene:

Figure A-4. Radio Configuration Window

Table A-3 summarizes the data fields in the System configuration window.

Table A-3. Radio Configuration Window Field Descriptions

General Configuration Field

Description

5GHz Radio

Use the radio buttons to enable/disable 5GHz radio operation.

2.4GHz Radio

Use the radio buttons to enable/disable 2.4GHz radio operation.

Edit 5GHz Radio Settings

Click this button to edit the configuration for 5GHz radio
operation (refer to“ 5GHz Radio Configuration Window” on Page
A-8).

Edit2.4 GHz Radio Settings

Click this button to edit the configuration for 2.4GHz radio
operation (refer t§ 2 4GHz Radio Configuration Window” on Page
A-21).

Access Point

Use the radio button to select to use the Access Point.

Wireless Client

Use the radio button to select to use the wireless client. Fill
in the Remote AP MAC address.

Wireless Client mode Provides wireless access for devices to
a remote AP. No STA can associate to the device when the device
is in wireless client mode.

Repeater

Use the radio button to select to use a repeater. Fill in the
Remote AP MAC address.

The wireless repeater relays signals between STAs and an AP.
When an AP is in repeater mode, it scans for a root AP. Once
associated with a root AP, the repeater acts like a point-to
point bridge between clients associated with the repeater and
the root AP.

Remote AP MAC

Fill in the MAC address of the remote AP when using a wireless
client or a repeater.

Site Survey

Click the Site Survey button to run a 5GHz or 2.4 GHz site survey.
The site survey displays a list of every available AP.
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5GHz Radio Configuration Window
The 5GHz Radio configuration window allows the setting of generic 5GHz radio
operating information for the AP. From the Radio configuration window, click the
Edit 5GHz Radio Settings button to access the 5GHz Radio configuration window (see

A Atheros Weh Interlace - AP Setup - Microsoft Intemet Bplores p _lo x|
Bk Bt Wow Fomibss Tek bep -
Aderess ] o 11192165, L 20! selupfradian - Pa
R Configuration > sz wadie (Update) Help |
GHz Radio

ATHEROS s810; [Btheros iral=z s Natwork Suppress 5510z [

Wirelews Mode: [5Gz 54Mbps (U021 12 -

Sumstics Rodin Frequency: [ SmanSeles |

i Security: [~ wpaonly  E0fSecurty Seing
Configura

advanced Scttings: [ Advanced )

GoBack |
System
Raio
Configuration Script
Firmware Uipdate

Ranoot

Ll v
£] bone B Irkemec

Figure A-5. 5 GHz Radio Configuration Window

Table A-4 summarizes the data fields in the 5GHz Radio configuration window.

Table A-4. 5GHz Radio Configuration Window Field Descriptions

General Configuration Field | Description

SSID Identification of the AP. Enter a number or address between 1 and
32 characters in length that the STAs are associating with in
Infrastructure mode. More than one AP in an SSID can be specified
here. Use the System Name field to uniquely identify each AP.
When operating as a wireless client or as a repeater the SSID
is the identification of the remote AP the device will associate
to.

Suppress SSID Use the check box to prevent broadcast of the AP"s SSID in beacons.
When enabled, the SSID in beacons are not transmitted and only
those STAs with prior knowledge of an AP"s SSID can associate with

that AP.

Wireless Mode The wireless LAN mode specifies both frequency range and data
rates.

Radio Frequency Select the desired frequency of operation from the

Drop-down menu, or choose Smart Select.

The radio frequencies that appear in the Radio Channel drop-down
menu are dependent on the wireless mode selection.

Select “ Smart Select” to automatically search through the
frequency list to find a used or less congested channel.

- Use the checkbox to enable wired protection access (WPA).

Edit Security Settings Click here to edit the security configuration for 5GHz radio
operation.

Advanced Settings Click here to enter advanced configuration for 5GHz radio
operation.
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5GHz Security Configuration Window
The 5GHz Security configuration window allows the setting of security information
for the AP for 5GHz operation. From the 5GHz Radio configuration window, make sure
that WPA-only is not checked, then click on Edit Security Settings to access the

5GHz Security configuration window (see Figure A-6)
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Figure A-6. 5 GHZ Security Configuration Window

Table A-5 summarizes the data fields in the 5GHz Security configuration window.

Table A-5. 5GHz Security Field Descriptions

Security Configuration Field

Description

Security Mode

Use the radio buttons to specify the security mode.

Security Server

Click Edit Security Server Settings to change the configuration of the
security server.

Key Entry Method

Use the radio buttons to specify the key entry method as either
hexadecimal or ASCII.

Default Shared Key

Use the radio button to specify which encryption key to use as the
default shared key

Encryption Key

Specifies the encryption key used for broadcast /multicast frames.

Key Length

Specifies the key length:

m  None

m 10 Hex digits or 5 ASCII text
m 26 Hex digits or 13 ASCII text
m 32 Hex digits or 16 ASCII text

Edit ACL settings

Click here to edit the configuration of the ACL operation for 5GHz.

Access Control List

Specifies the state of the access control list (ACL). Use the

drop-down menu to specify the state of ACL:

m Disable - Unrestricted Access: By default, while checking of
the ACL is enabled, the access control list itself is empty.
This is the same as disabling the checking on the ACL.

m Enable - Restricted Access: An ACL entry must exist before ACL
can be enabled. While ACL is enabled stations with valid
shared keys and stations with matching “ allow” entries on
the ACL are authenticated.

m Strict - Restricted(w/ACL match): Requires an ACL entry that
specifies the station®s assigned unique key or the station
is denied association. In the strict mode, stations with
valid share keys and not on the ACL are not authenticated.
The stations must have unique keys defined and matching
“ allow” ACL entries specified to associate with the AP.
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Edit Security Server Setting
The 5GHz Security configuration window allows configuration of a RADIUS server for
authentication Purposes in 802.1x networks. See Figure A-7 for an illustration of
the 5GHz RADIUS Server configuration window.
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Figure A-7. 5GHz RADIUS Server Configuration Window

Table A-6 summarizes the data fields in the RADIUS Server configuration window.

Table A-6. RADIUS Server Configuration Field Descriptions

Security

Configuration Field

Description

Domain Name Server IP Address

Specifies the IP address of the domain name
server.

Domain Name Server
RADIUS Server

RADIUS Port
RADIUS Secret

RADIUS Key Source

Specifies the name of the domain name server.
Specifies the IP address of the RADIUS server.
Specifies the Port of the RADIUS server.
Specifies the Password for the RADIUS server.
Specifies the location of the RADIUS keys. Use
the “ local” checkbox to specify the RADIUS
keys are located in the AP. Use the “ remote”
checkbox to specify the RADIUS keys are located
in the RADIUS server.
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WPA Configuration

The 5GHz Security configuration window allows the setting of security information
for the AP for WPA-only operation.

To configure WPA on the AP using the web interface:

1.

2.

23 Atherus Wl Interface - AP Setup - Micsosalt Tnbemet Boplarer| =18l
Bl Edt Wew Fawarkes Took Help
Adcress | ] b 192,166,120/ satupfr 3 em j e

In the 5GHz Radio configuration window, check WPA-Only.

Click the Edit Security Settings button to access the 5GHz WPA configuration
screen.

Aot
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Configuration -> sGHz wra | Update) Help
Reminder: Alter making the |ast change,
click w button for changes o kake effect
WPAMode: © PSK * EAP

Security Sarver: Edit Secuity Server Sefings

PassPhrase: |

Group Key Update
Interval: frea0

@ e

Figure A-8. 5GHz WPA Configuration Screen

3.

Click Edit Security Server Settings.

Table A-7 summarizes the data WPA Security configuration fields.

Table A-7. WPA Security Field Descriptions

WPA_OnLy Field Description

Use the radio button to specify either PSK (Pre-Shred Key) or EAP
WPA Mode

(802.1x).
Security Server Click here to enter RADIUS server information.

Enter a Password phrase. Phrases can be 8-63 characters long and
Pass Phrase can use any ASCII character. A hexadecimal Phrase must be exactly

64 characters.

Cipher Type Specify either TKIP, AES, or Auto.
Group Key Update Interval O=Disable. Enter an interval value of 15-300 sec.

Edit the security settings.

Choose EAP for WPA-TLS, or PSK for WPA-PSK authentication.

- If using WPA-PSK, enter a Pass Phrase.

- If using WPA-TLS, click “ Edit Security Server Settings” to enter RADIUS
server information (see Figure A-7). See Table A-6 for RADIUS Server
configuration field descriptions.

Click the Update button.

After the last change to the AR dick the Reboot button to reboot the AP for
the changes to take effect.

Use a STA to connect to the AP.
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5GHz 802.1X Configuration

The 1EEE 802.1X Protocol is designed to support Port-based authentication and secure
key distribution, as well as unique encryption keys distribution for an entire BSS.
Honda provides AP and STA support for this Protocol.

To enable 802.1x on the AP, take the following steps on the 5GHz RADIUS Server
configuration window (see Figure A-7):

1.

Specify the domain name server IP address.

Specify the name of the domain server.

Specify a RADIUS Server name.

Specify a RADIUS Server secret.

Specify the location of the 5GHz Key Source as Remote.
Click the Update button.

After the last change to the AP, click the Reboot button to reboot the AP for
the changes to take effect.

Reminder: After making the last change,
click [Reboot AP] button for changes to take effect.
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5GHz Access Control List Configuration Window

The 5GHz Radio configuration window allows AP security information setting. From
the 5GHz Security configuration window, click Edit ACL Settings to access the 5GHz
ACL configuration window (see Figure A-9)
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Figure A-9. 5 GHz ACL Configuration Window

Click Delete to remove any list item.
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Adding New Access Control List

The 5GHz Security New ACL configuration window allows the addition of new access
control list items. From the 5GHz ACL configuration window, click Add to list to
enter new list items (see Figure A-10). Note that to access the ACL, the box next
to WPA-Only must be unchecked.
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(addto List) GoBack | Help
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Figure A-10. 5 GHz New ACL Configuration Window

Table A-8 summarizes the data fields in the New ACL configuration window.

Table A-8. 5 GHz New Access Control List Field Descriptions

Per Station Privacy Field Description

MAC Address Specifies the MAC address for the STA to be included in the ACL.

Specifies the current state of each STA:
m Allow - Enable access for this MAC address to the ACL.
m Deny - Deny access for this MAC address to the ACL.

ACL Type m Default Shared Key - This MAC address would use the default
shared key.
m 64/128/152Bits - Specifies lengths for shared keys.

Unique Key Enter a unique key.

To add new items to the access control list (ACL):

1. Specify the ACL type from the drop-down menu.
The access control list (ACL) allows an administrator to perform security
actions based on the client station MAC address. Use this selection to
allow or deny association with the AP and for unique per station WEP key
assignment.

2. Enter the MAC address for the STA to be included on the access list.

Enter a unique key for the new list item.

4. Click Add to List.
Once entered in the ACL Control List, click on Delete to remove any configured
STA from the access list.

5. Click the Update button.

6.  After the last change to the AP, click the Reboot button to reboot the AP for
the changes to take effect.

w
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Adding Access Control List Permissions

The 5GHz ACL configuration window allows the addition of Permissions for each list
item. From the 5 GHz ACL configuration window, click on a MAC address in the list
to view the 5GHz Security Edit ACL configuration window (see Figure A-11).
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Figure A-11. 5GHz Security Edit ACL Configuration Window

Table A-9 summarizes the data fields in the 5GHz Security Edit ACL window.

Table A-9. 5GHz Security Edit Access Control List Field Descriptions

Per Station Privacy Field

Description

Specifies the current state of each STA:

m Allow - Enable access for this MAC address to the ACL.

ACL Type m Deny - Deny access for this MAC address to the
m Default Shared Key - Use the default shared key for this MAC
address.
m 64/128/152Bits - Specifies lengths for shared keys.

Unique Key Enter a unique key.
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5GHz Radio Advanced Configuration Window

The 5GHz Radio (Advanced) configuration window allows the setting of advanced AP
5GHz radio operating information. From the 5GHz Radio configuration window, click

Rtherox Web Interface - AP Sebup - Mierosolt Tnkemet
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Advanced to access the 5GHz Radio (Advanced) configuration window (see Figure A-12).
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Figure A-12. 5GHz Radio (Advanced) Configuration Window

Table A-10 summarizes the data fields in the 5 GHz Radio (Advanced) configuration

window.

Table A-10. 5GHz Radio Advanced Configuration Window Field Descriptions

Advanced Configuration Field

Description

Data Rate

Specifies data transmission rate. Select the desired rate from
the drop-down menu. The Best selection adapts the rate to best
available.

Transmit Power

Antenna Diversity

Beacon Interval

Data Beacon Rate

Fragment Length

RTS/CTS Threshold

Specifies the level of transmit Power Choose the value from the
drop-down menu. Decrease the transmit Power if more than one
AP is co-located using the same channel frequency.

Specifies which antennae to use: Best, 1, or 2.

Specifies the beacon interval value. Enter a value between 20
and 1000.

Specifies the Data Beacon Rate. Enter a value between 1 and 16384
that specifies the delivery traffic indication message (DTIM).

Specifies the fragment length. Enter a value between 256 and
2346.

Specifies the value of the RTS/CTS threshold. Enter a value
between 256 and 2346.
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2.4GHz Radio Configuration Window
The 2.4 GHz Radio configuration window allows the setting of generic 2.4GHz radio
operating information for the AP. From the Radio configuration window (see Figure
A-4), click on Edit 2.4 GHz Radio Settings to access the 2.4GHz Radio configuration

window (see Figure A-13).
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Figure A-13. 2.4GHz Radio Configuration Window

Table A-11 summarizes the data fields in the 2.4GHz Radio configuration window.

Table A-11. 2.4GHz Radio Configuration Window Field Descriptions

General Configuration Field

Description

SSID

Identification of the AP. Enter a number or address between
1 and 32 characters in length that the STAs are associating
with in Infrastructure mode. More than one AP in an SSID can
be specified here. Use the System Name field to uniquely
identify each AP.

Suppress SSID

Use the check box to prevent broadcast of the AP"s SSID in
beacons. When enabled, the SSID in beacons are not transmitted
and only those STAs with Prior knowledge of an AP"s SSID can
associate with that AP.

Wireless Mode

The wireless LAN mode specifies both frequency range and data
rates.

Radio Frequency

Select the desired frequency of operation from the drop-down
menu, or choose Smart Select. The radio frequencies that
appear in the Radio Channel drop-down menu are dependent on
the wireless mode selection. Select “ Smart Select” to
automatical ly search through the frequency list to find a used
or less-congested channel.

WPA-Only

Use the check box to enable WPA.

Edit Security Settings

Click here to edit the security configuration for 2.4GHz radio
operation (refer to“ Edit Security
Server Settings” on page A-12).

Advanced Settings

Click here to enter advanced configuration settings for
2_4GHz radio operation (refer to “ 2.4GHz Radio Advanced
Configuration Window” on page A-30).
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2.4 GHz Security Configuration Window
The 2.4 GHz Radio Security configuration window allows the setting of security
information for the AP for 2.4 GHz operation. From the 2.4GHz Radio configuration
window, make sure that WPA-only is not checked, then click on Edit Security Settings
to access the 2.4 GHz Security configuration window (see Figure A-14).
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Figure A-14. 2.4 GHZ Security Configuration Window
Table A-12 summarizes the data fields in the 2.4GHz Security configuration window.

Table A-12. 2.4 GHz Security Field Descriptions

Security Configuration Field Description

Security Mode Use the radio buttons to specify the security mode.

Security Server Click Edit Security Server Settings to change the configuration of the
security server.

Key Entry Method Use the radio buttons to specify the key entry method as either hexadecimal
or ASCII.

Default Shared Key Use the radio button to specify which encryption key to use as the default
shared key

Encryption Key Specifies the encryption key used for broadcast /multicast frames.

Key Length Specifies the key length:
= None

m 10 Hex digits or 5 ASCII text
m 26 Hex digits or 13 ASCII text
m 32 Hex digits or 16 ASCII text

Edit ACL settings Click here to edit the configuration of the ACL operation for 5GHz.

Access Control List Specifies the state of the access control list (ACL). Use the drop-down

menu to specify the state of ACL:

m Disable - Unrestricted Access: By default, while checking of the
ACL is enabled, the access control list itself is empty. This is
the same as disabling the checking on the ACL.

m Enable - Restricted Access: An ACL entry must exist before ACL can
be enabled. While ACL is enabled stations with valid shared keys
and stations with matching “ allow” entries on the ACL are
authenticated.

m Strict - Restricted(w/ACL match): Requires an ACL entry that
specifies the station”s assigned unique key or the station is denied
association. In the strict mode, stations with valid share keys and
not on the ACL are not authenticated. The stations must have unique
keys defined and matching “ allow” ACL entries specified to associate
with the AP.

For WPA configuration information, see “ WPA Configuration” on Page A-13.
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Edit Security Server Settings
The 2.4GHz Security configuration window allows configuration of a RADIUS server
for authentication purposes in 802.1x networks. See Figure A-15 for an illustration
of the RADIUS Server configuration window.
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Figure A-15. 2.4GHz RADIUS Server Configuration Window

Table A-13 summarizes the data fields in the 2.4 GHz RADIUS Server configuration
window.

Table A-13. 2.4 GHz RADIUS Server Confi9uration Field Descriptions

Security Configuration Field Description

Domain Name Server IP Address Specifies the IP address of the domain name
server.

Domain Name Server Specifies the name of the domain name server.

RADIUS Server Specifies the IP address of the RADIUS server.

RADIUS Port Specifies the Port of the RADIUS server.

RADIUS Secret Specifies the Password for the RADIUS server.

Specifies the location of the RADIUS keys. Use
the “ local” check box to specify the RADIUS

RADIUS Key Source keys are located in the AP. Use the “ remote”
check box to specify the RADIUS keys are located
in the RADIUS server.
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2.4 GHz 802.1X Configuration

The 1EEE 802.1X Protocol is designed to support port-based authentication and secure
key distribution. It can distribute unique encryption keys for an entire BSS. Honda
provides support for this protocol on the AP and the STA.

To enable 802.1x on the AP, take the following steps on the 2.4GHz RADIUS Server
configuration window (see Fi9ure A-15):

Specify the domain name server IP address.

Specify the name of the domain server.

Specify a RADIUS Server name and RADIUS Server secret.

Specify the location of the 2.4GHz Key Source as Remote.

Click the Update button, then after the last change to the AR click the Reboot
button to reboot the AP for the changes to take effect.

g b~ wN -

2.4 GHz Access Control List Configuration Window

The 2.4 GHz Radio configuration window allows AP security information setting. From
the 2.4 GHz Security configuration window, click Edit ACL Settings to access the
2.4 GHz ACL configuration window (see Fi8ure A-16)

3 Atheros Web Intedace - AP Setup - Microsofk Tnkemek Exgp r provide o [=] 53]
Bl dt wes Faomss Iook  bep
pudebess [ €] iz 11192, 58,1 20isatusit3 i = e

— Configuration - Z.4GH2 ACL Help
Y minder: After making the ast change,

Rem Al
click @IETTIETE button for changes Lo take effect
ATHEROS

Ei(klh:i Add J‘Ihﬂmhaddn:wk[l
Stastics e

awaut
00 FEHEFT 28 alowed ¥

Co uratio: 00:03 FE:DEFI.04 alowed
0207 04 020 s

System Go Back
Rattio

Canfiguration Script

Firmware Update

Ranont

) vl
2\ toe B Tnterre

Figure A-16. 2.4GHz Access Control List Configuration Window

Click Delete to remove any list item.
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Adding New Access Control List

The 2.4GHzSecurity New ACL configuration window allows the addition of new access
control list items. From the 2.4 GHz ACL configuration window, click Add to list
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to enter new list items (see Figllre A-17).
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Figure A-17. 2.4 GHz New ACL Configuration Window

Table A-14 summarizes the data fields in the New ACL configuration window. See Page
A-17 for instructions on adding items to the ACL.

Table A-14. 2.4GHz New Access Control List Field Descriptions

Per Station Privacy Field

Description

MAC Address

Specifies the MAC address for the STA to be included in
the ACL.

Specifies the current state of each STA:
m Allow - Enable access for this MAC address to the ACL.
m Deny - Deny access for this MAC address to the ACL.

ACL Type m Default Shared Key - This MAC address would use the
default shared key.
m 64/128/152Bits - Specifies lengths for shared keys.
Unique Key Enter a unique key.
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Adding Access Control List Permissions

The 2.4 GHz ACL configuration window allows the addition of permissions for each
list item. From the 2.4GHz ACL configuration window, click on a MAC address in the
list to view the 2.4GHz Security Edit ACL configuration window (see Figure A-18).

Rtherox Web Interface - AP Sebup - Mierosolt Tnkemek B

=181x|
Bl Edt wew Faeress Itk tep

budcbess [ himif{192,088. 1 Z0fstuplr3 b ] e
Configuration -> 2.4GHz Security -> Edit ACL
‘ MAC Address ->  D0:00: 7E:BE:F 1: 28
acL Type: [Alow =l
unique Key:
=

O urigs b e 1 ACLTARS)
Statistics (Update) GoBeck |/Halp

ATHEROS

& boe 0 e

Figure A-18. 2.4GHz Security Edit ACL Configuration Window

Table A-15 summarizes the data fields in the 2.4GHz Security Edit ACL configuration
window.

Table A-15. 2.4GHz Security Edit Access Control List Field Descriptions

Per Station Privacy Field Description

Specifies the current state of each STA:
m Allow - Enable access for this MAC address to the ACL.
m Deny - Deny access for this MAC address to the ACL.

Permission m Default Shared Key - This MAC address would use the default
shared key.
m 64/128/152Bits - Specifies lengths for shared keys

Unique Key Enter a unique key.
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2.4 GHz Radio Advanced Configuration Window
The 2.4 GHz Radio (Advanced) configuration window allows the setting of
2.4GHzadvanced radio operating information for the AP. From the 2.4GHz Radio
configuration window, click Advanced to access the 2.4GHz Radio (Advanced)

configuration window (see Figure A-19).
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Figure A-19. 2.4 GHz Radio Advanced Configuration Window

Table A-16 summarizes the data fields in the 2.4GHz Radio (Advanced) configuration

window.
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Table A-16. 2.4 GHz Radio Advanced Configuration Window Field Descriptions

Advanced Configuration Field

Description

Data Rate

Specifies the data transmission rate. Select the desired rate
from the drop-down menu. Selecting Best adapts the rate to
best available.

Transmit Power

Specifies transmit Power level. Select the desired value from
the drop-down menu. Decrease the transmit Power if more than
one AP is co-located using the same channel frequency.

Antenna Diversity

Specifies which antennae to use: Best, 1 or 2.

Beacon Interval

Specifies the beacon interval value. Enter a value between
20 and 1000.

Data Beacon Rate

Specifies the Data Beacon Rate. Enter a value between 1 and
16384 that Specifies the delivery traffic indicator message
OTIN.

Fragment Length

Specifies the fragment length. Enter a value between 256 and
2346.

RTS/CTS Threshold

Specifies the value of the RTS/CTS threshold. Enter a value
between 256 and 2346.

Short Preamble

Use the radio button to specify short preamble (11b) usage.
When enabled, both short and long preambles are used. When
disabled, only long preambles are used.

Allow 2_4GHz 54Mbps Station
Only

Use the radio button to enable or disable the association of
2.4 GHz 54Mbps STA only.

Protection Mode

Specifies the operation of CTS protection mode:
m None

m Always

m Auto

Protection Rate

Specifies the operation of CTS protection rate:
= 1Mbps

m 2Mbps

m 5_5Mbps

m  11Mbps

Protection Type

Specifies the operation of CTS protection type:
m CTS only
m RTS-CTS

Short Shot Time

Choose the radio button to specify short time shot usage.
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Script Configuration Window
The Script configuration window allows execution of text scripts of CLI commands
(e.g., construction of a text script to enter the shared keys for station).
Al set command can be used in scripts, except set security, set password, find bss,

ftp, password, and ping.

Figure A-20 illustr
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Figure A-20. Configuration Script Configuration Window

To use scripts:

1. Develop the scripts for the application.

2. Enter the host name where the script resides.

3. Enter the user name and password for the host.

4 Specify the script path and the script name in the data entry fields in the
Configuration Script window.

5. Click Execute to run the script.

To revert to the previous configuration, click Restore.
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Firmware update Configuration Window

The Firmware Update Basic configuration window allows viewing of the FTP location
of new firmware. The default values for the Host Name, Image Path, and Image Name

appear in the window.

To access the Firmware Update window, click on Firmware Update in the navigation
bar The Firmware Update configuration window appears (see Figure A-21).
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Figure A-21. AP Firmware update Configuration Window

0 It

The AP uses the file transfer protocol (FTP) to download the Operating image from
the HPC. An FTP server utility is required to perform the data transfer between the

AP and HPC.

To enable firmware updates:
1. From the Firmware Update Basic window, click on Advanced. The AP Firmware

Update (Advanced) configuration window appears (see Figure A-22).
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Figure A-22. Advanced Firmware update Configuration Window

@ e

The Firmware Update (Advanced) configuration window allows the setting of new
information on the FTP location of new firmware or filename of the firmware.

2. Enter the Host Name or host PC' s address, User Name, Password, Image Path,
and Image Name in the data-entry fields. To revert to the default-vendor values,
click use Factory FTP Location.

3.  Click Update Firmware to store the new firmware changes. When Flash memory
contains two images, click Restore to toggle between these images. If Flash
memory contains only one image, the Restore button has no effect.
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Statistics Windows

From the AP Web Server, choose the Statistics hyperlink to go to the Access Point
Statistics window. By default, this is the first window that appears once the AP
Web Server opens (see Figure A-2).

The AP Statistics window al lows viewing of the assigned ID, MAC address, and current
state of the AP and all stations currently part of its basic service set (BSS).The
toP-level Statistics window automatically updates each minute.

AP Statistics

To view statistics on the AP, click on the MAC address hyperlink for the desired
AP in the Statistics window. The BSS Stats window for the selected AP will appear.
See Figure A-23 for an example of a BSS Stats window (5GHz shown) for an AP.
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Figure A-23. Basic Service Set Statistics Window for an AP

The BSS Stats window for AP is divided into sections that Provide the AP configuration,
AP SME statistics (station association information), or AP transmit and receive
statistics. Refer to Table A-17 for a description of the BSS Statistics for AP window
fields.
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Table A-17. BSS Statistics Field for AP Descriptions

BSS Stats Field

Description

State Current state of the AP.
Authentication Type Specifies open-system or shared key.
Encryption Specifies the enabled state of encryption; either yes

or no.

Cipher Advertised

Specifies current state of advertised cipher
negotiations, AES and/or WEP, and None (clear).

Authentication / Deauthentication

Number of times a STA attempted authentication and
deauthentication

Association / Deassociation /
Reassociation

Number of times a STA attempted associations,
deassodations, and reassociations.

MSDU

Maximum service data unit. Specifies the number of
Packets sent and received by the AP.

Data/Management/Control

Packets can either be data, control or management.
Specifies the number of Packets sent and received for
each.

Multicast Specifies the number of multicast Packets both sent and
received.
Errors Specifies the error count for both transmit and receive.

Receive Errors

Specifies the number of receive errors.

Discarded Frames

Specifies the number of receive discarded frames.

Duplicate Frames

Specifies the number of receive duplicate frames.

CRC Errors Specifies the number of receive CRC errors.
PHY Errors Specifies the number of receive PHY errors.
DMA Errors Specifies the number of receive DMA errors.

Transmit Errors

Specifies the number of transmit errors.

Discarded Frames

Specifies the number of transmit discarded frames.

Excessive Retries

Specifies the number of transmit excessive retries.

DMA Errors

Specifies the number of transmit DMA errors.

The AP Stats window automatically updates every five seconds.
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Station Statistics

To view statistics on any STA, click on the MAC address hyperlink for the desired
STA. The BSS Stats window for the selected STA will appear. See Figure A-24 for an
example BSS Stats window for a station.
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Figure A-24. Basic Service Set Statistics Window for Station

The BSS Stats window for stations provides the station configuration and statistics
for the selected station.

Table A-18 summarizes the information fields in the BSS Stats window for a STA.
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Table A-18. BSS Stats Fields for STA Descriptions

BSS Stats Window for STA Field

Description

AID The ID of the STA.

State The current state of the STA

Power Save Specifies the enabled state of the Power save option;
either yes or no.

Encryption Specifies current state of encryption; AES and/or WEP, and

None (clear).

Advertised Cipher

Specifies the supported cipher types.

Unicast Cipher

Specifies the current unicast cipher type used.

Multicast Cipher

Specifies the current multicast cipher type used.

Authentication/Deauthentication

Number of times a STA attempted authentication and
deauthentication.

Association/Deassociation/Reass
ociation

Number of times a STA attempted associations,
deassodations, and reassociations.

MSDU

Maximum service data unit. Specifies the number of Packets
sent and received by the STA.

Data/Management/Control

Packets can either be data, control or management.
Specifies the number of Packets sent and received for each.

Multicast

Specifies the number of multicast frames.

Errors

Specifies the error count for both transmit and receive
sides.

Signal Strength

Specifies the strength of the transmit and receive signals
in dBm.

Data Rate (Mbps)

Specifies the transmit and receive data rate in Mbps.

Receive Errors

Specifies the number of receive errors.

Discarded Frames

Specifies the number of receive discarded frames.

Duplicate Frames

Specifies the number of receive duplicate frames.

CRC Errors Specifies the number of receive CRC errors.
PHY Errors Specifies the number of receive PHY errors.
DMA Errors Specifies the number of receive DMA errors.

Transmit Errors

Specifies the number of transmit errors.

Discarded Frames

Specifies the number of transmit discarded frames.

Excessive Retries

Specifies the number of transmit excessive retries.

DMA Errors

Specifies the number of transmit DMA errors.
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