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Introduction

HP Jetdirect introduced SSL/TLS support in early 2002 with the 615n EIO Print Server. A free
firmware upgrade allowed the 610n EIO print server, shipped in 2000, the same capability.
Suddenly, a few million HP Jetdirect EIO cards had SSL/TLS capability. Why?

The answer was secure management. HP printing and imaging devices were becoming more
complex and more feature oriented. They were becoming valuable assets to a company’s
infrastructure. Having the ability fo use a browser to manage a device using HTTP was one thing,
using the same browser and using HTTPS to manage it securely was a great benefit. Unfortunately,
many users of HTTPS are under a false sense of security because they have not deployed SSL/TLS
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correctly. One of the purposes of this whitepaper is to show administrators how to properly deploy
SSL/TLS so that it can be used securely.

SSL/TLS is also used in other applications, such as LDAPS and 802.1X. This whitepaper will discuss
how SSL/TLS works when Jetdirect is operating as a client (e.g., LDAPS, IPPS). 802.1X is covered
extensively in a separate whitepaper. See http://www.hp.com/go/secureprinting for the latest
information regarding HP’s printing and imaging products.

What is SSL/TLS?

SSL/TLS is a security protocol. It has a purpose: To provide authentication, integrity, and
confidentiality to the data it encapsulates. While SSL/TLS is commonly associated with the TCP/IP
protocol suite, it can be used within other frameworks as well. The most common protocol that uses
SSL/TLS functionality is HTTPS. In this section, for the sake of familiarity and clarity, we'll discuss
SSL/TLS within the context of TCP/IP, primarily with HTTP and HTTPS.

Refer to Figure 1: HTTP Application. Here is the normal view of an HTTP session from a web
browser to a Jetdirect device.

Web Browser Web Server

( Network ()

Figure 1 - HTTP Application

In Figure 2 — HTTPS Application, we can see how SSL/TLS is deployed. This would be done by using
“HTTPS” in the URL of the browser.

Web Browser Web Server

HTTP HTTP

SSL/TLS SSL/TLS

Network  H

L
Figure 2 - HTTPS Application

We can see that HTTPS is really just running HTTP over SSL/TLS which runs over TCP. How does the
browser know when to use SSL/TLS? Well, the URL of “https://” indicates to the browser that it
needs to change its behavior and invoke SSL/TLS. Refer to Figure 3 — Application Changes. We can
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see that SSL/TLS requires application changes in order to be utilized. These changes have to be
made by every application that wishes to utilize SSL/TLS. In other words, SSL/TLS is not application
transparent.

Web Browser

HTTP:// Web Browser Application Code

API: Socket(...)

Web Browser

HTTPS:// Web Browser Application Code

API: SSLSocket(...)

SSL/TLS

Figure 3 - Application Changes

Now, let's have a closer look at HTTPS.

HTTPS Decoded

In Figure 4 — HTTP Session, we bring up a normal HTTP session with an HP MFP.
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Figure 4 - HTTP Session

The URL starts with http:// and tells the browser that SSL/TLS is not required. Let’s change it to
https:// and hit the [Enter] key. We are now presented with the dialog in Figure 5.
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o
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Figure 5 - Secure Connection

Clicking “More Info”, we get the dialog in Figure 6.
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Notice the sentence: “This Web site provides secure communication and has a valid certificate.”
After reading this whitepaper, you'll know whether that sentence is correct or not. Now that we have
read the “More Info” text, let's go back to the dialog in Figure 5 and click “OK”. Now we get a
security alert dialog shown in Figure 7.
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Figure 7 - Security Alert




Well, we've got one green checkmark and two yellow warnings. Good enough for us! Let's click
“Yes” and establish the HTTPS session with the MFP.
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Figure 8 - HTTPS Session

We have now “secured” our web browser session with the HP MFP. How can we tell? Well, we can
look at the URL and see https://, but we can also look at the bottom right of Figure 9 - Lock Icon.
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Figure 9 - Lock Icon

The mouse pointer was placed on the lock icon. Notice the “SSL Secured (128 bit)” shown in the
bottom right. If we double-click on the lock icon, we get a dialog box similar to the one in Figure 10
— Certificate Details.
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Figure 10 - Certificate Details

Something is very wrong here. We went from yellow warning symbols and green checkmark to a big
red X symbol. We have a 128 bit SSL secured session with the HP MFP but we now have a big red X

indicating a trust problem.

This problem is best explained through an example. Let's assume that you are a famous celebrity and
that you are having an electrical contractor work on your mansion. The contractor completed the
work but will only accept cash as payment and you don’t have any cash on you. You have to go to
the Automated Teller Machine (ATM). You summon 10 bodyguards and get into your armor plated
limousine and go to the shopping mall. The bodyguards surround you and you go to the first ATM
you see and put in your card and punch in your PIN#. The ATM returns the message: “Temporarily
out of service” and gives you your card back. You then go to another ATM and get the money and
return home. The next day, your bank account is cleaned out. You assume that one of your body
guards saw your PIN # and “borrowed” your card while you were sleeping. You fire all your
bodyguards. Was that the correct thing to do?

Probably not. You were most likely a victim of a fake ATM machine. You went to the ATM machine
in a secure fashion. You left the ATM machine in a secure fashion. You just went to a non-rusted
ATM machine! The same type of attack exists with SSL/TLS. To avoid being a victim of this attack,
we need to pay attention to the digital certificate and to the dialog boxes associated with the SSL/TLS
connection. In short, although we used HTTPS in this example to “secure” our session with the HP
MFP, we actually are not secure and what is worse, we probably have a false sense of security. In
order to utilize SSL/TLS securely, we need to learn more about digital certificates.



Digital Certificates

Much like a fake ATM machine, an unethical hacker could use technology to direct a user to a false
web site when they are thinking they are going to a trusted website, even if they are using SSL.
When typing in https://, Internet Explorer 6 (IE6) will pop-up a dialog when it encounters a digital
certificate that it doesn't trust (i.e., a potential fake ATM machine) as shown in Figure 11:

Security Alert

7% Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
security certificate.

& The securty certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authorty.

e The secunty certificate date is valid.

& The name on the security cerificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes ] | No d [‘i‘lew Cerificate

Figure 11 - IE6 Security Alert

In many cases, a user may just click “Yes” without realizing what they are doing (as we did before)
and then provide the unethical hacker with a lot of information - like their credit card number and
billing address. After all, it really seems like just an annoying dialog. Luckily, the Internet Explorer 7
(IE7) experience is different in a profound way. Here is an example of IE7:
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Figure 12 - IE7 Certificate Error 1

This screen is a lot different from IE6 — notice the red X symbols and explanatory text. The way the
information is now presented, it will grab your attention. If we click the “Continue to this website (not
recommended)” link, we get this screen shown in Figure 13:
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Figure 13 — IE7 Certificate Error 2

Notice the red URL and the “Certificate Error” message. Essentially, to go back to our story, Internet
Explorer 7 is effectively saying “You may be at a fake ATM machine!”

The big question is “How can digital certificates help me determine that I'm going to the right
website?” Well, there are two main components around digital certificates — the digital certificate
issuer (Issued by:) and the holder of the digital certificate (Issued to:). A useful analogy is to think of
the certificate issuer like a Department of Motor Vehicles (DMV). Each state in the United States has a
DMV run by the state’s government. The DMV issues driver’s licenses which grant the privilege to
drive in a given state. A person that goes to the DMV to get a driver’s license must pass a series of
tests that helps the DMV determine if they are fit to drive on the state’s roads. The state’s Highway
Patrol, a group which enforces the rules of the road, recognizes the validity of the DMV to issue
driver’s licenses. Therefore, if one violates one of the rules of the road and is pulled over by a
Highway Patrol officer, showing a driver’s license issued by the DMV is a requirement. The Highway
Patrol will not recognize a driver’s license issued by an institution other than the DMV as being valid.
In short, the DMV is a trusted third party that issues “certificates” (driver’s licenses) to individuals.
These “certificates”, issued by the DMV, are trusted by the Highway Patrol. Essentially, the Highway
Patrol, the DMV, and the licensed driver are the participants in a Driver’s License Infrastructure or DLI.
Let's move back to digital certificates and talk about a Public Key Infrastructure.



Public Key Infrastructure and Public Key Certificate Basics

Let's go back to the certificate information dialog, shown in Figure 14:

Gereral | petails | Certification Path |

T
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: HP Jetdirect 35C1F319
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84 |

Figure 14 - Certificate Information

Here is the message: “This CA Root certificate is not trusted.” To enable trust, install this certificate in
the Trusted Root Certification Authorities store”. What the message is trying to say is that “HP
Jetdirect 85C1F319”, who issued the certificate “HP Jetdirect 85C1F319”, is not trusted. Because
the “Issued by:” name is the same as the “Issued to:” name, this is a self-signed certificate.

The Security Alert dialog is troubling because it is indicative of a trust problem. In the terms of our
analogy, it would be like a driver, who has been pulled over by the Highway Patrol, handing the
officer a driver’s license that the driver has created for himself indicating that he has the privilege to
drive in the state. The Highway Patrol would obviously not trust it and unfortunately may not consider
it a laughing matter.

In essence, a digital certificate, one used by computers, binds an identity to a key and needs to be
issued by a trusted third party. What is a key? A key is a secret that is used in cryptographic
algorithms. There are public keys and private keys used for asymmetric cryptography and symmetric
keys used for symmetric cryptography. Let’s look at symmetric cryptography first.
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Figure 15 - Symmetric Cryptography

In Figure 15, the confidentiality provided to the message is done via a single key. Because the same
key is used for encryption and decryption, this process is known as symmetric cryptography.
Symmetric cryptography commonly has two attributes associated with it:

e |t performs well - it is fast and easy to implement
e It has a key distribution problem — how do you get the symmetric key to everyone that needs
it in a secure way?

Asymmetric cryptography is also available and functions very different than symmetric cryptography.
It has two keys — one Public and one Private. The private key is not shared with anyone. The Public
key is like a public telephone number. You can share it with everyone. Let's look at Figure 16 -
Asymmetric Cryptography.
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Message Delivery

Decryption Performed Using John's Private Key

Unencrypted Message

John

Figure 16 - Asymmetric Cryptography

Here we can see the difference between asymmetric and symmetric cryptography. One key can be
used for encryption and then the corresponding key can be used for decryption. It appears that
asymmetric cryptography has solved the key distribution issue; however there are two new attributes
usually associated with asymmetric cryptography

o ltisslow
e It has a trust problem. How do | know that this is John's public key and not someone
pretending fo be John?

To solve the first problem, asymmetric cryptography is usually used to securely distribute symmetric
keys and sign hash codes. In short, what is actually being encrypted and decrypted is usually much
smaller than actual messages. This has the nice benefit of solving the key distribution issue with
symmetrical cryptography. So, in essence, symmetric keys are sent securely using asymmetric
cryptography and the actual messages themselves are protected using symmetric cryptography.
Cool! We get the flexibility of asymmetric cryptography and the speed of symmetric cryptography.
Now we only have to solve the trust problem.

In order to solve the trust problem, five things will need to be discussed:

o A certificate authority — a trusted third party that creates digital certificates from certificate
requests

o A certificate request — a public key associated with identity information that will serve as the
basic building block for a digital certificate that the certificate authority will create and sign.

e Adigital certificate — a public key associated with identity information that is digitally signed
by the certificate authority.

e Adigital signature - the hash of the digital certificate encrypted by the private key of the
certificate authority.
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A hash — also known as a message digest. A hash is the output of a one way function that
attempts to ensure the integrity of the message (i.e., that the message has not been altered).
It is usually combined with authentication information to ensure that the message originator
can be authenticated and that the integrity of the message has not been disrupted. You can
think of a hash like an advanced checksum or an advanced cyclic redundancy check (CRC).

Let's cover hashes and digital signatures first. We'll assume that Jack wants to send John a message.
Jack wants to make sure that John knows the message came from him and that the message was not
altered in transit. However, Jack doesn’t care about confidentiality — in other words, the actual
message can be sent “in the clear” — but does care about authentication and integrity. We can
accomplish this through hashes and digital signatures as shown in Figure 17.

4
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Jack

Hash encrypted

A

07 >

Jack’s Private Key

Encryption

with Jack’s
Private Key =
Digital Signature

Message + Digital

Signature
DS

Message Delivery

Figure 17 - Digital Signature

In Figure 17, Jack has sent John a message with a digital signature. Let's see how John would
validate this message to make sure it came from Jack and was not altered. Refer to Figure 18.
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Figure 18 - Digital Signature Verification

Here we see how John uses Jack’s public key to verify the message. Jack’s public key is the only key
that can decrypt the digital signature and obtain the hash value of the message that Jack calculated
before sending the message. Because the hash was encrypted with Jack’s private key, which no one
should know but Jack, John can be sure that Jack was the one that sent it.

We still have a problem — How does John know that Jack’s public key really belongs to the person
that he knows as “Jack”? There are many people in the world named “Jack” — how does John know
it isn't one of them? We still need a trusted third party to provide Jack’s public key in a format John
can trust and we probably need Jack to provide a little more identity information too. Here is where
the Certificate Authority comes into play. Refer to Figure 19 — Certificate Authority.
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Figure 19 - Certificate Authority

Jack goes through a key pair generation process and creates a public and private key pair. The
private key is kept secret. The public key is associated with some identity information and is given to
a Certificate Authority. The certificate authority generates a certificate, usually specific to a purpose
such as email, and signs the certificate with its digital signature. Assuming there is a place where
these digital certificates are publicly available, as long as Jack and John can agree to trust a specific
certificate authority, they’ll be fine trusting certificates signed by that authority. Refer to Figure 20.
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Figure 20 - Public Key Certificates

Here we can see that everyone’s public key certificate is, well — um, public. The important thing to
note is that the certificate authority also has a public key certificate that identifies itself. This certificate
is signed with its own private key and is a “self-signed” certificate. As you may remember, Jetdirect
also creates a self-signed certificate. What is the difference between a certificate authority’s self-
signed certificate and Jetdirect’s self-signed certificate? Good Question! First let’s describe what a
self-signed certificate actually is. Let's assume Jack realizes that he doesn’t have a CA but he needs a
certificate. Here is what he does
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Figure 21 - Self-Signed Certificate

Basically, Jack’s private key does the signing on his public key certificate. A root (top of the chain)
certificate authority is going to go through the same process. So why is it okay for a Root CA to have
a selfsigned certificate but no one else to have one? Well, it is all about trust. There is no “higher”
level of trust then the top level certificate authority. Therefore, in our previous examples, John and
Jack must choose a particular certificate authority that they both trust. In most cases, there is a
hierarchy of certificate authorities at customer sites. This forms what is known as a certificate chain
and there is a top level CA or Root CA where the ultimate trust resides.

Also, we should take care to point out that there is usually a difference between Internet trust using
certificates and Intranet trust using certificates. Internet trust will involve well-known certificate
authorities like Verisign and Entrust. However, Intranet models usually revolve around Microsoft's
certificate authority that comes with Windows 2003 server. Each company establishes their own
Public Key Infrastructure (PKI) that includes an entire policy around certificates.

There is one other important thing to cover about certificates. Each certificate has a one or more
“certificate purposes” that the certificate can be used for. For example, a Jetdirect self-signed
certificate will have two purposes: client authentication and server authentication. A root certificate
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authority’s self-signed certificate will have a purpose to create certificates for other entities, usually
subordinate certificate authorities. It may be of help to go back to our driver’s license example to
explain certificate purposes. A driver’s license purpose is to clearly identify the person it has been
issued to and to show that that person has the right to drive in a given state. Because a driver's
license also lists the date of birth, it is often used to determine age and whether the holder is able to
purchase various products that have age limitations. This purpose is actually above and beyond the
original purpose of a driver’s license. In the digital certificate world, this additional purpose would
more than likely not be allowed.

So, can’t someone who is not a CA create a self-signed certificate with the ability to create other
certificates for entities? Sure they can! Wil this be trusted? Probably not. However, if an unethical
hacker can somehow install a CA certificate of their own choosing into your trusted certificate store,
you will be in for a lot of problems. They will now have the ability to fool the browser and other
applications into connecting to malicious sites that are now “trusted” and the browser or other
application will not be able to detect it. Keep that certificate store protected!

SSL/TLS Protocol Basics

Okay, now that we know something about SSL/TLS basics and a PKI, we can talk about how the
SSL/TLS protocol goes about its business. While there are many interesting protocol specifics, we are
only going to talk about common situations with HP Jetdirect and “normal” SSL/TLS protocol
interactions. A basic breakdown of SSL/TLS protocol structures is shown in Figure 22:

SSL Record Handshake

SSL Record

SSL Record

Figure 22 - SSL/TLS Protocol Structures

(Note: In order to enhance understanding, this diagram was simplified. Please refer to the many
excellent SSL/TLS references for a more complete and more accurate protocol description). SSL/TLS
makes a strong distinction between a Client and a Server. Unlike a protocol like IPsec where each
endpoint is a peer, SSL/TLS has specific roles for each endpoint. The endpoint initiating the SSL/TLS
connection, like a web browser to a secure shopping site, is the client. The endpoint responding to
the connection request is the server. There are two primary phases in an SSL/TLS connection: The
handshake and then the data transfer. The handshake messages get everything started. We can see
the start of them if Figure 23.
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Client TCP Connection Established Server

SSL Record

Figure 23 -Client Hello

Here we already have a TCP connection in place. The TCP connection was initiated by the client.
Once we have this reliability, the client now sends the SSL Client Hello message to the server. This
message has a random number and a list of cipher suites the client supports.  Now it is the server’s
turn in Figure 24 — Server Hello.
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Client TCP Connection Established

_ TCP SSL Record

Figure 24 - Server Hello

The server responds with a Server Hello message which includes another random number and the
server selected cipher. It also sends back its public key certificate along with a message indicating
that it is done with this part of the handshake. Now, the client has some work to do.
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Client

Trusted Clock

Trusted CA Certificate
Store

Trusted CRL

Application Name

Certificate

Purpose: Server
Authentication?

Certificate
Expired?

Certificate
Trusted?

Certificate
Revoked?

YES

A

FAIL - Abort

Name
Match?

YES

PASS - Continue

Figure 25 - Server Certificate Verification

Here the client needs to verify the server is really who they say they are. There are a lot of checks
against the certificate.  If any of these checks fail, there is a good chance the client is not talking to
the “real” server.

Assuming that everything is fine, the client still has more work to do. It needs to come up with some
keying material.
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Client

Client
Random #

Cryptographic
Key Generation:
PreMasterSecret

Server
Public Key

Encryption

|

E(PreMasterSecret)

Figure 26 - Keying Material

The client generates what is called a “pre_master_secret” using the random numbers as well as a
function called the key derivation function. This is encrypted with the server’s public key. Only a
server with knowledge of the private key would be able to decrypt it. The ability to decrypt the
pre_master_secret proves that the server is in possession of the private key — the final proof for the
server’s identity.



Client

TCP Connection Established

SSL Record

Figure 27 — Client Finished

The client goes ahead and sends over the encrypted pre_master_secret and let's the server know that
it is changing over to use the master_secret and proves that it knows the master secret by providing a
cryptographic hash of all data sent over to the server.

25



Client TCP Connection Established Server

SSL Record

-

Figure 28 - Server Finished

The server decrypts the pre_master_secret and generates the master_secret. It goes ahead and let’s
the client know that it is changing over to use the master_secret and proves that it knows the master
secret by providing a cryptographic hash of all data sent over to the client.

Once the client and server both verify the cryptographic hashes, the handshake process is done and
actual client data can be sent over the SSL/TLS connection.

Let's see how SSL/TLS works in its most popular form: HTTPS.

Using HTTPS with HP Jetdirect

Before we begin, we need a little info on the setup. We have a RootCA with a subordinate CA
called R2. The subordinate CA issues certificates to clients on the network. Refer to Figure 29 — CA
Hierarchy.
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CA Heirarchy

RootCA.example.internal ROOtCA’s Info +

Root Certificate Authority: RootCA 6
RootCA’s

Public Key

RootCA’s Digital
Signature

RootCA's Certificate

R2’s Info +

4

R2’s Public Key

R2.example.internal

RootCA’s Digital
| Signature | Subordinate Certificat® Authority: R2
R2’s Certificate

R2: Issues Certificates to end nodes

Figure 29 - CA Heirarchy

The network is really simple and is composed of these CAs, a DNS server, a client, and an HP
Laser)et MFP. Refer to Figure 30 — Network Diagram.
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Subordinate Cemﬁca S Authority: R2 Root Certificate| Authority: RootCA DNS $erver

Windows XP
LJ 4345MFP

Network Diagram

Figure 30 - Network Diagram

A pretty basic setup! The XP client is going to open a browser and talk to the 4345MFP. In short, the
XP machine will be an SSL client and the 4345MFP will be an SSL server. In order to get SSL working
properly, we are going to need to assign a certificate to the 4345MFP so that it can verify its identity
correctly and pass all those checks that the client has to do. We'll use regular HTTP and go to the
Jetdirect page where we can perform our certificate operations.
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Every Jetdirect will
create a self-signed
certificate the first
time it is powered
on. Each Jetdirect
has a unique self-
signed certificate.
For small
environments,
trusting the self-
signed certificate
(by storing the
certificate on the
client) may be all
that is needed for
security. We can
take a look at this
certificate by
pressing “View...”
under the heading
“Jetdirect
Certificate”

192.168.0.20 - Windows Internet Explorer
@ |§, http:ff192.165.0.20/hpfjetdirect
W |@192.168.0.20 [ |

V|‘? e

! 5 oY =
B - B @ - [ rage - 3 Tads -

[5’3 NPIC1F319 [ 192.168.0.20

invent

hp LaserJet 4345 mfp

[ Information ” Settings ” Digital Sending U Networking 1

CONFIGURATION i i
o Authorization
Nethork sctimas Admin.Account || Certificates ]f Access Control ]
Other Settings
Privacy Settings Certificates are used to identify devices on the netwark.
Select Language
Jetdirect Certificate
SECURITY ; ; : : 3 i : ;
Settings By default. a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. You can change this
it certificate to more accurately identify the device and to update the length of time the cerificate is valid.
¢ Authorization
Mgmt. Protocols i
802.1% A ion Status: Installed
’ Wiew. .. ] ’ Configure. . ]
DIAGNOSTICS == .
Network Statistics CA Certificate
Protocol Info A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the
Configuration Page authentication server's certificate. The CA certificate must be the certificate of the CA that signed the
authentication server's certificate.
Other Links Status: Mot Installed
Support
HP Home

The subject and
issuer names are
the same — that is
the first clue that it
is a self-signed
certificate.

Because the self-
signed is generated

at first time power CONFIGURATION ; - o
h P TCPIP Settings Jetdirect Certificate Contents
up, there are no Network Settings
DNS names or IP Other Settings
d d Privacy Settings Version: 3 (0x2)
addresses Select Language Serial Number: 521079478 (0x10f0ab6)
associated with it. Signature Algorithm:  md5WithRSAEnRcryption
SEC[_JR”—Y Issuer:
i—"m“‘—‘_s . CN: HP Jetdirect 85C1F319
uthorzaton
Mamt, Protocols O: Hewlett-Packard Co
802.1% Authentication 0Ou: 001185C1F319
0Ou: JT949E
DIAGNOSTICS Validity: .4
Network Statistics Issued On: 2004-08-01 00:00 UTC
Protocol Info Expires On: 2009-08-01 00:00 UTC
Configuration Page Subject:
CN: HP Jetdirect 85C1F319
Other Links O: Hewlett-Packard Co
Help ou: 001185C1F319
Support 0Ou: JT949E
HF Home Public Key: Public Key Rlgorithm: rsaEncryption
RSA Public Key: (1024 bit)
HModulus (1024 bit):
0D:bd4:3a:41l:be:ca:0e:b7:5f:fd:be:4b:eb:87:
Of:11:bb:a8:60:21:17:c8:3fbec:f7:68 1ec:Tocicd: »
foere [# € Internet F00% v

E}; 0 Inkernet

F100% v

{= 192.168.0.20 - Windows Internet Explorer

= |§, http:ff192.165.0.20/hpfjetdirect

"|('? X |

Wk |@192.168.0.20 [ | - B &~ [reage » (FTos -

[5’3 NPIC1F319 [ 192.168.0.20

invent

hp LaserJet 4345 mfp

[ Information ” Settings ” Digital Sending U Networking 1
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We see the RSA

pUbliC key is 1024 @E‘\ - |g, http:/f192.168.0.20{hp/jstdirect "| 62| % |
b'lts for the Self- w |§192.168.0.20 [_l - B o v b Page - (0 Tools -
signed certificate —
and that the [é’) NPIC1F319 [ 192.168.0.20
certificate can be invens hp LaserJet 4345 mfp
used for client and [ Information ]f Settings ]f Digital Sending ]f Networking 1
server
authentication. We | | CONFIGURATION
I h h TCPIP Settings
also see that the Notwork Setings
certificate has a Other Settings
. . Privacy Settings
signature — which St v
means it has been :32:73: e
signed (by itself in SE;L‘T;:—Y d8:e3:ec:b5:5b:cc:f5:44:d6:e6:9b:T4:cd:45:
this case). Click (Buthorization DeshSniiemene
Mgﬁ!t. Pitoime Exponent: 65537 10001
OK angl go back to e .
the main screen. Extensions:
DIAGNOSTICS Extended Key Usage: - TLS Web Server Authentication. TLS Web Client Authentication
Network Statistics Signature: Signature Algorithm: mdSWithRSAEncryption
Protocol Info Oc:ieS:d4fieetd4a:70icd:1 2217 a:il2:02:al:e3tdf:51:82:
Configuration Page if2:if3:e5:1e:f8: tefrea:b7:db:
:65:8a:ed:9c:1d: =EL
todifft 21 bl ide: 7:25
tdc: = tdf: Fr
Other Links tb5:cl:Tb:e%:3a: Oe:
ME’ :9d:be:70:80:41f: o =
Support
HP Home
|Done EB e Internet

= 192.168.0.20 - Windows Internet Explorer
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Under the heading
“Jetdirect
Certificate”, press
“Contigure...”

5 192.168.0.20 - Windows Internet Explorer

@A | &) httpjj192.168.0.20/hp jstdrect ) [#2][x] [ |[2]-
W |@192.168.0.20 [_l 5 - dmh - [} page - £ Tools -
(é’) NPIC1F319 [ 192.168.0.20
hp LaserJet 4345 mfp
[ Information ” Settings ” Digital Sending U Networking 1
CONFIGURATION i i
o Authorization
Holwork timas Admin.Account || Certificates [ Access Control ]
Other Settings
Privacy Settings Certificates are used to identify devices on the netwark.
Select Language
Jetdirect Certificate
SECURITY ; ; : z : i : :
s By c_iefault, a pre-installed self75|gm_ad Jetd|rec_t certificate is created to |dent|fy Jetdirect. ‘_fou can cha_nge this
A certificate to more accurately identify the device and to update the length of time the cerificate is valid.
{ Authorization
Mgmt. Protocols i
802.1x Authentication Status: Installed

[View... ] [ Configure. . ]

DIAGNOSTICS —
Network Statistics CA Certificate
Protocol Info A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the

Configuration Page authentication server's certificate. The CA certificate must be the certificate of the CA that signed the
authentication server's certificate.

Other Links Status: Mat Installed

fie
Support

HP Home

[# € Internet F00% v
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Select the radio
button “Create
Certificate
Request”. This will
tell Jetdirect to
create a
public/private key
pair and along
with some more
information that we
be entered,
generate a
certificate request
with the public that
can be given to a
CA. Jetdirect does
not reveal the
private key. Press
“Next ->"

{= 192.168.0.20 - Windows Internet Explorer
@ - |§, http:ff192.165.0.20/hpfjetdirect
W |@192.168.0.20 | |

Vi 1| X |

- B o= - [oh Page - i0) Tools -

(5’3 NPIC1F319 [ 192.168.0.20

invent

hp LaserJet 4345 mfp

[ Information ” Settings ” Digital Sending U Networking 1

CONFIGURATION
TCPIIP Settings
Network Settings

Certificate Options

Here we enter
details to properly
identify the Jetdirect
device. Each
customer will have
different values
here. After
entering in the
values, press
“Next->"

Dther S"“"“f—’s An X 509 certificate is required by various security protocols. You may update the pre-installed self-
Privacy Settings signed certificate. or you may create a certificate request. A self-signed cerificate provides
Select Language encryption of data between the client and device, however it does not provide trusted authentication
of the device. Data encryption and trusted authentication is provided by a third party cerificate. You
SECURITY may also import a certificate and private key to use as the Jetdirect certificate. or you may export
Settings the existing Jetdirect certificate and private key
Authorization
Mam Protoccﬂ.s - ) Update Pre-Installed Certificate  Update the pre-installed self-signed certificate.
802.1x Authentication - e
(%) Create Certificate Request Create the Certificate Request that you will give
to a Certificate Authority. The Cerificate
—DI&GNOSTIE_S - Request will be used to generate a certificate
Network Statistics for you.
Protocol Info z :
e ) Import Certificate and Private Key Import a certificate and private key to use as
g g the Jetdirect certificate. (Mote: This will
overwrite the current Jetdirect cerificate and
private key.
agl‘er Links ) Export Certificate and Private Key Export the Jetdirect certificate and private key.
Support
HP Home
Mext = ] ’ Cancel ] ’ Help ]
Done [# € Internet H100% v

| €] hetpsif192.188 0.20/hpjjetdirect ¥ [#2][ %] |so0a [l2]-

Wk |@192.168.0.20 | | % - B b - [hPage - (0 Taols -

(5’3 NPIC1F319 [ 192.168.0.20

invent

hp LaserJet 4345 mfp

[ Information ” Settings ” Digital Sending U Networking 1

CONFIGURATION
TCPIIP Settings
Network Settings

E'{Zertil’icate Information

Dther S"“"“f—’s Please specify the following values to uniquely identify the certificate. The Certificate Authority will
Privacy Settings check the fields for accuracy and completeness to ensure that the certificate is being issued to a
Select Language legitimate organization.

Caution: You are now creating a new certificate request. By doing so, you will be erasing

SECURITY any existing request.

Settings

Authorization 5 :
Common Name Fully qualified domain name or IP Address of the | : 1

Mgmt. Protocols it e [NPIC1F313.example. inter|

Sl e litiation Organization Full legal name of your company. Do not abbreviate. [aiainie damsiina |
except for Inc., Corp, etc. (Ex: Hewlett-Packard Co.) L P pany

M Organizational Unit Specific department or division within your it |

Network Statistics organization. (optional) L i

Protocol Info 3 2 == : G g i .

Configuration Page City/Locality City in which your organization is physically located. | example city |
State/Province State in which your organization is physically iexample — |
located.

Other Links Country/Region Two-character IS0 3166 country/region code. (Ex: |‘US|—|
Help "us” for USAL f—
Support

HP Home

= Back ] ’ Mext = ] ’ Cancel ] ’ Help]

F100% v

EE 0 Inkernet
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Here is the
certificate request.
We are going to
want to store it.
We can cut/paste
it or click “Save”.

/2 192.168.0.20 - Windows Infernet Explorer

@ =y |E, http:}{192.168.0.20/hp/jetdirect V‘ 41| % ale 2|~
W af ‘EIQZ.ISS‘U.ZD [ | Koo B = - hpage » (O Tooks v
(&B NPIC1F319 f 192.168.0.20
hp LaserJet 4345 mfp
( Information U Settings ][ Digital Sendi ]J’ Networking ]
CONFIGURATION )
TCPIP Settings e
Network Settings \lr)
Other Settings H
e Configuration Result
Select Language
SECURITY The certificate request has been successfully created.
settings ’ . ) ) ) ’ !
ho AN The certificate request is in PEM/Basef4 encoding and needs to be given to a Certificate Authority (CA) for certificate generation
and signing. Once you receive your certificate from the CA, rerun this wizard to install it on Jetdirect. Your cerificate request is
Mamt. Protocols ¥
as follows:
802.1x Authentication
77777 BEGIN CERTIFICATE REQUEST-—---
DIAGNOSTICS . MIICLzCCAZgCAQIwgb4xIzAhBgNVBAMTGEkSQSUMXRIMr0551eGFtcGx1imludGVy
Network Statistics brFsMRUWEWYDVQQHEwx1eGFtcGx1 IGNpdHkx FiAUBGNVBAGTDWV4 YW lwbGUgc3Rh
Protocol Info dGURCzZAJBgNVBAYTANVzMROWEgYDVQQREWI 1eGFtcGxl IGNvbXBhbn kXxFTATBgNY
Configuration Page BA=TDDAWMTE 4NUMxR Mz OTEPMAOGAIUECKMGSS c SND1 FMREWEwYDVQQLEXE1eGFt
cGx1IGRpdmlzaWSuMIGIMAOGCSqGSIb3DQEBAQUARSGNADCEBI QRBgQDmOh+MXJDu
M1oTnFLzblzTQ681UZqvagxgiFp3nnivxT upkgfvbvXl/2h8sTUbwxF+9Q2cv
Gther Links eMER1gVxTInvVR5N1waFPx1DTHXRFaTgboKDTSnZ0QyoGon,/IrjSIvk2Z0QY2EgsIR
Htler n 2cI3nJK0/VasDGwzt/nUm2 cONEzn4bK2NQI DAQAR DAWLG Y Ko Z IhveNAQkOMSEw
nEk HzAdBgRVHSUEF; AUBggrBgEFBQcDAQY IRKWYBBQUHAWIWDQY JHoZ cHAQEEBQAD
%ﬁﬁu—n omEGBYJVax9E 1WrmSmYEVezS82037sn/ k+r/hY06WOTCELi P76 vwALAQ
or Home 1 +0drBRwbUQRBacwcOneQnyTFIG1JtPaEr I0AQn20al PSCel sy
W6TCVGhE0z2QVE P+3jnFbb2Jd/EEnvh=
————— END CERTIFICATE REQUEST-—————
|
Dione EB 0 Internet H100% v

Click “Save As”

168.0.20f - Configuration Result - Windows Internet Explorer

Configuration Result

To submit this request to CA. click "Save As" to save the certificate request to a file.

33




Store it in a
directory on the
client.

Now we are going

to bring up R2's
CA web server.

Save i | = sl

by Recent
Documents

i

=
|

Dezktop

@

by Diocuments

&

My Computer

File name; | Certificate_Request

¥ |

Save ]

by Metwarl:,

Save az type: | Security Certificate

¥ | [ Cancel ]

/= Welcome to Tabbed Browsing - Windows Internet Explorer

o

LS

w e I%F{@wz.ls&ozo

- |E, hittp:/ jwka-+2-g8.example internalfcertsry|

l @ Welcome bo Tabbed Brow,.. 3 I |

B

ﬁ - B @] - lﬁﬂEagev -‘_;’-j':TgoIs o

_“ You've opened a new tab

With tabs you can:
+ Use one Internet Explorer window to view all your webpages.
+ Open links in a background tab while viewing the page you're on.
s Save and open multiple webpages at once by using favorites and home page tabs.

To get started:
s Press the CTRL key while clicking links (or use the middle mouse button).
s Click any tab with the middle mouse button to close it.
+ Press ALT+ENTER from the address bar or search box to open the result in a new tab.

® Learn more about tabs

@ show more tab shortcuts

[ Don't show this page again

Close

Done

0 Internet

H100% -
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Enter the

credentials that will

allow a certificate
to be issued.

Connect to w2k3-r2-ee.example.internal E'E'

Connecting ko w2k3-r2-ee,example. internal

User narne: | € exampletadministrator b |

Passward: | TTTITIIIY |

[ rRemember my passwaord

L Ok, ][ Cancel ]

And here is the
R2’s CA web
server. Let's click
the link “Request a
Certificate”

icrosoft Certificate Services - Windows Internet Explorer

¥ 42 [ %] [coode

w W |881'[g192.168‘0‘20 ]@MicrnsoftCertiF\cateServ‘.. xl |

|[2]-]

R e - [k Page ~ 3 Todls - *

Microsofi Certificate Services — R2

Welcome

perform ather security tasks.

view the status of a pending request.

For more information about Certificate Services, see Cerificate Senvices Documentation.

Select a task:
Request a cerificate
View the status of a pending cerificate request
Download a CA certificate. certificate chain. or CRL

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a cerificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request,

You can also use this Web site to download a certificate autharity (CA) certificate, cerificate chain, or certificate revocation list (CRL), or to

m e Inkernet

*100%
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Click “advanced

certificate request”

icrosoft Certificate Services - Windows Internet Explorer

|E, http: ) jwzk3-rz-ee .example.internalcertsrv/certrqus. asp

e

w & |8%1 = [@ 192.168.0.20 l (& Microsaft Certificate Serv.., 2 I |

ﬁ - @ ~ |2k Page ~ -‘_f}Tguls o

Microsofi Certificate Services — R2

Request a Certificate

Select the certificate type:
User Cerlificate

Or, submit an advanced cerificate request.

Dione |3 0 Internet H100% v

Select the second
link “Submit a
certificate
request....”

{2 Microsoft Certificate Services - Windows Internet Explorer.

|E, http: [ iwzk3-r2-ee.example.internal/certsryfcertrgad .asp

|[2]-]

w W |881'[g192.168‘0‘20 ]@MicrnsoftCertiF\cateServ‘.. xl |

R e - [k Page ~ 3 Todls - *

Microsofi Certificate Services — R2

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

Request a cerificate for a smart card on behalf of another user by using the smart card cerificate enrollment station.
Mote: You must have an enrollment agent certificate to submit a request on behalf of another user.

[3 & Internet HA00% -
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We cut and paste
the certificate
request from
Jetdirect into the
box provided. We
select a certificate
template. This
template is
basically a “cookie
cutter” for how to
create a specific
type of certificate.
We have a
template called
“jetdirect” which
has already been
created. The only
thing it really
specifies is that the
certificate can be
used for Client and
Server

authentication.
Click “Submit”.

{2 Microsoft Certificate Services - Windows Internet Explorer

—
@w\-: > |E, http: ) jwzk3-rz-ee .example.internal/certsrv/certrgxt. asp V‘ 41| % |ll gle B -

ﬁ - B @ ~ |2k Page ~ -‘_f‘}“'eTguls o

wr e I%F{@wz.ls&ozu

l @ Microsoft Certificate Serv.., I |

Microsofi Certificate Services — R2

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

EFBQcDAQYIRWYBBQUH A
15MYKVez58z037s

{CMC or
PKCS #10 or
PGS #7):

Browse for a file to inser.

Certificate Template:

|]etd|rect b

Additional Attributes:

Attributes:

|3 0 Internet

Fo100% v

Click “Download
certificate”. DER
encoding is fine.

(= Microsoft Certificate Services - Windows Internet Explorer.

—
@1\: > B |E, http:/fwak3-r2-ee.example.internalcertsrycartfnsh, asp

w e I%F{@wz.ls&ozo

D ENE o~

ﬁ - B @] - lﬁﬂEagev -‘_;’-j':TgoIs o

l @ Microsoft Certificate Serv... I |

Microsoft Certificate Services — R2

Certificate Issued

The certificate you requested was issued to you.

®DER encoded or O Base 64 encoded

w

==zd Download cerificate chain

Done |3 0 Internet

H100% -
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Save in: | [f:i by Documents v|

Ty @Mv Music
I_-i\é @My Pictures
by Fecent  |2)visual Studio 2005
Documents I3 WebEx

FT_: &atmp

L3

Dezktop

~

by Documents

==

by Computer

&Q File name; V| [ Save ]
Fy Mebwork Save az type: | Security Certificate b | [ Cancel ]
Bring up the
certificate wizard (& |g, http:/f192.168.0.20{hp/jstdirect "|'-‘? | X |
on Jetdlrfacf again T rrye— [_l & - dmh - [} Eage v @ Tools~
by pressing —
“Configure...” (#F] NPIC1F319 / 192.168.0.20

invent

hp LaserJet 4345 mfp

[ Information ]f Settings ]f Digital Sending ]f Networking 1

CONFIGURATION i i
S S Authorization
HethoIk = inas Admin. Account | Certificates ]f Access Control ]
Other Settings
Privacy Settings Certificates are used to identify devices on the netwark.
Select Language
Jetdirect Certificate
SECURITY : : i ; 3 S = ;
Setlings By default. a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. You can change this
"g_ L certificate to more accurately identify the device and to update the length of time the cerificate is valid.
{ Authorization
Mgmt. Protocols
202.1% Authentication Status: Installed
[ Wiew. .. ] ’ Configure. .. ]
DIAGNOSTICS T
Network Statistics CA Cerlificate
Protocol Info A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the
Configuration Page authentication server's certificate. The CA certificate must be the certificate of the CA that signed the
authentication server's certificate.
Qther Links Status: Mot Installed
Support
HP Home

[# €0 mternet 100w v
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Now we select /2 192.168.0.20 - Windows Infernet Explorer

u o[ " ) 44 3¢ | s =
Install Certificate - # [4+][x] [soooe [E2
Gnd CIiCk ”Nexf” w o 88 '} & 192,168,020 x ]@Micrnsoft Certificate Services ] | G- 8 et~ [k Page v (3 Tools -
[&B NPIC1F319 f 192.168.0.20
hp LaserJet 4345 mfp
( Information U Settings ][ Digital Sendi ]J’ Networking ]
CONFIGURATION st <
TCPIP Settings Certificate Options
Network Settings
e Sem'n_gs An X.509 certificate is required by various security protocols. You may update the pre-installed self-
Privacy Settings signed certificate. or you may create a cerificate request. A self-signed certificate provides
Select Language encryption of data between the client and device, however it does not provide trusted authentication
of the device. Data encryption and trusted authentication is provided by a third party cerificate. You
SECURITY : may also import a cerificate and private key to use as the Jetdirect cerificate. or you may export
Settings the existing Jetdirect certificate and private key
Authorization
A ERTEAELS () Update Pre-Installed Certificate  Update the pre-installed self-signed certificate.
802.1x Authentication o
) Create Certificate Request Create the Certificate Request that you will give
to a Certificate Authority. The Certificate
w- Request will be used to generate a certificate
Network Statistics for you.
Eratoed I:fo 5 () Install Certificate Install a certificate created for vou by a
aniglralianEace Certificate Authority. (Note: The cerificate
must have been denved from the last certificate
request generated by this interface )
Other Links ) Import Certificate and Private Key Import a certificate and private key to use as
Help the Jetdirect certificate. (Mote: This will
Support ovenwrite the current Jetdirect certificate and
HP Home private key.
Export Certificate and Private Ke ort the Jetdirect certificate and private key.
O Exp y he Jetd i d ki
[ Iext = ] [ Cancel ] [ Help }
Dione |3 0 Internet H100% v

Point it to the file /= 192.168.0.20 - Windows Iniernet Explorer

obtained from 1he @; - |g’i http:/{192.168.0.20/hp/jetdirect V‘ 41| x|

R2 CA. Click w o %qng.lss‘ozo x]@Mizmmrt@rtiﬁcateﬁewices [ fir - B - & - sheage - ook -
IIF‘ . 4
inish (& NPICTF319 / 192 168 0.20
D |

B

hp LaserJet 4345 mfp

)| Digital Sending ][ Metworking |

invent

( Information ” Setti

bt

CONFIGURATION T
“TCPIP Settings Install Certificate
Network Settings
e Seﬂm_g.s Caution: This installation will erase any existing CA certificates. Please provide the filename of the
Privacy Settings certificate to be installed. The file format must be PEM/Bases4 encoded.
St Laans Note: The certificate must have been created using the last Certificate Request generated
by this Jetdirect.

SECURITY
Settings File Name: ministratoriWly Documentsicertnew cer“ Browse ]

Authorization

Mgmt. Protocols
802.1x Authentication

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

< Back ] [ Finish l [ Cancel l I HeIpJ

)

[3 & Internet 100% -

#
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Cool — it worked.
Click “OK”

/2 192.168.0.20 - Windows Infernet Explorer

5\; A4 |E, http://192.168.0.20/hpfjetdirect

(5] [coe B8

x [ @ Microsoft Certificate Services

W af @q@wz.m&uzu

ﬁ - @ ~ |2k Page ~ -‘_f}Tguls o

NPIC1F313 f 192.168.0.20

p LaserJet 4345 mfp

Digital Sendi

(D

invent

( Information U Settings ][ ]J’ Networking ]

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

Configuration Result

SECURITY
settings
Authorization
Mgmt. Protocols

The certificate has been successfully installed.

802.1x Authentication

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

Dione

Now — let's view
the contents of this
certificate. We
can see that the
issuer is R2. We
also see the Subject
CN. This name
will be important
later on.

/= 192.168.0.20 - Windows Internet Explorer

|3 0 Internet

- |E, httpefi19z. 168.0.20/hpfietdirect

) ér) ]

[

x [@ Microsaft Certificate Services ] |

W %qng.lss‘o‘zo

BB e v ik Page = (0 Tools - i

NPIC1F318 f 192 168.0.20

LaserJet 4345 mfp

[ Information || Settings ][ Digital Sending |[ Metworking |

(D |

invent

CONFIGURATION . e |
TCPIP Setiings Jetdirect Certificate Contents
Network Settings
Other Settings
Privacy Settings Version: 3 (0x2)
SelectLanguage ﬁe”ﬂ' ) 61:21:99-03:00-00-00-00-00:14
umber:
Ssggg:" ;Igorith:l: shalWithRSAEncrption
Authorization Issuer:
Mgmt. Protocols CN: R2
802.1x Authentication Validity: ||
Issued On:  2008-01-05 01:16 UTC
%' Expires On: 2009-06-29 22:34 UTC
Protocol Info Suhjest:
Configuration Page CN: NPIC1F319 example.internal
0: example company
ou: 001185C1F319
Other Links ou: JT949E
Help ou: example division
Support g ¥
HP Home Public Key: Public Key Algorithm: rsaEncryption
REL P bit)
Mods 5
:5c:90:ee:
:5l:9a:af:
tdeiea:éd:
0:c4:5f:bd:
s47.g3aTE ]
[3 & Internet F100% -
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We see we have
some CRL
distribution points
in the certificate as
well — remember
that. Also see that
we can do Web
Server and Web
Client
authentication.

/2 192.168.0.20 - Windows Infernet Explorer

oo |E‘ http://192.168.0.20/hpfjetdirect

W o |881 -} & 192.168.0.20 x ]@ Microsoft Certificate Services
[&F] NPIC1F319 / 192.168.0.20
hp LaserJet 4345 mfp
( Information U Settings ][ Digital Sendi ]J’ Networking ]
CONFIGURATION 13143 :af: a A
TCPIP Settings 1:ec:6f:
Network Settings If:2credi4d: Lo
Other Settings 2
Privacy Settings
Select Language
T raa:
SECURITY Txponent: 65537 (0x10001)
settings
Authorization Extensions:
Mgmt. Protocols 2 y & & - 5 " T # o i - 4 & T - i 5 r 5
202.1% Authentication Autham.y. - keyid:89:99:C2:82:7TA:80:37-AAF1:24:89:02:0C:3D:87-:C0-CB:4A:2D: N1
Key ldentifier:
Subject Key : 09:01:33:C3:38:6A:F7:75:13:3C.98:DB:71:B2:25:6E:66:F0:DB:B2
DIAGNOSTICS ) peestl
Network Statistics R e :
Protocolint Key Usage: : Digital Signature, Key Encipherment
Configuration Page Basic critical CA-FALSE
Constraints:
Extended - TLS Web Server Authentication. TLS Web Client Authentication
Other Links Key Usage:
Help CRL
Support Distribution
HP Home Points: |
Unknown:  Authority Information Access: CA Issuers - URIIdap://CN=R2.CN=AIA CN=Public%20Key%
20Senices CHN=Sernices CN=Configuration DC=example DC=intemal PcACertificate?hase?
objectClass=certificationAuthority CA Issuers - URL http./fw2k3-r2-ee example.internal/CertEnroll/w2k3-r2-
e example.internal_R2.crt
Unknown:  1.3.6.1.4.1.311.21.7:
lnknawn:  13AR1413112110 el

Dione EB 0 Internet

Let’s use HTTPS.
Everything should
be fine right?
Wrong! The client
has failed its server
certificate checks.
Why? It says that
the Security
Certificate was not
issued by a trusted

certificate authority.

The browser’s
certificate store
must not know
about our R2 and
RootCA certificate
authorities. Let's
correct that. First,
we need to go
back to R2’s CA

web server.

= Certificate Error: Navigation Blocked - Windows Internet Explorer

¥4 x|

] | BB e v ik Page = (0 Tools - »

-
|.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.
& Continue to this website (not recommended).

@ More information

Done 0 Inkernet "":‘ 100% =

41



CIle “ DOWnIOOd a {2 Microsoft Certificate Services - Windows Infernet Explorer

CA CerﬁﬁCOfe 63 - |E, http: fjwzk3-rz-ee.example internalfcertsry v‘ 41 3¢ |‘; de | rae
) .

Cel'ﬁficcfe Choin, or wr e |881' [@hp LaserJet 4345 mfp l@MlchsoFt Certificate Serv,.. % I | ﬁ - B @ ~ |2k Page ~ 2\6 Taols = =

CRL",

Microsofi Certificate Services — R2

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a cerificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authonty (CA) certificate, certificate chain, or cerificate revocation list (CRL), or to
view the status of a pending request

For more information about Certificate Services, see Cerificate Senvices Documentation.

Select a task:
Request a cedificate
View the status of a pending cerificate request
Download a CA certificate. cerificate chain. or CRL

Internet H100% v
(3 @ ,

Selecf “ DOWnIOGd = Microsoft Certificate Services - Windows Internet Explorer

CA Cerhflcqte @:\_——; - |E, http:fjwzk3-r2-ee example.internal/certsrycertcarc. asp

Cho i nll ) Th is flle w |%1?[ (€ hp LaserJst 4345 mfp l (& Microsaft Certificate Serv.., 3 |_|
will have both R2
and RootCA's
pUb“C key Download a CA Certificate, Certificate Chain, or CRL
certificate.

DICHEY

ﬁ * B @] v | Page ~ -@Tgols = i

Microsofi Certificate Services — R2

To trust certificates issued from this certification authority, install this CA cerificate chain.

To download a CA certificate, cerificate chain, or CRL, select the cerfificate and encoding method.

CA certificate:

Encoding method:

®DER

1 Base 64
Download CA certificate
Download CA cerfificate chain
Download latest base CRL
Download latest delta CRL

[3 & Internet A0 -
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Save it.

Go to “Tools” and
click “Internet
Options”.

Do you want to open or save this file?

Mame: certnew.p?b
| Type: PECS #7 Certificates, 2.44KEB
From: wzk3-rz-ee, example.internal

“.e-.-@.‘h-

Open ][ Save ]| Cancel |

Always azk before opening this twpe of file

|--'“ . While files from the [nternet can be uzeful, zome files can patentially
.@ harm your computer. If pou do nat tust the zource, do not open or

zave thiz file. What's the nzk?

{2 Certificate Error: Navigation Blocked - Windows Internet Explorer

R |g, https: [{192.168.0.20] v‘ N

|88 e } @Cert\ﬁcate Error: Mavigati... i@ Microsoft Certificate Services ] |

B 6w e

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ cClick here to dose this webpage.
& continue to this website (not recommended).

@ More information

Delete Browsing History, .

Pop-up Blocker [3
Phishing Filker 3
Manage Add-ons [3
work Offline

Windows Update

Full Screen F11
Menu Bar

Toalbars 3

Windows Messenger
Diagnose Connection Problems. ..
5un Java Consale
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Click “Certificates” lite s Dntionk E”'gl

General | Security | Privacy | Conkent ECDnnectinns | Programs | Advanced

Conkent Advisar

@ Ratings help wou control the Internet content that can be
viewed on this computer,

L El'lal:lle. o | Sethings

Certificates

Use certificates for encrypted connections and identification,

[ Clear 55L skake ] [ Certificates ] [ Publishers ]

AukaComplete
= AutoCaomplete stores previous entries [ Settings ]
% on webpages and suggests matches
Far you,
Feeds
- | Feeds provide updated content From [ Settings ]
Y=F websites that can be read in Internst

Explarer and ather programs,

o4 ] [ Zancel Apply
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Click “Import..."”

Certificates

Intended purpose; Ll A

Personal  Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

| Issued To Issued By Expirakio,..  Friendly Mame

Certificate intended purposes

Close

Click “Next”

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate krusk
lists, and certificate revocation lists From wour disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prokect data or to establish secure nebwork
conneckions, & certificate skore is the system area where
certificates are kept,

To continue, click Mesxt,

MExt} | [ Cancel
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Select the file Open E]

Look, in: |;?:'|My Documents V| = ? 7 "

Ty @Mv Music
‘_:‘3 @My Pictures
by Fecent  |2)visual Studio 2005
Documents I3 WebEx

= E’jatmp

= ,
K E3 cerbnew

Dezktop

<

by Documents |

Ea

by Computer

.

File name; ||:ertnew b | [ Open l

P Metwork, Files of type: lF‘KES HY Certificates [*.spc”.pib] b | [ Cancel ]

Click “Next”

Certificate Import Wizard

File to Import
Specify the File wou want ko impaork,

Eile name:

C:Documents and Settingstsdminiskratori My Documentsioertnew | | Browse. .. J

Mote: More than one certificate can be stored in a single file in the following Formats:
Personal Infarmation Exchange- PECS #12 (. PFx, .P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (L P7E)

Microsoft Serialized Certificate Store [L55T)

[ < Back ][ Mext ] [ Cancel
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Select
“Automatically
select the certificate
store....” Click
“Next”

Click “Finish”

Certificate Import Wizard

Certificate Store
Certificate skores are syskem areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location Far

{(*)iautomatically select the certificate store based on the bype of certificate;

(") Place all certificates in the Following store

< Back ” Mext = l [ Cancel

Completing the Certificate Import
Wizard

Yau have successfully completed the Certificate Impark
wizard,

¥ou have specified the Following settings:
| Certificate Store Selected  Aukomatically determined by t

Content PKICS #7 Certificates
File Mame CDocuments and Sektingsia)f
< >

< Back ” Finish l[ Zancel
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Press “Yes”. Note Security Warning H
the Security

W(:lrning message. 1 Yiou are about o install a certificate From a certification autharity (CA) claiming ko represent:
Insta.lllng a CA ) s
public key

Windows cannot validate that the certificate is actually From "RoobCa", You should confirm its arigin by contacting

certificate as a i : ! 2adl el
FoobZa", The Following number will assist wou in this process:

trusted Root CA is
a big deal. You Thurmbprint (shal): F2ZE990EC S7EIEACD 3E6700C3 8681C300 BSIESSER

need to be very et

sure this is what If wou install this root certificate, Windows will automatically trusk any certificate issued by this CA, Installing a
you want fo do. certificate with an unconfirmed thumbprint is a secarity risk, IF wou dlick "Yes" vou acknowledae this risk.

Do wou wankt to install this certificate?

Click “OK”

Certificate Import Wizard [g|

Q) The impark was successful,
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Select the tab
“Intermediate
Certification
Authorities” and
we can see that
R2’s public key
certificate has been
installed. Yea!

Click the tab
“Trusted Root
Certification
Authorities” and
we see RootCA has
been installed.
Yea!

Certificates

Intended purpose; ! <All=

v

| Persanal | Other People | Intermediate Certification Authorities |Trusted Root Certificatior * *

Issued To Issued By Expirakio,..  Friendly Mame ~
GI::-I:uaISign Foot CA4 Rook SEC Authority 112702014 «Mone=
Eate CvberTrust Root  Rook S@C Authority Zlzzlzone  <Mone:=
EdMicrascft Internet ... GTE CyberTrust Globa,.,  4f19/2009 “Mone =
EdMicrosoft Secure 5., Micrasoft Internet Au. .. 4/19)2009 <Mone

EMicroscft windows ... Microsoft Raot Authority 1203002002 <Mone:= =
Edmicrosoft Windows ... Microsoft Raot Authority 1203002002 =MNones=
E=ms sac Aukhority Rook SEC Authoriky 1213112009 =Manex
; RookCa =Mone =
Eraot Agency Fook Agency 12)31)2039  <MNonez=

[ Irnport.., ] [ Export,.. ] [ Remave ] fdvanced. .

Certificate intended purposes

<All=

. Close

Intended purpose; ! <All=

T
View
w

| Intermediate Certification Authorities | Trusked Rook Certification Authorities | Trusted publ 4 *

Issued To
ELPTT Post Rook CA

]

=) saunalahden Serve...
Edsaunalahden Serve...
SEcure Server Cerki...
Esecurelet Ca Class &
Elsecurelet CA Class B
SecureNet A Rook

Edsecurehet A 5GC ...

Issued By

PTT Post Rook 4
RookCa

Saunalahden Serveri CA
Saunalahden Serveri CA
Secure Server Certific, ..
Securehet CA Class 4
Secureket CA Class B
SecureMet CA Rook
SecureMet T4 SGC Rook

Expiratia. ..
Bl26/2019
1/6fz01z
Bf25/2019
B/25/2019
1)712010
10/16/2009
10)16/2009
10/16/2010
10/16/2009

Friendly Marne b
keyMail PTT Post. ..

=Mone >
Saunalahden Ser. ..
Saunalahden Ser. ..

WeriSign/Ras Se...
SecuremMet Ca ClL..
Secureket CA CL..
SecureMet CA Rook
SecureMet CA S, o«

[ Import... H Export...

][ Remove ]

Certificate intended purposes

<All=

advanced. .,

. Close
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Now we go back
to the web page
and still get an
error!l Noll The
problem is that we
have a name
mismatch. We are
using the IP
address in the URL
and the IP address
is no where to be
found in the
certificate. We
need to use the
name that the
certificate has.
Time to create a
DNS entry for the
printer.

{2 Certificate Error: Navigation Blocked - Windows Internet Explorer

v‘ 44! X | |

K =z B . »
w o |88 - } (& Certificats Error: Mavigati... X ]@Micrnsoft Certificate Services ] | Eﬁ - B =~ ik Page - () Tools -

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.

& Continue to this website (not recommended).

@ More information

Dione 0 Internet

 100%

Here is our DNS
entry which
matches the
Subject CN in the
certificate.

NewHost 21 x|
Marme {uses parent domain name i blank):
| NPIC1F319

Fully qualified dormain name (FQOM):
| MPIC1F319. example.inkternal.

IP address;
|192 168 .0 .20

W Create associated pointer (TR recard

[ allow amy authenticated user ko update DNS records with the
SaMe OWNEr Name

Add Host I Zancel
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We ping it just to
be sure. Looks
good.

« Command Prompt

C:“Documents and SettingssAdministrator>ping MPIC1iF31%9
Pinging NPICIF31?.example.internal [192.168.8.281 with 32 bhytes of data:

192.168.8.28: hytes=32 TTL=64
192.168.8.28: bhytes=32 TTL=64
192.168.8.28: bhytes=32 TTL=64
192.168.8.28: bytes=32 TTL=64

Ping statistics for 192_168_8.28:

Packetsz: Sent = 4., Received = 4, Lost = B (Bx lossl,
pproximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bms. Average = Bms

time<ims
time<ims
time<ims
time<ims

Reply from
Reply from
Reply from
Reply from

C:“Documents and Settings“Administratorr_

We go back to the
web browser and
enter the name
instead of the IP
address.

& | https: [iNPIC1IF319.example.internal V||| X

(& Blank Page - o~ |k Page v

o

" »
O Todls -

9 Inkernet

H100% -
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Everything worked!

Iz hp LaserJat 4345 mfp - Windows Internet Explorer,

p——

\S A A |E, https: /npic1f319. example.internalfhp/device fthis.LCDispatcher

~| & |42 %] [s000e |2 -

{\5" e ‘ é hp LaserJet 4345 mfp

ﬁ B m ik Page = ?TDD'S o

(D

invent

hp LaserJet 4345 mfp / 192.168.0.20
hp LaserJet 4345 mfp

| Device Status

| intormation || Settings |

Digital Sending || Metworking |

Configuration Page

Device Status

Supplies Status Ready
Event Log
Usage Page . Pause/Resume a Continue
Device Information
Control Panel
Print Toners: (% remaining)
Blsck Carridgs 100% Maintenance Kit 100% Document Feeder Kit 100%
QEFAEA 110V-Q59984, 220V-Q5999A QEITTA
Gerii N I
hp instant support
QOrder Supplies Supplies Details
Product Support
Input/Qutput Status Capacity Size Type
Tray 1 Empty 100 Sheets ANY SIZE ANY TYPE
Tray 2 —| 0K 500 Sheets LETTER PLAIN
Left Bin = 0K RIES MIA

Change Settings =

Capabilities

Device Serial Number: CNBEYF00983 ~
Firmware Datecode: 20070205 09.062 0_BETAZ74A
ADF Yes ]

bel Moo lisioe PAA

Dione EB 0 Internet

Fo100% v

Now SSL/TLS is working for HP Jetdirect just like it would work for an Internet secure shopping
experience.

A Detailed Look at the SSL/TLS Connection

Good stuff so far! Let's bring up Wireshark and see what was actually happening on the wire during
the successful https connection.
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We see the TCP
connection is
established to
“https” or TCP port
443. The client is
192.168.0.25 and
the web server is
192.168.0.20.

"4 ssl2.pcap - Wireshark
File  Edit

BuWees BEXREE Ae+wT L (BB QaqD|

View Go Capture Analyze Statistics  Help

Elter:i(ip.addr eq 192.168.0.25 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

Mo, - Tirne: SoUrce Destination Protocal Info

.65 ; AR E .o, > https 5
14 2.655490 ToPaERIn 152.168.0. Client Hello
15 2.662231 192.168.0. 152.168.0. https > 2378 [ACK] sSeq=l ack=71 win=12541 Len=0
16 2.664465 152.1868.0. 162.168.0. server Hello,
17 2.6644093 152.168.0. 152.168.0. certificate
18 2.664526 1%2.168.0. 162.168.0. 2378 > https [AcK] Seq=71 Ack=1518 win=65535 Len=0
19 2.666187 192.168.0. 152.168.0. Client Key Exchange., Change Cipher Spec, Encrypted H
20 2.668732 1%2.168.0. 152.168.0. https » 2378 [ACK] Seq=1518 Ack=253 Win=12423 Len=0
21 2.702679 192.168.0. 1582.168.0. Change Cipher spec, Encrypted Handshake message
22 2.807843 192.168.0. 162.168.0. 2378 > htrtps [ACK] Seq=253 Ack=1561 win=65492 Len=0
27 2.941514 192.168.0. 152.168.0. Application Data
28 2.544213 1%2.168.0. 162.168.0. https > 2378 [AcK] Seq=1561 Ack=589 win=12169 Len=0
29 3.013955 152,168, 0. 152.168. 0. TLSvL Application Data
30 3.017995 192.168.0. 192.168.0. TLSWVL Application Data
31 3.137529 1%2.168.0. 152.168.0. = httos > 2378 TACK] Sed=1784 Ack=1152 wWin=12600 Len=0 ™
| ¥

]

Frame @ (62 bytes on wire, 62 bytes captured)

Ethernet II, sSrc: quantaCo_l4:b7:6d (00:c0:9F:14:b7:6d), Dst: HewlettP_cl:f3:19 (00:11:85:c1:Ff3:19)
Internet Protocol, sre: 192.168.0.25 (192.168.0.25), Dst: 192.168.0.20 (192.168.0.20)

Transmission Control Protocol, Src Port: 2378 (2378), Dst Fort: https (4430, Seqg: 0, Len: O

BHEBH

of 14 b7 &8d 0B 00 45 00
06 43 cO a8 00 19 cO aB
26 e5i 00 00 00 00 70 02
04 ec 01 01 04 02

00 11 85 <1 3 19 00 <o
00 30 73 07 40 00 BO 04
00 14 03 4a 01 bb 7f 71
ff ff 91 0d 00 00 02 04

+ "Ci\Documents and Settings|Administrator|Deskboplssiz. prap” 53 KB 00:00:28 | Packets: 218 Displayed: 89 Marked: 0

We see the SSL
“Client Hello”
message. Notice
the detail. TLSv1
“Record Layer” and
“Handshake
Protocol”. Based
upon our previous
discussion, we
know the client is
going to send a
random number
and the cipher
suites it supports.

ssl2.pcap - Wireshark
File  Edit

BEEsee EEAXZE

Blter:i(ip.addr e 192.168.0.25 and ip.addr eqg 152.16 «

Statistics  Help

Aae+aTF L (EE QD #BB X @

Wiew Go Capture  Analyze

Expression.., Clear Apply

Mo, - Tirne: Source Destination Protocal Info i
‘ 192,168 182.168.0 TCP 2378 » https [ACK] Seq=l Ack=l win=65535 Len=0
; 19 ] Cl1ent Hello
15 2.662231 1592.168.0.20 152.168.0.25 TCP https > 2378 [Aack] sSeqg=1 Aack=71 win=12541 Len=0 @
N cedacE Anm e A e Amn e AomE e O R 5

| b3

Ethernet II, src: QuantaCo_l4:b7:6d (00:c0:9f:14:h7:6d), Dst: HewlettP_cl:f3:19 (00:11:85:c1:f3:19)
Internet Protocol, Src: 192.168.0.25 (192.168.0.25), Dst: 152.168.0.20 (192.168.0.20)
Transmission Control Protocol, Sro Port: 2378 (2378), Dst Port: https (4430, Seq: 1, Ack: 1, Len: 70
Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Client Hello

content Type: Handshake (220

version: TLS 1.0 0xQ301)

Length: &5
= Handshake protocol: Client Hello

Handshake Type: Client Hello (1)

oE BB

Length: &1
Vversion: TLS 1.0 (0x0301)
® Random

Session ID Length: O

Cipher suites Length: 22

Cipher suites (11 suites)
Cipher suite: TLS_RSA_WITH_RC4_128_MDS5 (0x00047)
Cipher suite: TLS_RSA_WITH_RCA_128_sSHA (0x0005)
Cipher suite: TLS_RSA_WITH_SDES_EDE_CBC_SHA (0x000a)
Cipher suite: TLS_RSA_WITH_DES_CBC_SHA (0x0009)
Cipher Suite: TLS_RSA EXPORTL024 WITH_RC4_56_SHA (Ox0064)
Cipher suite: TLS_RSA_EXPORTL1024_WITH_DES_CEC_SHA (0x0D062)
Cipher sSuite: TLS_RSA EXPORT_WITH_RC4 40 MDS (0x0003)
Cipher suite: TLS_RSA_EXPORT_WITH_RCZ_CBC_40_MDS (0x00063)

m

[E3

I3

| Packets: 218 Displayed: 89 Marked: 0
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Now let's look at
the server hello.
Here we see a
random number
and the cipher suite
selected to be
used: TLS RSA
WITH RC4 128
MD5

"4 ssl2.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help —
BEoed BEAXZE A¢e*»aTFL/EE QAQQAD | #BB X B

Elter:i(ip.addr eq 192.168.0.25 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

AMEN B A7 90 ke 71 e OF EE Nm 1Q mn Fe omd PE 0 ke

Mo, - Tirne: Source Destination Prokocal Infio i
15 2.662231 TCP https = 2378 [ACK] Seg=1 Ack=71 win=12541 Len=0
ello
ficate . &
® Frame 16 (1314 bytes on wire, 1314 bytes captured)
# Ethernet II, src: HewlettP_cl:T3:19 (00:11:85:c1:F3:19), Dst: guantaco_14:b7:6d (00:c0:9f:14:b7:6d)
® Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.25 (192.168.0.25)
® Transmission Control Protocol, Src Port: https (4430, Dst Port: 2378 (2378), Seq: 1, ack: 71, Len: 1260
= Secure Socket Layer
= TL5vl Record Layer: Handshake protocol: Server Hello
Content Type: Handshake (220
version: TLS 1.0 €0x0301)
Length: 74
= Handshake protocol: serwver Hello
Handshake Type: server Hello (2)
Length: 7O
version: TLS 1.0 (0x0301)
# Rancom
session ID Length: 32
Session ID: DBGCESL4795DES 7446542506464 SFEFE7270D4FECALCETAZ, . .
Cipher suite: TLS_RSA_WITH_RC4_128_mMD3 (0x0004)
Compression Method: null (oo
Q000 00 <0 9fF 14 b7 6d 00 11 85 <1 f3 19 08 00 45 00
0010 05 14 7d a6 40 00 40 06 36 <0 cO as 00 14 <0 ag =
0020 00 19 0l bb 09 4a dl 8 16 ¢3 7f 71 &7 2c 50 10
Q030 31 38 bf Od 00 00 16 03 01 00 4a 02 00 00 46 O3
0040 0Ol 00 05 0c <0 71 3d Sc  5c 8b 2b 5a <3 a3 95 cc

3

We see the server’s
certificate. We
can fell from the
common name that
it is the one we just
assigned Jetdirect
previously. This
packet also
contains the
“Server Hello
Done” message.

. "C:\Dacuments and Settings\Administratar|Desktoplssl2.peap” 53 KB 00:00:28 | Packets: 218 Displaved: 83 Marked: 0

ssl2.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help —
B EEAXEE Qe+ T L (BB Qacal #0B X O

Blter:i(ip.addr eq 192.1658.0.25 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

Mo, - Tirne: Source Destination Protocal Info
15 2.662231 152.168.0.20 1582.168.0.25 TCP https > 2378 [ack] sSeg=l ack=71 win=12541 Len=0
16 2.664465 152.168.0.20 152.168.0.25 TLSwL server Hello,
T

Frame 17 (311 bytes on wire, 311 hytes captured)
Ethernet II, sSrc: HewlettP_cl:f3:19 (00:11:85:c1:f3:19), Dst: Quantaco_l14:b7:6d (00:c0:9f:14:b7:6d)
Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.25 (192.168.0.25)
Transmission Control Protocol, Src Port: https (4437, Dst Port: 2378 (2378), Seq: 1281, Ack: 71, Len: 257
[reassembled TCP Segmernts (1429 bytes): #16(1181), #17(248)]
Secure Socket Layer
= TLsvl Record Layer: Handshake protocol: Certificate
content Type: Handshake (220
version: TLS 1.0 (0xQ301)
Length: 1424
B Handshake protocol: Certificate
Handshake Type: certificate (11)
Length: 1420
certificates Length: 1417
= Certificates (1417 bytes)
certificate Length: 1414
e ple.internal, tionaluni
® signedcertificate
# algorithmidentifier (shawithrsaencryption)
Padding: 0
encrypted: 3061ESDS53343F5E7656CAEISADD3D444110BED732C30C52. ..
= Secure Socket Layer
® TLSWL Record Layer: Handshake protocol: server Hello Done

ODEEBBEHBE

| o
0000 16 03 0L 05 90 Ob 00 05 B¢ 00 05 80 00 05 86
o010 -
0020 =

Reassembled TCP (1429 bytes) |

|Certificate (sl handshake. certiicate], 1414 bytes | Packets: 218 Displayed: 83 Marked: 0

TFrame (311 bytas)=
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Here the client is
sending over the
pre_master_secret
encrypted with the
server’s public key.
It is also letting the
server know it is
changing keys to
the ones derived
from the
master_secret

i1 ssl2.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help —
Budee BEXZTE QA¢e»nTL (EE QB 08 X 8

E\Iter:]("lp.addr eq 192.168.0.25 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

Mo, - Time Source Destination Protocal

Li Lawumrza

18 2.664526

1
20 2.668732

z3]

Frame 19 (236 bytes on wire, 236 hytes captured)
ethernet II, sSr<: Quantaco_l4:b7:6d (00:c0:of:l4:b7:6d), Dst: HewlettP_cl:f3:19 (00:11:85:c1:F3:19)
Internet Protocol, Src: 192.168.0.25 (192.168.0.25), Dst: 192.168.0.20 (192.168.0.20)
Transmission Control Protocol, Src Port: 2378 (2378), Dst Port: https (4430, Seq: 71, ack: 1518, Len: 182
Secure Socket Layer
= TLsvl record Layer: Handshake Protocol: client key Exchange

Content Type: Handshake (220

version: TLS 1.0 €0x0301)

Length: 134

= Handshake protocol: client key Exchange
Handshake Type: Client Key Exchange (16)
Length: 130

= TLswl Record Layer: change Cipher spec protocol: change Cipher spec

Content Type: Change Cipher Spec (200

version: TLS 1.0 ¢0x0301)

Length: 1

cChange Cipher sSpec Message
= TLSvLl Record Layer: Handshake Protocol: Encrypted Handshake Message

content Type: Handshake (220

version: TLS 1.0 (0x0301)

Length: 32

Handshake protocol: eEncrypted Handshake message

OE BB

0000 00 11 85 <1 £3 19 00 c0 9f 14 b7 &8d 08 00 45 00
0010 00 de 73 Od 40 00 B0 06 05 &F c0 ad 00 19 <0 a8
0020 00 14 09 4a 0L bh 7f 71 eF 2c dl Be 1c ho 50 18
0030 ff £f 0a b3 00 00 16 03 01 00 86 10 00 00 B2 0O i
0040 80 33 8c 2d 29 8% 30 3 ad b6 51 85 cc 41 de ch .3.-0.00

_m'\:n_ A ‘.FF‘ ~C _a'| T & ')n_O'f_ Erm Ea M9 Tl sl ©C _nl‘| M7 3 _ — _ _ _
File: "Ci\Documents and Settings)AdministraboriDesktoplsslz pcap” 53 KB 00:00: 28 Packets: 218 Displayed: 52 Marked: 0

Same info coming
from the server this
time.

ssl2.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help
B EEXEE e TL|(BE QA #8M X 8

Eﬂa:](ip.addr eq 192.1658.0.25 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

Mo, - Tirne: Source Destination Protocal Info s

1Y L.000108¢ LS, 108U &0 PR NN BT PR VY] Loy T TENL REY EXCTIANGE, ridrige U ipner Spec, EefCryplen A --
20 2.668732 1%2.168.0.20 152.168.0 TCP https > 2378 [Aack] Seq=1518 Ack=253 win=12423 Len=0

1 ] T 1=l Eric il
20 TCP 2378 » https [ACK] Seq

H
2z B07B43 192 5 19 a8, 0. 53 Ack=1561 Wi O e

]

Frame 21 (97 hytes on wire, 97 hytes captured)
Ethernet II, src: HewlettP_cl:f3:19 (00:11:85:c1:f3:19), Dst: Quantaco_l14:b7:6d (00:c0:9f:14:b7:6d)
Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 152.168.0.25 (192.168.0.25)
Transmission Control Protocol, Src Port: https (4430, Dst Port: 2378 (2378), Seq: 1518, Ack: 253, Len: 43
Secure Socket Layer
= TLSwl Record Layer: Change Cipher Spec Protocol: change Cipher Spec
content Type: change cCipher Spec (200
version: TLS 1.0 0xQ301)
Length: 1
change Cipher spec message
= TLSvl Recaord Layer: Handshake Protocol: Encrypted Handshake Message
content Type: Handshake (220
version: TLS 1.0 (0x0301)
Length: 32
Handshake Protocol: Encrypted Handshake Message

" B

o ®

0000 00 <0 9f 14 b7 &6d 00 11 85 <l f3 19 08 00 45 00

0010 00 53 7d ac 40 00 40 06 3b b <0 a8 00 14 <0 a8

0020 00 19 01 bb 09 4a ¢l 82 1c ho 7f 71 &7 e2 50 18

0030 31 38 e6 09 00 D0 14 03 01 00 01 01 16 03 01 00

0040 20 89 8f f4 d8 74 B3 38 02 fc 73 4b 20 d2 31 41
nE ko A 73 -7 ce

| File: "C:lDocurﬁents and Settings'mdministra‘tor"tDesktoplssIZ.pcap" 53 KB 00:00:28 | Packets: 21‘B.Di§p\ayed: 89 Marked: 0
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Now we hGVe "' ssl2.pcap - Wireshark
GC"UQ' c|ien1 thG File Edit Miew Go Capture Analyze Statistics Help
. DWORN BEEAXZEE A¢»aT 2 (EE QAR #DB X O
this is probably the _ :
Lo 5Iter:i(1p.addr eq 192.168.0.25 and ip.addr eq 152.16 ¥ Expression.., Clear Apply
initial HTTP request &
. Mo, - Tirne: Source Destination Protocal Infio
encqpsu|qfed n 22 2.807843 192.168.0.25 1592.168,0.20 TCP 2378 » https [ACK] Seq=253 Ack=1561 wWin=65492 Len=0 —
2 21151 j 5 1t 2 ] TLSV] APP11CAaTion Data
SSL/TLS 28 2.944213 .168.0.20 152.168.0.25 TCP https » 2378 [ACK] Seq=1561 Ack=98% win=12169 Len=0
: 0 3013555 107 TAR.0.70 102 1AR.0.725 TI =l annlicatinn nata
| »
& Frame 27 (490 hbytes on wire, 490 bytes captured)
# EThernet II, src: Quantaco_14:b7:6d (00:c0:9f:14:b7:6d), Dst: HewlettP_<l:f3:19 (00:11:585:c1:F3:19)
® Internet Protocol, Src: 192.168.0.25 (192.168.0.25), Dst: 192.168.0.20 (192.168.0.20)
Transmission Control Protocol, Src Port: 2378 (2378), Dst Port: https (4430, Seq: 253, ack: 1561, Len: 436
= Secure Socket Layer
= TLsvl Record Layer: Application Data protocol: http
Content Type: Application Data (230
version: TLS 1.0 €0x0301)
Length: 431
Encrypted application Data: C139033F8666B838BE96E4AAD34B169FB5A4252CA72B00ES. ..
Q000 00 11 85 <1 f3 19 00 <0 o9f 14 b7 &d 08 00 45 00
0010 01 dc 73 10 40 00 B0 06 04 Se cO as 00 19 <0 a8 =
0020 00 14 059 d4a 01 bh 7f 71 &7 ez dl Be 1c dh 50 18
0030 ff d4 ac ab 00 00 17 03 01 01 af <1 39 03 3f 86
0040 &6 b3 38 be 96 a4 aa 03 48 16 9f bs a4 25 2c a7 B
OnR0 Sk AR bQ NT_Ad 0n 83 o8  A- 30AZ 2 £ A3 £ bk : — — —_— —
| File: "CiyDocuments and SettingshAdministratoriDeskiopisslz poap” 53 KB 00:00: 28 Packets: 218 Displayed: 52 Marked: 0

There was one check that wasn’t done — the CRL. This check wasn’t done because it is disabled by
default. Going into the “Internet Options” under the Tools menu for IE7, we then click the Advanced
tab and look what we find.
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Check for server
certificate
revocation is not
selected.

Internet Options E| [El

General | Security || Privacy | Content || Connections | Programs l Advanced l

Settings

[] check for server certificate revocation® ~
Check for signatures on downloaded programs il
[] Do not save encrypred pages bo disk
[] Empty Temporary Internet Files Folder when browser is clo
Enable Integrated Windows Authentication™®
Enable native XMLHTTP suppaork
[§ Phishing Filter
(") Disable Phishing Filker
(=) Turn off automatic website checking
{3 Turn on aukomatic website checking
[] usessLz.o
Use 551 3.0
Use TLS 1.0

[+] warn about certificate address mismatch™
4 | >

*Takes effect after vou restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary Files, disables browser
add-ons, and resets all the changed settings. =

vou should only use this if wour browser is in an unusable state,

Ik ] [ Zancel
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Let's select it and
restart IE7.

Here is another
HTTPS connection
to the same
[J4345MFP.
Everything looks
the same so far

Internet Options E| [El

General | Security || Privacy | Content || Connections | Programs l Advanced l

Settings

Check for server certificate revocation® ~
Check for signatures on downloaded programs
[] Do not save encrypred pages bo disk
[] Empty Temporary Internet Files Folder when browser is clo
Enable Integrated Windows Authentication™®
Enable native XMLHTTP suppaork
[§ Phishing Filter
(") Disable Phishing Filker
(=) Turn off automatic website checking
{3 Turn on aukomatic website checking
[] usessLz.o
Use 551 3.0
Use TLS 1.0
[v] Warn about certificate address mismatch®
< | >

*Takes effect after vou restart Internet Explorer

Restore advanced settings ]

vou should only use this if wour browser is in an unusable state,

Reset Internet Explorer settings

Deletes all temporary Files, disables browser
add-ons, and resets all the changed settings.

Ik H Zancel H apply

U [Untitled) - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help

BWoed EEXRE Ae»9TL (BB aqcn @08 X| 8

Filter: ] T  Expression.., Clear Apply

Source Destination Protacal Info
899063  Hewlettp_cl:f3:19 Broadcast ARP who has 192.168.0.257 Tell 152.168.0.20
B95083 HewlettP_cl:f3:109 ARP 1592.168.0.25 s at 00:c0:9F:14:b7:6d

EEEL

89040 12.168.

a8

=1
o
et

sitewatch = htts [ACK] Seg=1 AcC

3 1%2.168.0
G022 835 162.168.0.25 1%2.168.0.20 SSL Client Hello
205526  152.168.0.20 192.168.0.25 TCP https > sitewatch [ack] sSeq=1 ack=71l win=12341 Len=0
CO7840 152.168.0. 20 192.168.0.25 TLSwl server Hello,
CO7E77 152.168.0.20 1%2.1868.0.25 TLSw1 certificate
Q07205 152.168.0.25 192.168.0.20 TCP sitewatch » https [ACK] Seq=71 Ack=1518 win=65533 Len=0
C09583  192.168.0.25 152.168.0.20 TLSv1 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Me
012393 152.168.0.20 192.168.0.25 TCR https > sitewatch [AcKk] sSeg=1518 ack=253 win=12423 Len=0
953164  192.168.0.20 192.168.0.25 TLSWL change Cipher spec, Encrypted Handshake message
081025 162.168.0.25 1%2.168.0.20 TCP sitewatch » https [ack] Seg=253 Ack=1561 win=65492 Len=0

<

® Frame 64 (60 hytes on wire, &0 bytes captured)

Ethernet II, Src: HewlettP_cl:f3:19 (00:11:85:c1:F3:19), Dst: quantaco 14:b7:6d (00:c0:9F:14:h7:6d)
Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 152.168.0.25 (192.168.0.25)

Transmission Control Protocol, Src Port: https (4430, Dst Port: sitewatch (37920, Seq: 0, Ack: 1, Len: O

=

2]

Qoo
0010
0020
0030

00 <0 S9F 14 b7 ed 00 11
00 zc 0 3a 40 00 40 06
00 19 01 bb 0e do 58 52
2d a0 3b Se 00 00 02 04

85 <1 3 19 08 00 45 00
c8 13 cO a8 00 14 <0 aB
0a 31 87 08 b3 83 60 12
05 b4 00D OO

File: "CH\DOCUME~ 1| ADMINL~1|LOCALS~ 1| Templether:Xxxa00792" 41 KB 00:00:23

| Packets: is‘E‘Diép\ayed: 158 Marked: 0 Dro‘pped‘: a
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Here we go — looks
like before any
application data is

File Edit Yiew Go Capture Analyze Statistics  Help

BHOee BEXEE AesnT L (EE QAR #ED X B

. E\Iter:I T  Expression.., Clear Apply
sent, the CRL is A
. Source Destination Pratocal Infa
Check using hﬂp 53164  192.168.0.20 152.168.0.25 TLSwl Change Cipher spec, Encrypted Handshake Message
. . . 081025 162.168.0.25 192.168.0.20 TCP sitewatch > https [ACK] Seq=253 Ack=1561 win=565492 Len=0
ThIS one IS 90|ng to 232695 1592.168.0.25 192.168.0.1 DNS Standard guery AAAA w2003, example.internal
233535 192.168.0.1 1592.168.0.25 DNS Standard query response AsAA 2001:dbs::l
the ROOfCA 233863 192.168.0.25 192.168.0.1 DS standard query A w2003, example.internal
234236 102.168.0.1 1562.168.0.25 DS standard guery response A 182.168.0.1
ja http [
235801  152. i 192. A0l TCR http = jaus [S¥M, ACK] Seq Ack MS5=1460
235837 192. 0.25 192. itk TCP jaus > http [ACK] Seq=1l Ack=1l win=65535 Len=0
236087 192. 0.25 192, SEOE HTTP GET /fCertEnroll/RootCA.cr] HTTR/L.1
Mo2443 182, AL 192. L0025 TCP http = jaus [ACK] seq=l Ack=1%9 win=17442 Len=0
MLoss48 182, s 192, L0.23 PKIX-CRL Certificate rewocation List
32624 152.168.0.25 192.168.0.1 HTTP GET /CertEnroll/Rootca+.crl HTTRAL.1 ¥
< |
Frame 79 (62 bytes on wire, 62 bytes captured) il
Ethernet II, Src: ouantacCo l14:b7:6d (00:c0:9F:14:b7:6d), Dst: HP_fB:04:3a (0B:00:00:F8:04:3a)
® Internet Protocol, Src: 192.168.0.25 (19%2.168.0.25), Dst: 192.168.0.1 (152.168.0.1)
& Transmission Control Protocol, Sre Port: jaus (37940, Dst Port: http (800, Seq: 0, Len: ©
[0GOC 0B 00 0G 8 04 3a 00 cO Of 14 b7 &ad 08 00 45 00 ea e e
Q010 00 30 87 52 40 00 B0 06 2 0a cO as 00 19 <0 as LO0.RE. ..
0020 00 01 0e d2 00 50 3F <3 ef 12 00 00 Q0 00 FO 02 ... P?.
Qo300 ff ff <4 84 00 00 02 04 04 2c 01 01 04 02 .ievuns
File: "Ci\DOCUME~ 1 ADMINI~ 1 \LOCALS~1 1 Templether:XXxa00792" 41 KB 00:00:23 | Packets: 158 Displayed: 158 Marked: 0 Dropped: 0
Another CRL ed) - Wireshark

request to R2.

File Edit Yiew Go Capture Analyze Statistics  Help

Bees CEXEE QAesaT L

B aaapn #Em x| ®

Elter:] ™ Expression... Clear Apply
Source Destination Pratocal Infa b
132624 192.168.0.25 192.168.0.1 HTTP GET JCertEnrol]l/RootCA+.crl HTTRAL.1
M42110 152.168.0.1 152.168.0.25 PRIX-CRL certificate Revocation List
66368  182.168.0.25 192.168.0.1 DNE standard guery Afss wZk3-rZ-ee.example.internal
172448 152.168.0.1 192.168.0.25 DNE standard guery response
L73043 182.168.0.25 192168 0.1 DS standard guery A w2k3-r2-es.example.internal
[L73562 152.168.0. 192.168.0.25 LS Standard guery response A 192.168.0.21
74854 QuantaCo_14 :h7:6d Broadcast ARP who has 192.168.0.217 Tell 192.168.0.25
N75171 HewlettP_dc:hl:6c Quantaco_l14:h7:6d ARP 192.168.0.21 is at 00:30:68:4¢C:hl:6¢C
N75184 182.168.0.25 192.168.0.21 TCP myhlast = http [SvH] Seq=0 win=65535 Len=0 Ms5s5=1260
75443 192.168.0.21 152.168.0.25 TCR http » myblast [SvH, Ack] Seq=0 Ack=1 win=16384 Len=0 MS5=1460
175474  182.168.0.25 192.168.0.21 TCP myblast » http [Ack] Seq=1 Ack=1l win=65535 Len=0
75680 152.168.0.25 1%2.168.0.21 HTTF GET JCertEnroll/R2Z.crl HTTR/1.1
282760 192.168.0.25 HEC R e R = Jaus » htto TACK] Sex=398 Ack=215% win=65535 Len=0 i

£

Frame 79 (82 bytes on wire, 62 bytes captured)

Ethernet II, Src: quantaco_l4:b7:6d (00:c0:56f:14:b7:6d), Dst: HP_f8:04:3a3 (08:00:09:T8:04:3a)
Internet Protocol, Src: 192.168.0.25 (192.168.0.25), Dst: 192.168.0.1 (152.168.0.1)

® Transmission control Protocol, Src Port: jaus (37940, Dst Port: http (80), sSeq: O, Len: O

|ooo0 08 00 05 B 04 3a 00 cO OF 14 b7 &d 0B 00 45 00
0010 00 30 87 52 40 00 BO 06 2 0a c0 a8 00 19 <0 a8 LO.RE. ..
0020 00 0l ve d2 Q0 S50 3F <3 ef 12 00 00 00 00 FO 02 ..... P
0030 ff ff c4 84 00 00 02 04 04 ec 01 01 04 02 ........

| File: "Ci\DOCUME~1|ADMINI~1|LOCALS~ 1| Templethers¥aka00792" 41 KB 00:00:23 | Packets: 158 Displayed: 158 Marked: 0 Dropped: 0
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Here is the content fitled) - Wireshars
File Edit Yiew Go Capture Analyze Statistics  Help
of the CRL - ; . e = s
BHdee EEXEE AcraTL/EE QAR @88 X B
encrypted of
E\Iter:] T  Expression.., Clear Apply
course. “
Source Destination Protocal Infa
Lsolssa 14z, lbd, 192, Los. U, 41 [ MyDI4ST > NTTE [SYN] Seg=U winsha3s3 Lensu Mss=ls0U
N75443 192.168. 192.168.0.25 TCR http = myblast [Svn, ACK] Seq=0 Ack=1 win=16384 Len=0 MSs=1460
L75474 182.168. 192.168.0.21 TCP myblast > http [Ack] Seqg=1 Ack=1 win=65535 Len=0
L75690 192.168. O SR HTTR GET /CertEnroll /RZ.crl HTTR/1.1
282760 152.168 1%2.168.0.1 e jaus = http [ACK] Seq=398 Ack=2159 wWin=65535 Len=0
F07706  200l:db 2001:db8::2 DS standard guery response, server Tailure
Z07765 2001 :dbs 2001:db3::1 ICMPYE unreachable (Port unreachahlel
344075 182.168.0 192.1658.0.25 TCR http » myblast [ack] Seq=l Ack=200 win=63336 Len=0 L
353764 152.168.0. 152.168.0.25 PRI®-CRL Certificate Rewocation List
375511 192.168.0.25 1%92.168.0,.21 HTTP GET /CertEnroll/R2+.<r]l HTTR/1.1
1 5 [ an LISt
ak 5 AEC R Data
387817 192.168.0.20 192,168.0.25 https » sitewatch [Ack] seq=1561 Ack=639 win=12169 Len=0 v
= N
® Frame 103 (202 hytes on wire, 902 bytes captured)
#® Ethernet II, Src: HewlettP 4c:bl:6c (00:30:6e:d4c:bl:6c), Dst: Quantaco 14:b7:6d (00:c0:9F:14:b7:6d)
® Internet Protocol, Src: 192.168.0.21 (192.168.0.21), Dst: 192.168.0.25 (192.168.0.25)
& Transmission Control Protocol, Sr Port: http (800, Dst Port: myhlast (37950, Seq: 1180, Ack: 400, Len: 848
® Hypertext Transfer Protocol
= Certificate Revocation List
2 signedcertificatelist
version: vz (1)
® signature (shawithRSAEnCryption)
= issuer: rdnsequence (o)
# rdnseguence: 3 items (id-at-commonName=R2,dc=example,dc=internall
® thisupdate: utcTime (00
B nextUpdate: utcTime (00
® crlExtensions: 6 items
® algorithmIdentifier (shawithRSAEncryption)
padding: 0
et
x‘SUIQaf.EI'.r_.SITRING (x‘SUIQaF‘éncr\;'ptad), 128 .bytés | Packets: is‘E‘Diép\ayed: 158 Marked: 0 Dro‘pped‘: a
. . e
A performance hit would occur when CRLs are checked. That is probably why it isn’t checked by
default.
SSL/TLS Server Settings
. . . . ’
HP Jetdirect has a couple of usetful settings to control how SSL/TLS clients connect fo it. Let's have a
look.
There are three main settings for the [ || Setings || Digial Sending |/ ng |
SSL/TLS server. One is the Certificate CONFIGURATION ot Protocol
, TCPIP Settings gmt. Frotocols
and we've covered that. The next one Hetwork Setings (Wb tigmt, |5 (—omer)
Other Settings
B " £ =
Privacy Settings
IS 1‘he CheCkbOX Encrypt A” Web Select Language You can securely manage the network device using a Web browser and the HTTPS protocol. To
H H 14 H authenticate the HP Jetdiract Web Server when HTTPS is used, you may configure a certificate or
COmmUn|CO“On . When thdt IS SECURITY use the pre-installed, self-signed X 509 Certificate. The encryption strength specifies what ciphers
. . . Tims the Web server will use for secure communications.
checked, Jetdirect will redirect HTTP il _ _
. (Mgm_ Profocols web\f\t’eb Sewgr can IEB conﬁg‘;r;\: tg fD_r:e al\bcunnegtmn:;lu UT\E H'I;I'F‘hS'—%. E«hlch encrydp;ls all
- ‘eb communication (except . Or, it can be configured to allow bot unencrypted) or
request to use HTTPS SO fhot HTTPS IS $802.1x Authentication HTTPS connections. In secure environments, you should choose to encrypt all Web
H: . | f d b d Otherwise, data (Admini d, SNMP
e eCflvey orce fO e useaq. DIAGNOSTICS G ity Names, and secret keys) may be compromised.
Network Statistics
Protocol info Configure a new certificate:
‘Configuration Page
Encryption Strength: ‘Luw (DES-56-bit, RC4-128-bit or 3DES-168-bit) |
[] Encrypt All Web Communication {not including IPP)
Other Links
Help
HP Home
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The setting “Encryption Strength”
controls the cipher suites that Jetdirect
will select from a client request. The
default setting is “Low” which is a bit
misleading — it really means that all
cipher suites that Jetdirect supports can
be used including ciphers that aren’t
considered as secure anymore. |f the
client can only support DES, Jetdirect
will still accept it. However, if the
client offers DES and other cipher
suites, Jetdirect will prefer higher
security ciphers when presented with
the choice. Setting it to “Medium”
means that the client must offer RC4 or
3DES or the SSL/TLS connection won't
be established.

[ Information ]f Settings U Digital Sending ” Networking ]

CONFIGURATION
TCPIIP Settings
Network Settings

Mgmt. Protocols

[ Web mgmt. |[_SHMP ][ Other |

Other Settings
Privacy Settings
Select Language You can securely manage the network device using a \Web browser and the HTTPS protocol. To
authenticate the HP Jetdirect Web Server when HTTPS is used, you may configure a certificate or
SECURITY use the pre-installed. self-signed X 509 Cerificate. The encryption strength specifies what ciphers
“settings the Web server will use for secure communications.
_ﬂrlo_"im"_ The Web Server can be configured to force all connections to use HTTPS only, which encrypts all
L MomL. Protocois Web communication (except IPP). Or, it can be configured to allow both HTTP {unencrypted) or
802.1x Authentication HTTPS connections. In secure environments, you should choose to encrypt all Web
communications. Otherwise, iti data (Administrator Password, SNMP
DIAGNOSTICS C ity Names, and secret keys) may be compromised.
Network Statistics
Protocol Info Configure a new certificate:
Configuration Page = — : - —
Encryption Strength: | Low (DES-56-bit, RC4-128-bit or 3DES-168-bit) »
Low (DES-5 C4-128-i
i LRGN Comus Medium (RCA-128-bit or IDES-168-bit)
Help High (3DES-168-hit)
Support Apply Cancel
HP Home

Well, looks like we've covered all that is necessary when HP Jetdirect acts as an SSL/TLS server. But
wait, there’s more! HP Jetdirect can also act as an SSL/TLS client when used by certain applications
on a printer or MFP. The most popular one is LDAP over SSL/TLS. Now, what was formerly

important to the SSL/TLS client (e.g., browser) becomes important for HP Jetdirect. Let's look at what

happens here.

HP Jetdirect as an SSL/TLS Client

The most common situation for HP Jetdirect to act as an SSL/TLS client is when the MFP is going fo use
LDAP over SSL.  Keep in mind that the roles are reversed here. HP Jetdirect is going to initiate a
connection and verify the server’s certificate just like a web browser would. Let's set this up.
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We are going to
select Simple over
SSL as the LDAP
server bind method
and use the IP
address of
192.168.0.1,
which is our LDAP
server. We then
scroll to the bottom
and hit the “Test”
button (not shown).

Iz hp LaserJat 4345 mfp

- Windows Internet Explorer,

6‘:.’ - |E, https: /npic1f319. example.internalthp/device/this L Dispatcher?nav=hp. LDAPAULh V| gj 4 x |Gru:-g-ir-: | 2|
[r— - ; - »

W af ‘ghp Laserlat 4345 mfp l | M- deh v b Page v () Taoks +
L]

(D

invent

hp LaserJet 4345 mfp / 192 1638020 =

hp LaserJet 4345 mf|

Information Settings || Digital Sending || Metworking |

hp instant support
Qrder Supplies

Product Support

Configure Device H H
LDAP Authentication
E-mail Server
Help
Alerts =
AutoSend Accessing the LDAP Server
Security | pAP Server Bind Method: [Simple over SsL |
aibescation Monaet il . LDAF Server: |192_153_0_1 |
| LDAP Authentication
Part: |535 |

Kerberos Authentication
PIN Authentication !
Edit Other Links Credentials
Device Information ® Use Davice User's Credentials
Language Bind Prefix | |
Date & Time o

Use LDAF Administrator's Credentials
Wake Time

LDAP Administrator's DN | |

Password: | |
Other Links

Searching the Database )

Bind and search Roat: | |

Match the name entered
with the LDAP attribute of | |

Retrieve the device user's
email address using atfribute of | | |

We are asked for
credentials and we
provide them and

hit OK.

Dione

F100% v

|3 0 Internet

= hp LaserJet 4345 mfp - Windows Internet Explorer

- | | https:/inpic1f319.example internalfhpfdevice /this LCDispatcher fnav=hp. LDAPAUth

I[8]ox] [ B8

* '1'% ‘ g hp Laserlet 4345 mfp

oo e v ik Page = (0 Tools - »

(D |

invent

hp LaserJet 4345 mfp / 192.168

hp LaserJet 4345

Configure Device

E-mail Server

Alerts

AutoSend

Security

Authentication Manager

Information Settings U Digital Sending ][ Networking ]

Test LDAP Authentication

Help

Test LDAP authentication by entering the user's credentials (as the device user would do) of a person who has proper access rights.

Credentials

Username

Kerberos A

|LDAP Authentication

[saministrator |
Password:

PIN Authentication
Edit Other Links

Language
Date & Time
Wake Time

Device Information

R Ceanee

Other Links

hp instant support
Order Supplies
Product Support

|3 0 Internet

H100% -
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Error message — it
didn’t work. Let's
look at a trace.

p LaserJet 4345 mfp - Windows Internet Explorer

@ L= B4 |§, https: /npic1f319. example.internalthp/devicethis. L Dispatcherfnav=hp. LDAPAULh V| ﬁ ‘ L2 |u 2|~
w o ‘ & hp LaserJet 4345 mfp [ | oo B M= - hPage » (O Tooks v
o~
m hp LaserJet 4345 mfp / 192 168.0.20 =
e e hp LaserJet 4345 mip
Information settings || Digital Sending || Networking |
Configure Device H H
LonadreBevice . LDAP Authentication
E-mail Server
Alerts Attention
AutoSend LDAF verification failed for the following reason(s). SSL connection to an LDAP server could not be established either because the
R —— designated portis not SSL enabled or a SSL cennection negotiation fault occurred (ses the Windows Event Viewer for possible
Security SSL/SChannel relatad System events)..
Authentication Manager
|LDAP Authentication S
Kerberos Authentication ==
PIN Authentication Accessing the LDAP Server
Edit Other Links LDAP Server Bind Method: | Simple over S5L V|
Device Information LDAF Server. [192 18801 |
language = 5 [538 |
Date & Time
Wake Time .
Credentials
® Use Device User's Credentials
Bind Prefix | |
O Use LDAP Administratar's Credentials
LDAP Administrator's DN | |
Password: | |
Searching the Database
v
Dione 0 Internet H100% v

Here we see
Jetdirect taking on
the role of the
client. It initiates
the connection and
sends the Client
Hello.

ed) - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help —
BEoeN EEXEE A¢+aTL(EE QN #EBX B

Blter:l(ip.addr eq 192.1658.0.20 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

Info

Protacal

Source Destination

270586 168.0. 168.0.1 : ansoft-Tm-2 > ldaps [ACK] Se Win=2896 Len=0 Tsv=440442
Client Hello
391930 o I . .0, [TCP segment of a reassembled PDU]

395130 i . 0. [TCP segment of a reassembled pPDU]

395146 server Hello, certificate, certificate Request, Server Hello Do

397503 152.168. ansoft-1Tm-2 > Tdaps [ACK] Seq=56 Ack=4651 win=28%6 Len=0 TSv=44
Alert 5] ipti Unk nown 9l

® Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.1 (152.168.0.1) 2
® Transmission control Protocol, sr Port: ansoft-Im-2 (10840, Dst Port: Tdaps (636), seq: 1, ack: 1, Len: 55
= Secure Socket Layer
= 355wz record Layer: Client Hello
[version: ssL 2.0 (0x0002)]
Length: 53
Handshake Message Type: Client Hello (13
version: TLS 1.0 €0xQ301)
Cipher sSpec Length: 12
session ID Length: O
challenge Length: 32
= cipher specs (4 specs)
Cipher spec: TLS_RSA_WITH_3DES_EDE_CEC_SHA (0x00000a)
Cipher Spec: TLS_RSA_WITH_RC4_128_SHA (0x000005)
Cipher spec: TLS_RSA_WITH_RC4_128_mMD5 (0x0000047
Cipher Spec: TLS_RSA_WITH_DES_CEBC_SHA (0x00000%)
challenge
0000 08 00 05 8 04 3a 00 11 85 <1 f3 19 08 00 45 00
02 40 00 40 06
3c 02 7o 99 5F
27 00 00 01 01
35 o1
an nn

]

lE3

| Packets: 190 Displayed: 16 Marked: 0 Dropped: 0
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The server
responds. There is
a new message
here — one we
haven't talked
about. The
Certificate Request.
The server is
indicating to
Jetdirect that it must
send it certificate to
the server to be
validated. We are
in good shape
because Jetdirect
already stored a
certificate capable
of doing Client and
Server
authentication.
That is a good
thing!

titled) - Wireshark
File Edit Yiew Go Capture Analyze Statistics  Help

BEdee CEXRE QAe*aT L BE QB @M X| B

E\Iter:]("lp.addr eq 192.168.0.20 and ip.addr eq 152.16 ~ Expression.., Clear Apply

Here we have a
TLS Alert indicating
Unknown CA.
Jetdirect is sending
this message fo the
server. This means
that Jetdirect
performed some
checks on the
server certificate
and couldn't verify
that it was trusted.
In short — Jetdirect
needs a CA
certificate
configured.

Source Destination Pratocal Infa
152.168.0.20 152.168.0.1 TCR ansoft-Tm-2 > ldaps [S¥N] Seg=0 win=
192.168.0.1 192 .15 : arels Tdaps » ansoft-Tm-2 [S¥H,
152.168.0.20 192, e TCP ansoft-1m-2 » 1daps [ACK] Seq=
152.168. 0. ST ol S5Lv2 Client Hellao

9]

[TCP segment of a reassembled pDu]

[TCP segment f a eassemlﬂed FDU]

460 Len=0 M35=1460 wWs=0 T35

Len=0 M55=

El
Win=2896 Len-0 TSw-440442

2] L ar
152.168.0. 3 .0, ansoft-lm-2 > 'Idaps [ACK] seq=56 Ack=4651 win 2896 Len 0 Tsv=44

152.168.0. 192,168, 0, Alert (Leve
152.168.0.1 192.168.0. BTz ldaps > ansoft-Tm-2 [FIN,

+ Frame 132 (372 bytes on wire, 372 hytes captured)

® Ethernet II, Src: HP_f8:04:3a (08:00:09:F8:04:3a), Dst: HewlettP_cl:F3:19 (00:11:85:c1:F3:19)
Internet Protocol, Src: 192.168.0.1 (192.168.0.10, Dst: 192.168.0.20 (192.168.0.20)

[reassembled TCP Segments (4650 bytes): #127(1448), #128(1448), #131(1448), #132(306)]
- Secure Socket Layer

= TLsvl Record Layer: Handshake protocol: Multiple Handshake Messages

Content Type: Handshake (220

version: TLS 1.0 €0x0301)

Length: 4645
| Handshake Protocaol: Server Hello
Handshake protocol: certificate
Handshake Protocol: Certificate Reguest
Handshake protocol: serwver Hello Done

=

H

#

16 03 01 12 25 02 00 00 46 03 01 47 84 16 17 be -%... F. G
58 ¢l 31 49 97 89 60 46 Se 79 bc d3 72 BY 5a 86 . 1I TF Ay,
61 do af 27 3c 50 2c d2 37 55 26 20 la 18 00 0O a.. <P, TU& ...,

3 ST e P B e T I e e e e e wli o
Frame (3?2 bytes) Reassembled TCP (4650 bytes)
File: "Ct \,DOCUMENI\,F\DMININI\LOCALSN1\,Tamp\,ether><xxxa02440 63 KB 00:00:34 Packets: 190 Displayed: 16 Marked: 0 Dropped: O

itled) - Wireshark
File Edit Yiew Go Capture Analyze Statistics  Help

SEsee BEEXRE QAe*aTi |BE QA @0l x| B

Blter:](ip.addr e 192.168.0.20 and ip.addr eq 192.16 « Expression., Clear Apply

Transmission Contraol Protocol, Src Port: ldaps (636), Dst Port: ansoft-Tm-2 (10847, Seq: 4345, ack:

Fatal, @ Unknown CAJ
K1 Seq=4651 ack=63 win=17458 Len=0

56,

Len:

o

306

|E Frame 134 (73 bytes on wire, 73 bytes cagtured)

Ethernet II, sSrc: HewlettP_cl:T3:19 (00:11:85:c1:f3:19), Dst: HP_f8:04:3a (08:00:00:T8:04:3a)
g Internet Protocol, Src: 192.168.0.20 (1%92.168.0.20), Dst: 192.168.0.1 (152.168.0.1)
|® Transmission Control Protocol, sSrc Port: ansoft-Tm-2 (10847, bst port: ldaps (636), Seq: 56, Ack:
Secure Socket Layer
= TLswl record Layer: alert (Level: Fatal, Description: uUnknown CA)

content Type: Alert (21)

version: TLS 1.0 (0x0Q301)

Length: 2

B Alert Message
Level: Fatal (20

395135 152.168.0.1 192.168.0.20 TCP [TCP segment of a reassembled pPDU]
3951456 152.168.0.1 192.168.0.20 TLSW1 server Hello, certificate, certificate Request,
397503 a

4651,

Len:

Source Destination Pratocal Infa
|F78704  102.168.0.20 192.1 TCR ansoft-Tm-2 = ldaps [SYN] Seg=0 W‘l
370170 102.168.0.1 192.1 TP ldaps > ansoft-Tm-2 [Svm, =0 A =
379586 152.168.0. 192. TCP ansoft-Tm-2 > 'Idaps [ACK] seq=1 Ack-l W'ln 2896 Len=0 TSw=440442
300336 152.168.0 192, SSLv2 client Hello
351530 0 192 t of ar hled

server Hello Do
ansoft Tm-2 = 1daps [ACK] Seq=56 Ack=4651 win=2896 Len=0 TSw=44
X T

5

0010 00 3h fh 6a 40 00 40 06 hd ec <0 a8 00 14 <0 a8
20030 Ob 50 42 <f 00 00 01 01 08 0a 02 ad Of d7 01 Ob

Alert message description (ssl.alert_message.desc), 1 byi:e Packets: 190 Displayed: 16 Marked: 0 Dropped: O
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Because we have Internet Options r?|['5_(|
already stored the =

CA certificates in zeneral Security. F‘rivacy.| Conkent ECDnnectinns i .F'rl:u;rams | Advanced

our browser’s

certificate store, Cantent Advisor

we'll just export Q\ R_atings help you contral the Internet content that can be
viewed on this computer,

one and put it on
Jetdirect. Let's take Enable. ..
a look at it.

Certificates
Use certificates for encrypted connections and identification,

[ Clear 550 state ] [ Certificates | [ Publishers ]

AukaComplete
= AutoCaomplete stores previous entries [ Settings ]
% on webpages and suggests matches
Far you,
Feeds
- | Feeds provide updated content From [ Settings ]
Y=F websites that can be read in Internst

Explarer and ather programs,

Ok ] [ Cancel fpply

65




Select R2 and hit
“Export...”

Click Next

Certificates

Intended purpose; Ll A

| Personal | Other People | Intermediate Certification Autharities | Trusted Rook Cerkificatior. 4 b

| Issued To Issued By Expirakio,..  Friendly Mame ~ .
[EdGlobalSign Root ©4  Rack 55 Autharity 1/27)2014  <Mone:
=1aTE CyberTrust Root  Raot SEC Autharity 2/2z(2006  <Mone=

EdMicrascft Internet ... GTE CyberTrust Globa,.,  4f19/2009 “Mone =
EdMicrosoft Secure 5., Micrasoft Internet Au. .. 4/19)2009 <Mone
EMicroscft windows ... Microsoft Raot Authority 1203002002 <Mone:=
Edmicrosoft Windows ... Microsoft Raot Authority 1203002002 =MNones=

E=ms sac Aukhority Rook SEC Authoriky 1213112009 =Manex
Ell RaakCa =Mone=
Eraot Agency Fook Agency 12)31)2039  <MNonez=

[ Impart, .. H Expart,.. H Remove ] advanced. .,

Certificate intended purposes

<All=

Close

e
View
(i

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate krust
lists and certificate revocation lisks from a certificate
stare ko yaur disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prokect data or to establish secure nebwork
conneckions, & certificate skore is the system area where
certificates are kept,

To continue, click Mesxt,

M_.E}Ct} | [ Cancel
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Select DER. Click
Next.

Save it.

»

Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of file formats.

Select the Format wou want bo use:

{(*)DER encoded hinary ,509 { CER)

() Base-64 encoded &,509 { . CER)
() Cryprographic Message Synkax Standard - PRCS #7 Certificates { P7E)

n the

ificates

Include all ce

Betzonal Infarmation Exchange —PRCS #12 1.PFX)

ude all certificates in the certification path iF possible

Enable strong probection (requires IE S

Delete Ehe private kew iF the export is successhol

[ < Back H Mext = ][ Cancel ]

Save i |;?:'|M_I,ID|:||:uments V| | 1? ey "

iy @My Music
|_:¥§ @My Pictures
My Fecent  |)visual Studio 2005
Documents ICS1vvebEx
— e
certnew

e
F

Desktop

)

by Documents

by Computer

-

File name: |r2-public-ke_l,l b | [ Save ]

bedys Metork: Save as type: | DER Encoded Binary =.509 [*.cer) w | [ Cancel ]
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Save it.

Click “Finish”

Certificate Export Wizard

File ko Export

Specify the name of the file wou want bo export

File name:

. C:ADocumenks and. E;ettiﬁgs'l,.ﬁ..u:.l-miﬁistré.l.:nr.'l,.r;-“.l.';.f Dncuments.'l,rz-pul.:uliu.: 1

< Back ][ Mext = ] [ Cancel

Completing the Certificate Export
Wizard

Yo have successfully caompleted the Certificate Expart
wizard,

You have specified the Following settings:

| File Marne C1\Doc
Export Keys Mo
Include all certificates in the certification path  No
File Format DEFR. Er
£ *

< Back ” Finish l [ Cancel
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Under the heading
“CA Certificate”,
click “Configure”

/2 192.168.0.20 - Windows Infernet Explorer

oo

W af ‘glgz.lss‘u.zu |_| M- o - [Zhpage » {3 Tk v
(&F] NPIC1F313 [ npic1f319.example._internal

- |E, https: }inpic1F319. example internalfhpfjetdirect V| QJ 1| x| e | 2|

hp LaserJet 4345 mfp

[ Information || Settings || Digital Sending || Networking |

invent

CONFIGURATION i i
R e Authorization
Al AL T _ Admin. Account | Certificates | Access Contral |
Other Settings
Privacy Settings Certificates are used to identify devices on the network
Select Language
Jetdirect Certificate
SECURITY : ; : = : = 7
W- By default. a pre_-mstalled _self—mgned Jetdirect certificate 5 created tu_ldent\f_y Jetc_ilrect. You can change this cerificate to more
. accurately identify the device and to update the length of time the cerificate is valid
Authorization
Mgmt. Protocols
202.1% A Status: Installed
[ View._.. l [ Configure... l
DIAGNOSTICS . S
Network Stafistics CA Certificate
Protocol Info A Cerificate Authority (CA) certificate is required for some authentication methods. It is used to verify the authentication server's
Configuration Page certificate. The CA certificate must be the certificate of the CA that signed the authentication server's certificate.
Status: Mot Installed
Dbiex it
Help
Support
HP Home

Internet H100% v
(3 @ ,

Select Install and
click “Next”

/= 192.168.0.20 - Windows Internet Explorer

[

* |E, https:/inpiclf319. example internalfhpfjetdirect "| QJ _"‘5 X

w ‘glgz.lsao.zo l_| v B o= ov ihpage - @hTodks -
(&F] NPIC1F319 / npic1f319.example_internal

hp LaserJet 4345 mfp

[ Information || Settings ][ Digital Sending |[ Metworking |

invent

CONFIGURATION o <
TCPIP Settings Certificate Options
Network Settings
e Se‘mng.s A Certificate Authority (CA) certificate is required for some authentication methods. It is used to
Privacy Settings verify the authentication server's certificate. The CA certificate must be the certificate of the CA that
Select Language signed the authentication server's cerificate

SECURITY
Settings
Authorization
Mgmt. Protocols
802.1x Authentication

) Install CA Certificate Install the certificate for a trusted CA (Certificate Authaority).

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links

Help
Support
HP Home

[ Next > l [ Cancel l I HeIpJ

)

Done [3 & Internet H100% -

#
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Select the file.
Click Finish

/2 192.168.0.20 - Windows Infernet Explorer

6‘:,’ - |E, https: /jnpic1F319 example.internalthp/jetdirect

W af ‘glgz.lss‘u.zu

=

V| QJ 1| %] |l§.l’|li-g=f-,' |'P_ =

ﬁ - @ ~ |2k Page ~ -@Tguls o

(D

invent

NPIC1F313 / npi

9.example.internal

|_information ][ Settings ][ Digital Sendi

]J’ Networking ]

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY
settings
Authorization
Mgmt. Protocols
802.1x Authentication

DIAGNOSTICS .
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

Install CA Certificate

Caution: This installation will erase any existing CA certificates. Please provide the filename of the

certificate to be installed  The file farmat must be PEM/Base64 encoded

File Name:

hratur\.My DucumemS'\rQ-puinc-key.cerI[ Browse.. |

[ < Back J

[ Finish ] [ Cancel ]

[ Help }

Click OK.

/= 192.168.0.20 - Windows Internet Explorer

|3 0 Internet

Fo100% v

- | £ | https:/inpic1f319.example internalfhpfjetdirect

~| QJ 1% [

W ‘glgz.lsao.zo

[

el
oo e v ik Page = (0 Tools - »

(D |

invent

NPIC1F319 / npic1f319.example_internal

hp LaserJet 4345 mfp

[ Information || Settings ][ Digital Sending |[ Metworking |

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

SECURITY
Settings
Authorization
Mgmt. Protocols
802.1x Authentication

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links
Help
Support

HP Home

Configuration Result

The certificate has been successfully installed

Done

|3 0 Internet

H100% -
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The status for the /2 192.168.0.20 - Windows Infernet Explorer

CA Cer’ﬁﬁCOfe iS @S = |E‘ https: /jnpic1F319 example.internalthp/jetdirect v| gj 413 | 2 -
now “Installed” wr e ‘ng.ms‘u.zu |_| B -8 - #@ - e~ @ ok -

[&F] NPIC1F313 [ npic1f319.example._internal
hp LaserJet 4345 mfp
( Information U Settings ][ Digital Sendi ]J’ Networking ]
CONFIGURATION i i
R e Authorization
Al AL T _ Admin. Account | Certificates | Access Contral |
Other Settings
Privacy Settings Certificates are used to identify devices on the network
Select Language
Jetdirect Certificate
SECURITY : ; : = : = 7
Setings By default. a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. You can change this certificate to more
ng . accurately identify the device and to update the length of time the cerificate is valid
Authorization
Mgmt. Protocols
202.1% A Status: Installed
[ View._.. l [ Configure... l
DIAGNOSTICS . S
Network Statistics CA Certificate
Protocol Info A Cerificate Authority (CA) certificate is required for some authentication methods. It is used to verify the authentication server's
Configuration Page certificate. The CA certificate must be the certificate of the CA that signed the authentication server's certificate.
Status: Installed
Other Links [ View_. ] [ Configure._
Help
Support
HP Home
Dione |3 0 Internet H100% v
We "-y Gg(]in Qnd {2 hp LaserJet 4345 mfp - Windows Internet Explorer
It Sh” fdl'sl @Q} - |E, https: {inpic1f319. example internalfhp/device this L Dispatcherfnav=hp. LDAPAULh "| QJ +2| X: |u 2 -
* it ‘ﬁhp LaserJet 4345 mfp ] | ﬁ * B @] = \ﬁvﬁage - Lf_); Tools =
(&F] hp LaserJet 4345 mip / 192 168.0.20
oo e hp LaserJet 4345 mfp

Information Settings I[ Digital Sending ” Networking ]

Configure Device i H
LonaureBevice . LDAP Authentication

E-mail Server

Alerts Attention!

AutoSend LDAP verification failed for the following reason(s). SSL connection to an LDAP server could not be established either because the
e designated portis not SEL enabled or a S5L connection negotiation fault occurred (see the Windows Event Viewer for possible
Security 5SL/SChannel related System events).

Authentication Manager

|LDAP Authentication

| Help
Kerberos Authentication

PIN Authentication Accessing the LDAP Server

Edit Other Links LDAP Server Bind Method: | Simple over 5L v|

EEMCE IO S | DA Server. [192.188.0.1 |
e o [5a |

Date & Time

Wake Time

Credentials

@ Use Device User's Credentials
el Bind Prefic | |

hp instant support

O Use LDAP Administrator's Credentials
LDAP Administrator's DM | |

Password: | |

Searching the Database

v

Done E; 0 Internet H100% v
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Same message.

. File Edit Yiew Go Capture Analyze Statistics  Help

What did we do ) = e
BEdee BCEXRE Qe+ TL BB QB @M X| B

wrong?
E\Iter:] ¥  Expression... Clear Apply

Source Destination Protacal Info o

Merledn Los.LlUD.uU.eu L¥e.dlus. v L e NSO Ta 1380 vzl (Udps LACR] DEUSL ALRSL WIHS£09U0 Lel=y | Sv=aql
W40084  1592.168, 152.168.0.1 S5Lv2 Client Hellao
B41657  192.168. 152.168.0.2

TCP [TCP segment of a reassembled PDU]

b4 4304
la4312
47158

151352
B53255

[TCP segment of a reassemb led FDU]
server Hello, Certificate, Certificate Reguest,
Imsocialserver > Tdaps [ACK] Seg=56 Ac

server Hello Do
551 Win=2896 Len=0 TSV

£

Frame 82 (73 bytes on wire, 73 bytes captured)
Ethernet II, Src: HewlettP_cl:f3:19 (00:11:85:c1:f3:19), Dst: HP_T8:04:3a (08:00:09:F8:04:3a)
Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.1 (192.168.0.1)
Transmission Contraol Protocol, Sre Port: Imsocialserwver (11117, Dst Port: Tdaps (636), Seq: 56, Ack: 4651, Len: 7
Secure Socket Layer
0 TLsvl Record Layer: Alert (Level: Fatal, Description: Unknown CAJ
content Type: alert (21)
wversion: TLS 1.0 (0x0301)
Length: 2
Alert Message
Level: Fatal (2D
pescription: unknown Ca (480

10000 ©08 00 09 f8 04 3a 00 11 85 <1 3 19 08 00 45 00
0010 00 3b 06 hc 40 00 40 06 b2 9b <0 a8 00 14 <0 a8
0020 00 01 04 57 02 Fc bz 74 75 3c c8 6b 76 64 80 18
10030 Ob 50 9e ce 00 00 01 01 08 0a 02 al 26 02 01 Ok
0040 &c 22 15 03 01 00 02 02 30

File: "CiDOCUME~1ADMINI~ 11 LOCALS~ 1\ TempletherxxxXa00750" 42 KB 00:00:16 Packets: 143 Displayed: 143 Marked: 0 Dropped: O
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We need the
ROQOT CA.
Jetdirect cannot use
Intermediate CAs.
Back to the
certificate store and
now let’s export
RootCA's public
key certificate.

Certificates

P)X

Intended purpose; I <Al

v

| Intermediate Certification Authorities | Trusked Rook Certification Authorities | Trusted publ 4 *

Issued To Issued By Expiratio. ..
F'TT Post Fook Ca PTT Post Fook CA Bl26/2019
£ RookiZf i
[=dsaunalahden Serve... Saunalahden Serveri CA 6l 252019
Edsaunalahden Serve... Saunalahden Serveri C4 Bl 252019

Esecure Server Certi... Secure Server Certific. .. 1)7 12010

[Edcecurehet CA Class & SecureMet CA Class & 10/16/2009
[Edcecureblet CA Class B SecureMet CA Class B 10162009
Elsecurelet CA Root  SecureMet CA Roat 10/16/2010
SecureNet CA SaC L., Securebet CA SEC Root  10/16/2009

Friendly Marne b
keyMail PTT Post. ..

=Mone >

Saunalahden Ser...
Saunalahden Ser. ..
WeriSign/Ras Se...

Secureket CA CL..
Secureket CA CL..
SecureMet CA Rook
SecureMet CA S, o«

[ Import... H Export... ][ Remove ]

Certificate intended purposes

<All=

Install it.

/2 192.168.0.20 - Windows Infernet Explorer

. Close

- =)

—
@w\-: > |E, https: /inpic1F319. example.internal/hpjjetdirect

| ﬂ_‘ £4][ %] [so0e

B

W af ‘5192.168‘0.20

ﬁ - B é] ~ |2k Page ~ _'j'e Taols = i

NPIC1F319 / npic1f319.example.internal

hp LaserJet 4345 mfp

( Information U Settings ][ Digital Sendi

(D

invent

]J’ Networking ]

CONFIGURATION
TCPIP Settings
Network Settings
Other Settings
Privacy Settings
Select Language

lInstall CA Certificate

certificate to be installed  The file farmat must be PEM/Base64 encoded

File Name: l."ly DUCUmems'\RUutCA-F’ubI\C-Key.cerl[ Browse.. |

SECURITY
settings
{Authorization
Mgmt. Protocols
802.1x Authentication

DIAGNOSTICS )
Network Statistics
Protocol Info
Configuration Page

Other Links
Help

Support
HP Home

Caution: This installation will erase any existing CA certificates. Please provide the filename of the

< Back ] [ Finish ] [ Cancel ]

[ Help }

Fo100% v

Eﬂ 0 Internet
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Try again. Another
failure! Let's check
the trace.

&)%)

v e ‘@hp Laserlet 4345 mfp i | ﬁ - B @1 ~ |2k Page ~

(D

invent

hp

LaserJet 4345 mfp / 192 168.0.20

hp LaserJet 4345 mfp

Configure Device

E-mail Server

Alerts

AutoSend

Security

Authentication Manager
|LDAP Authentication
Kerberos Authentication
PIN Authentication

Edit Other Links

Device Information
Language

Date & Time

Wake Time

Information settings || Digital Sending || Networking |

LDAP Authentication

Attention!

LDAF verification failed for the following reason(s). $5L connection to an LDAP server could not be established either because the
designated portis not SSL enabled or a SSL cennection negotiation fault occurred (ses the Windows Event Viewer for possible
S5L/SChannel related System events)..

Help
Accessing the LDAP Server
LDAF Server Bind Method: | Simple over SSL V|
LDAP Server. |192.158.0.1 |
Port |538 |
Credentials

® Use Device User's Credentials
Bind Prefix | |

O Use LDAP Administrator's Credentials
LDAP Administrater's DM | |

Password: | |

Searching the Database

v

Dione

Here we get a
“Certificate
Unknown”
message. Well, it
could be we are
using the IP
address rather than
the name. Let's
check that.

i ssl6.pcap - Wireshark

File Edit Yiew Go Capture

E; 0 Internet

Analyze  Statistics  Help

BEoMd BEXZE Ae+29TFL/EE QAQAR #DB X B

Filter: !

¥  Expression... Clear Apply

Source
677268  1062.168.0.1

650875 1092.168.
680883  102.188.
683126  192.168.

FOLELS

Destination Protacal Info
152.168.0.20 TCR LTCP segment ot a reassembled PDU]

192,168, [TCP egment of a reassembled PDU]

blaze > ldaps [Ack] Seg=56
5 I: Fatal

(= ot 7 o tit1

1
blaze > Tdaps [ACK] Seq=63

Q.
192.168.0.20 server Hello, certificate, cCertificate Request, Server Hello Do
1%2.168.0.1

Ack=4651 wWin=2896 Len=0 TSv=44220872
- -

1>

o L0 5 20 eq= ck=
152.168.0.20 192, 25 TCP [TCP segment of a reas?emb'led FDU] ~
&
& Frame 118 (73 bytes on wire, 73 bytes captured)
® Ethernet II, sSrc: HewlettpP_cl:f3:19 (00:11:85:c1:f3:18), Dst: HP_T8:04:3a (08:00:09:f5:04:3a)
@ Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.1 (152.168.0.1)
® Transmission Control Protocol, sSrc port: blaze (1150), Dst pPort: Tdaps (636), seq: 56, ack: 4651, Len: 7
= Secure Socket Layer
= TLswl record Layer: alert (Level: Fatal, pescription: certificate unknown)
content Type: Alert (21)
version: TLS 1.0 (0x0Q301)
Length: 2
B Alert Message
Level: Fatal (20
pescription: Certificate uUnknown (45)
0000 08 00 05 8 04 3a 00 11 85 <l f3 19 08 00 45 00 .....i.. ...... E.
Q010 00 3b 156 &8 40 00 40 06 a2 ef cO a8 00 14 <0 a8  .;.h& &8 ........
Q020 00 01 04 Fe 02 7o 6d aa 75 92 10 98 F2 &7 80 18 U...rg
0030 0h 50 dc 1b 00 00 01 01 08 0a 02 a2 ¢l ca 01l 0b  P...... .....o.. i
Qo400 95 29 15 03 01 Q0 02 02 2e -
| File: "C:\Dacuments and Settings\Administrator\Desktoplssl6.pap” 64 KB 00;00:21 | Packets: 171 Displaved: 171 Marked: 0
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We use the DNS
name and try
again.

p LaserJet 4345 mfp - Windows Internet Explorer

Success!!

I ssl?.pcap - Wireshark

File Edit Wiew Go

BEHEse EAREE | A

Capture

Analyze

Statistics  Help

@ Lo id |E, https: /npic1f319. example.internalthp/device/this L Dispatcher?nav=hp. LDAPAULh V| ﬂ ‘ 41| % I. 2|~
wr e "_’éhp LaserJet 4345 mfp I | Eﬁ - B H:J v ik Page - 5 Tools -
Information Settings U Digital Sending ][ Networking ] |
Configure Device i H
comaireBence . LDAP Authentication
E-mail Server
Help
Alerts =
AutoSend Accessing the LDAP Server
Security | DAP ServerBind Method: [Simple aver s5L |
w LDAF Server. [w2003 example.intsmal |
LDAP Authentication £
Port: [538 |
Kerberos Authentication
PIN Authentication ]
Edit Other Links Credentials
Device Information ® Use Device User's Credentials
Language Bind Prefix [ |
Date & Time o _ ) _
Wake Time Use LDAF Administrater's Credentials
LDAP Administrator's DN | |
Password: | |
Other Links
Iip instant support Searching the Database
Bind and search Roat | |
Match the name entered
with the LDAP attribute of | |
Retrieve the device user's
email address using attribute of | | T
and name using the aftribute of [ |
el
& Internet HA00% v

«e»9 T4 (BB aacn #88 X 3

Blter:i(ip.addr eq 192.1658.0.20 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

Source

B7654 5
BEO74L3
391351

§94552  152.

Destination

=

0.1
162.168.0.1
192.168.0.2

182.168.

Protacal
TCP

SSLv2
TCP

Info

casp » ldaps
Client Hello
[TCP segment

| seg=0 Ack Len=0 WS
[4cKk] seg=1 ack=1 win=2896 Le Tsw=4420728% TSER

of a reassembled PDU]

[TCP segment of a reassembled POU]

Al 0.20 TCP
594560 192.168.0.1 192.168.0.20 TLSv1 server Hello, certificate, certificate Request, server Hello Do
396895  152.168.0.20 192.168.0.1 TCP casp » ldaps [ACK] Seq=56 Ack=4651 win=28%& Len=0 TSv=442072%1
06B623 152.168.0.20 1%2.168.0.1 TLSVL certificate,
058634  152.168.0.20 192.168.0.1 TLSv1 Client Key Exchange e
060143 162.168.0.1 1%2.168.0.20 TCP ldaps > casp [ACK] Seq=4651 Ack=1806 win=17520 Len=0 Tsv=175349
0z0682  152.168.0.1 192.168.0.20 TLSw1 change cCipher spec, Encrypted Handshake mMessage
021051 152.168.0.20 1%2.168.0.1 TCP casp » ldaps [ACK] Seq=1806 Ack=4694 win=2858 Len=0 TSw=4420730
048500 152.168.0.20 1%2.168.0.1 TLSwl Application pata
neoann AR 18T A A A0 TET A o e A T i
< |
bl e G e D W Gos S SRl
® Internet Protocol, Src: 192.168.0.20 (152.168.0.20), Dst: 192.168.0.1 (1%2.168.0.1)
o T e e N Ve LSVt
o000 08 00 05 f8 04 3a 00 11 85 <1 f3 19 08 00 45 00
0010 00 3¢ Oe d4 40 00 40 06 aa 82 c0 a8 00 14 <0 a8
Q020 00 01 04 Ga 02 Fo 2¢ 0bh 77 29 00 00 00 00 ap oz
0030 05 b4 8a 78 00 00 02 04 05 b4 01 03 03 00 0L 01 i
0040 08 0a 02 a2 8c kb9 00 00 00 00 -

[ File: "C‘El[ﬁoc‘urﬁel‘nts‘ al‘nd‘.SettingéiAdi'i‘winistra‘tor"tDéskto‘bls‘sl?.pcah" 66 KB 00,00:25

| Packets: 203 Displayed: 23 Marked: 0
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Now that we are
successful, we see
the server’s
certificate has a
SubjectAltName
with a dnsName
identifier.

"I ssl?.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help —
BWoee BEAXZEE Ae»TL2/EE QAR | @#EB x|

Elter:l(ip.addr eq 192.168.0.20 and ip.addr eq 152.16 ~ Expression.., Clear Apply

Source Destination Protacal Info

He

CHB623 152.168.0.20 1%2.168.0.1 TLSVL Certificate,
968634  192.168.0.20 192,168.0.1 TLSVL Client Key Exchange

<

306855  102.168.0.20 192.168.0.1 TCP casp » ldaps [ACK] Seq=56 Ack=4651 win=

R He
2896 Len=0 T3v=44207

0 Do

291

>

| £

signature (shawithRSAEnCryption)

issuer: rdnseguence (o)

validity

subject: rdnsequence (00
subjectPublickeyInfo

extensions: 2 items

& Item (fd-ce-keyUsage)

® Item (id-ce-subjectkeyIdentifier)

@ Item (fd-ms-certificate-templatel

® Item (id-ce-authoritykeyTdentifier)

# Item (1d-ce-crLDpistributionPaints)

# Item (id-pe-authorityInfoaccessSyntax)
# Item (fd-ce-extkeyusage)
&

OIEEEE®

1 Item (id-ms-application-certificate-policies)
Item (id-ce-subjectaltmame)
Extension Id: 2.5.29.17 (id-ce-subjectaltname)
critical: True
= GeneralWames: 1 item
= Itel dusmame €20

I al
# algorithmidentifier (shawithrRSAEnCryption)
Padding: ©
encrypted: 126796E71EFEBSF2C33725FFO0208055915A9DEAZ3O04AFF. . .

|

€

odan
04h0 09 2a 86
04ce 86 T7 gd UL 01 05 05 00 03 82 0L 01 00 12 &7 9§

R T T - SN Py 1 £ £

[N

x509ce.1A5Skring (x509ce. dNName), 22 bytes | Packets: 203 Displaye

Remember that the
server wanted
Jetdirect’s
certificate too. It
sent us a
“Certificate
Request” and we
sent back our
Certificate just like
we would do if we
were d server.
Now the server has
to perform the
appropriate
certificate validity
checks.

I ssl?.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics  Help —
BWoeN EEAXSEE A¢+aTL(EE QN #EBX B

Blter:l(ip.addr eq 192.1658.0.20 and ip.addr eq 152.16 ¥ Expression.., Clear Apply

063634 5 TLSwL Client Key Exchange

Source Destination Pratocal Infa
w332 Los.los. UL L9s, 108, U, £U (S LILE SeEgmerl Ul 4 redssemdien Pud]
834560 152.168.0.1 192.168.0.20 TLsvl server Hello, cCertificate, Certificate Request, Server Hello Do
BOGEG5 192.168.0.1 TCP

p = Tdaps [ack] Seq=56 Ack=4651 win=2896 Len=0 TSv=44207291
2

1>

® Frame 121 ¢1514 bytes on wire, 1514 hytes captured)
® Ethernet II, Src: HewlettP_cl:f3:19 (00:11:85:c1:T2:19), Dst: HP_T8:04:3a (08:00:00:T8:04:3a)
® Internet Protocol, Src: 192.168.0.20 (19%2.168.0.20), Dst: 192.168.0.1 (152.168.0.1)
® Transmission Control Protocol, Sr Port: casp (11300, pst Port: ldaps (636), seq: 56, ack: 4651,
= Secure Socket Layer
= TLSVL Record Layer: Handshake protocol: cCertificate
Content Type: Handshake (220
version: TLS 1.0 ¢0xQ301)
Length: 1424
= Handshake protocol: certificate
Handshake Type: Certificate (11)
Length: 1420
Certificates Length: 1417
= certificates (1417 bytes)
certificate Length: 1414
if

Len:

1448

c
|Certificate {ssl. handshake. certificate), 1414 bytes Packets: 203 Displayed: 23 Marked: 0
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SSL/TLS Client: Understanding Certificate Chains

In the previous section, we described a situation where the wrong CA certificate was configured on
Jetdirect. Let's explain this more thoroughly because it is a common issue reported on Jetdirect.
Remember, Jetdirect is an embedded system and has limited flash space. Therefore, it cannot store a
multitude of certificates on its flash file system. What Jetdirect needs to do is “Walk the Certificate
Chain”. Let's explain by reviewing our CA Hierarchy.

-———— — -
RootCA'’s Info +
RootCA.example.internal
- - RootCA’s
Root Certificate Authority: RootCA Public Key
RootCA’s Digital
Signature
RootCA’s Certificate
777777 > R2.example.internal
R2’s Info +
y Subordinate Certificate Authority: R2
R2’s Public Key
RootCA’s Digital
Signature
R2’s Certificate
\j |
> <— — — - |LJ4345MFP Info +
Z
L 2 o’
<

Public Key

R2’s Digital

Signature

LJ 4345MFP’s
Certificate

Figure 31 - CA Hierarchy

In this example, RootCA is the top level CA, which is also called the Root. What usually happens at
customer sites is that the Root CA is created and it issues one or more certificates to Subordinate CAs,
also known as Intermediate CAs, and they do the dirty work of issuing certificates to various entities
in the customer’s network. The Root CA is then shutdown and locked up in a secure room with this
information backed up in several places. The Root CA establishes the trust of the whole environment
and is very well protected.

We can see that RootCA issues a certificate to R2, which grants R2 the capability to issue certificates

to other entities. R2's certificate is signed by the Root CA. R2 then can issue certificates to other
devices.
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| Details | Certification Path |

=1 Certificate Information

This certificate is intended for the following purpose(s):

+ Al application policies

Issued to: RZ

Issued by: FRookCh

valid from 6/23/2007 bo &/29/2009

Issuer Statement |

Figure 32 -

Notice that R2’s certificate is issued by RootCA. What does RootCA’s certificate look like? Let’s look
at Figure 33.
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| Details | Certification Path |

=1 Certificate Information

This certificate is intended for the following purpose(s):

+ Al issuance policies
+ 0|l application policies

Issued to:  RookCh

Issued by: FRookCh

valid from 1/6{2007 to 1)5/2012

Issuer Statement |

Figure 33 - RootCA

Notice the RootCA is “self-signed”. All Root CAs will be selfsigned — these CAs represent the single
point of trust. A logical question would be: “Which CA do | configure on Jetdirect?” Let's look at
some diagrams.  First, we have an incorrect configuration, as shown in Figure 34 -
Incorrect HP Jetdirect CA Configuration.
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Roo0tCA's Info +

4

- . RooOtCA’s
Root Certificate Authdrity: RootCA Public Key

RootCA'’s Digital
Signature

RootCA.example.internal

RootCA'’s Certificate

R2.example.internal

R2’'s Info +

y Subordinate Certifi

R2’s Public Key

Authority: R2

RootCA's Digital
Signature What Certificates should be configured on
Jetdirect so that an SSL Client will be
successful?

R2’s Certificate

LJ 4345MFP Info +

o

hpprinter's
Public Key

ROOtCA's Digital | R2's Digital
Signature Signature
LJ 4345MFP’s LJ 4345MFP’s Identity

configured CA Certificate
Certificate

Figure 34 - Incorrect HP Jetdirect CA Configuration.

The Subordinate CA cannot be used as the CA certificate on Jetdirect!

Now we can look at a correct configuration in Figure 35 - Correct HP Jetdirect CA
Configuration.
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RootCA'’s Info +

RootCA.example.internal )

- . RootCA'’s
Root Certificate AuthOrity: RootCA Public Key

RootCA'’s Digital
Signature

RootCA'’s Certificate

R2.example.internal

R2’s Info +

y Subordinate Certifi

R2’s Public Key

Authority: R2

RootCA'’s Digital
Signature What Certificates should be configured on
R2’s Certificate Jetdirect so that an SSL Client will be
successful?

RootCA's Info+ |  _ _ _ _ __ __ > LJ 4345MFP’s Info +
G CORRECT! ;
ROOtCA'S Public Key
Public Key
RootCA'’s Digital R2"s Digital
Signature Signature
RoOtCA's Certificate LJ 4345MFP’s Identity
Certificate

Figure 35 - Correct HP Jetdirect CA Configuration

Be sure the Root CA of your CA Hierarchy has its public key certificate configured on Jetdirect!

Here is a question for you: When Jetdirect is acting as a client and receives the server’s certificate
signed by R2, how can it know that R2’s certificate was signed by RootCA? The answer: It cannot!
Another special thing must happen: The server must send R2’s CA certificate along with its own
certificate. This allows Jetdirect to “walk the chain” and verify the certificate chain is valid. Refer to
Figure 36 — Walking the Chain 1
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Certificates sent by LDAP Server to
Jetdirect during SSL Handhsake

S

P Certificate #1

RootCA’s Certificate ) .
stored on Jetdirect LDAP Server’s Identity
Certificate

Y Certificate #2

R2's Certificate

Figure 36 - Walking the Chain 1

Jetdirect has one certificate stored on it — the RootCA public key certificate. During the SSL/TLS
handshake with the LDAP server, two certificates are sent back to Jetdirect. One is the LDAP Server’s
certificate and the other is the public key certificate for R2. Jetdirect stores them in its volatile memory
and can begin to “walk the chain”. Refer to Figure 37 — Walking the Chain 2:

Use R2's Public Key to Verify Use RootCA’s Public Key to
R2 Issued LDAP Server’s Verify RootCA issued R2's
Certificate Certificate

LDAP Server’s Identity

Certificate R2's Certificate RootCA's Certificate
Stored in JD's volatile Stored in JD’s volatile S;?::Q'n J%zn'}lotr‘;‘;'a;"e
memory, sent by LDAP server memory, sent by LDAP server ry. 9 y

Administrator

Figure 37 - Walking the Chain 2
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Jetdirect verifies that R2 has signed the server’s certificate. It also verifies R2’s certificate (e.g., it has
not expired and so on) and makes sure that R2’s certificate was signed by RootCA. This “walking the
chain” functionality is very important for devices with limited storage space for certificates — like HP
Jetdirect.

SSL/TLS Client: Certificates and Name Verification

You may remember that having “https://192.168.0.20" in the URL of the browser resulted in Internet
Explorer 7 reporting a certificate problem but that “https://NPIC1F319.example.internal” ended up
with everything okay. How the SSL/TLS client authenticates the SSL/TLS server is very important and
is unfortunately mired in practical deployment problems. We'll try to sort through it all!

The certificate itself has two very important fields that need to be discussed

e Subject
e SubjectAltName

The subject field is where the Common Name is stored. What is the Common Name? Well, that is
a good question since it was never really properly defined. The most likely thing for HTTPS is that it is
the Fully Qualified Domain Name. Let's look at a trace where a browser has established an HTTPS
connection with the Jetdirect device. Refer to Figure 38 — Subject.

83



i ssl7.pcap - Wireshark

File Edit WView Go Capture Analyze Statistics Help

B e e @ x % &8 R « %o 7 2 |BEE
Eilter:! ¥  Expression... Clear Apply
MNo. - Time Source Destination Protocol | Info

34 7.443090 192.168.0. 20 192.168.0. 25 TLSvl Server Hello,

192.168.0. 20 3 . 0. Certificate
2R 7 AAZIRR 107 168 N 28 1407 1&8 N 2N T D 20721 ~ hrtnc Tare]

= Handshake Protocol: certificate
Handshake Type: Certificate (11)
Length: 1420
Certificates Length: 1417
= Certificates (1417 bytes)
certificate Length: 1414
= Certificate: 308204eBA003020102020461219903000000000014300006. .. (id-at-
= signedCertificate
version: v3 (2)
serialNumber : 0Ox61219903000000000014
signature (shawithRSAEncryption)
issuer: rdnsequence (0)
validity
subject: rdnsequence (0)
= rdnsequence: 8§ items (id-at-commonName=NPIC1F319.example.internal,
# Item: 1 item (id-at-countryName=us)

,__
it

B B

|

]

# Item: 1 item (id-at-stateOrProvinceName=example state)

F Item: 1 item (id-at-TocalityName=example city)

® Item: 1 dtem (id-at-organizationName=example company)

F Item: 1 item (id-at-organizationalunitName=001185C1F319)

F Item: 1 item (id-at-organizationaluUnitName=]7949E)

F Item: 1 item (id-at-organizationalunitName=example division)
= Item: 1 item (id-at-commonMame=NPIC1F319.example.internal)

= Item (id-at-commonName=NPIC1F319.example.internal)
Id: 2.5.4.3 (id-at-commonName)
= DirectoryString: printablestring (1)
printablestring: NPIC1F319.example.internal

® subjectpPublickeyInfo
F extensions: 9 items
# algorithmIdentifier (shawithrSAEncryption)
Padding: 0O
encrypted: 3D61EOD553343F5E7656CAE3SA093D44411DBEDT 32C30C52. ..

E Secure Socket Layer

0130 69 72 60 6F 6e 31 23 30 21 06 O3 55 04 03 13 1a  1siorl#0 '..U....
Figure 38 - Subject

We can se there are several things in the Subject — but the most critical is the Common Name. Here
we can see why the browser URL of “https://192.168.0.20” would fail to pass the certificate check
but “https://NPICTF319.example.internal” would not fail. This interesting fact comes as a surprise to
most people — the IP address is not usually part of the certificate (Note: IP addresses can be included
in certificates). Another way of verifying the name is to use the SubjectAlternateName. To see this,
we need to look at the trace of the LDAPS connection shown in Figure 39 — SubjectAltName.
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"I ssl5.pcap - Wireshark

File Edit Wew Go Capture Analyze Statistics Help

5 @ o mEx% 8B« »72|EE «a
Eilter:] ¥  Expression... Clear Apply

Na. - Time Source Destination Protocol | Info

192.168.0.1 192.168. [TCP segment of a reassembl

0.20
: 192.168.0. F .0.20 Server Hello, Certiticate,
81 11.447156 192.168.0.20 192.168.0.1 TCP 1111 > Tdaps [ACK] Seg=56 A
27 11 ARMIRZ 1072 1R N 20 102 1RRE N1 T Sl Alart 1 awval- Catal Nacer
D T CTT TUAaCTES e IJ'JI'I_I:_'D)

Certificate Length: 1396
= Certificate: 30820458A003020102020A43A2A47600000000000F300D06... (O
= signedcertificate
version: v3 (2)
serialNumber : 0x43a2a47600000000000F
| signature (shawithRSAEncryption)
issuer: rdnSequence (0)
1 validity
subject: rdnsequence (0)
rdnsequence: 0 items
# subjectPublickeyInfo
= extensions: 9 items
# Item (id-ce-keyUsage)
E Item (id-ce-subjectkeyIdentifier)
F Item (SNMPv2-5MI::enterprises.311.21.7)
# Item (id-ce-authorityKeyIdentifier)
® Item (id-ce-cRLDistributionPoints)
# Item (id-pe-authorityInfoAccessSyntax)
F Item (id-ce-extkeyuUsage)
# Item (SNMPVZ2-SMI::enterprises.311.21.10)
= Item (id-ce-subjectaltName)
Extension Id: 2.5.29.17 (id-ce-subjectAltName)
critical: True
= GeneralNames: 1 item
B Ttem: dnsSName (2)
dNSName: w2003.example.internal
# algorithmIdentifier (shawithRSAEncryption)
Padding: 0
encrypted: 126796E71EFEB872C33725FF90208055915A5DEA33004AFF. ..
# Handshake Protocol: Certificate Request
# Handshake Protocol: Server Hello Done

=+

[

[

Ib3a0 18 82 16 AE

Notice how there isn't even a Common Name in the LDAP server's certificate. If you remember, we
tried connecting to the LDAP server using the IP address of 192.168.0.1 and it failed. When we
switched to w2003.example.internal, it passed. We can now see why. A name check was done
between the FQDN specified for the LDAP server and the SubjectAlternativeName of a type of
dNSName whose syntax is very well known. The SubjectAlternativeName can contain multiple
dNSNames and it can contain IP Addresses as well. As time goes on, the SubjectAlternativeName
will be used more and more since its syntax better understood than the Common Name, at least for
HTTPS. From RFC2818 which describes HTTP over TLS:"If a subjectAltName extension of type
dNSName is present, that MUST be used as the identity. Otherwise, the (most specific) Common
Name field in the Subject field of the certificate MUST be used. Although the use of the Common
Name is existing practice, it is deprecated and Certification Authorities are encouraged to use the
dNSName instead.”
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Effectively, the algorithm is going to be something like this:

Ifl INSName is present)

{
Match dNS Name
}
Else
{
Match Common Name
}

For HTTPS, we saw that a mismatch caused a warning dialog box with Internet Explorer 6 and an
explicit Certificate Error with Internet Explorer 7. Combining everything we have learned so far, we
can form a very easy rule with SSL/TLS:

One name to one IP Address to one port number identifies one certificate.
For instance, looking at the previous trace:
w2003.example.internal => 192.168.0.1 + TCP 636 => LDAPS certificate
That was easy, right? Well, things get more complicated due to a few factors:

e Server Farms — having multiple servers respond to one name

e Virtual Hosting — having one web site for many customers

e Limited IP addresses — public servers require public IP addresses
e SSL Certificates for the Internet cost money

Server farms are where | have several machines handling SSL requests in order to load balance. For
example, if you do an nslookup on a major site, you may see more than one IP address. Going back
to our LDAPS example, it would be something like this:

w2003.example.internal = 192.168.0.1, 192.168.0.2, 192.168.0.3

Each time the name w2003.example.internal is resolved to an IP address, a different IP address is
used. This behavior allows for load balancing. If each IP address is a separate machine, a single
certificate needs to be stored on multiple machines because of how the naming checks are done.
When distributing the same certificate to multiple machines, there is a danger around private key
protection. Alternatively, separate certificates can be used with the same name but a differing
organizational unit so that they can be distinguished (if the CA supports issuing certificates in this
form).  For example, you can see how Jetdirect populates the organizational unit:
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Certificate

General | Details |Certiﬁ:3tinn Path

Show: |'u'er5iur1 1 Fields Only W

Field Value e
E'u'ersion V3
Eﬂerial number 6121990300 00000000 14
ESignamre algorithm shalR5A
Elssuer R2, example, internal
E'u'alid from Friday, January 04, 2008 5:16...
[Fvalid to Monday, June 29, 2009 2:34:...
— Subject MPIC 1F319.example.internal, ...
=]Public key RSA (1024 Bits) hd

CM = NPIC1F319.example.internal
0l = example division

Ol = 179499

Ol =001135C1F319

0 = example company

L = example dty
5 = example state
C =us

[ Copy to File... ]

Figure 40 - OU

Here the Common Name is the FQDN of Jetdirect but there is additional information provided in the
Organizational Units (OU). This same approach could be used for server farms where there would
be several certificates with the same FQDN but differing in their OU values so that they will have
separate public/private key pairs and provide better security over a single private key distributed to
many servers. However, if the customer is cost sensitive to new SSL certificates, they may wish to take
the risk on the private key being stored on multiple machines.

With Virtual Hosting, you have the opposite problem: Many names but only one IP address. This
causes a lot of grief, especially for those customers that have problems with getting a valid IP address
as well as those who are cost sensitive and require SSL certificates that can be used on the Internet.
Here is an example: Let's assume that you are running a garage sale site on the Internet that allows
clients to sign up and sell the stuff they don’t need that is taking up space in their garage. Each user
gets their own domain name. You want to use SSL to provide security. For instance, if the site is
“example.com” at 192.168.0.250, each user would have something like this:

e hsimpson.example.com maps to 192.168.0.250
e msimpson.example.com maps to 192.168.0.250
e bsimpson.example.com maps to 192.168.0.250

Each person gets their own SSL certificate that has the SubjectAlternativeName set to their
corresponding FQDN. Unfortunately, when “msimpson” and “bsimpson” try to use HTTPS,
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(“https://msimpson.example.com” or “https://bsimpson.example.com”), they get a Certificate Error
indicating a name mismatch. Why?

If we refer back to our SSL/TLS protocol diagrams, we can see that the server must send back a
certificate before it knows what website is being referenced. This is part of the SSL/TLS negotiation.
It happens before HTTP can be used to indicate the website (via the ‘Host:" header).  There are a few
ways to try and fix this problem.

e Asingle certificate with multiple DNS names as part of the SubjectAlternativeName field.
The security of the private key isn’t a concern because we are still only on one machine. The
problem with this approach is that when “Isimpson.example.com” wants to advertise on the
website, a new certificate must be issued.

e RFC4366 allows for the ClientHello in the SSL/TLS handshake to indicate the server name
field. Support of this feature has been limited, but is becoming more supported as time goes
by. However, it offers the tremendous benefit of being able to use separate certificates for
each user, which is an increase in security (and in increase in the cost associated with each
certificate). The security vs. cost tradeoff would have to be weighed.

e RFC2817 allows HTTP to be upgraded to use TLS which would also solve this problem
because it allows for HTTP to specify the server name of interest first and then upgrade to run
HTTP over TLS. An interesting idea but support doesn’t seem to be there for this feature in
actual customer deployments.

e Wildcard Certificates. This is where the Common Name or the DNS SubjectAlternativeName
contain an asterisk (*) to specify a wildcard match. For instance, in our example, the
SubjectAlternativeName could be wildcarded as “*.example.com”. Many browsers support
the wildcard, unfortunately in a variety of ways, and then a single certificate can be used to
support a variety of names. Unfortunately, wildcard support also depends on the protocol
being used (e.g., LDAPS versus HTTPS).

0 RFC4513 which specifies LDAP authentication methods offers this guidance: “The '*'
(ASCIl 42) wildcard character is allowed in subjectAliName values of type
dNSName, and then only as the left-most (least significant) DNS label in that value.
This wildcard matches any leftmost DNS label in the server name. That is, the
subject *.example.com matches the server names a.example.com and
b.example.com, but does not match example.com or a.b.example.com.”

o RFC2818 which describes HTTP over TLS specifies: “Matching is performed using the
matching rules specified by [RFC2459]. If more than one identity of a given type is
present in the certificate (e.g., more than one dNSName name, a match in any one
of the set is considered acceptable.) Names may contain the wildcard character *
which is considered to match any single domain name component or component
fragment. E.g., *.a.com matches foo.a.com but not bar.foo.a.com. f*.com matches
foo.com but not bar.com.”

0 When presented with such confusion, we should refer to the RFC that controls the
format of the certificate, RFC3820 defines that format. RFC3820 does not mention
anything about wildcard characters in the Subject Field. It does mention it for the
SubjectAlternativeName field: “Finally, the semantics of subject alternative names
that include wildcard characters (e.g., as a placeholder for a set of names) are not
addressed by this specification. Applications with specific requirements MAY use
such names, but they must define the semantics.” Hardly a ringing endorsement!

Why are we talking so much about name validation? Well, it is a common complaint from customers
and it is extremely important that everyone understand the types of checks that go on.
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IPP over SSL/TLS

SSL/TLS can also be used to protect printing. HP Jetdirect supports IPP over TLS (henceforth, IPPS), but
does not support any client authentication to control printing. Therefore, only server side
authentication using the digital certificate can be done. Using the same Jetdirect we've been using so
for, here is how to set it up on Windows XP:

Start with the
Printers and Faxes
folder and click
“Add Printer”

o

File Edit ‘“iew Favorites Tools Help | :;r
Qback - €3 - (F | ) gearch | Folders | & o X ) | [
address IC_;. Printers and Faxes j G
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Click “Next”

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpz pou inztall a printer or make prinker
connechions,

iy or a hat pluggable port such az [EEE 1394 ar
infrared, you do not need to uze this wizard. Attach
and turn on your printer, and Windows will inztall it
for wou.

i(J [F wou have a Plug and Play printer that uses USB

Far mare information about inztalling this twpe of
Plug and Play printer, zee Printer Help.

To continue, click Mext.

¢ Back

Select “A network
printer...”

Add Printer Wizard

Local or Hetwork Printer
The wizard needs ta know which twpe of printer b zet up.

Select the option that describes the printer you want o use:

" Local printer attached to this computer

I | sutomatically detect and nstal my Flug and Flay grister

{= & mebwork printer, or a printer attached to another computer

- To zet up a netwark. printer that iz not attached to a print server,
\{') uze the "Local printer optian.

< Back I Mext = I Cancel
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Specify a URL of
HTTPS and be sure
to end it with a
“/ipp” so Jetdirect
knows what it is
for.

Add Printer Wizard

Specify a Printer
If you don't know the name or address of the printer, you can search for a printer
that meetz your needs.

What printer do you want bo connect to’?

" Find a printer in the directany

™ Connect to this printer [of to browse for a printer, select this option and click Mexst):

Mame: I

Example: Yhzerversprinter

¥ Connect to a printer on the [ntermet or on a home or office netwark:

URL: [https://192.168.0 20/ipp

Example: http: /¢ zerver printersmyprinters, prinker

Select the
appropriate driver.

3 X Select the manufacturer and model of pour printer. [F pour prinker came with
- an inztallation digk, click Have Dizk. |f your printer i not listed, conzult your
printer documentation for a compatible prinker.

ki anufacturer |:| Frinters |:|
Fuji erx S HP Laser)et 8100 Series P3

Fuijitsu =8 ¥ HP Laserlet 8150 Series PCL

EEEEnC 5 HP Laser)at 8150 Series PS
Gestetner S¥HP LaserJet IID PostScrpt Cartridge +52.2

SFHP Laseret IID ~|

Have Disk. .. |
. I

=

Tell me wihy driver signing iz important

Cancel |
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Click “Finish”

Add Printer Wizard

Completing the Add Printer
Wizard

You have succeszfully completed the Add Printer Wizard.
r'ou gpecified the following printer settings:

Marne: MFICIF319 on hitps: /4192.168.0.20
Drefault; Yes

Location:

Comment;

To cloze this wizard, click Finigh.

¢ Back Canzel |
Now we h(]ve a "B Printers and Faxes _1o) x|
printer. Right Click Fle Edt Wew Favorites Tools Help | I
and select D Eackor 63 © (T | Ssearch [ Folders | & 5 X ) | M-
properties. Address [, Printers and Faxes B

Add Printer

=
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Print a fest page.

i Bl

Location: I

LComment;

bd odel:

HF Lazer)et 8150 Senes PS5

~ Features
Color: Ho
Double-sided: Mo
Staple: ez
Speed: 32 ppm

b awirmunn resalution: GO0 dpi

Paper available:

Letter

Frinting Preferences..

| Frint Test Page |

o |

Cancel | Apply |

Yep — we have our
print data protected
by SSL/TLS.

led) - Ethereal

File Edt View Go Copture Analyze  Shafistics Help

Sepaa cdx®s

o e

¢srwFsEE QAR

=lolx

M ) B8 56

xpressi

No. - NT\mE |SUUFCE lDEst\natiun ]Prutucul Ilnfu
443 117.121899 192.168.0.1 192.168.0.20 TCP 4080 > https [SvM] Seq=0 Len=0 M55=1460
444 117.122458 192.168.0.20 192.168.0.1 TCP https > 4080 [SYN, ACK] Seq=0 Ac Win=11680 Len=0 MS5=1460
445 117.122625 192.168.0.1 192.168.0.20 TCP 4080 » https [acK] Seq=1 ack=1 win=17520 Len=0
446 117.126682 192.168.0.1 192.168.0.20 ssLv3  Client Hello
447 117.133731 192.168.0.20 182.168.0.1 TCP https = 4080 [ack] seg=l Ack=103 win=1158% Len=0
448 117.133943 192.168.0.20 192.168.0.1 SsLw3  server Hello, change Cipher spec, Encrypted Handshake message
450 117.136312 1%2.168.0.1 192.168.0.20 55Lv3 cChange Cipher Spec, Encrypted Handshake Message
451 117.137187 192.168.0.1 152.168.0.20 55Lv3  Application Data
453 117.144090 192.168.0.20 182.168.0.1 HER https > 4080 [AcK] Seg=147 Ack=486 Win=1136% Len=0
454 117.144264 192.168.0.20 182.168.0.1 S5Lv3  Application Data
455 117. 348573 192.168.0.1 192.168.0.20 TCP 4080 » https [ACK] Seq=486 ack=312 win=17209 Len=0
456 117.353016 192.168.0.20 182.168.0.1 ssLw3  application pata, application Data
457 117.616193 152.168.0.1 152.168.0.20 TCP 4080 » https [ACK] Seq=486 Ack=14592 win=17520 Len=0
505 137785107 162.168.0.1 192.168.0.21 TCP [Tcp segment of a reassembled Poul
506 137.790527 192.168.0.21 1582.168.0.1 TCP 1025 > 3972 [ACK] 5eq=0 Ack=1l win=63138 Len=0
511 139.411435 192.168.0.1 192.168.0.20 55Lv3 Application Data
512 139.420294 152.168.0.20 182.168.0.1 HER https > 4080 [Ack] Seg=1492 Ack=802 win=63929 Len=0
513 139.420498 152.168.0.20 182.168.0.1 S5Lv3  Application Data
514 139.414886 192.168.0.1 192.168.0.20 TCP 4080 » https [AcK] Seq=802 Ack=1657 win=17355 Len=0
515 139.619864 192.168.0.20 182.168.0.1 ssLw3  application pata, application Data
516 139.833538 1G2.168.0.1 152.168.0.20 TCP 4080 » https [ACK] Seq=B02 Ack=2837 win=16175 Len=0
535 141.859150 1G82.168.0.1 1582.168.0.20 SssLw3  application pata
336 141.861754 192.168.0.20 1582.168.0.1 TCP https > 4080 [ACK] Seg=2837 Ack=1118 win=63%29% Len=0
537 141.863388 192.168.0.20 192.168.0.1 55Lv3 Application Data
540 142.051879 192.168.0.1 152.168.0.20 HER 4080 > https [ACK] Seq=1118 Ack=3002 win=17520 Len=0
541 142.056282 1%92.168.0.20 152.168.0.1 S5Lv3  Application Data, Application Data s
542 142.270755 192.168.0.1 192.168.0.20 TCP 4080 » https [ACK] Seq=1118 Ack=4182 wWin=16340 Len=0
548 146.789238 192.168.0.1 192.168.0.20 sslv3d  application pata
549 146.792009 192.168.0.20 192.168.0.1 TCP https > 4080 [acK] sSeqg=4182 Ack=1434 win=63%2% Len=0
550 146.703674 1G2.168.0.20 162.168.0.1 ssLw3  Application pata
551 146.973868 182.168.0.1 192.168.0.20 TCR 4080 > https [Ack] Seq=1434 Ack=4347 win=16175 Len=0
552 146.974548 192.168.0.20 192.168.0.1 55Lv3  Application Data, Application Data
553 147.226823 192.168.0.1 152.168.0.20 HER 4080 > https [ACK] Seq=1434 Ack=5527 win=17520 Len=0
624 176.114476 192.168.0.1 182.168.0.20 55Lv3  Application Data
625 176.117225 192.168.0.20 192.168.0.1 TCP https > 4080 [ACK] Seg=3527 Ack=1750 Win=63%2% Len=0
626 176.118907 192.168.0.20 192.168.0.1 sslv3d  application pata
627 176.317904 192.168.0.1 192.168.0.20 TCP 4080 » https [ACK] Seq=1750 Ack=5692 win=17355 Len=0
628 176.322414 192.168.0.20 162.168.0.1 ssLw2  application pata, application pata
631 176.536505 192.168.0.1 192.168.0.20 TCR 4080 > https [AcK] Seq=1750 Ack=6872 win=16175 Len=0
632 176.841206 192.168.0.1 152.168.0.20 55Lv3 Application Data
633 176.843725 192.168.0.20 182.168.0.1 HER https > 4080 [AcK] Seg=6872 Ack=2066 Win=63929% Len=0
634 176.900724 192.168.0.20 182.168.0.1 55Lv3  Application Data
636 177.114770 192.168.0.1 192.168.0.20 TCP 4080 » https [ACK] Seq=2066 Ack=7037 Win=17520 Len=0
637 177.119257 192.168.0.20 152.168.0. ssLw3  application pata, application Data -
[ Frame 50 (111 bytes on wire, 111 bytes captured)
[© Ethernet II, src: HewlettP_cl:T3:19 (00:11:85:c1:F3:19), bst: HP_f8:04:3a (08:00:09:F8:04:33)
@ Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 1592.168.0.1 (192.168.0.1)
@ Transmission Control Protocol, Sre Port: https (443), Dst Port: 4078 (4078), Seq: 1461, aAck: 79, Len: 57
@ [Reassembled TCP Segments (1438 bytes): #89(1381), #90(57)]
2 secure Socket Layer
0000 08 00 0% T8 04 3a 00 11 85 <l T3 1% 08 00 45 00 =
0010 00 61 01 6¢ 40 00 40 06 h7 <5 <0 a8 00 14 <0 a8 =l
0020 00 01 01 bh Of ee bz 60 bf 8b ed &1 11 8 50 18
0030 2d a0 44 4c 00 00 2f 44 <6 35 e0 la 00 34 ol 46 i
0040 67 3a 6 81 b0 8a 0d 77 67 <7 ¢l e3 27 3cC a3 3a
0050 &6 de el dd fi6 f4 d2 of <l 40 33 75 71 &d 80 d6 -/

Frame {111 bytes) | Reassembled TCP {1436 bytes) |

[File: "D:\DOCUME~ 1\ADMINI~ 11O CALS ~ L\ TempletherdaXa 1 8314T" 227 KB 00:03:03

[F: 784 0: 301 M: 0 Draps: O
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That wasn't too bad to get security for your print data. However, there is a problem. Notice that we
used the IP address in the URL. After the big section on name checking, we should know that there is
not a way fo verify our Jetdirect’s certificate with an IP address in the URL. IPPS should have flagged
a certificate error but it did not.

This behavior brings up an important point. Just because SSL/TLS is being used doesn’t mean the
proper checks are being done. When you have a new application protocol using SSL/TLS, there are
only three words for you: Test! Test! Test!

HP Jetdirect Certificate Guidelines

We've covered several client and server scenarios regarding HP Jetdirect and SSL/TLS. Here are
some guidelines for issuing digital certificates to an HP Jetdirect:

e There is only one Identity certificate on HP Jetdirect, so supporting multiple certificates and
things of that nature when Jetdirect is an SSL/TLS server are not an issue at the present time.

e Because there is only one certificate, be sure to issue a certificate that can do Client
Authentication and Server Authentication unless you are absolutely sure that Jetdirect will only
act as one or the other.

e Do not use the self-signed certificate that Jetdirect generates by default except for a temporary
session in order to replace it with a better one.

e Each Jetdirect should have a unique certificate.

e Each Jetdirect should have host records in DNS and those DNS names should match the
Jetdirect certificate.

e Use the Web Server (as described previously) to generate a Certificate Request so that the
private key for Jetdirect always remains private. Be sure that the Common Name matches
the FQDN of Jetdirect to avoid certificate errors.

e Do not store the same Identity Certificate on multiple Jetdirect cards (e.g., wildcard
certificates for printing).

e When Jetdirect is acting as an SSL/TLS client and is being presented with a server certificate
that has a wildcard character, follow the guidelines in RFC4513 for *all* protocols, not only
LDAP. Otherwise, the wildcard certificate may not be accepted.

e When Jetdirect is acting as a client, be sure to have the CA certificate installed. The CA
certificate has to be the top-level CA certificate.

e When Jetdirect is acting as a client, be sure to have the server send back the certificate
chain. Jetdirect has minimal amount of storage available for certificates so it requires that
functionality.

Following these guidelines will keep you looking younger.

Embedded Devices and Digital Certificates

One of the more common uses of digital certificates is for Virtual Private Network (VPN) access. In
some environments, remote users are issued a USB key and the USB key is programmed with a digital
certificate assigned to the user. The private key of the certificate is protected via a PIN number that
provides encryption. When a user brings up the VPN, the PIN number must be used so that the
private key can be accessed to establish the VPN connection. This behaves like two factor
authentication: What do | know (the PIN #)? What do | have (the digital certificate on the USB key)?

With Embedded Devices, there is no password that can be entered. This means that the certificate
private key is likely stored “in the clear”. Even if a password was required, it is going to be used by
the firmware of the Embedded Device rather than a user (an Embedded Device may not even have a
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physical user interface) and is probably stored right next to the digital certificate. In short, an analysis
of the non-volatile storage of your embedded device may reveal more information than you want.
When deploying certificates to embedded devices, there are several questions that you should ask the
vendor:

e Can the private keys be exported?

e Can exporting private keys be prevented?

e s the private key password protected?

e How is the password protected in non-volatile storage?

e How is the digital certificate protected in non-volatile storage?

e Does the embedded device meet any security standards regarding the handling of security
information like passwords or digital certificates?

e Can this information be securely erased when | no longer need the embedded device?

Anytime you are deploying digital certificates to embedded devices, you need to be sure that you
know the answers to these questions. When an embedded device leaves your physical possession,
due to a hardware failure, warranty failure, theft, or simply selling them as used, the non-volatile
storage may be able to be accessed and some information about your PKI or network could become
available. The worse case is that the digital certificate could be obtained from a device no longer
used and that digital certificate may be used to attack your network.

Which HP Jetdirect Products Support SSL/TLS?

HP Jetdirect has supported SSL/TLS for a long time. It is actually easier to answer this question in the
negative. Here is a list of devices that are popular but do net support SSL/TLS

e Any external parallel port print server does not support SSL/TLS. Common products are the
170X, 300X, 500X, and 510X. The firmware versions are X.08.XX or lower.

e Any MIO products. The firmware versions are X.08.XX or lower.

e The 600n series of EIO print servers — such as the J3113A 10/100. The firmware versions
are X.08.XX or lower.

e Value based products like the 175X (external USB) or the 200m (LIO).

e The Embedded Jetdirect in value based products such as the CP4005n and HP Color Laserlet
3600n

Here are some popular HP Jetdirect products that do support SSL/TLS. This is not a comprehensive
list and, as always, be sure to upgrade your Jetdirect to the latest firmware available for the best
experience (http://www.hp.com/go/wija firmware).

e EIO print servers 610n, 615n, 620n, 625n, 630n, 635n with the latest firmware.

e External USB print server en3700

e Embedded Jetdirect products with the Jetdirect product number J7949E, J7982E, J7991E,
J7997E, J7974E, and J7992E. You can get the product number of Embedded Jetdirect
devices through Web Jetadmin or via the HP Download Manager.

Summary

Well, you've made it to the end. Hopetully, you've learned a lot about SSL/TLS and how it works on
HP Jetdirect. Most importantly, know that when someone says their communication is secure because
it uses SSL/TLS, you'll know that there are many more questions to ask before any actual statement
about security can be made. Hope you enjoyed it!
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