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1 Overview

About This Chapter

About This Chapter

This chapter describes the battery intelligent management system (eBIMS) in terms of its
installation networking, safety precautions, installation scenarios, and installation process.

1.1 Networking

1.2 Safety Precautions

1.3 Unpacking and Acceptance
1.4 Installation Scenario

1.5 Installation Process
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1.1 Networking

This section describes the eBIMS networking.

Figure 1-1 shows the eBIMS networking.

Figure 1-1 eBIMS networking
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Networking description:

® The eBIMS consists of monitoring software, its auxiliary facilities, and information
collection hardware. The monitoring software refers to the eBIMS software installed on
the server. The information collection hardware includes eBoxes, eBats and eMeters.

® One eBox can manage a maximum of 250 wireless sensors simultaneously. An eBox
collects information, such as battery temperature, voltage, and resistance, that monitored
by eBats by means of wireless connection, and sends the information to the eBIMS
software.

®  One battery connects to one eBat.

One battery string connects to one eMeter.

® You can log in to the server from a client to manage batteries, resources, the system, and
reports.

1.2 Safety Precautions

This section describes the safety precautions to be taken when you install, operate, and maintain
Huawei equipment.

1.2.1 General Safety Precautions

This section describes general safety precautions to be taken when you install and maintain the
eBIMS.
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/\ nomce

To ensure safety of humans and the equipment, pay attention to the safety symbols on the
equipment and all the safety instructions in this document. The CAUTION, WARNING, and
DANGER marks in this document do not represent all the safety instructions. They are only
supplements to the safety instructions.

Local Safety Regulations

When operating Huawei equipment, you must follow the local laws and regulations. The safety
instructions in this document are only supplements to the local laws and regulations.

Personal Requirements
Only trained and qualified personnel are allowed to perform operations.
®  Only trained and qualified personnel are allowed to install, operate, and maintain the
equipment.

®  Only trained and qualified personnel are allowed to remove safety facilities and inspect the
equipment.

®  Only personnel certified or authorized by Huawei are allowed to replace or change the
equipment or components (including software).

® [nstallation personnel must report faults or errors that might cause serious security issues
to related owners.

Human Safety

® Never operate the equipment or touch the cables in the case of a thunderstorm.

® To avoid electric shock, do not connect safety extra-low voltage (SELV) circuits to
telecommunication network voltage (TNV) circuits.

® Before operating a device, wear electrostatic discharge (ESD) clothes, ESD gloves, and an
ESD wrist strap. Do not wear jewelry or watches when you operate the device.

® In the case of fire, immediately leave the building or the equipment room, and turn on the
fire alarm bell or make an emergency call. Never enter the building on fire in any case.

Equipment Safety

® Before operation, ensure that the equipment is firmly anchored to the floor or other solid
objects, such as a wall or an installation rack.

® Never block the air vent when the system is running.
® When installing a panel, use tools to tighten the screws.

®  After the installation, remove the packing materials from the equipment area.

Moving Heavy Objects

®  Wear protective gloves when moving heavy objects.
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1.2.2 Battery

Be careful to prevent injury when moving heavy objects.

At least two persons are required to move a battery. When lifting it, keep your back straight
and move smoothly to avoid injury.

This section describes the precautions to be taken when you operate batteries.

A DANGER

Before operating batteries, carefully read the safety precautions for battery handling and

connection.

® Incorrect handling of batteries causes hazards. When operating batteries, avoid battery short
circuits and electrolyte overflow or leakage.

® Electrolyte overflow may damage the device. It will corrode metal parts and circuit boards,
and ultimately damage the device and cause short circuit of circuit boards.

® Because storage batteries have high power, short circuits caused by incorrect operations

may cause serious injuries.

Preventative Measures

When installing and maintaining batteries, pay attention to the following points:

Short Circuit

Use special insulating tools.
Take care to protect your eyes when operating batteries.
Wear rubber gloves and a protective coat in case of electrolyte overflow.

When handling a battery, ensure that its electrodes are upward. Leaning or reversing the
battery is prohibited.

Switch off the power supply during installation and maintenance.
Open the circuit breaker contacts of the battery group before installing the eBat.

Close the circuit breaker contacts of the battery group after the eBat is successfully installed.

A DANGER

Battery short circuit may cause human injuries. Although the voltage of ordinary batteries is
low, the instantaneous high current caused by the short circuit releases a great deal of energy.

Prevent battery short circuits that are caused by metal objects. If metal objects must be used,
first disconnect the batteries in use before performing any other operations.
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Harmful Gas

/\ nomce

Do not use unsealed lead-acid batteries. Place and secure lead-acid batteries horizontally to
prevent inflammation or device corrosion due to flammable gas emitted from batteries.

The lead-acid batteries in use may emit flammable gas. Therefore, store the batteries in a place
with good ventilation, and take precautions against fire.

Battery temperature

Acid leakage

/\ nomce

High temperature may result in battery distortion, damage, and electrolyte overflow.

When the temperature of the battery is higher than 60°C, check the battery for electrolyte
overflow. If the electrolyte overflows, absorb and counteract the electrolyte immediately.

/\ nomce

In the case of electrolyte leaks, counteract and absorb the leaking electrolyte immediately.

When moving or handling a storage battery whose electrolyte leaks, note that the leaking
electrolyte may hurt human bodies. When you find the electrolyte leaks, use the following
substances to counteract and absorb the leaking electrolyte:

®  Sodium bicarbonate (baking soda): NaHCO;

®  Sodium carbonate (soda): Na,CO3

When using substances to counteract and absorb electrolytes, strictly follow the guidelines
provided by the battery supplier.

If your body meets the acid, wash the part that has met the acid with clean water immediately,
or immediately call a doctor if the situation is serious.

1.3 Unpacking and Acceptance

After devices are delivered to the installation site, lay the packing cases neatly, and check the
devices on the presence of both the project supervisor and customer.

Operation Scenario

After the devices are delivered to the installation site, check that all the items are intact and
comply with the packing list on the presence of both the project supervisor and customer.

Issue 02 (2015-01-09) Huawei Proprietary and Confidential 5

Copyright © Huawei Technologies Co., Ltd.



eBIMS
Product Installation Guide 1 Overview

MnoTe

® When transporting and moving the devices, components, or parts, protect them against collision with
doors, walls, or shelves.

® Never touch the uncoated surface of parts or components with sweat-soaked or dirty gloves.

To protect the devices and help cause identification, store the unpacked devices and packing materials
indoors. Take photos of the storage site, rusty or corroded devices, packing boxes, and packing
materials, and keep the photos for future use.

Procedure
1. Check that the number of accepted items is the same as the number of items described in
the Packing List and that the destination address is the address of the installation site.
2. Check that the packing case is intact.

® [fthe outer surface of a packing case is damaged or soaked, or the devices inside are
soaked or rusty, stop unpacking the devices and find the reasons. Provide the feedback
to the local office of Huawei.

® [fthe devices are in good condition, unpack and accept the devices.

3. Use a knife to cut the tape along the seams of the carton cover, and check the number and
types of devices in the packing box against the packing list.

4. Unpack the carton labeled "Contain Packing List" and take out the Packing List.
Check all devices against the packing list.
® [f shortage or miscarriage occurs, fill in the Cargo Shortage and Miscarriage Report.
® [f cargo damage occurs, fill in the Cargo Replacement Application Form.

6. Sign on the Packing List with the customer after verifying that all required items are
delivered.

7.  Store the devices properly.

1.4 Installation Scenario

The eBIMS can be deployed inside an outdoor cabinet or indoor equipment room. An equipment
room can be a data center power battery room or a site equipment room.

Deployment Inside an Outdoor Cabinet
® Battery: deployed in battery cabinets.
eBat: deployed in battery cabinets. Install one eBat for one Battery.
eBox: deployed in battery cabinets. Install one eBox for one battery cabinet.
eMeter: deployed in battery cabinets. Install one eMeber for one battery string.

eBIMS: installed on the server.

Figure 1-2 shows the eBIMS deployed inside an outdoor cabinet.
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Figure 1-2 Deployment inside an outdoor cabinet

eBIMS

Citdoor site
Batt=ry

Battery
Cabin=t

Deployment Inside a Data Center Battery Room

® Battery: deployed in the indoor equipment room.

® cBat: deployed on batteries. Install one eBat for one battery.
® cMeter: deployed for each one of battery strings.
[ J

eBox: deployed in the indoor equipment room. One eBox can manage a maximum of 250
wireless sensors.

® cBIMS: installed on the server.

Figure 1-3 shows the eBIMS installed inside a data center battery room.
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Figure 1-3 Deployment inside a data center battery room

eBIMS

Data Center
Battery Room
eBox

eMeter

Deployment Inside a Site Equipment Room

® Battery: deployed in the site equipment room.

® cBat: deployed on batteries. Install one eBat for one battery.
® cMeter: deployed for each one of battery strings.
[ ]

eBox: deployed in the site equipment room. One eBox is deployed and can manage a
maximum of 250 wireless sensors.

® c¢BIMS: installed on the server.

Figure 1-4 shows the eBIMS installed inside a site equipment room.
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Figure 1-4 Deployment inside a site equipment room
eBIMS

eBox
Site Equipment
Room
eBat
eleter
Battery

1.5 Installation Process

This section describes the eBIMS installation process.

The eBIMS hardware includes eBats, eBoxes and eMeters, and the software is the eBIMS
management system. Figure 1-5 shows the installation flowchart.
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Figure 1-5 eBIMS installation flowchart
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Werify hardware
installation.

Install the eBIMS.

Verify software
installation.

Register the eBIMS.

End

Field networking: Binding eBats or eMeters with eBox to establish wireless communications.
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Installation Preparations

About This Chapter

About This Chapter

Prepare installation tools and reference documents before the installation.

2.1 Preparing Tools

2.2 Preparing Documents
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2.1 Preparing Tools

To facilitate installation, choose tools as required.

Table 2-1 describes the essential tools used in installation.

Table 2-1 Tools

Name

Outline

Description

Specifications

Hammer drill

Used to drill holes for
mounting eBoxes.

With a drill bit of ©6

Socket wrench

Used to secure

With specifications

o i [ battery binding posts | of M6, M8, and M10
; J aae of various
' specifications.
Segmented blade m Used to open packing | General
utility knife cases during
unpacking and
acceptance.
Phillips screwdriver | @S | Used to tighten General
Phillips screws.
Flat-head Spey—— | Used to tighten flat- | General
screwdriver head screws.
Claw hammer Used to secure With the hammer

plastic expansion
anchors.

weight of 0.5 kg or
above

Protective gloves

Used to protect the
hands and the device
which you operate.

General

Marker

ﬂ |
K

Used to mark the
installation position
for a wall-mounted
eBox.

General

Ruler

Used to determine
the installation
position for a wall-
mounted eBox.

With a length 50 cm
or above
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Name Outline Description Specifications
ESD gloves Used for protection | Meeting at least 3 kV
when operating pressure resistance
boards or static- requirement
sensitive equipment.
Hex key Used to tighten SIM | ST2.9
card screws on the
eBox.

2.2 Preparing Documents

Prepare documents related to hardware and software installation before installation.

Hardware Installation

Table 2-2 describes the construction technical documents related to project installation.

Table 2-2 Construction technical documents

Document Name

Description

Obtaining Method

eBIMS V100R002C00
Installation Guide 01

Used to guide onsite
installation.

Obtain it from http://
support.huawei.com.

Project design document

Delivered with equipment.
(paper copy)

Site survey report

Indicates the environment
survey report on the
equipment installation site,
including information such
as cable connection modes
and battery positions.

Obtain it from the
engineering design
administrant system
(EDAS).

Packing list

Contains equipment delivery
information used for
checking equipment during
unpacking and acceptance.

Obtain it from the EDAS.

Software Installation

Prepare for the eBIMS installation documentation.
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Before installing the eBIMS, ensure that Windows Server 2008 R2 with a standard 64-bit OS has been

installed.

Table 2-3 Software list

Software Description How to Obtain...
eeBIMS V100R002C00 Used for Installing the From http://
eBIMS system. support.huawei.com.
eConfig PC Used for configuring eBox From http://
parameters. support.huawei.com.
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3 Hardware Installation

About This Chapter

About This Chapter

Hard installation includes installing eBats, eMeters and eBoxes, connecting cables, and checking
hardware installation.

3.1 Installing an eBat

3.2 Installing an eMeter

3.3 Installing an eBox

3.4 Setting eBox Parameters

3.5 Field Networking

3.6 Setting Number of Battery Strings

3.7 Querying Battery Information

3.8 Setting current transducer information of eMeter

3.9 Verifying the Hardware Installation
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3.1 Installing an eBat

Prerequisites

Context

Procedure

eBat installation includes securing and connecting cables to the eBat.

A NOTICE

Before intallation of eBat, the switch of battery stirng should be turned off.
eBat cable must be installed firstly before eBat was installed.
After all eBats were installed, the switch of battery string could be turned on.

For uninstallation of eBat, eBat should be unplugged out firstly, then remove the eBat cable
from battery terminal.

eBat can be sticked on the surface of battery. The position can be determined according to
the shape of the battery.

The installation method of eBat in site room is totally same as in outdoor cabinet.

eBat can be installed on 2V and 12V lead-acid battery, installation was shown as Figure
3-1.

Figure 3-1 eBats installed on batteries

Bolt
—Spring washer
1 Flat washer
Copper bar

——Battery

Blade terminal

Positive and negative terminals are in red and blue, respectively.

The following uses installation of eBats on 12 V batteries as an example.

Remove insulation covers from battery positive and negative polar columns used to install the
eBat, as shown in Figure 3-2.
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Figure 3-2 Removing insulation covers from a battery

G2

~

Step 2 Unscrew terminals on the battery positive and negative polar columns using a socket wrench,
as shown in Figure 3-3.

Figure 3-3 Remove screws

Step 3 Secure springs washers, flat washers, blade terminals, and copper bar on the battery positive and
negative polar columns as shown in Figure 3-4.

Figure 3-4 Installing blade terminals

>

~
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(Onote
Blade terminals match M6, M8, and M 10 screws. Select proper blade terminals based on the type of screws
on your Battery polar columns. The following shows the torque supported by the screws:
® M6:4-6 Nm
® MS: 13-15N.m
® MI10: 15-20 N.m

Step 4 Connect the red and black cables respectively to the positive and negative blade terminals, as
shown in Figure 3-5.

Figure 3-5 Installing cables

\ P>

* )

~

MnoTe

Connect the red and black cables respectively to the positive and negative polarities.

Step 5 Insert cable connectors to eBat cable ports, as shown in Figure 3-6.

Figure 3-6 Inserting cable connectors

Step 6 Determine the optimal position for attaching the eBat. Ensure that the installation position is
clean without dust.

Step 7 Remove the adhesive tape from the eBat bottom, as shown in Figure 3-7, attach the eBat to the
surface of the battery, and press the eBat using a force of 1 N to 2 N for 5 to 10 seconds.Figure
3-8andFigure 3-9 show an eBat installed on a battery.
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Figure 3-7 Removing the adhesive tape from the eBat bottom

Figure 3-8 eBat installed on a battery

4

L~

Vi

Figure 3-9 eBat installed on the side of a battery

>

~

—--End

3.2 Installing an eMeter

eMeter installation includes securing and connecting cables to the eMeter and connection with
current transducer.
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Prerequisites

A NOTICE

® The switch between battery string and power supply is turned off.

Procedure

Step1 Make the power cable to the positive terminal of battery string go through the current transducer,
as shown in Figure 3-10.

Figure 3-10 Installation of current transducer

Positive Terminal +

\ ] =) =]
y 1 e _180@_18Ole
/ ) s
|

= |
L‘Liij Negative Terminal -

1411

Current Transducer

@ [[8
¢ ||[e O 180 (@
8]l e

Battery String

(MnoTe

® The * symbol on the current transducer must be pointed to the positive terminal.
® The current transducer should not be installed on the connecting strap between batteies.

® The current transducer should not be installed on the connecting wire between battery string and load.

Step 2 Determine the optimal position for attaching or fixing the eMeter. Ensure that the installation
position is clean without dust.

Step 3 Connect eMeter and current transducer with cable, as shown in Figure 3-11.

Figure 3-11 Connect eMeter with current transducer

Current Transducer
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MnoTe

® The wire between eMeter and current transducer should not be coiled or folded.

Step 4 Provide power supply for eMeter, as shown in Figure 3-12.

Figure 3-12 The connection of eMeter and battery string

(e
(@] CImI) f
% {8

eMeter

Battery String

MnoTe

The power port of eMeter was used not only for power supply to eMeter, but also for detection the battery
string voltage. Currently for the detection of battery string, only 48V battery string could be used.

—End

3.3 Installing an eBox

eBox installation includes securing the eBox, drilling holes, and connecting cables to the eBox.

Context
The eBox deployment mode is different inside an outdoor cabinet and an indoor equipment
room:
® Inside an outdoor cabinet: Attach the eBox rear panel to the inside of the battery cabinet,
and mount the eBox on the rear panel.
® Inside an indoor equipment room: Mount the eBox on the wall.
An eBox communicates with the upstream using any of the following modes:
® GPRS: Fast Ethernet (FE) network cables are not required in this mode.
® FE network cables: A GPRS antenna and a SIM card are not required in this mode.
® RS485 cables: A GPRS antenna and a SIM card are not required in this mode.
Installation location of eBox:
® The location of eBox should be close to the battery string.
® There should be no obstacles between eBox and eMeter or eBat.
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3.3.1 Inside an Outdoor Cabinet

eBox hardware installation includes positioning and securing the eBox.

Context
To secure an eBox to a battery cabinet, attach the eBox rear panel to the inside of the battery
cabinet, and mount the eBox on the rear panel. Configure one eBox for one battery cabinet.
This section describes how to install an eBox in GPRS communication mode.
eBox antennas are placed outside the cabinet, as shown in Figure 3-13.
Figure 3-13 Antenna

Procedure

Step 1 Determine the installation position of the eBox inside the cabinet.

Step 2 Loosen the SIM cover using an inner hexagon screwdriver, insert the SIM card, and tighten the
cover.

Step 3 Remove the adhesive tape from the bottom of the eBox rear panel, as shown in Figure 3-14.

Figure 3-14 Removing the adhesive tape from the bottom of the eBox rear panel

D
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Step 4 Attach the rear panel to the eBox installation position inside the cabinet, as shown in Figure
3-15.

Figure 3-15 Attaching the rear panel to the installation position

Step 5 Route the GPRS antenna through the cable hole and secure one end of the antenna to the eBox,
as shown in Figure 3-16.

Figure 3-16 Installing the antenna

Step 6 Mount the eBox on the rear panel, and secure the antenna outside the cabinet. Figure 3-17 shows
an eBox installed inside an outdoor cabinet.
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Figure 3-17 eBox installed inside an outdoor cabinet

——End

3.3.2 Inside an Indoor Equipment Room

eBox hardware installation includes positioning and drilling holes.

Context

To secure an eBox to an indoor equipment room, mount the eBox on the wall inside the
equipment room.

The eBox communicates with uplink devices using FE network cables or antennas.

This section describes how to install an eBox in FE network cable communication mode.

Figure 3-18 shows the installation position requirements.

Figure 3-18 eBox installation position requirements

Unit: mm
Interior wall or reference body

2200

eBox dimensions

- 2200 —» eBox installing holes
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4
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Procedure

Step1 Determine the eBox installation position inside the equipment room using a ruler, and mark the
position using a marker.

Step 2 Drill a hole in the marked position using a hammer drill, as shown in Figure 3-19.

Figure 3-19 Drilling a hole in the installation position

LInitmm

@6

Step 3 Knock a plastic expansion anchor into the mounting hole using a claw hammer, as shown in
Figure 3-20.

Figure 3-20 Installing a plastic expansion anchor

e

S

(d 4

S

Step 4 Insert a tapping screw into the plastic expansion anchor using a Phillips screwdriver, as shown
in Figure 3-21.
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Figure 3-21 Installing a tapping screw

Unit: mm .
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Step 5 Mount the eBox on the screw. Figure 3-22 and Figure 3-23 show an eBox installed inside an
indoor equipment room.

Figure 3-22 Installation effect drawing 1
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Figure 3-23 Installation effect drawing 2
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(Onote
You can mount an eBox in either of the ways shown in Figure 3-22 and Figure 3-23 based on your actual
situation.
--—-End

3.3.3 Connecting Cables

Connect cables to the eBox after installation.

Context
An eBox communicates with the upstream in any of the following modes:
® GPRS communication: You only need to connect the power cable.
® FE network cable: You need to connect the FE network cable and power cable.
® RS485 cable: You need to connect the RS485 cable and power cable.
Figure 3-24 shows the RS485 pins. Table 3-1 shows the function of each RS485 pin.
Figure 3-24 RS485 pins
Table 3-1 Functions of RS485 pins
Pin Function
Pin 1 TX+
Pin 2 TX-
Pin 3 -
Pin 4 RX+
Pin 5 RX-
Pin 6 -
Pin 7 —
Pin 8 GND
The eBox can be powered by using the following two methods:
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1. The eBox is powered by the 48 V power supply system in the power cabinet, as shown in
Figure 3-25.

Figure 3-25 eBox powered by the 48 V power supply system

2. The eBox is powered by the 220 V power supply system using an adapter, as shown in
Figure 3-26.

Figure 3-26 eBox powered by the 220 V power supply system

Procedure
Step 1 Connect the power cable to the eBox, as shown by 1 in Figure 3-27.
Step 2 Connect the FE network cable to the eBox, as shown by 2 in Figure 3-27.

Step 3 Connect the RS485 cable to the eBox, as shown by 3 in Figure 3-29.
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Figure 3-27 Cable connections in FE communication mode

Figure 3-28 Cable connections in GPRS communication mode

Figure 3-29 Cable connections in RS485 communication mode

——End
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3.4 Setting eBox Parameters

eBox parameters include the IP address, mask, gateway, ports, etc.

Prerequisites
® The eBox has been connected to a laptop and the USB serial driver has been installed.

® HyperTerminal has been installed on the laptop running Windows OS and ports have been
correctly configured. For details, see 5.2 How Can I Connect the eBox to a Laptop?.

MnoTe

You can also use the eConfig tool of the eBox to obtain the COM port information from the laptop.

® The latest release of the eBox configuration tool package has been downloaded to the laptop
from http://support.huawei.com.

LnoTe

This document describes commands used for networking deployment and maintenance.
The following types of commands are beyond the scope of this document:
1. Commands that are used during production, assembly, and return for repair.

2. Commands used for engineering and fault diagnosis are beyond the scope of this document. If
these commands are not used properly, equipment may become abnormal or services may be
interrupted. If you do need to use these commands, please contact the local Huawei office to
know the process of getting permission for these documents and the special requirements.

Context
Set eBox parameters using either of the following methods:
1. Use the eConfig function of the eBox.
2. Enter command lines on the laptop.
The eBox uses the following three communication modes:
® FE ports: FE cables and power cables are required. Figure 3-30 shows the cable
connections.
Figure 3-30 Cable connections in FE port-based communication mode
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® GPRS: Install an antenna, insert the SIM card, and connect cables. Figure 3-31 shows the
cable connections.

Figure 3-31 Cable connections in GPRS-based communication mode

® RS485 port: cables fitted with the RS485 connectors and power cables. Figure 3-32 shows
the cable connections.

Figure 3-32 Cable connections in RS485 port-based communication mode

3.4.1 Setting eBox Parameters Using eConfig

You can set eBox parameters using the eConfig function.

Prerequisites
The IP address, subnet mask, and gateway IP address have been provided by the customer.
Context
The default IP address of the eBox is 192.168.0.33.
Correct Trap IP address and port settings are crucial to successful report of system events and
alarms.
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3.4.1.1 Setting eBox FE Interface Parameters
If the eBox is connected to upstream devices through the FE ports, you must specify the IP
address, Trap IP address, channel, and PAN ID.

Procedure

Step1 Double-click eConfig_PC.exe in the eBox configuration tool kit to start the eConfig tool.
[(Onote

If the eConfig tool is being used for the first time, double-click eConfig_reg.bat to import registry
information first.

Step 2 Choose the COM port and click Open.

Step 3 Click Login to log in to the eBox, as shown in Figure 3-33.

Figure 3-33 eConfig dialog box

2 eConfig [E=SE-R 5
Select COM: [COMT Close \ Login Password:
Login Password
CU Password: | Login Login Password

Login Password
er CLI!

showsbat | showebar | alamhelp | threshodvew|  meet |

netparams \ GPRSparﬁms‘ RS435params‘ shnweme‘er‘

2BoKF | eBoxG | eBoxS | Battery Sefting | Advanced | Uity |
Network Parameters (%)

£BOX Local IP: o . 0 . 0 . 0

Subnet Mask: 0 a 0 0

Gateway: o .0 . 0 . 0
80X Local Port (Default 151): 161
Server Parameters (%)
eBIMS Server IP: 0 o o o
€5IMS Server Port (Default 162): 62
Trap Receiver [P and Port (Optional)

I™ More Receivers:
[ o .0 .0 .0 |Jisz 6] 0 .0 .0 .0 |2
20 .0 .0 .0 [162 7[0 .0 .0 .0 [m2
8] 0 .0 .0 .0 |fis2 80 .0 .0 .0 [i62
40 .0 .0 .0 [162 90 .0 .0 .0 [162
5l o .0 .0 .0 [f162

[ Send Clear

Step 4 Choose the eBox-F tab. Enter the eBox local IP address, gateway IP address, subnet mask, port
number, and server parameters, as shown in Figure 3-34.
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Figure 3-34 Setting eBox-F parameters

& eConfig

Select COM: [COMT - Oose |
CUI Password: | T
showebat ‘ showebox | amhelp ‘threshn\dmew‘ reset
retparams | GPRSparams | RS48%params| showemeter |
eBoxF | oBaxG | oBox-S | Battery Setting | Advanced | Uity |
~Network Parameters (%)

80X Local IP: 82 . 18 . 0 33
Subnet Mask: 255 255 . 255 o
Gateway: 12 . 168 . 0 1
80X Local Port (Default 161): 151
Server Parameters (%)

<BIMS Server [P 92 . 168 . 0 . 4
€BIMS Server Port (Default 162): 152
[~Trap Recziver 1P and Port (Optional)

I™ More Receivers:

i o.0.0.0 |2 6o .0 .0 .0 |[162
2o .0 .0.0 [&2 7[0 .0 .0 .0 [z
3l o .0 .0 .0 [fisz 8[ o .0 .0 .0 [162
4[o .0 .0 .0 (w2 90 .0 .0 .0 [.
5 L0 .0 .0 |82

@
4
g
a

Login Password:
Login Password:
Login Password:
Login Password: ===

Send Clear

Step 5 Click Send. In the Reset eBox dialog box displayed, click Yes to reset the eBox. Figure 3-35

is displayed indicating successful setting of eBox-F parameters.

Figure 3-35 Message indicating successful setting of eBox-F parameters

& eConfig
Select COM: [COMT Cose |
CLI Password: | Ein
showebat | showsbax | alamhep | theshodview |  reset |
netparams \ GPRSparamsl RSM}E‘:BEMS‘ shuwemaﬁer‘
BaxF | eBox G | eBox-S | Battery Setting | Advanced | Utity |
Network Parameters (%)
80X Local IP: 152 158 0 a3
Subnet Mask: 255 . 255 . 255 o
Gateway: 192 1.8 . 0 1
2BOX Local Port (Default 161): 151
Server Parameters (¥)
€BIMS Server [P: 2 . 168 . 0 . 4
=BIMS Server Port (Default 162): 162
Trap Receiver IP and Port (Optional)

I More Receivers:

1o .0 .0 .0 [162 BJo .0 .0 .0 |62
ol 0..0 .0 .0 flisz 70 .0 .0 .0 1,2
8l o .0 .0 .0 ez Bl o .0 .0 .0 |16
4l o .0 .0 .0 [z P30 .0 .0 .0 Jfie2
5/]o0 .0 .0 .0 |62

Login Password:
Login Password:
Login Password:
Login Password:
Erter CLI!

etcfg 1 192.168.0.33 255.255.255.0 192.168.0.1
Virite pare succsss!

->setnetcfg 8 192.168.0.45 162
Wite para success!

stcfg 2 161
Wike pars success!

recet
Reset|
FlashiD [1](2][15][0]
ho Flag or Fiag not match
HUAWEI MS  System

SWer: V150
Base: 14:28:33 Nov 05 2014

Send Clear

Step 6 Click netparams to view the eBox-F parameter settings, as shown in Figure 3-36.

Issue 02 (2015-01-09)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

33



eBIMS

Product Installation Guide

3 Hardware Installation

Figure 3-36 Viewing eBox-F parameter settings

/& eConfig

showebat | showebor | alamhel | threshodvew|  reset

Select COM: [COMT Close
CPessword: [~ Login

[netparams | GPRSparams | RS485params| _showemeter |

eBox-F | 6BoxG | eBox-S | Battery Setting | Advanced | Uity |
Network Parameters (%)

eBOX Local IP: 192 . 18 . 0 . 33
Subnet Mask: 255 . 285 . 255 . 0
Gateway: 192 . 188 . 0 . 1
80X Local Port {Default 161); 161

Server Parameters (%)
eBIMS Server IP: 92 . 18 . 0 . 45

€BIMS Server Port (Default 162): 2

Trap Receiver [P and Part (Optional)

I™ Mmore Receivers:

ola|a|a
olo|ale
ola|a|a

162

> getnetcfg 0
MAC:2a £0 4c 98 1111
- getnetcig 1
0192168033

mask:255.255.255.0
gateway.152.168.0.1

Cgetnetcig 2
SnmpPort-161

>getnetcig 3
auth mode:1
v3 user-admin

>getnetci 8
irap ip:192.168.0.45
trap port: 162

Send Clear

3-37.
MnoTe

Step 7 Optional: Choose the Advanced tab and specify PAN ID and Channel ID, as shown in Figure

® [f more than four eBoxes are used for the same scenario, set radio frequency parameters to ensure the

reliability of communication between the eBox and eBat.

A total of 16 channels can be used, ranging from channel 11 to channel 26.

Each channel supports up to 4 eBoxes. Each eBox is identified by PAN ID.
® Different channel can share the same PAN ID.
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Figure 3-37 Setting the channel ID and PAN ID

& eConfig =SBl ™|
Select COM: [COMI Close | Login Password:

Login Password:
CUI Paseword: | Logn Login Password:

Login Password:

showebat | showsbax | aamhep | thesholdview | reset | [FeerCL
netparams ‘ GPRSparﬁmsl RSJI&Bparams‘ shuwamaar‘
eBaxF | eBoxG | eBoxS | Battery Setting  Advanced | Luity | edumid

et pan id ok
Radio Frequency Settings >

PANID (1-65534): 1 Sync >

Chammel D(11-26): 1 | Ssetchanid 16
et chamnel d ok

TxPower(Leveld~3): eBox: 3 eBat: 3 Sync =

->reset
© svpvaDefadt) ™ SNMPYC Reset|
FlashiD [1)[20[151(0]
Security Settings (Must be same with eBIMS) No Flag or Flag net match
Security Name{*):
(Defauit root) [acmin HUAWEI NS System
Security Mode(=) (Default: 2): 2: Auth, Friv - SWVer. V150
Base: 14:28:33 Nov 05 2014
CLI Password :
Auth Settings
Auth Mode: HMAC-MDS =
Auth Password: [emmmemes |
Priv Settings
Priv Mode: CFE-AES-128 -
Priv Password: e
Read Community :
Write Community :
(SNMPVC has security risk, Highly NOT recommended Sync
10 use, except for customer requirement)

[ Send Clear

—--End

3.4.1.2 Setting eBox GPRS Interface Parameters

If the eBox is connected to upstream devices through the GPRS, you must specify the APN,
SIMPIN, Trap IP address, channel, and PAN ID.

Procedure

Step1 Double-click eConfig_PC.exe in the eBox configuration tool kit to start the eConfig tool.
(MnoTe

If the eConfig tool is being used for the first time, double-click eConfig_reg.bat to import registry
information first.

Step 2 Choose the COM port and click Open.

Step 3 Click Loginto log in to the eBox, as shown inFigure 3-38.
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Figure 3-38 eConfig dialog box

& eConfig

Select COM: [COMT Cose | | |Login Password
Login Password

CLI Password: [ Login Login Password:
Login Password

showebat ‘ showebax ‘ dammhelp ‘Ihmshu\dwew‘ reset | Enter CLI!

nepram_| GPRSporoms| | Srowenete | N

BoxF | eBoxG | eBox-S | Battery Setting | Advanced | Utiity |

Network Parameters (%)

60X Local IP: g o g g

Subnet Mask: 0 . o . 0 . o

Gateway: 0 .0 .0 .0

€BOX Local Port (Default 161): 161

Server Parameters (¥)

BIMS Server IP; 0w i e O % O

€BIMS Server Port (Default 162); 162

Trap Receiver IP and Port (Optional)

I~ More Receivers:

] 0 .0 .0 .0 [fisz 60 .0 .0 .0 [i52

2[00 . 0.0 2 7[0.0.0.0 [@2

3o .o .0 .0 k2 8[0 .0 .0.0 [w2

4]0 .0 .0 .0 |62 [0 .0 .0 .0 [i62

5 o 1] o o 162

Send Clear

Step 4 Choose the eBox-Gtab and enter the eBIMS server IP address, port number, SIM APN, and SIM

PIN information, as shown inFigure 3-39.

Figure 3-39 Setting eBox-G parameters

& eConfig
Select  COM; [COM2 Close
CLI Passward: |>~<Mw*w*w Login
showebat | showebox | alarmhelp | threshn\dvlew‘ reset ‘
netpararns | GPRSparams| R5485params|
eBox-F  2B0X-G |eBDx-S | Battery Setting | Advanced | Uity |
Server Parameters (*)
&BIMS Server [P | 192 88 . 0 .45
BBIMS Server Port (Default 162): 162

SIM Settings
SIM APM(*): {e.g China Mobile: CMNET)

CMNET
2345

SIM PIM: (Be empty, or 4 digits when provided)

Send |

Login Password:
Login Password sttt
Enter LI

-

-

-

-=setnetcfg 8 192,168.0,45 162
‘“Write para success!

-

-

-

-=setapn CMNET
Unsupported board type,
-

-

-

-=seksimpin 2345 2345
Unsupported board bype.
-

-

-

-sreset

Reset!

FlashID [1][2][15](0]

Mo Flag or Flag not match

HUAWET M5 Syskem
SWher: Raken)
Base: 16:15:15 Mar 17 2014

s

‘ Send Clear

Step 5 Click Send. In theReset eBoxdialog box displayed, clickYESto reset the eBox.Figure 3-40 is
displayed indicating successful setting of eBox-G parameters.
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Figure 3-40 Message indicating successful setting of eBox-G parameters

Step 6

3IM Settings
SIM APM(*): (e.g China Mobile: CMNET)

CMMNET
2345

SIM PIM: (Be empty, or 4 digits when provided)

Send |

& eConfig
Select  CoM:;  [SOMZ Close
CLI Password: |*~**~**~*** Login
showebat | showebox | alarmhelp | thresho\dview‘ reset ‘
netpararns | GPRSparams| R5485Darams|
eBox-F  2B0X-G |eBDx-S | Battery Setting | Advanced | Uity |
Server Paramekers {*)
BBIMS Server Pt | 192 g . 0 . 45
eBIMS Server Port (Default 162): 162

Login Password:
Login Passigrd #ebedoidek
Enter CLT!

-=setnetcfg 8 192,168.0,45 162
‘“Write para success!

-

-

==

-»sekapn CMNET
Unsupported board bype.
-

==

-

-=seksimpin 2345 2345
Unsupported board type.
-

==

-

-sreset

Reset!

FlashID [1][2][15](0]

Mo Flag or Flag not match

HUAWET M35 System
SWer! ¥130
Base: 16:18:18 Mar 17 2014

-

‘ Send Clear

Click GPRSparamsto view the eBox-G parameter settings, as shown inFigure 3-41.

Figure 3-41 Viewing eBox-G parameter settings

Step 7

B eConfig

Seleck  COM:  [COMZ Close:
CLI Password:  [dotsksbesoksotdon Login
showebat | showebox ‘ alarmhelp | threshuldwew| reset
netparams | GPRSparams | RS485params |
eBox-F  eBox-G |aEnx-5 ‘ Battery Setting | advanced | Utiliey |

Server Parameters (*)

EBIMS Server IP: | ez 168 . 0 . 45
eBIMS Server Port (Default 162): 162

SIM Settings
SI0M APNC*): (e.g China Mobile: CMMET)

CMMET
2345

SIM PIN: (Be empty, or 4 digits when provided)

Send

-»setapn CMNET -
Unsupported board bype.
-x

=

>

-»setsimpin 2345 2345
Unsupported board bype.
>

-

>

-»reset

Reset!

FlashIm [1][2][15][0]

Mo Flag or Flag not match

HUAWETL M3 System
Shifer: w130
Base: 16:16:16 Mar 17 2014

>

Login Password:

Login Password: ¥k
Enter CLI!

-

>

=

-=getapn

Unsupported board type.
-

-=getsimpin
Unsupported board type,
=

m,

-=getnetcfg 8
trapip:192,168.0.45
trap pork:162

-x

=

3-42.

| Send Clear

Optional: Choose theAdvancedtab and specifyPAN IDandChannel ID, as shown inFigure
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MnoTe

® [f more than four eBoxes are used for the same scenario, set radio frequency parameters to ensure the

reliability of communication between the eBox and eBat.

A total of 16 channels can be used, ranging from channel 11 to channel 26.

Each channel supports up to 4 eBoxes. Each eBox is identified by PAN ID.

Different channel can share the same PAN ID.

Figure 3-42 Setting the channel ID and PAN ID

.2 eConfig

(E=S Nl =)
Select COM: [COMI Close | Login Password:
Lagin Password:
CLiPasswert; | Loan Loain Pasaword:
Login Password
showebat \ showebax | damhelp \ thresholdview \ reset \ Enter CLI
netparams ‘ GPRSparams | RSJI&Bparams‘ showemeter ‘
T - Ad d | >setpanid 1
eBoxF | eBoxG | eBox-S | Battery Setting  Advanced | Uiy | ok
Radio Frequency Settings >
PANID (1-65534): 1 Sync >
Channel ID(11-28): 15 >seichanid 16
et channel id ok
TxPower (Leveld~3): eBox: 3 eBat: 3 Sync =
-oreset
& SNMPV3(Default) { SNMPV2C Reset!
FiashiD (112I151(0]
Security Settings (Must be same with eBIMS) No Flag or Flag not match
Security Name(*):
(Defauit root) [acmin HUAWEI NS System
Security Mode(*) (Defauit: 2): [zasm e ] SWVer. vis
Base: 14:28:33 Nov 05 2014
CLI Password :
Auth Settings
Auth Mode: HMAC-MD5 -
Auth Password: e |
Priv Settings
Priv Mode: CFB-AES-128 -
Priv Password: e —
Read Community :
Wirite Community
(SNMPVC has security risk, Highly NOT recommended Sync
0 use, except for customer requirement)
[ Send Clear

—--End

3.4.1.3 Setting eBox RS485 Interface Parameters

Procedure

Step1

Step 2
Step 3

If the eBox is connected to upstream devices through the RS485 port, you must specify the baud

rate and device address.

Double-click eConfig_PC.exe in the eBox configuration tool kit to start the eConfig tool.

MnoTe

If the eConfig tool is being used for the first time, double-click eConfig_reg.bat to import registry

information first.

Choose the COM port and click Open.

Click Login to log in to the eBox, as shown in Figure 3-43.

Issue 02 (2015-01-09)

Huawei Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.



eBIMS
Product Installation Guide 3 Hardware Installation

Figure 3-43 eConfig dialog box
& eConfig s
Select CoM: [EOMT Cose | | |Login Password i

Login Password

CLl Password: | Login Login Password

Login Password
Enter CLI!

showebat ‘ showebax ‘ dammhelp ‘Ihmshu\dmew‘ reset |

neparans | GPPSparas | | Soweneter |

BoxF | eBoxG | eBox-S | Battery Setting | Advanced | Utiity |

Network Parameters (%)
60X Local IP: g o g g
Subnet Mask: 0 . o . 0 . o
Gateway: 0 .0 .0 .0
€BOX Local Port (Default 161): 161
Server Parameters (¥)
BIMS Server IP; 0w i e O % O
€BIMS Server Port (Default 162); 162
Trap Receiver IP and Port (Optional)

I~ More Receivers:
] 0 .0 .0 .0 [fisz 60 .0 .0 .0 [i52
2[00 . 0.0 2 7[0.0.0.0 [@2
3[o .0 .0 .0 [z 8[0 .0 .0 .0 [12
4]0 .0 .0 .0 |62 [0 .0 .0 .0 [i62
5 o 1] o o 162

[ Send Clear

Step 4 Choose the eBox-S tab and specify the baud rate and device address, as shown in Figure 3-44.

Figure 3-44 Setting eBox-S parameters
i =
Select  Com:  |CCME Close Login Password:

Login Passward ks
LI Password: |***~******* Lagin Enter CLII

-
| |3

showebat | showebox ‘ alarmhelp ‘ thrasholdview| reset

netparams | GPRSparams‘ RS‘!BSparams‘

eBox-F | eBox-G  eBox-3 | Battery Setting | Advanced | Utiity |

Modbus Serial Part
Baudrate: 19200 b
DeviceAddress: (Default: 1, range;: 0-255) 1

SYNC

‘ Send Clear

Step 5 Click Send. In the Reset eBox dialog box displayed, click YES to reset the eBox. Figure
3-45 is displayed indicating successful setting of eBox-S parameters.
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Figure 3-45 Message indicating successful setting of eBox-S parameters

'.1 eConfig

Select oMy [COME2 Close Login Password:

Login Passwopd; et

LI Password: |*********** Login Enter CLI!

showebat ‘ showebox | alarmhelp | thrashuldwew‘ reset ‘

>
=

=
netparams ‘ GPRSparams | RS4ESparams| -=setrs485cfq 1 19200

Unsupported board bype.

eBox-F | eBox-G  eBox-S |Battary Setting | advanced | Utily | :i
=
Modbus Serial Port -mreset
Resst!
BaudRate: R FlashiD [1][2][15]0]

Mo Flag o Flag nat match

DeviceAddress: (Default: 1, range: 0-255) 1

HUAWET M3 System
Stdver: Y130
Base: 16:18:18 Mar 17 2014

|

Send Clear

Step 6 Click RS485params to view the eBox-S parameter settings.

Step 7 Optional: Choose the Advanced tab and specify PAN ID and Channel ID, as shown in Figure
3-46.

MnoTe

® [f more than four eBoxes are used for the same scenario, set radio frequency parameters to ensure the

reliability of communication between the eBox and eBat.

A total of 16 channels can be used, ranging from channel 11 to channel 26.

Each channel supports up to 4 eBoxes. Each eBox is identified by PAN ID.

Different channel can share the same PAN ID.
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Figure 3-46 Setting the channel ID and PAN ID

2 eConfig =] = s
Select COM: [COMI Close | Login Password:
Login Password.
CLI Password: | Logn Login Password:
Login Password.
showebat \ showebax | damhelp \ thresholdview \ reset \ Enter CLI
netparams ‘ GPRSparams | Rsuspamms‘ showemeter ‘
8 g Advanced | ->setpanid 1
eBaxF | eBaxG | eBax-S | Batiery Setting | iy | [t ik
Radio Frequency Settings >
PANID (1-65534): L Sync 3
Channel ID(11-28): 1 ssetchanid 16
et channel id ok
ToPower(Leveld~3): eBox: [ 3 eBat: | 3 sync =
->reset
@ SNMPV3(Defadlt) (" SNMPV2C Reset!
FlashiD [1[2J15]10]
Security Settings (Must be same with eBIMS) o Flag or Flag not match
Security Name(*):
(Defauitroot) [admin HUAWEI M System
Security Mode (*) (Default: 2): 2 Auth, Priv 5 SWVer V150
Base: 14:28:33 Nov 05 2014
CLI Password :
Auth Settings
Auth Mode: HMAC-MDS -
Auth Password: [meeewmmeenes |
Priv Settings
Priv Mode: CFB-AES-128 -
Priv Password: ExEEEEEEEEE
Read Community :
Wirite Community :
(SNMPYC has security risk, Highly NOT recommended Sync
to use, except for customer requirement)
Send Clear

—End

3.4.2 Setting eBox Parameters Manually

You can manually set eBox parameters with any PC serial port terminal tool.

Prerequisites

The IP address, subnet mask, and gateway IP address have been provided by the customer.

Context

The default IP address of the eBox is 192.168.0.33.

Correct Trap IP address and port settings are crucial to successful report of system events and

alarms.

3.4.2.1 Setting eBox Parameters in FE Port-based

Communication Mode

For an eBox that uses the FE port to communicate with the eBIMS, set the eBox local IP address,
trap address, channels, and PAN ID.

Configuring Address Parameters

Configure the eBox local IP address and trap address.
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Prerequisites

The IP address, subnet mask, and gateway IP address allocated to the eBox have been provided
by the customer.

Context
The default eBox IP address is 192.168.0.33.
System events and alarms can be properly reported only when the trap address and ports are
correctly configured.

Procedure

Step 1 In the eBox serial port CLI of the client, enter setnetcfg 1 IP NetMask GateWay and press
Enter to set the eBox IPv4 address, subnet mask, and gateway address.

Step 2 Enter reset and press Enter to reset the board.

Step 3 Enter getnetcfg 1 to query whether the setting is successful.

Step 4 Enter setnetcfg 8 Trap destination IP Trap destination port and press Enter.
Step 5 Enter reset and press Enter to reset the board.

Step 6 Enter getnetcfg 8 to query whether trap parameters are successfully set.

-——End
Example
1. Inthe eBox serial port CLI of the client, enter setnetcfg 1 192.168.1.66 255.255.255.0
192.168.1.1 and press Enter, as shown in Figure 3-47.
Figure 3-47 Setting the eBox address
-rsetnetcfiyg 12.168.1.86 255.255.]
(Onote
If the Write para success! message is displayed after you press Enter, the setting is successful.
2. Enter reset and press Enter.
3. Enter getnetcfg 1. Figure 3-48 shows the address configuration information.
Figure 3-48 IP address configuration information
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4. Enter setnetcfg 8 192.168.1.42 162 and press Enter to configure the trap IP address and
port parameters, as shown in Figure 3-49.

Figure 3-49 Setting the trap IP address and port parameters

-»setnetctyg 8 192.168.1.42 162

LnoTe

If the Write para success! message is displayed after you press Enter, the setting is successful.

Enter reset and press Enter.

6. Enter getnetcfg 8. Figure 3-50 shows the trap configuration information.

Figure 3-50 Trap configuration information

TYXa E::I

trap

Configuring the Channel and PAN ID

If more than four eBoxes are deployed in the same scenario, configure eBox RF communication
parameters to ensure the reliability of data communications between the eBoxes and eBats.

Prerequisites

More than four eBoxes have been deployed at the same time.

Context
®  The number of available channels ranges from 11 to 26, totally 16 channels.
®  FEach channel supports a maximum of four eBoxes that have different PAN IDs.
® PAN IDs of eBoxes in different channels can be the same.

Procedure

Step 1 In the eBox serial port CLI of the client, enter setchanid 14 and press Enter.
(Onote

If the set channel id ok. message is displayed after you press Enter, the setting is successful.
Step 2 Enter reset and press Enter to reset the eBox.
Step 3 Enter showebox to query whether the setting is successful.

Step 4 Enter setpanid 1 and press Enter to set the PAN ID.
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Step 5 Enter reset and press Enter to reset the eBox.
Step 6 Enter showebox to query whether the setting is successful.

—--End

Example

1. Inthe eBox serial port CLI, enter setchanid 14 and press Enter, as shown in Figure
3-51.

Figure 3-51 Setting the channel

(Lnote
If the set channel id ok. message is displayed after you press Enter, the setting is successful.
2. Enter reset and press Enter to reset the eBox.

3. Enter showebox to query whether the setting is successful, as shown in Figure 3-52.

Figure 3-52 Querying channel information

Py -
=, =K
2 2 2 E X X2 E S 2 S X2 RS2 S I EREES S S LI EEES S LT E RS S S L EERE LT L
WEI MS Svstem

TS S EEEESEEEERLSE RS SRS RS SRS RS R TR SRS RS LT EEE TR RS EERERE S

4. Enter setpanid 1 and press Enter to set the PAN ID, as shown in Figure 3-53.

Figure 3-53 Setting the PAN ID
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MnoTe

If the set pan id ok. message is displayed after you press Enter, the setting is successful.
Enter reset and press Enter to reset the eBox.

6. Enter showebox to query whether the setting is successful, as shown in Figure 3-54.

Figure 3-54 Querying eBox setting information

L E R EEES L ESEEE SRS EEE RS RS EEEEEEEESE RS ERSEEERERSENENRES.]

O

3.4.2.2 Setting eBox Parameters in GPRS-Based

Communication Mode
For an eBox that uses GPRS-based communication mode, set the eBox APN, SIMPIN, trap
address, channels, and PAN ID.

Configuring Address Parameters

Configure the eBox APN, SIMPIN, and trap address.

Prerequisites
® The eBox uses GPRS to communicate with the eBIMS.
®  The subnet mask and gateway IP address allocated to the eBox have been provided by the
customer.
Context
System events and alarms can be reported properly only when the TRAP address and ports are
configured correctly.
Procedure

Step 1 In the eBox serial port CLI of the client, enter setapn apn parameter and press Enter to set
APN parameters.

Step 2 Enter reset and press Enter to reset the eBox.
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Step 3
Step 4
Step 5
Step 6

Step 7

Step 8
Step 9

Example

Enter getapn to check whether the setting is successful.
Enter setsimpin pincode repeat pincode and press Enter to set SIMPIN parameters.
Enter reset and press Enter to reset the eBox.

Enter getsimpin to query whether the setting is successful.
(Onote

setsimpin is set to be blank by default. If the SIM card does not require pincode, retain the setting. If the
SIM card requires pincode, ensure that pincode you set is the same as pincode of the SIM card. Otherwise,
the SIM card will be locked after three attempts fail.

Enter setnetcfg 8 Trap destination IP Trap destination port and press Enter to set trap
parameters.

Enter reset and press Enter to reset the eBox.
Enter getnetcfg 8 to query whether trap parameters are successfully set.

—End

1. Inthe eBox serial port CLI of the client, enter setapn apn parameter and press Enter to
set APN parameters, as shown in Figure 3-55.

Figure 3-55 Setting APN parameters
an CMHET

SUCCeEss

2.  Enter reset and press Enter to reset the eBox.

Enter getapn to query whether the setting is successful, as shown in Figure 3-56.

Figure 3-56 Querying APN parameters

4. Enter setsimpin pincode repeat pincode and press Enter to set SIMPIN parameters, as
shown in Figure 3-57.

Figure 3-57 Setting SIMPIN parameters

simpin 2345 ?ﬁ4c

II PIN code

Enter reset and press Enter to reset the eBox.

6. Enter getsimpin to query whether the SIMPIN setting is successful, as shown in Figure
3-58.
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Figure 3-58 Querying SIMPIN parameters

-rgetsimpin
PIN Code:2345

7.  Enter setnetcfg 8 192.168.1.42 162 and press Enter to configure the trap IP address and
port parameters, as shown in Figure 3-59.

Figure 3-59 Setting the trap IP address and port parameters

MnoTe

If the Write para success! message is displayed after you press Enter, the setting is successful.

8.  Enter reset and press Enter to reset the eBox.

9. Enter getnetcfg 8. Figure 3-60 shows the trap configuration information.

Figure 3-60 Querying trap configuration information

Configuring the Channel and PAN ID

If more than four eBoxes are deployed in the same scenario, configure eBox RF communication
parameters to ensure the reliability of data communications between the eBoxes and eBats.

Prerequisites
More than four eBoxes have been deployed in the same scenario.
Context
®  The number of available channels ranges from 11 to 26, totally 16 channels.
®  Each channel supports a maximum of four eBoxes that have different PAN IDs.
® PAN IDs of eBoxes in different channels can be the same.
Procedure

Step1 For details, see Configuring the Channel and PAN ID.

—End
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3.5 Field Networking

An eBat or eMeter communicates with an eBox by means of wireless connection. Bind eBox
and eBat before the wireless connection.

Prerequisites
® The eBat has been installed.
® The eBat and eBox parameters have been configured.

® The linear distance between the eBat and the eBox is no greater than 100 m.

Context

Figure 3-61 shows the binding button and indicator on the eBat.

Figure 3-61 Binding button and indicator on the eBat
RUM/ALARM indicator

Binding button

Figure 3-62 shows the binding button and indicator on the eBox.

Figure 3-62 Binding button and indicator on the eBox
Binding button
SETUP indicator

Table 3-2,Table 3-3andTable 3-4, respectively describe the meanings of different indicator
status on the eBat eMeter and eBox.
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Table 3-2 Description of eBat indicator status

Indicator
Name

Indicator Status

Description

RUN/ALARM | Off

The eBat is powered off or in sleep
mode.

Steady green

The eBat is powered on but not
connected to the network.

Fast blinking in green (4 Hz)

The eBat is searching for the
network.

Slow blinking in green (0.5 Hz)

The eBat communication is ready.

Steady red

The eBat communication is normal.
A critical battery internal resistance
alarm has happened, which means
the battery should be changed.

Fast blinking in red (4 Hz)

A hardware failure has happened,;
The communication of ebat is also
NOT normal.

Slow blinking in red (0.5 Hz)

A hardware failure has happened;
The communication of ebat is
normal.

Steady orange

The eBat communication is normal,
but there is a minor high battery
internal resistance alarm.

Fast blinking in orange (4 Hz)

The eBat LED was turned on
manually by remote work station
like eBIMS.

Table 3-3 Desciption of eMeter indicator status

Indicator
Name

Indicator Status

Description

RUN/ALARM | Off

The eMeter is powered off or in
sleep mode.

Steady green

The eMeter is powered on but not
connected to the network.

Fast blinking in green (4 Hz)

The eMeter is searching for the
network.

Slow blinking in green (0.5 Hz)

The eMeter communication is
ready.
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Indicator
Name

Indicator Status

Description

Fast blinking in red (4 Hz)

A hardware failure has happened,;
The communication of eMeter is
NOT normal.

Slow blinking in red (0.5 Hz)

A hardware failure has happened;
The communication of eMeter is
normal.

Fast blinking in orange (4 Hz)

The eMeter LED was turned on
manually by remote work station
like eBIMS

Table 3-4 Description of eBox indicator status

Indicator Indicator Status Description
Name
SETUP Off The eBox is powered off or there is
no data transmission.
Steady green System initialization (Binding for
ebox and ebat is not allowed).
Fast blinking in green (8 Hz) Data transmission.
Slow blinking in green (0.5 Hz) Binding for eBox and eBat is
allowed. Auto disabled after 10
minutes.
RUN Off The eBox is powered off or
hardware failure.
Steady Green The eBox is powered on and there
is hardware failure.
Blinking(0.5 Hz) The eBox in running normally.
ALM Off The eBox is powered off, and there
is no fault alarm.
Steady Red The hardware failure, the eBox
should be replaced.
LINK Off The eBox is powered off or there is

no data transmission.
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Indicator Indicator Status Description
Name

Blinking ® cBox-F: data transmission.

® cBox-G:
- 1Hz: Searching GPRS
networking.

- 1/3Hz: Network registered.

- 8Hz: data transmission.

Procedure

Step 1 Click the binding button on the eBox within 1 seconds. The SETUP indicator is blinking slowly
in green at a frequency of 0.5 Hz, indicating that the eBox and eBat networking is enabled.

Step 2 Press the binding button on the eBat longer than 1 seconds. The RUN/ALARM indicator is
blinking slowly in green at a frequency of 0.5 Hz, indicating that the eBox and eBat networking
is successful.

Step 3 Optional: RepeatStep 2 for other eBats in the same group.
Step 4 Click the binding button on the eBox within 1 seconds to turn off the binding procedure.

—End

3.6 Setting Number of Battery Strings

To facilitate the eBIMS to analyze and display battery data, you need to set string numbers for
the batteries connected to the eBIMS.

Prerequisites
® cBats are connected to batteries.
® cBats and eBoxes are networked after code matching.
Context
®  You can group batteries using the eBox configuration tool. To use the eBox configuration
tool to group batteries, start from Step 5.
® You can set a string number for a single eBat or for multiple eBats.
® One eBat is used for each battery. Therefore, the string number of eBats is that of batteries.
® A eBox contains a maximum of eight eBat strings.
Procedure

Step 1 Inthe eBox serial port CLI of the client, enter setstrno 2 1and pressEnterto set the string number
to2 for No.1 eBat.
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Step 2
Step 3

Step 4
Step 5

Example

® 2:indicates the string number.
® 1: indicates the eBat number.
(Mnote

If the system displays Set string number success., the setting is successful.
Enter showebat to query single eBat string information.
In the eBox serial CLI, enter setstrno 2 1 3and pressEnterto set the string number to2 for No.
1 to No.3 eBats.
® 2:indicates the string number.
® 1: indicates the eBat start number.
® 3:indicates the eBat end number.

MnoTe

If the system displays Set string number success., the setting is successful.
Enter showebat to query multiple eBat string information.

Optional: Use the eBox configuration tool to group batteries by specify the group number and
battery number range, as shown inFigure 3-63.

Figure 3-63 Grouping batteries

3 eConfig

Select  COmM:  |COM2

CLI Passward: |******M*=m

Close >

-»Huawei_eBox
Lagin

Command nak found
reset |

showebat | showebox | alarmhelp | thresholdview‘

VWO

netparams | GPRSparams | RS4BSparams| Wesraimaive

Sek string number success.
-
-

eBox-F ‘ eBox-G | eBox-5  Battery Setting |Advancad | Ultility ‘
Battery Group Setting

Group Mo, |1 + From |1 Ta |9
Delete efiat Mode

eBat Index: Delete
Threshald Setting

Battery Group: |1 -

™ Low valt critical alarm v [ Low volk major alarm I
I High volt major alarm w T High valt critical alarm I

™ Low temp major alarm |50 © ™ Low kemp minor alarm (10,0 il
™ High temp minor alarm 20,0 ‘et [ High temp major alarm |35, o

I Low resis major alarm me [ High resis minor alarm me
I™ High resis major alarm meo Sync

Send Clear

—End

1. Inthe eBox serial port CLI of the client, enter setstrno 2 1and pressEnterto set the string
number to2for No.l eBat, shown asFigure 3-64.
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Figure 3-64 Setting string number for a single eBat

number success.

2.  Enter showebatto query single eBat string information, as shown inFigure 3-65.

Figure 3-65 Querying single eBat string information

normal

normal

3. Inthe eBox serial CLI, enter setstrno 2 1 3and pressEnterto set the string number to2for
No.1 to No.3 eBats, as shown inFigure 3-66.

Figure 3-66 Setting string number for multiple eBats

4. Enter showebatto query eBat string information, as shown inFigure 3-67.

Figure 3-67 Querying multiple eBat string information

STINoO
0o;

002 normal
104 001 normal
00s 001 normal

3.7 Querying Battery Information

Query information about eBats managed by the eBox for onsite commissioning and fault

locating.
Prerequisites
® cBats and eBoxes are networked.
® The eBats have been grouped.
Context
You can also query the battery information using the eConfig function of the eBox. For details,
see Step 2.
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Procedure

Step 1 Inthe eBox CLI, enter the showebatcommand to query the number of the eBats and determine
whether the onsite connection configuration is correct.Figure 3-68 shows the eBat information

query page.

Figure 3-68 Querying eBat information

Step 2 Optional: In the eConfig dialog box, clickshowebatto check the storage battery information,

as shown inFigure 3-69.

Figure 3-69 Querying eBat information using the eConfig function

12 Config =l = ]
-
Select  COM: |C0M2 J Close >
-
CLI Password: |*********** Login =
-zshowebat
id strno stab b led wolt b ist barcode-inf larmm-id-inf
’W‘ showeboi | alarmhelp | thresholdview| reset \Dmsurggs‘oaste \;;r e, i ETD ki ancez13;%10?£B?UDA00093:TI e
002002 lost 122 C - P
netparams | GPRSD@’GT”5| R5435'3‘3“3“15| 003002 lost 18 © - 210231 0TNEL0DADO0ETL -
004 002 lost 18 C - 2102310TNE10DA000929 -
cBox-F  eBox-G |eBDx—S | Battery Setting | Advanced | Uiliky | ggg ggf ‘noosrtmallzlzzzcc "D” 12"440"26 003,90 -
Server Parameters (*) e
SBIMS Server IP: [ 192 . 188 . 0 . 45 K
eBIMS Server Port (Default 162): 162
SIM Setkings
SIM APN(*): (2.9 China Mobils: CMMET) CMMET
SIM PIN: (Be empty, or < digits when provided) 2345
Send |
| Send Clear

—-End

3.8 Setting current transducer information of eMeter

Prerequisites
°

eMeter has been connected with battery string.

® cMeter has been connected with current transducer.
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® cMeter and eBox are networked.

Context
® You can configure the current transducer by means of eConfig.
®  One eMeter works for only one battery string.
® One eBox can manage max 8 eMeters.

Procedure

Step1 To confiugre the current transducer by eConfig. Figure 3-70 shows how to use eConfig to setup
the current transducer information.

® Charge Current Limit: Current value when battery string state changes from equalize state
to float state.

® Transducer Type: The transducer type to be used.

® Working Mode: String voltage and current mode; Current only mode.

——End

Figure 3-70 Configuration of current transducer
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eBoxF | eBoxG | eBox-5 Battery Setting | Advanced | Uity | E
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iset threshold success
Group No. : From To Sync 9

Delete Node
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Mode Index: Delete sig-name sigid type size value
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I~ High resis major alarm e Sync

eMeter Params:

¥ Charge current limit |5 A [V Transducer type |1:200A
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|

3.9 Verifying the Hardware Installation

After the hardware installation, verify the installation.

Table 3-5 describes the check items and check methods for the hardware installation.
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Table 3-5 Hardware installation checklist

No. Check Item Check Method

1 Cables between eBats and Visually check that the red
Batteries are connected and black cables correctly
correctly and securely. and securely connect to the

Batteries.

2 eBats are secured on Visually check that eBats are
Batteries. secured.

3 The wireless communication | Consecutively press the code
signal indicator for eBats matching button on the eBat.
works properly. Visually check that the signal

indicator blinks in green at a
frequency of 0.5 Hz.

4 eBoxes are securely mounted | Manually check that the
to the wall. eBoxes are properly mounted

to the wall without drop risks.

5 The wireless communication | Visually check that the
signal indicator for eBoxes SETUP indicator is off.
works properly.

6 All battery screws are Perform operations by

secured.

referring to 3.7 Querying
Storage Battery
Information. If the number
of eBats are correct, battery
screws are properly secured.
Otherwise, check and secure
SCrews.
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Software Installation

About This Chapter

About This Chapter

Installing the eBIMS includes installing software and loading license files.

4.1 Hardware Requirements

4.2 Installing the eBIMS

4.3 Verifying the Software Installation
4.4 Registering the eBIMS

4.5 Uninstalling the eBIMS
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4.1 Hardware Requirements

To install the eBIMS, the software and hardware must meet installation requirements.

Table 4-1 shows the eBIMS requirements for software and hardware configurations.

Table 4-1 eBIMS hardware configuration requirements

Server
Configuration

Operating System

Database

Client

CPU: 2 x 4-core, 2.4
GHz or above

Memory: 32 GB or
above

Disk: 2.0 TB or
above

Windows Server
2008 R2 Standard
64-bit

The system is
equipped with a
database, so you do
not need to install
one.

Internet Explorer 8.0
or later versions

MnoTe

Recommended server: Tecal RH2288 V2-HS1IM00OSRS01-eBIMS Server Standard (Xeon
ES5-2609-4Core-2.4GHz-64bit, Mem 32G,2*1000G)

4.2 Installing the eBIMS

This section describes how to install the eBIMS. Comply with the requirements during the

Prerequisites

Context

installation.

® Windows Server 2008 is installed.

Hardware facilities meet configuration requirements.

® The directory for storing installation files can contain only characters, digits, -, and _.

Otherwise, the eBIMS cannot be installed.

To ensure secure and stable running of the eBIMS, harden the operating system and antivirus
software by referring to the following guides:

® ¢BIMS VI00R002C00 Windows Server 2008 R2 Security Hardening User Guide
® eBIMS V100R002C00 Windows Server 2008 R2 Antivirus Solution User Guide

The guides are available on http://support.huawei.com.
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Procedure

Step1 Log into Windows Server 2008 using an account with the operation right.
(Onote

The eBIMS cannot be installed in a remotely shared directory.
Step 2 Double-click setup.bat to start the eBIMS installation.

Step 3 Inthe Choose a Language dialog Box, select a language and click OK. The eBIMS installation
dialog Box is displayed.

MnoTe

The system automatically checks whether the current environment meets the requirements for installing
the eBIMS. If the current environment does not meet the requirements, the system will display a message.

Step 4 Click Next. The Copyright Notice dialog Box is displayed, as shown in Figure 4-1.

Figure 4-1 Copyright Notice
eIl =BIMS AppBase ﬂn

eBIMS Platform

Copyright Notice

[ »

Your use of this software via installation, duplication, or any other form
whatsoever shall be considered your acceptance to the clauses set forth in this
License Agreement that you are entering into with Huawei Technologies Co., Ltd.
(hereafter referred to as "Huawei"). If you do not agree to the terms of this
agreement, please contact Huawei immediately and refrain from installing, copying,
or using the Software Product in any manner whatsoever in addition to deleting
any portion of the software that may have already been installed.

-

Please read above agreement carefully ™ I agree ) 1do not agree

= Previous || Mext = || Cancel

Step 5 Click I agree and click Next. The Server Parameters dialog Box is displayed, as shown in
Figure 4-2.
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Figure 4-2 Setting server parameters

el =BIMS AppBase EIED

eBIMS Platform

Set Installation Parameters

IP Address Type: ) IPvd 2 IPvG 23 IP Dual-stack

Server IP Address:  |10.85.181.38 |- |

Server IPVE Address: | |

Server Port: |8EI'8EI' |

Installation Directory: D:H\eBIMS IZI
= Previous || MNext = || Cancel
(MnoTe

® Server IP Address: indicates the default IP address of the eBIMS server. If the server has multiple IP
addresses, select a public IP address from the drop-down list.

Server Port: The default port number is 8080.

The eBIMS is installed in drive D by default. You can change the installation directory. The directory
should not contain Chinese characters, special characters, or spaces and its name length should be no
longer than 60 characters.

® To ensure successful eBIMS installation, verify that the eBIMS installation directory is empty before
the installation.

Step 6 Click Next. In the Database Parameters dialog Box, set parameters and click Next, as shown
in Figure 4-3.
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Figure 4-3 Setting database parameters

el =BIMS AppBase

eBIMS Platform

Database Parameters

*Tip: Install a new MySQL Instance.

Database Type: |

Super User Name:

Super User Password:

Confirm Super User Password:

User Name:

User Password: | -----------

Confirm User Password:

Database Port:

Data file directony:

= Previous ||

Mext = | | Cancel

(MnoTe

Database Type: The default database is MySQL.

Super User Name: The default database administrator user name is ebimssys.

Super User Password: The default database administrator password is Changeme1234. It is

recommended that you set a password by yourself.

User Name: The default database common user name is commonuser.

User Password: The default database common user password is Changeme123. It is recommended

that you set a password by yourself.

Database Port: The default database port number is 33306.

Data file directory: The default database directory is MySQL under the eBIMS installation directory.

Step 7 Click Next. The Components Select dialog Box is displayed, as shown in Figure 4-4.
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Figure 4-4 Components Select

eIl =BIMS AppBase ﬂn

eBIMS Platform

Select Software Components To Be Installed
Components Information of components
¢ FES eBIMS =]
¢ WIES AppBase

[¥leBIMS AppBase Component

MReport Management Component
MManagement Systems Integration (

¢ WIES business Package
WDevice Management
MBattery Management
WConfigure Management
#Devices Upgrade

LAl ot o B Lot

| «] ] | [ ]

[4]

| = Previous || Mext = || Cancel

MnoTe

All components are selected by default.

Step 8 Click Next. The Summary dialog box is displayed, as shown in Figure 4-5.

Figure 4-5 Summary
elllE =BIMS AppBase ﬂn

eBIMS Platform

Summary

[Basic Information] -
Product Name:eBIMS

Product version: V100R002C00

Physical memory: 3520 MB

05 type: Windows

0S version: Windows 7 Professional Service Pack 1

[Set Installation Parameters]
Server IP Address:10.85.181.38
Server Port:B0OS0

Installation Directory:D:\eBIMS
Disk space required:0144 MB

‘]

F.

= Previous || Mext = || Cancel
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MnoTe

If the installation information is incorrect, click Previous to reset the installation information.
Step 9 After confirming the installation information, click Next. The system starts to install the eBIMS,

as shown in Figure 4-6.

Figure 4-6 Installation process

eElH =BIMS AppBase ﬂn

eBIMS Platform

Copying files, please wait...

3rdparty\nodejs\node_modules\npminode_modules\node-gyphaypieylibhgypininja_syn...

[ concei ]

Step 10 Wait about 3 to 5 minutes, the Installation Completed dialog Box is displayed. Then click
Finish.

MnoTe

® The default user name is admin and the default password is Changeme123. You can change them the
first time you log in to the eBIMS.

® Please change the admin user's password periodically.

—End

4.3 Verifying the Software Installation

This section describes how to verify the software installation.

Procedure

Step1 Verify that the eBIMS Console shortcut icon is displayed on the desktop.

Step 2 Start the eBIMS service. If the message starting eBIMS system succeeded. is displayed, the
eBIMS service has been started.

Start the eBIMS service using either of the following two methods:
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® Double-click the eBIMS Console shortcut icon on the desktop. In the displayed eBIMS
Console dialog box, click Start.

® Choose Start > All Programs > eBIMS > eBIMS Console. In the displayed eBIMS
Console dialog box, click Start.

Step 3 Log in to the eBIMS server from the client by using the Internet Explorer 8.0.

1. Open Internet Explorer.

2. Choose Tools > Internet Options from the main menu. In the Internet Options dialog
Box, click the Security tab, and click Custom Level.

3. Inthe Security Settings dialog Box, click Enable under Downloads > Automatic
prompting for file downloads, and click OK.

4. Enter http://Server IP address:Port ID in the address bar and press Enter.
(Onote

® Server IP address indicates the server IP address configured when installing the eBIMS.
® Port ID is 8080 by default.

5. Install a security certificate when logging in to the eBIMS server for the first time. Click
Continue to this website (not recommended), as shown in Figure 4-7.

Figure 4-7 Message indicating an incorrect certificate

he seqinty certificabe presented Dy this website was not ssued by a trusted cerbficate authority

Secunty certficate problems may imdicate an attempt to fool you or ntercept amy data vou send to the

ErvEr
Wae recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage

% Continue to this website (not recommended)

6. Click Certificate Error on the right of the address bar.

7. In the Untrusted Certificate dialog Box, click View certificates, as shown in Figure
4-8.
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8.

Figure 4-8 Message indicating an untrusted certificate

» | b Certificate Error

x
'a‘ Untrusted Certificate

The security certificate presented by this
website weas not issued by a trusted
certificate authority.

This problem might indicate an attermpt to
fool you or intercept any data you send to
the server,

We recommend thatyou close this webpage.

About certificate errors

Wiewr certificates

In the Certificate dialog Box, click Install Certificate on the General tab page, as shown

in Figure 4-9.
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Figure 4-9 Certificate information

-~ =

Certificate %3 |

General | Detais | Certifcation Path |

.@ﬂ Certificate Information

This CA Rook certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 10.137.59.249

Issued by: 10.137.59.249

valid from 2011 7/ 4 bo 2021f 5f 12

|[nsta|| Certiic.ate...] Issuer Statement

Learn more abouk certificates

[ ox ]

9. Inthe Certificate Import Wizard dialog Box, retain the default settings and click Next
until the installation is completed. Then, click Finish, as shown in Figure 4-10.
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Figure 4-10 Certification importing wizard

=

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate brust
lists, and certificate revocation lists from your disk to a
certificate store.

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko protect data or o eskablish secure netwark,
conneckions. A& certificate store is the system area where
certificates are kept,

To conkinue, chck Meot,

<Back || Mext> 1 I fancel ]

10. In the displayed Certificate Import Wizard dialog box, select Place all certificate in the
following store and click Browse, as shown in Figure 4-11.
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11.

12.

Figure 4-11 Certificate Import Wizard
e =)

| certiicnte store
Certificate stores are system areas where certificates are kept.

Windows can automatcally select & certificats store, or yau can specify a location for
the certificate.

(7 Austomatically select the certificate store based on the type of certificate
' @ Place all cartificates in the following store l
Certificate store:

Learn more about cerlificate stores

<gack || Mext> | [ cancel

In the displayed Select Certificate Store dialog box, select Trusted Root Certification
Authorities and click OK, as shown in Figure 4-12.

Figure 4-12 Select Certificate Store
rSeIev:t Certificate Store ﬂ'ﬂ

Select the certificate store you want to use, |

| Personal i
i |:|
i+ | Enterprise Trust &
| | % Intermediate Certification Authorities |
Lol Active Directory User Ohbject Il i|

Lo Trieted Priblichere
[ i | »

| Showr physical stores

Lo | [ concel |

In the displayed Certificate Import Wizard dialog box, click Next, as shown in Figure
4-13.
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Figure 4-13 Certificate Import Wizard
r;ﬁertiﬁcate Import Wizard i i F ﬂ—‘

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatcally select & certificats store, or yau can specify a location for
the certificate.

(7 Austomatically select the certificate store based on the type of certificate
' @ Place all cartificates in the following store m

Certificate store:
Trusted Root Certification Authorities

Learn more about cerlificate stores

<gack || mext> | [ cancel

13. Inthe displayed Certificate Import Wizard dialog box, click Finish.
14. In the displayed Security Warning dialog box, click Yes, as shown in Figure 4-14.
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Figure 4-14 Completing the Certificate Import Wizard

[ o B
Certificate Import Wizard o ;

. Completing the Certificate Import
' Wizard

The certificate wil be imported after you dick Fnish.

e ,"J You have spedfied the folowing settings: |

o o e T T Trusted Root Certific w

Content Certificate

| <gack |[ Fnsh | [ cancel

15. Click Finish.

16. Openthe Internet Explorer again, enter http://server IP address:port number in the address
bar, and click Enter.

17. Enter the user name admin and the default password Changeme123, and click Login.

—--End

4.4 Registering the eBIMS

When the initial license of the eBIMS expires, load a new license file and register the eBIMS
to ensure that the eBIMS works properly.

The eBIMS provides a license with a validity period when the eBIMS is installed the first time.
When the license expires, a new license file must be loaded to ensure proper running of the
eBIMS.

A license file can be reloaded in the following two scenarios:

1. Loading the license file before the initial license expiration

2. Loading the license file after initial license expiration

4.4.1 Loading a New License File Before the Initial License Expires

Apply for a new license and load the license file before the initial license expires.
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Procedure
Step1 Specify User name and Password to log in to the eBIMS.
Step 2 Choose System > License Management and click Obtain ESN.

Step 3 In the displayed Obtain ESN dialog box, select Select network adapters and click Generate
ESN, as shown in Figure 4-15.

Figure 4-15 Obtain ESN

Obtain EEN x

@  Select network adapters: 24-BE-05-0D-33-BD Et
Enter a MAC address:

(For example, 00-24-7E-0E-D3-04)

Generate ESM Cancel

Mnote

An ESN (Equipment Serial Number) is a string that uniquely identifies a device. It ensures that the license
is granted to the specified device. If the server is equipped with multiple network adapters, record the ESN's
for all the network adapters.

Select the network adapter whose IP address is the one defined for the eBIMS.

Step 4 Log in to http://support.huawei.com/support/, fill the license application information, and
click Submit.

MnoTe

After the application is granted, a license is sent to you by email.
Step 5 Choose System > License Management and click Import License.

Step 6 In the displayed Import License dialog box, select a license file and click Import, as shown in
Figure 4-16.
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Figure 4-16 Import License

Import License
ElImpaert License

License file:

the license to take effect.

Cancel

[
L1 .

Upload

The upload license file must be less than 1 MB. After successfully uploading the license file, click Apply for

Step 7 Click Apply.

—End

4.4.2 Loading a New License File After the Initial License Expires

After the initial license expires, apply for a new license and load the license file again to ensure

that the eBIMS works normally.

Procedure

Step 1 Click here on the eBIMS login page, as shown in Figure 4-17.

Figure 4-17 eBIMS login page

&2 nuawer BEIIEY weicome to eBIMS

User name:
Password:

S Login
i Technologies-Co., ktd. 2011-2014. All rights reserved.

hitep:/ vy
Copyright: @ H

Step 2 In the displayed dialog box, click here, as shown in Figure 4-18.

(@Help

Issue 02 (2015-01-09) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

72



eBIMS

Product Installation Guide 4 Software Installation

Figure 4-18 ESN entry dialog box

Regist icense
Please input the password and choose the bicense file to regist.
The licensa fie must be less than 1M.

Return to login page

or Cick NEre to obtain ESN.
Password:

License file:

Step 3 In the displayed Obtain ESN dialog box, select Select network adapters and click Generate
ESN, as shown in Figure 4-19.

Figure 4-19 Obtain ESN

Obtain EEN x

@  Select network adapters: l24—BE-|.'.IS-DD—39-BD EI

Enter a MAC address:

(For example, 00-24-7E-0E-D9-04)

Generate ESM Cancel

(MnoTe

An ESN (Equipment Serial Number) is a string that uniquely identifies a device. It ensures that the license

is granted to the specified device. If the server is equipped with multiple network adapters, record the ESN's
for all the network adapters.

Step 4 Log in to http://support.huawei.com/support/, fill the license application information, and
click Submit.

MnoTe

After the application is granted, a license is sent to you by email.
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Step 5

Repeat Step 1 and Step 2, enter the administrator's password, select the license, and click
Import.

WnoTE

After the license is loaded successfully, the eBIMS login page is displayed.

—End

4.5 Uninstalling the eBIMS

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

This section describes how to uninstall the eBIMS.

Choose Start>All Programs>eBIMS>eBIMS Console. In the displayed eBIMS Console
dialog box, click Stop.

Choose Start>All Programs>eBIMS>uninstall eBIMS.
(Lnote

After the uninstallation, eBIMS data is deleted. If you need to save eBIMS data, back up the data as
prompted.

In the Confirm uninstallation dialog box, click Next.
In the Confirm dialog box, click Yes.
In the Uninstallation Completed dialog box, click Finish.

—End

Follow-up Procedure

1. Verify that the shortcut icons are deleted from the desktop.
2. Verify that the eBIMS installation directory is deleted.
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FAQ

About This Chapter

About This Chapter
Frequently asked questions about the installation of eBIMS
5.1 How Can I Modify the Database eBIMS IP Address?
5.2 How Can I Connect the eBox to a Laptop?
5.3 How Can I Do If an Access Failure Message Is Displayed?
5.4 How Can I Enable Automatic prompting for file downloads of the Internet Explorer?
5.5 How Do I Set a Database User Name and Password?
5.6 How Do I Change the Initial Login Password?
5.7 How Do I Change the Initial Login Password of maintenance tool?
5.8 How Do I Reinstall the eBIMS System?

5.9 How Can I Handle the Problem that Forward and Backward Buttons Are Unavailable When
Accessing the eBIMS Using the Internet Explorer?

5.10 How Can [ Handle the Problem that Web Page Cannot Be Displayed Normally When Using
the Internet Explorer on Windows 2008 OS?

5.11 How Can I Handle the Problem that Security Warnings Are Displayed When Logging in
to the eBIMS?

5.12 How Can I Handle the Problem of Internet Explorer Closing When Logging In to the
eBIMS?

5.13 How Can I Handle the Problem of Failure in Logging In to the eBIMS When Cookies Are
Disabled?

5.14 How Can I Handle the Problem of Layout Disorder When Logging In to the eBIMS?

5.15 How Can I Handle the Problem that Exporting eBIMS Data Fails Using the Internet
Explorer?
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5.16 How Can I Handle the Problem that Login to the eBIMS Fails and the Account Is Locked?
5.17 How to change eBox command line password
5.18 How to import CA Certificate?

5.19 How to create self-signed certificate?
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5.1 How Can I Modify the Database eBIMS IP Address?

Question

After the server IP address is changed, how do I modify the database eBIMS IP address?

Answer

Step1 Choose Start> All Programs > eBIMS > eBIMS Console. In the eBIMS Console dialog box,
click Stop.

Step 2 Modify the database eBIMS IP address using an IP address modification tool.

1. Choose Start > All Programs > eBIMS Console> Tools > IP Change Tool to start the
IP address modification tool.

2. Inthe IP Change Tool dialog box, choose the desired server IP address and click
Modify.

3. Click Yes when the system prompts you to continue.

4. In the displayed window, click Confirm.

Step 3 Start the eBIMS service.

® On the Windows OS, choose Start > All Programs > eBIMS > eBIMS Console. In the
displayed eBIMS Console dialog box, click Start.

—--End

5.2 How Can I Connect the eBox to a Laptop?

Question

How can I connect the eBox to a laptop?

Answer

Step 1 Connect the eBox to a laptop using a USB cable.

Step 2 Install the USB serial driver on the laptop. After the installation is successful, a new COM port
is displayed in the Device Manager window, as shown in Figure 5-1.
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Figure 5-1 New COM port
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(MnoTe

Obtain the USB serial driver at http://support.huawei.com.

Step 3 Choose Start > All Programs > Accessories > hypertrm to open HyperTerminal.

(MnoTe

You can also use the eBox parameter configuration tool to obtain the COM port information from the

laptop.

Step 4 Select the number of the COM port configured in Step 2, as shown in Figure 5-2.
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Figure 5-2 Setting COM port number

5 = o
Connect To m

Erter details for the phone number that you want to dial:

Courtry/region: | China (25)
Area code: | 7RG

Phone number: |

Connect using: [CDM4 - ]

| ok || cance |

Step 5 Set COM port parameters, as shown in Figure 5-3.

Figure 5-3 Setting COM port parameters

[ - l
COM3 Properties |2 i S

Port Settings
Bits per second: [E?E'DIJ v]
Data bits: [E v]
Parity: [Nune v]
Stop bits: [1 v]
Flow control: [Nune v]
[ Restore Defaults ]
ok J| Cancsl || ooy |

Step 6 Enter the password of the eBox CLI to configure and commission the eBox, as shown in Figure
5-4.
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Figure 5-4 Configuring eBox CLI

Login Password:sssxexxxrexx

Enter CLI!

->showebox
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HUAWET HS Svustem
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eBox SHVer: Y115

RF2.4 SWVer: V105
RF2.4 PANID: Bx8c18

Board Info: Fast Ethernet

SHNHP Y3 YES

IP Address: 192.168.0.33

Base: 16:48:41 Aug B6 2013
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MnoTe

The initial password of the eBox CLI is Huawei_eBox.

—End

5.3 How Can I Do If an Access Failure Message Is
Displayed?

Question
After the eBIMS server starts, logging in to the eBIMS server by using a browser fails and an

access failure message is displayed. How can I rectify this failure?

Answer

Step1 Choose Start>Control Panel.
Step 2 Double-click Administrative Tools and double-click Services.
Step 3 In the Services dialog Box, double-click Security Center.

Step 4 In the Security Center Properties dialog Box, select Disabled as Startup type and click
Stop under Service status.

Step 5 Click OK.
Step 6 Log in to the eBIMS server by using the browser.

—End
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5.4 How Can I Enable Automatic prompting for file
downloads of the Internet Explorer?

Question

Answer

Step 1

Step 2

Step 3

Step 4

Files fail to be downloaded from the eBIMS. How can I enable automatic prompting for file
downloads of the Internet Explorer?

Open Internet Explorer.

Choose Tools>Internet Options from the main menu. In the Internet Options dialog Box,
click the Security tab, and click Custom Level.

In the Security Settings dialog box, click Enable under Download>Automatic prompting for
file downloads.

Click OK.

—End

5.5 How Do I Set a Database User Name and Password?

Question

Answer

Step 1

Step 2

Step 3

How do I set a database user name and password?

The databases are installed automatically when you install the eBIMS. The system asks you to
enter a user name and password.

The super administrator user name of the database is root, which cannot be changed. You can
set a password for the user name.

The default database eBIMS user name is commonuser, which can be changed. You can set a
password for the user name.

WnoTE

The password must contain at least an upper-case letter (A to Z), a lower-case letter (a to z), and a digit (0
t0 9).

You can also define the database user name and password for the maintenance system.

—--End
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5.6 How Do I Change the Initial Login Password?

Question

Answer

Step 1

Step 2

Step 3

How do I change the user password after logging into the eBIMS the first time?

After the eBIMS is installed, the initial user name is admin, and the initial user password is
Changeme123.

After you log in to the eBIMS the first time, the system forcibly asks you to change the password.
For details about the password rules, see the password modification page.

After changing the password successfully, use the new password when you log in to the eBIMS
the next time.

——End
MnoTe

Please change admin user's password periodically.

5.7 How Do I Change the Initial Login Password of
maintenance tool?

Question

Answer

Step1

Step 2

Step 3

How do I change the user password after logging into the eBIMS maintenance web page for the
first time?

After the eBIMS is installed, the initial user name for maintenance tool is sys, and the initial
user password is Changeme123.

After you log in to the eBIMS maintenance tool for the first time, the system forcibly asks you
to change the password. For details about the password rules, see the password modification

page.

After changing the password successfully, use the new password when you log in to the eBIMS
the next time.

——End
MnoTe

® Web link for maintenance tool: http://ebimsIP:8088

® Please change sys user's password periodically.
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5.8 How Do I Reinstall the eBIMS System?

Question

After uninstalling the eBIMS, how do I reinstall it?

Answer

Step 1 Restart the eBIMS system after uninstalling the eBIMS.
Step 2 Delete the original installation directory, and install the eBIMS system again.

—End

5.9 How Can I Handle the Problem that Forward and
Backward Buttons Are Unavailable When Accessing the
eBIMS Using the Internet Explorer?

Question

How can I handle the problem that forward and backward buttons are unavailable when accessing
the eBIMS using the Internet Explorer?

Answer

Step 1 Install the Internet Explorer 9 with other versions or perform page switch from the eBIMS menu.
Do not use Forward or Backward provided by the browser.

—End

5.10 How Can I Handle the Problem that Web Page Cannot
Be Displayed Normally When Using the Internet Explorer
on Windows 2008 OS?

Question

How can I handle the problem that web page cannot be displayed normally when using the
Internet Explorer on Windows 2008 OS?

Answer

Step1 Open the Internet Explorer and choose Tools>Internet Options. In the Internet Options dialog
box, click the Security tab page and click Trusted sites. Add the eBIMS website (https://eBIMS
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server IP address:eBIMS server port number/) to the trusted site list and set the security level
to Low.

——-End

5.11 How Can I Handle the Problem that Security Warnings
Are Displayed When Logging in to the eBIMS?

Question

How can I handle the problem that security warnings are displayed when logging in to the
eBIMS?

Answer

Step 1 In the Security Warning dialog box, click Add.

Step 2 In the Internet Options dialog box of the Internet Explorer, click the Security tab page and
select Trusted sites.

Step 3 Click Sites. In the Trusted sites dialog box, enter the eBIMS website in the Add this website
to the zone: text box and click Add.

Step 4 Click Close.
Step 5 Restart the Internet Explorer to log in to the eBIMS.

—-End

5.12 How Can I Handle the Problem of Internet Explorer
Closing When Logging In to the eBIMS?

Question

How can I handle the problem of Internet Explorer closing when logging in to the eBIMS?

Answer

Step 1 In the Internet Options dialog box of the Internet Explorer, click the Privacy tab page and
deselect Block pop-ups.

Step 2 Click OK.
Step 3 Restart the Internet Explorer to log in to the eBIMS.

—End
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5.13 How Can I Handle the Problem of Failure in Logging
In to the eBIMS When Cookies Are Disabled?

Question

How can I handle the problem of failure in logging in to the eBIMS when cookies are disabled?

Answer
Step 1 Open the Internet Explorer and choose Tools>RoboForm Toolbar.
Step 2 On the RoboForm Toolbar page, click Cache and deselect Disable Cookies.
Step 3 Restart the Internet Explorer.

—--End

5.14 How Can I Handle the Problem of Layout Disorder
When Logging In to the eBIMS?

Question

How can I handle the problem of layout disorder when logging in to the eBIMS?

Answer

Step1 Open the Internet Explorer and choose Tools>Compatibility View.

Step 2 In the Compatibility View dialog box, deselect Include updated website lists from
Microsoft, Display intranet sites in Compatibility View, and Display all websites in
Compatibility View.

Step 3 Click Close.

—End

5.15 How Can I Handle the Problem that Exporting eBIMS
Data Fails Using the Internet Explorer?

Question

How can I handle the problem that exporting eBIMS data fails using the Internet Explorer?
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Answer

Step1 Choose Tool>Internet Options from the main menu. In the Internet Options dialog box, click
the Security tab, and click Custom Level.

Step 2 Inthe Security Settings dialog box, click Enable under Download>Automatic prompting for
file downloads.

Step 3 Click OK.

Step 4 Restart the Internet Explorer to log in to the eBIMS.

—--End

5.16 How Can I Handle the Problem that Login to the eBIMS
Fails and the Account Is Locked?

Question

How can I handle the problem that login to the eBIMS fails and the account is locked?

Answer

Step1 Log in to the eBIMS again after 30 minutes.
(Onote

User admin can use other computers to log in to the eBIMS.

—--End

5.17 How to change eBox command line password

Question
How to change eBox command line password, after logged in?
(Lnote
It is recommended to change the default password to avoid the security risk.
Answer

Step 1 Doulbe click eConfig PC.exe to start the config tool.
(Mnote

For the first time to use eConfig tool, please double click eConfig_reg.bat firstly to register eConfig to your
PC.

Step 2 Select the correct COM port, then input default password: Huawei_eBox, and click Open.

Step 3 Input chgpwd [old pwd] [new pwd] [new pwd] at the right bottom input box, and then click
send.
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® For example, the old password is Huawei_eBox, and new password is Huawei_eBoxV1, please input
chgpwd Huawei_eBox Huawei_eBoxV1 Huawei_eBoxV1, then click send at the right bottom input
box. For successful operation, there should be a Set CLI password success! in the display area on the
right part of eConfig window.

® Please change the eBox command line password periodically.

—End

5.18 How to import CA Certificate?

Question

How to import CA Certificate?

Answer

CA Certificate is a kind of Digital Certificate, which was used to establish a secure
communication channel between client browser and Web server. Communication data was
encrypted by encryption algorithm.

Table 5-1 Self-Signed Certificate and CA Certificate

Certificate Type

Comments

How to get

Self-Signed Certificate

Temporary certificates
installed by eBIMS, which
was used go enable the the
secure communication of
eBIMS after installation.

eBIMS support
SHA1withRSA and
SHA256withRSA, default is
SHA256withRSA. SHA is
Secure Hash Algorithm,
which was used for
generation of digital
signature. SHA is Secure
Hash Algorithm 1. SHA256's
hash value length is 256.
RSA is the most popular
encryption algorithm, which
was used to make digital
signature.

Import CA Certificate or
Create Self-signed
Certificate are supported
after installation to replace
the temporary certificates
installed by eBIMS.

CA Certificate

Signed by certificate
authority.

Apply for CA certificate to
official certificate authority.
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Step 1 Double click eBIMS Console on desktop, or Start > All programs > eBIMS > eBIMS
Console. eBIMS Console dialog should be displayed.

Step 2 Select Tools > Certificate Tool. Certificate Tool dialog should be displayed.

Step 3
Step 4

Select Import CA Certificate, then Next.

be enabled after restart of eBIMS.

~—End
(MnoTe

® Please import or change the certificate with different password periodically.

® Certificate Tool menu is enabled after eBIMS service was stopped.

5.19 How to create self-signed certificate?

Question

How to create self-signed certificate?

Answer

CA Certificate is a kind of Digital Certificate, which was used to establish a secure
communication channel between client browser and Web server. Communication data was
encrypted by encryption algorithm.

Table 5-2 Self-Signed Certificate and CA Certificate

Select a CA certificate and input the correct password, then click Apply. New certificate should

Certificate Type

Comments

How to get

Self-Signed Certificate

Temporary certificates
installed by eBIMS, which
was used go enable the the
secure communication of
eBIMS after installation.

eBIMS support

SHA 1withRSA and
SHA256withRSA, default is
SHA256withRSA. SHA is
Secure Hash Algorithm,
which was used for
generation of digital
signature. SHA1 is Secure
Hash Algorithm 1. SHA256's
hash value length is 256.
RSA is the most popular
encryption algorithm, which
was used to make digital
signature.

Import CA Certificate or
Create Self-signed
Certificate are supported
after installation to replace
the temporary certificates
installed by eBIMS.
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Certificate Type Comments How to get
CA Certificate Signed by certificate Apply for CA certificate to
authority. official certificate authority.

Step1 Double click eBIMS Console on desktop, or Start > All programs > eBIMS > eBIMS
Console. eBIMS Console dialog should be displayed.

Step 2 Select Tools > Certificate Tool. Certificate Tool dialog should be displayed.
Step 3 Select Create Self-signed Certificate, then click Next.

Step 4 Select your wanted encryption algorithm, then click Apply. New certificate should be enabled
after restart of eBIMS.

—End
MnoTe

® Please import or change the certificate with different password periodically.

® Certificate Tool menu is enabled after eBIMS service was stopped.
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