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FCC Statement:

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instruction manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own

expense.

CE Statement:
RF INTERFERENCE WARNING: This is a Class A product. In a domestic environment this product

may cause radio frequency (RF) interference, in which case the user may be required to take

adequate measures.
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1.0 Background

This document is intended as a guide to the end user to get started using the nuRF Wireless
System.

For instructions on installing and setting up the nuRF Wireless System, refer to the Installation
Manual or contact your solution provider.

This document is serves as a general reference to all variants of nuRF Wireless System,
including but not limited to Demo System and Enterprise System. As such, some of the screen
captures may vary depending on the system version.
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2.0 Starting Up

The following provides steps for the initial start up of the nuRF Wireless System.

2.1 Start the nuRF Engine

If the nuRF Engine has already started as part of the system installation, skip the
following steps and go to 2.3.

2.1.1 Click on the “Start” button

_ ———

| @ Default Programs | "
@ Desktop Gadget Gallery
& Intemet Explorer : B

% nuRF.ApplicationTray.exe
& Windows DVD Maker FreeAlliance
55 Windows Fax and Scan
€ Windows Media Center
@ Windows Media Player
E.:] Windows Update

<8, KPS Viewer

Documents
Pictures

Music
Accessories

T o T
avast! Free Antivirus e
Games

Microsoft SQL Server 2008
Microsoft SQL Server 2008 R2 Movember Control Panel

o

L

b

. Maintenance Computer
'

k

A Startup

Devices and Printers
Default Programs

Help and Support

Click on the “nuRF.ApplicationTray.exe”

2.1.2 A small icon on the appear on the window taskbar as shown below
=

o

==
Y|

nuRFAppfic...

° 501
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2.2 Start the web server, Internet Information Services (II1S)
If 1IS is started, skip the following steps and go to 2.3.

2.2.1 In the existing installation of nuRF Wireless System, run the “Computer
Management” by navigating from “Start” button to “Computer” and then right-click
the “Computer”, as shown below.

.. BlackBerry -
. CutePDF
.. DellInc STAN
. Dell Webcam
L Dell Wireless Documents

| FastAccess Facial Recognition

| Games Pictures

. Google Chrome
. Hide Photos
i HP
| Maintenance
| Microsoft ASP.NET 2.0 AJAX Extensions | |
. Microsoft Developer Network
. Microsoft GIF Animator
. Microsoft Office
L Microsoft SQL Server 2008

. Micresoft Visual SourceSafe
. Microsoft Visual Studio 2008
L Microsoft Windows SDK v6.04
. Nokia PC Suite
. nuRF AP Tester
. Startup bt

Music

Games

Open
Manage

Map network drive...

Disconnect network drive...

Show on Desktop

Rename

Properties

Back

Py
L3

PR R " T T e

File Action View Help

le=El= BE

[ '25‘, VCTomrpimer Manag@ment il:.océ\ Name ACDoR

4 |} System Tools 5 e — _ —
i ~ System Tools Computer Management (L. &«
| & (5 Task Scheduler Tt 5 Sl A
> [B] Event Viewer
1 4l Shared Folders

o
‘%,Stwrage More Actions >
s Services and Applications

i+ @ Local Users and Groups
i () Performance
) Device Manager
3 storage
=9 Disk Management
b T Services and Applications
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2.2.4 In the left panel, click on the “Services and Applications” and then click on
“Internet Information Services (IIS) Manager”. Screen will appear as shown below.

4 computer Management =

nuRF User Guide

File Action View Help

== =G B

A Computer Management (Local)

i
r 4 b System Tools :"_j EJ ‘Gi B IERERE T |ih = @

1+ (5) Task Scheduler

¢ — l'
i» [ Event Viewer $ STAN-PC Home R e
&> ] Shared Folders Iz - = nage Server
i~ [ 1 95 STAN-PC (STAN-PCISTAN) o
I @ Performance YT 7
. Device Manager 1 =
4 82 Storage = \&? ‘
=% Disk Management N L
Ty Servi i NET NET I
# [y Servicesiand Anilicatiahs Authorizat.. Compilation
H:! Internet Information Services (I5) Manager
£, Services = Online Help
\ Z @
&% WMI Control o

. [f§f SQL Server Configuration Manager -NET Error WNET

Pages  Globalization

NET Trust  Application
Levels Settings

B

Connection  Machine Key

Strings

= @
Pagesand  Providers
Controls

& =

[ =11 Festures View |i2 Content View

If the “Start” button on the right panel is clickable, the 1IS Web Services is not yet
started. Click on the “Start” button to start the 1IS Web Services.

If the “Start” button on the right panel is non-clickable, the 1IS Web Services is
already started.
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2.3 Login

2.3.1 Start Internet Explorer 7.0 and enter the nuRF Wireless System web URL to go to
the login page.

& Free Alliance

4 remvasive wineiess

\Welcome to JNP Technologies - Assets and Personnel Tracking and Manitoring System,

LogIn:

User Name:
Password:
[CRemernber me next time,

Copyrights@ Free Aliance Sdn. Bhd, v2010.02.2

For this installation, the URL is http://192.168.1.200/nuRFWireless2.2

2.3.2 Enter “admin” as user name and “password” as password. Click on the “Log In”
button.

2.3.3 The default screen will be shown as below.

\& " Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting System Management

View real-time active tags information

| Filter riteria: B
TagID: K | Battery Level - Zone: =
Name: Motion State: ¥ Type: =
Filter Reset
| Tag Tracker [\ Configure Alert Trigger # Edit Tag

Ho IO Type HName Motion | Zone Batery  Temperature  Time
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2.4

View Connected Access Points

The nuRF Access Point automatically registers to the nuRF Wireless System service
found on the network.

2.4.1 Click on the menu item “System Management” and click on “Manage Access
Points”.

Manage zones

Nanage Maps

MEnagze musa for ATLE

£, Configure Alert Trigeer & Edit Tag

. Nanage Users

MBNASE USHTS BB EhAW ErwiagES

2.4.2 The “Manage Access Points” page will appear as follows.

PER

Tag Tracking Reporting -System Management 2 1712 4] "1

Manage Acces
Manage Access Points % Refresh

N 1P Addrass Port Typs Description Antenna Active Packets  Register Date Actions

1 127.0.0. :COM7 7 Reader o True 98 26 Jul 2010 10:06:51 i

2 127.0.0. 1:COM7 7 Reader 1] True 96 26 Jul 2010 10:06:51 & @

ssssssssssssss

s Points. Welcome admi g Ch; sword | Logout

If Access Points are connected to the nuRF Wireless System service, the entries

will be

shown here. The number of records reflects the number of AP and/or RF

channels (If APs with multiple RF channels are detected).

If no record is shown, precede the following steps:

Check the server IP address (192.168.1.200) as highlighted in Installation
Guide — Setup nuRF Server.

Check the nuRF Access Point driver (if using USB) as highlighted in
Installation Guide — Setup nuRF Server.

Check “nuRF.ApplicationTray.exe.config” as highlighted in Installation
Guide — Install and configure nuRF Engine.

Check “web.config” as highlighted in Installation Guides - Install and
configure nuRF Web Application.

Check the network connection between the server where nuRF Wireless
System is installed and the nuRF Access Points.
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2.5 Assigning Zones

Logical zones must be assigned to each Access Point (and their respective RF
Channels) in order for the system to show Tags detected by them.

This applies to all APs regardless of the antennas that are being used, or the different
types of APs.

2.5.1 Click on the menu item “System Management” and click on “Manage Zones”.

e el BCUVE tags NfeTat  Wamaon 1808 sicome admn 4§ Change Fassword jLogeut

FALEr L e
<3g D* ianige EC0EES ponis . . .
Eame; Wanage Zones - Types -
Mancge soncs
Fl=r - fo= :
Warage Madis e
Unnane nans for 3TLE
Tasn T, - B Cprdinaes Alard Trimame o Fgld Tam
Tag Tracker B AlrtTrigger o BRI
He i Tyt Moticn Zora Batery Tenparbore  Ting
Warage Uaers
5 A Tiacking L [ — » Tearsm O sheirin i ] iRERaT

2.5.2 Click on the “Add Zone".

«%  Free Aliiance

o A

2.5.3 “Add Zone” page will be shown as follows.

Add Zone 1%
MName:
Description : -
Access Points
Selectad 1P Address Port Antenna Type
127.0.0.1:COM7 7 1 Reader
127.0.0.1:COM7 7 2 Reader

Save ] l Cancel
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2.5.4 Enter the zone name in “Name” section and description in the “Description”
section. Then select the antenna and click “Save”.

Add Zone 3%
Mame: Zone Outside
Description : | Zone Outside the buiding a

Access Points

Selected 1P Address Paort Antenna Typ=
"4 127.0.0. 1:COM7 7 1 Reader
127.0.0. 1:COM7 7 2 Reader
Save ] ’ Cancel

2.5.5 Repeat step 2.5.2 to add another zone (e.g. if the AP has 2 RF channels).

Add Zone %
MName: Zone Inside
Description @ Zone Inside the building -

Access Points
Selected IF Address Port Antenna Type

4 127.0.0.1:COM7 7 2 Reader

’ Save ] ’ Cancel ]

NB: Note that only unassigned APs/RF channels will be shown in the list of
available Access Points.
NB: All zones must be registered to complete the setup for the List View function.

2.5.6 User has successfully completed the zone setup.
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2.6

Register new Tag(s)

A previously unregistered Tag must be registered in this manner for it to be monitored

and displayed by the web application.

2.6.1 Click on the menu item “System Management” and click on “Manage Tags”.

2.6.2

Mamags: Tags

Tag I - Zoe:
samEs = FEE =
. . Fitw || passr |
Hianag: idaps
ManaQe Mans Tor MLy
Tag Tracker Sifa Survey {4, Cosfigure Mlert Trigger  + Edil Tag
S8s Suriey Tubs
£ i T ki 2N LR Fomrarshors  Tooo
1 Ens At Iracera “ = o e i . STRLIFT R T W

The screen will appear as shown below.

FERVASIVE WIRELESS

g:; Free Alliance

2010/07/26 10:34:4

Tag Tracking Reporting System Management

[Manage Tags. \Welcome admin &g Change Password | Logout

Filter Criteria -~
Tag ID; Mame:
Manage Tags

Last Detected Time

Actions

CE |

MAC Address Transmit Interyal Type Hame

26 Jul 2010 10:34:44

D8:00:03:54 Unknown Unknown

The “Manage Tag” page will show all detected tags.
Unregistered tags will be highlighted in red colour.

Click on the “EX¥ icon to add the tag.
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2.6.3 “Add Tag” page is shown as below.

Add Tag ><
Tag ID:
Profile: Unknown hd
Name: Unknown
l Assign Owners “ Save ] [ Cancel ]

2.6.4 Select the desired profile from the “Profile” section.

NB: All profile will enable the monitoring and tracking of the Tag except the
“Unknown” Profile.

2.6.5 Enter the name of the asset or personnel in the “Name” section of the Tag and
other relevant information as shown in the screen below.

Add Tag ¥

Tag ID:

Profile: Asset Tracking -

Name: Computer 1

Serial No:
Brand:

Contact Person:
Email:

Phone:

Assign Owners ” Save ” Cancel
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2.6.6 Click “Save” to save the Tag information.

2.6.7 Tag successfully added will not be highlighted as shown in the screen below.

xf" Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting

Manage Tags.

Filter Criteria

Tag ID:

HManage Tags
Mo D MAC Address
i 852 D8:00:03:54

Transmit Interval

2 seconds

Name:
Type MName Last Detected Time Actions
Asset Tracking Computer 1 26l 2010 1042207 A F T

2010/07/2

Welcome admin - &g Change Password | Logout

-

2.7 Tracking of Tag
To perform real-time monitoring and tracking of the Tags registered within the system.

2.7.1 Click on the menu item “Tag Tracking” and click on “List View".

Wiew graphacal pressniaton o
tays iocaton

Mz

2.7.2 ¢

‘List View” page will appear as shown below.

Free Alliance

PLRVABIVE WIRELERS

=
w8
&

rting

is) Type

1 852 | AssetTradung

System Management

Hame

® Computer 1

Battery Level

Motion State:

Zone:

Type:

[, Configure Alert Trigger + Edit Tag

Battery

Hgh

Temperature  Tine

Ide 26.54 263 2010 10:45:23 A #

E.g. The Tag ID 852 is being tracked and currently it is on the “Zone Inside”.
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3.0 Configure Tag Alert Trigger

The system supports Alert Rules assigned to individual Tags. To configure the desired alert
triggers for a Tag, follow the steps below.

3.1 Accessing Tag Alert Configuration Screen

3.1.1 Click on the menu item “System Management” and click on “Manage Tags”.

«% = Free Alliance
e
Filtar Crb@rias . . - -
MANQge ALCESS FINTE
T lanags access pons = e =
et =
Hiama: Manage Tones - Twpa: .
—_—
Fee || dee |
Tag Tracker Sta Survey i\ Configure Mlert Trigger Edit Tag
Sie Survew Sule
He (=] T Mokar Zora Bettary Tempardors T
Mamage Users .
1 B52  AswtTacirg 8 s aad Bk peviages e Zsne Qutsie High .45 22010 125807 B #

3.1.2 “Manage Tags” page will appear as follow.

\\s}j‘ Free Alliance

PLEVABIVE WIRLLESS

Tag Tracking Reporting

Filter Criteria -
Tag ID: Name:

Hanage Tags
Ho o] MAC Address Transen® Interval Type Hame Last Detected Time Actions
1 88 D8:00:03:54 2 seconds Aszat Trading Computer 1 26 3ul 2010 10:50:20 _” £]

3.1.3 Click on the “ £A” icon on the selected tag to configure the alert trigger as shown
in the screen above.
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3.1.4 The “Configure alert trigger” for the selected tag will be shown as below.

Configure alert trigger: Computer 1

No  StartDate End Date Abssnce  Movement Tempersture | Battery Level  Bresch Zones
) #Page|t
Add Tag Alert Rule
Effective Date: fo
[C] Raise alert when tag absence for more than (in seconds):
[] Raise alert based on tag movement:
[] Raise alert when tag temperature greater than:

Raise alert when tag battery level equal or below than:

Raise alert when tag enter specific zone(s): FhnilnioEs Avndable Fones:
Zone Qutside
Zone Inside

Raise alert when tag is detected in specific zone without Selected Zones Available Zones
awner

I & ] [ Next ] I Close ]

This window consists of three screens as shown below.

Screen 1: Alert Rule Screen 1

Configure alert trigger: Computer 1 %
No | Start Date End Date Absence | Movement Tempersture | Battery level  Bresch Zones
) (44)Ppage |1 "
Add Tag Alert Rule
Effective Date: to

Raise alert when tag absence for more than (in secends):

Raise alert based on tag movement:

]

Raise alert when tag temperature greater than:
Raise alert when tag battery level equal or below than:
Raise alert when tag enter specific zone{s): CE Aaralahie Zomes.

Zone Inside

Raise alert when tag is detected in specific zone without Selected Zones Available Zones
owner

Zone Outside
Zone Inside

[ ikl ] l Next ] [ Close
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Screen 2: Alert Rule Screen 2

IConfigure alert trigger: Computer 1 ¥
No | Start Date End Date Absence  Movement Tempersture  Battery Level  Breach Zones
M) (14) Page |1 )
Add Tag Alert Rule
[] Raise alert when user press panic button:
[] Raise alert when tag dwell in specific zone(s): Timeout (seconds) :
Selected Zones Available Zones
Zone Qutside
Zone Inside
[] Raise alert when tag absence specific zone(s): Timeout (seconds) :
Selected Zones Available Zones
Zone Outside
Zone Inside
[ Back ] [ Next ] [ Close
Configure alert trigger: Computer 1 *
No  Start Date End Date Absence | Movement Tempersture  Battery Level | Breach Zones
M) 4 Page |1 U
Alert Action
[£] Email: [F]SMs:
NOTE: NOTE:
For multiphe email address, please use semicolon(;) 2= separator, ONLY one phene number is allowed for SMS Alert,
Escampesjimmy @fresaliance, com.my;amir@freealiance.com.my Telephone number format is country code + phone number.,
Example: 6012378288 {malaysia)
Trigger email and sms alert every 1 minute -
[ CCTV: Recording Time Preset Area
5 seconds waiting area
meeting room
engineering lab
cubicles
[ Back I [ ] [ ] [ Close ]

User can navigate between the screens via “Back” and “Next” button.

To save an alert, click on the “Save Alert” button.

To discard an alert without saving, click on the “Close” button.
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Setting an effective period of an alert

This is the first step to configure an alert. Each alert requires a start date and time as well
as an end date and time. User can set multiple effective periods for a Tag.

3.2.1 Click on the input box next to “Effective Date” line and a calendar selection
window will appear as shown below.

Configure alert trigger: Computer 1 X

Mo Start Date End Date Absence Movemant Tempersture Battery Level Breach Zones

H) (44 Page |1 »

Add Tag Alert Rule

Effective Date: 0

[7] Raise alert wi| < July, 2010 3

3.2.2

Su Mo Tu We Th Fr Sa

in seconds):

[] Raise alert ba
[[] Raise alert wi

[7] ‘Raise alert wi
[] Raise alert v

27

4
11
18
25

28 29 30 1 2

5 6 7 B 9
12 13 14 15 16
19 20 21 22 23
26 27 28 29 30

3
10
17
24
31

n

1 2 3 4 5 6 7

Today: July 26, 2010

low than:

Selected Zones

Available Zones
Zone Qutside
Zone Inside

i

[] Raise alert when tag is detected in specific zone withaut Selected Zones Available Zones
owner Zone Qutside
Zone Inside
[ ] [ Next J [ Close ]

Select the date for the start date and end date from the calendar as shown below.

Configure alert trigger: Computer 1

JI

Mext

i

Close I

No | Start Date End Date Abssnce  Movement Tempersture | Battery Level | Breach Zones
M) 4 Page |l M)
Add Tag Alert Rule
Effective Date: | 06 Jul 2010 00:00 ta
[T] Raise alert when tag absence for more than (in| 4 July, 2010 3
[T Raise alert based on tag movement: Su Mo Tu We Th Fr Sa
g 30
] Raise alert when tag temperature greater than: Toamad Al oL o 3
=i . ' h b | i 4 5 6 7 8 910
\:I R.afseaertw en tag battery ev.el equal or belo 1112 13 14 15 16 17
[] Raise alert when tag enter specific zone(s): 18 19 20 21 22 23 24 Available Zones
Zone Qutside
25 26 27 28 29 30 31 Zone Tnside
1 2 3 4 5 6 7
Today: July 26, 2010
[] Raise alert when tag is detected in specific zone without Seden il T Available Zones
owner Zone Qutside
Zone Inside

*®

NB: Effective date and time has to be configured for every alert.
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3.3 Raising alert when tag is absent for more than x (in seconds)

This step is to configure the alert when the tag is absent for specific time.

3.3.1 Inthe Alert Rule Screen 1, click on the box next to the line “Raise alert when tag
absent for more than (in seconds)” to activate this feature.

3.3.2 Enter the required time (in seconds) in the input box next to this line.

3.3.3 The screen will appear as shown below.

Configure alert trigger: Computer 1 %
No  Stert Date End Date Abssnce  Movemsnt Tempsrsture  Battery level  Braach Zones
W) (44} Page |1 "
Add Tag Alert Rule
Effective Date: | 06 Jul 2010 00:00 to |07 Jul 2010 23:59
[¥] Raise alert when tag absence for mare than (in seconds): 10

[7] Raise alert based on tag movement:
[] Raise alert when tag temperature greater than:

|| Raise alert when tag battery level equal or below than:

[7] Raise alert when tag enter specific zone{s): selected Zones Available Zones
= .

(]
s

|| Raise alert when tag is detected in specific zone without Selected Zones
owner

[ B ] [ Next I [ Close

E.g. the time is set to be 10 seconds.

NB: User can also set combination of alert rule for a specific time.
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3.4 Raising alert based on tag movement

This step is to configure the alert based on the tag movement.

3.4.1 In the Alert Rule Screen 1, click on the box next to the line “Raise alert based on
tag movement” to activate this feature.

3.4.2 Click on the inverted arrow next to this white box to view the available tag
movement as shown in the screen below.

Configure alert trigger: Computer 1

No  Start Date End Date Absence Movement Temparature Eattery Level Breach Zanes

M) 44)Page |1 )

Add Tag Alert Rule

Effective Date: | 06 Jul 2010 00:00 to |07 Jul 2010 23:59
7| Raise alert when tag absence for more than (in seconds):

[¥] Raise alert based on tag movement:

[] Raise alert when tag temperature greater than: Mobie
"] e
[T] Raise alert when tag battery level equal or below than: |Idle |
[7] Raise alert when tag enter specific zone{s): selected Zones Available Zones
[] Raise alert when tag is detected in specific zone without selected Zones
owner
[ ] [ Next ] [ Close ]

3.4.3 Select the required tag movement for the alert to be raised.
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3.5

Raise alert when tag temperature greater than a user specified temperature value
This step is to configure the alert based on the temperature of the tag.

3.5.1 Inthe Alert Rule Screen 1, click on the box next to the line “Raise alert when tag
temperature greater than” to activate this feature.

3.5.2 Enter the temperature threshold for the alert is to be raised when the tag
temperature is greater than the threshold temperature.

3.5.3 The screen will appear as shown below.

fonfigure alert trigger: Computer 1 X
No | Start Date End Date Absence Movement Temperature Battery Level Breach Zones
M) (4] Page |1 H
Add Tag Alert Rule
Effective Date: |06 Jul 2010 00:00 to |07 Jul 2010 23:59

[7] Raise alert when tag absence for more than (in seconds);
|| Raise alert based on tag movement:
[¥] Raise atert when tag temperature greater than: 29

[7] Raise alert when tag battery level equal or below than:

[] Raise alert when tag enter specific zone(s): Selected Zones

[] Raise atert when tag is detected in specific zone without Selected Zones
owner

[ 5 ][ MNext ] [ Close

E.g. the temperature is set to be 29C.
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3.6

Raise alert when tag battery level equal or below than user specified battery level

This step is to configure the alert based on battery level of the tag.

3.6.1 In the Alert Rule Screen 1, click on the box next to the line “Raise alert when tag
battery level equal or below than” to activate this feature.

3.6.2 Click on the inverted arrow next to this input box to view the available battery level

as shown in the screen below.

Configure alert trigger: Computer 1

Battery Level

Breach Zones

No  StartDate End Date Abssnce | Movement Temperaturs
W) (Wpage|t
Add Tag Alert Rule
Effective Date: | 06 Jul 2010 00:00 to |07 Jul 2010 23:59
[7] Raise alert when tag absence for more than (in seconds):
[7] Raise alert based on tag movement:
7| Raise alert when tag temperature greater than:
[¥] Rmaise alert when tag battery level equal or below than:
[7] Raise alert when tag enter specific zone(s): :
- High
Medium
Low
|| Raise alert when tag is detected in specific zone without rleriral Fomrs
owner
[ B I[ Next ] [ Close

I

3.6.3 Select the required tag battery level for the alert to be raised.
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3.7 Raise alert when tag enter specific zone(s)

To configure the alert based on the tag location in specific zone(s):

3.7.1 In the Alert Rule Screen 1, click on the box next to the line “Raise alert when tag
enter specific zone(s)” to activate this feature.

3.7.2 Click on the location in “Available Zones” to highlight the required zone. The
screen will appear as shown below.

[Configure alert trigger: Computer 1 3
No  Start Date End Dat= Absence | Movement Tempersture  Battery Level | Breach Zones
#) |4 Page |1 W
Add Tag Alert Rule
Effective Date: |06 Jul 2010 00:00 o |07 Jul 2010 23:59

[] Raise alert when tag absence for more than (in seconds):

[] Raise alert based on tag movement:

[7] Raise alert when tag temperature greater than:

[T] Raise alert when tag battery level equal or below than:

[v] Raise alert when tag enter specific zone(s): Selected Zones Available Zones

Zone Inside

[+

[] Raise alert when tag is detected in specific zone without Selected Zones Available Zones
owner

Zaone Qutside
Zone Inside

[+

J [ Next ] [ Close J

3.7.3 Click on* ” to move the selected to zone to “Selected Zones”. The screen will
appear as shown below

Configure alert trigger: Computer 1 v
No  Start Date End Date Absence Movement Temperature Battery Level Ereach Zones
) 44)Page |1 »,
Add Tag Alert Rule
Effective Date: | 06 Jul 2010 00:00 to |07 Jul 2010 23:59

[C] Raise alert when tag absence for more than (in seconds):
[C] Raise alert based on tag movement:
[7] Raise atert when tag temperature greater than:

] Raise alert when tag battery level equal or below than:

[] Raise alert when tag enter specific zone(s): Selected Zones Available Zones
[Zone Outside ] Zone Inside
[] Raise alert when tag is detected in specific zone without Selected Zones Available Zones

owner

(e

[ ] [ Next ] l Close ]

To remove the zone in “Selected Zones”, select the zone in "Selected Zones” and

click “'&” to move it to “Available Zones”.
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3.8 Raise alert when tag is detected in specific zone without owner

This step is to configure the alert based on the tag location in specific zone(s) without
owner

3.8.1 In the Alert Rule Screen 1, click on the box next to the line “Raise alert when tag
enter specific zone(s) without owner” to activate this feature.

3.8.2 Click on the location in “Available Zones” to highlight the required zone. The
screen will appear as shown below.

Configure alert trigger: Computer 1 X
No  Start Date End Date Absence  Movemant Tempersture | Battery Level  Bresch Zonss
) 4¢)Page |1 »

Add Tag Alert Rule
Effective Date: |06 Jul 2010 00:00 to 07 Jul 2010 23:59

[7] Raise alert when tag absence for more than (in seconds):

[] Raisa alert based on tag movement:

[] Raise alert when tag temperature greater than:

"] Raise alert when tag battery level equal or below than:

[7] Raise alert when tag enter specific zone(s): Selected Zones Available Zones

[v] Raise alert when tag is detected in specific zone without Selected Zones Available Zones
owner Zone Inside

l [ Next. I [ Close ]

3.8.3 Click on * ” to move the selected to zone to “Selected Zones”. The screen will
appear as shown below.

Configure alert trigger: Computer 1 X
No | Start Date End Date Abssnce | Movemant Tempersture | Battery level  Breach Zones
M) (44 Page |1 ",
Add Tag Alert Rule
Effective Date: |06 Jul 2010 00:00 to |07 Jul 2010 23:59

[T] Raise alert when tag absence for more than (in seconds):
[T] Raise alert based on tag movement:
[T Raise alert when tag temperature greater than:

[T] Raise alert when tag battery level equal or below than:

[F] Raise alert when tag enter specific zone(s): Selected Zones il Zones
Zone Inside
Zone Outside

[#] Raise alert when tag is detected in specific zone without Selected Zones Available Zones

owner Zone Inside

I l [ Next ] I Close ]

To remove the zone in “Selected Zones”, select the zone in “Selected Zones” and

click “=" to move it to “Available Zones".
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3.9 Raise alert when user presses panic button

This step is to configure the alert when the user presses the panic button on the tag (if
panic button is available on the tag).

3.9.1 In the Alert Rule Screen 2, click on the box next to the line “Raise alert when user
press panic button” to activate this features.

3.9.2 The screen will appear as shown below.

Configure alert trigger: Computer 1 X
No  Start Date End Date Absence Movement Temperature Eattery Level Breach Zones
M) (%) Page |1 L

Add Tag Alert Rule
{[¥]:Raise alert when user press panic button:
[] Raise alert when tag dwell in specific zone(s): Timeout (seconds) :

Selected Zones

Available Zones
Zone Outside

&

[] Raise alert when tag absence specific zone(s): Timeout (seconds) :

Selected Zones Available Zones
Zone Outside
Zone Inside

Back ] [ Next ] [ Close
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3.10 Raise alert when tag dwell in specific zone(s)

This step is to configure the alert when the tag dwells into specific zone(s) within a
timeout period (in seconds).

3.10.1 In the Alert Rule Screen 2, click on the box next to the line “Raise alert when tag
dwell in specific zone(s)” to activate this feature.

3.10.2 Enter the timeout in seconds into the “Timeout (seconds)” section.

3.10.3 Click on the location in “Available Zones” to highlight the required zone. The
screen will appear as shown below.

Configure alert trigger: Computer 1 %
No  Start Date End Date Absence  Movement Temperature  Baftery Level  Breach Zones
) (44 Page |1 »)
Add Tag Alert Rule
[C] Raise alert when user press panic button:
Raise alert when tag dwell in specific zone(s): Timeout (seconds) : |10
Selected Zones Available Zones
Zone Outside
Zone Inside
[[] Raise alert when tag absence specific zone(s): Timeout (seconds) :
Selected Zones Avail Zones
Zone Cutside
Zone Inside
[ Bk [ mee | [ cos= |

3.10.4 Click on * ” to move the selected to zone to “Selected Zones”. The screen will
appear as shown below.

‘Configure alert trigger: Computer 1 ®
No  StartDate End Date Abssnce  Movement Tempersture  Battery Level  Breach Zones
H) (#)Page |1 D
Add Tag Alert Rule
[[] Raise alert when user press panic button:
Raise alert when tag dwell in specific zone(s): Timeout (seconds) : 10
Selected Zones Available Zones
Zone Qutside Zone Inside
[7] Raise alert when tag absence specific zone(s): Timeout (seconds) :
Selected Zones Available Zones
Zone Outside
Zone Inside
[ Back | mext | [ cose |

To remove the zone in “Selected Zones”, select the zone in “Selected Zones” and
click “=!" to move it to “Available Zones".
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3.11 Raise alert when tag absent specific zone(s)

This step is to configure the alert when the tag absents in specific zone(s) within a
timeout period (in seconds).

3.11.1 In the Alert Rule Screen 2, click on the box next to the line “Raise alert when tag
absent specific zone(s)” to activate this feature.

3.11.2 Enter the timeout in seconds into the “Timeout (seconds)” section.

3.11.3 Click on the location in “Available Zones” to highlight the required zone. The
screen will appear as shown below.

Configure alert trigger: Computer 1 X
MNo  Start Date End Date Absence Movement Temperature. Battery Level Breach Zones
W Wpagel

Add Tag Alert Rule
[C] Raise alert when user press panic button:

[] Raise alert when tag dwell in specific zone(s): Timeout (seconds) :
Selected Zones Available Zones
Zone Inside
Zone Outsid
Raise alert when tag absence specific zone(s): Timeout (seconds) : 10
Selected Zones Available Zones
Zone Outside
Zone Inside
Back | Mext | [ close

3.11.4 Click on * ” to move the selected to zone to “Selected Zones”. The screen will
appear as shown below.

Configure alert trigger: Computer 1 x
No  Start Date End Date Absence Movement Tempersture Eattery Level Breach Zones.
H) (4 Page |1 O

Add Tag Alert Rule
[[] Raise alert when user press panic butten:

[7] Raise alert when tag dwell in specific zone(s): Timeout (seconds) :
Selected Zones Available Zones
B Zone Inside
Zone Outside
Raise alert when tag absence specific zone(s): Timeout (seconds) : |10

Selected Zones Available Zones

Zone Outside

Zone Inside

(]

Back |[_ Next | [ Ciose

To remove the zone in “Selected Zones”, select the zone in “Selected Zones” and
click “=" to move it to “Available Zones".
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3.12 Alert Action: Send Email Notification
To configure the alert action for email notification:

3.12.1 In the Alert Action Screen, click on the box next to the line “Email” to activate this
feature.

3.12.2 The screen will appear as shown below.

Configure alert trigger: Computer 1

No  Start Date End Date Absence Movemeant Temperature Battery Level Breach Zones
M) (14)Page |1 L
Alert Action
Email: [[]8MS:
NOTE: NOTE:
For multiple emal address, pleass use semicalon(s) as separator, ONLY one phone number is alowed for SMS Alert,
Telephene number format is country code + phone number,

Example:jimmy @fresaliance.com.my;amir@fresaliance.com.my
Example: 6012378888 (malaysiz)

Trigger email and sms alert every 1 minute  «

[7] CCTV: Recording Time Preset Area
5 seconds waiting area

[ Back ] [ ] [ Save Alert ] [ Close: I

3.12.3 Enter the email account into the “Email” section.

3.12.4 Click on the down arrow in the “Trigger email and sms alert” section to select the
alert trigger time.

3.12.5 The screen will appear as shown below.

Configure alert trigger: Computer 1

No  Start Date End Date Absence Maovement Temperature Battery Level Breach Zones
H) 44 Page |1 L
Alert Action
[V]Email:  yser@mail.com.my [C]SMS:
NOTE: NOTE:
For multiple email address, pleas use semicokan(;} 2s separstar. ONLY ane phone number is akovied for SMS Alert,
Telephons number format is country ceds + phene number.,

Example:jimmy @freealiance.com.my;amir@fresaliance.com.my
Example: 6012378888 (malaysia)

-

Trigger email and sms alert | every 1 minute
[C]ccTv: Recording Tim == minute

every 10 minutes

Back ] [ ] [ Save Alert ] [ Close
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3.13 Alert Action: Send SMS Notification

This step is to configure the alert action for Short Message Service (SMS) notification.

3.13.1In the Alert Action Screen, click on the box next to the line “SMS” to activate this
feature.

3.13.2 The screen will appear as shown below.

Configure alert trigger: Computer 1 ®
No  Start Date End Date Absence Movement Temperature Battery Level Brezch Zones
M) (44) Page |1 M,
Alert Action
[[] Email: {[7]BMS:
NOTE: NOTE:
For muliple email address, pleass uss semicalon(;) as s=parator, ‘ONLY one phone number is allowed for SMS Alert.

Telephane number format is country code + phone number,
Example: 6012378838 {malzysia)

Example:jimmy @fresaliance.com.my;amir@fresaliance.com.my

Trigger email and sms alert every 1 minute

[C]ccrv: Recording Time Preset Area
waiting area

5 seconds

[ Back ] [ ] [ Save Alert ] [ Close ]

3.13.3 Enter the phone number into the “SMS” section using country code followed by
mobile no.

3.13.4 Click on the down arrow in the “Trigger email and sms alert” section to select the
alert trigger time.
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3.13.5 The screen will appear as shown below.

Configure alert trigger: Computer 1

For multipke email address, plesse use ssmickon(;) as ssparstar.
Exampletjimmy @fressliance com.my;amir@fressiance, com.oy

Trigger email and sms alert every 1 minute =

[ CCTv: Recording Timi=i= 1 miute
5 ceconds every 10 minutes
2= - every 1 hour

every 24 hours

No  Start Date End Date Absence Maovement Temperature Battery Level Breach Zones
1) () Page |1 »)
Alert Action
[C]Email: [¥]SMS: | 6012378888
NOTE: NOTE:

‘ONLY one phone number is allavred for SMS Alert,

Telephone number format is country code + phone number,

Example: 6012378888 (malaysia)

” Save Alert ][ Close ]

E.g. SMS mobile number format uses country code (60 for Malaysia) followed by

mobile phone number (12378888).

3.14 Alert Action: CCTV Recording

This feature is only available in customized solution.

3.15 Save Alert Setting

This step is to guide user to save the alert rules and alert actions.

3.15.1 In the Alert Action Screen, click on the “Save Alert” button to save the alert.

Configure alert trigger: Computer 1

For multipe emal address. pleme use semicoion]; ) 35 sedarator,
Exmmphe: iy Sfreealance.commy janir@fresaliance.comanry

Trigger email and sms alert | every 1 minute
CCTV:

Freset Area

Recnrding Time

No Starl Date End Date Absence Movenmnt Tenpeatue Battery Level Breach Zones
H) (4)Fage|1 )
Alert Action .
Email: {[C]isMs:
NOTE: NOTE:

OMNLY cne phene number & allcwed for SMS Alert,

saphans . srbar forest i countey code = phone number,

Bxampie: 6012378548 (nalaysa)

Badc Il Save Aert ][ Close

¥
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3.16 Edit Alert Setting

This step is to edit the alert rules and alert action.

3.16.1 Click on the alert option to highlight the alert configuration of the tag as shown
below.

Configure alert trigger: Computer 1

Mo  Start Date End Date Absence Mowvemant Temperature EBattery Level Breach Zones

i

1 06Jul 2010 00:00:00 07 Jul 2010 23:59:00 10s

Yiewing Rows 1- 1of 1

M) (44)page |1 r

Edit Tag Alert Rule

Effective Date: | 06 Jul 2010 00:00 to 07 Jul 2010 23:59
[¥] Raise alert when tag absence for more than (in seconds): 10

[] Raise alert based on tag movement:
|| Raise alert when tag temperature greater than:

] Raise alert when tag battery level equal or below than:

|| Raise alert when tag enter specific zone(s): Crlacted fones Anndnlls Zones
Zone Outside
one Inside

|| Raise alert when tag is detected in specific zone without selected Zones Available Zones
iy Zone Outside
Zone Inside
[ ] [ Next ] [ Close ]

NB: Alert Rules and Alert Action will be populated and user can edit the alert
configuration.
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3.17 Delete Alert Setting

This step is to delete the alert.

3.17.1 Click on the alert option to highlight the alert configuration of the Tag as shown

Configure alert trigger: Computer 1 3
No | Start Date End Date Absence  Mavemsnt Tempersture | Battery Level | Breach Zones
5 06 Jul 2010 00:00:00 07 Jul 2010 23:59:00 10s £ T
M) Wipage |l » Wiewing Rows 1-1o0f 1
Edit Tag Alert Rule
Effective Date: | 06 Jul 2010 00:00 to 07 Jul 2010 23:59
[¥] Raise alert when tag absence for more than (in seconds): 10

[] Raise alert based on tag movement:
|| Raise alert when tag temperature greater than:
] Raise alert when tag battery level equal or below than:

|| Raise alert when tag enter specific zone(s): Selected Zones Available Zones
Zone Outside
one Inside

|| Raise alert when tag is detected in specific zone without selected Zones Available Zones
owner Zone Outside
Zone Inside

] [ Next ] [ Close

3.17.2 Click on the “ - to remove the alert configuration of this Tag.
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3.18 Acknowledging Alert(s)
“Alert Viewer” will pop up automatically to show the alert raised for specific alert

configuration of the tags. User can view the alert information raised by the Tag(s) on this
screen.

3.18.1 Check the alert rose in the “Alert Viewer” pop up screen as shown below.

Alert Viewer %
Ne TaglD Alert Message Alert Date Action
1 852 Zone breached: 852 detected in Zone Qutside zone at 26 Jul 2010 12:42:48, 26 Jul 2010 12:42:48 W

Close

3.18.2 Click “ " under the “Action” column in the “Alert Viewer” pop up window to
acknowledge the alert raised by this tag.

3.18.3 The screen will appear as shown below.

Alert Viewer %
No |TagID Alert Message Message from webpage @ Date Action
1 852 Zone breached: 852 df ul 2010 12:43:50 W

I'e'l Are you sure to acknowledged this alert?

E QK | I Cancel

3.18.4 Click “OK” to acknowledge this alert in the “Message from webpage” window or
“Cancel” to remain the alert message in the Alert Viewer.
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3.18.5 After the alert for the tag is acknowledged, the screen will appear as shown below.

Alert Viewer ¥

No | Tag ID Alert Message Alert Date Action

Close

NB: If no acknowledgement is performed for this alert, the “Alert Viewer” will
continue to pop up to notify the user regarding this alert.

NB: User can permanently remove or edit this alert configuration by clicking “ £\ ”
for specific tag.

3.18.6 Click “Close” to return to the main page.
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4.0 Manage Users

This step is to allow user to add, edit and delete user information on the web application. This
setup might require internet connection (email notification) in order to complete the setup
process.

4.1 Manage Users Menu

This step is to add more users into the web application. This setup might require internet
connection.

4.1.1 Click “System Management” and the screen will appear as shown below.

S Free Aliance

Tag Trackng  Reporting 2010/ 14:46:43 7" 3

Manage Tags

Manage tags
Ha Users @) Add User Refresh
e0s Manage Access Points .\+-> s
User o Emy lOnage access points Lask Actty Cate Last Login Cate Craate Cute Acting
admin admng Manage Zones 02Mow 2009 06:17:12 223 08006:3337 22 Xl 2010 06:22:40 REes@
Manage rones

Manage Maps

Manage maps for RTLS

Site Survey

Manage Users

Manage users and their privieges

4.1.2 Click on “Manage Users” and the screen will appear as shown below.

FERVASIVE WIRELESS

\5" Free Alliance

Tag Tracking Reporting | System Management 2010/07/22 14:24:14 " 3

Welcome admin 4§ Change Password | Logout

Manage Users.

Hanage Users @) Add User & Refresh
No User Hame Emai Active Lest Activity Date Crests Date Actions
1 admin admin@freealiance.com.my vEs 02 Nov 2008 06:17:12 2umwosne @& P

4.2 Add User

This step will add new user for the web application.

4.2.1 Click “ @®#adduser » t5 5dd new user into the web application.

4.2.2 The screen will appear as shown below.

Add User [

User Name:  Guest
Email: guest@mall.com
Roles

Selected | Priviieges

4 Administrator

NB: This step requires an internet connection.
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4.2.3 Enter the username and valid username email address. The password for this
account will be sent to the user through this email address.

4.2.4 Click “Administrator” to highlight the user privileges.
4.2.5 Click “Save” to save this user information or “Close” to cancel adding this user.

4.2.6 The screen will appear as shown below indicating the successful process.

Add User %

User Name: | Guest

Email: Message from webpage @
Roles

Selected | Priviley l i Guest password has been sent via email,

L4 Admin|

Save Close:

NB: If no internet connection is available or invalid email address is inserted, the
screen will appear as shown below.

Add User %

User Mame: | Guest

Email: Quest@n Message from webpage @
Roles
Selected | Privileges l . Failure sending mail.

L4 Administrator

4.2.7 New added user will appear as shown in the screen below.

\'/ Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting 2010/07/22 15:05:36 o " 3

ard | Logou

Manage Users @ Add User g Refresh
He User Hame Email Active Last Actwity Dats Lest Login Date Crests Date Actions
1 admin admin@freealliance.com.my YES 22 Jul 20 ‘{"': & &
Guest marcus, yap@freealiance. com.my YES ul 2010 \."=' RgBe T

4.2.8 Check the user email account for the username and password.
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4.3 Block User

This step will block certain user from using the web application.
4.3.1 Inthe “Manage User” page, select the user to be blocked and click “ i
4.3.2 Click “OK” to block this user or “Cancel” to cancel blocking this user.

4.3.3 The screen will appear as shown below.

\:-; = Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting | System Management 2010/07/22 1

Manage Users,

Hanage Users o) Add User % Refresh
Ne User Name Ems Active Last Ackivity Date Lest Login Date Crests Dete e
1 admin YES 02MNov 2009 06:17:12 22 Jul 201 22 0l 2010 06:22:40 &2

2 Guest No 2230 201006:29:37 2230 201006:29:37 22 1l 2010 06:29:37 G, T

NB: The icon “ ¥” indicate that the particular user is block from using the web
application.

4.3.4 Click * ¥ to unblock this user. Click “OK” to unblock this user or “Cancel” to keep
blocking this user.

4.4 Reset Password

This step allow user to reset the user password to the new password. Internet connection is
required in this process.

4.4.1 In the “Manage User” page, click “ A for specific user. Click “OK” to reset the
password for this user or “Cancel” to keep the old password.

4.4.2 The screen will appear as shown below when password is reset.

\-j‘ Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting

Hanage Users @ Add User & Refresh
e e M Eiad fotin Lt Aot { ot | i Pk Coosia Date Fdicns
Message from webpage
% admin admin@freealianc 06:22:40 s
2 Guest mareus. yap@free . Guest's password has been reset and the new password has been sent 06:29:37 ‘r'-\: £ rd

4 I,g via email,

NB: New password will be sent to the user email account. Check the user email
account for the new password.
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4.5 Edit User Information

This step allow user to edit specific user information.

4.5.1 In the “Manage User” page, click “ #7 to edit specific user. The screen will appear
as shown below.

Edit User i3

User Name: | Guest
Email: marcus.yap@freealiance.com.my
Roles

Selected | Privileges

4 Administrator

Save Close

4.5.2 Enter the new email account or change the user privileges.

4.5.3 Click “Save” to save the edited information or “Close” to keep the old information.
4.6 Remove User
This step allow user to remove specific user from the web application users.

4.6.1 Inthe “Manage User” page, click “ " on the specific user to remove this user.

4.6.2 Click “OK” to remove this user or “Cancel” to keep this user as a web application
user.

4.6.3 The screen will appear as shown below if the user is removed.

x:;‘ Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting |

Manage Users @ Add User g Refresh

No User Name Email Active Last Activity Date Last Login Date: Crzate Date Actions

admin admin&freesliance, com.my YES 02 Nev 2009 06:17:12 22 Jul 2010 06:22:49 22 Jul 2010 06:22:40 SELS B
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4.7 Change Password

This option is only available after the user successfully log in as a web application user.

C= "
NOE Fassy

4.7.1 In the top right of the screen, click *“ "= % to change the user log on

password.

4.7.2 The screen will appear as shown below.

‘*‘, Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting System Management

Change Password
Current Password:
New Password:

Confirm New Password:

Change Password I I Cancel I

Copyrights@ Fres Aliance Sdn, Bhd, v2010.02.2

4.7.3 Enter the “Current Password”, “New Password”, and “Confirm New Password”
respectively. New password must contain minimum length of 7 characters.

4.7.4 Click “Change Password” to change the password or “Cancel” to cancel changing
the password.

4.7.5 The screen will appear as shown below if the password is successfully changed.

\ij Free Alliance

FERVASIVE WIRELESS

Tag Tracking Reporting System Management 2010/07/22 1

Change Password,

Change Password

Change Password Complete
Your password has been changed!

Gopyrights® Fres Allisnce Sdn. Bhd, v2010.02.2

4.7.6 Click “Continue” or proceed to other section of the web application.



