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iCHIME Module
Operating Manual

Background.

The iCHIME is 2.4GHz bi-directional radio transceiver. A User may configure the device to operate as a
Radio Frequency ldentification Device (RFID) to support tracking shipping containers in a worldwide
supply chain using the Marine Asset Tag Tracking System (MATTS) communication protocol. An iCHIME
module utilizes a low power, wireless, radio operating in the 2.4 GHz band as its primary mode of
communication. The wireless radio operates in compliance with IEEE Standard 802.15.4-2006. The
iCHIME utilizes the same radio, processor, and User interface software as iControl’s iTAG . The iCHIME
also supports the same command list as iControl’s iTAG. The iCHIME is User configurable to periodically
transmit the iCHIME’s status via the MATTS radio network. The module may operate as stand alone
device or may be used as a radio transceiver for devices that communicate data as a part of a larger
system.

There are no physical connections to the iCHIME other than two charging contacts for the rechargeable
LI button cell battery.

MATTS

iTAG Repeater for
iCHIME's

iCHIME and iTAG Reader

iCHIME

Figure 1iCHIME and Network Related Devices
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iCHIME Radio Operation.

The iCHIME is controlled via the radio network for initial configuration and checkout. All commands for
controlling the iCHIME radio are identified in the iTAG Command List. Once a User as completed the
initial iCHIME configuration, complete control and operation of the iCHIME can be accomplished
through the radio interface using the same commands available in the iTAG Command List.

The radio in the iCHIME is normally operated in a power saving mode with the receiver periodically
enabled and “listening” for commands or data requests. A key element to the power saving mode is
the principle of “tag-talks-last”. In this mode, battery power is conserved by only responding to
messages that are sent directly to the specific iCHIME MAC address or mutual broadcast address. For a
majority of iCHIME operation, the iCHIME is in a deep power saving mode (~98% of the time). The
iCHIME will only transmit when it receives a properly encrypted message while it’s receiver is active.
The encrypted message directed to the iCHIME may include information about which channel the
iCHIME uses for further transmissions. Once, the communication parameters are exchanged, there will
typically be a period a several seconds of active radio transmission as the iCHIME relays data. The data
transmitted may either be security data destined for government servers, and/or commercial data
destined for the end customer. This data may originate from internal flash storage or it may be received
and relayed from another compatible device.

Other Features.

In addition to the wireless radio, the iCHIME provides other features for system integration.

1. Thereis an onboard temperature sensor integrated with iCHIME. The default iCHIME data
packet includes the device temperature, radio signal strength, and battery status.

2. The ICHIME has non-volatile on board data storage which may collect data for later upload

3. iCHIME provide date time stamps for all data. The onboard clock for the iCHIME is set to UTC by
readers in the network or from the iTAG GPS by commands.
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Functional Block Diagram.

The iCHIME module integrates a low power microprocessor and a 2.4Ghz radio. The iCHIME includes a
software user interface for radio control and data transmission.

Please note that the iCHIME uses the same command list as the iTAG command list . For iCHIME
command and control, please refer to the iTAG Command List for a complete description of commands
that control the iCHIME module.

The iCHIME module is equipped with an integrated trace antenna rated at 3.0 dBi. All mobile
applications will utilize the integral antenna provided with the iCHIME module.

NOTE: Users may not modify the antenna or it’s connection in anyway or risk violating radio law.
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Absolute Maximum Ratings.

Under no circumstances must the absolute maximum ratings giving in this table be violated. Stress

exceeding one or more of the limiting values may cause permanent damage to the device.

Parameter Min Max | Units |Condition

Users must utilize an iControl providing
Charger Supply Voltage 4.75 6.5 V  |charging station for the iCHIME
Voltage on any digital pin -0.3 3.6 \Y, N/A
Input RF level 10 dBm
Storage temperature range -50 150 C
Operating ambient temperature -40 85 C

Tl
Al

Figure 3 Maximum Ratings

Caution! ESD sensitive device.
Precaution should be used when handling
the device in order to prevent permanent
damage.
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General Characteristics.

Parameter Min Typ Max Unit Condition/Note
Wake-Up and Timing
Digital regulator on, High Speed RCOSC
:ggrgrnmnde 1> power 2 us and crystal oscillator off. Start-up of High
Speed RCOSC.
Digital regulator off, High Speed RCOSC
;c:;grﬂmnde 2073 > power A4 us and crystal oscillator off. Start-up of
regulator and High Speed RCOSC.
- Time from enabling radio part in power
Active = RX .
S mode 0, until RX starts. Includes start-up
E, 1
i%’l‘fagzef?gif;t'gﬂﬁ'i't‘i‘a'ﬁ’fg,:F 450 us of voltage regulator and crystal oscillator.
Crystal ESR=160.
- Time from enabling radio part in power
Active = TX :[ ;
- maode 0, until TX starts. Includes start-up
%%wagifnggiﬁatlg;t:ililgaﬁfg?F 523 s of voltage requlator and crystal oscillator.
Crystal ESR=1602
- Time from enabling radio part in power
Active = RX .
. i 250 us mode 0, until RX starts. Includes start-up
Voltage regulator initially OFF of voltage regulator.
. Time from enabling radio part in power
Active = TX ;
; i 320 us maode 0, until TX starts. Includes start-up
Yoltage regulator initially OFF of voltage regulator.
- Radio part already enabled.
Active = RX or TX 192 us Time until RX or TX starts.
RXTX tumaround 192 us
Radio part
y 835 . .
RF Frequency Range 2400 2483 Mz Programmable in 5MHz steps starting
at 2405MHz per IEEE 802.15.4
Radio bit rate 250 khps As definad by [1]
Radio chip rate 20 MChip's As definad by [1]
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iCHIME Radio Specification (Transmit).

Parameter Min. Typ. Max. unit Condition ! Note
Ovarall
RF Frequency Range 2400 24835 | MEz Programmabiz In 1 MHz steps, S

MHZ steps for compliance with [1]

Transmit Sectlon

Transmi bit rate 250 250 | keps As demned by [1]

Transm chip rate 2000 2000 | KkChips's | As defined by [1]

Mominal output power 3 5 a5m Delivered to a single ended 50 0
103d through  balun.
{1] requirse minimum -3 d8m

Frogrammatie oulpul power range 0 a3 Output power is not user
programmable

Harmonics

2 harmonic -37 a5m At max output power dellverad to

00 r
e p— &1 - 3 gingle enged S0 0 10ad through

abalun. Sees page 53.

Spurious emission Maximum output power.
30 - 1000 MHz =35 asm Complles wih EN 300 328, EN
1-12.75 GHz =30 asm 200 240, CFR4T Part 15 and
1.6-1.9GHz -47 asm ARIE STD-T-66
5.15-53 GHz -47 asm
Error Vecior Magniude (EVM) 20 %% Measured 35 gefined by [1]
{1] requires max. 35 %

Cplimum load Impedanca 115 0 Ditfzrential iImpedance 35 s2en

+)180 from the RF-port (R¥ # and

RE N) towaros the ant=nna. For
malching o2tals see the Input /
Ouzput Matching section on pags

53.

Recelve Saction

Recelver Sensltivity
-0 -94 a5m PER = 1%. 35 specified by [1]

Meaasured In S0 Q single endedly
througn a balun

[1] requirss -85 dBm
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iCHIME Radio Specification (Receive).

Parameter Min. Typ. Max. unit Condition / Nots

Saturation (maximum inputlevel) | 0 10 dasm PER = 1%, as specified by [1]
Measured In 50 0 single endedly
through a balun.
[1] requires —20 dBm

Adjacent channel rejection Wanted signal @ -82 a8m,

t modulated channel at

5 MHz channed spacing 46 a8 +5 MHz, PER = 1 %, as specified
by [1}.
[1] requires 0 dB

Adjacent channel rejection Wanted signal @ -82 a8m,

t modulated channel at

- 5 MHz channel spacing 39 a8 -5 MHz, PER = 1 %, 3s specified
by [1}.
[1] requires 0 dB

ARernate channel rejection Wanted signal @ -32 a5m,
adjacent mooulated channel at

# 10 MHz channel spacing 58 a8 +10 Mz, PER = 1 %, 35
specified by [1]
[1] requires 30 08

Arernate channel rejection Wanted signal @ -82 d5m,
adjacent modulated channel at

- 10 MHz channel spacing S5 as -10 MHz. PER = 1%, 35
specified by [1]
[1] requires 30 8

Channel rejection 39 a8 Wanted signal @ -82 a5m.
Undesired signal Is a 802.15.4

2415 M madulated channel, stepped

£-15MHz malmm&mmsm
2480 MHz. Signal level for PER =
1%.

Blocking / Desensitisation

+/- 5 MHz from channel centre -24 -50 dasm Wanted signal 3 dB abave the

+/- 10 MHz from channel centre -24 -45 dsm sensitivity level, CW jammer,

+/- 20 MHz from channel centre -24 -40 dsm PER = 1%. Maximum values

+/- 50 MHz from channel centre -23 -30 dasm according to EN 300 440 ciass 2.

Spurious emission

30 — 1000 MHz -57 dasm Complles wih EN 300 326, EN

1-12.75 GHz -47 asm 200 240 ciass 2, CFRAT, Part 15
and ARIE STD-T-66

Frequency error tolerance -300 300 kHz Dir*erence between centre
frequency of the recalved RF
signal and local oscliator
frequency
[1] requires 200 kHz

Symbot rate error tolerance 120 ppm Direrence betwesn Incoming

symbol rate and the Intemnally
generated symbol rate

{1] requires 80 ppm
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Module Unique Address Identification.

Each iCHIME module is assigned a unique 8 byte MAC address by iControl Incorporated. The MAC
address is used for radio network address identification. The MAC address can not be modified by the
User and is located in protected flash memory. Figure 5 depicts the communication protocol between
iControl iCHIME and the iGATE reader. The communication protocol utilizes a unique 8 byte MAC
address defined by the IEEE 802.15.4 standard.

In Figure 5,
The iCHIME address is (0x0035A923000000002).

The iGATE address is (0x0035A9230A010203)

€ Chipcon Packet Sniffer for IEEE 802.15.4 MAC and ZigBee v1.0 NWK/APS

DaRal» ng| @
~ Time (us) Frame control field Sequence || Dest. Dest. f|
+14059534 """ |[Type Sec Pnd Ack req Intra PaN| number || PAN | Address LatjlFCs
=1623495352 10 ClD 0 0 0 0 0x00 0x0A401 || OxFFFF 76 || 0K
Time (us) |, oth Frame control field Sequence |[ Source |[ Source Superframe specification GTSfields || Beacon pavioad ||, o |Ic.c
+865690 “||Type Sec Pnd Ack reg Intra PAN || number PAN ||Address ||BO 50 F.CAP BLE Coord Assoc ||Len Permit| 00 01 08 06 00
=1624361042 22 ECN 0 0 1] 0 0x12 0x0203 || 0x0401 |15 15 00 5 1 0 o 00 09 00 FO 112 || 0K
Time (us) Length Frame control field Sequence || Dest. Dest. Source Source Lat||Fcs
+50141 < Type Sec Pnd Ack reqg Intra PAN| number PAN Address PAN Address
=1624411183 21 ClD 0 0 1 0 0x01 0x0203 || 0x0A0L ||0x0002 || 0x0035492300000002 76 || _OK
Time (us) Length Frame control field Sequence || Dest. Dest. Source Source Lot ||Fes
+51111 = || Type Sec Pnd Ack req Intra PAN || number PAN Address PAN Address
=1624462294 29 CHMD 1) a 1 0 0x13 0x0203 || 0x0035. 0x0203 || 0x003549230A010203 112 || 0K
Time (us) ||, ath Frame control field Sequence || Dest. Dest. || Source Source MAC payload Loi |
+965869 Type Sec Pnd Ack req Intra PAN| number PAN Address PAN Address 70 OC 01 08 06 00 00 09 00 02 Ol 48 09 3A 09 49 09 72 09 CB 09
=1625428163 60 DATA 0 0 0 0 0x02 0x0203 || 0x0A0L ||0x0203 || 0x003549: 68 09 AE 09 6E 09 28 03 09 05 29 06 FF 07 06 6E 00 00 00 00 76
~ Time (us) |, gth Frame control field Sequence || Dest. Dest. || Source Source [ MAC payload I alle
+4062306 || " 0" ||Type Sec Pnd Ack reg Intra PAN || number [ PAN ||Address || PAN || Address |70 OC 01 08 06 00 00 03 04 03 05 92 01 OF 04 86 05 52 06 7C 07
=16294904639 60 DATA 0O 0 a 0 0x03 0x0203 || 0x0A0L || 0x0203 || 0x0035492300000002 ||3D 08 B6 08 F1L 08 25 03 0A 05 1D 06 FF 07 06 64 00 00 00 0O 76 :
2 [ > =

Figure 5
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FCC Compliance:

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation.

Troubleshooting:

If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment to an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio/TV technician.

Conditions:

Operation is subject to the following two conditions:

1. This device may not cause harmful interference

2. This device must accept any interference received, including interference that may cause undesired
operation.

Markings:
To satisfy FCC exterior labeling requirements the following text must be placed on the exterior of the
product. FCCID: FCCID: W2E-ICHIME33

Return Postage Guaranteed at:

o iControl Incorporated
’ R l 1885 De La Cruz Boulevard, Suite 203
Santa Clara, CA 95050

_ www.iControl-Inc.com

iICHIME™
IDC-ICH-V3.3

I Warning: This device complies
with Part 15 of the FCC Rules.
Operation is subject to the
following two conditions: 1) This
device may not cause harmful
interference and 2) This device
must accept any interference

received.
FCC ID: W2E-ICHIME33
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FCC Warnings:

Modifications: Modifications not expressly approved by the manufacturer could void the user’s
authority to operate the equipment under FCC Rules.

Radio Frequency Exposure:

Notes:

1) For mobile or fixed location transmitters the minimum separation distance is 20cm, even if calculators
indicate the MPE distance is less.

2) This equipment has been evaluated in accordance with the FCC bulletin 56 “Hazards of radio
frequency and electromagnetic fields” and bulletin 65 “ Human exposure to radio frequency and
electromagnetic fields.

3) Safe operation in an uncontrolled environment will result if the following distances from the device
are maintained as a minimum.



