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IP Configuration

Miscellaneous

Miscellaneous includes web server port setting, access control from
WAN and DDNS setting. You can enable or disable some services
when clients access from WAN.

Web Server Port 80|

Enable Ping from WAN “ Yes © Mo
Enable Web Access from WAN T ves T No
Enable Print Server Access from WAN e s
Enable FTP access from WAN T Yes  No
Enable Webcam Access from WAN T ves T No

DDNS Setting

If the WAN IP of the router is dynamically obtained from your ISP, you can use this feature to
dynamically register the WAN IP of the router to your DDNS (Dynamic DNS) server, so the DNS-to-1IP
mapping will always get the correct IP.

Enable the DDNS Client? “ ves T No

Server: __DynDNS.org V: Free Trial

User Name or E-mail Address: |

Password or DDNS Key: |

Host Hame: |

|‘Carcel | "Apply’

Enable the DDNS Client:

Select Yes to enable or No to disable the DDNS client.

DDNS Server:

Select a DDNS server from the drop-down list or click Free Trial to
link up a free trial address.

User Name or E-mail Address:

User name or e-mail address is used as an identity to login to some
DDNS services.

Password or DDNS Key:

Password or DDNS key is used to login to some DDNS services.
Host Name:

Input the host name you have registered to Dynamic-DNS website.
Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.3 NAT Setup
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NAT Setup contains three functional items including Port Trigger,
Virtual Server and Virtual DMZ.

4.3.1 Port Trigger

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

NAT Server
Port Trigger

Application-triggered port forwarding opens a port only when a
program needs to use it. You can set a trigger port to open an
incoming port. When trigger ports are used, the system opens the
specified incoming ports.

To setup port trigger, follow the instructions below.

Applicationtriggered port forwarding opens a port only when a program needs to use it.

Enable Port Trigger? * vas T Na
Port Trigger Table (SAGT R SDers
PupL!Iar_ | User Defined hd
Applications
Trigger Ports Incoming Ports Protocol | Description
| BOTH +|

Enable Port Trigger:

Select Yes to enable or No to disable port trigger.

Popular Applications:

The drop-down list has listed some popular applications, you can
get the port number of an application by selecting from the
drop-down list. Or you can also select User Defined from the list
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and input the port number by yourself.

Trigger Ports:

Input the port number that will trigger the action. If this port was
active by a program, the system will open the corresponding
incoming port.

Incoming Ports:

Input the port number that will be open if the trigger port is active.
Protocol:

Select from the list whether this rule should be applied to TCP or
UDP or both.

Description:

You can input some description of this rule.

Add/Del:

After fill up all your requirement of a rule, click Add to add the rule to
the rule table. If you want to delete a rule from the table, select the
rule and click Del. Then the high-lighted rule will be removed from
the list,

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.3.2 Virtual Server

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

NAT Server
Por ; Virtual Server

The hosts behind a firewall will be invisible from the outside. If you
would like to setup a server such as web server or mail server
behind the firewall, you will need to setup a virtual server. You can
follow the instructions to setup a virtual server.
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This router has built-in firewall function, which makes all hosts behind the router invisible to the outside Internet. If you
would like to set up servers, such as web server or mail server, you can setup the following feature — Virtual Server.

Enable Virutal Server? O vas T Mo
Virtual Server List (Add= I ~Def=
Well-Known Applications: 'l.UserDeﬁned ¥ |
Local IP Local Port |Server Port | Protocol Description
| BOTH ¥
[Gancer Boply

Enable Virtual Server:

Select Yes to enable or No to disable virtual server.

Well-Know Applications:

The drop-down list has listed some well-know applications, you can
get the port number of an application by selecting from the
drop-down list. Or you can also select User Defined from the list
and input the local port number and server port number by yourself.
Local IP:

Input the local server IP. For example, the IP address of your web
server on you network.

Local Port:

Input the port number. For example, port 80 for your web server.
Server Port:

Input the port number that WAN IP takes for this rule. It means all
the connections from the Internet to your WAN IP on this port will be
redirected to the local IP on the local port you have set.

Protocol:

Select from the list whether this rule should be applied to TCP or
UDP or both.

Description:

You can input some description of this service.

Add/Del:

After fill up all your requirement of a rule, click Add to add the rule to
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the rule table. If you want to delete a rule from the table, select the
rule and click Del. Then the high-lighted rule will be removed from
the list.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.3.3 Virtual DMZ

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

NAT Server
Virtual DMZ

You can redirect every connection from the Internet to a computer
on your network by setting up a virtual DMZ. Every connection your
WAN [P form the Internet will be redirected to the specified IP
address on your network. However, this could also increase the
security risk of your network. Follow the instructions to setup a
virtual DMZ.

Every connection from Internet can be redirected to a computer on your netwark by setting up a virtual DMZ
(demilitarized zone) host on that computer.

Caution: Enabling this feature might expose the DMZ host and your local network to Internet. This might increase
security risk.

IP Address of the DMZ host:
I.!\:!-!!!ui!! t!‘]‘! r!’!!i_

IP Address of the DMZ host:

Input the host IP address where you want all the connections to
your WAN [P to be redirected to.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.4 Firewall Setup

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

There are three ways to block connections. Connections can be
blocked by their IP address, MAC address or URL.
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4.4.1 P Filter

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

Firewall Setup

IP Filter

IP Filter blocks connections according to their IP addresses and
ports. You can also set start time and end time if you only want to
apply the filter rules during a specific period in a day.

Properly configure the firewall will help you to block the access from the local network to Internet or from Internet to the
local netwoark.

Enable Firewall? “ves T Mo

Enable Firewall Log? “ves 7 Mo

IP Filter Setup

Filter Table (SAGAS I SDETS R SHET5%
b (e J Cower
Well-Known Applications: ::_L_Jgn_ar Defined v
Source IP Port Range Destination IP Port Range Protocol | Start Time |End Time Type
[sorie] E [} JaccepTiv]
.:w' . P ¥ - . 0 |. I

Enable Firewall:

Select Yes to enable or No to disable firewall.

Enable Firewall Log:

Select Yes to enable or No to disable firewall log.

Source IP and Port Range:

Input the source IP address and port range for the filtering rule.
Destination IP and Port Range:

Input the destination IP address and port range for the filtering rule.
Protocol:

Select from the drop-down list whether certain filter rule should
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apply to TCP or UDP or both.

Start Time/End Time:

Set a period of time to drop or accept the connection.

Type:

Select from the drop-down list for dropping or accepting the
connection.

Add/Del:

After fill up all your requirement of a rule, click Add to add the rule to
the rule table. If you want to delete a rule from the table, select the
rule and click Del. Then the high-lighted rule will be removed from
the list.

Priority:

A connection is to be accepted or to be dropped is according to the
first matching rule from the top of the rule table. You can change the
priority of a rule by select the rule and click Higher or Lower.
Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.4.2 MAC Filter

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

Firewall Setup

IF r MAC Filter

MAC filter drops or accepts a connection according to its MAC
address.
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The router can accept/block packets that contains the MAC (Media Access Control) addresses specified in the filter
table.

Enable MAC Filter? “ ves 7 No

Mac Address specified will be: | DROP V

MAC Address Filter Setup

Filter Table

(
[

MAC Address Start Time End Time

| l."'\!'!!!"!ili i._!-*i.! iy I

Enable MAC Filter:

Select Yes to enable or No to disable MAC filter.

MAC Address specified will be:

Select DROP or ACCEPT from the list to mean all the connections
to the MAC addresses on the list should be dropped or accepted.
MAC Address:

Input the MAC address that you want to apply to this rule.

Start Time/End Time:

Set a period of time to drop or accept the connection.

Add/Del:

Atfter fill up all your requirement of a rule, click Add to add the rule to
the rule table. If you want to delete a rule from the table, select the
rule and click Del. Then the high-lighted rule will be removed from
the list.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.4.3 URL Filter

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

Firewall Setup

URL Filter

URL filter blocks a connection according to its URL.
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The router allows you to restrict Internet access based on full URL or URL keywords.

Enable URL Filter? { Yos ‘S No
URL Keyword List [(SACIE B S{yels

URL Keyword Start Time End Time

[ — ¥ | "
N | & LYY

Enable URL Filter:

Select Yes to enable or No to disable URL filter.

URL Keyword:

Input a full URL or a keyword of an URL. For example, input
“www.abc.com.tw” will only block the URL perfectly matches this
URL while input “abc” will block all the connections that contain
“abc” in its URL.

Start Time/End Time:

Set a period of time to drop or accept the connection.

Add/Del:

After fill up all your requirement of a rule, click Add to add the rule to
the rule table. If you want to delete a rule from the table, select the
rule and click Del. Then the high-lighted rule will be removed from
the list.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

4.5 USB Application

Quick Setup IP Configuration MNAT Setup Firewall Setup USB Application = System Setup Status & Log Logout

This router provides three USB applications, FTP server, Web
camera and printer server.

451 FTP Server
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USB Application
FTP Server

The FTP server function allows you to share files on the network.
This product supports a file format of FAT12/16/32.

Please follow the steps below to configure FTP server.

The router supports FTP file server, if you plug in a USB disk or a USB flash disk.

Enable FTP Server? ® s T Np
Allow Anonymous User to Login? ® vas O po Login
Allow Superuser to Login? ® vos © 1o Login
Maximum Users Allowed to Log in: 8

FTP Port: |217

User Account List “Add iégﬂd

Please create or delete user accounts here.

User Name Password Max. Login Rights

ReadWrite/Erase 'V_:

Ton 12345 5 Read/Write/Erase
Boss abcd ] Super User

Enable FTP Server:

Select Yes to enable or No to disable FTP Server.

Allow Anonymous User to Login:

Select Yes to allow users use anonymous to login or select No to
forbid users use anonymous to login.

Allow Super User to Login:
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Select Yes to enable or No to disable user log in to FTP as super
user.

Maximum Users Allowed to Login:

Input the maximum amount that the system can allow users to login
at the same time.

FTP Port:

The default FTP Port is 21, you can change it if necessary.
Add/Del:

To add a user account, input user name, password, max login and
file access right of the new user and then click Add. To delete a
user account, select the user from the account list and then click
Del.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

How to operate on Windows:

@Back * gl ir ,,..--’ Search || Fulders v

chess § (81 fep:1192.166.1.100] |

Log On As @

Either the server does not allow anonymous logins or the e-mail address was not
accepted,

FTP server: 192.168.1.100

1
User name: | admin v

Password! | snase| 1

After wou log on, vou can add this server ko your Favorites and return to it easily,
& FTF does nok encrypt or encode passwords o data before sending them to the
= server. To protect the security of your passwords and data, use Web Folders
(webDAY) instead.

Learn more about using Web Folders.

[JLog on anonymoushy []5ave passward

[ Log Cn ” Cancel

Open Internet browser and input the address of the router. For
example, we use ftp://192.168.1.100 because the LAN IP address
of our router is 192.168.1.100.

If the Allow Anonymous User to Login item is set to No, then a
dialog will appear to ask you for user name and password. Enter
the user name and password then click Log On. If the user name
and password is valid, you can see the data as follows.
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ftp://192.168.1.100/

File Edit ‘iew Favorites Tools  Help

1\9 Bach, 'J Lﬁ: /Q Search [_-L:" Folders v

Other Places

.................

ﬁ Internet Explorer
[} My Documents

I=) Shared Documents
%J My Netwark Places

4 5.2 Print Server

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

USB Application
FTP Server Web Camera . Printer Server

The Print server function allows you to share printers on the
network. KCodes 5029 support LPR printing protocol. Please follow
the steps below to configure print server.

USB Application - Print Server

You can set the router as a USB print server.

Enable Printer Server? o

Yes © Mo
USB Printer1
USB Printer1 Name: I
USB Printer! Model: l
USB Printer2
USB Printer2 Name: |
USB Printer2 Model: |

este
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Enable Print Server:

Select Yes to enable or No to disable print Server.

Printerl Name:

This is the printer name of the first printer. There will be a default
printer name. You can change it if you want. Remember this name
will be the one you should use when adding printer on Windows.
Printerl Model:

The model of the first printer.

Printer2 Name:

This is the printer name of the second printer. There will be a
default printer name. You can change it if you want. Remember this
name will be the one you should use when adding printer on
Windows.

Printer2 Model:

The model of the second printer.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard.

Add a printer on Windows:
Please follow the steps listed below to add a printer on Windows.

[ -
P Internek J My Documents
Internet Explorer
| @ Esrivail i b My Recent Documenkts
| )

Ctlook Express

_f} My Pictures
" M3M Explorer ‘_3: My Music
l ® Windows Media Player 5’ ElpEampiter
I "
n

@ Windows Movie Maker & Contral Panel
| 7% i
[@ Tour Windows P

8 | Files and Settings Transfer @,J Help and Support
o wizard

| ,-.) Search
1& Paink
: 7 Run..,

| All Programs D

Go to “Start” select Printers and Faxes.
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"® Printers and Faxes

File Edit Miew Favorites Tools  Help

7, ? J,}.:'Search | Folders -

Printers and Faxes

Printer Tasks

I B &dd a prinker

5 Set up Faxing

See Also

|7] Troubleshoot printing
) Get hielp with printing

Click Add a printer.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps you install a printer or make printer
connections.

If pou have a Plug and Play printer that connects
\!;) through a USE port [or any other hot pluggable

port, such as [EEE 1334, infrared, and g0 on), you
do not need to uze this wizard. Click Cancel to
cloge the wizard, and then plug the printer's cable
into our computer or point the printer towsard your
computer's infrared port, and turn the printer on.
“windows will automatically inztall the printer for you.

To continue, click Mest,

< Back Mext > ] [ Cancel

Click Next.

39



Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to et up.

Select the option that dezcribes the printer you want to uze:
(%) Local printer attached to thiz computer
[] Automatically detect and install my Plug and Play printer

() & network printer, of a printer attached to anather computer

i To set up a network. printer that iz not attached ta a print server.
\1) uze the "Local printer'' option.

[ < Back “ Mewt » ][ Cancel ]

Select Local printer attached to this computer then click next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the port you vant your printer to use. If the port iz not listed, you can create a
newvs port,

() Usze the following port: FT1: [Recommended Printer Pal

(¥} Create a new port;
Type of port;

Standard TCFP/IF Fort 4

[ < Back “ Mext = ]’ Cancel ]

Select Create a new port and set type of port to Standard TCP/IP
Port. Click next.
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Add Standard TCP/IP Printer Port Wizard X

Welcome to the Add Standard
TCP/IP Printer Port Wizard

“ou uze thiz wizard to add a port for & network. printer.
Before continuing be sure that:

1. The device is turned on,
2. The network iz connected and configured.

Tao continue, click Mext.

I Pl et l[ Cancel ]

A wizard of adding a new standard TCP/IP port will appear. Click
Next.

Add Standard TCP/IP Printer Port Wizard

Add Port
Far which device da you want to add a part? N

Enter the Printer Mame or [P address, and a port name for the desired device.

Printer Mame or [P Address: ;1 92168.1.100

Part Mame: ;-IF'_'I 92168.1.100

[ < Back ” Mewt > ][ Cancel

Give a name to this new port. Then click Next.
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Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. N

The detected device iz of unknown type. Be sure that:
1. The device iz properly configured.
2. The address on the previous page iz comect.

Either correct the address and perfarm another zearch on the nebwork. by returning ta the
previous wizard page or select the device type if you are sure the address is comect.

Device Type
() Standard

(%) Custom Settings...

[ < Back ” Meust > ]’ Cancel

Select device type to Custom. Then click Settings.

Set protocol to LPR and set queue name as the printer name you

Configure Standard TCP/IP Port Monitor

Port Settings i

Part Marne: |IF'_‘I 92.168.1.100
Frinter Mame or IF Address: |192.‘I £8.1.100
Frotocol
) Raw &) LFR

Fiaw Settings

“art Humber: I'::" i i

LPR Settings

(ueue Narme: l JSB1_LOA

[ LPR Byte Counting Enabled

[] SMHP Status Enabled

Sl T | |
rnLiribe M ame aihlic

[ 0] ][ Cancel J

set on router web site. Here we use USSB1_LQ for example. Click

OK.
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Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. N

The detected device iz of unknown type. Be sure that;
1. The device is properly configured.
2. The addiess on the previous page is commect,

Either carrect the address and perfarm anather search on the network by returning ta the
previousz wizard page or zelect the device type if pou are sure the address iz comect,

Dievice Type
() Standard

(®) Custam Settings...

[ < Back “ Mest > ][ Cancel ]

Once the device type is configures, the wizard will back to this page.
Click Next.

Add Standard TCP/IP Printer Port Wizard X

Completing the Add Standard
TCP/IP Printer Port Wizard

YV'ou have selected a port with the following characteristics.

SHMP: Mo

Pratocal: LFR, USB1_LO
Device: 1921681100
Part Hame: IP_192.168.1.100
Adapter Type:

To complete thig wizard, click Finigh,

[ < Back ” Finish ][ Cancel

Click finish to complete the add printer port wizard.
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Add Printer, Wizard

Inztall Printer Software
The manufacturer and model determine which printer software to use.

} ek Select the manufacturer and model of vour printer. |f your printer came with an ingtallation
digk, click Hawve Digk. [f pour printer iz not ligked, congult your printer documentation For
compatible printer zoftware.

| Manufacturer - ! | Printers ~ I

GCC |i§§3'HP Laseret 1100 [M5]

] B HF Laseret 1200 Series -

i Bl HP Laser) et 1200 Series PS (MS)

:17] v| ¥ HP Laserlet 1220 Series PCL 7
SO P P
}J Thig driver iz digitally signed. [ Windows Update ] [ Have Digk... ]

Tell me why driver zigning is important
[ < Back ” Mext > ] [ Cancel ]

Select printer driver. Here we use HP LaserJet 1200 Series PCL for
example. Click Next.

Add Printer Wizard

Mame Your Printer
Tou mugk azssign a name to this printer,

Type a name for this printer. Because some programs dao not suppart printer and server
name combinations of more than 31 characters, it is best to keep the name as short az
pozsible.

Printer narme:

Jet 1200 Seriez PC

[ < Back H Mest l[ Cancel ]

Give this printer a name. This name is used for Windows display.
There will be a default printer name, you can change if necessary.
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Add Printer Wizard

Print Test Page
To confirm that the printer is installed properly, you can print a test page.

Do paw want to print a test page?

1Yes
I Ma

[ < Back ” Mest l[ Cancel ]

Select whether you want to print a test page or not. Here we select

Yes as an example.

Add Printer Wizard

Completing the Add Printer
Wizard

rou have successfully completed the Add Printer wizard,
‘r'ou specified the following printer settings:

M ame: HF Lazerlet 1200 Seriez PCL
Share name:  <Mot Shared:

Paort: IP_192.168.1.100

tdodel: HF Laszerlet 1200 Seriez PCL
Default: Tes

Test page:  Yes

To cloge thiz wizard, click Finish.

[ < Back ” Finish l[ Cancel

Click finish to complete the add printer wizard.
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HP LaserJet 1200 Series PCL

A test page iz now being zent to the printer. Dlepending on the
gpeed of your printer, it may take a minute or bwo before the page
iz printed.

The test page briefly demonstrates the printer's ability bo print

araphics and text, and it provides technical information abaout the
printer driver.

[f the test page printed, click OF.
[f the test page did not print, click Troubleshoot,

[ ak. J [ Troublezhoot. . ]

If the test page is printed, click Ok. Otherwise, click Troubleshoot.

*® Printers and Faxes

File Edit ‘iew Fawvorites Tools  Help

P Bt e l’f /_' Search l. Faolders

[ =
%24 Prinkers and Faxes

Address

Printer Tasks

[2] Add a prinker
& Setup Faxing

See Also

'L.?:t Troubleshoot printing
@) Get help with printing

There will be a new printer added to your printer list.

4.6 System Setup

Quick Setup IP Configuration MNAT Setup Firewall Setup USB Application  System Setup  Status & Log Logout

4.6.1 User Setting

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application S i Status & Log Logout

System Setup
User Setting Time Setup Firmware Upgrade Setting Backup Restore Default Wake On LAN

You can set the name and password for the administrator of the
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router.

You can set the user name and password for the administrator of the router.

Note: Both the user name and the password are not case sensitive.

User Name: admin

New Password:
Retype New Password:

Input the new user name and password that is to be used as the
administrator of the router. Retype the password and click Apply to
save the settings or Cancel to aboard.

*Note that you should use the new user name and password to
login to the router web site once applied.

4.6.2 Time Setup

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

System Setup
ser Settir Time Setup 3

You can set the router clock to your local time and daylight saving
time. You can get current time from NTP (Network Time Protocol)
server or from your local computer. Please follow the steps below to
set your router time.
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You can set the system time of the router.

Current Router Time: Thu Jan 01 07:24:34 1970

Time Setup

& Using NTP to Get Time

NTP Server: :time.nist._g_w V
Time zone: :(GMT+UETUU} Beijing, Hong Kong, Singapore, Taipei |
Daylight saving time? ._Disable v
Year Manth Day
© User Setup Hour Minute Second

Current Router Time:

This field displays your current router time.

Using NTP to Get Time:

Select this if you want to get time from NTP server.

NTP Server:

Select a NTP server from the drop-down list.

Time Zone:

Choose your local time zone from the drop-down list.

Daylight Saving Time:

Select an option to enable or disable daylight saving time.

User Setup:

Select this if you prefer setup time manually. Input the time for each
field or you can also get time from your local computer.

Get Time From Local Computer:

Click to get time from your local computer. The time get from your
computer will be displayed at the user setup field.

Apply/Cancel:

Click Apply to save the settings or click Cancel to aboard. Once
applied, the current router time field will display your new router
time.

4.6.3 Firmware Upgrade

48



Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

System Setup
Firmware Upgrade Sett

This page displays the current firmware information of your router.
You can always keep your router updated to the latest version from
this page as well. Please follow the steps below to upgrade router
firmware.

From this page you can easily to install new firmware into the router.

Product ID: |

Firmware Version: |

New Firmware File: | Browse...
"!L'!.!'!»E.!.!' :

Product ID:

This field displays product ID of your router.

Firmware Version:

This field displays the firmware version that your router is using
currently.

New Firmware File:

Click Browse to get the new firmware that you would like to upload.
Upload:

Click Upload to upgrade the firmware.

4.6.4 Setting Backup

Quick Setup IP Configuration MNAT Setup Firewall Setup USB Application System Setup Status & Log Logout

System Setup

You can save your current configuration to a file, and you can also
load your settings from a file that you have saved. Please follow the
steps below to save or load your settings.
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YYou can sawe current settings of this router to a file, or load settings from a file.

Save Settings As a File

Please click HERE to save current settings of this router into a file.

Load Settings From a File

Flease specify the path and the name of the downloaded file in the "New Setting File™ as below. Then click the
"Upload” button to restore settings into the router. It will take a while and then the router will reboot.

New Setting File:

Click to save your current settings into a file for backing up.
If you want to get your original settings back, click to get
your saved settings and click to apply. The system will
reboot automatically, all the settings will be restored to the original
value after reboot.

4.6.5 Restore Default

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

System Setup
Restore Default <

You may restore the router to factory default settings from this page.
To restore default settings, simply click the button. The
system will reboot automatically. Settings will be reset to factory
default values after reboot.

Click the Restore button to restore the factory default settings. Then, wait for the router to reboot.

4.6.6 Wake on LAN
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System Setup
Wake On LAN

For computers connected on this router’'s LAN port, the Wake on
LAN function allows you to turn on a computer through its MAC
address. The computer must support Wake on LAN. Please check
the BIOS setup in your computer.

MAC Address: 00 | -[00 |: oo |00 ;o0 |:{oo |

[ Care ]
To wake up a computer, please enter the MAC address of the

computer, and then click \Wake Up to turn on the computer or click
Cancel to aboard and clear the setting.

4.7 Status & Log

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup | Status & Log | Logout

Status & Log provides many useful information of the system.
Including the current WAN and LAN status of the system, the

DHCP offered by this DHCP server and the login record of the
system.

4.7.1 Status

Quick Setup IP Configuration NAT Setup Firewall Setup USB Application System Setup Status & Log Logout

Status & Log
Status

Status page shows some important information and status of the
interfaces of this router.
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Status & Log - Status

This page shows some important information and status about the router. To update the display, click Refresh button.

System Up Time:
WAN Interface
Connection Type:

IP Address:

Subnet Mask:

Default Gateway:
DNS Servers:

MAC Address:
Connection Status:
LAN Interface
IP Address:

Subnet Mask:

MAC Address:
USB Printer
Printer1 Name:
Printer1 Model:
Printer1 Status:
Printer2 Name:
Printer2 Model:

Printer2 Status:

|nu1 days 01:57-52

|ADSL Static P

|51.218.78.46

|255_255_255_n

|51_218_?8_33

|1ss_95_1_1

IUU:11:E5:5A:29:31

IConnected_

|192.1as_1_1nn

|255_255_255_n

|00:11:E5:5A:29:30

|F’rinter Off-line

|F’rinter Off-line

g

System Up Time:

This field shows the lasting time from the last time this system up to

current.

WAN Interface
Connection Type:

This field shows the WAN connection type this system is using.

IP Address:

This field shows the IP address of the system WAN port.
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Subnet Mask:

This field shows the subnet mask of the system WAN port.
Default Gateway:

This field shows the gateway of the system WAN port.

DNS Servers:

This field shows the DNS server IP address of the system WAN
port.

MAC Address:

This field shows the MAC address of the system WAN port.
Connection Status:

This field shows the current WAN connection status. The value
would be Connected or Not connected.

LAN Interface

IP Address:

This field shows the IP address of the system LAN port.
Subnet Mask:

This field shows the subnet mask of the system LAN port.
MAC Address:

This field shows the MAC address of the system LAN port.

USB Printer

Printer Name:

This field shows the printer name of the printer connected to
system USB port.

Printer Model:

This field shows the printer name of the printer connected to
system USB port.

Printer Status:

This field shows the printer status of the printer connected to
system USB port.

Refresh:
Click Refresh to get the latest information of the system.

4.7.2 DHCP Leases
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Status & Log
DHCFP Leases

When the system DHCP server function is on, this system will offer
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IP addresses to other network devices. This page shows the IP
address offered and to which MAC address does this IP address
offered.

This page lists the computers that obtain their IP addresses from the router.

DHCP Lease Table

MAC Address IP Address Computer Name

(80:04:e2:F6:2a:67 192.168.0.3 test
00:17:31:06:d8:92a 192.168.0.23 Sales_HB

Refresh:
Click Refresh to get the latest information of the DHCP leases

4.7.3 System Log
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Status & Log
B F System Log

The system records some of its activities automatically. An alerting
email could be send to inform users when the system log is full. The
logged information can be saved to computer manually.
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You can view the log of router activities. To update the display of the log, click Refresh button.

Time

Type of
Services

Description

83/27
83/27
83727
083/27
083/27
03/27
03727
03/27
83/27
03/27
083/26
a1/m

17
17
16
11

18:
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83
a1
23
12

:35
=18
t29:
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Lh:
2 [ B
24
Y ]
4
Bl
w25z
12

43
:5G

a7
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18
a5
86

:3é

36
33
a5

|

EMail Alert

Send an alert when logs are full:

Email Address:

WEB

WEB
FireWall
FireWall

WEB
FireWall
FireWall
FireWall
FireWall
FireWall
FireWall
FireWall

Outgoing Mail Server:

192.168.68.115 User
192.168.68.115 User
Packet rejected by
Packet rejected by
192 .168.8.118 User

Packet
Packet
Packet
Packet
Packet
Packet
Packet

rejected
rejected
rejected
rejected
rejected
rejected
rejected

by

login to web?
login to webt

MAC
MAC

rule, HAC
rule, HAC

login to web?

MAC
MAC
MAC
MAC
MAC
MAC
MAC

rule, HAC
rule, HMAC
rule, HMAC
rule, HAC
rule, HAC
rule, HAC
rule, HAC

Disable [+

addr
addr

addr
addr
addr
addr
addr
addr
addr

is
is

is
is
is
is
is
is
is

£F
£F

FF
FF
fF
FF
fF
FF
FF

:FF
:FF

:FF
:FF
:FF
:FF
:FF
:FF
:FF

B
=1 H

4D
4D
4bc:
4h:
hb:
thb:
thb:

QOutgoing Mail Server (SMTP server) requires authentication: ) Yes @ No

—

User name:

Password:

j:fgjgﬂ

System Log:
The log records the time, type of services and description of router
activities.
Send an alert when logs are full:
Select an option to enable or disable alerting email. If enabled, the

system will send an email to the designated email address when

logs are full.
Email Address:
Input the email address that you want the alerting email to be sent

to

Outgoing Mail Server:
Input the outgoing mail server address.

Outgoing Mail Server (SMTP server) requires authentication:

—

Select whether your outgoing mail server requires authentication or

not.

User Name:

Input the user name of your mail server authentication.
Password:
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Input the password of your mail server authentication.
Save:

Click Save to save the logs to your computer.

Mail Now:

Click Mail Now to send an alerting email immediately.
Refresh:

Click Refresh to get the latest log status.

4.8 Logout
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To logout from router web page, click Logout at the very right of the
main menu.

Logout completed.

Login

A page will inform you that your logout has completed. If you want
to login again, click Login.
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Appendix Factory Default Values

IP Configuration

WAN Connect Type: Automatic IP
WAN DNS: Automatic
PPPoE’s MTU: 1492

LAN IP: 192.168.1.100
LAN Subnet Mask: 255.255.255.0

DHCP Server: Enabled
DHCP Server Starting IP Address: 192.168.1.1
DHCP Server Ending IP Address: 192.168.1.254

RIP: Disabled
Web Server Port: 80

Ping from WAN: Enabled
Web Access from WAN: Disabled
Print Server Access from WAN:  Disabled
FTP Access from WAN: Disabled
Webcam Access from WAN: Disabled
DDNS: Disabled
NAT

Port Trigger: Disabled
Virtual Server: Disabled
Virtual DMZ: Disabled
Firewall

IP Filter: Disabled
MAC Filter: Disabled
URL Filter: Disbaled
USB Application

FTP Server: Disabled
Allow FTP Anonymous Login: No
Allow FTP Superuser Login: No

Max. Concurrent FTP Users: 8

FTP Port: 21
WebCAM Mode: ActiveX
WebCAM Port: 64455
WebCAM Security Mode: Disabled
Printer Server: Disabled

System
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Administrator ID:

Administrator Password:

Time Setup:
NTP Server:
Time Zone:

admin

admin

Use NTP to get time
time.nist.gov

GMT
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