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About the
E-Plex
Enterprise

All E-Plex Wireless Locks & System related info are high-
lighted in this turquoise color background for easy reference.

The E-Plex lock series that can be operated by the Enterprise 3.0 software system are the
following lock series, plus all their wireless twins with the Wireless option installed:

E3200, E5200 & E5200 SAC (Standalone Access Controller):

PIN based Single credential locks,
E3700, E5700, & E5700 SAC

PIN & Prox card based (125 KHz RFID) Dual credential locks,
E3600, E5600, & E5600 SAC:

PIN & Smart card based (ISO 14443A/B 13.56 MHz RFID)
Dual credential locks.

Important: If you have already used the E-Plex Enterprise 1.x or 2.x software and its
compliant E-Plex locks in your facility, you will find the 3.x software version to be almost
exactly the same, if the locks are not wireless. In this case, you can skip all wireless related
features in this manual. However, if you have the wireless E-Plex locks, and/or a mix of non-
wireless and wireless locks in your facility, you must read and use all wireless related
features described in this manual.

The E5x00 lock series are “standard” door locks for regular doors and the E3x00 lock series
are the “narrow stile” locks, which are designed to be installed typically on a narrow door
frame, such as the frame encompassing an aluminum glass door.
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P About the E-Plex Enterprise

Each above lock model is designed to control entry or access to an area or premises through
one or more of three ways, depending of the model -> by PIN only access, by presentation of
a Prox or a Smart ID card (contactless), or by PIN followed by the presentation of the ID card.

The contactless Prox RFID card must be an HID compatible card with its card number data
format ranging between the “Standard” Wiegand 26 bits, and from the non-standard 27
through 84 bits. The Enterprise software is designed to read the Card Number (Facility code
+ card ID) of the Prox card if it is a standard 26 bit wiegand format card.

The contactless Smart RFID card can be either, an industry standard (i) a Mifare card, (ii) a
DESFire card, or (iii) an HID iClass card. The Enterprise software is designed to read only the
Card Serial Number (CSN) of the Mifare and the DESFire cards, and only the unique ID of
the HID iClass card contained within its application ID field.

The above different lock models are designed to work in conjunction with the E-Plex
Enterprise system software along with the use of a mini Laptop (Netbook) PC with an IrDa
(Infra-Red) communications interface to program and audit the lock. You can also use the
same laptop where the main Enterprise applications software is installed to do the lock
programming and auditing functions, instead of a separate Netbook PC.

“LearnLok” Option: All card ID based lock series such as the E3600, E3700, E5600,
E5600 SAC, E5700 and E5700 SAC can also be used without the Enterprise software, if
desired by programming it right at the lock’s keypad using Kaba’s patented “LearnLok”
feature.

Note 1: From now on in this manual, when we refer to a “card”, it means either a Prox
based token or a Smart card based token such as Mifare, DESFire or iClass.

Note 2: Also, from now on the portable mini Laptop/Netbook PC that is used as a lock
programming & auditing device will be referred to as the M-Unit (Maintenance Unit)
because its primary function is to perform lock <-> PC data transfer maintenance. This is
required only for all non-wireless E-Plex locks.

The items explained in this chapter include the following:
System Components
System Definitions

The E-Plex Enterprise Software Package

1-2
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About the E-Plex Enterprise <«

System Components

The E-Plex Enterprise system contains the following system components:

e E-Plex Enterprise compliant locks and controllers and also their wireless twins: E3200, E3600,
E3700, E5200, E5200 SAC, E5600, E5600 SAC, E5700 and E5700 SAC.

e For Prox card based locks: HID compliant Prox card tokens (125 KHz RFID) and a Prox card
enroller

e For Smart card based locks: Smart card compliant tokens (13.56 MHz RFID) and a Smart card
enroller

e Microsoft OS compatible PC running the E-Plex Enterprise system software

e Mini Laptop / Netbook portable PC to run E-Plex Enterprise M-Unit software, mandatory for all non-
wireless locks (but not needed for wireless locks). The M-Unit device will be capable communicating
with the lock via Kaba’s IrDa Communications Interface kit.

[Start]

o For Wireless Enabled Lock Systems Only: Kaba's wireless E-Plex Gateway, minimum one
Gateway unit is required. Optionally you may also require one or more wireless E-Plex Routers — the
guantities will be based on your facility’s requirement after your site survey. The Gateway and the
Router are actually the same hardware unit, but will be configured either as a Gateway or as a Router
in the Enterprise software during initial setup.

E-Plex Gateway / Router unit with Front & one Side view:

E-PLEN

Wireless ™

O Gateway
O Router
R o0 ° wm L8
USB Cable between Host PC & Gateway/Router AC Adapter of Gateway/Router

Type-A Type Mini-B
[Type-A to Host PC and Mini-B to Gateway/Router] [5 VDC /300mA minimum, w/ Mini-B]

Important: You must first complete a wireless site survey to install the E-Plex wireless locks in your
facility using Kaba's “Wireless E-Plex Lock Site Survey Guide”.

[End]
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P About the E-Plex Enterprise

E-Plex “Enterprise” Locks

The above mentioned E-Plex Enterprise compliant locks can be operated by the Enterprise software.
The standalone battery operated lock will grant access if an authorized user presents one of the three
valid credentials at the lock front housing: PIN only, or Card only or PIN followed by Card. The lock
can store up to 3,000 unigue users who can be mix of regular Access users, Manager users, Guest
users, Service users and M-Unit users. There is one (and only one) global Master User per lock. The
lock can store the last 30,000 transactions (audited events) in the lock’s memory.

Lock Modes

You can access the E-Plex lock by one of the following four modes at a given time:

Default Factory Mode — The lock is shipped from the factory in Default Factory Mode with a default factory
Master PIN. In this mode, the lock can only be opened with the Default Factory Master User PIN of
“12345678” and no other PIN or Card credential will be recognized by the lock as valid.

Access Mode by “LearnLok” — This mode refers to the lock that is operational for user access after the
factory default Master PIN of 12345678 is changed to something else. When the lock enters the LearnLok
Access Mode, the Master (and Manager users) can add or delete regular users in the lock simply by entering
relevant command codes at the lock keypad. Please refer to the “E-Plex Card Based 36xx/37xx/56xx/57xx
Lock Series Operations Manual” for details.

Access Mode by Software — This mode refers to a lock that is operational for user access, after it is
programmed, (i) either by the portable M-Unit for non-wireless locks, or (ii) after it is programmed remotely
from the Host/Client PC via wireless commands for wireless enabled locks. “Lock programming” here means
that the lock/user configuration data is downloaded from the E-Plex Enterprise system software to the lock.
When the lock enters the Software Access Mode, the method of lock access is either by, (i) PIN only, or by (ii)
Card only, or by (iii) PIN followed by the associated Card. Note: The Service users can have PIN only access
any time and no cards are associated with them.

Pushbutton Programming Mode — This mode is typically used to program or audit the lock using the M-Unit
handheld device. In this mode, the Master User, or the Manager(s), or the M-Unit User(s) can enter one or
more command sequences to program and configure the lock, or download the lock audits.

For more information about using the lock in these modes, refer to States of the Lock in Chapter 4,
Operating the E-Plex Lock at its Keypad.

Lock Access Methods

You can open a lock using one of the following three access credential methods. For Service
users only, the access method is by PIN only access; for the rest of the User types, it can be
either PIN only, or Card only or PIN & Card access, depending on the specific Access
Schedule set during that time. You can set up the lock with specific access schedules for
each day, for example PIN only access during morning shift; PIN & Card access during
evening shift etc so as to require different access credential methods for users.

PIN Only

Only entering of a valid PIN (Personal Identity Number) is required to access the lock.

Important: The global user PIN length is configurable from 4 to 8 digits, but the first 4 digits
must be unique for security reasons.

Card Only

Only the presentation of a valid Card is required to access the lock.
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PIN and Card

The entry of a valid PIN followed by the presentation of a valid associated ID Card is required
to access the lock. The access method through PIN and Card is referred to as “Dual
Credential” access.

PINs, Tokens and Token/Card Enrollers

An authorized E-Plex Enterprise system Operator must enroll all users in the system
database who need to access the E-Plex locks in the facility. The operator must enter the
name etc for each enrolled user and assign a PIN which is automatically generated by the
system but can be modified manually by the operator. Additionally, the operator must also
enroll a valid token for the user if s/he will require access to a token based lock such as an
E3600, E3700, E5600, E3600 SAC, E5700 and/or an E3700 SAC, for either wireless or non-
wireless models. This is done by using a Card Enroller/Reader — there is one specific model
to enroll Prox ID based tokens and another specific model for Smart ID based tokens,
depending on your lock models in your facility.

Important: In a few cases where your facility is migrating from one token (and lock) type to
another type, for example, from legacy Prox cards to more secure Mifare/DESFire/iClass
Smart cards, you will need to use both types of card Enrollers with the Enterprise software
system until the migration from legacy to new cards (and locks) is complete.

The enroller is connected to the PC via the USB port interface. The enroller simply reads the
card ID data from the token and this ID is assigned to this user in the system. Both enrollers
are read-only type enroller and so no writing is performed on the card.

Token Types: For Prox-> Card, Tag or FOB; For Smart-> Card, Tag or Key

The user ID tokens that can be used in the applicable E-Plex locks come in various forms as
shown below. It can be either in a “card” form, or in a “FOB” form that can be carried in a key-
ring. It can be also in the form of a 25 cent coin (mini disc) called a “Tag”; this can be can be
affixed to an existing non Prox or non Smartcard ID badge of a user with picture so as to
work in the E-Plex card locks.

HID Prox compliant Tokens Smart compliant Tokens (Ex: iClass)

The use of a Prox enroller for Prox token based locks and a Smart card enroller for Smart
token based locks are mandatory (see below) for all token based E-Plex locks. As specified
earlier, the Smart token or card can be either a Mifare, or a DESFire or an iClass.

The enroller only reads, either (i) the pre-encoded Prox user card number data from the
token, or (ii) the pre-encoded Smart user card Serial Number (CSN) data from the token and
stores it the system software. An authorized user with a valid ID (the above enrolled user ID)
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will be granted access in all the programmed Prox card and/or Smart card based lock(s) in
the facility. The following two pictures show the Prox and the Smart token enrollers that are
used in the E-Plex Enterprise system with their USB connectors.

“‘RFldeas” HID Prox compliant Enroller “RFldeas” Smartcard compliant Enroller

For the reading (enrolling) of a token, you just need to place the token on top of the enroller
for a second or so. The small red light on the enroller will turn green momentarily indicating a
successful read. The ID data will be read by the enroller and transferred to the E-Plex
Enterprise and stored in the database instantly. The example shown here is for the Prox
token enroller; it will be the same procedure for the Smart token based enroller.

E-Plex Enterprise Software (Server and Client modules)

The E-Plex Enterprise software when installed allows you to manage your door locks and the
associated user data from one standalone PC. It also offers auditing and reporting
capabilities. The software consists of the “Server” and the “Client” parts/modules which can
both be installed on a single Standalone PC along with the SQL server database.

Optionally, you can install the server related modules and the SQL database on a separate
Server PC only, and then install the Client related modules on one or more individual Client
PCs in a networked configuration. In this networked configuration, you must have the right
card enroller connected to each client PCs if you use card/token based E-Plex locks.

Portable PC M-Unit (Netbook/Laptop) and PC M-Unit Software

The E-Plex “universal” PC M-Unit software is installed on either, (i) the same PC where the
main Enterprise applications software is installed or (ii) on a separate mini Laptop / Netbook
PC. In either case, the M-Unit software will work in conjunction with Kaba’s PC M-Unit IrDa
Communications Kit to program and audit the locks.

1-6
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This portable PC M-Unit device, in addition to letting you program and audit the lock, allows
for the downloading of Users/Locks configuration data from the PC to the M-Unit, and also
the uploading of the lock audits data from the M-Unit back to the PC for Reports at the PC.

[Start]

For Wireless: As stated earlier, the portable M-Unit is not required for programming and/or
auditing a wireless lock since these operations are performed remotely via wireless
communications. However, if for some reason your wireless network is down, you will either
need to ensure that it has come back “online” before programming/auditing the wireless locks
remotely, or must use a portable PC M-Unit with its software to program/audit the wireless
locks that are currently in “offline” mode.

[End]

System Definitions

This section contains system definitions for the following items:
PC System Operator Classifications

Door Groups and Doors

Access Schedules

Holidays/Vacations

Access Groups

Lock User Personnel Classifications (Departments & Users)
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Host PC System Operator Classifications
e Three types of operators can use and operate the E-Plex Enterprise software:
Operator Rights when Wireless Option is Not Enabled:

Level 1 Operator — The software system can have up to 255 Level 1 Operators. The global Master user of
the system will automatically become the very first Level 1 Operator. All Level 1 Operators will have the
highest system authorization and will have access to all operational functions of the E-Plex Enterprise
software. Any Manager user can also be assigned as Level 1 Operator (or as Level 2 but not as Level 3).

The Level 1 Operator can add Level 2 or Level 3 Operators to the Enterprise system. The
Level 1 Operator can add a maximum of 255 Level 2 and Level 3 Operators combined to
the system. When a Level 2 or Level 3 Operator is added to the system, this Operator’s
Logon Name and Password must also be established.

Level 2 Operator — Can be a maximum of 255. Level 2 Operators can perform all functions of Level 1
Operators, with the exception of the following:

o Adding, modifying, or deleting any other operators
o Adding, modifying, or deleting any managers

o Modifying the site’s software “Private ID”

o Will not be able to view any user’s access PIN

Level 3 Operator — Can be a maximum of 255. Level 3 Operators can be M-Unit and/or Access users only
and can perform all functions of Level 1 Operators, with the exception of the following:

o Adding, modifying, or deleting any other operators

o Adding, modifying, or deleting any managers

o Modifying the site’s software “Private ID”

o  Will not be able to view any user’s access PIN

o Cannot perform a system database restore operation

o Can only change her/his own Password in the System Setup.

Note 1: An M-Unit user can be assigned only as a Level 3 Operator; this user cannot
login to the E-Plex Enterprise (Client) software but can login to the PC M-Unit
software to program/audit locks.

Note 2: An Access user can be only a Level 3 Operator; s/he can login to the
Enterprise software but cannot perform any M-Unit software functions to
program/audit locks.

Note 3: The Guest and Service users cannot be assigned any Operator status —
Level 3,2 or 1.

[Start]

Operator Rights when Wireless Configuration is Enabled:

o Level 1: (Same rights as in non-wireless Client above), plus
= Can wirelessly Activate/Deactivate Global Emergency Lockdown, or Global
Emergency Passage/Open of all locks (or locks selected by Door Groups) on the site,
= Can perform a wireless remote unlock of one individual lock at a time,
= Can “Page” a lock,
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= Can wirelessly Activate/Deactivate Passage mode of one individual lock at a time,
but only if this Level 1 operator has already been programmed in this lock as a user,&

= Can wirelessly Activate/Deactivate the Lockdown of one individual lock at a time, but
only if this Level 1 operator has already been programmed in this lock as a user.

o Level 2: (Same rights as in non-wireless Client above), plus

= Can wirelessly Activate/Deactivate Global Emergency Lockdown, or Global
Emergency Passage/Open of all locks (or locks selected by Door Groups) on the site,
only if configured in Systems Settings to allow,

= Can perform a wireless remote unlock of one individual lock at a time,

= Can “Page” a lock, and

= Can wirelessly Activate/Deactivate Passage mode of one individual lock at a time,
but only if this Level 1 operator has already been programmed in this lock as a user.

o Level 3: (Same rights as in non-wireless Client above), plus
= Can wirelessly Activate only Global Emergency Lockdown, or Global Emergency
Passage/Open of all locks (or locks selected by Door Groups) on the site, only if
configured in System Settings granting these rights,
= Can perform a wireless remote unlock of one individual lock at a time,

[End]

Door Groups & Doors

You can define up to a maximum combination of 10,000 door groups and doors in the system
database. A door group represents a group of physical doors that contain the E-Plex locks
operated by the Enterprise system. For example you can have a couple of door groups
called “DG-Factory” and “DG-Offices”, each containing many doors (locks) belonging to them.

For Wireless Mix: If your facility has a mix of both non-wireless (standalone) and wireless E-
Plex locks, it is highly recommended that you place these two types of lock series in two
different main Door Groups. For example, one main group called “DG-Wireless” where you
place all your wireless locks and the other one called “DG-NonWireless” where you place all
your non-wireless locks. This segmentation makes it easier to manage the two different
mixes of lock types.

In each door group, you must assign one (and only one) Door Group (DG) Manager user.
However you can assign many regular Manager users to each door group. The DG Manager
will have complete access to all the doors in this door group without any restrictions. This is
very similar to the global Master user having complete access to all the door groups and
doors in the facility, the difference here being that this DG Manager will have complete
access only to her/his doors in this door group rather than the doors in the entire facility.

Access Schedules

You can define an unlimited amount of access schedules in the system database. However,
you can define only up to 16 access schedules in a lock. When assigning access schedules
to a user, you may only use the access schedules that have been assigned to the lock. There
is a default access schedule, “Always” (24 hours per day, seven days per week), that is built
into the system software and cannot be changed or deleted.

An access schedule is a defined time period during the span of a week during which users
are granted access to a door. Operators using the E-Plex Enterprise software at the PC
define the access schedules by selecting the days of the week that the schedule is active and
by specifying the schedule’s start time and end time for the days specified. You can define a
descriptive schedule name for each access schedule. Once defined, you can assign access
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schedules to a door with what credential type to use (PIN, card or PIN & card) during that
schedule in the Manage Doors menu of the software dialog. A maximum of 16 access
schedules can be assigned to a single door.

Because you may specify whether the door access credential method is either PIN only, Card
only or PIN followed by Card, the different access schedules in the system cannot overlap.

If you have a need for periods of time where access for certain groups of users overlaps
partially, you will need to break those time periods into separate access schedules. Also, an
access schedule cannot bridge a time period between two consecutive days. If you have an
access schedule that needs to start before midnight and end after midnight, you must set this
up as two separate access schedules.

Example

During the week, say you have three shifts at your company:
First Shift — 7:00 a.m. to 3:00 p.m.
Second Shift — 2:00 p.m. to 11:00 p.m.
Third Shift — 10:00 p.m. to 8:00 a.m.

These three shifts will need to be broken into seven access schedules so they do not overlap:
7:00 a.m. to 2:00 p.m. — First shift
2:00 p.m. to 3:00 p.m. — First and second shift overlap
3:00 p.m. to 10:00 p.m. — Second shift
10:00 p.m. to 11:00 p.m.— Second and third shift overlap
11:00 p.m. to 12:00 a.m. — First part of third shift (first day)
12:00 a.m. to 7:00 a.m. — Second part of third shift (next day)
7:00 a.m. to 8:00 a.m. — Third and first shift overlap

By default, all user types (except the global Master user) are not assigned any access to the
lock. These user types include the Manager users, the Access users, the Guest users and
the Service users. One or more of the access schedules must be assigned to these user
types who must have access to the affected doors/locks .

Choose from access schedules that have been previously defined for the door, which means
that the maximum number of access schedules that can be assigned to a user for a particular
door is the number of access schedules defined for the door, up to 16.

Holidays/Vacations

You can define an unlimited amount of holidays/vacations in the system database. However,
you can define only up to 32 holidays/vacations in a lock.

A holiday/vacation template is a defined time period during which users will NOT be granted
access to a door. By default, there will be no access allowed to a door/lock during a defined
holiday/vacation period, except for the global Master user and all Manager user(s) of the
system. The Access, Guest and Service Users who are assigned a “privilege” in the software
to override the holidays/vacations will also have access during the holiday/vacation period.

Access Groups

An Access Group is setup when you define a collection of doors WITH an Access Schedule
assigned AND an access credential method during this schedule (PIN only, card only or PIN
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& card access) to each one of these doors. This makes it easy when the operator wants to
add a new user in the system database that should have access to many doors at various
schedules very quickly, saving enormous keyboard entry time.

Lock User Personnel Classifications — Departments & Users

¢ In addition to the Master, up to five different types of users can perform various operations at the lock
— both at the pushbutton keypad of the non-wireless and the wireless locks. For wireless enabled
locks, there are certain additional operations that the Manager and Access users can perform as
stated separately below.

Master User — The Master User is the top-level user who performs the initial lock setup activities and can
program all lock functions. There is only one (global) Master User per facility (all door groups and all doors)
whose credential will be accepted in all locks in the entire facility. The Master User is the only user who has
“Always” access to any lock, and has all the access privileges all the time and cannot be locked out. The
global Master user’s credential acts just like an emergency mechanical override key The Master User’'s PIN is
always eight digits in length.

Manager & Door Group (DG) Manager Users — A regular Manager User is a second-tier administrator who
can program most of the lock functions as the Master user and these are specified in a Table in Chapter 4,
the “Summary of Pushbutton Programming Commands” at the lock keypad. A lock can have up to 3,000
Manager Users.

The Door Group (DG) Manager on the other hand is just like the global Master user, except that her/his
credential is always valid without any restrictions only in the doors belonging to her/his Door Group. All
locks/doors belonging to a Door Group must contain one and only one Door Group (DG) Manager, though
you can have multiple regular Manager users in the same door group.

Manager, when Programmed in one or more Wireless Locks on-site: If this Manager user is also either
a Level-1 or Leve-2 type Operator in the system software, s/he can perform a Global Emergency Lockdown
or a Global Passage of all these wireless locks at the lock keypad. However, these commands can only be
returned back to normal (cancelled) by Level 1 or 2 Operators using the system software.

Access User — An Access User has only the ability to open locks. Each lock may have up to 3,000 Access
Users and these are considered permanent users.

Access, when Programmed in one or more Wireless Locks on-site: If this Access user is also a Level-3
type Operator in the system software, s/he can perform a Global Emergency Lockdown or a Global
Passage of all these wireless locks at the lock keypad; but cannot cancel these commands.

Guest — A Guest user is just like an Access user, except the maximum expiry for a Guest user is one year.
Each lock may have up to 3,000 Guest Users, which are temporary and last between 1 day and 365 days (1
year).

Service User — The Service user’s credential is always PIN only. A Service User has authorization any time
of day to a lock for a specified period of time -> either one-time entry (“one shot”) only; or from 1 hour to 96
hours access only from the first time s/he presents the credential; or can have 24/7 access with no expiry,
thus enabling the service user to gain entry just with PIN only access, even during a card only or PIN & card
access schedule period in the lock, overriding any schedules assigned to the door.

M-Unit User — An M-Unit User does not have access to open any locks. The M-Unit User can only perform
maintenance on locks using the portable M-Unit handheld, as well as any lock programming and auditing.
Each lock may have up to 3,000 M-Unit Users.

Note: All of the user types, including Manager Users, can have one or all of the following three privileges:
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® OQverride holidays/vacations
®* Override deadbolt privacy
* First entry passage authorization

The E-Plex Enterprise Software Packages

There are three (3) software packages/kits available from Kaba to be used with the E-Plex Enterprise system
as described below:

(1) Kit #1: E-Plex Enterprise Software CD Kit
This kit includes the following items:
a. E-Plex Enterprise Software installation CD.
b. E-Plex Enterprise Getting Started Sheet.

c. E-Plex Enterprise Software User Guide (this guide) in electronic form on the CD.

(2) Kit #2: E-Plex Enterprise Implementation Kit

e This package combines the E-Plex Enterprise Software CD Kit (Kit #1 above) and the E-Plex
PC M-Unit Communications Kit (Kit #3 below).

o Kit #2 is the only kit you will need to run the Enterprise software system in your facility. You
need this whether your PC M-Unit part of software module runs on the same laptop PC
where the main Enterprise applications software is also running or that you are planning to
use a dedicated/separate Netbook/Min laptop PC to run the PC M-Unit software.

(3) Kit #3: E-Plex PC M-Unit Communications Kit

A Laptop or a Netbook PC does not have a built-in IrDA interface. This kit will provide that interface
when connected to the M-Unit PC’s USB port to “talk” to the lock via IrDa communications. This kit
includes the following items:

e A USB Flash drive, pre-loaded with the PC M-Unit Software and the PC M-Unit User Guide.
e E-Plex PC M-Unit Getting Started Sheet.

)\

N

USB Flash Drive with M-Unit Software IrDA Adapter with extension Cable
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Getting
Started

All E-Plex Wireless Locks & System related info are high-
lighted in this turquoise color background for easy reference.

The contents of this chapter are intended to assist you with installing and setting up your E-
Plex Enterprise system software.

The items explained in this chapter include the following:
o System Requirements

o Software Installation and Registration (via Appendix)
o Basic System Setup

o Starting the Software

o Main Menu Functions with Toolbar Icons
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E-Plex Enterprise System Requirements

PC & OS Requirements

Standalone PC (for “Express” Install)
o MS Window’s compatible PC with minimum Pentium-Ill 500+MHz processor

o Minimum 1 GB of RAM.
o Minimum of 4 GB of free hard disc space when using smaller SQL database
o SVGA Monitor with minimum resolution of 1024 x 768
o CD-ROM drive for software installation
o Minimum of 2 USB ports in PC to connect the Prox Enroller and the M-Unit PDA
o One of the Microsoft Operating Systems below:
o MS Windows XP Professional (SP 3 or higher),
o MS Windows 7 Premium — 32 or 64 bit versions
o MS Windows 8 — 32 or 64 bit versions
o MS SQL Express 2005 (SP3 or higher) or 2008 — supplied with Enterprise software

Networked PCs (for “Custom” Install)
e Client PC: Same requirements as Stand Alone PC above, except the MS SQL
o Server PC: Same requirements as Stand Alone above, except
o Recommended 2+GB of RAM when using larger SQL database
o Recommended 10+GB free hard disc space for larger SQL database

o MS Windows Server 2003 & 2008 OS (if not using XP, VISTA or Windows 7)

Maintenance Unit (M-Unit) Requirements

o Standard Laptop PC: Same requirements as Standalone PC above, or

o Mini Laptop (Netbook) PC: Microsoft XP Home or higher OS and minimum 1MB of
RAM, minimum 1024 x 600 screen resolution, 4GB of storage memory (flash or hard-
drive), 1 available USB port. Optionally, wired or wireless LAN interface for network
communications via IP address to host PC

Note 1: Either of the above M-Unit PCs requires Kaba’s E-Plex PC M-Unit
Communications Kit as an accessory containing a USB Flash drive with PC M-Unit program
pre-loaded & a USB <-> IrDa adaptor for PC to/from Lock communications.

For Wireless: If you have only wireless locks on your site, you do not need a portable M-Unit
since the lock programming & auditing can be done remotely via wireless data transfer.

Card Enroller Requirement (*Mandatory* for card based E-Plex locks)

e RFIDeas pcProx [RDR-6018KU, or BSE-PCPRX-U] 125 KHz HID Prox token Enroller
with USB interface — to be used with E37xx and E57xx Prox card lock series, or/and

e RFldeas AIR ID [RDR-7082AKU-KA] 13.56 MHz Smart token (Mifare, DESFire or iClass)
Enroller with USB interface — to be used with E36xx & E56xx Smartcard lock series.
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[Start]

Additional Requirements for Wireless Lock System

o E-Plex Gateway (mandatory; minimum one; more only if your Site Survey warrants it)

o E-Plex Router (optional; one or more, based on your Site Survey requirements)
o Kaba’s wireless Site Survey Unit (SSU) — (required only during your Site Survey)
[End]

Basic System Setup & Quick Start Tips

Complete the following steps in this order prior to setting up the system for use:

Note: In this example, it is assumed that you will be using one standalone laptop to run the E-Plex Enterprise
Server/Client applications software, and again use the same laptop to operate it as a portable M-Unit device
to program/audit locks.

1. The actual Software Installation section is found at the very end of this manual under “Appendix”.
Please continue to read this section and then jump to the Appendix section to actually install the
applications software from the E-Plex Enterprise software CD on your laptop.

2. Ensure that you have the administrative rights to install the software on the PC. If you do not, you will
require your IT personnel’s help in installing the software. During installation, you will be required to
register the E-Plex Enterprise software with Kaba so as to activate and use the software.

3. Connect your Card ID Enroller — Prox token based or Smart token based as appropriate, to the PC
through a USB port. The enroller is plug-n-play and no driver installation is required.

4. (Standalone) Express Installation: For most situations, you will be installing the software (which
consists of the Server, Client & M-Unit parts of the modules) on one standalone PC. Select the
“Standalone / Express” install option which will automatically install all Enterprise software modules

without any user/operator intervention, Or

(Custom) Network Installation: If on the other hand, you are going to be using a separate Server
PC and one or more Client PCs in a networked environment, please check with your IT/Network
Administrator for software installation rights, SQL password details etc. Typically, all Server related
Prerequisites, followed by the Server part of the software module and the E-Plex SQL database
module will need to be installed on the Server PC; you will be registering the software with Kaba
during the Server part of the installation only, once. Then on each Client PC, you must install all
Client related Prerequisites, the Client part and the M-Unit part of the software — as specified in the
“(Software) Install Procedure” document on the CD. You must also connect a Card ID enroller to
desired Client PC(s) to enroll your facility’s user ID badges.

Software Installation & Registration

e Please refer to the Appendix at the end of this user guide on how to install the software.
You will be also required to register the E-Plex Enterprise software with Kaba to receive
the registration/activation key to be able to install and use the software.

Quick Start Tips

You can follow these useful tips to quickly set up and use the E-Plex Enterprise system and the associated E-
Plex locks in your facility:

e Click the E-Plex Enterprise Client icon on your PC desktop to launch the software.
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10.

11.

12.
13.

14.

Set up the global Master User for the application and if it is you, remember your new Level 1 Operator
Name and Password for future login sessions. Change the default “Your Private ID” number from
99999999 to a different 8-digit number. This Private ID combined with an internal unique number in
your software is used as your unique Customer Security key. This unique key is encrypted and
passed back and forth between the PC software, the M-Unit and the locks during their data
communications. Refer to Logging On for the First Time in this chapter for more information.

Change the default 8-digit Master PIN 12345678 (to be used in the locks by the global Master) to a
different 8-digit Master PIN and remember this important PIN.

On the System Setup window, change any default parameters, such as all users’ PIN length,
date/time format etc, if desired.

[Start]

For Wireless:

Enable the wireless communication/configuration option and configure all required wireless locks and
ZigBee network related parameters for your facility. Only Kaba certified Access Control Dealers are
eligible to enable the wireless configuration parameters by entering their Dealer ID.

Additionally, configure your E-Plex Gateway unit via USB connection with your Server PC
(or Server/Client PC if they are on the same PC) so as to let all your wireless locks (doors) on
your site to “join” this wireless ZigBee network when ready.

Important: Enabling the wireless option in the software can only be done by a Kaba certified access
control Dealer/Integrator who has undergone Kaba’s E-Plex Wireless certification training with Kaba.
The authorized Dealer/Integrator must enter her/his “Kaba authorized” Dealer ID & Activation key to
get validated by the software which will then enable (turn on) the wireless option in the system.

[End]

Your unique 10-digit Software License number is displayed on the Help | About window. You will
need to refer to this License number when contacting Kaba’s technical support team to receive any
technical support.

Ensure that the card enroller is connected to your PC.

Migration from Prox to Smartcard: If your facility is migrating from an older Prox
card technology to the newer, more secure Smart card technology, you will need to
use both types of card enrollers to enroll these two different types of ID cards in the
Enterprise system till the transition is complete.

Create your Access Schedules — assigning each schedule with period of time for each day when
users should have entry access.

Optional: Create your Holidays and Vacation blocks.
Create your Door Groups.

Create your Doors, one door at a time — assigning each door with its various configuration
parameters.

For Wireless: Configure additional required door parameters for wireless enabled doors.

Optional: Create your Access Groups — assigning each access group with door or doors with
schedules attached to each door.

Create your Departments (referred to as User Groups in Enterprise 1.x software)).

Create your Users, one user at a time — assigning each user with various user parameters such as a
PIN, user type etc and optionally import user’s photo. You will also need to enroll the user’s ID card, if
this user will have access to any card based E-Plex locks in the facility.

For each user, you can also assign an Access Group, if you had already created a few access groups
earlier, Or
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Access Assignment: If you did not create any Access Groups in the system, you can assign the user
to a door for access under the Access Assignment menu. Select a previously created door and
assign schedules and access credential required (PIN only, card only or PIN & card) during each
schedule, holidays/vacations and assign users for this door who should have access. Additionally,
assign schedules to each user in this door including any user Privileges, if desired.

14. Repeat Steps 12 through 13 above for other users created in the system for door(s) access.

Important: Ensure that the actual E-Plex lock on the door to be programmed is
properly installed and initialized and its Lock Function is configured (for Privacy
and/or Residence locks only), according to the Lock Function Setup Instructions that
came with the lock in the box.

For Wireless: Ensure that each wireless lock has its wireless hardware kit installed
correctly onto the lock, that the RF antenna connection has been tested per the kit
instructions, and that all wireless locks on the doors are installed properly.

15. Transfer/download your locks <-> users configuration data from the PC database to the M-Unit part of
the database so as to be able to program the locks with the M-Unit.

16. Take the M-Unit (the same laptop or a separate Netbook PC) to each of the desired doors/locks and
program them, one at a time. Repeat this step to program all locks in your facility.

For Wireless: Configure your E-Plex (ZigBee) wireless Gateway which will act as the main hub of
your wireless network. Optionally, if required for your site, configure your wireless Router(s) which will
act as Repeater(s).

Activate all your wireless locks, ie., make each wireless lock “Join” your ZigBee wireless network by
entering a “ZigBee Access Code [ZAC]” at each lock’s keypad; the ZAC process will also
automatically program the lock remotely. From now on, you can re-program the wireless locks
anytime remotely from your Host PC without having to physically visit each wireless door/lock.

17. Similarly, you can go to the desired locations and audit the required locks in your facility for later
uploading back to the PC for viewing/printing the lock audit Reports.

For Wireless: Audit the wireless locks remotely from your PC without having to physically visit each
wireless lock (door). You will be also able to monitor all wireless lock and system events remotely
from your Host PC in real time.

Starting E-Plex Enterprise Software on a Standalone PC (or, on
a Client PC in Networked Configuration)

Note: Ensure that your applicable card ID enroller (Prox or/and Smartcard) is connected to
your (Client) PC through the USB port and is recognized by the PC, if you will be using card
based E-Plex locks on your site.
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You can start the E-Plex Enterprise on the PC by clicking the E-Plex Enterprise icon on the
desktop.

Client

Note: Do not delete the default desktop icon or modify it in any way.

Logging On for the First Time

When you have clicked the E-Plex Enterprise (Client) icon on the desktop for the very first
time, the software displays the Define First Master Operator window as shown on the left
hand side, below.

E-Plex Enterprise Software E-Plex Enterprise Software
. .
T Define First Master Operator T Define First Master Operator
Site Site Credentials Site Site Credentials
Site Name: | Site Name:  KabadecessControl
; [ PIN Only (3200, 5200 locks) ) PIN Only (3200, 5200 locks)
Site PrivatelD: 33333333 [ Pros Card (3700, 570 focks) Site PiivatelD: 11111111 Prox Card (3700, 5700 locks)
[] SmartCard (3600, 5600 locks) SmartCard (3600, 5800 locks]
Master User Master User
Last Name: SmartCard Type LastName:  Thomas SmaitCard Type
First Name: First Name: | Jawa Uass =
Master PIN: | 12345678 Master PIN: | 87654321 A G
MIFARE
Depattment: Depattment: DESFite
User Type: User Type:
Prox Card Bit Format Prox Card Bit Format
Master Operator Standard Wiegand (26-Bit) Master Dperator () Standard Wiegand (26-Bit)
Operator Name: Other Operator Name:  ico O Other
Password: Password: | ™
Vesty Passeinnt Smart Card Bit Format Ve Password: [ Smart Card Bit Format
Standard Wiegand (26-Bit] O Standard Wiegand (26-Bit)
Operator Levet Operator Level:
Other © Other
fp EnteroNamofcour S whero tholacks il b nstaled and ff 0 cams o Ste whors e ke vl e il and
use d
Change the default site PrivatelD 93333333 to a different 8-digit Change the default site PrivatelD 93338899 to a different 8-igi
PrivatelD and the factory default Master PIN 12345678 to a PiivatelD and the factory defeul Master FIN 12345678 to a
different 8-clgit Master PIN different 8-digit Master PIN.
Enter an Operator Name (Login name) and Password. The Enter an Operator Name (Login name] and Password. The
password must be between B and 10 characters. password must be between 6 and 10 characters.

e As shown in the picture on the right hand side, enter your Site Name (your company or
facility name) which will be displayed on your system reports.

e Change the default “Site Private ID” value from 99999999 (ie., 8 nines) to any other
number. The system will use this number in conjunction with a unique internal factory
number to generate an encryption/decryption key in the database. This combined (but
hidden) value will be your unique Customer Security Key which will be used in (i)
protecting your Enterprise database, and (ii) in communicating lock/user configuration
data between the PC, M-Unit and the E-Plex locks.

o Enter the following information in the Master User fields for the global Master user of all
the locks in your facility:

Last Name
First Name

New Master PIN number — must be 8 digits long.
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Note: The default factory Master PIN number is 12345678. You must change to a different
8-digit PIN number which you must enter and remember it (or write it down and store it in a
safe place) for future routine use.

e Enter the following information in the Master Operator fields who will be the first
Level-1 (highest) system administrator/operator to manage the Enterprise software
system on the PC:

(Master) Operator Name: this is the Enterprise system’s Login name — typically the
Master (PC Login) operator in the system and the global Master user in the lock is
one and the same person.

Important: The operator login name “kaba”, or “Kaba”, or “KABA” etc cannot be
used; if you try to create this login name, you will get an error message.

Password: this must be minimum 6 alphanumeric characters
Verify Password by re-entering

Click OK. The software displays the Main Menu for the E-Plex Enterprise.

Note: From now on, must use this newly created logon credentials (operator name and
password) to logon to the Enterprise software.

e Check the relevant box(es) for the Site Credentials; ie., what kind of E-Plex locks
are being used in your facility. If you are going to be using PIN only lock series
(E32xx and E52xx), you need to check that box only; no card credentials and
relevant ID card enroller(s) are required.

e If you selected smartcard locks, you must also specify what type of smart
card/credential you will be using in your facility (one type only) -> iClass, Mifare or
DESFire. The smartcard lock series are E36xx and/or E56xx.

e Prox Card Bit Format: If you selected earlier Prox card based locks, you must
also specify the Prox card bit format -> either as 26 bit Standard Wiegand or
“Other” (27 through 84 bits). The Prox card lock series are E37xx and/or E57xx.

e Smart Card Bit Format: The same applies if you had selected a Smartcard based
lock but using the iClass credential (not Mifare or DESFire). Click OK when done.

Recovering Forgotten (Master) Password

e Click Forgot Password” and follow the screen instructions to recover your Master password.
You will need to contact Kaba’s Technical support line to recover your forgotten or lost
Master login password.

T Operator Login

E-Plex Enterprise Software

Copyright Kaba lico Ine. (C) 2009

Dperator Name: | [3wa

Password:

PassNCE7a37645 Please call Kaba's Tech SuppeQGLB00 B43-8324 or 336-725-1331
0K Cancel Forgolﬁassward
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Main Menu and Toolbar

File Schedules Holidays/Vacations Door Groups  Doors  Access Groups  Departments  Users  Access Assignment  Reports  System Setup  Help
a7 . o

M-Unit Synched
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File  Schedules Holidays/vacations Door Groups Doors — Access Groups  Departments  Users  Access Assignment  Reports  OnLine Zigbee Network  System Setup  Help
g . 5 s |

] @ Lock Events L._ System Events
rShow

® AllEvents

O User Access Events Only

@ Pause Refresh

Date Time Door Name Event User

Door Batte

’ Dashboard

Current system emergency state is Normal

This section describes the Main Menu and Toolbar, which are the primary points to access the functions of
the E-Plex Enterprise.

Main Menu

The Main Menu provides access to all functions and displays the available menu options.

File  Schedules Holidays/Vacations Door Groups Doors  Access Groups  Departments  Users  Access Assignment  Reports  System Setup  Help

The following 12 drop-down menus are available from the Main Menu:
File
Schedules
Holidays/Vacations
Door Groups
Doors
Access Groups

Departments (Note: In the first release Enterprise 1.x software version, this field was called User
Groups, it means one and the same !)

Users
Access Assignment
Reports

System Setup
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Help

Toolbar

File Menu

Schedules

Please refer to the appropriate sections in the manual in Chapter 3 for more detail on each
of the options that are available from the drop-down menus. These menu options are also
available from the Toolbar as shown below.

The Toolbar is located directly below the Main Menu and displays the icons for the Main

48 57 | L0 B § i 0] @

(Or, if Wireless option is enabled)

K EalCTIERG 3] I NET AMENL < NS 1K

f

You can select an icon on the toolbar by positioning the mouse pointer on the icon and
clicking the left mouse button one time. The menus available from the Enterprise Main Menu
and the corresponding Toolbar icon (if applicable) are described in the following sections.

File—L\] Schedules  Holidays/vacations  Doo
a3
Import Users Data ...
Sync with Separate PC M-Unit... »
Launch Integrated PC M-Unit

Hide Application in System Try

| Exit

From the File menu, you can either (i) Import users (basic info such as names, PINs and
Prox or iClass card ID numbers in 26-bit Standard format, if available), (ii) Manually sync
locks/users configuration data and locks’ audited data between the (Client) PC and a
separate PC M-Unit (Netbook) device, (iii) automatically sync the above configuration data
between the PC and the M-Unit, if the Enterprise and M-Unit software modules are
“integrated” and reside within the same PC, (iv) hide/minimize the E-Plex Enterprise software
application in the System Tray screen area of the PC and (v) Exit from the software.

Schedules
Manage Schedules ...

From the Schedules menu, you can add, edit, or delete unlimited number of access
schedules in the system database. Note: You can assign a maximum of 16 schedules in each
lock out of the total number of schedules in the system database. An access schedule is a
defined time period during the span of a week in which users can be granted access to the
door. One of the 16 schedules will have an “Always” (24/7) access schedule that is built into
the system software; this schedule cannot be changed or deleted.
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Holidays/Vacations

Helidaysvacations
Manage Holiday fVacations ...

From the Holidays/Vacations menu, you can create unlimited number of holidays/vacations
in the system database but can set up a maximum of 32 holiday and vacation schedules per
lock. When a holiday or a vacation period (ie., one day or a consecutive block of days) is
assigned to a door, the door will NOT grant access to any Users during that period.
Holidays/vacations can be overridden by any users — Manager, Access, Guest and/or
Service, if they are given this holiday override “Privilege” in the software.

Door Groups

Door Groups
Manage Door Groups ..

From the Door Groups menu, you can add, edit, or delete any number of door groups. Each
Door Group must contain one (and only one) Door Group Manager.

Doors

Cioors
Manage Doors ...

From the Doors menu, you can add, edit, or delete any number of physical doors with
associated E-Plex lock configuration parameters. You must select and assign to each door
one or more (up to 16) Access Schedules from previously created Access Schedules in the
system including the Credential Type to be used (PIN only, Card only or PIN & Card) during
each schedule period. You must ensure that these access schedules do not overlap, but if
you do, the system will prompt you to correct this scenario. Optionally, you can also select
and assign from previously created Holidays/Vacations in the system, from one to 32
holiday/vacation periods to each door. Free passage is disabled in the lock by default but you
can enable one of three Passage mode options for each schedule period — (i) Manual
passage (at lock keypad), (i) Automatic Schedule based Passage, or (iii) First authorized
user access Passage.

For Wireless: Additionally, you must also configure all wireless lock/door related parameters
for all wireless enabled locks.

Access Groups

2 t Access Groups | User Groups  Users
rm‘, l Manage Access Groups ... I

From the Access Groups menu, you can add, edit, or delete any number of access groups
which contain the doors with their schedules and associated users. An access group can
consist of one or more doors, each with a schedule and the credential type to use during that
schedule for each door. You can also assign one or many users in each access group you
created. Additionally, each access group can be “cloned” as a new access group; this cloned
access group can be edited to add or remove door(s) and/or user(s) from it very quickly
instead of trying to create a new one from scratch, thus saving enormous operator data key
entry time. Optionally, you do not need to create any access groups in the system if you have
only a handful of locks/doors and only limited users who will need access in your facility. If
this is the case, you can configure your facility’s door/user access assignment setup under
the Access Assignment menu instead of doing it here.

E-Plex Enterprise System Software User Guide 2-23



P Getting Started

Departments

Users

(1) Manager:

(2) Access:
(3) Guest:
(4) Service:

(5) M-Unit:

Manage Departments ... §l

From the Departments menu, you can add, edit, or delete any number of Departments (user
groups). The use of Department in the software is for your convenience only to define and
organize each department containing your users belonging to that department or user group.
However, the Department field data is not recognized by the E-Plex locks.

Users
II' Manage Users ...

From the Users menu, you can add, edit, or delete any number of users in the database but
up to 3,000 users and their associated PINs in a lock. You can also enroll (add), if required
and available, each user’s ID card, or remove it, if previously assigned from the database. If
you have a deck of the Standard 26-bit format HID Prox or iClass cards, you can “batch
enroll” all these hundreds of cards/users in the system in one operation. This assumes that
each card contains the same 3-digit Facility code on each card and the card numbering on
each card is sequential. Additionally in this menu, you can assign to each newly created user
an existing Access Group (of doors), thus assigning all these doors with their access
schedules to the user in one quick operation.

e There are five (5) types of users that an E-Plex lock can recognize:
Lock programming/auditing rights; schedule based access with optional privileges; no expiry

Door Group Manager: One (and only one) DG Manager in all locks belonging to her/his Door
Group; 24/7 lock programming/auditing rights and 24/7 access with all privileges; ie., same
functionality as the Global Master, except applies to her/his Door Group locks only

Schedule based access with optional privileges; no expiry
Schedule based access with optional privileges; 1 year max expiry

24/7 access from first access with various expiry options: either one time
entry only, or 1 — 96 hours expiry, or no expiry

24/7 lock programming/auditing rights only but no access; no expiry

Refer to the Summary of Pushbutton Programming Commands table in Chapter 4,
Operating the E-Plex Lock at its Keypad for detailed lock programming & auditing rights of
the global Master, Manager(s) and the M-Unit(s) users. Additional information on the M-
Unit(s) users is at the beginning of Chapter 5.

Access Assignment (includes assigning user Privileges)

Access Assignment

Manage Specific Access Assignment ... |

Note: Everything related to door <-> users access control info is tied together in this menu,
just like in the Access Groups menu.

From the Access Assignment menu, you must select a door that you want to populate with
valid users for access. For each user, select and assign required access schedules from the
available door schedules that were previously assigned to this door from the Manage Doors
configuration menu.
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e Also, for each user type, you can optionally assign any one or more of the following three
(3) Privileges:

(1) Override holidays/vacations: By default, assigned to a Manger user but can be changed
(2) Override deadbolt privacy:  Applies to Privacy locks only
(3) First user passage entry: By default, assigned to a Manger user but can be changed

After this access assignment process, the lock configuration data is set up and prepared to
be synchronized with the M-Unit for uploading to lock(s).

Reports
Reports ...

From the Reports menu, you can generate many useful reports from the E-Plex Enterprise
system database for viewing and/or printing. The reports can also be exported in PDF, Word,
Excel etc file formats, if desired.

For Wireless: Only when this option is enabled in System Settings by Kaba certified dealer/integrator, the
“Online ZigBee Network” menu option below will be available.

Online ZigBee Network

} On Line Zighee Network |
Manage
‘ Eﬁ ‘ Discover Device

System Setup

Help

System Setup | Help -

System Settings ...

IManage Operators ...

Database Management

From the System Setup menu, you can (i) set up and maintain all important Enterprise
system configurations, (ii) manage system Operators and their passwords, and (iii) perform
routine system database maintenance like backup and restore operations.

For Wireless: Additionally, in “System Settings” you must also enable the wireless system
option (can be enabled by Kaba certified dealers/integrators only), and configure all wireless
system related parameters such as Emergency Lockdown etc.

e | I

Software User Guide

Q)/ About

From the Help menu, you can (i) access the Software User Guide to view/print, and (ii) by
clicking on About, you can display all product specific info such as: The Software Version
number, Your (End user’s) unique Site License number, your (Integrator’'s) unique Wireless
License number (if enabled), Kaba’s Technical and Customer Support Phone numbers etc as
shown below:
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If Wireless Option is Disabled:

(on)
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Using the
E-Plex
Enterprise
Software

All E-Plex Wireless Locks & System related info are high-
lighted in this turquoise color background for easy reference.

This chapter explains how to use the E-Plex Enterprise system software on a regular basis to
suit your physical access control security needs. It typically involves the following items:

e System Setup Menu (additional setup for Wireless enabled lock system)
¢ Managing Access Schedules

¢ Managing Holidays/Vacations

e Managing Door Groups

e Managing Doors (additional setup for Wireless enabled locks)

e Managing Access Groups

e Managing Department

e Managing Users

e Managing Access Assignment

e Importing Users

¢ Viewing/Printing/Exporting Reports (additional setup for Wireless enabled lock system)
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System Setup Menu

The System Setup menu allows you to define and maintain global system settings that, in
most cases, you need to do this only during the initial system setup.

To access system settings, select an option from the System Setup menu or click the
System Setup menu icon.

Systerm Setup | Help -

System Settings ...

Manage Operators ...

Database Management

Changing System Settings

You should establish the system settings before you begin using the E-Plex Enterprise on a
daily basis — typically you need to do this at initial install only. However, you can use this
feature at any time if you need to update or add to the existing information.

From the System Setup menu, select System Settings. The system displays the System
Setup window.

System Settings
System Settings
Time Format User PIN Length Lock Types
®4050860708 ] PIN Orly (3200, 5200 lock:
(%) 12 Hour Time (AM/PM) 4 nly (3200, locks)
o Smart Card (3600, 5600 locks)
) 24 Hour T, Site PrivatelD
/) our Time Prox Card (3700, 5700 locks)
11111111
Smart Card Credential
Default Path for Reports iCLASS -
C:\Documents and Settings\ithomas\My Documents\Reports D Select a Smart Card credential if
Smart Cards are enabled
Prox Card Bit Format Smart Card Bit Format
() Standard Wiegand (26-Bit) O Standard Wiegand [26-Bit)

Default Lock Type E-Plex 5700 | v
O Other @ Other E-Plex 3200
E-Plex 3600
E-Plex 3700
E-Plex 5200

E-Plex 5600
@ E-Plex 5700

o Edit the following data areas as desired:
e Time Format

Select the display of Time Format for your system. The default is 12-Hour Time
(a.m. and p.m. display), and the other option is 24-Hour Time display.

Note: The Enterprise software uses the start and end dates/times of the DST setup
directly from your PC’s Operating System. You must also ensure that the DST
setup and the current date & time are setup correctly on your portable M-Unit
device. The M-Unit automatically sends this information to the locks every time the
lock is programmed so that the DST switching in the lock will occur automatically in
Autumn and Spring.

e User PIN Length
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Select the appropriate global User PIN Length—between four and eight digits—that
you will be using in your system. The default user PIN length is four digits.

Important: The first 4 digits must be always unique when assigning PIN numbers for
each user later in the software; this is for security reasons.

e Site PrivatelD

The 8-digit Site PrivatelD is combined with an internal unique factory to generate a
unique hidden customer (your) encryption/decryption key. The customer key is used
throughout the Enterprise system — database, M-Unit and locks in protecting data
communications and the database.

Important: If in the future after deploying your system and locks, for some reason
you need to change the value of the Site PrivatelD, you must re-initialize and re-
program all the E-Plex locks in your facility. This is because the original
encryption/decryption communications key inside the locks will have to be changed
again since it has been modified now in the software.

o Default Path for Reports and PC Activity Log

This field defines the default directory path to be used when generating and saving
reports and archived data files. You can browse and select/change the path for
reports to a CD-RW drive, network drive, jump drive or another similar type of drive.

e Prox Card Bit Format & Smart Card) Bit Format (For E3700/5700 Prox locks &
E3600/5600 iClass locks only)

Select the appropriate Wiegand bit format for your Prox and/or iClass ID Cards that
you will be using in your facility. The default value is Standard Wiegand (26-Bit). If
you select the non-standard Other (= 27 to 84-Bits), you must use the applicable
Prox card and/or the Smart card Reader/Enroller to assign the tokens/cards for the
users. If you checked the “Other” option, the display of the card ID format in the
Users dialog menu will not be in standard xxx-yyyyy (3 digit facility code — 5 digit card
number) format, but will display as one long hexadecimal number only.

e Lock Types

Select one or all three types of locks that you will be installing on your site -> PIN
only (E3200, E5200), and/or PIN & Smartcard (E3600, E5600), and/or PIN & Prox
(E3700, E5700).

e Smart Card Credential

If you had selected PIN & Smartcard under “Lock Types” above, this sub-option will be
enabled for you to further narrow it down to which of the following three Smartcard
credentials you will be using -> DESFire, or iClass or Mifare.

Important: You can select only one of these three types of Smartcard credentials.
e Default Lock Type

Finally, you can select a (default) lock type that will be most used in your facility.
Whenever to create a new door/lock in the database, this lock model will be automatically
selected to speed up data entry, which if required can be changed to another lock type.

Once you have updated the desired fields, click Save. The software confirms that the
changes saved successfully in the status bar of the window.
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[Start]
For Wireless:
Wireless Configuration Setup
a. Additionally, you must check the box to “Enable Online (wireless)
Communication” so as to configure all wireless system related parameters.
@ System Settings
Time Format User PIN Length
@ 4 5
@) 12 Hour Time (AM/PM})
24 Hour Time Site Private ID Site Credentials
i PIN Only (3200, 5200 locks)
7| Prox Card (3700, 5700 locks)
Default Path for Reports ] SmartCard (3600, 5600 focks)
C:\Users‘\bemtst\Documents\Reports @
Smart Card Type
Prox Card Bit Format Smart Card Bit Format [W]
@ Standard Wiegand (26-Bit) Standard Wiegand (26-Bit)
e G Defaut User Credential PINOny  ~
Wireless Configuration LotiiEsays MJ
Enable Online Communication Wireless Emergency Settings
Lock Programming
V| Enable Auto Lock Programming Program Time 8:30 PM £
b. Important: Only Kaba factory trained and certified Access Control Dealers,
Integrators and/or Associates can enable/activate the wireless option in the
software. Each certified dealer/integrator would have already received the two
required wireless activation info [(i) ID and (ii) License #] from Kaba after
successfully completing her/his E-Plex wireless certification training. Please
contact Kaba Technical Support for further assistance.
Please follow the screen prompts by entering your “Wireless Dealer ID” first (e.g.:
NC1101MK) and then your “Wireless License Number” (e.g.: NC1101543967MK)
as prompted by the software. Once validated, the software will activate (enable)
the wireless settings option so that you will be able to configure the wireless
locks/system parameters to suit your exact needs.
The following are a few sample screen shots of the user interface:
12 Hous Time [AM/PM) 2 2 SR ’ © HN()VWB.VZ‘&V)V.SZ“Dbdx!
24 Hota Thoe Site ParvatelD FROR G PO ‘m
Validate Wireless License
DdMPmkvRJ
\Documents and Sef Ploase erter yous Kaba Wireless Dealer I0:
Prox Card Bt Fosmat Plosse enter your Kaba Wieless Licerse Number > p
Standud Wiegand 3200 v
ot (Lvaame ][
Waeless Conbiguriaton
11 Enatie Oriine Communscabon
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™ , 5200 loc!
700, 5700 ke
Erdec the place and date of your Kaba Waelss Dealer haring
in the fields below. Finally, enter your first and last infials.
and then cick the Get 1D buston.
Couriry: Usa
; o s )
E R NC orh Cicinal
Al DsedTwan | umam v
AR e
n
NSNS GALCANS NS © L] FIN Uiy 5200, 5200 locks)

Validate Wireless License

NCT10IMK

Plaate erder your Kaba Wielsss Doaler 1D

Pleata arter jour Kaba Wieeless Licanses Numbee

Pro Cand 3700, 5700 locks

2

(E-Plex Wireless
Validate Wireless Licema.

Please enter yous Ksba Wirsless Dealer [0 NCT10IMK

e

5] access dssgrment Repers 5

Delout Pt for Reports

C\Documerts and Settegi\besntsi\My Docusmed

Prox Card B Fomat
©) Standud Wiegand (2684) q
O ote G
Wasless Corfgueation

License Vabdated

c. Once validated, click on “Wireless Emergency Settings” to setup the two main
Emergency commands -> (i) the Emergency Lockdown of your site, and (ii) the

Emergency Passage/Open (for evacuation) of your site.

- Wireless Configuration

Enable Online Communication

[ k Wireless Emergency Settings J

d. You may either select the option to apply these commands globally to all doors
on your site, or select only those applicable Door Groups that contain the doors
that you want to be locked down or opened immediately during an emergency.

Important: The narrow stile E-Plex 3x66 series wireless locks cannot be put

into global emergency lockdown or passage state due to their mechanical

hardware constraints. Please ensure that you have installed the E-Plex 3x65 or

5x00 type wireless locks if you want them to be able to accept the global

emergency commands.
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Initially, you will see only the “Default” Door Group listed, but after you populate
your database with many door groups and doors, you can come back to this
menu and select the applicable Door Groups(s) where the Emergency
commands will take effect in doors contained within those selected Door
Group(s).

Note: You may also choose to altogether disable these Emergency commands
for your site. In this case, then nobody will be able to either accidentally or as a
prank perform a global lockdown/opening of your wireless locks.

e. You also have an option to give permission to either, regular “Access” type users
and/or low level system Operators (Level-3) to perform these Emergency
commands in the software and/or at the lock keypad. By default, only the Master,
the Managers and the Level 1 & 2 Operators can perform these Emergency
commands in the system or at the lock.

e The following are a few screens showing different optional settings of the “Wireless
Emergency Settings”. Select the ones that are suitable for your site operation.

Wireless Setup =)
i Wi
% Wireless Emergency Settings

Emergency Commands Access Users and Level 3 Operators
Al doors on a ste (global setting) Sand the Emerpency Commands to al the
e Doars on the Ste. Alowed to activate Global Ste Pasaage mode.
9 Doors 25 pant of specific door groups: Seﬂd:egs:mywwm " t o B Sie Lockdown mode.
Fraconfigured Door Groups
Emergency Passage Command Emesgency Leckdown Command
+ Default | Default Emergency Lockdown Overrida Options

Mone (Key Ovemide Only - Defauit)
@ Masier Onky

Master Liser and Managers Only

A Ervolied Users

Da not alow Emergancy commands Cisables the Emargency Commands for the
Ste

Save [ Canca

Emergency Command

(2 &ll doors on a site (global setting) Send the Emergency Commands to all the
Doors on the Site.

Send the Emergency Commands to the
selected Door Groups.

() Douors as part of specific Door Groups

z Access Users and Level 3 Operators
Preconfigured Door Groups

Emergency Passage Command Emergency Lockdown Command

%Allowed to activate Global Site Passage mode.

Allowed to activate Emergency Site Lockdown mode.

Disables the Emergency Commands for the
Site.

() Do not allow Emergency commands
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You can also customize the Emergency Lockdown Feature to tell the system who will
have access during a Lockdown situation.

Ermergency Lockdown Orverride Oiptions

Mone (Key Ovemide Only - Defaul)

@ Master Only

Master Lser and Managers Only

Al Enrolizd Usars

e Click “OK” and “Save” all the system setup parameters; close the System Setup window.

PO LSS T et T P S

N
Sq a
of 1)
G E-Plex Enterprise Software
e

f Changes successfully saved.

[

\

Disables the Emergency Commands for the
Site.

owed to activate Global Site Passage mode.

owed to activate Emergency Site Lockdown

[ Save[% J [ C.
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¢ Now the main menu will display a new wireless system related menu item called the On
Line ZigBee Network and other wireless related screen info such as Events, Progress
Log and Control Panel; the Control Panel is also referred to as the “Dashboard”.

., ProgressLog

I. Lock Events L’ System Events
rShow———
® AllEvents
O User Access Events Only

Timestamp. Command Progress Status User

Date Time Door Name. Event User

Door Status Door Battery Status Door State

@ Dashboard

Current system emergency state is Normal

e The following screen shots taken from the above main menu screen show the Events, Progress Log
and the Control Panel (Dashboard status & Emergency Commands) parts of the main menu screen
-> “clean” status (no events yet) of the Lock and System Events, the wireless commands and status
Progress Log with no data yet, no doors info yet and the three emergency wireless command tabs for
instant execution operator, when needed.

isi @ System Events
~ Show — %— B
® AllEvents
O User Access Events Only

@ Pause Refresh

© Lock Events i
Date Time Door Name Event User
Date Time Gateway  Event MAC Address
. ProgressLog ‘m
Timestamp. Command Progress Status User
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|~ Control Panel |

Door Status Door Battery Status Door State

. Dashboard

[End]

Managing Operators

The Manage Operators option allows you to create a new Operator and manage existing
Operators in the system.

Important: The first Operator that you create in the software upon installation automatically
becomes a Level 1 (highest authority) Operator. Only Level 1 Operators can add or delete
other Level 2 or Level 3 (lowest authority) Operators. See Chapter 1 for a detailed
description of the E-Plex Enterprise System Operator Classifications.

Complete the following steps to manage Operators:

e From the System Setup menu, select Manage Operators. The software displays the
Manage Operators window. Note: You must first create a few users in the system before
hand under the “Managing Users” menu so as to assign one or more of them here as
Operators of the Enterprise software system.

Manage Operators

18

7 Manage Operators

- User

User Group: ‘AIlUserGroups ‘l]
User: lThomas,Jawa E@
User Type: | Master
Operator
o

Operator Level:

Password:
Verify Password: |
Select a user to define as an operator [users can be filtered by user group). The password must be at

least six but no more than ten characters long. Only level 2 and level 3 operators can be deleted.
Level 2 and level 3 only can change their own password.

[ Save ] [ Close

User Area:

e From the Department (User Group) drop-down list, select the Global user group (by
default, already exists in the system) or All Departments. To add, edit, or delete a user
group, refer to Managing Departments in this chapter.

e From the existing User drop-down list, select the appropriate user whom you want to be
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an Operator of the software also. To add a user from this menu, click the ellipsis button
and add a new user so as to assign her/him as an operator.
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Operator Area:

e Inthe Login field, enter/edit the login name/ID for the selected operator. To select a
different Operator, click the ellipsis button ->[J

e Select the Operator from the Select Operator window and click OK.

Manage Operators
°
T Manage Operators
Select Operator
A User
T Select Operator
User Group: | All User Groups v |
Login User Name User Type User: | Doe, Jane v | [3
ilco Thomas, Jawa Master
kabakaba Doe, Jane Manager User Type:
staff-1 Griesbeck, Daniel Access
Operator Select Operator
Login: kabakaba k
Operator Level: | 2 v |
Password: | ™
Verify Password: | >
Select a user to define as an operator [users can be filtered by user group). The password must be at
least six but no more than ten characters long. Only level 2 and level 3 operators can be deleted.
Level 2 and level 3 only can change their own password.
I Ok [ Cancel ] [ Save ] [ Close ]

e Inthe Operator Level field, select 1 (highest authority), 2 or 3 (lowest) as the System
Operator authority/privileges level. For details, please refer to “PC System Operator
Classifications” described in Chapter 1.

e Inthe Password field, enter a Password for the selected Operator.

Note: The Password must be at least six but no more than ten (alphanumeric)
characters long. Level 2 and Level 3 Operators can change their own password but
cannot add or delete themselves.

¢ Inthe Verify Password field, re-enter the password.
e Click Save. The software displays confirmation that the changes were saved successfully.

e Click Close to exit the Manage Operators window.

Changing an Operator Password
The Change Password option allows you to change an Operator’s password. Complete the
following steps to change an Operator’s password:

e From the System Setup menu, select Manage Operators. The software displays the
Manage Operators window.

e Select an Operator by clicking the ellipsis button in the Operator area of the window ->

LJ
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Select the Operator from the Select Operator window and click OK.

Select Operator
°
T Select Operator
Login User Name User Type
ilco Thomas, Jawa Master
kabakaba Doe, Jane Manager
staff-1 Griesbeck, Daniel Access

— %JI Cancel |

¢ Inthe Password field, enter a new password for the selected Operator.

Note: The Password must be at least six but no more than ten (alphanumeric)
characters long. Level 2 and Level 3 Operators can change their own password but
cannot add or delete themselves.

¢ Inthe Verify Password field, re-enter the password.

Operator

Login:  kabakaba E]

Operator Level:

Password:
Verify Password:
Select a user to define as an operator (users can be filtered by user group). The password must be at

least six but no more than ten characters long. Only level 2 and level 3 operators can be deleted.
Level 2 and level 3 only can change their own password.

I Save ] [ Close l

e Click Save. The software displays confirmation that the changes were saved
successfully.

e Click Close to exit the Manage Operators window.

Deleting an Operator

The Delete Operator option allows you to delete an Operator from the system.

Note: Any Level 1 Operator can delete Level 2 and Level 3 Operators; Levels 2 & 3
Operators cannot delete any operators. A Level 1 Operator can be deleted only by another
Level 1 Operator.

Complete the following steps to delete an Operator:

e From the System Setup menu, select Manage Operators. The software displays the
Manage Operators window.

e Select an Operator by clicking the ellipsis button in the Operator area of the window ->

CJ
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Select the Operator from the Select Operator window and click OK.

Select Operator
®
T Select Operator
Login User Name User Type
ileo Thomas, Jawa Master
kabakaba Doe, Jane Manager
staff-1 Griesbeck, Daniel Access

Operator
Operator Level:

Password:

Verify Password:

Select a user ta define as an operator (users can be filtered by user group). The password must be at
least six but no more than ten characters long. Only level 2 and level 3 operators can be deleted.
Level 2 and level 3 only can change their own password.

T—T Ck_][ Cancel | [ sae  J[ ks

e Click Delete. The software prompts you for confirmation.

2

E-Plex Enterprise Software

Are you sure you want to delete this operator?

KN

e Click Yes. The system deletes the operator.

e From the Manage Operators window, click Save and then Close to exit the window.

Database Management

The Database Management feature enables you to periodically back up the Enterprise

system database. You can also restore the last backed up database in case of corruption in
the current database.

Important: It is highly recommended that you perform a periodic back up of your database.

Backing up the Database

Complete the following steps to back up the database:

e From the System Setup menu, select Database Management. The software displays

the Database Management window.
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rDatabase Management

Tools

=

Backup
Folder:

File:  e-plexdatabase]

Restore.

File:

Rotating Backup Over 7 Days

Backup Time: | 3104AM (2

Purge Transactions

Keep: O [v| months

o Ta activate the new settings for rotating backup and purge transactions you need to restart EPLEX Server.

Database Management

Never Purge: (&)

Backup

) (oo

Apply

Enter a file name in the File field of the Backup area.

Click the Backup button to back up the database. The database will be backed up
automatically in the secure Micro-Soft SQL system directory (by default) with date/time
stamp for later retrieval, if need be. When the backup is complete, the system displays a
message in the status bar of the Database Management window.

IBackup Done; c:\Program FilesiMicrosofk SOL ServeriMS30L. 133500 Eackuple-plexdatabase_Jan 22 2008 9 50 |

Restoring the Database

Complete the following steps to restore the database:

Click the ellipsis button in the Restore area.

The system displays the Select Restore File window. Choose the database that you
want to restore and click Open. The system displays the file location in the File field of

the Restore area.

Select Restore File

...\Bcakup\e-plexdatabase_Jan 22 2003 350

Laok irc | (23 Backup
J || e-plexdatabase_Jan 22 2008 3 50
Recent
/ﬂ%
Deeskiop
My Documents
=1
59
My Computer
._) File name:
. J
My Network. Files of type:

Flotating Backup Over 7 Days

Backup Time: | 910AM (2

Keep: O v | months

@ 7o acivate the new settings fo otating backup and purge ransactions you need t restat EPLEX Server,

Database M
@El Tools
Yo F
Backup.
Folder:
File:
Restore
File:
Purge Transactions
3
v |

Database Management

() [_Restoe

Never Purge: (3

Click Restore. The system prompts you for confirmation with a warning to say that this
restore operation will overwrite your current database which will then be lost etc.

Click Yes to continue or No to cancel.

If you click Yes, the system restores the selected database and displays a message in
the status bar of the Database Management window.

|Restnre Database Done |

Click Close to close the Database Management window.

3-14
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Rotating Backups Over 7 Days

File Edit View Favorites Tools Help th
- ) ®) v

@ Back ) [ ? -~ Search || Folders

Address ‘Q C:\Program Files\Microsoft SQL Server\MSSQL. 1\MSSQL\Backup v ‘ Go

In this section, you can specify at which time a daily automated back-up will take place.

Select the time you want the back-up to be taken and click Apply.

A back-up will be performed daily at the specified time. The format of the saved files are
as follows:

»1._:f]’\ Name Size  Type Date Modified

File and Folder Tasks

(=) Make a new Folder

&) Publish this folder to
the Web

ld Share this folder

@ EPLEXEnterprise.bak_Friday
EPLEXEnterprise.bak_Monday
@ EPLEXEnterprise.bak_Saturday
@ EPLEXEnterprise.bak_Sunday
@ EPLEXEnterprise.bak_Thursday

5,010 KB
5,010 KB
5,010 KB
5,010 KB
5,010 KB

BAK_FRIDAY File

BAK_M

BAK_SATURDAY File
BAK_SUNDAY File
BAK_THURSDAY File

7/3/2009 10:41 AM
7/6/2009 10:41 AM
7/4/2009 10:42 AM
7/5/2009 10:41 AM
7/2/2009 10:41 AM

OMNDAY File

Other Places

[—) MS50L

] @EPLEXEnterprise.bak_Tuesday
@ EPLEXEnterprise.bak_Wednesday

5,010 KB
5,010 KB

BAK_TUESDAY File
BAK_WEDNESDAY File

7/7/2009 10:41 AM
7/1/2009 10:41 AM

Purge Transactions

In this section, you can specify how long in days or months to keep the record of operator
activity that is logged in the Enterprise Database. This information is viewable via the
“System Activity Log”, as described in the section called Viewing / Printing / Exporting
Reports.

You can choose either to Keep the logged transactions for the number of days or months
you specify, or to Never Purge them. In wireless systems with large quantities of
stored transactions, a time limit in days or months should be specified to improve
system efficiency and performance.

Make your selection and click Apply.

=

Database Management

Tools

[~
E Database Management

Backup

Folder: |c:\Program Files (x86)\Microsoft SQL Server\MSSQL10_50.SQLEXPRESS\M

File:

Restore

(]

Rotating Backup Over 7 Days
8:00PM (£

]

Backup Time:

Purge Transactions

1 == [
months
fdays |
To activate the new settings for rotating ba and purge transactions you need to restart EPLEX
0 Server.

Keep @ Apply

Never Purge ()

Se
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Managing Schedules

A schedule is a defined time period during the span of a week during which users are granted
access to the door. The Enterprise software allows you to globally define schedules. Once
you have defined schedules, you will assign them to doors and to the users who will access
those doors. The software allows you to manage schedules through the Schedules menu.

Note: You can define up to 16 schedules in the lock but any number of them in the system
software. However, the “Always” schedule is standard and is pre-defined in the system. It
cannot be changed or deleted. The “Always” schedule allows 24/7 access to its associated
doors and users.

e To manage access schedules, select Manage Schedules from the Schedules menu or
click the Manage button.

Schedules
Manage Schedules ...

e The software displays the Manage Schedules window.

Manage Schedules &)
# Manage Schedules
Schedule Mame Sun  Mon  Tue wed Thu Fi Sat Start End Add
Always v v v v w v W 12004M  12:00 AW Edit

i
Delete:

Day iz assigned to Access Schedule I:l Dayis NOT assigned to Access Schedule

Clase

e From this window, you can add, edit, or delete access schedules.
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Adding a Schedule

Complete the following steps to manage schedules:

Note: You may add additional schedules at any time.

From the Manage Schedules window, click Add. The software displays the Add
Schedule window.

Manage Schedules

# Add Schedule

Schedule Name:

7AM-BPM M-F

Schedule Days Selection

() Week Only Unselect All

O Weekend Only
O &ny Days

Sun Mon Tue Wed Thu Fri Sat
O O
Schedule Time Settings

Start Time End Time
03:004M 5 |05:00PM 3

Save % [ Cancel

In the Schedule Name field, type the name of the schedule you are adding — e,g. “Day-
Shift” or “7AM-6PM, M-F” etc.

Note: The schedule name can be a maximum of 20 alphanumeric characters but no
spaces and special characters are allowed, except the “-“ character.

Select the appropriate time range: Week Only, Weekend Only, or Any Days.

Select the appropriate check box for the day(s) you want to add to the access schedule.
These are the days that users will have access to a door.

In the Start Time field, select a start time. This is the time that access begins each day.
In the End Time field, select an end time. This is the time that access ends each day.

Click Save. The software displays a Changes Successfully Saved message.

B

E-Plex Enterprise Software

Changes successfully saved.

[&CL
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e Click OK. The system displays the new access schedule in the Manage Schedules

window.

Manage Schedules &3
’# Manage Schedules
Schedule Name: Sun  Mon Tue Wed Thu Fii Sat Start End Add
Em_l 2 I I 2 O T 0600 2 [05.00PM |
Always v v v v v v v 1200AM  12:00 AM

Day is assigned to Access Schedule [5] Dapis NOT assigned to Access Schedule

e Click Close to exit the Manage Schedules window.

Note: Once added, the access schedule becomes available in the Schedule drop-
down list throughout the Enterprise software.

Editing a Schedule

Complete the following steps to edit access schedules:

¢ From the Manage Schedules window, highlight and click an access schedule you want
to edit.

e Click Edit button. The software displays the Edit Schedule window.

Manage Schedules @

* Edit Schedule

Schedule Name:
TAM-EPM M-F

Schedule Days Selection

@ Week Only Unselect Al

O Weekend Only
O AnyDays
Sun Mon Tue Wed Thu Fri Sat

O O
Schedule Time Settings

Start Time End Time
07.008M (T 06:00PM (S

¢ Inthe Schedule Name field, change the name of the schedule, if necessary.

e Select the appropriate check box for the day(s) you want to change in the schedule.
These are the days that users will have access to a door.

e Inthe Start Time field, change the start time, if necessary. This is the time that access
begins each day.
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ends each day.

Y

E-Plex Enterprise Software

Changes successfully saved.
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, iIf necessary. This is the time that access

Click Save. The software displays a Changes Successfully Saved message.

(g
e The system displays the updated schedule in the Manage Schedules window.
Manage Schedules @

# Manage Schedules

Mon Tue ‘Wed Thu |Fii

Sat | Start End Add

Schedule Name Sun
TAM-BPM M-F [

v

iro0a o

| I B2 2 |
v v v v

Always v
EveningShift

v ~  12004M  12:008M

v v v v v 0300AM  11:30PM

Day is assigned to Access Schedule [5] Dapis NOT assigned to Access Schedule

Close [

Note: You should update your locks if you modified any existing Access Schedules in
those locks by transferring the changes to the M-Unit and programming/uploading the
changed information to the locks. For more information, refer to M-Unit Handheld in
Chapter 5, Programming and Auditing Locks.

Deleting a Schedule

Complete the following steps to delete access schedules.

Note: You cannot delete an access schedule if it is already assigned to a door or doors.

e From the Manage Schedules window, highlight and click the access schedule you want

to delete.
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Manage Schedules a
# Manage Schedules
Schedule Name Sun  Mon Tue ‘Wed |[Thu [Fii Sat | Start End Add
TAM-EPM.M-F b v v v v v oc O7:00AM  05:30 PM
Always v v v v v v »  1200AM  12:00 AM
EveningShift ¢ v v v v v 2 0300AM  11:30PM
‘weekendHours | v [ 2 [ 2 2 [ 2 [ 2 [ v [EETENEEE A

Day is assigned to Access Schedule

[Z] Dayis NOT assigned to Access Schedule

Close

[ )
9
&/
E-Plex Enterprise Software
Do you really want to delete this schedule?
[ )

Click Delete. The software prompts you for confirmation.

Click Yes to confirm the deletion. The system deletes the schedule from the database

and returns to the Manage Schedules window.

X]

Manage Schedules

Manage Schedules
Schedule Name Sun  Mon [Tue ‘Wed |[Thu (Fii
7AM-BPM M-F c v v v v v
Always v v v v v v
EveningShift 3¢ v v v v v
Day is assigned to Access Schedule

Sat Start End Add
< 07.008M  0G00PM
v 1200AM  12008M E
o 0300AM  1130PM Dl

Day is NOT assigned to Access Schedule

Close
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Managing Holidays/Vacations

A holiday/vacation is a defined time period during which users will NOT be granted access to
a door. By default, there will be no access allowed to a door/lock during a defined
Holiday/Vacation period, except for any assigned “privileged” users in the system. By default,
all Manager users have the privilege to override Holidays/Vacations.

Note: You can define a maximum of 32 holiday/vacation periods in the lock but any number
of them in the system.

e To manage holidays/vacations, select Manage Holidays/Vacations from the
Holidays/Vacations menu or click the Manage Holidays/Vacations button.

Holidays/Vacations
Manage Holday/Vacations ...

e The software displays the Manage Holidays/Vacations window.

Manage HolidaysfVacations E‘
ﬁ Manage Holidays/Vacations
Holiday/ acation Mame Start Date Start Time End Date End Time Add

Edit
Delete

e From this window, you can add, edit, or delete holidays or vacations.
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Adding a Holiday/Vacation

Complete the following steps to add a holiday/vacation.

e From the Manage Holidays/Vacations window, click Add. The software displays the
Add Holiday/Vacation window.

'Manage Holidays / Vacations '

Add Holiday/Vacation

@D 171:53PM (2359 indicates end o the calendar day, which is
actually 11:53:59 PM (23:59.59)

Holiday/\¥acation Christmas
Start Date and Time | 12/25/2009 | v

End Date and Time | 12/25/2003 [ | |

All Day Event Q

[ Save ] [ Cancel ]

¢ Inthe Holiday/Vacation name field, type the name of the holiday (one day/24 hours
only) or vacation block (a block of consecutive days within that year) you are adding.

Note: A holiday or vacation name can be a maximum of 16 alphanumeric characters
and no spaces and special characters are allowed, except for the “-“ character.

e Leave the All Day Event check box selected if you want a 24-hour period holiday, like
New Year’s Day.

Note: The All Day Event check box is selected by default. The Start Time and End
Time fields will be grayed out if the All Day Event check box is selected.

e Uncheck the box if the holiday/vacation you are entering is a block of consecutive
vacation days with specific start/end dates within that year.

e Inthe Start Date field, select the start date of the vacation block you want by using the
drop-down arrow.

Note: 12:00 AM indicates midnight (start) or the Start Time of the calendar day which
should not be modified.

e Inthe End Date field, select the end date of the vacation block you want by using the
drop-down arrow.

Note: 11:59 PM indicates midnight (end) or the End Time of the calendar day which
should not be modified.
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e Click Save. The system saves the changes and displays a confirmation message.

e The system displays the new holiday or vacation name in the Manage
Holidays/Vacations window.

Manage Holidays/Vacations
' Manage HO"daySNaCatiOnS
Holiday//acation Name StatDate | Start Time | End Date End Time Add
Christmas 12/25/2008  12:008M  12/25/2003 11:53 PM Edit
Delete

Note: You can add additional holidays or vacation blocks at any time.

Editing a Holiday/Vacation

Complete the following steps to edit a holiday/vacation.

From the Manage Holidays/Vacations window, select the holiday or vacation you want
to edit.

Click Edit. The software displays the Edit Holiday/Vacation window.

VManage Holidays / Vacations

Edit Holiday/Vacation

11:59 PM (23:59) indicates end of the calendar day, which is
actually 11:53:59 PM (23:53:59)

Holiday\facation Campus Smmer Break

Start Date and Time | 07/25/2009 [~ | 03:00 PM

<> <>

EndDate and Time | 08/03/2003 | v | | 08:00 &M

[T] &l Day Event

[ save %[ Cancel |

In the Holiday/Vacation name field, change the name of the holiday or vacation, if
necessary.

Clear the All Day Event check box if the holiday or vacation you are changing is NOT an
all day event (24 hours).

In the Start Date field, change the start date, if necessary, using the drop-down list and
selecting the date from the calendar.

In the Start Time field, change the start time, if necessary, by using the up and down
arrows.
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Note: The Start Time field will be grayed out if the All Day Event check box is
selected.

¢ Inthe End Date field, change the end date, if necessary, using the drop-down arrow and
selecting the date from the calendar.

¢ Inthe End Time field, change the end time, if necessary, by using the up and down
arrows.

Note: The End Time field will be grayed out if the All Day Event check box is selected.

e Click Save. The system saves the changes and displays a confirmation message.

e Click OK. The system displays the updated Manage Holidays/Vacation window.

Manage Holidays/Vacations
? Manage Holidays/Vacations
Holiday//acation Name Start Date Start Time EndDate End Time Add
Campus Summer Break. 07/25/2008  03:00 PM 08/03/2008  08:00 AM Edit
Christmas 12/25/2008  12:00 AM 12/26/2008  11:53 PM :
Delete
K

e Click Close to exit the Manage Holidays/Vacations window.

Note: You should update your locks to reflect modified holidays/vacations by
transferring the changed info to the M-Unit and then uploading/programming the
information to the locks. For more information, refer to M-Unit Handheld in Chapter 5,
Programming and Auditing Locks.
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Complete the following steps to delete a holiday/vacation.

Note: You cannot delete a holiday or vacation if it is already assigned to a door or doors.

From the Manage Holidays/Vacations window, select the holiday or vacation to delete.

Click Delete. The software prompts for confirmation.
Manage Holidays/Vacations a
W Manage Holidays/Vacations
Holiday/Vacation Name Start Date Start Time End Date End Time Add
Campus Smmer Break 07/25/2009  03:00 PM 08/09/2003  08:00 &AM
Christmas 12/25/2008  12:00 AM 12/25/2008  11:53 PM

Click Yes to confirm.
window.

'Manage Holidays/Vacations

2)

E-Plex Enterprise Software

Do you really want to delete this Holiday / Vacation?

The software displays the updated Manage Holidays/Vacations

X]
= _ _
i Manage Holidays/Vacations
Holiday//acation Name Start Date Start Time EndDate End Time Add
Campus Summer Break 07/25/2008 03:00 PM 08/09/2008 08:00 AM Edt
Christmas 12/25/2008  12:00 AM 12/25/2008  11:59 PM .
Delete
K

Click Close to exit the Manage Holidays/Vacations window.
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Managing Online ZigBee Network

** If you will NOT be using E-Plex Wireless locks & system, please skip this entire
Section and go to the next Section, “Managing Door Groups”.**

[Start]
[Applies to Wireless Enabled E-Plex Locks & System only]

The system allows you to configure your E-Plex Gateway (mandatory,) and optionally one or more E-
Plex Router(s) you may need in your facility to form your own E-Plex (ZigBee) wireless network. Later on,
after creating all your wireless doors (locks) in the software database, you will “join” the locks to this wireless
network for everyday wireless operation of your locks and the system.

Important: By now, you must have already completed a proper Site Survey of your facility using Kaba’s
portable Site Survey Unit (SSU) to ensure if you need any E-Plex wireless Routers, and also the optimum
distance between each wireless door/lock and the Gateway and/or the Router(s) and the locations/placement
of these hardware units in your facility for proper operation of your entire wireless network access control
system. Please refer to the separate “E-Plex Wireless Site Survey” manual for further details.
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Discover Device

Click Online ZigBee Network and then select Discover Device or click its equivalent icon.

e |

worts | On Line Zigbee Network | Syste
] Manage

I Discover Device i IL LAY S lE)iSCDVEI‘ Devicé
:ss Lo 2 or, L.

The system will display the following screen. You must first configure your E-Plex Gateway unit so
that it will communicate with your Server as a wireless “hub” to which all your wireless locks (and
Routers, if any) will eventually communicate sending/receiving data.

There is one of two ways to configure the Gateway to communicate to the Server: either
() via USB communications protocol, or
(i) via TCP/IP communications protocol. Important: If it is going to be via TCP/IP, please consult with

your IT/Network Administrator for your IP Address and related network settings etc that are specific to
your facility.

Important: In the following example of configuring the E-Plex Gateway, we will assume that it is
USB protocol and that the Server/Client/PC and the M-Unit all reside on one standalone (same) PC
which is non-networked. Use of an M-Unit handheld is not required for E-Plex wireless locks and
system.

A-1: Configuring an E-Plex Gateway

From the “Gateway & Router Configuration Wizard” screen, select Configure a Gateway or Router
and click Next.

cGateway & Router Configuration Wizard [;]@E

YWelcome to the E-Plex Gateway & Router Configuration
‘ Wizard! Please select the operation you wish to perform.

—/

A Gateway is the root of your Zigbee network. It is the only device that is
connected to the Server computer via either USB or network IP. There is only
one Gateway per Zigbee network.

A Router is a repeater in a Zigbee network. The Router is linked to a Gateway or
another Router via wireless Zigbee network. [t is mainly the bridge between the
E-Plex wireless locks and the Gateway.

(® Configure a Gateway or Router
(O Enable/Disable Discovery Mode

© Remove a Previously Configured Gateway or Router

E-Plex Enterprise System Software User Guide 3-27



P> Using the E-Plex Enterprise Software

The system will display the following message “No USB Device Connected” with a red background on
the Configuration Wizard screen.

The USB device to configure is either not currently connected to this
workstation or not set ta factory mode.

Please make sure the device to configure is connected into a USB port on this
computer and that the device is set in factory mode (apply power while holding
reset button and release).

IMPORTANT: Make sure only one USB device is connected to this workstation
during the commissioning process.

A-1(i): Connect Gateway: Connect the E-Plex Gateway to the Host PC as follows: Connect the
standard USB connector end of the “USB <-> USB Mini-B” cable to a USB port of the Host PC;
depress the Green Reset button on the E-Plex Gateway unit and the Reset button still depressed,
connect the other end of the USB cable (USB Mini-B connector) to the E-Plex Gateway unit, and then
release the Green Reset button. This power up procedure ensures that the Gateway is in default
factory reset mode, ready for wireless communication.

Gateway / Router: Top and Side Views with Ports & LEDs
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Where,
A (Green) & B (Red) = Communications status light pair,
C (Red) = Power ON indicator light,
D = USB Mini-B type connector, and
E = Green Reset button

On Gateway power up, the Green light closest to the USB Mini-B connector will come ON and stay
ON. Also, the Red & Green light pair next to this will also turn ON for a few seconds, followed by the
RED light going OFF but the Green light flashing ON/OFF every one second. This indicates that the
E-Plex Gateway is ready to be configured by the Host PC’s Enterprise software — this is also
indicated by the “USB DEVICE CONNECTED” message on the Configuration Wizard screen of the
PC with a green background.

The USB device to configure is correctly connected to this workstation. Please
press Next to continue.

USB DEVICE CONNECTED [ID: D00E2A001A24]

Note: On the opposite side of the Green Reset switch of the Gateway box, you will see a single Red
light staying ON which also indicates that the Gateway power is ON. You will also see three lights in a
row -> Amber, Green and Red located between the Gateway’s AC adapter jack and its CAT-5
Ethernet adapter jack flashing continuously every 2 seconds, if the Gateway is not connected to a
network. If on the other hand, the Gateway is connected to your network via Ethernet connection and
is configured and working properly, you will see the middle Green light flashing rapidly and
continuously and the other Amber and Red lights staying ON permanently.
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A BCD E F

Where,
A = Ethernet PoE (Power Over Ethernet) network cable jack,
B (Amber), C (Green) & D (Red)

Network Status indicator lights

5VDC input jack (from AC adapter), and

Power ON indicator light,

E
F (Red)

Click Next. The following message “This device is not currently configured in the system” will be
displayed.

- =~

q)

E-Plex Enterprise Software

This device is currently not configured in the system

. /

W

Click OK and then Next. The system will display the actual “Gateway & Router Configuration Wizard”
screen where you must fill in all the required info in all applicable fields.
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(=] X]

‘Gateway & Router Configuration Wizard

Configure the following device parameters.

~Device Type Device Description

@ Gateway MAC Address:  00:0E:24:00:14:24
O Router Device Name:
~Zigbee Channels

o

Al 111213141516 17 18 19 20 21 22 23 24 25
0 OO0O0OO0O0OOoooooooo

~ Gateway/Server Communication

~ Communication Protocol

O TCPAP & USB W

~ TCP/P Communication Settings System Information

Obtain an IP address automatically
Use the following IP address:

IP address:

kwsl-thomas
Server IP address:  127.0.0.1

Server Name:

Subnet Mask:

In the screen above, we will configure the following parameters of the E-Plex Gateway (example

only):

Device Type
MAC Address
Device Name:
ZigBee Channels

Gateway

[automatically retrieved by system and displayed here]

= Company-Gateway

= Select All, unless you know that some channels are already being

used by other wireless devices in your facility. If so, you must
uncheck these specific channels to avoid any RF interference
Communication Protocol = USB
Server Name = [automatically retrieved by system from Windows OS on this PC
and displayed here]
= [automatically displayed as 127.0.0.1 for a non-networked system].
Or, if this PC is networked consult with your IT/Network
Administrator; in this case your Gateway/Server Communications
protocol above must be set to TCP/IP (instead of USB).

Server IP Address

E-Plex Enterprise System Software User Guide
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Gateway & Router Configuration Wizard

=0

Configure the following device parameters.

~Device Type Device Description
@) Gateway MAC Address:  00:0E:24:00:14:24
O Router Device Name: | Company-Gateway

~Zigbee Channels

Al 11121314 15 16 17 18 13 20 2

o
=

ER
B8
E®
s

~ Gateway/Server Communication

~ Communication Protocol
O TCPAP @ USB

~ TCP/IP Communication Settings

Obtain an IP address automatically Server Name:

Use the following IP address:
IP address: [
Subnet Mask:

System Information

Server IP address:  127.0.0.1

kwslthomas

=

Back ] [ Next>%_

Important for Network Environment: If your environment is (Server/Clients) networked,
you will choose “TCP/IP” under “Gateway/Server Communication / Communication Protocol”

option. Additionally, you may choose to either

‘Obtain an IP address automatically” or provide

your specific IP address parameters (IP address & Subnet Mask) by choosing “Use the

following IP address”.

If “Obtain an IP address automatically” is selected, the Server Name and the Server IP
address info/values will be automatically detected and displayed by the software which

cannot be changed. *Please check with your

IT Administrator to make sure*.

~ Gateway/Server Communication

~ Communication Protocol

@ TCPAP O USB

~ TCP/P Communication Settings System Information

(® Obtain an IP address automatically
O Use the following IP address:

IP address:
Subnet Mask:

Server Name:

kwshithomas
Server IP address:  10.106.10.42

[Or],

If “Use the following IP address” is selected: *You must consult with your IT Admin*.

-~ Gateway/Server Communication

- Communication Protocol
® TCPAP O USB

~ TCPAP Communication Settings

System Informal

() Obtain an IP address automatically
@, Use the following IP address:

Server IP add
Ikddtess: _

Subnet Mask: ) 7

Server Name:

Click Next to configure the Gateway and on successful completion, click Finish.
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Click on Finish to send the configuration to the
connected device.

Generic Description

Name Company-Gateway

Device Type:  Gateway

MAC Address:  00:0E:24:00:1D:40

-~

Gateway & Router Configuration Wizard ﬁ
Device communication in progress. Please wait.
Protocol: Use

IP Address: N/&
Subnet Mask:  N/&

ancel [ < Back ] [ Finish [\,

Warning: At the end of the ZigBee commissioning process a pop up window appears
informing you to disconnect the USB connected device. Do NOT disconnect the gateway
until the red led comes on and then goes out. This indicates the configuration you
selected has been written to the gateway.

_\

b

E-Plex Enterprise Software

Successfully sent configuration to device!

The device is ready to be used. You must now
disconnect it from the JSB port. Note - the USB
connected Gateway must also be disconnected and :
then reconnected to ensure proper configuration. =

\. /

Click OK to save and exit this Gateway configuration menu.

Important:

(1) In this configuration setup, ie., USB Communication Protocol, you must permanently
keep the USB cable connection between the Host PC and the Gateway unit and also the
Host PC (Server/Client) power must be always ON for your ZigBee wireless network to
be operational. If the power goes off, the wireless locks will still operate normally, except
that you will not be able to see the locks’ events “live” on the PC screen, nor will you be
able to send any remote wireless commands to these locks (program, audit, momentary
unlock, emergency lock down, passage etc).
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(2) If your Gateway configuration setup on the other hand was for TCP/IP_ Communication
Protocol, you must disconnect the USB cable now and power up the Gateway with its AC
adapter, unless you get the power through your PoE (Power Over Ethernet) network
cable connection. You must connect an Ethernet network cable between the E-Plex
Gateway and a network port of your facility’s network jack; the Host PC should be already
connected to your network environment.

From the Main menu, click Online ZigBee Network and then select Manage or click its equivalent

icon.
On Line Zighee MNetwark tS\; ‘ ﬂ ‘ i)
/4
Managg, | by o0
Discover Device or IManage Zighee Network|

The system will display the following screen indicating that the E-Plex Gateway, hamed the
“Company-Gateway” (which can be renamed anytime) of your wireless network has been configured
properly. Later on after you finish creating all your E-Plex wireless locks/doors, access schedules,
users etc in the database, you will make the wireless locks “join” this wireless network by, (i) sending
software command from the Host PC over the wireless network and, (ii) by performing a ZAC (ZigBee
Access Code”) code entry process physically at each wireless lock/door.

Network Map
Gateways Network Map for selected Gateway Attributes for selected Device
| | ﬂ Company-Gateway =2
. — [% El Firmware Yersion -~
AVR Boot Version 0.4
Lok ‘Chupany- G ateway AVR Version 20
- Controller Version  2.52
IP Address: From DHCP i E’"be‘vf’s'm K
MAC Address: D0:0E:26:00:14:24 ensie
LastC icabor: 3/29/2011 7:28:07 M Hub Type Gateway
D i
Name Company-G ateway

E Hardware Statistics
Join Count 0
Lock Count 0
Total Lock Count 0
Unijoin Count 1)

E Network
Comm Mode USB  True
Gateway Name Company-Gateway
1§ Doors NotJoined |l Rogue Lacks IP Address From DHCP
MAC Address 00:0E:24:00:14:24

A-2: Confiquring an E-Plex Router

The procedure is similar to configuring an E-Plex Gateway described above but with much
less parameters to setup for an E-Plex Router. The Router configuration is required only if your site is
deemed to require one or more Routers after the site survey. As before, you must start with the
following menu dialog to configure a Router.
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Welcome to the E-Plex Gateway & Router Configuration
| Wizard! Please select the operation you wish to perform.

"Gateway & Router Configuration Wizard

Using the E-Plex Enterprise Software <

A Gateway is the root of your Zigbee network. Itis the only device that is
connected to the Server computer via either USB or network IP. There is only
one Gateway per Zigbee network.

A Router is a repeater in a Zigbee network. The Router is linked to a Gateway or
anather Router via wireless Zigbee network. It is mainly the bridge between the
E-Plex wireless locks and the Gateway.

(® Configure a Gateway or Router
(O Enable/Disable Discovery Mode

© Remove a Previously Configured Gateway or Router

The Router configuration does NOT require

a USB connection like for a Gateway

configuration. Important: You must put the Gateway in “Join On” mode first by selecting either the
B-1(i) or the B-1(ii) Gateway Join-On method, as shown below in the next section. You must power
up the Router with its AC adapter and then press the Green Reset switch of the Router to initialize.

The Router will be successfully added to your E-Ple

X (ZigBee) wireless network.

After a successful configuration of each Router, the Network Map screen will display the

status of each Router under “Network Map of select

ed Gateway” screen area with the Router’s

retrieved MAC address, signal strength etc. You can rename the Router's name from its default MAC

address value name to a meaningful name such as

“1%' Router” as shown in this example screen.

X

‘Network Map
Network Map
Gateways N k Map for d Gat - Attributes for selected Device
u 4B, Company-Gateway ‘le" R i =m ‘

El Firmware Version (]

AYR Boot Version 0.4
' 00.0e.2a.0016.§ Wersion 0130
troller Version (.46
er Yersion 4283
Status: ONLINE heral
MAC Address: 00:0e:25:00:16:1f
Last Communicatione 1/27/2011 1:05:20PMp Type Router
RSSI ToParent 1000
RSS! From Parent 00.0e.2a.00.16.if

i 1§ Doors Not Joined m_ Rogue Locks w\;.l...ost Routers |

e
Bl Hardware Statistics =

Join Count 0
Lock Count 0
Total Lock Count 0
Unijoin Count 0
El Network
Comm Mode USB  False
Gateway Name Company-Gateway

IP Address
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Network Map for selected G

ny-Gateway ~lgb il

fstRoumé

|
| 1st-Router
-

Status: ONLINE
MAC Address: 00:0e:25:00:16:1f

o

Last Communication: 1/28/2011 8:27:34 AM
RSSI ToParent -27
RSSIFromParent -28 |\

A\ =

B-1: Enable E-Plex Gateway to “Join On” Mode

Network Maj

Attributes for selected Devic

2l

Firmware Version |
AVR Boot Version 0.4 |
AVR Version 0130

Controller Version | 0.46

Ember Version 4283

General

Hub Type Router

D 1000

Name 1st-Router
Hardware Statistics

Join Count 1

Lock Count 0

Total Lock Count 0

Hninin Cenmt 1

You can make the wireless locks and any Routers on site part of the E-Plex ZigBee wireless

network by “joining” them to your E-Plex Gateway by one of 3 methods as described below. When the
Gateway enters the “Join On” mode, it will be indicated by the simultaneous flashing of the Red and

Green lights pair every second for a few seconds.

The locks and/or the routers can “join” the E-Plex wireless Gateway, either:

B-1(i): From this menu by enabling the join mode of the Gateway,

A Gateway is the root of your Zigbee network. It is the only device that is
connected to the Server computer via either USB or network IP. There is only
one Gateway per Zigbee network.

A Router is a repeater in a Zigbee network. The Router is linked to a Gateway or
another Router via wireless Zigbee network. It is mainly the bridge between the
E-Plex wireless locks and the Gateway.

O Configure a Gateway or Router
q&nable/msable Discovery Mode
© Remove a Previously Configured Gateway or Router

[Or)]

Gateway & Router Configuration Wizard

M [=]

Click on enable discovery mode to join a lock to this
network. Click on disable discovery to disallow any

new lock join.

Description MAC Address Device Type

Status

MyCompany-Gateway 00:0E:24:00:14:24  Router

Unknown

Disable Discovery Mode

] [__Enable Discovery Mode WoinDevice)

B-1(ii): From the Network Map menu under the Gateways panel where you select and highlight the
Gateway’s name, right click and click “Send Join On”,
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Network Map
\
Gateways N k Map for selected Gateway Attributes
N s

SendJoinOn |!

Send Join OFf ﬁ?ut*s the Gateway in the Join Made, so other Routers or Locks can join this gateway. |
@ Reboot Gateway ‘
® Reboot All Routers
o
e

Edit Gateway / Conver to Router

Request Status >

[Or.]

B-1(iii): From the Manage Doors menu, select and highlight the wireless lock(s), click “Discover &

ZAC’. First as per Step 1 in the screen menu, select and highlight your configured Gateway and then
click “Send Join On Command to the selected Gateway”.

Step1: Put a Gateway inJoin On mode.

The following list shows the available Gateways in the system.
You can have ONLY ONE Gateway at a time in the

Discovery mode [Jon On Mode). Select the Gateway If all Doors did not Join On, then automatically
below that is physically closest to the selected door(s) in the send the Join Off command after...
Door list shown under Step 2.
Network .
Gateway Name Status Status () 10 minutes (Default)
Company-Gateway Offline: Join Mode ON O 20 minutes
O 1 hour
O 2 hours
Send Join On Ci d b l |
endJoin Un Lommand to
the Selected Gateway ("
Step 2 Enter the ZAC at the Lock

Door Name Zigbee Access Code [24C) The following list shows each 8 digit ZAC

numbers that must be entered at each 7
Conference Room 95353028 selected loks once the Send Jon On /cé
SuppliesArea 33961516 Esfumsod s e,
Marketing-Doc-Room 88914330 To enter ZACiin the Door:

# # 088 # [24C] #

Note: the lock must be in factory default mode

with factory new Master PIN (12345678).

Once the “Join On” command is sent to the Gateway by either one of the above three methods, the
Gateway “join” symbol will turn from “Off” (blue background) to “On” (green background) as shown
below, indicating that it is ready to accept wireless locks and Routers in its ZigBee network.

When E-Plex Gateway is in “Join On” Mode:

Network Map Network Map

Ga:ewaysv‘ ; . Gateways 7

,yﬂgCompany-Gatewayg 'l,,.lv' > éCompany—Gatewayg
% Iy

Important: After sending the “Join On” command from the Host PC by either one of the above three
methods -> B-1: (i), (ii) or (iii), you (actually, one of your associates) will need to be physically present
at the wireless lock/door to enter this lock’s 8-digit unique ZAC (ZigBee Access Code) number at the

lock’s keypad, as shown above in B-1(iii) under Step 2. The exact ZAC sequence for a wireless lock
is described later under the section Manage Doors.
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The above two combined actions — the wireless Gateway “join on” command at the Host PC and the
ZAC’ing of the lock at the lock’s keypad will make the selected wireless lock(s) join and be part of the
E-Plex wireless network.

B-2: Disable E-Plex Gateway from “Join On” to “Join Off” Mode

You can disable the E-Plex Gateway from “Join On” to “Join Off” mode from your site’s
wireless locks and any wireless Routers, if required by selecting and clicking “Disable Discovery
Mode”.

A Gateway is the root of your Zigbee network. It is the only device that is
connected to the Server computer via either USB or network IP. There is only
one Gateway per Zigbee network.

A Router is a repeater in a Zigbee network. The Router is linked to a Gateway or
another Router via wireless Zigbee network. It is mainly the bridge between the
E-Plex wireless locks and the Gateway.

(O Configure a Gateway or Router
(:t Enable/Disable Discovery Mode
O Remove a Previously Configured Gateway or Router

’Gateway & Router Configuration Wizard Q@a

Click on enable discovery mode to join a lock to this
network. Click on disable discovery to disallow any

new lock join.
Description MAC Address Device Type Status
Company-Gateway ;UU:OE:ZA:UU:M:?A | Gateway Online
1st-Router ‘ 00:0e:2a:00:16:1f  Router ' Online

[ Disable Discovery Mode [ Enable Discovery Mode [Join Device) ]

C: Remove Previously Configured Gateway(s) or Router(s)

You can remove your previously configured Gateway and/or Router(s) from the system
database, if required, say due to temporary servicing of the unit(s) etc. This is done by selecting
“‘Remove a Previously Configured Gateway or Router” and then highlighting the device(s) to be
removed and clicking the “Remove Device” button.

Warning: If you remove a working E-Plex Gateway from the system database, you will not be able
to perform any wireless commands and will not be able to monitor wireless events from your Host PC.
However, the wireless locks will still work and grant/deny access to users as if they are in standalone
mode.
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Gateway & Router Configuration Wizard =)< |

Click on 'Remove' to remove the selected Gateway or
Router from the database

Desciiption MAC Address Device Type Status
C Gat : Euamqy ] Online

(O Configure a Gateway or Router
(O Enable/Disable Discovery Mode
@%Flemove a Previously Configured Gateway or Router

Remove. evice

Important: When you are ready again for wireless operation, you must reconfigure your Gateway
and Router(s), if any as described above in steps A-1 and A-2 and must re-join all your wireless locks
again to the ZigBee network.

[End]
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Managing Door Groups

Door groups provide a way to manage multiple doors at a site. The Enterprise software
allows Operators to group doors according to any criteria.

For example, your site may be a small college campus where you will be installing Enterprise
driven E-Plex locks in say, three different buildings. In this case, you can create three
different door groups and name them Admin Bldg, Library and Supplies Depot. Or, if you
prefer you can create many different door groups within one building — for example, door
groups named Staff Offices, Common Area, Recreation Center, Theater, Labs etc inside the
Admin Bldg.

[Start]

For Wireless Mix: If your facility has a mix of both non-wireless (standalone) and wireless
E-Plex locks, it is highly recommended that you place these two types of lock series in two
types of main Door Groups, for example, one main group called “DG-Wireless” where you
can place all your wireless enabled locks and the other called “DG-NonWireless” or “DG-
Standalone” etc where you place all your non-wireless locks. This segmentation makes it
easier to manage all your doors/locks in your facility.

[End]

The system allows you to manage door groups from the Door Groups menu.

Important: When creating a new door group, you will be prompted to assign one (and only
one) Door Group Manager for this door group. The DG Manager will have complete control
over all the locks/doors belonging to this door group, ie., the DG Manager will be just like the
global Master user, but in this door group only.

Note: You can define any number of door groups in the database.

e To manage door groups, select Manage Door Groups from the Door Groups menu, or
click the Manage Door Groups button.

Door Groups
IMlanage Door Groups ..

The software displays the Manage Door Groups window. From this window, you can
add, edit, or delete door groups. By default, there already exists a Door Group called
“Default” belonging to a default Door Group Manager called “GlobalManager”. You can
edit the name of this Door Group (and this Manager’'s name under Users menu, shown
later) to suit your site’s needs.
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498

Manage Door Groups

Adding a Door Group

Door Group Manager l Add
Default GlobalManager, GlobalManager
Edit
Delete
Single Manager Assignment to all Door Groups
Assign Single Manager User

Complete the following steps to add a door group:

From the Manage Door Groups window, click Add. The software displays the Add Door

)
Group window as shown below.
Manage Door Groups
(448 Add Door Group
Door Group Name: | | Holidays/acations
Default Lock Model: | E-Plex 5600 v|
Door Group Manager: | GlobalManager, GlobalManager ]
Default Lock Parameters Default Lock Function
Unlock Time (secs): 2 (& Entry Lock v
Buzzer Volume (0= Off, 3 = Loud): 1 =
0 Possible Lock Configurations:
Tamper Count (# of tries): 4 el
2 Cylindrical without Privacy Thumbturm
Tamper Shut Time (secs): 130 |& Exit Trim
Mortise without Privacy Deadbolt
Passage Mode Enabled: [ ] SAC (Standalone Access Controller]
Manual Passage Duration (hrs): 4 2]
Remote Unlock Enabled: []
Number of assigned doors: 0 Save
e Inthe Door Group Name field, type the name of the door group you are adding.

Notel : The door group name can be a maximum of 20 alphanumeric characters and

no spaces and special characters are allowed, except for the

I

character.

Note 2: When you create a new door group, you will be also creating various default
parameter values of all the doors/locks that will belong to this door group. However,
these default lock parameters can be changed to suit individual door/lock requirement
when you create the individual doors later that will belong to this door group.
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e You may keep the Default Lock Model as is (configured in System Settings earlier) or
change it to another lock model from the pick list.

e Select the (single) Door Group Manager from the drop-down list; in the very beginning
you will have only the default door group manager to choose from the pick list ->
GlobalManager. As stated earlier, there can be only one Door Group Manager for this
door group from the available any one of the normal Manager users in the system.

(Manage Door Groups
W Add Door Group
Door Group Name: | DG-Technical Holidays%acations
Default Lock Model: | E-Plex 5700 bl
Door Group Manager: | Lessard, Steven e

e Click Holidays/Vacations to select the holidays and/or vacations to be applied to this
door group, if desired. The software displays the Assign Holidays/Vacations window.

(Manage Door Groups
(4df Add Door Group
Door Group Name:  DG-Technical Holidaysé\éacations
Default Lock Model: | E-Plex 5700 i
Door Group Manager: | Lessard, Steven i |

e Select the desired holiday or vacation block from the Select Holiday/Vacation drop-
down list at the bottom of the window including the Start and End Dates and Times.

Holiday / Vacation Selection Start Date Start Time: End Date End Time
Christmas 12/25/2009 12:00 &M 12/25/2009 11:53 PM

Select Holiday / Vacation
Campus Summer Break

Christras Assign Unassign 0K

<

e Click Assign. The system displays the assigned holiday or vacation block in the Door
Group Holidays/Vacations area.

'Assign Holidays/Vacations
W Assign Holidays/Vacations
Door Group:

Door Group Holidays/Vacations

Holiday/acation Name Start Date Start Time End Date End Time
Christmas 12/25/2003  12:00 AM 12/25/2009  11:59 PM

e Click OK. The software returns to the Add Door Group window. You can assign more
holidays/vacation blocks if desired.

e Finally, adjust the following default lock parameters for all locks in this door group, as
appropriate, using the up and down arrows:

e Unlock Time (secs)
e Buzzer Volume (0 = Off, 3 = Loudest)

e Tamper Count (# of tries)
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e Tamper Shut Time (secs)

e Manual Passage Duration (hrs)

e Select Passage Mode Enabled option, if you want your locks in this door group to be
manually (by the Master and/or by a Manager) or automatically activated/de-activated for
free passage at the lock keypad.

Note: The Passage Mode is automatically and permanently enabled for a lock with
“Residence Lock function” and so the passage mode option will be grayed out if the
lock function selected is Residence.

e Select Remote Unlock Enabled option, if you need. Note: For this option to work, you
must have an E-Plex lock that is electronically pre-configured as such from the factory.

o Select the Lock Function from the drop-down list: for an E5xxx series lock as — either
Entry (default), Residence or Privacy; and for an E3xxx series lock as —
Latch/Exit/Swingbolt.

Note 1: The Remote Unlock is automatically disabled for a lock with Residence lock
function and so this option will be grayed out if the lock function selected is Residence.

Note 2: For instructions on how to setup a Lock Function in an actual E-Plex lock and
what each Lock Function means, please refer to the “E-Plex 5x00 (and 3x00) Lock
Function Setup Guide” that came with the lock in the lock box. By default, all locks
come out of the factory whose lock function is pre-configured as “Entry (6x00) or Latch
(3x00)” lock function.

Default Lock Parameters Default Lock Function

Unlock Time [secs): 2 Entry Lock v |

Buzzer Volume (0 = Off, 3 = Loud):

. 0 Possible Lock Configurations:
Tamper Count (# of tries): 4
Cylindrical without Privacy Thumbturm
Exit Trim
Mortise without Privacy Deadbolt
SAC [Standalone Access Controller)

[
o

Tamper Shut Time [secs):

<P <R <P <B) <

rs

Manual Passage Duration [hrs):

Passage Mode Enabled:

Oox
&7

Remote Unlock Enabled:

Number of assigned doors: 0 [ Save ][ Cancel ]

e Click Save. The system saves the changes and displays a confirmation message.

e Click OK. The software displays the updated Manage Door Groups window.

Y

E-Plex Enterprise Software

Changes successfully saved,

\L_K§

e Click OK. The software displays the updated Manage Door Groups window.
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'Manage Door Groups

X

m Manage Door Groups
Door Group Manager Add
DG-Technical Steven, Lessard
Edit
Delete
N

Note: You can add additional door groups at any time.

Editing a Door Group

Complete the following steps to edit a door group:
e From the Manage Door Groups window, select a door group to edit.

e Click Edit. The software displays the Edit Door Group window.

Manage Door Groups
(48 Edit Door Group
Door Group Name:  DG-Technical
Default Lock Model: | E-Plex 5700 v
Door Group Manager. | Lessard, Steven v/
Defauit Lack Parameters Defauit Lock Function

Unlock Time (secs}:

~

| Enty Lock v
Buzzer Volume (0 = Off, 3 = Loud):

w

[k 0 Possible Lock Configurations:

=

Tamper Count (# of tries):

Cylindrical without Privacy Thumbtum
Tamper Shut Time (secs): 31 it Tri

8

Mortise without Privacy Deadbolt
SAC (Standalone Access Controller]

DoIRRCIERONRINRE

Manual Passage Duration (hrs):

=

Passage Mode Enabled:

Ood

Remote Unlock Enabled:

Number of assigned doors: 1

e Edit any or all required fields that you want changed.

e Click Save. The system saves the changes and displays a confirmation message.

Y

E-Plex Enterprise Software

Changes successfully saved,

]_D_K‘Ri

e Click OK. The software displays the updated Manage Door Groups window.
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Note: You should update your locks whose parameters have been modified, first by
downloading the affected locks’ configuration data to the M-Unit and then by
programming / uploading this information to the locks.

Managing Door Group Managers

Complete the following steps to manage door group managers:

e From the Manage Door Groups window, select the Door Group name where you want to
change the DG Manager from the current person to a different person and then click
Edit. Select the Manager you want to assign as the (one and only) DG Manager for this
entire Door Group.

Manage Door Groups
@@ Edit Door Group
Door Group Name: | DG-Technical

Default Lack Model: | E-Ples 5700 v

Door Group Manager: | Lessard, Steven v |
Select Manager

Doe, Jane
Lessard, Steven [}

Manager's Credential: ‘ For E-Plex 5700 only

Default Lock Parameters Default Lock Function

e Click Save and then OK. The software displays the updated Manage Door Group
Manager window.

\i) Manage Door Groups
E-Plex Enterprise Software
Manage Door Groups
Door Group Manager [ Add ]
Changes successfully saved D&-Technical Jane, Doe
Edit
Delete
0K [;

e Click Close to exit from this dialog.

Deleting a Door Group

Complete the following steps to delete a door group:

e From the Manage Door Groups window, select a door group to delete and then click
Delete. If there is a door or doors that still belong to this door group, you will get the
following warning message.
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f

7MY

E-Plex Enterprise Software

This Door Group contains Doors which must be, either
unassighed and moved to a different Door Group, or
must be deleted from the database first.

Note: You cannot delete a door group if it contains locks/doors within this group. You
must either unassign all these doors from this door group and move them to a different
door group, or must delete them all from the database. Only after this will you be able to
delete this particular door group from the database.

o Perform operation(s) as per the message above, if required and then perform the delete
operation of this door group.

e The software prompts you for confirmation.

2

E-Plex Enterprise Software

Are you sure you want to delete this Door Group?

=)
L

e Click Yes. The software displays the updated Manage Door Groups window.

o Click Close to exit the Manage Door Groups window.

Note: You should update your locks to reflect modified door groups by programming the M-
Unit and uploading the information to the locks. For more information, refer to M-Unit
Handheld in Chapter 5, Programming and Auditing Locks.
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Managing Doors

In the Enterprise software, doors are literally the physical doors at your site where the
applicable E-Plex locks are installed. You can define new doors, edit parameters of doors
and delete existing doors from the database.

[Start] i

For Wireless: Your facility may have either a mix of both non-wireless (standalone) and
wireless E-Plex locks, or all wireless locks. For wireless enabled locks, additionally, you will
have to select all wireless related parameters so as to enable these locks to “join” your
E-Plex ZigBee wireless network — this was (i) either already configured using your E-Plex
Gateway under the Systems Settings menu earlier, or (ii) you will need to configure joining
the network using your E-Plex Gateway, anytime later on under the Systems Settings menu.

[End]

The software allows you to manage doors through the Manage Doors menu.

Note: You can define unlimited number of doors in the database.

To manage doors, select Manage Doors from the Door menu, or click the Manage Doors
button.

Doors
Manage Doors ...

Note: The system will alert you if there is no Door Group already created in the system, in
which case you must create one.

Click OK. The software displays the Manage Doors window.

Manage Doors
m Manage Doors
Right-Click Column Header to Search Doors add

Door Name Door Group Lock Model Lock Function Last Synched
Edit
Delete
Total Doors: 0 Checked Doars: 0 M-UnitSynched  [] M-Unit Sync Required
!
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Adding a Door [Standalone / Non-wireless]

Complete the following steps to add a door:

e From the Manage Doors window, click Add. The software displays the Add Door
window.
(Mana.ge Door Profile '
JE. Add Door
Door Group: | DG-Technical & Access Schedules
Door Name: |
Lock Model: | E-Plex 5700 i
Total Users: 0
Holidays/\¥acations 'Manage Door Profile \
(%) Use Door Group Default Holidays O Override Holidays for this door Holidays/Vacations
Jﬁ Add Door
Lock Parameters Lock Function Types
: Door Group: | DG-Technical v Access Schedules
Unlock Time (secs} 2 (& Enbylock X Door Name: | Physics Lab-
- 0or Liroups
Buzzer Volume (0 = 0ff, 3 = Loud): 1 = 0 Passible Lock Configurations: Lock Model: | E-Plex 5700 v
Tamper Count (# of tries): 4 |2 Cylindrical without Privacy Thumbturn Totallisers 0
Exit Trim
Tamper Shut Time (secs): |30 & Mortise without Privacy Deadbolt
SAC [Standalone Access Controller]
Passage Mode Enabled: Holidays//acations
Manual Passage Duration [his): 14 |4 (&) Use Door Group Default Holidays ) Override Holidays for this door Holidays/acations
Remote Unlock Enabled: []
Lock Parameters Lock Function Types
Unlock Time (secs): 2 (& Entry Lock N
Save Cancel =
BuzzerVolume (0= 0ff, 3=Loud 1 2 &R Possible Lock Configurations:
e Select a Door Group from the drop-down list.
Note: Depending on the door group name you selected here, all the default lock
parameter values of this door will be exactly the same values as those in this door group
since they are derived from this door group. However, you can change any or all lock
parameter values for this door, if preferred.
¢ Inthe Door Name field, type the door name.
Note: A door name can be a maximum of 20 alphanumeric characters and no spaces
and special characters are allowed, except for the “-“ character.
e Click Access Schedules to select the schedules that were previously created under the
Manage Schedules menu. Assign schedules to this door so that during this time the lock
will grant access to valid users. The software displays the Assign Door Access
Schedules window.
e Select an Available Schedules from the drop-down list at the bottom of the window. The

software displays the schedules in the Door Access Schedules pane.

Note: Once a schedule is highlighted, the Available Schedules area becomes grayed
out.
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Manage Access Schedules

* Assign Door Access Schedules

Door Information

Door Group: DG-Technical

Door Name: Physics Lab-1

Lock Model: E-Plex 5700
Lock Function: Entry Lock

Door Access Schedules

Schedule Name Sun  Mon |Tue ‘Wed Thu Fi Sat Start End Credential Passage Mode
Always v v v v v v v 12008M  12004M  Card Manual
Available Schedules Required Credential Required Passage Mode
Select Schedule v | Card v | None v |
Select Schedule
TAM-EPM M-F End
| Always
EveningShift

Assign Unassign [ ok ][ cancel |

o Select the Required Credential — PIN access, or Card access or PIN & Card access
during this selected schedule from the drop-down list.

e Select one of the four Required Passage Mode options from the drop down list, either (i)
None —ie., the lock never grants free passage, (ii) Automatic — ie., the lock automatically
enters free passage at the start of this schedule and locks back at the end of the
schedule automatically, (iii) First Authorized Passage — ie., the lock goes into free
passage, only after a valid “privileged” user opens it with her/his credential at or after the
start of this schedule, or (iv) Manual — ie., only the Master or the Manager users can
manually set/reset the free passage at the lock keypad between the start and end times
of this schedule for the Manual Passage mode duration set in the software.

Door Access Schedules
Schedule Name Sun  Mon |Tue Wed Thu |Fii Sat | Start End Credential Passage Mode
Always v v v v v v w 1200AM 120048M  Cad Manual

Available Schedules Required Credential Required Passage Mode
TAM-EPM M-F v/ Card v/ None v/

i Card
Su Mo Tu W Th Fi Sa Start End PIN & Card
07.00AM  OE:00PM PIN
Refresh Assign Unassign
1

e Click Assign. The software displays the assigned schedule in the Door Access
Schedules pane.
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Manage Access Schedules

L

Door Information

Door Group: DG-Technical

Door Name: Physics Lab-1

Lock Model: E-Plex 5700
Lock Function: Entry Lock

Door Access Schedules

Assign Door Access Schedules

Schedule Name Sun  [Mon | Tue

Available Schedules

Select Schedule v |

Su Mo Tu W Th Fi Sa Start

Always 3 3 w
7AM-BPM M-F v v

Sat Start End Credential Passage Mode
v W~ 12004M  12:00AM  Card Manual
v 07:.004M 06:00PM  Card First Authorized Passage
Required Credential Required Passage Mode
Card v| None v |
Reftesh | [ Asson | [ Unassion [ ok ][ Cancel

Note: After a schedule is assigned to the door, the drop-down lists return to their

default settings.

e Click OK. The system displays the Edit Door window.

e Select the appropriate Holidays/Vacations settings:

e Use Door Group Default Holidays, if you are happy with the holiday setting
previously set under the Manage Door Groups menu where this lock belongs.

e Override Holidays for this door, if you want to change the previously setup
holiday settings under the Manage Door Group menu.

Note: When Use Door Group Default Holidays is selected, the Holidays/Vacations

button is grayed out.
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e If Override Holidays for this door is selected, click Holidays/Vacations. The software
displays the Assign Holidays/Vacations window.

Manage Holidays/Vacations
1@_ Assign Holidays/Vacations
Door Group:  DG-Technical Door Name:  Physics Lab-1

Lock Model:  E-Plex 5700

Door Holidays//acations

Holiday/\/acation Name Start Date Start Time . End Date End Time
Christmas 12/25/2009 12:004M  12/25/2009 11:59 PM
Holiday / Yacation Selection Start Date Start Time End Date End Time

Select Holiday / Vacation il
Select Holiday / Vacation

Campus Summer Break

Christmas

Assign Unassign 0K

Note: By default, the window displays the holidays/vacations associated with the door
group for this door.
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Select the appropriate holiday or vacation period from the Holiday/Vacation Selection
drop-down list at the bottom of the window. The software displays the Start Date, Start

Time, End Date, and End Time.

Click Assign. The system displays the holiday or vacation in the Door

Holidays/Vacations area.

(Manage Holidays/Vacations

&5

i

Assign Holidays/Vacations
Door Group:  DG-Technical Door Name:  Physics Lab-1
Lock Model:  E-Plex 5700

Door Holidays/Vacations

Holiday/acation Name Start Date Start Time . End Date End Time
Campus Summer Break 07/25/2003 0300PM  08/09/2003 08:00 &M
Christmas 12/25/2009 12:004M  12/25/2003 11:53 PM

Holiday / Vacation Selection Start Date Start Time End Date End Time
Select Holiday / Vacation 2 |
Assign Unassign l 0K ] [ Cancel ]
b

e Click OK. The software displays the Add Door window.

e Adjust the following default parameters, as appropriate, using the up and down arrows:

Unlock Time (secs)
Buzzer Volume (0 = Off, 3 = Loudest)
Tamper Count (# of tries)

Tamper Shut Time (secs)

Note: The available Tamper Shut Time values range between 0 and 90 seconds.
Zero means the lock will never go into a tamper shutdown mode; the default is 30
seconds.

Manual Passage Duration (hrs)

e Select Passage Mode Enabled, and enable it, if you required free passage in
this lock.

Select (hardwired) Remote Unlock Enabled, and enable it, if you have this option in
the lock hardware.

Select one of the applicable Lock Function Types for this lock model from the drop-
down list.

Note: For each lock function, a different possible lock configuration(s) will be displayed.
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Note: Refer to the separate “E-Plex 5X00 and 3x00 Lock Function Setup Guide” for

instructions on setting up the desired BHMA lock function at the lock itself.

e Click Save. The system saves the changes and displays a confirmation message.

Y
Holidays/acations

) Use Door Group Default Holidays ® Ove

Lock Parameters

Unlack Time (secs): 2
zzer Volume [0 = Off, 3 =Loud): 1

Tamper Count (# of ties): 4

< (<R <B <

Tamper Shut Time (secs): 30

E-Plex Enterprise Software

Changes successfully saved.

Passage Mode Enabled:

Manual Passage Duration [hrs): 4

<

Remote Unlock Enabled: []

[ sawe L§J[ Cancel |

¢ Required

e Click OK. The software displays the updated Manage Doors window.

Manage Doors @
ﬂ Manage Doors
Right-Click Column Header to Search Doors
Door Name Door Group Lock Model Lock Function Last Synched
Physics Lab-1 DG-Technical E-Plex 5700 Entry Lock Never synched
Total Doors: 1 Checked Doors: 0 M-Unit Synched  [Z5] M-Unit Sync Required
[I] Close [

Note: You will see an orange color “X” symbol against the Door Name in the very first
column indicating that this door configuration data needs to be synchronized with
(transferred to) the M-Unit PDA before programming this door. Once sync’d with the
PDA, the orange “X” will be replaced with a green “check” symbol for this door.

You can add additional doors at any time.
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[Start]

Adding a Door [Wireless]

The following section will highlight only the wireless lock related menu parameters that need to be
entered and completed, since all of the non-wireless parameters are the same as that for the standalone lock
parameters as described earlier. The following few screen shots show adding a wireless door called
“Conference Room”: Note: The “Wireless Enabled” option for a lock will be available only after you setup and
configure your wireless E-Plex Gateway under the System Settings menu.

ck Model: | E-Plex 5600 )

You must have the wireless kit

- installed on the lock in order to use
() Standalone () Wireless Enabled e ieloss orton

Manage Door Profile
m Add Door
Door Group: | DG-Wireless v |

Door Name:  Conference Room

Lock Model: | E-Plex 5600 v |

You must have the wireless kit

- installed on the lock in order to use
O Standalone () Wireless Enabled e Wi dess oo

Holidays/Yacations

(&) Use Door Group Default Holidays O Override Holidays for this door Holidays//acations
Lock Parameters Lock Function Types
Cylindrical without Privacy Thumbturn
Unlock Time (secs): 2 Entry Lock M Ezit Trim -
S Mortise without Privacy Deadbolt
Buzzer Yolume [0 = O, 3 = Loud): 1 0 Configurations: SAC (Standalone Access Controller)

Tamper Count (# of tries): 4

<P <P <) <

Tamper Shut Time [secs): 30 Wireless
Passage Mode Enabled: ZAC:
Manual Passage Duration [hrs): 4 = Lock State: I:l
Hard Wired Remote Unlock
Battery Level: Last Communication: unavailable

Allow wireless remote unlock

Display user photo on user access event

Total Users: 0 | Save {k—l [ Cancel ]

ZAC (ZigBee Access Code): This is an 8-digit number, generated automatically by the system as a unique
random number for the wireless lock. A different random ZAC number can also be generated anytime by
clicking on the small “keypad template” square box ( | ) shown on the right of the ZAC field. The ZAC
number must be saved in the Software before it can be used wirelessly to ‘Join On’ a lock.

When Adding or Editing a door where the Lock Type is Narrow Stile (E3200/3600/3700 series), the type of
locking device used will determine if Emergency Commands (Emergency Open and Emergency Lockdown)
will be allowed.
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Per below, when choosing a Deadlatch Lock (E3x65 series), you may select ‘yes’ under emergency
commands only if the Adams Rite locking device will not be manually set to Latch Holdback (commonly

known as dogging the latch).

Jl Edit Door
Door Group: [Defadt "] IAocessSehedulec ]
| Door Name: 3600
Lock Model [ E-Plex 2600 ~
taled o e lock ot
o | |installed on in order to use
Standalone @ Wireless Enabled | the Wi 2
| Holidays/Vacations -
©) Use Door Group Default Holidays (") Ovenide Holidays for this door Holidays/Vacations
Lock Parameters | Lock Function Types |
E e, - Deaditch Lock ] Deadatch HodelwithLatch Holdback
" i . Swir / Deadbolt version
| BuzzerVolume (0= 3=Loudy 1 = | () Corfioations: wingbokt v
Tamper Count (Hof tries): 4 & ‘ Allow Emergency Commands: © Yes “) No
Tamper Shut Time (secs): (30 |2 [NOTE: Manual Latch Holdback at Keypad NOT Alowed
|
Passage Mode Enabled:
= D | | Wireless |
Manual Passage Duration frs). |0 : |
Hard Wired Remote Unlock |
sk Lock State: ~ Lock Connected
Battery Level: & Last Communication: 10/30/2012
[¥] Allow wireless remote unlock
Display user photo on user access event
Total Users: 5 l Save ] l Cancel I

If Emergency commands are set at ‘no’, the latch holdback function may be
or manually at the Adams Rite deadlatch locking device.

| Edit Door
Door Group: {Default v] Access Schedules
| Door Name: 3600
Lock Model |E-Plex 3600 -
You must have the wireless kit
Standalone @ Wireless Enabled ;‘:*d‘m lm the Ioek in orderto use
| Holidays/Vacations
@ Use Door Group Default Holidays (") Ovenide Holidays for this door Holidays/Vacations
. Lock Parameters * Lock Function Types | \
2 [Deadatch ook ]
Unlock Time (secs): [2 1= Deadlatch Lock = [g;?:nm Model with Latch Holdback
5 Swi / Deadbolt versi
: Buzzer Volume (0=0F, 3=Loud): 1 2| | | () Corfigurations: wecbol verson
Tamper Count (#of tries): 4 |5 Allow Emergency Commands: ) Yes © No
Tamper Snt Time feecs) 1130 | [NOTE: Menual Latch Holdback at Keypad Alowed
Passage Mode Enabled:
ge [ = \
Manual Passage Duration (hrs): 0 L
Hard Wired Remote Unlock ‘
e Lock State:  Lock Connected
Battery Level: &= Last Communication: 10/30/2012 ”
I
Allow wireless remote unlock
[¥] Display user photo on user access event Ul
Total Users: 5 [ sawe [ Cancel |

used electronically at the keypad

———e 4
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If the Swingbolt or Deadbolt version (E3x66 series) is selected, the Emergency Commands option is not
available (will be greyed out) since the state of the Adams Rite Deadbolt locking device being locked or
unlocked is always unknown in the software so Emergency Commands can’t be verified.

-
Manage Door Profile @
18 Edit Door

Door Group: LDe{au}t 'J Access Schedules
Door Name: 3600

Lock Model | E-Plex 3600 -

You must have the wireless kit
Standalone @ Wireless Enabled x%ﬁ?ﬂﬁaﬁ Suceothe
Holidays/Vacations
@ Use Door Group Default Holidays Ovemide Holidays for this door Holidays/Vacations
Lock Parameters Lock Function Types
Unlock Tine fsecs) |2 : Swingbolt Lock | Swingbolt / Deadbolt version
Buzzer Volume (0=OF, 3=Loud: 1 12| | () Corfigurations:
Tamper Court (# of tries): 4 llow Emergency Commands Yes @ No
Tamper Shut Time (secs): 30 |+ |NC-TE Emergency Commands NOT Available on this Model
Passage Mode Enabled:
Wireless
Manual Passage Duration (rs): 0
Hard Wired Remote Unlock
Enabled | Lock State:  Lock Connected

[ Battery Level: = Last Communication: 10/30/2012

Allow wireless remote unlock

/| Display user photo on user access event

Total Users: 5 Save | [ Cancel

Important: Kabais not responsible or liable when emergency commands are used with these locks
if they are incorrectly identified or entered into the software.

You may also optionally select a couple of parameters as shown below, (i) to be able to remotely unlock this
door via a wireless command from the Host PC, and (ii) for the system to display the photo of the user
(assumes the photo has already been added in the software) every time this person opens this door with
her/his valid credential.

NEIWOTK DI3Tus: I I

Battery Level: Last Communication: unavailable

Allow wireless remote unlock

Display user photo on user access event

When you are ready to “join” a new wireless lock on a door to your E-Plex (ZigBee) wireless network,
you must initiate the wireless network “join on” process from the software first. After sending the “Join
On” command, somebody else (your colleague, for example) must be physically present at this door
location and enter the ZAC on the lock keypad. This action will make the lock join your E-Plex
wireless network and at the same time will wirelessly program the lock with user access rights,
credentials etc data; you do not need to program the lock with a portable PC M-Unit anymore.

Important: It is recommended that you “ZAC” all your wireless locks at a later time after all your
wireless locks are configured with schedules etc and added in the system, your users and credentials
are created in the system and assigned to their wireless locks/doors for access etc. Please refer to
Chapter 5, “Programming and Auditing Locks” on how to ZAC and program the locks.
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Ensure that your E-Plex Gateway has also been configured properly and ready to wirelessly
communicate to your locks in the network.

Click Save to save this lock’s door profile in the database. After you save this door profile, the
previous “Manage Doors” menu will open up as shown below, and display the status of this newly
added wireless door lock as “Not in Service”, ie., it is a wireless lock but has not joined the E-Plex
wireless network yet.

=

Manage Doors

Y V¥ Y DoorName Door Group V¥ Lock Model V¥ Lock Function ¥ Lock State ¥ Last Synched Network Status ' Add
o Canteen DG-Manufacturing E-Plex 5700 Entry Lock INiA INiA Edi
o 11 Conference Room DG-Wireless E-Plex 5600 Entry Lock Unknown Not in Service % E
3 Office-Corridor DG-Accounting E-Plex 5700 Entry Lock i Ni& Delete
o Physics Lab-1 DG-Technical E-Plex 5700 Entry Lock & &

Refresh
Total Doors:
4
Updates Wireless Send Wireless Command
El Normal
Synched Low Access Maintenance Discover Locks Put Out of Service
Sync Required Wireless lE‘ Dead Close

The “Updates” status on the bottom part of the screen above is represented by a semi-circle arrow: if
it is Green (@ ), it means that the lock and its users’ access data have been transferred (Sync’d)

from the Host PC to the lock and programmed for normal use; if it is Red ( ), it means that the lock
needs to be updated (Sync Required) before it can be used.

The “Wireless” signal strength status above is represented in a Green staircase pattern of 5 steps

(L"f—'—r— ); a good wireless signal strength range (RSSI = Radio Signal Strength Indicator) should be
between -20dB and -80dB. A strong RF signal is represented by the display of 3 to 5 little Green
“staircase steps” for proper lock-to-Gateway wireless communication. If there is no RF signal (yet), it

will be shown as a Red “staircase steps” pattern (ul[f. ).

You can add as many wireless enabled locks in the database as you have in your facility by repeating
the above “Manage Doors / Add” menu dialog sequence. Here is an example where three wireless
locks have been added which are not yet “joined” to the E-Plex wireless network..

m Manage Doors

Y ¥ ¥ DoorName Door Group V¥ Lock Model ¥ Lock Function ¥ Lock State ¥ Last Synched Network Status Y Add
(& 11 Conference Room  DG-Wireless E-Plex 5600 Entry Lock Unknown Notin Service "

o A1 Marketing-Docs-R.. DG-Wireless E-Plex 5700 Entry Lock Unknown Notin Service E
c” 411 Supplies-Area DG-Wireless E-Plex 5600 Entry Lock Unknown MNotin Service @

Refresh
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|~ Control Panel

Door Status Door Battery Status Door State

@ Dashboard

“Join” a Wireless Lock to the Network, ZAC & Program:

Assuming that you had finished creating all your wireless enabled locks/doors and assigned all your users
who should have access to these doors with proper access schedules, credential usage requirement (PIN,
Card or PIN & Card) etc, you are now ready to “Join On”, ZAC and program the locks on doors wirelessly.

Please refer to implementing this actual process which is described in detail in Chapter 5, under
“Programming and Auditing Locks”, towards the end of that chapter.

[End]

Editing a Door
Complete the following steps to edit a standalone door; the procedure is very similar for a
wireless door also which contains more fields to edit:
¢ From the Manage Doors window, select a door to edit.

e Click Edit. The software displays the Edit Door window.

Manage Door Profile ﬁ
_m. Edit Door
Door Group:  DG-Manuf lise: I [ Access Schedules ]
Door Name:  Chemical-Room Door Groups
Lack Model: | E-Plex 5700 [v]
Total Users: 2

Holidays/Vacations

(%) Use Door Group Default Holidays O Override Holidays for this door Holidays/Vacations
Lock Parameters Lock Function Types
Unlock Time (secs): 2 2] | Entry Lock
Buzzer Yolume (0= 0f, 3=Loudy 1 2] 0 Possible Lack Configurations:
Tamper Count (# of ties): 4 [2) Cylindrical without Privacy Thumbtum
Exit Trim
Tamper Shut Time (secs): |30 (41 Mortise without Privacy Deadbolt
* SAC [Standalone Access Controller]
Passage Mode Enabled: [ ]

Manual Passage Duration (hrs):

Remoate Unlock Enabled: []

e Select a different Lock Function Type from the drop-down list, if appropriate.
e Edit any or all required fields that you want changed.

The software notifies you about the change.
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AN

E-Plex Enterprise Software

You have changed the Lock Function Type.
The Passage Mode Type of each Access Schedule
assigned to this door will be modified
to suit the function's profile.

e Click OK.
e Click Save. The system saves the changes and displays a confirmation message.

e Click OK and then Save. The software displays the updated Manage Doors window.

_.3 Manage Doors
Flgrt Tick Cokamn Maade 1o Saach Doon [ v |
Dooe Nave Docx Grxp Lock Moded Lack Furcton Laat Syrched
Carieen DG Marst £ Poew 5200 Ertey Loch New trchnt [ t= |
Chamc ol Floom DGMans 1P 5200 Provacy Lock Neves aprcted ITI
Ot e Cortrober DG Accourtrg E Ples 3000 LachVE /S Never yrched ——
Pryscs Lab 1 DG-Techracs P 5200 £riay Lock Never iprched | Fishen |
Tots Doorr 4 Orechad Dooes 0 (5] MUt Speched  [5] MUnk Syrc Raqueed
| Coso |
{_____4-.‘_.
-
e ————

Note: You should update your locks to reflect modified doors by programming the M-
Unit and uploading the information to the locks. For more information, refer to Portable
PC M-Unit section in Chapter 5, Programming and Auditing Locks.

Deleting a Door
Complete the following steps to delete a door; the procedure Is the same for a wireless door
also:
e From the Manage Doors window, select a door to delete.

e Click Delete. The system prompts you for confirmation.
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Jl Manage Doors
Right-Click Column Header to Search Doors ™
Door Name Door Group Lock Model Lock Function Last Synched
Canteen DG-Manuf E-Plex 5200 Entry Lock Never synched
 Chemical-Room DG-Manuf E-Plex 5700 Privacy Lock. Never synched
Office-Controller DG-Accounting | E-Plex 3700 | Latch/Exit/Swingbolt ... | Never synched Sele \
Physics Lab-1 DG-Technical E-Plex 5700 Entul ack Never sunched
2

E-Plex Enterprise Software

Are you sure you want to delete this door from the
system?

e Click Yes. The door is deleted and the software displays the updated Manage Doors

window.
Manage Doors

J@ Manage Doors

Right-Click Column Header to Search Doors Add
Door Name Door Group Lock Model Lock Function Last Synched
Canteen DG-Manuf E-Plex 5200 Entry Lock Never synched
Office-Controller DG-Accounting »E -Plex 3700 Latch/Exit/Swingbolt ... »Nevel synched
Physics Lab-1 DG -Technical E-Plex 5700 Entiy Lock Never synched aes

N

e Click Close to exit the Manage Doors window and return to the Main Menu.

Note: You should update your locks to reflect modified doors by programming the M-
Unit and uploading the information to the locks. For more information, refer to Portable
M-Unit in Chapter 5, Programming and Auditing Locks.
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Managing Access Groups

In the Enterprise software, you can group a bunch of doors with their own schedules and
credential access types (ie,PIN only, Card only or PIN & Card) etc in an Access Group This
makes it extremely efficient when you need to add a new employee/user in the system, as
shown in one of the following chapters under “Managing Users” dialog menu — ie., with one
selection in the Managing User menu dialog, you can assign access rights to this new user in
all those various doors contained under one Access Group. The “Managing Access Groups”
procedure is the same for both standalone and wireless doors.

Adding an Access Group

Note: You can assign any number of access groups in the database.

To manage access groups, select Manage Access Groups from the Access Groups menu
or click the Manage Access Groups button.

Access Groups

L]
T% Manage Access Groups ...

The software displays the Manage Access Groups window.
Complete the following steps to add an access group:
e From the Manage Access Groups window, click Add.

Manage Access Groups @

’H‘% Manage Access Groups

Total Total Add
Access Group Name Doors  Users

Edit

Delete

Total Access Groups: 0

Close

e The software displays the Add Access Group window.

e Atthe top left panel of the screen, enter the name of this new access group (of doors with
access schedules and credential types) you are going to create; E.g.: AG-TechStaff.

e The bottom half panel of the screen shows all available doors that can be assigned to this
new access group.
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'Manage Access Groups '

T% Add Access Group

Access Group Information
Please enter appropriate information to add an Access Group. Access

Name: AG-Technical # Manage Assigned Users Group name cannot be longer than 20 characters.
Door Group Name Door Name Schedule Name Sun | Mon | Tue | Wed| Thu | Fri | Sat | Start End Credential Passage Mode
& Unassign Selected Access Schedules Total Access Schedules:

Ayailable Doors

Filter by:| A1l Door Groups [w| & Assion Selected Access Schedules [ 4% Modiy Door/Schedules |[_Jf Add New Door
DootName ] Schedule Name Sun  Mon Tue Wed Thu Fri | Sat  Stat End Credential Passage
= Mode
DOffice-Controller
Canteen ] Always v v v v v v v 12004M 12004M  PIN & Card None
Physics Lab-1
FE9& Clone Access Group Save ] [ Cancel

e Select one door at a time; for the selected door on the right side, you will see the access schedules
and credential types that have been already assigned to this door, earlier.

Available Doors

Filter by:| All Door Groups v | & Assign Selected Access Schedules [ 4% Modify Door/Schedules ][ﬁ Add New Door
Door Name [[] | Schedule Name Sun  Mon| Tue Wed Thu Fri | Sat @ Start End Credential ;assage
2 ode
Office-Controller
Caniesh ] Always LY vilv i © < - 1200AM 12:00AM Card Manual
Physics Lab-1 [ | 7AM-EPM.M-F v ’ v v v 07:.00AM |06:00PM | Card First Authorized...
[ | Always v |l v ’ . v < 12.00AM |12.004M |Card Manual

7E9% Clone Access Group [ Save ] [ Cancel ]

e Select the required access schedule(s) for this door by checking the box(s) against it/them and click
on Assign Selected Access Schedules tab.

Available Doors

Filter by:| Al Door Groups v \ I + Assign'\SeIecled Access Schedules I [ 4% Modify Door/Schedules ”Jﬂ Add New Door
Door Name L\Y : 3 Passage
[]  ScheduleMName | Sun Mon| Tue ‘Wed Thu Fri | Sat  Start End Credential Mode
Office-Controller
Canteen [ | Always v v v v v v v 12:00AM [12.00AM | Card Manual
Physics Lab-1 TAM-BPM.M-F v v v v v 07.00AM 0B:00PM  Card  First Authorized...

e You will see that this selected door (Physics Lab-1, in this example) with all its parameters is
assigned to this access group, as shown at the top left panel.

e Repeat the process by selecting other doors, one at a time to assign them in this access group. If a
door has more than one access schedule assigned to it, you can select this door again and select a
different schedule(s) for this door and assign it again to the access group.
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Name: AG-Technical

Door Group Name Door Name
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Add Access Group

o

Please enter appropriate information to add an Access Group. Access
Group name cannot be longer than 20 characters.

# Manage Assigned Users

Schedule Name

[] DG-Technical TAM-EPMM-F

Physics Lab-1

)

Sat | Start End Credential

Sun | Mon| Tue | Wed Thu | Fii
g 07.004M 0B:00PM  Card

Passage Mode
First Authorized Pass...

< Unassign Selected Access Schedules
Available Doors
Filter by: SAII Door Groups

Door Name

|+ [ 4 Assign Selected Access Schedules

Total Access Schedules: 1

[* Modify Door/Schedules ”Jl Add New Door

Office-Controller
Canteen

[ | Always
Physics Lab-1

[ Always

[] ' Schedule Name

Sun | Mon Tue Wed Thu Fii

v Passage
Sat | Start End Credential Mode
v 12:004M [12:008M | Card | Manual
v v v v v v ~ 1200AM 12:00AM  Card Manual

e |f you want to un-assign a previously assigned door or doors from this access group, simply check
against that box or boxes and click on Unassign selected Access Schedules; now these doors will
be removed from this access group.

Access Group Information
Please enter appropriate information to add an Access Group. Access
Name: 4G-Technical Group name cannot be longer than 20 characters.
Door Group Name Door Name Schedule Name Sun | Mon| Tue  Wed| Thu ' Fri | Sat | Stait End Credential Passage Mode

[J | DG-Technical | Physics Lab-1 | 7AM-6PMM-F v v v v |« Jo700aM [08:00PM | Card | Fist Authorized Pass...
DG-Accounting Office-Controller Always v v v v v v v 12004M  12:00 AM PIN & Card None

| 4 Unassign Selected Access Schedules Total Access Schedules: 2
Available Doors

[ ]

Finally click Save and all the doors with their access schedules and credential types assigned to this

access group will be saved in the database.
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.
7
Access Group Information

Name: AG-Technical

 Manage Assigned Users

Add Access Group

Please enter appropriate information to add an Access Group. Access
Group name cannot be longer than 20 characters.

Door Group Name Door Name Schedule Name Sun | Mon| Tue  ‘Wed| Thu | Fri | Sat | Start End Credential Passage Mode
[] | DG-Technical Physics Lab-1 7AM-6PM M-F v v v v v 07:00AM |06:00PM |Card First &uthorized Pass...
[] DG-Accounting Dffice-Controller Always v v v v v v © 12.00AM 12:00AM PIN & Card None

& Unassign Selected Access Schedules

Available Doors

Fier by:| Al Door Groups sl & Assion Selected Access Schedules

Total Access Schedules: 2

[# Modify Door/Schedules ][J.E Add New Door

e Click OK to finish adding an access group.

Editing an Access Group

Complete the following steps to edit an access group:

Deothiane [ ScheduleMName | Sun Mon Tue | Wed Thu Fii @ Sat  Stat End Credential Zaosdseage
DOffice-Controller
Canteen
Physics Lab-1
7E9% Clone Access Group ' Save Cancel
f

e From the Manage Access Groups window, select an access group to edit.

e Click Edit. The software displays the Edit Access Groups window.

(Manage Access Groups

-

X]

¥

=

Manage Access Groups

Access Group Name

AG-Production
AG-Technical

Total Total Add

Doors | Users

1 0 Edit k
-

e |n addition to editing (adding or removing doors to access group), you can also assign users in the
selected access group in this dialog menu. A typical case would be that you had already imported
hundreds, if not thousands of users into the database. If that is the case, you can assign any or all of
these users to your required Access Group(s) here.

e Click on Manage Assigned Users tab on top part of the screen panel.
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‘Manage Access Groups K

Edit Access Group

AG-Technical

j Jloup ame | ame uIe Name on\ Tue | Wed Thu | Fril Start | End | Credential | Passage Mode |
| [ | DG-Accounting Office-Controller Always e (0 (O e |0 |0 T (1200AM |12:00AM |PIN & Card None
| ] e

| Unassign Selected Access Schedules Total Access Schedules: 2

U P M ove m e

e The following window will open up showing the available users in the system that can be selected and
assigned to this access group as shown below.

| | Last Name | First Name | User Group | User Type | Card Type

I ', Unassign Selected

r Assign Selected All User Groups v | [None B ‘ |
I | Last Name | First Name | User Group | User Type | Card Type | Access Group Name |

 « |Brown Nancy UG-Dffice Staff | Access None None

O Doe Jane Global Manager None MNone

[1| « |Griesbeck Daniel Global Access None None '\

Kerrington Jmmy UG-Dffice Staff Access None None &

| Lessard Steven UG-Office Staff Manager None None .

] Mitchel Mariana UG-Dffice Staff Guest None None

= 0

(@) T ici Mait 1 Global Service None None

Valid User  [=] Invalid User 0K Close

e Select required users by checking the boxes against them and click on Assign Selected tab on the
left side of the bottom panel. Now all the selected users will be assigned to this access group as
shown on the top panel.
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'AG-Technical’ Users Manager
| | Last Name | First Name: | User Group | User Type | Card Type
O | Supervisor Mai All Global Service None
] | Mitchel Mariana UG-Office Staff Guest None
O Lessard Steven UG-Office Staff Manager None
O | Kerrington Jmmy UG-Office Staff Access None
[; Unassign Selected
Assign Selected All User Groups None
7]
| | Last Name | First Name | User Group | User Type | Card Type | Access Group Name |
‘ O Doe [Jane I Global I Manager I None ] None I
(] Griesbeck. Daniel Global Access None None

ValidUser  [=] Invalid User [ oK \ ] Close

e Click OK and then Save.

'Edit Access Group

AG-Technical &
| Door Group Name | Door Name | Schedule Name | Sun | Mon Tue ‘wed Thu Fri | Sat | Start | End | Credential | Passage Mode
[[] | DG-Accounting Office-Controller Always v e e e e e | 1200AM | 12:00AM | PIN & Card None
3 ]
| & Unassign Selected Access Schedules | Total Access Schedules: 2
I All Door Groups v ir Assign Selected Access Schedules Modify Doar/Schedules Add New Door
Rostare | || O schedueNeme | Sun | Mon| Tue |Wed Thu Fi | Sat |Stat | End | Ciedentil | [

| Canteen
| Physics Lab-1 |

(i Conesccessiiop ] [ Saver | [ concel ]

¢ You may also “clone” an existing access group and give it a different name. After cloning, you can
easily add or remove doors and/or users in the cloned access group to suit your need.

e Click on Clone Access Group.

3-66 E-Plex Enterprise System Software User Guide



Using the E-Plex Enterprise Software <

Manage Access Groups

.
i
Access Group Information

Name: AG-Technical

Please enter appropriate information to edit this Access Group. Access

[X]

Edit Access Group

¢ Manage Assigned Users Group name cannot be longer than 20 characters.

Door Group Name Door Name Schedule Name Sun | Mon Tue ‘Wed Thu Fri | Sat | Start End Credential Passage Mode
O] [DG-Acoounting | Offce Contoler | Awaye (e[ e e v v v [1200aM [1200AM [PIN&Cad _[None
[C] DG-Technical  Physics Lab-1 | TAM-EPMM-F v v v v v 07.004M O0B:00PM  Card

First Authorized Pass... |

& Unassign Selected Access Schedules

Available Doors

Filter by: iAIl Door Groups

\d # Assign Selected Access Schedules

Total Access Schedules: 2

[#% Modity Door/Schedules |[ Il AddNew Door
DoovName» [] | Schedule Name Sun | Mon Tue Wed Thu Fri | Sat  Start End Credential Eis;eage
Office-Controller
Canteen
Physics Lab-1
[i‘%]& Clone Access Group I [ Save ][ Cancel ]
g
L]

By default, the system will automatically name this cloned access group as “Clone of xxxxx” where

xxxxx is the original name of the access group that was cloned from. You can rename this cloned
access group to whatever name you want.

Access Group Information

Name: Clone 'o\i AG-Technica

Click Save to save this cloned access group in the database.

# Manage Assigned Users

Edit Access Group

Please enter appropriate information to edit this Access Group. Access
Group name cannot be longer than 20 characters.

Door @oup Name Door Name Schedule Name Sun | Mon| Tue  Wed Thu | Fri | Sat | Start End Credential Passage Mode
[ |DGAccouning ___ | OfficeContvoler __|Aways | @ [[w | /v | @ & v | '@ 1200AM |1200AM |PIN&Cad _ None
[ DG-Technical Physics Lab-1. TAMBPMMF v v v v | v | - O700AM 0600PM Card First Authorized Pass... |

{,.'-.

E-Plex Enterprise Software

& Unassign Selected Access Schedules

The name of the Cloned Access Group is ‘Clone of

AG-Technica' Total Access Schedules: 2
Available Doors

Filter by: |1l Doar Groups #  Assign Selected Access Schedul /Schedules ][_[]> Add New Door ]
-DK

[?9‘?' Ngme [[] | Schedule Name Sun | Mon’ redential :1?;: %8

Office-Controller A

Canteen

Physics Lab-1
h’#f' Clone Access Group ] [ Save ] [ Cancel ]
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Deleting an Access Group

Complete the following steps to delete an access group:

e From the Manage Access Groups window, select an access group to delete.

e Click Delete.

Manage Access Groups
3
T Manage Access Groups
Access Group Name E‘;‘:{L L?ear[s Add
AG-Production 1 0
AG-Technical 2 0
Clone of AG-Technica 2 5

e The system displays the following screen with a message to caution you what will happen when you
delete this access group. Click Yes if you really intended to delete this access group.

=N

2

E-Plex Enterprise Software

Are you sure you want to delete this Access Group? If
there are any users assigned to this Access Group,
their new Access Group will be 'None'. If there are

Users assigned to the Doors through this Access

Group then these Users will be unassigned from these

Doors.
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Managing Departments

In the Enterprise software, you can group similar users into user groups like departments. For
example, you may have a group of users who can be assigned to a Department called Office
Staff. The Department assignment in the software is strictly for operator convenience and
does have any other effect in the functionality of the lock or the Enterprise system.

Note: You can assign any number of Departments in the database. The Department name
called “Global” is pre-assigned in the system as a default Department. In the E-Plex
Enterprise software version 1.x, the “Department” was called “User Group” which means
the same thing.

e To manage Departments, select Manage Department from the Department menu or click the
Manage Department button. [Note: In Enterprise 1.x version, the term “User Group” was used to
refer to the “Department”; they both mean the same thing].

] Departments Al Users  Access Assig

1[ Manage Departments ...

e The software displays the Manage Departments window.

Manage Departments
WN Manage Departments
Department Add
D-Office Staff
Global Edit
Delete

e From this window, you can add, edit, or delete Departments.

Adding a Department

Complete the following steps to add a user group:

e From the Manage Department window, click Add. The software displays the Add
Department window.
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¢ Inthe Department Name field, type the name of the user group you are adding.

Note: The Department Name can be a maximum of 20 alphanumeric characters and

no spaces and special characters are allowed, except for the “-“ character.
Manage Departments '
h’\'ﬂ Add Department

Please enter appropriate information to add a department ta the
system. Department name cannot be longer than 20 characters.

Department Name

D-Manuf

[ Save k‘l [ Cancel ]

e Click Save. The system saves the changes and displays a confirmation message.

e Click OK. The software displays the new Department (user group) in the Manage
Department window. Click Close.

Manage Departments
i‘ﬂ Manage Departments
Department Add
D-Manuf
D-Office Staff Edit
Global
Delete

Close: [:

Note: You can add additional Departments at any time.

Editing a Department

Complete the following steps to edit a user group.

e From the Manage Department window, click a user group to edit.

e Click Edit. The software displays the Edit Department window.
Manage Departments

ate s

Manage Departments T

Department [ Add ]

D-Manuf
D-Office Staff Edit

Global la
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¢ Inthe Department Name field, change the name of the user group.

'Manage Departments ‘
|
i Edit Department

Please enter appropriate information to edit a department in the
system. Department name cannot be longer than 20 characters.

Department Name

D-Manufacturing

I Save %J [ Cancel I

¢ Click Save. The system saves the changes and displays a confirmation message.

e Click OK. The software displays the updated Manage Department window.

Manage Departments @
i"m Manage Departments
Department [ Add ]
D-Manuf. i
Dfice S~
Global
-

e Click Close to exit the Manage Department window.

Deleting a Department

Complete the following steps to delete a Department.

¢ From the Manage Department window, select and click a Department to delete. If a
Department contains any users in it, you must first delete all these users before able to
delete this Department.

Manage Departments @
ﬂ“ Manage Departments
Department [ Add I
“D-2nd Shift
D-Manufacturing
D-Office Staff
Global

e Click Delete. The software prompts you for confirmation.

f

2)

E-Plex Enterprise Software

Are you sure you want to delete this Department?

=
(-
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e Click Yes. The system displays the updated Manage Department window. Click Close.

Manage Departments
e
i Manage Departments
Department Add
D-Manufacturing
D-Office Staff Edit
Global
Delete
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Managing Users

In the Enterprise software, you can add and maintain users and assign their associated PIN.
In addition to the PIN, you can also assign a Prox card and/or a smartcard such as iClass,
Mifare or DESFire to the user, if this user will be accessing any Prox and/or smartcard based
E-Plex locks in the facility. If you will be using smartcards as ID credentials, you must select
only one type of smartcard (iClass, or Mifare or DESFire) that you will be using in your facility.
That is, each user can be assigned dual card credentials — one is always a Prox but the
second one can be only the same type of a smartcard.

Also in this menu, you may assign an Access Group to each user, change or delete user
information etc.

The Enterprise software allows you to manage users from the Manage Users menu.

Note: You can add up to 10,000 users in the database whether all the users are configured
to have 4, 5, 6, 7 or 8 digit length PINs. However, you can put a maximum of only 3,000
users in the lock.

e Select a Credential Type that the Master user must use to program and/or audit locks
from the drop-down list. By default it is PIN only credential, meaning that the Master user
needs to enter only her/his 8-digit PIN when programming or auditing the locks. If you
choose PIN & Card credential for higher security, then the Master will be required to use
dual credential (PIN and card), every time s/he accesses the lock for programming or
auditing.

e In this example, let us assume that each user of this facility carries two types of ID card
credentials -> one of them is a legacy Prox card (works in E3700 & E5700 series locks)
and the other one is a smartcard (works in E3600 & E5600 lock series); the smartcard
used here is an iClass card.

Note: The one and only Master user and one Door Group Manager user are pre-assigned
in the system as default users, both belonging to the Global Department. The Master user
who is also automatically the very first Level-1 Operator cannot be deleted from the system.

To manage users, select Manage Users from the Users menu or click the Manage Users
button.

Users
Manage Users ... lIl
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The software displays the Manage Users window.

P .
Manage Users
.
T Manage Users
Last Name First Name: Department Access Group User Type Prox Card iCLASS Card
GlobalManager GlobalManager Global None Manager Not Assigned Not Assigned
Thomas Jawa Global None Master Not Assigned Not Assigned
Add
Edit
Delete
Read User Card
Total Users: 2 Total of Users selected: 0 [] Master User [ Door Group Managers
For Standard (26-bit) Wiegand cards only Batch Enall

e From this window, you can add, edit, or delete users. You can “Batch Enroll” the Prox
and the iClass cards “en masse”, provided the card data format follows the “standard” 26
bit wiegand card format.

e From this menu, you can also read back a “lost” user’s card.

Adding a User

Complete the following steps to add a user:

Note 1: Since in this example you will be enrolling user ID cards also — both Prox and
iClass, you must ensure that both the Prox token enroller and the smartcard (iClass, in this
case) token enroller are properly connected to the PC via two USB ports f the PC before
beginning this process.

Note 2: A steady red light on each enroller indicates that it is ready to read a token/card.
When you present the card close to the top of the enroller, it will turn the red light into green
and flash once indicating a successful card read. Additionally in the case of the smartcard
enroller, it will also beep to indicate a successful read.
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e From the Manage Users window, click Add. The software displays the Add User
window.

Manage User Profile

T Add User

User Information
Last Name:  Kerington
First Name:  Jimmy
Depattment. | D-Ofice Staft v ()
Access Group: | None v/
User Type: | Access v | User PIN: 6591
Keysused: [] ProxCard [] iCLASS

Valid From: | 10/07/2010 [w]|[02.47PM (2] (NoExpin) VALID

Card Assignment
Prox Card | Smart Card
Facility Code (001-255):
CadDaa Card ID (00001-65535)
ey ]

e Inthe Last Name field, type the last name of the user.
¢ Inthe First Name field, type the first name of the user.
e From the Department drop-down list, select a department.

e From the Access Group drop-down list, select an access group that was already created
under the Managing Access Group menu earlier, or leave it as default “None”.

e From the User Type drop-down list, select a user type.

Note: The User Type field defaults to Access User. The Service user type is PIN only
and so does not require any card enroliment.

e Inthe User PIN field, the user PIN for this user will be automatically generated by the
software. The first 4 digits of automatically generated PINs are always unique for security
reasons. You can override the PIN by entering a new 4-digit PIN (5, 6, 7 or 8 digit PINs, if
user PIN is configured as such in Systems Setup), but making sure that the first 4 digits
are unique for each user. You can also re-generate a unique PIN automatically by
clicking the auto (other) PIN Generator button.

v
v

| | Generate other PIN

e You also have an option of importing (attaching) a JPG image of the user’s photo (and
detaching it, if you do not like it). The recommended JPG image resolution is ~400 x 500
pixels.

User PIN:
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Add User

N

vaLl] Load user picture from file
]

Add User Add User

VALID

No Expiry) No Expiry)

e Inthe Keys Used (ie., Card Type Assigned) field, check both “Prox Card” and “iClass”
fields. If you leave the Keys Used fields unchecked, then this user can access only the
PIN based E-Plex locks such as E3200 and/or E5200.

Important: If you are going to be enrolling any non standard 27 to 84 bit format Prox
tokens (Standard format = 26-bits), you must use the card enroller(s) to enroll cards. The
following example shows user creation without any card enrollment.

'Manage User Profile

.
User Information

Last Name:  Kerrington

First Name:

Access Group:
User Type:

Keys used:

Walid From:

| Prox Card

Department:

Jimmy
| D-Office Staff
None

Access X ; User PIN:

[ Prox Card  [] iCLASS

(10072010 [ ]|[0247PM 2]

Card Assignment

Smart Card

Card Data:

Add User
m-
(]
6591
[No Expiry) VALID

Facility Code (001-255):
Card ID (00001-65535):

[ save %’H Cancel |

Note: By default, there is no expiry for Access and Manager type users. Optionally, you
can enter the “Valid From” date to be sometime in the future by few days/weeks efc.

e Click Save. The system saves the changes and displays a confirmation message.
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Changes successfully saved.
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e Click OK. The software displays the updated Manage Users window.

Manage Users
°
T Manage Users
Last Name First Name Department Access Group User Type Prox Card iCLASS Card
GlobalManager GlobalManager Global None Manager Not &ssigned Not &ssigned
Kerrington Jimmy D-Office Staff None Access Not Assigned Not Assigned
Thomas Jawa Global None Master Not Assigned Not Assigned

Add
Edit

Delete

Read User Card

Example showing both Prox and Smartcard Enrollment

Ensure that the “Keys Used” (Card Type Assigned) fields are checked for both Prox and

iClass,

rManage User Profile

T

Last Name:
First Name:
Department:
Access Group:
User Type:

Keys used:

Valid From:

Prox Card

User Information

Lessard

Steven

D-Dffice Staff
None

Manager | v,

Prox Card

10/07/2010 ||| 02:43PM (5

Card Assignment

Smart Card |

Enroll Prox Card

Card Data:

User PIN:

£

:'E]

9433

(Mo Expiry)

Facility Code (001-255):
Card ID (00001-65535):

Add User

VALID

e Prox Card Assignment -> There are two different methods available to enroll a user’s
Prox token as described below.

Method 1 - with the Prox Enroller: Click Enroll Prox Card and then present this user’s
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Prox card momentarily on top of the enroller, wait for the red light to turn green and flash
once to indicate that the card ID has been read and stored in the database correctly.

e

VaidFrom: | 10/07/2010 (v [02:49Pm (3 NoExpin) VALID
I

Keys used: Prox Card

Card Assignment
Prox Card | \ Smart Card|

k Envoll Prox Card Facility Code (001-255):

Card Data: Card ID (00001-65535):

Keys used: Prox Card iCLASS \!’)

E-Plex Enterprise Software

Vald From: | 10/07/2010 v [0243PM (3]

Prox card read successfully!

Card Assignment
Prox Card | Smart Card| @
matCad X
Facilty Code (001-255} | 012
— Card ID (00001-65535): 12345

1186073

Or,

Method 2 — by entering Facility Code (001 — 255) & Card ID (00001 — 65535) values
directly in these two fields, but only if you know them;

Important: This Method 2 can be used only for the standard 26-bit format HID Prox
cards and you must know what values to enter.

7Card Assignment
Prox Card ‘éﬁnfgﬁ |
Enroll Prox Card Facility Code (001-255): il
CadDa Card ID (00001-65535): | 65432

[ Save ] [ Cancel ]

Click Save to save this user profile (if you are done and will not be enrolling a smartcard).
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N

E-Plex Enterprise Software

Changes successfully saved.

R

e Smartcard (iClass) Card Assignment -> For IClass only, again like Prox, there are two
different methods available to enroll a user’s token, assuming of course that the iClass
card ID data conforms to the Standard 26 bit format. Note: For Mifare and DESFire, the
card data format does not conform to the Standard 26 bits and so you must use the
smartcard enroller.

In this example, the iClass cards being used are non-standard (27 to 84 bits) format and
so we will use the smartcard enroller.

Click Enroll iClass Card and then present this user’s card momentarily on top of the
smartcard enroller, wait for the red light to turn green and flash once, followed by a beep
to indicate that the card ID has been read and stored in the database correctly.

Keys used: Prox Card iCLASS 1)

E-Plex Enterprise Software

Valid From: | 10/07/2010 (v || |02:43PM (2

iCLASS card read successfully!

- Card Assignment
| bPrVDx Caldj Smart Cﬁ']

Card Data:
7360180000000000
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Click OK and then Save. The software returns to the Manage Users window with this
user’s profile updated.

Manage User Profile

f Add User

User Information

LastName:  Lessard p—

P R
First Name: | Steven 2 )
Department: | D-Dffice Staff v | [Z] Ff‘ )
S \
Access GOup: | None [+ ] \~
User Type: ;Manager rvl User PIN: 9939
Keys used: Prox Card iCLASS
VALID

ValdFrom: | 10/07/2010 [ [0249Pu [ (Mo Espin)

Card Assignment

€]

| Prox Card | Smart Card

Ervoll ProxCard | Facilty Code (001-255); 012
Card ID (00001-65535) 12345

Card Data:
186073

Save L\’}J [ Cancel ]

Note: The newly created user is now shown as created in the system database with
both card types assigned to this user.

- S
Manage Users @
.
T Manage Users
Last Name First Name Department Access Group User Type Prox Card iCLASS Card o7
GlobalManager Globaltanager Global None Manager Not Assigned Not Assigned
Kerrington Jimmy D-Office Staff None Access Not Assigned Not Assigned
lessod ———sieven 0 Offcosta[Nore ——Mansger 01210085 7350120000000000
Thomas Jawa Global None Master Not Assighed Not Assighed

Batch Enrollment (without an Enroller)

Important: This method can be used only for the Standard 26-bit format HID Prox and/or
iClass cards only, and you must know what values to enter. In this example we will ‘batch”
enroll a few Standard format Prox cards.
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From the Manage Users window, click Batch Enroll at the bottom left corner of the
screen.

Total Users: 4 Total of Users selected: 1

For Standard (26-bit) Wiegand cards only Batch Enroll R

The following screen is displayed for you to enroll “en masse” tens, or hundreds, or even
thousands of Prox credentials, provided all these cards have the same 3-digit Facility
code (001 through 255) and that the 5-digit card numbers being enrolled (00001 through
65535) all have sequential card numbers.

Batch Enroll User Card IDs

T Batch Enroll User Card IDs

Department: ™

Access Group: % v

Select Card Type

() Enroll Prox Cards Enroll Smart Cards

Facility Code (001-255):
Starting Card ID (00001-65535):
Ending Card ID (00001-65535):

[ Enroll J [ Cancel ]

The following batch enroliment example shows where the Facility code = 123, and the
starting Card number is 10000, the ending card number is 10009 to batch enroll 10 cards.

Click Enroll and then Yes when asked for confirmation..

° Prox Card iCLaSS C
T Batch Enroll User Card IDs Not Assigned Not Assigl
Not Assigned Not Assigi
SN (01212345 73601800
Department: | D-Office Staff i ’ Not Assigned Not Assig
Access Goup: | None :
2
Select Card Type E-Plex Enterprise Software
(*) Envoll Prox Cards Enroll §
You are about to enroll 10 new users.
Do you wish to continue?
Facility Code (001-255): 123
Starting Card |D (00001-65535): | 10000
Ending Card ID (00001-65535): | 10009
Yes No
p——— Ces|

The message “User card IDs enrolled successfully” is displayed and click OK.
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e The screen displays the ten batch enrolled users. Each batch enrolled user’s
Last name and First name contain the Card ID (123-10000, 123-10001... etc).
You can edit their names with real Last and First names, if desired.

'Manage Users

5

Manage Users

.
Last Name: First Name
123-10000 123-10000
123-10001 123-10001
123-10002 123-10002
12310003 12310003
123-10004 123-10004
123-10005 [% 123-10005
123-10008 123-10006
123-10007 123-10007
123-10008 123-10008
123-10009 123-10009
Globalkd anager Global anager
Kerrington Jimmy
Lessard Steven
Thomas Jawa

e Click Close.

Department
D-Dffice Staff
D-Office Staff
D-Office Staff
D-Office Staff
D-Office Staff
D-Office Staff
D-Office Staff
D-Office Staff
D-Office Staff
D-Office Staff
Global
D-Office Staff
D-Office Staff
Global

Reading a User’s Card

Access Group
None
None
None
None
None
None
None
None
None
None
None
None
None
None

User Type
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Manager
Access
Manager
Master

Prox Card
123-10000
123-10001
12310002
12310003
123-10004
123-10005
12310006
12310007
123-10008
12310009
Not Assigned
Not Assigned
012-12345
Not Assigned

iCLASS Card
Not Assigned
Not Assigned
Not Assigned
Not Assigned
Not Assigned
Not Assigned

e [ e ]
Not Assigned
Not Assigned

Fotiesoned Read User Card
7360180000000000...

Not Assigned

e With an enroller, you can also read the complete Card number (Facility code + Card ID)
of a “lost and found” card — Prox or Smartcard by using the applicable enroller. If the card
is already enrolled in the system, it will show the complete card number and the user’s
profile of the card read. If the card is not enrolled in the system, it will only show the card
number but not the user’s profile info.

e This example shows reading back of a previously enrolled Prox user’s card, From the
Manage Users menu, click Read User Card.

Manage Users

T

Manage Users

Last Name
GlobalManager
Kerrington
Lessard
Thomas

First Name:
Globaltdanager

Jimmy
Steven
Jawa

Department
Global
D-Office Staff
D-Office Staff
Global

Access Group
None
None
None
None

User Type

Manager
Access
Manager
Master

Prox Card
Not Assigned
Not Assigned
01212345
Not Assigned

iCLASS Card
Not Assigned
Not Assigned
7360180000000000...
Not Assigned

Add

Edit

Read User Card

e Read the card in the enroller. If the card read is already enrolled in the system database,
the message will display as such including whose card it is; else, it will just display the
card ID of the card read.
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Fiead Prox Card

| Fead iCLASS Card | Close

[Card read user is in the system]:

liCLASS €
Not Assig
73601800

E-Plex Enterprise Software

Prox card read successfully!

[ oK
N N J

B

)| Resdicissscad || O |

q}sm [0 G
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e Click Close to exit from this sub-menu.

Editing a User

Complete the following steps to edit a user:
¢ From the Manage Users window, click the user name you want to edit.
¢ Click Edit. The software displays the Edit User window.

"Manage User Profile x|

f Edit User

User Information
Last Name:  Smith
First Name:  Jane
Department: | D-Manufacturing v E}
Access Group: | None |
User Type: | Access v | User PIN: 9163

Keysused: [] ProxCard [] iCLASS %

VALID

Valid From: | 10/08/2010 [ ] | 01:50PM (2| (NoExpiny)

Card Assignment

Prox Card | Smart Card 2

Facility Code (001-255):

Card Data: Card ID (00001-65535):

e Edit any required fields (e.g., PIN) where changes need to be made, including
assigning/un-assigning Prox and/or smartcard or not.

e Click Save. The system saves the changes and displays a confirmation message.

.

E-Plex FIPS-201 Access Control Software

Changes successtully saved,

e Click OK to exit this menu.

Note: You should update your locks to reflect modified user profile by transferring the
changed info to the M-Unit and uploading/programming the information to the locks. For
more information, refer to Portable PC M-Unit section in Chapter 5, Programming
and Auditing Locks.

3-84 E-Plex Enterprise System Software User Guide



Using the E-Plex Enterprise Software <

Deleting a User

Complete the following steps to delete a user:
e From the Manage Users window, select the user to delete.

e Click Delete. The software prompts you for confirmation.

T Manage Users
Last Name First Name Department Access Group User Type Prox Card iCLASS Card
GlobalManager GlobalManager Global None Manager Not Assigned Not Assigned
Kerrington Jimmy D-Office Staff None Access Not Assigned Not Assigned
Lessard Steven D-Dffice St ~\012-12345 7360130000000000...
? NotAssned ot Assigned
Thomas Jawa Global ’~'/ ot Assigned Not Assigned
E-Plex Enterprise Software
Are you sure you want to delete "Smith, Jane'?
Read User Card

KN

e Click Yes. The software displays the updated Manage Users window with the deleted
user gone from the list.

Note: You should update your locks to reflect any unassigned and deleted users by
transferring the deleted user(s) info to the M-Unit and uploading/programming this
information to the locks. For more information, refer to Portable PC M-Unit section in
Chapter 5, Programming and Auditing Locks.
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Managing Access Assignment

The “specific” access assignment function allows you to assign each door, one at a time—its
access granting schedules to users and their privileges, if any. The “Managing Access
Assignment” procedure is the same for both standalone and wireless doors.

You can just use this menu function, instead of the “Manage Access Groups” function to
perform the same thing. That is, if you have only a handful of locks/doors (say, fewer than 10)
and say, fewer than 50 users to assign to these doors, you can do so in this menu dialog.
This is because for a small facility, doing this way may be more convenient than performing
the same functions under the “Manage Users/Access Groups” menu dialog.

Important: If you had already assigned all your users to all your doors for access under the
Manage Users menu via the Access Group option earlier, you can skip this Access
Assignment menu. However, if you want to give any of your users one or more of the three
Privileges, you can do it only under this Access Assignment menu.

From this menu, you must select a door and assign the users who should have access to this
door. Then, for each user you must select and assign one or more available schedules that
were already assigned to this door earlier. Finally, for each user you can also optionally
assign any one or more of the following three privileges:

o Override holidays/vacations
o Override deadbolt/privacy
o First user passage entry

After this process, the lock configuration data with its users are set up and prepared to be
synchronized with the M-Unit for later uploading to the door/lock.

To manage door access assignment, select Manage Specific Access Assignment from the
Access Assighment menu, or click the Manage Specific Access Assignment button.

| Access Assignment |

Manage Specific fccess Assignment ... |

The software displays the Manage Specific Door User Access window.

Manage Specific Access Assignment

!I'm Manage Specific Door User Access

Droor Group: | B2

Dicor Warne:

From this window, you can manage door access assignment, including the following:
o Assigning access schedules to the door
o Assigning access schedules to each user

o Optionally assigning privileges to each selected user.

Assigning Users to Lock with Privileges

Complete the following steps to manage door access assignment:
e Select a Door Group from the drop-down list.

e Select a Door Name from the drop-down list.
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e Click Assign Users. The software displays the Define Access User List window.

Manage Specific Access Assignment
°
i Define Access User List
Door Information
Door Group:  DG-Technical
Door Name:  Physics Lab-1
Lock Model: E-Plex 5700
Lock Type: Entry Lock To assign Schedules & Privileges to a User, double-click on the User or select the User and click
on the button 'Set User Details'.
Assign
Available Users Assigned Users
Filter By: | A1l User Groups v ‘ All User Types v Set User Details Total Users assigned to this Door: 2
Last Name First Name User Group User Type badl Status| LastName | First Name User Group User Type Sch.| Priv. AG
Kerington Jrnmy UG-Office Staff | Access [ | Lessard Steven UG-Office Staff  Manager " [
Doe Jane Global Manager | Thomas Jawa Global Master v | w
Griesbeck Daniel Global Access
Brown Nancy UG-Office Staff | Access
Mitchel Mariana UG-Office Staff | Guest
Supervisor Maintenance-all | Global Service
Technician Maitenance-1 | Global Service =
12310000 12310000 Global | Access &
12310001 12310001 Global | Aecess "
12310002 12310002 Global Access
12310003 12310003 Global Access
12310004 12310004 Global | Access
12310005 12310005 Global Access
12310006 123-10006 Global Access
12310007 12310007 Global Access
12310008 12310008 Global Access ¥
< | >
D Master User g Saved Assigned Overwrites Access Group -
[] DoorGroup Manager [] MNotSaved [5] MNotAssigned Save

Note: Once you select the door group and the door name, the software displays the
Lock Model and Lock Type for that door.

e The left side of the screen shows the Assign (users to doors) area. Select your users
from the All Departments and All User Types drop-down lists — either all of them or only
the “filtered” users as you desire.

e Each icon/pictogram at the bottom of the screen dialog explains what each one means.

Access b2
>
[] Master User Saved Assigned Ovenrites Access Group
[] DoorGroup Manager [—] MotSaved [5o] MotAssigned % [ Save ] [ Close ]

e Click the appropriate user name in the list to select and highlight it.

e Click the right arrow >l to move the selected user from the database to the door. The
moved user is now shown on the right side of the screen under Assigned Users.
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Assign

Available Users

Filter By: | Al User Groups v | | All User Types [+ \ E Rvaned Usets
Last Name First Name User Group User Type ~ ? Total Users assigned to this Door: 3
Kertngron iy UG Offoo S ; {ooess Status| LastName  ~ | FistName | User Group UserType | Sch, Piv. AG
pos Jane Gilabal Manager [|Lessard Steven UG-Office Stalf | Manager Vv
Brigsbigck; | Daiel Dot Accsts | Mitchel Mariana UGOffce Staf Guest
Brown Nancy UG-Dffice Staff | Access %homas Yowa Global Master v
Mitchel Mariana UG-Office Staff  Guest
Supervisor Maintenance-all | Global Service
Technician Maitenance-1 | Global Service
12310000 12310000 Global Access k
12310001 12310001 Global Access
12310002 12310002 Global Access £
12310003 12310003 Global Access

e You must now assign one or more of the available (door) Access Schedules to this user
by checking the box(e). Note: The “Always” schedule cannot be combined with any other
available schedules for assignment since it overlaps with all other schedules. Optionally,
you can also assign one or more of the “privileges” to this user.

e Select/highlight this user and either double click or click Set User Details.

To assign Schedules & Privileges to a User, double-click on the User or select the User and click
on the button 'Set User Details’

Assigned Users
Set User Details [; Total Users assigned to this Door: 3
Status| Last Name First Name User Group User Type Sch. Priv. 4G
|v Lessard Steven | UG-Office Staff | Manager v | v
| Mitchel Mariana UG-Office Staff ~ Guest
| Thomas Jawa Global Master v v

e The software displays the Assign Access Schedules and Privileges to User window.
This screen display is for either an “Access” user or a “Guest” user assignment. Note:
The Guest user's maximum expiry is only one year.

e Check the required Access Schedule(s) on the left pane of the screen and any optional
Privilege(s) on the right pane of the screen for this user.

Select Available Door Access Schedule for User Select Available Privileges for User
7AM-6PM M-F Override Holidays/Vacations
[JiAiways ‘When selected, this user can unlock the door
[] Always during Holiday /Vacation period.

Overide Deadbolt
‘When selected, this user can unlock the door
even if the Deadbolt (Privacy] is tumed on.
[] First Autharized Passage
‘When selected, the door will enter in

Passage Mode when the user will be the first
person to swipe his/her card.

Add Access Schedule to Door

[ DKW_H Cancel |

Important: The “Always” door access schedule cannot be assigned to the door and
user(s) along with any other schedules because it overlaps with all other schedules
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The following are the three optional privileges:

o Override Holidays/Vacations — The user can unlock the door during
holiday/vacation period.

o Override Deadbolt — The user can unlock the door even if the deadbolt (privacy)
is thrown from inside (projected) for privacy.

o First Authorized Passage — The door will enter Passage Mode when this user
with this privilege will be the first person to open the door with her/his credential.

e Click OK when done.

¢ Note: Optionally, you can also add more Access Schedules and Credential usage within
this menu dialog for this door and user(s).

¢ You will see that now this user’s schedule and privilege status boxes are shown as
checked in green, meaning that this user has been assigned access to the door.

Assigned Users
Set User Details Total Users assigned to this Door: 3
Status| LastName .« | First Name User Group User Type Sch.| Priv.. 4G
|| Lessard Steven UG-Office Staff Manager
| Mitchel Mariana UG-Dffice Staff Guest v %
| Thomas Jawa Global Master ¢ e

e The following is an example of the window Assign Access Schedules and Privileges
to User when a “Service” user is selected for access assignment. The Service user’s
maximum expiry can be either once (one shot), or from 1 through 96 hours or no expiry.
Note: The Service user is not restricted to any access schedules but will always have
24/7 access.

User & Door Information

User Group:  Global Door Group:  DG-Technical
User Name:  Supervisor, Maintenance-All Door Name:  Physics Lab-1
User Type:  Service Lock Model:  E-Plex 5700

Access Gip:  None Lock Type:  Entry Lock

Select Available Door Access Credential for User Select Available Privileges for User

[T Overide Holidays//acations
‘When selected, this user can unlock the door

o

A Service User cannot be assigned to an Access

Schedule. [k

during Holiday / acation period.

Override Deadbolt

‘Wwhen selected, this user can unlock the door

even if the Deadbolt (Privacy) is tumed on.

[] First Authorized Passage

‘When selected, the door will enter in
Passage Mode when the user will be the first
person to swipe his/her card.

[ 0K ] [ Cancel

e Click OK, Save and then Close.
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To assign Schedules & Privileges to a User, double-click on the User or select the User and click

on the button ‘Set User Details.

Assigned Users

Total Users assigned to this Door: 4

Status| LastName | First Name User Group User Type Sch.| Priv.| 4G
| Lessard Steven UG-Office Staff Manager [w v
|| Mitchel Mariana UG-Office Staff | Guest v
] Supervisor Maintenance-All  Global Service
| Thomas Jawa Global Master v v

Saved
[ Mot Saved

Assigned
[] Mot Assigned

Ovenwrites Access Group
[ I Save QJ [ Close ]

The software returns to the Manage Specific Door User Access window.

Note: You should synchronize all updated doors/locks with these newly assigned users
with the M-Unit PDA and then program these doors with the M-Unit by uploading the
information to the locks. For more information, refer to Portable PC M-Unit section in

Chapter 5, Programming and Auditing Locks.
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Importing Users

The software allows you to also import up to 20,000 user profile records from an external
source. Each user record must contain the Last name and the First name of the user; the PIN
and the Prox card ID, if available are optional and so does not have to be included in each
user record that needs to be imported into the Enterprise database.

The complete info, import data rules and specifications will be displayed on the screen when
you click on File first, then on Import Users Data... menu. You will need to simply follow the
of the screen prompts when you are ready to import a user profile data file. The Format of
the file to be imported must be either in a TAB delimited (*.txt) or a “Comma” delimited
(*.csv) text format file, and optionally your own custom format with your specified delimiter
character.

e Toimport a user profile data file, select File from the main menu or and then click the
Import Users Data... button.

Ele__l Schedules  Holidays/Vacation:

| Import Users Data...
Sync with Separa'ul%"‘PC M-Unit...
Launch Integrated PC M-Unit
Exit

e The software displays the Import User Data window. Please scroll down and read all
required info before starting the import process.

'Import Users Data
0 Import User Data

STEP 1: Import Information

Before you import any user data file into the database. you must understand these import utility specifications
and be aware of certain conditions as detailed below.

1) The import user data file must be created in one of the three formats below. It could have a maximum of 10,000 Users. |~
Comma delimited text file [.CSV format).
Tab delimited text file [.tst format).
Custom delimited text file [.tst format).

Note: If your computer's regional setting is other than English, importing from the comma delimited (.CSV) file may not be supported.

2] The very first record in this import data file is the header record and must contain the following 10 [ten) headings with the exact spelling with delimiter as
shown below [example below is a comma delimited file):
Last Name,First Name,Department,User Type,Prox Card ID Formatted Prox Card 1D, Smart Card ID Formatted Smart Card ID,PIN Access Group

3) The type of characters in each data field of a record and their maximum limits are shown below. The ' * ' sign before each field name means that the data in
this field is mandatory for importing:

*Last Name = 20 alphanumeric max

*First Name = 20 alphanumeric max

Department = 20 alphanumeric max; if not provided in the file then it will be automatically supplied by the utility and named "Import Department 1" by default. If
the Departments in the file do not exist in the system they will be automatically created, also if the "Import Department 1" does not exist then it will be

automatically created.

User Type = the following names are accepted: “Access”, "Manager”, "Guest”, "M-Unit" and "Service". The Master User has to be created manually and
cannot be imported. Any other User Type will be saved by default as "Access". v

e Click Start to begin the process of importing users into the Enterprise database from an
external .txt or .csv text file.

e The following window opens. Select the file Format as described earlier of your import
file.

e Under User PIN, select either “Automatically Select User PIN” which will automatically
generate and assign an 8-digit PIN to each imported user, or select “Import PIN” which
will import the end user supplied PIN number for each user from the import file.
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Note: The length of the imported users’ PINs must be of the same length (e.g. = 4) as
what is already configured in the software database under System Settings.

e Click Browse to locate your input import file from which the users’ info will be imported.

Important: The very first line/row of the import file should contain the following 10
headers, exactly in this following sequence from left to right with the correct spelling of
each header name as shown below:

Last Name First Name Department User Type Prox Card ID
Formatted Prox Card ID Smart Card ID Formatted Smart Card ID PIN Access Group

STEP 2: Select source file

Format System Settings
The format of the data file to be imported. Proz Baid Prox Card: Standard 26:bit
O Tab Delimited Smart Card: Smart Card: Non 26-bit
(5 CSY Delimited PIN Length: 4

O Custom Delimited

Import File Location

File Path:  C:\Documents and SettingshjthomasiMy Documents

Choose the data file by clicking the browse button.

User PIN

Automatically generate User PIN (O

Import PIN (5

[ Previous ] l Next i I

In the next displayed window, select and click Open the actual import file. In this example,
the import file contains 10 user records, with not all fields containing data.

Important: As a minimum, the import file must contain data in the first two fields -> Last
Name and First name. Additionally, the PIN field will be always populated with 8-digit PINs for
each imported user, if the “Automatically provide User PIN” option was selected.

Click Next to start importing the users’ info from this file. The next window shows all 10 fields
of the imported users’ records. You can also navigate horizontally through various tab
headers on top to view the status of each header.
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New Identified Users (10] | Duplicate Users

Save in the Formatted

Database | Last Name | First Name I Department | User Type | ProxCardID ProsCardiD I SmartCardID
COSTA MICHEL Access 2d934a03 165-18838
=] KENNEDY JIM Access 1eb54a01 165-23183
MINGO DIANE Access 89124d03 166-35140
DEMONTE JAMIE Access 98584b01 165-44108
THOMPSON JOHN Access 3fcb4d03 166-58783
=] BERNARD MARIANA Access 43454a03 165-08865
=] GEORGE STEVEN Manager 9ab3702 12355757
] GEORGE SUSAN Access 6111800 012-03888 0735390a000000(
ST.JULES JULIAN Access 77fc1d02 014-65083 070303000000
N

Citzap "M penGon

4045
1058
1507
4718
5178
5788
4668
1000 4107
Jooo 3085

Ny

e Click Next and the next window displays a complete status of all user records imported under
various headers including error messages, if any.

o Verify to ensure that there are no errors and then click Save data in the Database to save
the imported user info in the database.

View Import Report

Imported Data Report
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e Click OK in “Changes successfully Changed” popup message box and then click Close to
exit from the import users dialog menu and get back to the main menu.

e From the main menu click Manage Users and verify for the presence of these imported
users. You will see them under the Department named “Import Department 17, if no
Department name was provided in the original import input file.

T Manage Users

Last Name First Name Department Access Group User Type Prox Card iCLASS Card S
BERNARD
COSTA MICHEL Import Department 1 None Access 165-18838 Not Assigned

DEMONTE JAMIE Import Department 1 None Access 165-44108 Not Assigned L

GEORGE SUSAN Import Department 1 None Access 012-03888 73530a0000000000... £

GEORGE STEVEN Import Department 1~ None Manager 123-55757 Not Assigned

HARRISON DHIREN Import Department 1 None Manager 165-04614 Not Assigned

KENNEDY JIM Import Department 1 None Access 165-23183 Not Assigned
MINGO DIANE Import Department 1~ None Access 166-35140 Not Assigned

STJULES JULIAN Import Department 1 MNone Access 014-65083 70c9030000000000...
THOMPSON JOHN Import Department 1 None Access 166-58783 Not Assigned

GlobalManager GlobalManager Global None Manager Not Assigned 700c802000000000...
Thomas Jawa Global None Master Not Assigned Not Assigned __H andillarn A

Kerrington Jimmy D-Office Staff None Access Not Assigned Not Assighed
Lessard Steven D-Office Staff None Manager 012-12345 7360180000000000...
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Viewing/Printing/Exporting Reports

The Reports option can be used to view and report on the data that you have defined in the
E-Plex Enterprise software and locks. It can also report on the data that you have uploaded
to locks defined in the software and also the lock audits downloaded from locks. Once data
have been synchronized from the lock to the PC, you can view and report on data from the

lock. The software allows you to generate reports from the Reports menu.

Note: Once a report is open for viewing, you will have the option to either print this report
or export it in a specific file format type like PDF, Excel, Word etc and save it in any folder
of your choice either in your local drive or in any external storage drive.

To access reports, select Reports from the Reports menu or click the Reports button.

Reports
Reports ...

The software displays the View Reports window.

View Reports E|

(i

Choose a Repart

Current Page Mo.: Total Page Mo.: Zoom Factor: 100%

From this window, you can select a report to view, print, or export.
Viewing Reports

Complete the following steps to view reports:

e Select a report from the Choose a Report drop-down list in the View Reports window.

Note: The available Filter By and Sort By options change based on the type of report
you choose.
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Select from the Filter By options if you want to filter out particular data item(s) to view.
Select from the Sort By options to view the data item(s) in a particular sorting order.

Click Generate. The software displays the selected report in the Main Report pane.

View Reports @
3 75 : # @ -
Choose a Report I Main Report
| System Activity Log v l i
= (A
Filter By
el . System Activity Log Report
Al Operators
Activity Start Date KabahccessControl
Wednesday, June 17,2003 [v|
Activity End Date »
Thusday . June 18,2009 [+ Thursday, June 18, 2009 09:11 AM Total System Activity Logs: 13
Activity Date Event Description Operator Login
Level
Sort By 6M8/2009 09:10 AM  Users Operations View Report 1 ilco
6/8/2009 09:05 &AM Operator LogindLogout Operator Login 1 ilco
Choosera E}olumn to sort on - 61772009 05:.04 PM Operator LoginLogout Operator Logout 1 ilco
Activity Date [ v] 6772009 05:04 PM Database Management Backup Database 1 ilco
— 6M7/2008 05:00 PM Site Configuration Modify User Specific Access 1 ilco
_— 61752009 04:31 PM Users Operations Add Keycard 1 ilco
Choose khe. direction(order) of sort 6M7/2009 04:31 PM Users Operations Modify User 1 ilco
© Ascending (From A to Z) 6/17/2009 04:21PM  Users Operations Add Keycard 1 ileo
@ D ey 6772009 04:21 PM Users Operations Modify User 1 ilco
escending (From Z to 4) 6/17/2008 0421 PM  Users Operations Add User 1 o
6772009 04:20 PM Site Configuration Add User Specific Access 1 ilco
6M7/2009 10:00 &AM Users Operations Add User 1 ilco
B6M7/2008 09:52 &AM Operator LogindLogout Operator Login 1 ilco
Generate [
T - v
|PoE._| ‘Zi < =9
m Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%

If you want to view more Reports, select another report from “Choose a Report” field in the upper left corner of
this View Report window.

When you are finished viewing the reports, click the red X in the upper right corner to exit the View Report
window and return to the Main Menu.
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Printing Reports

Complete the following steps to print a report by first generating it to view:

e Click the Print Report icon in the Main Report pane.

(5]

e The system displays the Print window.

5 9 ; # o -
%n Report

“print

Printer

i bg Report

Name: hp deskjet 5600 series v
KababccessCont

Status:  Ready

Type: hp deskiet 5600 series

Where:  USBOO1
Thursday, June 1§ = 5 % 4 13
y— Comment: [ Print to file
Activity Date pgin

Print range Copies
6/18/2009 09:10 4 9
64512009 09:05 4 ®al Number of copies: |11 /& 0
B6/7/2009 05:.04 R 0
B/7/2009 05:04 R [ (o 0
61712009 05:00 1 1 2 2 3 3 0
611712009 04:31 0
61712009 04:31 0
61712009 04:21 0
61712008 04:21 0K Cancel 0
BN Buat :
611712009 04:20 R 0
6M7/2009 10:00 &AM Users Operations Add User 1 ilco
B6M7/2009 09:52 &AM Operator LogindLogout Operator Login 1 ilco

Select your printer and any additional print options.

Click OK. The report is sent to the printer for printing.

Page 1 of document

Cancel

Note: On some printers, the printed column alignment of a report may not be correct. If
this happens, save the file as a text file (the default folder to save reports is
C:\Program Files\Kaba\E-Plex Enterprise\MainClient\Reports Module\Reports).
Later, you can retrieve the saved report through Windows Explorer, and then print it to
get a properly aligned report.

Exporting a Report

Complete the following steps to export (and save) a report in a specific file format by first
generating it to view:

e From the drop down menu, select the specific file format you want the report file to be
exported and saved. The available file formats are PDF, Word, Excel, Rich Text and
HTML.

e Click the Export Report icon.

o |t will export and save to the specified Reports folder and a “successful” message will be
displayed. If no Reports export/save folder path is specified in the System
Setup/Systems Settings menu, the screen will display the Export Report window with
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options for you to export and save, either in a folder on your local drive, or any external or
network drive.

= : # a4 -
Choose a Report ’ Main Report ‘
: System Activity Log \7'
Filter By
Frperic © System Activity Log Report
All Operators
Activity Start Date KabaAccessControl
Wednesday, June 17,2009 [w ]
Activity End Date 5 \i) s
Thusday . June 18,2009 (v ‘ Thursday, June 18, 2009 09:11 4 ) lem Activity Logs: 13
Activity Date Eviint E-Plex Enterprise Software Operator Login
Level
Sort By 6/18/2003 0310 AM  Users 1 o
6/18/2008 09:05 AM Operat . . 1 ilco
Choose a Calumn to sort on 6/17/2009 05:04 PM  Operat The repart is successfully exparted to: C:\Program 1 leo
< 64772009 05:04 PM Databa: Files\Kaba\E-Plex Enterprise‘\MainClient\Reports 1 ilco
Activity Date lj 6/7/2009 05:00PM  Site Co Module\Reports\System Activity 1 o
Choose the direction(order) of sort 64 7/2003 04:31 .0 Lsers Log 20050618 051304 pc g fco
% 61772009 04:31 PM Users 1 ilco
© Ascending (From & to Z) 6/17/2009 D4:21PM  Users 1 lco
. 61772008 04:21 PM Users 1 ilco
© Descending (FromZ to 4] 61712009 0421 PM  Users 1 o
6/17/2008 04:20 PM Site Col - 1 ilco
6/17/2008 10:00 AM Users - 1 ilco
1 ilco

6172009 09:52 AM  Operatd,_

|

M < | I

Current Page Mo.: 1 Total Page No.: 1 Zoom Factor: 85%

Click OK. The software returns to the Reports window.
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Access Schedules Report

The Access Schedules report displays all schedules that have been defined in the E-Plex
Enterprise software.

— I y

Choose a Report l Main Report
Sctistieg ] r

Filter By

[ Access on Sunday o Schedules Report
[] Access on Monday
KabaAccessControl
[] Access on Tuesday

[] Access on'Wednesday

[] Access on Thursday Thursday, June 18, 2009 10:06 AM Total Schedules: 3

5
-
-
=
e
-
=
o
ES

Fri Start End

v 07:00 AM 08:00 PM
v |[ v |1200am 12:00 AM
v 03:00 AM 11:30 PM

[] Access on Friday Schedule Name Sun  Mon

[] Access on Saturday 7AM-BPMM-F
Always v

EveningShift

<

<
(((|5
ARSI AS
(((|

<

Sort By

| Choose a Column to sort on )
Schedule Name N

Choose the direction(order) of sort
) Ascending (From & to Z)

(O Descending [From Z to &)

PDF < . o

2 Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%

From this window, you can print and export/save the Access Schedules report.

A
<

&}
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Holidays/Vacations Report

The Holidays/Vacations report displays all holiday/vacation periods that have been defined in

the Enterprise software.

View Reports

3

FE = i -
Choose a Report | Main Report
HolidaysY acations - =
Sort By
Choose a Column to sort on
Holiday A acation Name 3 m Holidays and Vacations Report
Choose the direction[order] of sort .
(%) Ascending [Fram 4 to Z) Profeit
() Descending (From Z to &)
Tuesday, January 22, 2006 0d: 24 PM Tatal Holidaysi/acations: 3
Holiday/Vacation Hame Start Date Time End Date Time
Campus Fall Break 101172008 12:00 AM 101972008 11:59 PM
Christmas Holiday 120242008 12:00 AW 120252008 11:59 PM
Independence Day 71402008 12:00 AM 7/5/2008 11:59 PM
v
<

Current Page Mo.: 1

Total Page No.: 1

Zoom Fackor; 85%

From this window, you can print and export/save the Holidays/Vacations report.
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Each Enterprise software driven E-Plex lock stores up to 30,000 audit events. The audit file is
“circular” in that the oldest audited record is overwritten by the most recent one. A hard reset

of the lock does not clear the audit trail for security reasons.

The Audits from Downloaded Doors report displays all door audits that have been

downloaded from a door or doors to the PC system through the M-Unit. The software
displays a list of “download” data files, indicating the name of each door/lock from which a
data file has been received.

View Reports

Choose a Report

Audits from Downloaded Doors

Filter By
Daor Graups
Staff Offices

Doors
Office 1

Avudit Dates
Choase an Audit Date

User Groups
Chaose a User Group

Users

Choose a User

Generate

3

DateTime Last Name First Narre:
12420020210 Pl Griesbeck Daniel
1724/200202:10 Pt Griesbeck Daniel
1524120080710 Pt Griesheck Daniel
12420020210 Pl Griesbeck Daniel
12420020210 Pl Griesbeck Daniel
1/24/200802:10 Pt Griesbeck Daniel
1524120080710 Pt Griesheck Daniel
1/24/20020%2:10 Pl Griesbeck Daniel

1724020020210 Pt Pickers LaToya
152420080711 Pht
12420020211 Pt
1724720080211 Pt Pickers LaTova
172420080211 Pt Pickers LaToya

1524120080716 Pt Griesheck Daniel
172420020216 Pl Davis Tiftay

12420080713 Pht

1524120080719 Pt Pickers LaToya

1724720020220 Pt Griesbeck Daniel
1524120080720 P Griesheck Daniel
12420020220 Pl Pickens aToya
1724720020220 Pt Pickers LaTova
1724720020222 Pt

o F

;53 | Lo "LLI -

| Main Report

Auditsfrom Doors Report

ProEdit
Thursday,January 24,2008 03 24P
Door Group: Statf Offoes it Date 1342008 5:21:13PhA Total Everts: 100
Door Name: Office 1 FirmwareVerson: 1.0 Humber of Opers: o
Lock Funchion:  Entry Lock Lock Model E-Plex 58001 Operatoe: dariel

UserType Card Seq.Transaction

iaster
Master
Iufaster
Miaster
iaster
Master
Iufaster
Mfaster
Povess

Aocess
Rocess
haster
hanager

Pooess

Master
Master
Aoeess
Povess

L S VU U

#ecess denied - Invalid Credentids
fecess denied

fecess denied - Invalid Credentids

#ecess danied

#ecess denied - Invalid Credentis

#eccess denied

fecess denied - Invalid Credentis

fecess denisd

Lockunloslosk. Dueto anacoess granted, thelook unlocked and
attarthe programmedepening durstin, relocked

fecess denkd - The useris not foundin thelock database
#ecess denkd - The useriz notfoundinthelock database
DESFire command sand reactivate FIP 5'suoted

DESFire command card Teactivate FIP 5'auosed

fecess denied - Invalid Credentids

Lockunloslosk. Dueto anacoess granted, thelook unlocked and
atterthe programmed opening durstion, relocked,

fccess denied

Lockunloddlosle Dueto anacoess granted, thelock unlocked ard
atterthe programmedepening durstion, relocked

fecess denied - Invalid Credentis

Access denied

DESFire command eard reactivate FIP §'suomd

DESFire command eard Teactivate F 1P §'suoted

fecess denied

Pagetofs

Current Page Mo.: 1

Total Page MNo.: 5

Zoom Factor: Page Width

From this window, you can print and export/save the Audits from Downloaded Doors report.

E-Plex Enterprise System Software User Guide

3-101



P Using the E-Plex Enterprise Software

Cards Status Report

The Cards Status report displays card creation (enrollment) date and card ID info of all
card/token users in the system.

Choose a Report I Main Report
Cards Status v { T
1) [~
Sort By
'Choose & Column to sort on
Last Name _ il I cc E 56 Cards Status Report
Choose the direction(order) of sort

(& Ascending (From A to Z) KabaAccessCortrol

O Descending (From Z to 4)
Thursday, June 18, 2009 10:17 AM Total Cards: El
Last Name First Name Creation Date Formatted Card ID
123-10000 123-10000 6/15/2009 02:17 PM 123-10000
123-10001 123-10001 611512009 02:17 PM 123-10001
123-10002 123-10002 611512009 02:17 PM 123-10002
123-10003 123-10003 61512009 02:17 PM 123-10003
123-10004 123-10004 61512009 02:17 PM 123-10004
Brown MNancy 6/15/2009 03:21 PM 014-16836
Griesheck Daniel 6/15/2009 03:26 PM 004-22184
Lessard Steven 6/15/2009 03:10 PM 01212345
User-Guest Christin 61772009 04:31 PM 012-60844

Generate
[ I v
PDF e <] - >
Current Page No.: 1 Total Page Mo.: 1 Zoom Factor: 85%

From this window, you can print and export/save the Cards Status report.

3-102 E-Plex Enterprise System Software User Guide



Using the E-Plex Enterprise Software <

Door Groups Report

The Door Groups report displays all door groups that have been defined in the Enterprise

software.
Choose a Report | Main Report
Door Grol{ps »‘d =
Sort By
 Choose a Column to sort on _7
Door Group Name v o Door Groups Report
Choose the direction(order) of sort KabasccessControl
(® Ascending (From A to Z)
(O Descending (From Z to &)
Thursday, June 18, 2009 10:23 AM Total Door Group(s): < |
Door Group Name Manager
DG-Accounting Jane Doe
DG-Manuf Steven Lessard
DG-Technical Steven Lessard
POF | | *
B2
(85 <] I >
Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%
From this window, you can print and export/save the Door Groups report.
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Doors Report

Choose a Report

i Doors ‘1]

Filter By
] M-Unit Sync Required

Lock Function Type

Choasglal ek FuictioniTyoe) _”_l
Sort By

Choose a Column to sort on B

Door Name El

Choose the directionforder) of sort
® Ascending (From & to Z)

O Descending [From Z to &)

G enerat; g
[roF [v]

From this window, you can print and export/save the Doors report.

The Doors report displays all doors, up to 100,000 that have been defined in the Enterprise
software.

Level Unlock  Count Enabled

Physics Lab-1 High Entry Lock :l 4 \Z] 30

| Main Repart
|
o Do¢
KabasccessControl
Thursday, June 18, 2009 10:24 AM Total Dool
DOOR GROUP NAME DG-Accounting I Total Doors
Door Name Assurance Lock Function Remote Tamper PassageMode Tamper Buzzer Unlock N
Level Unlock  Count Enabled Time (Sec.) Volume Time (Sec.)
Office-Cantroller High LatchExt/Swingbc [ ] 4 — 30 1 2
DOOR GROUP NAME DG-Manuf I Total Doors|
Door Name Assurance Lock Function Remote Tamper PassageMode Tamper Buzzer Unlock A
Level Unlock  Count Enabled Time (Sec.) Volume Time (Sec.
Carteen High Ertry Lock |:| 4 30 1 2
DOOR GROUP NAME IDG-Technical I Total Doors,
Door Name Assurance Lock Function Remote Tamper PassageMode Tamper Buzzer Unlock 1}

< | 1

Current Page No.: 1 Total Page MNo.: 1

Zoom Factor: 85%
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Doors for a User Report

The Doors for a User report allows you to view all doors that a particular user has been
assigned to, as well as the access schedules associated with each door, in the Enterprise

software.
Choose a Report 3
; z 'Maln Report |
| Doors for a User ‘vl
-~
® Doors for a User Report
Filter By KARA
KabaAccessControl
User Groups
Choose a User Group | i
Users B Thursday, June 18, 2008 10:28 AM
Choose a User }:J Last Name First Name User PIN User Type Revoked User Group
Thomas Jawa 87654321 Master Global
[ 1 Door(s) assigned from 'DG-Accourting' Door Group |
Door ID Door Name
2 Office-Controller
[ 1 Door(s) assigned from 'DG-Manuf' Door Group
Door ID Door Name
3 Canteen
[ 1 Door(s) assigned from 'DG-Technical' Door Group
Door ID Door Name
1 Physics Lab-1
Jawa Thomas has accessto 3 Distinct Door(s)
Last Name First Name User PIN User Type Revoked User Group
Lessard Steven 9999 Manager UG-Office
Staff
[ 1 Door(s) assigned from 'DG-Manuf' Door Group
Door ID Door Name
3 Canteen
[ 1 Door(s) assigned from 'DG-Technical' Door Group
Door ID Door Name
1 Physics Lab-1
Steven Lessard has access to 2 Distinct Door(s)
i " k Last Name First Name User PIN User Type Revoked User Group (P
|POF___ [w] <l I [2]
Current Page No.: 1 Total Page No.: 2 Zoom Factor: 85%

From this window, you can print and export/save the Doors for a User report.
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Access Groups with Doors Info Report

The Access Groups with Doors Info report allows you to view all doors assigned to a
particular access group in the Enterprise software.

Choose a Report I Main Repart
| Access Groups with Doors info v |
¢ ) A
Filter By
Door Groups e o
1 ° Access Groups with Doors info Report
Choose a Door Group R |
KabaccessControl
Sort By
Thursday, June 18, 2009 10:37 AM Total Access Groups: 2
Etoovsla Eom0DIion =
Door Name | :]l Access Group AG-Production J Total Doors: 1
Choose the directionforder) of sort Door Name Credential Schedule Name Passage Mode Sun Mon Tue Wed Thu Fri Sat Start End
(® Ascending (From & taZ) Carteen PIN Always vianual | v | v | v | v l v [ v I v ]12:00 AM 12:00 AM
© Descending (FromZ to 4) AccessGroup  [AG-Technical J Total Doors: 2
Door Name Credentia Name Passage Mode Sun Mon Tue Wed Thu Fri Sat Start End
OfficeContr  PIN & Card  Always None I v | v | v l v l v l v I v ||2:00 AM12:00 AM
oller
Physics Card TAM-EPMM-F  irst [ Tv[v[v[vIv][ Prooam osooprm
Lah-1 Suthorized
lassage
|PDF v| < i
From this window, you can print and export/save the Access Groups with Doors Info report.
The Access Groups with Users Info report allows you to view all users assigned to a
particular access group in the Enterprise software.
Choose a Report I Main Report
Access Groups with Users info |+ l
L - ~
Filter By o Access Groups with Users info Report
KabatccessControl
User Groups i
Choose a User Group v]
Thursday, June 18, 2009 10:38 AM Total Access Groups: 3
Sort By Access Group \AG-Produc{ion I Total Users: 0
,Phqqsyq,tghamﬂ to sart on | User Group  Last Name First Name Card ID User PIN
Last Name v [ =
Choose the direction(order) of sort Access Group |2G-Technical J Total Users: 0
© #scending (From 4 to 2) User Group  Last Name First Name Card ID User PIN
) Descending [From Z to &)
Access Group [None I Total Users: 15
User Group  Last Name First Name Card ID User PIN
Global 123-10000 123-10000 123-10000 7536
Global 123-10001 123-10001 123-10001 8355
Global 123-10002 123-10002 123-10002 7912
Global 123-10003 123-10003 123-10003 6023
Glohal 123-10004 123-10004 123-10004 2854
UG-Office Brown Nancy 014-16836 1835
Staff
Global Griesheck Daniel 004-22184 B377
UG-Office Kerrington Jmmy 6591
Generate il
UG-Office Lessard Steven 012-12345 9999 =
ene Staff
|POF e <] 1ol

Current Page No.: 1

Total Page No.: 1

Zoom Factor: 85%
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From this window, you can print and export/save the Access Groups with Users Info report.

Operators Report

The Operators report displays all three levels of Operators that have been defined in the
Enterprise software.

Choose a Report | Main Report
Operators v ‘
— ~
Sort By
Choose a Column ta sort on . . Operators Report
Last Name v i
. Kabak Control
Choose the direction(order) of sort ahafccesstoniro
(& Ascending (From A to Z)
(O Descending (From Z to &)
Thursday, June 18, 2009 10:40 &AM Total Operators: 2
Last Name First Name Login Name Operator Level =
Doe Jane kabakaba 2
Thomas Jawa ilco 1
Generate
- M
PDF B4 <] s
Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%

From this window, you can print and export/save the Operators report.
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Systems Activity Log Report

The Systems Activity Log Report displays all Operator activity in the E-Plex Enterprise PC
system software.

Choose a Report | Main Report
| System Activity Log | :]
-~
Filter By
Dperator ° System Activity Log Report
All Operators | ﬂ
Activity Start Date KabasccessControl
Monday . June 08,2009 L’ \
Activity End Date »
Wednesday, June 17,2009 |v ‘ Thursday, June 13, 2009 10:43 AM Total System Activity Logs a1 =
Activity Date Event Description Operator Login
Level
Sort By 6172009 05:04 PM Operator Login/Logout Operator Logout 1 ilco
61772009 05:04 PM Database Management Backup Database 1 ilco
Chu_ose a Col_umn to sgll on - B6/M7i2008 05:00 PM Site Configuration Modify User Specific Access 1 ilco
Activity Date | | 61772009 04:31 PM Users Operations Add Keycard 1 ilco
B6M7/2009 04:31 PM Users Operations Modify User 1 ilco
R B6/M7/2009 04:21 PM Users Operations Add Keycard 1 ilco
o e=cloi crteratnd 6/17/2009 04:21 PM  Users Operations Mocify User 1 ko
© #scending (From 4o Z) 6/17/2009 04:21PM  Users Operations Add User 1 leo
@ D g FomZ o B/M7/2009 04:20 PM Site Configuration Add User Specific Access 1 ilco
escending (From Z to A) 617/2009 10:00 M Users Operations dld User 1 o
B6M7i2008 09:52 AM Operator LoginlLogout Operator Login 1 ilco
6/6/2009 04:11 PM Operator LogindLogout Operator Logout 1 ilco
B6/6/2009 04:11 PM Database Management Backup Database 1 ilco
6/16/2009 04:09 PM Operator LogindLogout Operator Login 1 ilco
B6/M6/2008 08:21 AM Operator LogindLogout Operator Login 1 ilco
6/15/2009 05:26 PM Operator LoginlLogout Operator Logout 1 ilco
6/15/2009 05:26 PM Database Management Backup Database 1 ilco
6/15/2009 03:29 PM Users Operations Delete User 1 ilco
6/15/2009 03:26 PM Users Operations Add Keycard 1 ilco
6/15/2009 03:26 PM Users Operations Modify User 1 ilco
64152008 03:26 PM Users Operations Modify User 1 ilco
B6/15/2009 03:22 PM Users Operations Add User 1 ilco
61542009 03:21 PM Users Operations Add Keycard ] ilco
615/2009 03:21 PM Users Operations Modify User 1 ilco
6152009 03:21 PM Users Operations Modify User 1 ilco
6/15/2009 03:10 PM Users Operat!ons Add_Keycard 1 §Ico v
<] 2]
Current Page No.: 1 Total Page No.: 2 Zoom Factor: 85%

From this window, you can print and export/save the Systems Activity Log Report.
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The Departments report displays all Departments defined in the Enterprise software.

Choose a Report I Main Report
User Groups ll 7
| T
Sort By
Choose a Column to sort on
UsecGroup Name: o User Groups Report
Choose the direction(order) of sort
@ Ascending (From A to Z) KebaccessControl
(O Descending (From Z to &)
Thursday, June 18, 2009 10:48 AM Total User Groups: =
User Group Name
Global
UG-Manufacturing
UG-Office Staff
1 v
{PDF 1% < | 1ol
Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%
From this window, you can print and export/save the Departments report.
The Users report displays all the users defined in the Enterprise software.
Choose a Report | Main Report
‘ Users =
|
Sort B
V/ o Us¢
Choose a Colurmn to sort on
Last Name KabasccessCortrol
Choose the direction(order) of sort
@ Ascending (From 4 to Z)
. Thursday, June 18, 2009 10:45 AM Total Users:
(O Descending (From Z to &) i j
Group Name  |Global I Total Users: 10
pal
Last Name First Name User Type CardID Valid From Valid To
123-10000 123-10000 Access 123-10000 615109 217 pm  BM5M0 217 pm
123-10001 123-10001 Access 123-10001 BM5M09 217 pm  BMSH0 217 pm
123-10002 123-10002 Access 123-10002 61508 217 pm  BMSM0 217 pm
123-10003 123-10003 Access 123-10003 61508 217 pm  BMSHO 217 pm =
123-10004 123-10004 Access 123-10004 BMSM8 217 pm  BASHO 217 pm
Griesheck Daniel Access 004-22154 BMSMS 3:26pm  BASHM0D 3:26 pm
Supervisor Maintenance-All Service 1100 12:00 am 1100 12:00 am
Technician Maitenance-1 Service 1400 12:00 am 1400 12:00 am
Thomas Jawa Master 4/27/09 4:06 pm 4/27/09 4:06 pm
User-hMUnit Peter -Unit 67108 10:00am  BA7A0 10:00 am
Group Name UG-Office Staff ' Total Users: 5
Last Name First Name User Type CardID Valid From Valid To
Brown Nancy Access 014-16836 6509 321 pm BMSM0 321 pm
Kerrington Jmmy Access 56109 4:32pm 5BM0 4:32pm
Lessard Steven Manager 012-12345 6M5/09 3:01 pm 6M5M0 301 pm
[% Mitchel Mariana Guest 5M9M09 254 pm  4/30M0 12:00 am
User-Guest Christin Guest 012-60844 BM7M09 421 pm  9M509 4:21 pm
| POF <l T
Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%

From this window, you can print and export/save the Users report.
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Users for a Door Report

The Users for a Door report allows you view all users assigned to a particular door in the

Enterprise software.

Choose a Report

@

| Users for a Door

Filter By

Door Groups
Choose a Door Group

[v]

]

Doors
Choose a Door

Sort By
Choose a Column to sort on -
Last Name ‘_v_j

Choose the direction(order) of sort
& Ascending (From 4 to 2)

O Descending [From Z to &)

[PoF [v]

| Main Report

<]

KARA M
KabhasccessControl

Thursday, June 18, 2009 10:50 AM Total Doc,
Door Name Door Group Lock Function PassageMode Assurance
[Physics Lab-1 JoG-Technical Entry Lock Enabled High

Total Users: 4

Last Name First Name Card ID User PIN User Type Use
Lessard Steven 012-12345 9999 Manager UG-
Mitche! Mariana 3292 Guest UG-
Supervisor Maintenance-All 7874 Service Glob,
Thomas Jawa 87654321  Master Glob)
Door Name Door Group Lock Function PassageMode Assurance
(Office-Controller IDG-Accouming Latch/ExitiSwingholt Lock  Disabled High

Total Users: 1

Last Name First Name Card ID User PIN User Type Use
Thomas Jawa 87654321  Master Glob,
Door Name Door Group Lock Function PassageMode Assurance,
[canteen J0G-Manut Entry Lock Enabled High

Total Users: 2

Last Name First Name Card ID User PIN User Type Use
Lessard Steven 012-12345 9939 Manager UG-t
Thomas Jawa 87654321  Master Glob

)

Current Page No.: 1

Total Page No.: 1

Zoom Factor: 85%

From this window, you can print and export/save the Users for a Door report.
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Users Without an Active Card Report

The Users Without an Active Card report displays all users that have been defined in the E-
Plex Enterprise software but have not been assigned a card/token yet.

Choose a Report

Users Withaut an Active Card

o

] Main Report

~
Sort By
Choose a Column to sort on =
Last Name 20 1 . .
SR 2 g Users Without an Active C
Choose the direction[order) of sort

(® Ascending (From 4 to Z) KabaaccessControl

O Descending (From Z to &)
Thursday, June 18, 2009 10:52 AM Total Users:
Group Name  |Global I Total Users: 5§
Last Name First Name User Type Valid From Valid To User PIN
Doe Jane Manager 6111039 1:58 pm BM1M0 1:58 pm 5420
Supervisor Mairtenance-All Service 1100 12:00 am 1100 12:00 am 7874
Technician Maitenance-1 Service 1400 12:00 am 1400 12:00 am 2013
Thomas Jawa Master 4127109 4:06 pm 4127108 4:06 pm 8765
User-MUnit Peter M-Unit 67108 10:00 am BA7HM0 10:00 am 7T
Group Name [UG-Ofﬁce Staff I Total Users: 2
Last Name First Name User Type Valid From Valid To User PIN
Kerrington Jmmy Access SB09 4:32 pm SBM0 4:32 pm 6591
Mitchel Mariana Guest 51909 2:54 pm 413010 12:00 am 3292

= : v

POF___ sl < >

Current Page No.: 1 Total Page No.: 1 Zoom Factor: 85%
From this window, you can print and export/save the Users Without a Card report.
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(Wireless) Lock Status Report

The (wireless) Lock Status report displays the current status of each wireless enabled lock
that is either online or offline in the E-Plex Enterprise wireless configuration enabled system.

Choose a Report

Lock Status vl

Filter By

Doors
Choose a Door v

Sort By
Choose a Column to sort on

Door Name v

Choose the direction(order) of sort
® Ascending (From A to Z)

O Descending [From Z to &)

Generate [

PDF [+ ]

Export

| Main Repart

° Lock Status Report
Kaba Access Control
Monday, April 18, 2011 11:22 AM Total Locks: 3
Door Name Conference Room Battery Status Mormal Unlocked Passage Mode
MAC Address FD938A00006F0D00 Battery Level 5.68Y Access Schedule  False
Lock Function Thumb Turn False anual False
Lock Model ES600 Emer. Lockdown  False Deadhott Unlock False
Odometer 18456142 Emer. Passage False Lock Open False
Last Key 1 Lockout State False
Openings 303 Remote Unlock False
Clock Reset False
Door Name ing-Doc-R Battery Status Unlocked Passage Mode
MAC Address Battery Level Access Schedule
Lock Function Thumb Turn Manual
Lock Madel Emer. Lockdown Deadhott Unlock
Odometer Emer. Passage Lock Open
Last Key Lockout State
Openinds Remote Unlock
Clock Reset
Door Name Supplies-Area Battery Status Unlocked Passage Mode.
MAC Address Battery Level Access Schedule
Lock Function Thumb Turn anual
Lock Madel Emer. Lockdown Deadhott Unlock
Odometer Emer. Passage Lock Open
Last Key Lockout State
Openings Remote Unlock
Clock Reset

<

From this window, you can print and export/save the Lock Status report.

Offline Wireless Locks Report

The Offline Wireless Locks report displays all wireless enabled locks that are defined in the

E-Plex Enterprise software but are currently offline.

Choose a Report

Offline Wirteless Locks v
Filter By
Door Groups |
Choose a Door Group 4|
Sort By
Choose a Column to sort on
Door Name: VJ

Choose the directionforder) of sort
@ Ascending (From & to 2)

O Descending (From Z to &)

Generate [

PDF v|

Export

From this window, you can print and export/save the Offline Wireless Locks report.

] | Main Report

Kaba Access Control

Offline Wireless Locks

Monday, April 18, 2011 11:26 AM Total Doors: 2
DOOR GROUP NAME  [DG-Wireless J Total Doors in Door Group: 2
Door Name Lock Function  Lock Type Zac

Marketing-Doc-Room Entry Lock E-Plex 5600 88914330

Supplies-Area Entry Lock E-Plex 5600 99961516

<
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Wireless Network Map Report

The Wireless Network Map report displays the E-Plex ZigBee wireless network map of your
installation in your facility, configured in the E-Plex Enterprise software.

Choose a Report -
- B o I Main Report
Wireless Network Map N
Filter By
Wireless Network Map
Gateways
< — Kaba fccess Control
Choose a Gateway 2
Monday, Aoril 18, 2011 11:27 A
Sort By Gateway  Company-Gatewsy Controller 2.52 Controller Build Date 28/02/2011 1:18:28PM Lock Count 0 USETue
MAC Address DD:0E2AD0:1A24 AR 20 Last Communication 13/04/2011 9:18:504 Join Count 1
Choose a Column to sort on IP Address  From DHCP AVR Boot 0.4 Status Online Unioin Count 0
1 NodelD [ Ember 4253 Sub Net Mask Fromserver Total Lock Count 1
Gateway Name |
Choose the direction(order) of sort
© Ascending [From 4 toZ) Farent RS51 Fimuare Version
Door MAC Node 10 Node |CLast Communication Status  From To Lock LockBoot AWR  AVR Boot Eml
O Descending (From Z to 4) Conference ~ FDO38A0000GFOD00 0 64777 18A04f011 0:17:464 Online  -37 38 99521 12 20 04 42
Room

Page 1 of 1
PDF |

Export - —
From this window, you can print and export/save the Wireless Network Map report.

2V
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4 Operating the

E-Plex Lock at
Its Keypad

All E-Plex Wireless Locks & System related info are high-
lighted in this turquoise color background for easy reference.

This section describes how to operate the Enterprise software driven E-Plex lock at the lock keypad,
including the following topics:

o

o

o

Overview of the Lock

Configuring the Lock Functions

Initial Programming of the Lock

Initializing (ZAC’ing) a Wireless Lock to Join the Network ;[Wireless lock only]

Performing Emergency Commands at Wireless Lock’s Keypad ;[Wireless lock only]
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Overview of the Lock

The E-Plex lock series that can be operated by the E-Plex Enterprise software system are:

[Start]

E5200, E5600 and E5700 — “Standard” locks
E5200 SAC, E5600 SAC and E5700 SAC - Standalone Access Controllers
E3200, E3600 and E3700 — Narrow stile locks

Please refer to the “E-Plex 3xxx/5xxx Lock Series Operations Manual” for detailed lock keypad
commands and operations of each of these models.

This section will provide an overview of only the “standard” E5xxx lock series which includes the
following topics:

e States of the Lock

Battery Life and Replacement
e Sequence of Operations

o Default Values of the E-Plex Lock Programmable Parameters

e For Wireless: Additionally, you can perform a few other operations such as “joining” and
ZAC’ing (ZigBee Access Code) the lock to your E-Plex wireless network and remotely
programming the lock without a portable M-Unit device.

e Also, during and emergency situation, you can also activate the Emergency Lockdown and
Emergency Passage (evacuation) operations of wireless locks right at that one lock’s keypad,
instead of performing this emergency operation from the Host PC.

o Please refer to these wireless specific lock keypad functions which are explained in detail at
the end of this Chapter.

[End]

States of the Lock

There are four states of the E-Plex lock: 1- (default) Factory Mode, 2- Access Mode by “LearnLok, 3-
Access Mode by Software and, 4- Pushbutton Programming Mode.

Factory Mode

The default Factory Mode is one of four primary states of the lock. The main characteristics of this
state include the following:

The E-Plex lock opens only when the 8-digit factory default Master user PIN -> 1-2-3-4-5-6-7-8 is
entered at the lock keypad.

The visual indication for “access granted” is the green LED flashing once. A high-pitched tone is also
generated while the green LED is on.

The Master User must change this factory default Master PIN to be able to exit permanently from the
Factory Mode and switch to the normal Access Mode (by LearnLok or by software) and its
Pushbutton Programming Mode of operations.
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Access Mode by “LearnLok”

This mode refers to the lock that is operational for user access after the factory default Master PIN of
12345678 is changed to something else. When the lock enters the Access Mode in LearnLok mode,
the Master (and Manager users) can add or delete regular users in the lock simply by entering
relevant command codes at the lock keypad. Please refer to the “E-Plex 3xxx/5xxx Lock Series
Operations Manual” for details.

Access Mode by Software

This mode refers to a lock that is operational for user access after it is programmed by the M-Unit
with its lock/user configuration data downloaded from the E-Plex Enterprise system software. When
the lock enters the Access Mode, the method of lock access is either by, (i) PIN only, or by (ii) Card
only, or by (iii) PIN followed by the associated Card -> Prox or Smart (Mifare, DESFire or iClass).

Note: The Service users can have PIN only access (ie., ho tokens).

Access Mode refers to a lock that is fully operational for user access and not in Factory Mode. You
will operate the lock in conjunction with the E-Plex Enterprise software and the portable PC M-Unit by
programming the lock with valid user access credentials etc.

Pushbutton Programming Mode

The E-Plex lock enters the Pushbutton Programming Mode when the Master user or one of the
Manager users enters the # key first on the lock keypad, followed by presenting the credential (PIN,
Card or PIN followed by Card) to put the lock in programming mode. Once the lock is in the
Pushbutton Programming Mode, the Master/Manager can enter one or more command sequences.
Each command sequence ends with a # key that acts like an <Enter> button on a PC keyboard. At
the very end of all sequences of programming commands, enter one more # key to remove the lock
from the Pushbutton Programming Mode and return to the normal Access Mode.

Battery Life and Replacement
The E-Plex locks use four “AA” alkaline batteries. A variety of factors will determine how long your
lock operates on a set of batteries, including the following:
e Shelf life of the batteries
e Number of openings per day
e Environmental conditions
e Battery brand
e Access credential settings (PIN only, Card only or both PIN & Card)
e Lock parameter settings

In most cases, you can expect between 50,000 openings (wireless) and 90,000 openings (non-
wireless) per set of 4, AA alkaline batteries, and about two and a half times this range if you use the
optional 4, C alkaline battery pack kit.

A flash of both red and green LEDs identifies a low battery condition when a valid credential is
presented, and the lock will still open. Though under ideal conditions the lock will keep operating for
another thousand or so openings, the batteries as a complete set should be replaced as soon as
possible when you observe a low battery condition,
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Battery Pack Replacement

Always replace all four batteries in the pack with good quality, AA (or, the optional four C, if used)
alkaline batteries. If you replace the batteries within two to three minutes, the lock will continue
working as before, granting and denying access to users based on their access schedules.

If the battery replacement time is longer than two to three minutes, you will lose the current date and
time of the lock from its memory, even though all users and locks configuration parameter information
will not be lost. When the lock loses its date/time, all of your access schedule times will be out of
sync, thus denying access to valid users. In this case, you must update the lock’s date/time with the
current date/time.

To update the current date & time you can either use the lock keypad command sequences 001# and
002# along with the current date and current time parameters, or simply re-program this lock with its
proper lock ID using the portable M-Unit. This is described in detail in E-Plex PC M-Unit User Guide.

Important: Please ensure that your M-Unit’s current date and time are set correctly before
synchronizing with the lock. If you forget to update the date/time, the lock will keep flashing the red
LED every 10 seconds or so as a reminder until the lock’s date/time is updated.

Note: In rare instances, when you reconnect the lock with new batteries, the lock may not
re-initialize properly; a typical symptom is that the lock does not recognize any pushbutton
input. If this happens, disconnect the battery pack, press any one of the pushbuttons for a
minimum of 2 seconds to discharge the built-in circuit capacitance, and then re-connect the
battery pack. Wait a couple of seconds until you see the green LED flash once, followed by
the sound of the motor crunching and a high pitched beep indicating that the lock has re-
initialized properly.

Sequence of Operations

This section describes the sequence of operations for accessing and programming the E-Plex lock.
e With the lock still in Factory Mode, do the following:

e Program the “Lock Function” of the lock if you want it to be anything other than the factory
default “Entry” lock function.

Configuring the Lock Functions

Before putting the lock in service, you must first program the lock function when still in
Factory Mode. The default lock function for any lock from the factory is “Entry” lock function,
which is the same as a Cylindrical lock without a privacy thumbturn, or a Mortise lock without
a deadbolt, or an Exit Trim lock. The command codes involved here are 011# and 013#.

Note: Refer to the separate “E-Plex 5X00 Lock Function Setup Guide” for
instructions on changing to the desired BHMA lock function.

e Change the Factory Master user PIN to your own Master PIN (always eight digits) to place
the lock in Access Mode.

The lock is now “activated” and can be programmed using the portable PC M-Unit. For more
details on using the PC M-Unit, please refer to the manual, the E-Plex P M-Unit User Guide.
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Default Values of the E-Plex Lock Programmable Parameters

Parameters Factory Default Values
Date (MM/DD/YY) 01/01/00

Time (HH:MM) 00:00

Lock state Un-programmed
BHMA Lock function Entry

Manual Passage Mode open time limit 4 hours

Passage Mode Disabled

Lockout Mode Disabled

Unlock time 2 seconds

Buzzer volume control Low (=1)

Tamper shutdown time 30 seconds

Tamper attempt count 4 attempts

Access PIN length 4 digits

Master PIN 12345678 (Eight digits)
Privacy privilege Disabled

Remote unlock Disabled

Initial Programming of the Lock

Once the required lock function is set, the lock must be programmed by the Master or the Manager(s)
for everyday use. This section provides information about the initial programming of the lock,
including the following:

e Entering Pushbutton Programming Mode

¢ Modifying the Master User PIN

e Additional Pushbutton Keypad Commands

e Resetting the Lock

e Summary of Pushbutton Programming Commands

e Visual Feedback Message Definitions

Entering Pushbutton Programming Mode
This section describes the sequence of tasks to program the lock at its keypad in Pushbutton
Programming Mode.

e Put the lock in Pushbutton Programming Mode by pressing # Master or Manager Credential
(PIN, or Card, or PIN followed by Card) #.

e Use the Error! Reference source not found. table found later in this Chapter to enter the 3-
digit command sequence (command type + function code), followed by #.

e Enter the appropriate command codes as required.

e Press # to end Pushbutton Programming Mode.
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Once the lock is in Pushbutton Programming Mode, multiple command sequences can be
entered (chaining of command codes) without having to repeat the # Credential # every time.
However, if there is no activity for 5 seconds at the keypad, the lock will automatically exit
from Pushbutton Programming Mode and return to its normal Access mode.

Example:

If the Master or Manager User, or any user of the system with a valid credential presents
her/his credential the lock will open (lock is normally in Access mode) .

If the Master or Manager(s) enters #Credential#, the lock will enter the Pushbutton
Programming mode and will wait for the next part of the command code(s) sequence.

When s/he enters one more # at the end of the command code sequence, the lock will exit
the Pushbutton Programming mode and revert back to its normal Access mode.

Note 1: The # (pound sign) acts like the Enter key on a keyboard in your communications
with the lock. The # tells the lock that one part of the entry is finished. The # serves another
purpose—to distinguish a programming type command from a simple access code to open
the door. A Master or Manager User can use the same Credential to open the door or to
put the lock in Pushbutton Programming Mode, the only difference being that s/he uses the
# sign in front to signal that s/he is about to enter a programming command.

Note 2: Correct errors during a command sequence. If an invalid entry occurs, recover
from the mistake by entering the (*) key, which will clear all entries made from the
beginning of the current command sequence and will reset the 5-second time limit for
entering the command code again. In this case, you still have 15 seconds from the first
number entered to enter the whole command code sequence.

Modifying the Master User PIN

Required User Level: Master

To change the factory Master PIN or current Master PIN, follow these steps:

e Putlock into Pushbutton Programming Mode by pressing the # key.

e Use the command, 000, for Master, and then enter the new Master PIN number.

e You must use eight digits between 00000001 and 99999999 as follows: 000#
MMMMMMMM#; for example, 000# 87654321+#.

e Enter the Master PIN again: 87654321# for confirmation.
Example of complete entry: 000# 87654321# 87654321+#.
¢ Key in another # to indicate the end of Pushbutton Programming Mode.

e After you are finished, you will always have to use this new Master PIN as part of your
access credential, depending on if the Master is configured in the software to user either
PIN only or PIN followed by card for programming/auditing the lock, and also for normal
door access.

e Important: Please write down the PIN and keep store it in a safe place. You should enter
this same 8-digit Master PIN in the E-Plex Enterprise initial software configuration screen
(for the Master PIN) also, to be consistent. The factory Master PIN of 12345678 is no
longer valid from this point.
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Additional Pushbutton Keypad Commands

The following operations (except for setting up date & time which are also done through the software
via the portable M-Unit) can only be performed at the lock’s keypad. All other functions must be set
up and sent from the E-Plex Enterprise software via the M-Unit:

e Setting date and time (commands 001# and 002#)

e Activating/de-activating Passage Mode (command 399#)

e Increasing/decreasing programmed Passage Mode duration (command 005#)
e Activating/de-activating global Lockout Mode (command 499#)

e Performing manual diagnostics (command 500#)

e Identifying an E-Plex lock model (command 501#)

e Start M-Unit communication session with the lock (command 900#)

Setting Date and Time (Commands 001# and 002#)

The following two commands are performed one after the other in sequence to set up the
lock with current date and time. The factory default is 01/01/2000 00:00 when you first
connect the battery pack and so must be changed to reflect the actual/current date & time.

Required User Level: Master
e Put the lock into Pushbutton Programming Mode.

¢ Enter command 001# followed by MMDDYY# and again MMDDY Y#, where MM=01 to 12
(Month), DD=01 to 31 (Day) and YY=08 to 99 (Year).

3. Enter command 002# followed by HHMM# and again HHMM#, where HH=00 to 23 (Hour)
and MM=00 to 59 (Minute).

4. Enter another # to indicate the end of programming.

Note: The date and time can also be set by the M-Unit. Whenever you program the lock
with the M-Unit, the M-Unit automatically sends the current date, time and the DST setting
from its settings to the lock and so they should have been set correctly.

Activating/De-activating Passage Mode (Command 399#)

You have already set up in the software a duration for a lock to remain in manual Passage
Mode (default is 4 hours, though in the lock in its “LearnLok” mode, the default is 9 hours)
and enabled it. When you activate manual Passage Mode at the lock keypad, it becomes

active for the duration you have set in the software.

If your duration is setup as six hours, and you manually activate Passage Mode, say at 10:00
a.m., it will automatically re-lock at 4:00 p.m. Even if the lock was taken in and out of
Passage Mode multiple times during this six-hour period, it will still re-lock after six hours from
the original starting period. This ensures that a lock will never remain in Passage Mode
beyond the programmed time period.

Note: This manual Passage Mode function is different from the automatic access schedule-
based Passage Mode setup in the software.
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Required User Level: Master, Manager

1. Putthe lock into Pushbutton Programming Mode.

2. Enter command 399# to activate/de-activate Passage Mode.

e Enter the code where 1 = activate Passage Mode and 0 = de-activate Passage Mode.

An example of complete entry to activate Passage Mode is 399#1# and to de-activate
Passage Mode, it is 399#0#.

e Enter another # to indicate the end of Pushbutton Programming Mode.

Increasing/Decreasing Passage Mode Duration Temporarily (Command 005%#)

As in the above example, say your manual passage mode duration is programmed for
duration of six hours. So if you manually activated Passage Mode at 10:00 a.m., it will
automatically re-lock at 4:00 p.m. However, there may be times when you may want to either
shorten or prolong this remaining passage mode duration temporarily on that day (only) by a
few hours. You can do this but you must enter this command sequence before the expiry of
the current passage mode end time. Keep in mind that the next day onwards, the manual
passage mode duration that was set originally will take effect again.

Required User Level: Master, Manager
1. Putthe lock into Pushbutton Programming Mode.
2. Enter command 005# HH# where HH=01 to 24 hours.

Let us take the same example as before -> activate manual passage at 10 a.m. so that it
will automatically end at 4 p.m. after 6 hours. But if you want to temporarily shorten the
current duration by say, 1 hour to end at 3 p.m., then you must enter HH=01 at around
2:00 p.m.

Similarly, if you want to temporarily extend the current duration by say, 2 more hours to
end at 6 p.m., then you must enter HH=02 just before around 4:00 p.m.

3. Enter another # to indicate the end of Pushbutton Programming Mode.

Activating/De-activating Lockout Mode (Command 499%#)

You may need to use the global Lockout Mode, for example, during a fire or an emergency
evacuation when you do not want anyone to return to his or her office. This procedure will de-
activate all regular user access credentials that are active, including Manager credentials, but
excluding the Master credential.

Important: Use extreme care in using this command because if you (the Master) forget to
de-activate the lockout mode after activating it, nobody in the facility will have access to the
door anymore.

Required User Level: Master

e Put the lock into Pushbutton Programming Mode.

e Enter command 499# for Lockout Mode (all except Master).

e Enter 1# to activate Lockout Mode and 0# to de-activate it.
Example of complete entry: 499#1# or 499#04#.

e Enter another # to indicate the end of programming.

e You have now activated or de-activated Lockout Mode.
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Performing Manual Diagnostics (Command 500#)
Use the diagnostics code to perform manual diagnostics of the lock, green LED, red LED,
buzzer, and the 12 pushbuttons—O0 through 9, *, and #.
Required User Level: Master, Manager
e Put the lock into Pushbutton Programming Mode.

e Enter command 500# for diagnostics. You will see a green LED and hear a high beep
followed by a red LED and a low beep.

o Press 123456789*0#, in that exact order, to test each pushbutton. If every pushbutton is
working correctly, you will see a green LED and hear a normal beep for each pushbutton
that is pressed.

Example of a complete entry: 500#123456789*0#.
e Enter another # to indicate the end of programming.

o If you see ared LED at any time when pressing a pushbutton indicates a possible
problem with the pushbuttons electronics.

¢ Enter another # to indicate the end of programming.

o |f the above sequence did not pass even after two or three tries, please contact Kaba’s
technical support line to resolve the issue.

Identifying a Lock Model (Command 501#)

Use the Lock Model Identification code to identify if the lock model series is an E32xx/52xX,
or an E36xx/56xx, or an E37xx/57xx.

Required User Level: Master, Manager
e Put the lock into Pushbutton Programming Mode.
e Enter command 501# for Lock Model Identification.

o E32xx/52xx: The lock will flash the red and green LEDs two times with accompanying two
high-pitched tones.

o E36xx/56xx: The lock will flash the red and green LEDs six times with accompanying six
high-pitched tones.

o E37xx//57xx: The lock will flash the red and green LEDs seven times with accompanying
seven high-pitched tones.

e Enter another # to indicate end of programming.

Resetting the Lock

You must know the last master code that was assigned to the lock to perform a quick
reset to the default Master PIN below. As a security measure, if you do not know the
last Master PIN that was assigned to the lock, you will have a 15 minute wait at the lock
after the reset button is pushed and then the factory Master PIN 12345678 can be
entered to complete the reset process. You can return to factory default parameters by
performing a Hard Reset. This returns the lock to Factory Mode, including deleting all
credentials, putting the lock back to factory default values (four-digit access PIN length), and
making the Master PIN 12345678. Also, the lock function will revert to the default “Entry” lock
function. A hard reset is performed as follows (example for E-Plex 5xxx locks only):

e Insert the mechanical override key, turn to retract latch, and hold in (lock) open position.
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Within five seconds, press # and then release the key (latch extends back to relock).
While the red/green lights flash alternately, press 12345678# on keypad.

The lock will reset. You will see two flashes of the green light with a corresponding high
pitch tone, followed by the sound of the lock motor “crunch,” indicating that the reset was
successful.

The lock is now reset to the Factory Mode and the Master PIN is now 12345678.

Note: The hard reset operation does NOT delete any audited events stored in the lock, for
security reasons.

[Start]

For Wireless:

e Performing ZAC (ZigBee Access Code) Operation on Lock

For the ZAC operation to be successful the wireless lock must be in the default Factory
Mode with its Master PIN set as 12345678; the 3-digit ZAC command code is “088”.
Before entering the 8-digit unique ZAC number of this lock on its keypad, this wireless
lock is assumed to be already put in a “join on” network mode, initiated from the E-Plex
Enterprise s/w from the Host PC; it will then automatically program the lock remotely.
Let us assume that in this example the ZAC number for this lock is 11 22 33 44 and so
enter the following sequence to “ZAC” the wireless lock:

#12345678# 088# 11223344

The lock will start flashing the Green & Red LEDs simultaneously every three seconds for
a few seconds to show that it is transferring required wireless data from the Host PC via
the Gateway to the lock. On successful joining of the wireless network and of
automatically getting programmed remotely, the lock will flash one last Green light (only)
and will emit a high pitched tone. The lock/door is now ready for normal wireless use.

e Activate / Deactivate Emergency Lockdown

Note: For a Level-2 Manager or a Level-3 Access Operator/Access user, s’lhe must have been
already programmed in this lock to perform the Emergency commands.

The Credential here refers to the user’s valid PIN only, Card only or PIN & Card.

# [Master, Manager or authorized Access user’s Credential]# 911#

Important: During the Emergency lockdown state, only the mechanical override key will
open the lock. None of the valid user credentials including the Master’s will open the door.

e Activate Emergency Passage

# [Master, Manager or authorized Access user’s Credential]# 811#

The ‘Return to Normal’ command can only be entered by a Level 1 or 2 Access
Operator using the software at the client or host PC.

[End]
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Summary of Pushbutton Programming Commands

from Emergency

Normal state from emergency state

Name Command Description Authorization
Configuration 000 # Modify Master User PIN (always Master
MMMMMMMM# eight digits)
MMMMMMMM#
Set Date 001# Setup current Date Master
MMDDY Y# MM =01 or 12; DD =01to 31; YY =
MMDDYY# 08 to 99
Set Time 002# Setup current t Time Master
HHMM# HH = 00 or 23; MM = 00 to 59
HHMM#
Set Temporary 005# Setup Temporary Passage mode Master, Manager
Passage Mode Duration
Duration HH3#
HH =00 or 24
Manual Passage 399# Activate/de-activate Passage Mode Master, Manager
M .
ode P# P =0 or 1; 0 = disable Passage
Mode; 1 = enable Passage Mode
Global Lockout 499# Activate/de-activate Lockout Mode Master
Mode (Master User is not affected by
global Lockout Mode)
L# L =0 or 1; 0 = disable Lockout
Mode; 1 = enable Lockout Mode
Diagnostics 500# Manual diagnostics Master, Manager
123456789*0#
Lock Model 501# Identify if the lock is an E-Plex Master, Manager
Identification 32xx/52xXx, or 36xx/56xXx, or 37xx
/57xx: 2 sets of green and red
LEDs flash for E32xx/5200; 6 sets of
same flash sequence for E36xx
/56xx; and 7 sets of same flash
sequence for E37xx/57xx.
Communication 900# IrDa Communication startup Master, Manager
Startup between the lock and M-Unit PDA
For Wireless Only
ZAC (ZigBee 088# Initialize a wireless lock (lock must Master, all Users
Access Code) be in factory defaults)
Emergency 911# Put wireless lock(s) in emergency Master, Manager,
Lockdown shutdown (lockdown) state authorized Users
Emergency 811# Put wireless lock(s) in emergency Master, Manager,
Passage evacuation (passage) state authorized Users
Return to Normal 111# Put wireless lock(s) back to the Master, Manager

E-Plex Enterprise System Software User Guide
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Visual Feedback Message Definitions

Condition Parameters
Green LED Red LED Duration Rate
Valid pushbutton pressed ON OFF 1/10 sec Once
Timeout expired OFF ON 1sec Once
Valid access credential ON OFF 1/10 sec Once
entered/presented
Access granted ON OFF 1/10 sec 1sec
Access granted (battery low ON ON 1/10 sec 1sec
condition)
Access denied OFF ON 1sec Once
Valid programming entry ON OFF 1sec Once
Invalid programming entry OFF ON 1 sec Once
(including duplicate access
credential)
Tamper shutdown beginning OFF ON 2 sec Once
Tamper shutdown state OFF ON 1 sec 10 sec
Tamper shutdown ending ON OFF 2 sec Once
*Communication starting ON OFF 1 sec Once
*Communication ending ON OFF 1 sec Once
*Communication aborted OFF ON 1 sec Once
*Communication in ON (Alternate) | ON 1/10 sec 1sec
progress (Alternate)
Deadbolt/Thumbturn Privacy OFF ON 1 sec Once
Activated
Deadbolt/Thumbturn Privacy De- | ON OFF 1sec Once
activated
Hard Reset sequence progress ON (Alternate) | ON 1 sec Continuously
(Alternate)
Hard reset sequence ended ON OFF 2 sec Once
successfully
Hart Reset sequence failed OFF ON 2 sec Once
Hard Reset sequence progress ON (Alternate) | ON (Alternate) | % sec Continuously
Hard reset sequence ended ON OFF 2 sec Once
successfully
Hard reset sequence ended OFF ON 2 sec Once
successfully
For Wireless Lock only:
Invalid ZAC entry OFF ON 1sec Once
ZAC sequence in progress ON ON Y2 sec 1 sec
ZAC sequence successful ON OFF 1sec Once
ZAC sequence failed OFF ON 1sec Once

4-12
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5 Programming
and Auditing
Locks

All E-Plex Wireless Locks & System related info are high-
lighted in this turquoise color background for easy reference.

A PC based Maintenance Unit called the “M-Unit” - either the same laptop PC where the
Enterprise & PC M-Unit software is installed, or a separate independent mini laptop / Netbook
PC is used as a portable device, The main two functions of the portable M-Unit are:

e to send (upload) data to for the purpose of programming a lock, and
e toreceive (download) data from the lock for the purpose of auditing the lock’s events.

The data transfer between the portable M-Unit and the E-Plex lock is via the industry
standard IrDa interface, working in conjunction with Kaba’s E-Plex PC M-Unit
Communications Kit.

M-Unit User Definition

e In addition to the global Master user, specific Door Group Managers and the other Manager users,
there can be M-Unit user types who can also program and audit the E-Plex Enterprise software based
locks using the M-Unit. This M-Unit user’s credential is used only to program and/or audit the lock as
a maintenance function only, ie. the M-Unit credential will NOT open the lock. When an M-Unit User
presents her/his M-Unit credential, the lock enters the Communications Mode with the M-Unit
handheld immediately (equivalent to entering the command sequence: # Master credential #, or #
Manager’s credential #, followed by 900#), indicated by alternate green and red flashing LEDs. Now
the M-Unit User can program or audit the lock.
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Important: Ensure that the current date and time on your system PC and your portable M-
Unit are accurate, including the Daylight Saving Time setup. If the date and time are not
correct, your users will not be able to access the lock even if they have the right
credentials.

[Start]

For Wireless:

o to wirelessly “join” E-Plex (ZigBee) wireless network and perform a ZAC (ZigBee Access
Code) operation, which also automatically programs the lock wirelessly, and

e to perform general lock Maintenance functions wirelessly such as (re)program, audit, set
date/time, page a lock, remote unlock, remote passage, Emergency Lockdown,
Emergency Passage (evacuation), take a lock off the wireless network (put out of
service) etc.

Note 1: If you have only the E-Plex wireless locks in your facility, you do not need to use the
portable PC M-Unit at the lock to program/audit or perform a diagnostics of the lock(s). All
these functions can be easily executed by remote wireless commands from the Host PC
itself. However, if the wireless communications between the lock and the Gateway and Host
PC is lost for some reason for a long period, you can do these functions using the PC M-Unit.

Note 2: Please skip the next few PC M-Unit related pages and jump directly to the end of
this Chapter on how to ZAC a wireless lock and then wirelessly program, audit, perform
Emergency remote operations etc on the lock.

[End]
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Portable PC M-Unit with Kaba’s IrDA Kit

The “M-Unit” is Kaba Access Control system's term for a PC based portable unit that
communicates with the locks through industry standard infrared (IrDa) interface by making
use of Kaba’ PC M-Unit Communications Kit. The kit contains the following items in the
package: [Note: This kit is not required for E-Plex wireless enabled locks and system].

¥

= g N e S8
IrDa Adapter USB Extension Cable

USB Flash Drive Netbook PC (as portable M-Unit)

1. An industry standard IrDA (Infrared Data Access) adapter with a USB interface to connect to the
M-Unit PC,

2. A USB extension cable to connect the above IrDA adapter to the M-Unit, if need be, and

3. A USB flash drive, preloaded with the E-Plex PC M-Unit software application along with its User
Guide in electronic format,

4. A 2-page “Getting Started” sheet in color as a quick reference guide.

One end of the IrDA adapter plugs in to one of the M-Unit's USB ports and the other end of the IrDa
transmit/receive infrared data window will be pointed at the E-Plex lock’s IrDa window to transfer
required data between the M-Unit and the lock.

The USB memory drive will be used (after installing the PC M-Unit software on the separate Netbook
PC) to store and transfer the lock configuration data and the audited events data between the M-Unit
and the Host PC where the main E-Plex Enterprise applications its locks/user access configuration
database reside. The USB flash drive will be used as a portable transport medium between the two
non-networked PCs — i.e., between the Host PC and the portable M-Unit.

Optionally, if your Host PC operates under a networked environment, either by wired LAN (Local
Area Network) or by wireless LAN, you will not need the USB drive to transfer data between the Host
and the M-Unit. You can simply make use of the Host PC’s IP address to transfer data between the
two PCs over the network.

Important: Please consult with your local IT personnel on how to setup your Host PC’s network IP
addressing and related schemes.

Note: If on the other hand, you use the same laptop which contains the main Enterprise applications
and the M-Unit applications (built-in), you will not need the flash drive to transfer data; this is because
this data transfer and syncing occur within the same laptop’s hard-drive.

E-Plex Enterprise System Software User Guide 5-3



P Programming and Auditing Locks

PC M-Unit Software Installation

This procedure is for installing the PC M-Unit part of the software on the separate portable Netbook or
mini laptop; the Enterprise applications software should have been already installed and running on

the Host PC.

Important: If you are using one/same (“integrated”) portable PC where the E-Plex Enterprise
software was installed, you can skip the next few pages and go directly to the Section on Page 5-9 ->
Automatic PC/M-Unit Sync. This is because the E-Plex PC M-Unit part of the software already
resides within the main Enterprise software and so no separate PC M-Unit installation is required.

Note: This same PC M-Unit installation procedure can also be found in the PC M-Unit User Guide. It
is shown here again in this document for convenience. Please also refer to the 2-page color, E-Plex
PC M-Unit Getting Started sheet as a quick reference guide.

E-Plex PC M-Unit (D:) 3

MY This disk or device contains more than one type of
l content.

What do you want Windows to do?

10w Kaba's E-Plex PC M-Unit Soﬁware |

am p

j. Copy pictures to a folder on my computer

‘:'I View a slideshow of the images

i SINg YVINAQows Ficture and rax ewe
A\ Print the pictures
'-/g usina Photo Printing Wiz
/'/ Open folder to view files

Q Takea nn antinn_ )

[ OK ][ Cancel J

The E-Plex PC M-Unit Software and the PC M-Unit User Guide are located on the USB flash
drive that comes with Kaba’s PC M-Unit Communications Kit.

Plug in this USB drive into one of the USB ports of your dedicated M-Unit (Laptop or Netbook

In a few seconds, you will see the following screen on your M-Unit portable unit. Ensure that
“Show Kaba’s E-Plex PC M-Unit Software ...” is highlighted. Click OK to continue which

will open the next window, giving you an option to either view/print the PC M-Unit User Guide
or install this software.
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© E-Plex PC M-Unit Software Install Package

KARA

E-Plex PC M-Unit User Guide
Install E-Plex PC M-Unit

When you click “Install E-Plex PC M-Unit” tab, the software installation process will begin and
you need to just follow the instructions on the screen. The following are a few screen shots

taken during the install process. Click Finish when done.

Preparing Setup

E-Plex PC M-Unit - InstallShield Wizard

Please wait while the InstallShield ‘Wizard prepares the setup.

rest of the setup process. Please wait.

E-Plex PC M-Unit Setup is preparing the InstallShield \Wizard, which will guide you through the

L ]

InstallShield

E-Plex PC M-Unit - InstallShield Wizard

License Agreement
Please read the following license agreement carefully.

IMPORTANT - USE OF THIS SOFTWARE IS SUBJECT TO LICENSE RESTRICTIONS —
CAREFULLY READ THIS LICENSE AGREEMENT BEFORE USING THE SOFTWARE
ENTIRE AGREEMENT: This end-user license is a legal agreement between you
("Purchaser"') and Kaba llco Inc. (hereinafter KABA). It constitutes the entire agreement
("Agreement”’) between Purchaser and KABA on the license and use of the Software,

and supersedes any and all prior agreements and documents unless expressly

incorporated herein. USE OF THIS SOFTWARE INDICATES YOUR COMPLETE AND
UNCONDITIONAL ACCEPTANCE OF THE TERMS AND CONDITIONS SET FORTH IN
THIS AGREEMENT. If you do not agree to these terms and conditions, promptly return

or, if received electronically, certify the destruction of the Software and all accompanying
items within five days after their receipt, in order to receive a full refund of any license fee |

(&) | accept the terms of the license agreement

O | do not accept the terms of the license agreement

InstallShield

[ < Back ][ Next > ][ Cancel ]
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E-Plex PC M-Unit - InstallShield Wizard
Customer Information

Please enter your information.

Please enter your name and the name of the company for which you work.

User Name:

‘Jawa Thomas

Company Name:

‘ Kaba

[ < Back ][ Next >

I[ Cancel ]

E-Plex PC M-Unit - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

(G j Install E-Plex PC M-Unit to:
C:\Program Files\KABAAE -Plex Enterprise\PCMUnit

[ < Back I[

Next > ][ Cancel ]

E-Plex PC M-Unit - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

the wizard.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit

[ < Back I[ Install ][ Cancel ]
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E-Plex PC M-Unit - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed E-Plex PC
M-Unit. Click Finish to exit the wizard.

e The E-Plex PC M-Unit software is now installed on your separate M-Unit portable unit and the
program’s icon will be displayed on your PC M-Unit’'s Desktop as shown below. Whenever
you want to run this program, double click on this icon.

e For the very first time of PC M-Unit login, the default login User name is “kaba” and the default
Password is also “kaba”. Please refer to the “E-Plex PC M-Unit User Guide” for detailed
operational use of this program.

e The main operations involving the M-Unit are the following:

Downloading doors/users access configuration data to the M-Unit from the Host PC
Programming the doors (locks) using the M-Unit via I[rDA

Auditing the doors (locks) using the M-Unit via IrDA

Uploading doors’ configuration info and audits to the Host PC from the M-Unit

Performing lock maintenance/diagnostics via IrDA

Note: The functionality and features of the E-Plex PC M-Unit software is generic, so it will work with most of
Kaba’s E-Plex lock models and their related SACs (Stand-Alone Access Controllers) such as:

E3200, E3600, E3700, E5200, E5600, E5700 Series — with E-Plex Enterprise software (this software)

E5800 Series

— with E-Plex FIPS (General & High A.) software

E2000, P2000, E3000, E5000 Series — with E-Plex Standard software

E-Plex Enterprise System Software User Guide
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Manual PC/M-Unit Sync (pata Transfer with “Separate” PC M-
Unit via a USB flash drive)

You must perform the manual data transfer, both from the E-Plex Enterprise Host PC’s side and from the
separate portable PC M-Unit’s side as described below. Ensure that both the E-Plex Enterprise and the E-
Plex PC M-Unit programs are running on both PCs (Host and M-Unit).

From the main menu of E-Plex Enterprise software, click File and then Sync with Separate PC M-Unit...

M E-Plex Enterprise Software

File | Schedules  Holidays/vacations Door Groups  Doors — Access Groups — Departme

i B e

’ Import Users Data ...

| Sync with Separate PC M-Unit... { |

Launch Integrated PC M-Unit
Exit

From this point on, please refer to the E-Plex PC M-Unit User Guide on how to perform the data transfer
manually between the two devices via a USB flash drive. The E-Plex PC M-Unit user guide is included as an
electronic document on the USB flash drive of the E-Plex PC M-Unit kit.

Data Transfer via IP Addressing: The M-Unit data transfer between the Host PC and the PC M-Unit can also
be performed via the Host PC’s IP address without having to use the USB flash memory drive. In this case,
the data transfer is initiated only from the PC M-Unit side as “Download Doors” (to M-Unit) or as “Upload
Audits” (to Host PC). The transferred data will be automatically stored, both in the Host PC’s and the M-Unit’s
respective databases; no “initiate data transfer” action is necessary from the Host PC’s side. Please refer to
the E-Plex PC M-Unit User Guide for more details on how to transfer data between the Host PC and the M-
Unit via the IP_Addressing scheme. You must have either wired or wireless network connection for the
Enterprise Host PC and the M-Unit for this IP address based data transfer to function.

Note: If on the other hand you use one/same standalone laptop PC as one “integrated” PC to run both the E-
Plex Enterprise application and the PC M-Unit application, go to the next section -> Automatic PC/M-Unit
Sync.
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Automatic PC/M-Unit Sync (pata Transfer within the same
“Integrated” Laptop PC which acts as both Host PC & PC M-Unit)

If you use one/same standalone laptop PC to run both the E-Plex Enterprise software as a Host PC and the
PC M-Unit software (as a portable PC M-Unit), the system automatically does the data sync transfer without
you having to specify and use a common folder location on the hard drive, or on the USB flash drive like you
do with “Manual” data sync transfer on a separate Netbook PC; also, no network connection is required. You
will still need to connect and use the IrDA interface adapter with this laptop PC when programming and/or
auditing an E-Plex lock. In this case, this same “integrated” laptop PC functions both as the Host PC running
the E-Plex Enterprise software and as the portable PC M-Unit running the PC M-Unit software within.

From the main menu of E-Plex Enterprise software, click File and then Launch Integrated PC M-Unit to
open the main PC M-Unit software screen.

M E-Plex Enterprise Software
Fil?[ Schedules  Holidays/Vacations Door Groups Doors — Access Groups — Departm
I » o
’ mpart Users Data ’M’ IE ’ g ‘ 7)
Sync with Separate PC M-Unit...
[ Launch Integrated PC M-Unit |

Exit g

From this PC M-Unit menu you can,
(i) download users <-> locks access configuration data for each selected E-Plex lock from the Host PC,
(ii) so as to program these locks,
(iii) audit each lock for event transactions,

(iv) then upload the audited info back to the Host PC to view/print them under the Enterprise Reports
menu, and/or

(v) perform lock diagnostics.

Note: Whenever you need to “talk” (communicate) to the E-Plex lock, you must use Kaba'’s IrDA
communications (PC M-Unit) kit -> the IrDA dongle and its cable.
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Online - Logged inas ilco  [s

From this point on, please refer to the E-Plex PC M-Unit User Guide on how to perform the data transfer to
perform the above tasks in more details. The E-Plex PC M-Unit user guide is included as an electronic
document on the USB flash drive of the E-Plex PC M-Unit kit.

The following are a few sample screens showing the PC M-Unit sub-menus from where you will launch the
above five -> (i) through (v) tasks.

Program Door

Audit Door
3 »

Program Door |
Audit Door "
Maintenance >

Upload Audits via IP W
Manual Sync

Maintenance

Program Door

Sy Audit Door
Upload Audits viaIP | T :\GQt Diahaeies
Manual Sync 2 3
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Wireless Data Transfer between Host PC & Locks via Gateway
(&Routers)

[Start]

1. Commissioning of a Wireless Lock:

The process of commissioning a new wireless enabled lock for operation is done by following a 2-step
process which includes the following sequence:
e join the lock wirelessly to the E-Plex Gateway via the ZigBee wireless network,
¢ physically go to the lock and ZAC it by entering its unique 8-digit ZAC number at its keypad, and
e program the lock wirelessly.

Once this process is completed, the wireless lock becomes fully functional and can be controlled remotely by
the Enterprise software system operator from the Host PC. :

From the Manage Doors menu, first highlight and select your wireless lock(s) and then click Discover & ZAC
tab button at the bottom of the menu screen.

=

Manage Doors

Y V¥ ¥ DoorName Door Group v Lock Model ¥ Lock Function 7 Lock State ¥ Last Synched Network Status h'd Add
Canteen DG-Manufacturing  E-Plex 5700 Entry Lock NI, s,
o " Conference Room DG-Wireless E-Plex 5600 Entry Lock Unknown Not in Service
(6 A Marketing-Docs-R.. DG-Wireless E-Plex 5700 Entry Lock Unknown Notin Service Delete
C' Office-Corridor DG-Accounting E-Plex 5700 Entry Lock MNia &
(& Physics Lab-1 DG-Technical E-Plex 5700 Entry Lock NI NI Refresh
o .l Supplies-Area DG-Wireless E-Plex 5600 Entry Lock Unknown Mot in Service
Total Doors:
6
Updates Wireless Send Wireless Command
IE] Normal
Synched EI Low Access Maintenance Discover Locks Put Out of Service
@ Sync Required ’v_’(!| Wireless ’:‘ Dead Close

Step 1: As shown in “Step 1” of the Discovery Mode screen menu, highlight and select your wireless Gateway
(“Company-Gateway”, in this example) and click “Send Join On Command...” tab button to initiate the
network “join on” of this E-Plex Gateway to any of your selected wireless lock(s); you will select your wireless
locks to be joined in Step 2. This process may take between a few seconds to a few minutes to complete,
depending on your environment. On successful completion of the “join on” process, the system will
automatically send a “join off” command to the Gateway. You may also select the timeout duration for the “join
off” command to take effect -> 10 minutes through 2 hours so that the Gateway does not unnecessary stay in
a long “join on” mode if the lock(s) did not join the network for any reason.

Note: Optionally, you may also perform this same “join on” command from the Network Map menu screen
by highlighting and selecting this Gateway, right clicking on it and then clicking “Send Join On”. In either case
of initiating the “join on” command, the Gateway icon should turn green (from blue) as shown below to
indicate that it is ready to communicate.
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Discovery Mode

Info

Select the gateway that you want to put in Discovery Mode (Put the Gatways and all the routers in its Network in Join On
mode). Once in Discovery mode you will be able to go at each door location and enter its associated ZAC number.
Please perform Step 1 from the software and Step 2 from the lock.

Step 1: Put a Gateway in Join On mode.

The following list shows the available Gateways in the system.
‘You can have ONLY ONE Gateway at a time in the
discovery mode (Jon On Mode). Choose the gateway that
is physically closest to the selected dooi(s) in the Door list

Exit Zigbee Network after all doors are in service
[are part of the Gateway's Network).

If not all Doors Joined then automatically send

R the Join Off command after...
Gateway Name Status gtea[tﬁg]k
() 10 minutes (Default)
Company-Gateway Online Network Down R... .
O 20 minutes
O 1 hour
O 2hours

|
Send Join On Command to ‘
the Selected Gateway - .
Network Map

Step 2: Enter the ZAC in the Door

Door Name Zigbee Access Code The following list shows the ZAC numbess
that must be entered for each selected doors ﬁ
Conference Room 96284574 once the Send Join On command is sent.
Matketing- Docs-Room 53730763 B e
g To enter ZAC in the Door: il
Supplies-rea 03482819 #0334 2800 # -
Note: the lock must be in factory default with %

new master user already set.

Step 2: Then as shown in “Step 2” of the Discovery Mode screen, highlight and select your wireless lock or
locks (“Conference Room”, in this example) that will join the wireless network after a ZAC command is
performed at its lock keypad..

Step 2: Enter the ZAC in the Door

Door Name Zigbee Access Code The following list shows the ZAC numbers Wireless

that must be entered for each selected doors
Conference Room 96284574 once the Send Jon On command is sent. ;ﬁ ZAC: s 36:26:45.74
Marketing- Docs-Faom 537307 68 T A ZAC e D o LockState P ]
Supplies-Area 031482819 # # 088 # [ZAC) # Network Status: |:|

Note: the lock must be in factory default with Battery Level: Last Communication: unavailable

new master user already set. .
71 Allows wireless remote unlock

The lock must be at factory default state with default factory Master PIN set as 12345678 for the ZAC
command to work.

The lock keypad command sequence to “ZAC” a wireless lock at its keypad is:

## 088# [enter the 8-digit ZAC for this lock] #
For the above example, enter: # # 088 # 96 28 45 74 #

To ZAC a lock, somebody else (your colleague) must be physically present at this door location and enter the
above ZAC command sequence at the lock. The lock will flash both the Red and the Green LEDs
simultaneously every second for a few seconds. It will end with one last flash of the Green only LED with high
pitched tone of its internal buzzer, indicating that it has successfully joined the E-Plex (ZigBee) wireless
network. (It will end with Red light / low pitched buzzer tone, if ZAC’ing was unsuccessful).

Right after this, the Host PC will wirelessly (remotely) program this lock by downloading to this lock the lock <-
> users access rights data. Note: This last process may take from a few seconds to a couple of minutes and
so you must wait till it is done before the lock is ready for normal use. It will grant access to users with valid
credentials, plus the Enterprise system operator from the Host PC or any Client (if networked) PCs can
control the lock wirelessly such as re-programming, auditing, temporarily unlocking, activating/deactivating
passage, sending Emergency lockdown or Emergency passage commands etc.
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e The following screen shows the successful completion of the above sequence under the
Progress Log part of the screen -> network join, ZAC and programming of the lock wirelessly.

MEIX!

zcess Assignment  Reports  On Line Zigbee Network

System Setup  Help

3 Progless‘lr.og

Sent Time  Command
= 03/31/201... Program Lock

Progress Status

A0 e— Corrpleted

Sent Time % Door / Gateway Progress Status

03/31/2011 08:49:11  Conference Room By Success
Sent Time  Command Progress Status
= /03/31/2011.. ZAC ACCEPTED o.. eeGcGecGbi0ssssm Completed
Sent Time Door / Gateway Progress  Status
03/31/2011 08:49:09  Conference Room Bl Success
Sent Time  Command Progress Status
=) 0343172011 .. Network Join On e P b

Sent Time Door / Gateway
03/31/2011 08:47:43 Company-Gateway

Progress  Status

Ry Success

Completed Time -
03/31/2011 08:49:35
Response Time

03/31/2011 08:49:35

Completed Time
03/31/2011 08:43.08

Response Time
03/31/2011 08:49.08

Completed Time
03/31/2011 08:47:42

Response Time
03/31/2011 08:47:42

The following are a few example screen shots showing various commands that can be given wirelessly
from the Host PC station to the lock, and the consequent status info from the lock, back to the Host PC. All
this ZigBee wireless communication is via the E-Plex Gateway (and the Routers, if installed):

e The “Conference Room” lock belonging to the E-Plex Gateway called the “Company Gateway” is
wirelessly online now with very good RF signal strength (between -20dB and -80dB). It also shows
the other two wireless locks in the system, but are not yet joined online (not in service yet):

Gateways

!elwork Map for selected Gateway

Attribute:

4

] ﬂéCOmpany-Gateway?

| 1§ Doors NotJoined || Rogue Locks | . L. Lost Routers
J@ Marketing-Doc-Room

m Supplies-Area

Door Group V¥ Lock Model

DG-Manufacturing E-Plex 5700
E-Plex 5600
E-Plex 5700
E-Plex 5600
E-Plex 5600

Canteen
A1 Marketing-Doc-Ro.. DG-Wireless

Office-Corridor DG-Accounting
I Supplies-Area DG-Wireless
Conference Room  DG-Wireless

Entry Lock
Entry Lock
Entry Lock
Entry Lock
Entry Lock

Y ¥ ¥ DoorName
(%
5
(5
(5

"'l_d_’l[ & ¥ conference Room

(8224
‘B Firmw:
AV Re

'__ Conference Room

Status: ONLINE

Battery Levet Normal

Lock Programming: No Updates Required
Hub to Lock RSSI: -39

Lock to Hub RSSI: -39

Last Ce 4/14/2011 8:25:42 AM
=Rt ]

¥ Lock Function 7 Lock State

Join Co
Lock Cr
Total Le
Unjoin (
B Netwo
Comm b
Gatews
IP Addr
MAC A
Node IU
Node I0
Parent |
Parent |
Zigbee

Manage Doors

¥ Last Synched Network Status g Add
N/A 24iFebf2011 5.. NiA
Unknown Not in Service
Ni& Ni&
Unknown

Edit

Delete
Not in Service

31/Mar2011 8.. Online

Natiaal Refresh
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I Control Panel

@ Dashboard

Door Status

Door Battery Status

Door State

Signal Strength

L

2. Remote Control & Maintenance of a Wireless Lock:

e The “Lock Events” of Events part of the screen shows the audited events that occurred at the lock
such as user access, passage, remote unlock etc which are shown in real time:

JCI=)

| @ Lock Events | @ System Events

Show
@ AllEvents

O User Access Events Only

@ Pause Refresh

Date Time

Door Name:

Event

User

:03/31/2011 11:23:19

Conference Room

Open Card Only

Lessard Steven

03/31/2011 11:22:35
03/31/2011 11:21:23
03/31/2011 11:20:51
03/31/2011 11:20:30
03/31/2011 11:20:28
03/31/2011 11:20:24
03/31/2011 10:59:18
03/31/2011 10:59:16
03/31/2011 10:53.09
03/31/2011 10:57:10
03/31/2011 10:56:57
03/31/2011 10:56:46
03/31/2011 08:52:20
<

Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room

Individual Passage [Wireless)
Remote Unlock [Wireless)

Key Overide Detected

End Manual Programming Mode
Disable Passage Mode

Start Manual Programming Mo...

End Manual Programming Mode
Enable Manual Passage Mode

Start Manual Programming Mo...

Open PIN Only
Invalid PIN
Invalid PIN
Open Card Only

Thomas, Jawa
Thomas, Jawa

Thomas Jawa
Thomas Jawa
Thomas Jawa
Lessard Steven
Lessard Steven
Lessard Steven
Thomas Jawa

Lessard Steven

@Events
© Lock Events | @ System Events

Show
© AllEvents
© User Access Events Only

(1)  Pause Refiesh

& Control Panel

Door Status

’ Dashboard

Door Battery Status

Door State

Date Time.

03/31/2011 10:57:10
03/31/2011 10:56:57
03/31/2011 10:56:46
03/31/2011 08:52:20
03/31/2011 08:52:14
03/31/2011 08:52:10
03/31/2011 08:43:33
03/31/2011 08:51:17
03/31/2011 08:43:11
03/31/2011 08:43:08

Door Name:

Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room

Event

Open PIN Only
Invalid PIN

Invalid PIN

Open Card Only
Open PIN Only
Invalid PIN

Clack Updated [Wirele...
Programming Done
Lock Identification
ZAC Request

User -
Thomas Jawa

Lessard Steven

Thomas Jawa

N
N/&

N/&

e The “System Events” of the Events part of the screen shows the Gateway, Router, network etc
related system level events.

gtvanh

eI

© LockEvents @ System Events

Date Time

04/14/2011 08:25:11
04/14/2011 07:55:47
04/14/2011 07:45:46
04/14/2011 07:35:46
04/14/2011 07:31:09
04/14/2011 07:30:30
04/14/2011 07:30:29
04/14/2011 07:30:09
04/14/2011 07:28:10
04/14/2011 07:28:07
04/13/2011 16:24:33
04/13/2011 16:14:32

Gateway

Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway
Company-Gateway

Event

Gateway Ready

Zigbee Network Topology
Zigbee Network Topology
Zigbee Network Topology
Time Synch Request

Remote Locate Door
GatewayRouterStatus
Lockldentification

Gateway Router |dentification
Gateway Router |dentification
Zigbee Network Topology
Zigbee Network Topology

MAC Address

N/&
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24
00:0E:24:00:14:24

e This screen shows the (wireless Commands sent & the received Status) Progress Log info:
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|, ProgressLog

{

Sent Time  Command Progress Status Completed Time -
=-403/31/2011... Get Lock Status el bO G _Oriplcted 03/31/201111:32:42
Sent Time Door / Gateway Progress  Status Response Time
03/31/201111:32:41  Conference Room ll0say Success 03/31/2011 11:32:42
Sent Time  Command Progress Status Completed Time
=-/03/31/2011.. AuditLock e HOG R i bl 03/31/201111:30:29
Sent Time Door / Gateway Progress  Status Response Time
03/31/201111:30:09  Conference Room 0%  Success 03/31/201111:30:29
Sent Time  Command Progress Status Completed Time
= 03/31/2011.. Remote Cancel Passage.. |GcGcGeGbGBBsase. Completed 03/31/201111:27:28
Sent Time Door / Gateway Progress  Status Response Time
03/31/201111:27:29  Conference Room ARy Success 03/31/201111:27:28
Sent Time  Command Progress Status Completed Time
[=-/03#31/2011.. Remote Passage Door A0 Completed 03/31/201111:22:35
Sent Time Door / Gateway Progress Status Response Time
03/31/201111:22:33  Conference Room WlBRERy Success 03/31/201111:22:35
Sent Time  Command Progress Status Completed Time
[=-/03/31/2011... Remote Door Unlock 0. Completed 03/31/201111:21:23
Comnt Timmm Mimme 2 abmiiiman Demmemnn Chabiia Damnmmnman Tirmm Y.
«| | »

e From Manage Doors menu, select your lock and click Access tab to perform various wireless
remote access functions on this lock such as -> Remotely Unlock (for temporary access only for
each unlock activation), or Activate/Deactivate Passage mode, or Activate lockdown:

Send Wireless Command

l Access [ Maintenance Discover & Z4C Put Out of Service

Wireless Lock Access Commands E

J@ Send Wireless Command

Doors

Select the door that you want to send a command to.

Door Name LockState
Conference Room Normal

Access Commands
This command opens the wireless door for a specific period. [ Activate Remote Unlock ]
This command puts the wireless door in the Passage Mode. [ Activate Passage Mode I

This command Locks Down the wireless door. [ Activate Remote Lockdown Mode. ]

This command removes the Lock down mode that was

previously set Deactivate Remote Lockdown Mode

This command removes the Passage mode that was previously

et Deactivate Remote Passage Mode

e From Manage Doors menu, select your lock and click Maintenance tab to perform various
wireless remote maintenance functions on this lock such as -> Program lock, or Get Status from
lock, Set Date&Time in lock, Page a lock, or download Audit (saves it in Reports automatically):
Note: When you program the lock the first time with a large number of users who should have
access to the door, it will send all these users to the lock. If you reprogram the lock with only a few
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user access changes (additions and/or deletions), the system will send only this changed info to
the lock (“delta”), instead of updating all users again, thus considerably saving the reprogramming
time period.

Send Wireless Command

Access ] l Maintenance | Discover & ZAC Put Out of Service

Wireless Lock Maintenance Commands E

J@ Send Wireless Commands

Maintenanace, Commands

Select a door then click on a button to execute the command

Batch Commands
[] Send Al Users

This command sends new lock. _
DoxHarie configuration to selected doors. Gicgandindatel ockls)

Conference Room

This command retrieves the status of all

wireless doors present in the list. Get Status

This command sends the date and time

of all wireless doors present in the list,

one lock at a time. ‘You wil be asked to Set Date/Time
select a specific door before the
command is sent to the lock.

Single Lock Command

Conference Room v |

This command sends a command to a specific lock to annunciate
itself. This will help you to physically locate the lock. Please select
a specific door from the dropdown and then click on Page Lock
button to send the command.

Page Lock

This command will request the last audits from the selected door

in the dropdwon. The audits events are retrieved starting with the ~ Audit Count: 500 52 I
most recent event. To retrieve more audits change the value -
within the dropdown box labeled ** Audit Count”. Audit Lock.

¢ From Manage Doors menu, select your lock and click Put Out of Service tab to take an existing
wireless lock from its online to offline wireless status. The only time you will need to do this to a
wireless lock or locks is, if there is any service to be performed on this lock(s) or its parent
Gateway (and/or Routers).

Important: Once the applicable device is serviced and ready, you must “join on” and re-ZAC the
lock to your wireless network so as to put it back in service for normal operations.

Send Wireless Command

Access ] [ Maintenance Discover & ZAC Put Dut[of Service
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3. Scheduled Auto Programming of Wireless Locks:

e After changes have been made to doors in the software, they will need to be wirelessly
reprogrammed. To avoid having to program locks manually and the disruption during the day this
may cause, a feature that allows you to schedule or defer the programming to another or later
time is available under ‘System Settings’ per below. Under ‘Lock Programming’, you can ‘Enable
Auto Lock Programming’ and select a more convenient or off-time where the system will
automatically reprogram the locks.

System Settings

Time Format User PIN Length

o 4 5
©) 12 Hour Time (AM/PM)

24 Hour Time Site Private ID Site Credentials
11 PIN Only (3200, 5200 locks)
| Prox Card (3700, 5700 locks)
Default Path for Reports | SmartCard (3600, 5600 locks)
C:\Users‘\bemtst\Documents\Reports
Smart Card Type
Prox Card Bit Format Smart Card Bit Format MIFARE =

J
@) Standard Wiegand (26-Bit) Standard Wiegand (26-Bit)

Other 3) Other Em———
Default User Credential PIN Only v

|
Defautt Lock Type E-Plex3200 ~

\wireless Configuration
Enable Online Communication Wireless Emergency Settings

Lock Programming

V| Enable Auto Lock Programming Program Time  8:30 PM £

4a. Emergency Lockdown & Emergency Passage of Wireless Lock(s):

e The E-Plex Enterprise wireless system supports two major emergency situations on your
site where the E-Plex wireless locks are installed ->
0] a system wide global, or by a pre-configured Door Groups based
Emergency Lockdown (shut down) of the wireless door locks, and
(i) same as above to perform an Emergency Passage (evacuation) mode.

Important: In System Settings, you must select and check ahead of time what
Door Groups where the locks belong must respond accordingly to the above
Emergency commands. You also have an option of checking the “Global”
setting box in which case all your wireless door locks on your site will be
affected by the Emergency commands.

e From the time you send one of these two Emergency commands from the Enterprise
software Dashboard menu tabs to the time the locks go into these emergency states is
very quick and is typically under 10 seconds.

e You can do only one of the two Emergency commands (Lockdown or Passage
/Evacuation) at a time. After sending an Emergency command, you must always send a
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“Normal” mode command for the locks to get back to their previous non-emergency
state. Only after getting back to the “normal state” will you be able to send the other
Emergency command to the locks.

Warning: During an Emergency lockdown/shutdown state, only those users
selected under the system settings screen will open the door(s), except for the
mechanical override key.

o The following few screens show the operational effects the Emergency commands and
are self explanatory:

Send an Emergency Lockdown command to a selected Door Group(s), view the
affected door(s) to enter this shutdown state (Red color main menu), send the
Normal state command (Blue color main menu), and repeat the above for an
Emergency Passage (Green color main menu).

[Emergency Lockdown...]
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'Emergency Control &

Send Emergency Lockdown Command

Please select the Door Group(s) on the
left for sending the Emergency
Lockdown command.
DG-Accounting
b Ma Doe, Jane
(N S In service)
o i |
DG-Manufacturing
b h
(N
E-Plex Enterprise Software
DG-Technical
4 ha 1
( Doors
Are you sure you want to put all the Doors in the
5 agr:greer'lis:s sardicioven Selected Door Groups in the lockdown mode?
(1 Wireless Door in service)
Based on your selection, the
Emergency Lockdown command will be
sentto 1 Doors.
Send System Lockdown tothe e

Bl E-Plex Enterprise Software &
File Schedules Holidays/vacations Door Groups Doors  Access Groups  Departments  Users  Access Assignment  Reports  On Line Zigbee Network  System Setup Help

TR RN O -TISA

é Lock Events | @ System Events
Show

: Progress Log

Sent Time  Command Progress Status Completed Time:
© AlEvents [ 03/31/2011... Remote System Lockdown — AG_G_G—GAMA— Compisted 03/31/2011 11:38:06
O User Access Events Only ” -
Sent Time Door / Gateway Progress Status Response Time
03/31/201111:38:07  Conference Room WD Success 03/31/2011 11:38:06
Sent Time  Command Progress Status Completed Time
[=/03/31/2011... Get Lock Status e Completed 03/31/2011 11:32:42
Daisiling Daaglaie Een - Yeay Sent Time Door / Gateway Progress Status Response Time
03/31/2011 11:38:06  Conference Room Emergency Lockdown [Wireles.. Thomas, Jawa 03/31/201111:32:41  Conference Room AR Success 033172011 11:32:42
03/31/201111:30:23  Conference Room  Audit Lack Thomas, Jawa
03/31/2011 11:28:45  Conference Room  Open PIN Only Supervisor Maintenance:-. SentTime  Command Progress Status Completed Time
03/31/2011 11:27:28  Conference Room  Cancel Individual Command (.. N/A E-{03/3172011E7 Audit Lock I—AR— Corrpitcd 03/81720111:30:29
03/31/201111:27:28  Conference Room  Disable Passage Mode Thomas, Jawa Sent Time. Door / Gateway Progress Status Response Time
03/31/201111:27.10  Conference Room  Invalid PIN 03/31/201111:30:03  Conference Room 0%  Success 03/31/2011 11:30:29
03/31/201111:23:19  Conference Room  Open Card Only Lessard Steven . .
03/31/2011 11:22:35 Conference Room  Individual Passage [Wireless) Thomas, Jawa & E;‘;L‘g‘;ﬂ Cﬂot:n::dCancel == Ripgess SCtoar:::leted g;/rgl:lie;?::fﬂza
03/31/2011 11:21:23  Conference Room  Remote Unlock [wWireless) Thomas, Jawa - i =
03/31/2011 11:20:51  Conference Room  Key Overide Detected Sent Time Door / Gateway Progress  Status Response Time
03/31/2011 11:20:30  Conference Room  End Manual Programming Mode  Thomas Jawa 03/31/201111:27:29  Conference Room lligay Success 03/31/2011 11:27:28
03/31/2011 11:20:28  Conference Room  Disable Passage Mode Thomas Jawa ‘ PR sy Pragiess Status CompletedTime.
03731 /2011 11:20:24  Conference Room  Start Manual Programming Mo.. Thomas Jawa ‘[_Il & | 03/31/2011... Remote Passage Door P Completed 03/31/2011 11:22.35
4 » 4

~! Control Panel

Door Status Door Battery Status Door State

=
3
2
bl
]
a
&

Current system emergency state is Lockdown. k
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@ Events JCl%] ProgressLo
| @ Lock Evenls‘\ @ System Events
0 Sent Time
@ &llEvents

O User Access Events Only

@ Pause Refresh

Door Name
Conference Room

Date Time Event
03/31/2011 11:39:38
03/31/2011 11:38:06
03/31/2011 11:30:29
03/31/2011 11:28:45
03/31/2011 11:27:28
03/31/2011 11:27:28
03/31/2011 11:27:10
03/31/2011 11:23:19
03/31/2011 11:22:35
03/31/2011 11:21:23
03/31/2011 11:20:51
03/31/2011 11:20:30
03/31/2011 11:20:28
<

Conference Room
Audit Lock

Open PIN Only

Cancel Individual Command [..
Disable Passage Mode

Invalid PIN

Open Card Only

Individual Passage (Wireless)
Remote Unlock [Wireless)

Key Override Detected

End Manual Programming Mode
Disable Passage Mode

Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room
Conference Room

Key Override Detected
Emergency Lockdown (Wireles...

User

Thomas, Jawa
Thomas, Jawa

Supervisor Maintenance.

N/&
Thomas, Jawa

Lessard Steven
Thomas, Jawa
Thomas, Jawa

Thomas Jawa
Thomas Jawa

[=-/03/31/2011.

Sent Timr
03/31/2

Sent Time
03/31/201.

I}

-

Sent Tirr
03/31/72

Sent Time
=/ 03/31/2011.

Sent Ti
03/31/2

Sent Time.
= 0373172011,

Sent Tim
03/31/2

Sent Time
= 03/31/2011.
4

o

Door State

Door Battery Status

@ Dashboard

Current system emergency state is Lockdown.

[Normal state command...]

e Normal Operation Command

This command puts all the Wireless Locks
back to its original state prior to the
Emergency Command.

@ Events
| @ Lock Events | @ System Events

Show
@ &l Events
O User Access Events Only

Pause Refresh

Date Time Door Name Event User
03/31/2011 11:41:25  Conference Room  Cancel Emergency (Wireless) Thomas, Jawa
03/31/2011 11:33:38  Conference Room  Key Override Detected

03/31/2011 11:38:06  Conference Room Emergency Lockdown [Wireles.. Thomas, Jawa

= ProgressLog

Sent Time  Command Progress Status Completed Time
= 03/31/2011... Remote System Normal 00— Completed 03/31/2011 11:41:25
Sent Time Door / Gateway Progress Status Response Time
103/31/2011 11:41:21  Conference Room Ry Success 03/31/2011 11:41:25
Sent Time  Command Progress Status Completed Time
=/ 03/31/2011.. Remote Syster Lockdown  |eGeGliOasss—. Completed 03/31/2011 11:38:06
Sent Time Door / Gateway Progress Status Response Time
103/31/2011 11:38.07  Conference Room llisay Success 03/31/2011 11:38:06
Sent Time  Command Progress Status Completed Time
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[Emergency Passage...]

Emergency Control |

Send Emergency Passage Command

[ Select/Unselect &ll Door Groups

Please select the Door Group(s) on the
Default left for sending the Emergency Passage
4 alManager command.
DG-Wireless
4 Manager: Lessard, Steven
{1 Wireless Door in service)
Based on your selection, the
Emergency Passage command will be
sentto 1 Doors.
| Send Emergency Open tothe 'E
Bl E-Plex Enterprise Software Ji

File Schedules Holidays/Vacations Door Groups Doors  Access Groups  Departments  Users  Access Assignment  Reports  On Line Zigbee Network  System Setup  Help

35 | 09| ik i) ¢ Jig ) o | gﬂ

Q@ Events , ProgressLog
Show
Sent Time  Command Progress Status Completed Time
© AlEvents =/03/31/2011.. Remote System Passage  eG_—_laBiassssss Complzted 03/31/2011 11:45:49
O User Access Events Only " .
Sent Time Door / Gateway Progress Status Response Time
03/31/2011 11:45:50  Conference Room Wl Success 03/31/2011 11:45:49
Sent Time  Command Progress Status Completed Time
[=-/03/31/2011.. Remote System Normal 00— Completed 0373172011 11:41:25
Date Time Door Name Event - User = Sent Time Door / Gateway Progress Status Response Time
03/31/2011 11:45:49  Conference Room  Emergency Passage [Wireless) Thomas, Jawa 03/31/201111:41:21 ' Conference Room “ SHicoEse 03/31/2011 11:41:25
03/31/2011 11:41:25 Conference Room  Cancel Emergency [Wireless) Thomas, Jawa
03/31/2011 11:33:38  Conference Room  Key Override Detected Sent Time  Command Progress Status Completed Time
03/31/2011 11:38:06  Conference Room  Emergency Lockdown [Wireles.. Thomas, Jawa (=/03/31/201... Remote System Lockdown  |NG_—_—_—-IOARMNNG—_—_G Complcted 03/31/2011 11:38:08
03/31/2011 11:30:29  Conference Room  Audit Lock Thomas, Jawa Sent Time Door / Gateway Progress Status Response Time
03/31/201111:28:45  Conference Room  Open PIN Only Supervisor Maintenance-. 03/31/201111:38:07  Conference Room W0 Success 03/31/2011 11:38:08
03/31/2011 11:27:28  Conference Room  Cancel Individual Command [.. N/& 3 .
03/31/201111:27:28  Conference Room  Disable Passage Mode Thomas, Jawa 1 Senk,Tine oy Cominand Erogress Stalus Comloled Tine
0373175011 112710 Conferance Room  Invaid PIN [=-/03/31/2011... Get Lock Status e — Corpleted 03/31/2011 11:32:42
03/31/201111:2319  Conference Room  Open Card Only Lessard Steven Sent Time Door / Gateway Progress Status Fesponse Time
03/31/201111:2235  Conference Room  Individual Passage [Wireless) Thomas, Jawa 03/31/201111:32:41  Conference Room Wy Success 03/317201111:32:42
03/31/2011 11:21:23  Conference Room  Remote Unlock (Wireless) Thomas, Jawa e Progress Siatiis Completed Time
03.;31 #2011 11:2051 - Conference Room  Key Override Detected I ‘Jﬂ e | 03/31/2011.. AuditLock P Completed 0373172011 11:30:29
4 4 4

= Control Panel

Door Status Door Battery Status Door State

=
g
=
]
a
&

Current system emergency state is Global Passage.
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[Back to Normal state ...]

e Normal Operation Command

This command puts all the Wireless Locks
back to its original state prior to the
Emergency Command.

4h. Initiating Emergency Commands via a Wireless Lock’s Keypad:

e The same Emergency commands above can also be executed directly at a wireless lock’s
keypad.

Note 1: The emergency commands can be performed by the Master or any other authorized
Manager or Access user at any one wireless lock that was already pre-configured in the software
to switch to emergency state. This action at one lock’s keypad will automatically put all pre-
configured wireless locks to switch to emergency state immediately within 10 seconds.

Note 2: The authorized user credential (Manager or Access User) that can perform this

Emergency operation at the lock’s keypad must have been already programmed into this lock as a
valid user.

e The emergency command executions at the wireless lock’s keypad are as follows:
o #authorized Credential # 911 # for Lockdown,
o #authorized Credential # 811 # for Passage/Evacuation

Important: During the Emergency lockdown state, only the user levels selected under system
settings will open the locks that are in emergency state. In default mode, none of the valid user
credentials including the Master’s credential will open the door.

Warning: All Emergency Commands can only be set to ‘Return to Normal’ by a Level 1 or 2
Operator using the Enterprise Software at the Host or Client PC. These commands cannot be
‘Returned to Normal’ at any lock keypad.

Please refer to Chapter 4, “Operating the E-Plex Lock at its Keypad” for more details.

[End]
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Appendix: Software Installation

The Enterprise Version 3.1 Software supports Kaba’s E-Plex
Wireless system Locks

This section describes the complete software installation process including the software
registration and activation process.

Note 1: The software installation procedure described here is for a “Standalone” Express
installation with minimal user interaction. All software modules will be installed on a
Standalone single PC where it will automatically install the Server and the Client components
of the software and also the PC M-Unit software.

You may also select the “Network” Custom Install option if you are installing software on
separate Server and Client PCs in a networked environment. In this case, you must follow the
correct order/sequence of installation which is described in the (Software) “Installation
Procedure” document shown on the software CD main menu.

Note 2: During the Standalone / Express install option, the installation software will also
install the PC M-Unit program on the same PC. At the end of installation you will have the
Server, Client and M-Unit software components, all installed on one PC for convenience.

If you prefer, you can install the PC M-Unit software only, on a separate Windows OS (Home
Edition or higher) compliant portable mini Laptop or Netbook PC. In any case, when you
want to program and/or audit the locks, you must use Kaba’s IrDA Communications adapter
kit that comes with the E-Plex PC M-Unit kit.

Note 3: If your facility contains only the E-Plex wireless enabled lock models, you do not
need to use the PC M-Unit for programming and auditing the locks since these functions are
done wirelessly from the Host PC software remotely. However, if your E-Plex wireless
network is down and you need to program and/or audit the wireless locks, you can use the
PC M-Unit to do carry out these functions.
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Software Reqistration and Licensing

Kaba Access Control’s E-Plex Enterprise software requires you to register your individually
licensed copy of the software with Kaba Access Control in order to use the software.
Registering the software will help secure your system database and the locks on your site
and will also aid Kaba Access Control in making you aware of any new software upgrades,
patches, etc. when required.

On the CD envelope of the E-Plex Enterprise software CD, you will see a sticker with a
unique 6-digit Serial Number for the software which is part of your unique 10-digit Site
License Number. Additionally, the second line of the label on the CD jewel case will be titled
“Site Private ID” with a blank space against it. For easy reference, you can write down this 8-
digit software security key (number) that you will be asked to enter when you login to the
software system the very first time. This key is used in the system as part of a unique
encryption key for your facility and can also be accessed from the “System Setup” menu.

The 10-digit unigue Site License number contains your:

0] Serial number (6 digits, always unique),

(ii) Software Type (1 digit: “1”= Full Featured version, ie., Not a Trial version),
(iii) Number of Seats (2 digits: “25”= Unlimited). and

(iv) Software Product (1 digit: “1” = E-Plex Enterprise).

You will be required to enter the above digits of your Site License number which is printed on
the sticker of the software CD envelope. (Note: The very last digit “1” for “Software Product”
is not required to be entered),

The following are a few examples of End Users’ Site License number that you must enter to
register the software. Note that only your 6-digit Serial number is unique; you must enter the
“Software Type” as always “1” and the “Number of Seats” as always “25”, as shown on the
software CD envelope sticker.

112233 -1-25
223344 -1-25
334455 -1-25

The registration process is quite simple, and you can register the software in one of two
ways:

Register online at Kaba Access Control’s software registration website, anytime of the day or
night (24/7), or

Register by calling our Technical Support line at 800-849-8324 or 336-735-1331, Monday
through Friday between 8:00 AM and 5:00 PM Eastern Standard Time.

Important: You will not be able to install the software if you do not complete the
registration process with Kaba Access Control.

Software Reqistration

Complete the following steps to register the software:
e Insert the E-Plex Enterprise Installation CD into the appropriate drive of the PC.

e The E-Plex Enterprise Software Installation Browser loads and displays the E-Plex
Enterprise Software browser menu.
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e The System Requirements, Software User Guide and the Installation Procedure
documents are provided on the install CD for your reference. There are two software
installation options available: (i) For most cases where everything will be run from one
PC, select the “E-Plex Enterprise for Standalone” (Express) install option. (ii) If you
are going to be using separate Server PC and many different Client PCs in a networked
environment, select the “E-Plex Enterprise for Network” (Custom) install option.
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e Important: If you selected Network / Custom install option, you must follow the exact
sequence of Server and Client parts of the software modules installation in Custom /
Network install environment as described in the (Software) Installation Procedure
document included on the software install CD.

Please consult with your IT department personnel for Network install authorization rules,
SQL related info, firewall restrictions etc that apply to your situation. All this must be
sorted out before installing the E-Plex Enterprise software for a successful Network install
environment.
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Note: The software registration process occurs at the very beginning of the installation,

both for the Standalone Express install and for the Network Custom install; when doing a
Network install, the software registration will be done only on the Server software install
phase (and not during Client(s) part of the software install) .

E-Plex Enterprise 3.1
| |

I .

System Requirements
Software User Guide

Wireless Capabilities \

Installation Procedure

Install E-Plex Enterprise

cr

Exit

Option 1: Standalone / Express Installation:

e The software install section here is for the Standalone Express install option,
starting with the software registration process.

@) E-Plex Enterprise =1 S|

E-Pltfx Enterprise 3.1

‘\41—"' Wireless Capabilities \

E-Plex Enterprise for Standalone *

E-Plex Enterprise for Network

Upgrade from 1.2 to 3.1

< Back

Note: You may also have a third option for “Upgrade”. That is, if you already have a previous
Enterprise software Version 1.2 or higher installed on your PC, you simply click on the
“Upgrade” option. Your current Version software will be automatically upgraded to the new
Version 3.1 software which also contains the wireless capability, maintaining your existing
database. For further info on upgrading your current software version to the newer software
version, please contact Kaba’s Technical Support team.
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The system displays the following screen, which prompts you to choose one of the two
options to register your software — (i) either through Kaba Access Control’s dedicated

website, or (ii) by calling Kaba Access Control’'s Technical Support phone line, as shown
below:

E-Plelx Enterprise

i Wireless Capabilities.

You must first register the software before
proceeding further.
You can register by selecting either of the
following two options.

| Please have the 6-digit Serial Number

| found on your Software CD case ready:

Option 1 : Register Online

Option 2 : Register by Phone

N

< Back

If you click Option1: Register Online, proceed to the next step. If you click Option 2:
Register by Phone, proceed to Page 6-9 “Option 2. Registering by Phone...”.

(Registration) Option 1: Registering Through Kaba Access Control’s Website

This action assumes that your PC can connect to the Internet. When you select this

option, the system displays the following screen directing you to Kaba Access Control’s
software registration website:

E-Plex Enterprise 3.

You are registering Kaba's E-Plex Enterprise Software by Phone.

Please call Kaba's Technical Support phone line at 800-849-8324 or
336-725-1331 between 8:00 PM and 5 PM, Monday through Friday (except
holidays), Eastern Standard Time.

- *Give your contact information
*Give your 6-digit Serial number
*Receive your unique 8-digit Validation Key (number)

After registration click on the "Continue installation” button to start the
installation.

You will be prompted to enter the 6-digit Serial number and the 8-digit
Validation key to proceed with the installation.

| http://eplex.kabailco.com

Continue instailatior{b

< Back
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e Click the Kaba Software Registration Website link first. The system opens your default
Web browser to the Kaba Access Control Software Registration page.

Kaba Access Control Software Registration

Please choose your software:

Software Selection v
Software Selection

o Corp

E-Plex Advanced ACS

o Select the E-Plex Enterprise Software Registration option. The system opens the E-Plex
Enterprise Software Registration page.

E-Plex Enterprise Software Registration
Thank you for purchasing our product. Please choose the
appropriate option below:

{ By
| am registering my product for the first time.
\ &

| am already registered but lost my product
Registration / Activation key. v

Click on Registering my product for the First time option.

Note: If you had already registered in the past and want to just retrieve your original
registration/activation key from Kaba Access Control, proceed to Page 6-9, “Lost
Registration/Activation Key”.
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Registering for the First Time:

If you are registering your software for the first time, select the first (Green) option. The
system displays the E-Plex Enterprise Software Registration page.

E-Plex Enterprise Software Registration
Thank you for purchasing our product. To activate your lock, please fill out this form to
receive your registration key.

Please note that any information you submit to us will be kept strictly confidential anc%vill
not be shared with any other company.

* required fields

CONTACT INFORMATION

Tuesday, June 23, 2009

First Name* Last Name:*
Company/Organization Title /Position:
Address:*

City:* State/Province:*

Select State / Provig(ﬂ

Zip/Postal Code: Country:*
Select Country [v]
Phone Number:* Fax Number:

Email addracc-X Email addracc anain tn canfirm X%

Complete the fields of the Contact Information area. Fields followed by an asterisk (*)
are required.

Complete the fields of the Software Registration area. Your Serial Number, Software
Type and the Number of Seats info are located on the sticker on your software CD jewel
case. Also, select the E-Plex lock model(s) you will be using this software version.

Purchased from which dealer? Date registered: (mm/dd/yyyy)*

04/19/2011

SOFTWARE REGISTRATION

Select the lock model(s) that will be used Software version:
with this software:* ® E-Plex Enterprise

EXX00W = E-Plex Wireless Enabled Lock
E5700 [] E5600 [¥] E5200 [¥] E3700 [J E3600 [] E3200

es700w [] eseoow [ es200w [] 3700w [] 3600w [] E3200W

Please enter your 6-digit Serial No. from the Site License No.
as printed on your CD/jewel case:

[Site License No. = Serial Number - Type - Seats]

Serial Number:* Type: Seats:
(6 Digits)
235462 - |1(FullFeawred)[v| - [25Seats|v|

SITE INFORMATION

How did you first hear about this Kaba product?

Complete the fields of the Site Information area if you choose to provide additional
information to Kaba Access Control. A sample of some of the fields is shown below.

6-8
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SITE INFORMATION

How did you first hear about this Kaba product?

O Advertisement

O Web Search

®Kaba Sales Representative
O Security Consultant

O Access Control Dealer

O Door Company,/Distributor
O Locksmith Wholesaler

O Locksmith

O Other / specify: i

What type of installation will be utilizing the software?
(check all that apply)

[[J commercial Building

[“I College / University
[Jschool / Educational

[ airport / Port Authority
[industrial / Manufacturing
[ Government / Military
[JHospital / Healthcare
[Jother / specify: |

Note: Information submitted is kept private and used only by Kaba Access Control for
informational purposes.

¢ When you have completed the registration, click Submit.

> SUBMIT EeldY4

Click on "SUBMIT” only once and wait. It may take up to 30 seconds for the system
to process and validate your request.

Copyright 82009 Kaba Ilco Corp.

The system will automatically generate your unique 8-digit Registration/Activation Key
based on your input:

Your Registration Key: 37200992

Please write down your registration key number and close this page,
Follow the software install screen prompts to finalize your installation.

e Complete the registration process by clicking on the tab Continue Installation as
displayed on the registration screen earlier, shown on Page 6-6.
After registration click on the "Contir
installation.

You will be prompted to enter the 6-d
Validation key to proceed with the in:

http://eplex.Kabailco.cor

|
Continue lnstallaﬂo%

e You will be asked to enter your Serial number again along with your Registration
/Activation key you just received to complete the registration and activation of the
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software. Proceed to Continue with Registration on Page 6-11.
Lost Registration/Activation Key:

If you had lost your registration key and need it for re-installation of the previously
registered software, select the second (Red border) option. The system displays the
Registration/Activation Key Retrieval screen.

E-Plex Enterprise Software Registration

Registration / Activation Key Retrieval
If you lost your registration / activation key, the system can send

it to the original email account that was used to register your

product,

If you do not remember the email address you used when you
registered your product, please call Kaba's technical support phone
line at 1-800-849-8324 or 1-336-725-1331 between 8:00am and
5:00pm, monday through friday (except holidays), Eastern

Standard Time.

Email Address:

jthomas@kws kaba.com|

e Type your Email Address in the field and click Send Registration/Activation Key.

You will receive a separate e-mail from Kaba Access Control with your Registration Key.

" E-Plex Enterprise Registration / Activation Key Retrieval

KabaAccessControl to: jthomas

From <KabasccessControl@kaa.kaba.com>

<jthomas@kws kaba.com>

E-Plex Enterprise Software Registration

Registration / Activation Key Retriewval - CONFIDENTIAL

This is an automated message. Do not reply.

Your Registration / Activation Key: 18057364

Write your Registration key down and close the window. This number will be used to re-

activate your software. On the Install E-Plex Enterprise Access Control Software
screen, click Continue Installation tab on the screen to complete the software

registration process.

After registration click on the "Contir
installation.

You will be prompted to enter the 6-d
Validation key to proceed with the in:

http://eplex.Kabailco.cor

|
Continue lnstallaﬂo%

You will be asked to enter your Serial number again along with the Registration /
Activation key you received to complete the installation.

Proceed to Continue with Registration on Page 6-11 in this chapter.
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(Registration) Option 2: Registering by Phoning Kaba Access Control’s
Technical Support

e Click to select this option.
S erecinenss N ===

E-Plelx Enterprise .

“ Wireless Capabilities

You must first register the software before
proceeding further.
You can register by selecting either of the
! following two options.
| Please have the 6-digit Serial Number
found on your Software CD case ready:

Option 1 : Register Online

Option 2 : Register by Phone

&

< Back

e The system displays the following screen.
KARA E-Plex Enterprise 3.1

You are registering Kaba's E-Plex Enterprise Software by Phone.

Please call Kaba's Technical Support phone line at 800-849-8324 or
336-725-1331 between 8:00 PM and 5 PM, Monday through Friday (except
I holidays), Eastern Standard Time.

*Give your contact information
*Give your 6-digit Serial number
*Receive your unique 8-digit Validation Key (number)

After registration click on the "Continue installation” button to start the
i tion.

You will be prompted to enter the 6-digit Serial number and the 8-digit
Validation key to proceed with the installation.

http:/eplex.kabailco.com

Continue instailatior{b

< Back

e Follow the instructions on the screen to register by calling Kaba Access Control’s
Technical Support line.

e Kaba Access Control’s Technical Support personnel will first register your contact info,
Serial Number, Type of Software info and the Number of Seats info for your software
(from your software CD jewel case sticker), and will then give you a unique 8-digit
Registration/Activation Key for your software over the phone.

e Write your Registration key down and click Continue Installation tab at the bottom left of
the screen to complete the software registration process.

You will be asked to enter your Serial number again along with your Registration
/Activation key you just received to complete the registration and activation of the
software. Proceed to Error! Reference source not found. below.
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Continue with Registration

Complete the following steps to finish registering the E-Plex Enterprise Software.

Click Continue Installation on the Install E-Plex Enterprise Access Control Software
screen.

The system displays the Enter Registration Information screen.

E-Plex Enterprise - InstallShield Wizard E] {m| ﬁ
Preparing Setup 5
Please wait while the InstallShield \Wizard prepares the setup. l 5 3 {
E»Ple)’(Ehnlerpvis- eEnter Registra nfc a | uthrough the
= = rest of the setup = —
Enter Registration Informa... ﬁ
Enter Serial number: 999902

(RRRRRRE  crvrpegotaonteys [ 00%0676 T

Enter Serial number: 999902

Enter Registration key: 18043676 ¥

OK '

Complete the Enter Serial number and Enter Registration key fields.

Click OK. The system congratulates you for successful registration with Kaba.

E-Plex Enterprise - InstallShield Wizard =] X |
Preparing Setup 7 j
Please wait while the InstallShield \Wizard prepares the setup. l . (i ‘

E-Plex Enterprise Setup is preparing the InstallShield Wizard, which will guide you through the
rest of the setup process. Please wait.

E-Plex Enterprise
(i s I

Congratulations, you have successfully registered this product.

Click OK and proceed to the rest of the installation of the E-Plex Enterprise software
which will be the actual installation of the E-Plex Enterprise Server, Client and PC M-Unit
software modules.
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o After the registration of the software, the (Standalone/Express) installation will continue
automatically until done. It will install the Server and the Client modules first, followed by
the M-Unit software on this same standalone PC.

e The following are a few sample screens of the rest of the software installation:

‘InstallShield Wizard

InstallShield Wizard

i E-Plex Enterprise requires that the following requirements be installed on your computer
A1 prior to installing this application. Click Install to begin installing these requirements:

Status | Requirement
Pending Microsoft SAL Server 2005 Express SP2

[ Install [ Cancel ]
N

i E-Plex Enterprise requires that the following requirements be installed on your computer
L= prior to installing this application. Click Install to begin installing these requirements:

Status | Requirement
Instaling Microsoft SQL Server 2005 Express SP2

Installing Microsoft SAL Server 2005 Express SP2

[ WEERR

L Microsoft SQL Server 2005 Setup @

Setup Progress

The selected components are being configured

Product. Status
MSXMLE

(Z50L Setup Support Files Setup finished

(»)50L Native Client Confiquring components...
SOL YSS Writer

SQL Server Database Services

R

[~ Status

Cancel

E-Plex Enterprise - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

(R Install E-Plex Enterprise to:

C:\Program Files\KABAME -Plex Enterprise

< Back II Next > Cancel

@ The installation is proceeding. Please, wait...

E-Plex Enterprise System Software User Guide
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E-Plex Enterprise - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed E-Plex
Enterprise. Before you can use the program, you must restart
your computer.

(O No, | will restart my computer later.

Remove any disks from their drives, and then click Finish to
complete setup.

e You must restart your computer to activate all the installation to take effect.

Option 2: Server/Client Networked Installation:

Important: Please consult with your IT personnel for network installation of the E-Plex Enterprise
software involving a dedicated Server PC and other multiple Client PCs.

e Click E-Plex Enterprise for Network from the E-Plex Enterprise software CD install screen

&3 E-Plex Enterprise E=nies X

E-Plelx Enterprise
|

< o Wireless Capabill

E-Plex Enterprise for Standalone

E-Plex Enterprise for Network
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2-1: Install Server PC part of Software

e Click Enterprise Server Software and follow the screen prompts. Important: Consult with
your IT personnel for any network server related tweaking that affects your environment.

Enterprise Server Software

Enterprise Client Software

2-2: Install Client PC(s) & M-Unit parts of Software

o After the Server part of the software is installed on the server, you must install the Client
part of the software (only) on each one of your Client PCs, one at a time.

e Click Enterprise Client Software.

Enterprise Server Software

Enterprise Client Software

%

e Click Client Software with PC M-Unit and follow the screen prompts.

Client Software with PC M-Unit

PC M-Unit only |Insta||s Full Client Software including PI

e Assuming that you installed the Client part of the software in the default path of the Client
PC which is, “C:\Program Files\Kaba\E-Plex Enterprise\Main Client”, go to this
directory and open the configuration file “ACSNetEplex.exe.config” with the Notepad.

e By default, each E-Plex Enterprise Client PC’s configuration file IP address will point to
“127.0.0.1” as the remote Host's (Server PC’s) IP address. You must edit this text file
using a text editor such as “Notepad” and replace this default IP address with the actual
Server PC’s |IP address.

e Replace the default IP address value “127.0.0.1” of “RemoteHostUri” with the actual IP

E-Plex Enterprise System Software User Guide 6-15



» Appendix

address value, such as “10.106.15.44” (example IP address only). Save the file and
close. Repeat this for each Client PC in your facility.

e The following screen shot shows exactly this IP address value should be replaced in the
Client configuration file of each Client PC.

= ACSNetEplex.exe.config - Notepad
File Edit Format View Help

<configuration>
<configSections>
<lconfigSections>
<connectionStrings>
<lconnectionStrings>
<system.runtime.remoting>
<application>
<lifetime

leaseTime="0"
sponsorshipTimeout="1M"
renewOnCallTime="1M"
leaseManagerPollTime="1M"/>
<channels>
<channel type="Belikov.GenuineChannels.GenuineTcp.Genui
MaxQueueditems="100"
MaxTimeSpanToReconnect="5000"
MaxContentSize="50000000"
MaxTotalSize="50000000"
>
<lchannels>
<lapplication>
<Isystem.runtime.remoting>
<appSettings>
<add key="RemoteHostUri" value="gtcp:ll};l27.0.0.j:8740“I> il
<add key="FIPSReaderName" value="OM ardMan 5x21 0"'/>
<!-- OMNIKEY CardMan 5x210 OMNIKEY AG Smart Card Reader USB 0-->

e All parts of the software installation are now complete — whether your software installation
was on an Express install on one Standalone PC, or was a Network install on a Server
PC and one or more Client PCs.

e You must restart your PCs and after that you should be ready to launch and use the E-
Plex Enterprise software by clicking the E-Plex Enterprise Client icon from your Host
PC (Client) desktop.

Bl

E-Plex
Enterprise
Client

e Please go back to the Chapter, “2. Getting Started”.

e In this Chapter, resume from the Section, “Quick Start Tips” on Page 2-16.
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Disclaimer: While reasonable efforts were made to ensure the accuracy of this document at the time of printing, Kaba assumes no liability for any errors or omissions.
This information is subject to be revised without notice, and changes may be incorporated in future releases.



