9. The Basic Settings screen will appear next. Enter a descriptive name in the Device Name field. Create a

password that will control access to the Access Point’s Web-based Utility and Setup Wizard.

If your network router will automatically assign an IP address to the Access Point, then select Automatic-
DHCP.

If you want to assign a static or fixed IP address to the Access Point, then select Static IP. Enter the IP
Address, Subnet Mask, and Default Gateway settings. If you are not sure what changes you should make, then
keep the default values.

Then, click the Next button to continue or Back to return to the previous page.

Device Name - Enter a descriptive name for the Access Point.

Password - Enter a password that will control access to the Utility and Setup Wizard.

IP Address - This IP address must be unique to your network. (The default IP address is 192.168.1.245.)

Subnet Mask - The Access Point's Subnet Mask must be the same as the subnet mask of your Ethernet
network.

Default Gateway - Enter the IP address of your network gateway (usually your router).

Click the Next button to continue or the Back button to return to the previous screen.

LinksYs®

These are basic settings for the Access Point. Please enter a new password to

help secure your Access Point when accessing the Setup Wizard or Web-based

Password

The Device Name is a unique name given to the Access Point
1o prevent confusion when using multiple Access Points.
Piease enter a new password for the Access Point. You will need
this password to access the Web-based utility or Setup Wizard.

[ Network_|ET

[T 192.168.1.245

I 55.255.255.0

LT ] 192.168.1.245

=

Select DHCP if your network has a router
(or DHCP server). Select Static IP if your network
requires a static IP address for the Access Point.

Enter the IP Address, Subnet Mask, and Default Gateway
if you knows your networkes settings, otherwise leave the
default settings. An IP address must be specified in order to
manage the Access Point from the network.

Figure 5-8: Basic Settings Screen
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Configuring the Access Point’s Wireless Settings

1.

The Setup Wizard will ask you to enter the SSID, Channel, and Network Mode settings for your wireless
network.

SSID - Enter the name of your wireless network. The SSID must be identical for all devices in the network.
The default setting is linksys (all lowercase).

Channel - Select the operating channel for your wireless network. All of your wireless devices will use this
channel to communicate.

Network Mode - Select the wireless standards running on your network. If you have both 802.11g and
802.11b devices in your network, keep the default setting, Mixed Mode. If you have only 802.11g devices,
select G-Only. If you have only 802.11b devices, select B-Only. If you want to disable your wireless network,
select Disable.

Click the Next button to continue or the Back button to return to the previous screen.

LiInNksYS®

ADIVSI0 0f Cisto Systems, Inc.

If you are using Linksys wireless adapters in your computers, your network should
work right out of the box! Changes to the settings below may disrupt the settings of your
existing wireless network. Make sure you remember these settings as they will be

needed when setting up your wireless computers.

The SSID is a unique identfication shared among all compulers within your
wireless network and must be the same for al those computers. The SSID is
case sensitive and should nol exceed 32 characters.

m The Channel setting is a unique number shared among all computers within
your wireless network. Channels 1,6, and 11 are preferred.
WMixed <] Seect Mixed Mode if you have both Wireless-G and Wireless-B devices on
your networs. Select G-only or B-only if you would like 1o only allow

Wireless-G or Wireless-8 devices. on your network. If you would like to
disable your wireless nelowkr, seiect Disable.

Exit Back

Access Point  Setup Wizard uosane  WAPS4GX

Figure 5-9: Wireless Settings Screen
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2. Select the level of security you want to use: WEP or WPA/WPA2 Personal. WEP stands for Wired Equivalent

Privacy, and WPA stands for Wi-Fi Protected Access. Click the Next button and proceed to step 3. If you do not !Tluﬁv%@)
want to use any wireless security method, select Disabled and then click the Next button. Proceed to step 4..

@ At this point, you have the opportunity to enable wireless security, which prevents
If you want to use WPA-Enterprise, it is available through the Access Point’s Web-based Utility. Select Security et D e it

Disabled. Click the Next button and proceed to step 4. After you complete the Setup Wizard, refer to the

Wireless Security tab in “Chapter 6: Configuring the Wireless-G Access Point with SRX.”

3. Proceed to the appropriate section for your security method. ‘ - | S .0 - »
WEP
WEP (64-Bit)

To use 64-hit WEP encryption, select WEP (64-hit). Then enter a passphrase or WEP key.

Figure 5-10: Security Settings Screen

Passphrase - Enter a passphrase in the Passphrase field, so a WEP key is automatically generated. The
passphrase is case-sensitive and should not be longer than 16 alphanumeric characters. It must match the

passphrase of your other wireless network devices and is compatible with Linksys wireless products only. (If

you have any non-Linksys wireless products, enter the WEP key manually on those products.) L::\u;sﬁ\“rsso

WEP Key - The WEP key you enter must match the WEP key of your wireless network. For 64-bit encryption, o You may choo fon methods: 64-Bit Wird-Equivalent Privacy
. . . WEP), 128-Bil e-shared key), WPAZ Personal or WPA2 Mixed

enter exactly 10 hexadecimal characters. Valid hexadecimal characters are “0” to “9” and “A” to “F”. Socurity Hod e m i dsies o yout ebvor o

Click the Next button to continue or the Back button to return to the previous screen. B ver o) R e e B T, rovsoms

WEP (128-Bit) = i s e g e

or 16 characters.
To use 128-bit WEP encryption, select WEP (128-hit). Then enter a passphrase or WEP key. ‘ [ :g::;gﬁ;:;\:l:ma'};a;e;ﬁ:;:é:rlgjia"waiﬁz;z;l:‘la
VIEP algorithm and leave the Passphrase option blank
Passphrase - Enter a passphrase in the Passphrase field, so a WEP key is automatically generated. The Back
passphrase is case-sensitive and should not be longer than 16 alphanumeric characters. It must match the Access Point  Setup Wizard weare. WAP54GX

passphrase of your other wireless network devices and is compatible with Linksys wireless products only. (If ) )

you have any non-Linksys wireless products, enter the WEP key manually on those products.) Figure 5-11: WEP Settings Screen

WEP Key - The WEP key you enter must match the WEP key of your wireless network. For 128-bit encryption, wep (wired equivalent privacy): a method of

enter exactly 26 hexadecimal characters. Valid hexadecimal characters are “0” to “9” and “A” to “F”. encrypting network data transmitted on a
wireless network for greater security.

Click the Next button to continue or the Back button to return to the previous screen. . . o
encryption: encoding data transmitted in a network.
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WPA/WPA2 Personal

WPA Personal

To use WPA Personal security, select WPA Personal from the Security drop-down menu. WPA Personal offers
two encryption methods, TKIP and AES, with dynamic encryption keys. Select TKIP or AES for encryption.
Then enter a Passphrase that is 8-32 characters in length.

Encryption - Select TKIP or AES from the Encryption drop-down menu.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-32 characters in the Passphrase field.
The longer and more complex your Passphrase is, the more secure your network will be.

Click the Next button to continue or the Back button to return to the previous screen.

WPA2 Personal

To use WPA2 Personal security, select WPA2 Personal from the Security drop-down menu. WPA2 Personal
uses AES encryption with dynamic keys. Enter a Passphrase that is 8-32 characters in length.

Encryption - The default for WPA2 Personal, AES, is automatically selected.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-32 characters in the Passphrase field.
The longer and more complex your Passphrase is, the more secure your network will be.

Click the Next button to continue or the Back button to return to the previous screen.

Linksys®

ADivision of Cisco Systems, Inc.

You may choose between five encryption methods: 64-Bit Wired-Equivalent Privacy
( , 128-Bit WEP, WPA Personal (Pre-shared key), WPA2 Personal or WPA2 Mixed

Mode. The security settings must be the same on all devices on your network, or
they will not be able to communicate.

[WPaA Personal = Please choose WEP (64-Bit), WEP (128-Bit), WPA Personal,
WPA2 Personal, WPA2 Mixed Mode or Disabled.

== ve ] select the type of Encryption your Network uses.

:Iinksysl Enter the Passphrase key used by your network. The
Passphrase Key can be any keyboard character between 8 and
63 characters in length.

Back

Access Point  Setup Wizard wcane.  WAPS4GX
Figure 5-12: WPA Personal Settings Screen

wpa (wi-fi protected access: a wireless security
protocol using TKIP (Temporal Key Integrity Protocol)
encryption, which can be used in conjunction with a
RADIUS server.

LiINnksYS®

ADivision of Cisco Systems, Inc.

0 You may choose between five encryption methods: 64-Bit Wired-Equivalent Privacy

(WEP), 128-Bit WEP, WPA Personal (Pre-shared key), WPA2 Personal or WPA2 Mixed
M The security settings must be the same on all devices on your network, or
they will not be able to communicate.

WPA2 Person: - | Please choose WEP (64-Bit), WEP (128-Bit), WPA Personal,
WPA2 Personal, WPA2 Mixed Mode or Disabled.

AES ~ | Selectthe type of Encryption your Network uses.

:Iinksvsl Enter the Passphrase key used by your network. The
Passphrase Key can be any keyboard character between 8 and
63 characters in length.

Back

Access Point  Setup Wizard wsane.  WAP54GX

Figure 5-13: WPA2 Personal Settings Screen
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WPA2 Mixed Mode

To use WPA2 Mixed Mode security, select WPA2 Mixed Mode from the Security drop-down menu. WPA2
Mixed Mode uses TKIP and AES for encryption. Enter a Passphrase that is 8-32 characters in length.

Encryption - The default for WPA2 Personal, TKIP +AES, is automatically selected.

Passphrase - Enter a Passphrase, also called a pre-shared key, of 8-32 characters in the Passphrase field.

The longer and more complex your Passphrase is, the more secure your network will be.

Click the Next button to continue or the Back button to return to the previous screen.

Linksys®
ADivsion of Cisco Sysfms. Inc.

0 You may choose between five encryption methods: 64-Bit Wired-Equivalent Privacy

(WEP), 128-Bit WEP, WPA Personal (Pr: ey), WPA2 Personal or WPA2 Mixe:

The security settings must be the same
Il not be able to communicate.

n all devices on your network, or

[WPazMixed x| Please choose WEP (64-Bit), WEP (128-Bit), WPA Personal,
WPA2 Personal, WPA2 Mixed Mode or Disabled.

m TKIP ~ | Select the type of Encryption your Network uses.

linksys123| Enter the Passphrase key used by your network. The
Passphrase Key can be any keyboard character between 8 and
63 characters in length.

Back

d

Access Point  Setup Wizard ucane. WAP54GX

Figure 5-14: WPA2 Mixed Mode Settings Screen
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4. The Setup Wizard will ask you to review your settings before it saves them. Click the Yes button if you are
satisfied with your settings, or click the No button if you do not want to save your new settings.

5. The Congratulations screen will appear. Click the Online Registration button to register the Access Point, or
click the Exit button to exit the Setup Wizard.

Congratulations! The installation of the Wireless-G Access Point with SRX is complete.

If you want to make advanced configuration changes, proceed to “Chapter 6: Configuring the Wireless-G
Access Point with SRX.”

Linksys®

ADIvision 0f Gisco Systems, Inc.

linksys
6

WPA2 Mixed
linksys123

Would you like to save these settings? 1o

Access Point  Setup Wizard oo, WAPS4GX

Figure 5-15: Confirm New Settings Screen

LinksyYs®

A Division of Cisco Systems, Inc.

2401, g
Exit

weaine. WAPS4GX

Figure 5-16: Congratulations Screen
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Overview

The Access Point has been designed to be functional right out of the box, with the default settings in the Setup
Wizard. However, if you'd like to change these settings, the Access Point can be configured through your web
browser with the Web-based Utility. This chapter explains how to use the Utility.

The Utility can be accessed via Microsoft Internet Explorer or Netscape Navigator through use of a computer that
is networked with the Access Point.

For a basic network setup, most users only have to use the following screens of the Utility:

e Setup
On the Network Setup screen, enter your basic network settings here.

e Management
Click the Administration tab and then select the Management screen. The Access Point’s default password
is admin. To secure the Access Point, change the AP’s Password from its default.

Navigating the Utility

There are four main tabs: Setup, Wireless, Administration, and Status. Additional screens will be available from
most of the main tabs.

Setup
Enter the network and AP mode settings for the Access Point.
e Network Setup. Enter the settings for the Access Point and your Internet connection on this screen.

e AP Mode. Set up how the Access Point will work with other access points in your network.

HAVE YOU: Enabled TCP/IP on your PCs? PCs
A communicate over the network with this

protocol. Refer to “Appendix D: Windows Help”
for more information on TCP/IP.

tep/ip: a set of instructions PCs use to
communicate over a network.

browser: an application that provides a way to
look at and interact with all the information on the
World Wide Web.

NOTE: The Access Point is designed to
A function properly after using the Setup Wizard.
This chapter is provided solely for those who

wish to perform more advanced configuration
or monitoring.
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Wireless

You will use the Wireless tabs to enter a variety of wireless settings for the Access Point.

e Basic Wireless Settings. Enter the network mode, SSID, and other basic settings on this screen.

e Wireless Security. Use this screen to configure the Access Point’s wireless security settings.

e Wireless MAC Filter. From this screen, you can allow access to your wireless network by MAC address.

e Advanced Wireless Settings. Configure the Access Point’s more advanced wireless settings.

Administration
You will use the Administration tabs to manage the Access Point.

e Management. This screen allows you to customize the password settings, as well as back up or restore the
Access Point’s configuration file.

e [og. Configure the Log settings for the Access Point on this screen.
e Factory Defaults. Use this screen to reset the Access Point to its factory default settings.

e Firmware Upgrade. Upgrade the Access Point’s firmware on this screen.

Status

You will be able to view status information for your local and wireless network.

e [Local Network. This screen will display current information on the Access Point and its local network.

e Wireless Network. This screen will display current information on the Access Point and its wireless network.

firmware: the programming code that runs a
networking device.
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Wireless-G Access Point with SRX

Accessing the Utility

To access the Web-based Utility of the Access Point, launch Internet Explorer or Netscape Navigator. In the
Address field, enter the Access Point’s default IP address, 192.168.1.245, or the IP address you entered during
the Setup Wizard. (Should you need to learn what IP address the Access Point presently uses, run the Setup
Wizard again. It will scan the Access Point and give you its IP address.) Press the Enter key.

The login screen will appear. Enter admin in the User Name field. The first time you open the Web-based Utility,
use the default password, admin. (You can set a new password from the Administration - Management tabh.) Then
click the OK button.

The Setup - Network Setup Tab

The first screen that appears is the Network Setup screen. This allows you to change the Access Point's general
settings.

Network Setup

Device Name

You may assign any Device Name to the Access Point. Unique, memorable names are helpful, especially if you
are employing multiple access points on the same network.

Configuration Type
Select Automatic Configuration - DHCP if your network router will assign an IP address to the Access Point.

The Access Point’s IP Address, Subnet Mask, and Default Gateway address are displayed here.

Chapter 6: Configuring the Wireless-G Access Point with SRX
Accessing the Utility

Enter Network Password ﬂﬁl

2) Please type your user hame and password.
0

Site: 192.168.1.245
Realm Linksys WAPS4GX
User Name |

Password |*"**’1

™ Save this password in your password list

I OK I Cancel

Figure 6-1: Login Screen

LiNnksYSs®

A Division of Gisco Systems, Inc. Firmuare Version: v1.4

Wireless-G Access Point with SRX  WAP54Gx

Setup Setup. Wireless  Administrati

Network Setup

Device Hame [Linksys wapsacx
ion Type. “DHCP -

1P Address: 192468.1.245
Subnet Mask 266.265.265.0

Gateway, 192.468.1.245

Figure 6-2: Setup - Automatic Configuration -
DHCP Screen

21



Wireless-G Access Point with SRX

Select Static IP if you want to assign a static or fixed IP address to the Access Point. Then complete the

following:

IP Address. The IP address must be unique to your network. We suggest you use the default IP address of

192.168.1.245.

Subnet Mask. The Subnet Mask must be the same as that set on your Ethernet network.

Default Gateway. Enter the IP address of your network’s gateway. The gateway is the device that enables
communication between your computers and the Internet. In most cases, your router acts as your gateway.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

Chapter 6: Configuring the Wireless-G Access Point with SRX
The Setup - Network Setup Tab

Linksys®

ADivision of Cisco Systems, Inc.

Wireless-G Access Point with SRX WAP54GX

Setup Setup. Wireless  Administration Status

[Linksys viaps4Gx
Configuration Type Static P =]

IP Address:

ke

Subnet Mask:

Ll

Gateway

Cisto SysTEus

Save Seftings | Cancel Changes

Figure 6-3: Setup - Static IP Screen

static ip address: a fixed address assigned to a computer or
device that is connected to a network.
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The Wireless - Basic Wireless Settings Tab

Change the wireless network settings on this screen.

Basic Wireless Settings
Configure the Access Point using the available settings.

Mode. Select Mixed and both Wireless-G and Wireless-B computers will be allowed on the network, but the
speed will be reduced. Select G-Only for maximum speed with Wireless-G products only. The final selection,
B-Only, allows only Wireless-B products on the network. To disable wireless performance, select Disabled.

Network Name (SSID). Enter the name of the Access Point’s wireless network.

Channel. Select the appropriate channel from the list provided; this will be the channel that all of your wireless
devices will use.

SSID Broadcast. This feature allows the SSID to be broadcast by the Access Point. You may want to enable this
function while configuring your network, but make sure that you disable it when you are finished. With this
enabled, someone could easily obtain the SSID information with site survey software and gain unauthorized
access to your main network. Click Enabled to broadcast the SSID to all wireless devices in range. Click
Disabled to increase network security and block the SSID from being seen on networked PCs.

LINKSYS®

ADivision o Gisco Systems, nc.

Wireless

Mode:

Network Name(SSID)

Fimuare Version: v1.4
Wireless-G Access Point with SRX ~ wapsaGx
Status

Wireless MAC Fiter | Advanced Wireless Setlings

finksys:
6-2437GHz .

Figure 6-4: Wireless - Basic Wireless Settings Screen
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Wireless-G Access Point with SRX

The Wireless - Wireless Security Tab

Change the Access Point’s wireless security settings on this screen.

Wireless Security

Security Mode. Select the security method you want to use, WPA-Personal, WPA2-Personal, WPA2-Mixed,
WPA-Enterprise, RADIUS, or WEP. (WPA stands for Wi-Fi Protected Access, which is a security standard stronger
than WEP encryption. WPA2 is a stronger version of WPA. WEP stands for Wired Equivalent Privacy, while RADIUS
stands for Remote Authentication Dial-In User Service.) Refer to the appropriate instructions below. For detailed
instructions on configuring wireless security for the Access Point, turn to “Appendix B: Wireless Security.” To
disable such security, select Disabled.

WPA-Personal

Encryption. WPA offers you two encryption methods, TKIP and AES, with dynamic encryption keys. Select the
type of algorithm you want to use, TKIP or AES.

Passphrase. Enter a Passphrase (also called a WPA Shared Key) of 8-32 characters.

Key Renewal. Enter a Key Renewal timeout period, which instructs the Access Point how often it should change
the encryption keys.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

WPA2-Personal
Encryption. AES is automatically selected as the encryption method.
Passphrase. Enter a Passphrase (also called a WPA Shared Key) of 8-32 characters.

Key Renewal. Enter a Key Renewal timeout period, which instructs the Access Point how often it should change
the encryption keys.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

Chapter 6: Configuring the Wireless-G Access Point with SRX
The Wireless - Wireless Security Tab

Linksys®

ADivision of Cisco Systems, Inc.

Fimuars \krsion v1.4

Wireless-G Access Point with SRX WAP54GX

Wireless

Securtty Mode: [WPa-Personal ¥

Encryption: THP 7]
Passphrase

Key Renewsat: 300 seconds

Save Settings  Cancel Changes

Figure 6-5: Wireless - Wireless Security
(WPA-Personal) Screen

encryption: encoding data transmitted in a network.

LiINKSYS®

ADivislon of Cisco Systems, nc. Fimuare Version: v1.4.

Wireless-G Access Point with SRX WAPS4GK

[\WPaz-Personal ¥

Encrygtion: TKIP ¥
Passphrass:
Key Renewsk 300 | seconds

Figure 6-6: Wireless Security - WPA2-Personal Screen

24



Wireless-G Access Point with SRX

WPA2-Mixed
Encryption. TKIP + AES is automatically selected so both methods can be used.
Passphrase. Enter a Passphrase (also called a WPA Shared Key) of 8-32 characters.

Key Renewal. Enter a Key Renewal timeout period, which instructs the Access Point how often it should change
the encryption keys.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

WPA-Enterprise

This option features WPA used in coordination with a RADIUS server. (This should only be used when a RADIUS
server is connected to the Access Point.)

Encryption. WPA offers you two encryption methods, TKIP and AES, with dynamic encryption keys. Select the
type of algorithm you want to use, TKIP or AES.

RADIUS Server. Enter the RADIUS server’s IP address.
RADIUS Port. Enter the port number used by the RADIUS server.
Shared Secret. Enter the Shared Secret key used by the Access Point and RADIUS server.

Key Renewal. Enter a Key Renewal timeout period, which instructs the Access Point how often it should change
the encryption keys.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

Chapter 6: Configuring the Wireless-G Access Point with SRX
The Wireless - Wireless Security Tab

KSYS'

ADivisionof Cisco Systems, inc.

Wireless

Securty Mode: [WPaz e <)
weatwPA2

Encryption THP+AES

Passphase: I

Key Renewat 300 | seconds

Save Settings  Cancel Changes

Figure 6-7: Wireless Security - WPA2-Mixed Screen

LINKSYS®

ADivisionof Cisco Systems, inc.

int with SRX | w

Wireless

Securty Mode: [WPa Erterprise
WPA Algorithms: TP 7]

RADIUS Server: o o oo
RADILS Port 1812

Shared Secrect

Key Renewat

Figure 6-8: Wireless Security - WPA-Enterprise Screen

radius: a protocol that uses an authentication server to
control network access.

server: any computer whose function in a network is to
provide user access to files, printing, communications, and
other services.
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Wireless-G Access Point with SRX
RADIUS

This option features WEP used in coordination with a RADIUS server. (This should only be used when a RADIUS
server is connected to the Access Point.)

RADIUS Server. Enter the RADIUS server’s IP address.

RADIUS Port. Enter the port number used by the RADIUS server.

Shared Secret. Enter the Shared Secret key used by the Access Point and RADIUS server.

Encryption. Select a level of WEP encryption, 40/64 bits (10 hex digits) or 104/128 bits (26 hex digits).
Passphrase. To generate WEP keys using a Passphrase, enter the Passphrase and click the Generate key.

Key 1-4. If you want to manually enter WEP keys, then complete the fields provided. Each WEP key can consist of
the letters “A” through “F” and the numbers “0” through “9”. It should be 10 characters in length for 64-bit
encryption or 26 characters in length for 128-bit encryption.

TX Key. Select which Key to use for data transmissions.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

WEP
Encryption. Select a level of WEP encryption, 40/64 bits (10 hex digits) or 104/128 bits (26 hex digits).
Passphrase. To generate WEP keys using a Passphrase, enter the Passphrase and click the Generate key.

Key 1-4. If you want to manually enter WEP keys, then complete the fields provided. Each WEP key can consist of
the letters “A” through “F” and the numbers “0” through “9”. It should be 10 characters in length for 64-bit
encryption or 26 characters in length for 128-bit encryption.

TX Key. Select which Key to use for data transmissions.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

Chapter 6: Configuring the Wireless-G Access Point with SRX
The Wireless - Wireless Security Tab

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless

Wireless Security

Security Mode: RADIUS i
RADIUS Server: o o [0 [0
RADIUS Port 1812

Shared Secrect:

WEP Encrypion: 407 B4-bit (10 hex digits) _~

prsss _Generts |
Key 1 [

Key2 |

Key & [

ey & [

THKey: 1=l

Save Settings | Cancel Changes.

Figure 6-9: Wireless Security - RADIUS Screen

Linksys'

ADiviion of Cisco Systems, nc. Firmware \irsion: v1.4

Wireless.G Access Point with SRX WAPSIGX

Wireless

Encrypton: 104 / 128-bit (26 hex digits) 7
Passphase: _Generate |

Figure 6-10: Wireless Security - WEP Screen
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Wireless-G Access Point with SRX

MAC 42

MAC 18: MAC 43,

MAC18: MAC 44,

The Wireless Client List screen will list MAC addresses for your wireless devices. Click the Refresh button to get

MAC 20: MAC 45,

The Wireless - Wireless MAC Filter Tab
This screen allows you to permit or block wireless access for computers with specific MAC addresses.
mact | wacs |
mecz | macar: |
Wireless MAC Filter ] |
mecs | mac3o |
- g macs | wacst |
Access Restriction wer | wes |
mece | mac3 |
. ) B R mace | wacae |
If you want to allow access to your wireless network, select Enable. Then, click Permit PCs listed below to wcio | wacss |
access the wireless network. e e
nacta | Macas: |
MAC 1-50. Enter the MAC addresses of the computers whose access you want to allow. To see a list of MAC e e
addresses for wireless computers or clients, click the Wireless Client Table button. e : :
[ [
| |
the most up-to-date information. To add a specific computer to the Mac Address Filter List, click the Save to e : e :
MAC Filter button and then the Add button. Click the Close button to return to the Wireless MAC Address Filter ez | wacss |
screen. e | e |
Vireoss Ol Tae | Cieer |

Click the Clear button if you want to delete a MAC addresses you have entered.

SaveSettings  Cancel Changes

Figure 6-11: Wireless - Wireless MAC Filter Screen

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information. mac address: the unique address that a manufacturer
assigns to each networking device.

DHCP Client Table

\ AG Adarss [ swtoviress aciter

Figure 6-12: Wireless - Wireless Client Table
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The Wireless - Advanced Wireless Settings Tab Linksys'

ADivision of Cisco Systems, Inc. Firmurare Version: w1 4

Wireless-G Access Pointwith SRX ~ WAP56X

This screen allows you to configure the advanced settings for the Access Point. In most cases, these settings do Wircless T —
not need to be changed. e (G (- Gl 1) G

A d d W. I Authentication Type: [ Auto ~] (Detaut: Auto)
Vance Ire ess CTSProtected Mode:  [Disable ¥ ] (Defaut: Disabled)
ACK Mode: immediate ¥ | (Defaull: Inmediate)

Transmission Rate: futo 7] (Detaut Auto)

You can change the data transmission and output power settings for the Access Point. T P
Network Density: Low 'l (Defaul: Low)

. . . . . Beacon Intervat [i00™" (oetout: 100, Milseconds, Range: 20-1000
Authentication Type. Select the authentication method you want the Access Point to use, Shared Key, Open o ] omeammr

Fragmentation

System, or Auto. Shared Key is when both the sender and the recipient share a WEP key for authentication. e = — Lot
Open System is when the sender and the recipient do not share a WEP key for authentication. All devices on your

network must use the same authentication type. In most cases, keep the default, Open System, otherwise use
Auto.

Save Settings  Cancel Changes

Figure 6-13: Wireless - Advanced Wireless
CTS Protection Mode. The CTS (Clear-To-Send) Protection Mode function boosts the Access Point’s ability to Settings Screen

catch all Wireless-G transmissions but will severely decrease performance. Select Enable if you want to

permanently enable this feature, or keep the default, Disable, if you want to permanently disable this feature. In

most cases, CTS Protection Mode should remain disabled, unless the Wireless-G products are experiencing

severe problems trying to transmit to the Access Point in an environment with heavy 802.11b traffic. cts (clear-to-send): a signal sent by a wireless device,

signifying that it is ready to receive data.
ACK Mode. This setting prioritizes QoS for users who also have ACK Mode enabled. Users with Inmediate ACK

(the default setting) will experience reliable connectivity for normal network use. Burst ACK is faster but less
reliable and may also affect long-range wireless performance. The No ACK setting disables the ACK feature.
Clients utilizing ACK must have their wireless adapter on the same setting as the Router. This is normally used in
a multicast broadcast like video. Do not use this unless you are an advanced user.

Transmission Rates. The range is from 1 to 108Mbps. The rate of data transmission should be set depending on
the speed of your wireless network. You can select from a range of transmission speeds, or you can keep the
default setting, Auto (Default), to have the Access Point automatically use the fastest possible data rate and
enable the Auto-Fallback feature. Auto-Fallback will negotiate the best possible connection speed between the
Access Point and a wireless client.

Preamble Type. The preamble defines the length of the CRC block for communication between the Access Point
and the roaming Network Card. (High network traffic areas should use the shorter preamble type.) Select the
appropriate preamble type, Long Preamble (default) or Short Preamble.

Network Density. This setting is a reflection of the Access Point’s range. Setting the density to Low provides you
with a greater range. Setting the density to High gives you a lower range. The default setting is Low.
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Beacon Interval. This value indicates the frequency interval of the beacon. A beacon is a packet broadcast by
the Access Point to keep the network synchronized. A beacon includes the wireless networks service area, the
Access Point address, the Broadcast destination addresses, a time stamp, Delivery Traffic Indicator Maps, and

the Traffic Indicator Message (TIM).

DTIM Interval. This value indicates how often the Access Point sends out a Delivery Traffic Indication Message
(DTIM). Lower settings result in more efficient networking, while preventing your PC from dropping into power-
saving sleep mode. Higher settings allow your PC to enter sleep mode, thus saving power, but interferes with
wireless transmissions.

Fragmentation Threshold. This specifies the maximum size a data packet can be before splitting and creating
a new packet. It should remain at its default setting of 2346. A smaller setting means smaller packets, which will
create more packets for each transmission. If you have decreased this value and experience high packet error
rates, you can increase it again, but it will likely decrease overall network performance. Only minor modifications
of this value are recommended.

RTS Threshold. This setting determines how large a packet can be before the Access Point coordinates
transmission and reception to ensure efficient communication. This value should remain at its default setting of
2347. Should you encounter inconsistent data flow, only minor modifications are recommended.

Change these settings as described here and click Save Settings to apply your changes, or click Gancel
Changes to cancel your changes. Click Help for more information.

packet: a unit of data sent over a network.

beacon internal: data transmitted on your wireless network
that keeps the network synchronized.

dtim (delivery traffic indication message): a message
included in data packets that can increase wireless
efficiency.

fragmentation: breaking a packet into smaller units
when transmitting over a network.

ris (request to send): a networking method of coordinating
large packets through the RTS Threshold setting.
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