E-mail Report

Click this link to view all e-mail activities. Each entry lists details under five column headings: Date, Family

Member, Reason, Sender’s E-mail Address, and Receiver’s E-mail Address. You can click a column heading to

sort entries. To view the activities during a specific time period, use the Day Range drop-down menu. Click the

Refresh button to update the report. To delete specific entries, click the checkbox next to specific entries, and IO i 2 covix eaciig o 30t e, Link the report 2 caainfine perioa using e By
. . . Suagesta Rating Range list. Click Delete Selected to delete the selected records (indicated by check marks). Click

then click the Delete button. To save all reports to your computer, click the Download button. The reports will be SRR etz A1 cete o wen epors. Cicc Dowican t save al eports oy computr 3t

saved as a tab-delimited text file called PcReport. To scroll through the entries, click First, Previous, or Next.

» Linksys Family Web Report
Activity Reports

P . All Reports >>Family Reports >> Family Web Report
Family Settings

Day Range

] Date Family Member Reason Web Site Web Category

I~ 10-10-0302:48PM child BkType  VWAWWVICTORIASSECRET.COM  Lingerie, Swimsuits

™ 1010-0302:48 PM child OK Type VW MSN.COM Unknown

™ 10-10-0302:48 PM child OKType HOME MICROSOFT.COM Unknown

™ 10-10-0302:23PM child OK Type WWW.GOOGLE.COM General Interest

™ 10-10-0302:22PM child OKType VW MSN.COM Unimown

™ 10-10-030222PM child OKType HOME MICROSOFT.COM Unknown

™ 10-10-0302:22PM child Blk Type WWW.GOOGLE COM Adult Content

I 10-10-0302:22PM child OKType WWW.GO0GLE COM General Interest

™ 10-10-0302:22PM child OKType VIEWATOMT.COM Unknown

I 10-10-030222PM child OKType s Unknown
Records per page

10 v
Page :1(1-10records ) IK<First  <<<Previous 1 2 Hextw: -
oo s ) T o) Downioa

Contact Us

Privacy Statement

Terms of Use
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Figure 7-15: Web Report
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Family Settings

On the Family Settings screen, you will be able to change the settings for a family member or add a new family
member. Click a family member’s name to change his or her Internet privileges. You will see the All Settings
screen, which lists several categories of settings. Refer to the “All Settings” section for more information.

New Family Member

To add a new family member, click the New Family Member button. On the Name & Password screen, follow
these instructions:

1. Enter the nickname and password that the new family member will use to access the Internet. Re-enter the
Password in the Re-enter Password field. Click the Cancel button to cancel your changes. Click the Next
button to continue.

2. Click the radio button next to the appropriate age category for the new family member. There are five
categories: Child (under 12), Youth (12-15), Mature Teen (16-17), Adult, and Family Manager. Read the online
category descriptions to learn what types of restrictions are enabled for each category, or refer to the
“Maturity Level” section.

3. Click the Back button to return to the previous screen. Click the Gancel button to cancel your change. Click
the Finish button to save this new family member profile (the default restrictions of the age category you
select will be active).

If you want to customize the restrictions for the new family member, click the Customize button. You will see
the All Settings screen, which lists several categories of settings, such as Time, Web Browsing, E-mail, and
Instant-Messaging Restrictions. Follow the on-screen instructions; for more information, refer to the “Time
Restrictions,” “Web Browsing Restrictions,” E-mail Restrictions,” and “Instant-Messaging Restrictions”
sections. Click the ’m Done button when you are finished with your changes.

I’m Done. When you have finished making changes to your Parental Controls account, click the ’m Done button
to exit the Parental Controls Billing & Support Center website.

Linksys Parental Control

Linksys Family Members

Activity Reports
You appear to be reviewing your configuration settings from outside your home. If you change your settings,
there may be a slight delay before the changes take effect. Your new settings will take effect within 1 minutes.

Click a family member's name to change their Internet privileges.
P O Y, LA Rl child  Child (under 12) (customized)
Dad  Family Manager
[P ENC RNy Guest Child (under 12) (customized)

Family Settings

[| ly P rmoone )

Contact Us

Privacy Statement

Terms of Use

Conyright 2003 Cisco Systems. Inc., Al Rights Reserved. PRy

Figure 7-16: Family Settings

@ Linksys Parental Control
N

New Family Member Wizard - Name & Password

Activity Reports

Family Settings
Enter a nickname for this family member and specify the password they must use to access services
on the Internet.

Suggest a Rating

¥ Nickname (1-15 characters; any keyboard character is allowed)

Billing and Support

Ney ional, meximurn 1

Re-enter Password (passwords must be identical)

# Denotes required fields.

Contact Us

Privacy Statement

Terms of Use

Copyright @ 2003 Cisco Systems, Inc., All Rights Reserved. PEINATH

Figure 7-17: New Family Member
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All Settings

For each family member you will be able to customize the following privileges:
Online Reporting

Maturity Level

Time Restrictions

Web Browsing Restrictions

E-mail Restrictions

Instant-Messaging Restrictions

Password

Delete

I’m Done. When you have finished making changes to your Parental Controls account, click the ’m Done button
to exit the Parental Controls Billing & Support Center website.

Online Reporting

On the Online Reporting screen you can select the kinds of activities you want to monitor. There are three
categories: Web Browsing Restrictions, E-mail, and Instant Messaging. For each category, you have three levels
of monitoring available. Click the radio button next to your choice in each category.

Web Browsing Restrictions. Select one of the following: No reporting of Web sites visited, Report only
blocked Web sites, or Report all Web sites visited.

E-mail. Select one of the following: No e-mail Reporting, Report only Blocked e-mail activity, or Report All
e-mail activity.

Instant Messaging. Select one of the following: No Instant-Messaging/Chat reporting, Report only Blocked
Instant-Messaging/Chat activity, or Report all Instant-Messaging/Chat activity.

Click the Save button to save your changes, or click the Cancel button to cancel your changes.

Linksys Parental Control

N
N\ .

Change Family Member Privileges: child
Activity Reports

§ All Family Members >> All Settings
Family Settings
Suggestia Ratin Click a category below to customize the privileges for this family member.
> Online Reporting
Billing and Support [ HEFSTIt.
Il‘ Maturity Level

Change or resetfamily member's maturity level
gy Time Restrictions

Setthe times that Intemet access is allowed and blocked
& Vieb Browsing Restrictions

SetWeb categories and blocked & allowed Web sites
o E-mail Restrictions

and

§} \nstant:Messaging Restrictions

Instant-messaging restriction level and approved correspondents
@ Password

Resetfamily members password

‘ Delete
Delete famity member

Contact Us

Privacy Statement

Terms of Use

GiscoSystius

Copyright © 2003 Cisco Systems. Inc., AllRights Reserved.

Figure 7-18: All Settings

Linksys Parental Control

N
N .

Change Family Member Privileges: child
Activity Reports

. N All Family Members >> All Settings >> Online Reporting
Family Settings

Suggest a Ratin Choose the activities that you want to monitor for this family member. Then, at your leisure, you can
review their activities and adjust their privileges as needed..

Billing and Support - N
Web Browsing Restrictions: ¢~ o reporting ofweb sites visited

© Report only blocked Web sites
@ Report all Web sites visited

€ No e-mail Reporting
€ Report only Blocked e-mail activity
@ Report All e-mail activity

€ Nolnstant ing/Chat reporting
€ Report only Blocked Instant-Messaging/Chat activity
@ Report all Instant-Messaging/Chat activity

e f

Contact Us

Privacy Statement

Terms of Use

GiseoSystius

Figure 7-19: Online Reporting
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Maturity Level

On the Maturity Level screen, click the radio button next to the appropriate age category for the designated family
member. There are five categories:

Child (under 12). Web browsing is limited to general interest and unlisted sites. E-mail and instant-messaging
services are prohibited. Internet access is allowed from 3 PM to 8 PM on weekdays and from 8 AM to 9 PM on
weekends.

Youth (12-15). Web browsing is limited to “Child” categories plus sex education sites. E-mail services are
prohibited. Instant-messaging services are restricted to a list of approved correspondents. Internet access is
allowed from 3 PM to 10 PM on weekdays, and from 8 AM to 10 PM on weekends.

Mature Teen (16-17). Web browsing is limited to “Youth” categories plus games, lingerie and swimsuits, nudity,
and web communication sites. E-mail and instant-messaging services are prohibited. Internet access is allowed
from 3 PM to 11 PM on weekdays and from 8 AM to 11 PM on weekends.

Adult. All services are unrestricted. This category is recommended for adults only.

Family Manager. All services are unrestricted. Access to the Parental Controls settings is permitted. This
category is recommended for adults only.

Click the Save button to save your changes, or click the Gancel button to cancel your changes. After you select
and save the Maturity Level setting, then you can customize the other settings, such as Time, Web Browsing, E-
mail, and Instant-Messaging Restrictions.

=

Linksys Parental Control

All Family Members >> All Settings >> Maturity Level

Change Family Member Privileges: child

Activity Reports

Family Settings

Choose the most appropriate age category for this family member. Your selection will override any
customizations you have already made to this family member's access privileges. After you set the
- basic maturity level, you can re-customize any basic settings you wish to change.
Billing and Support o

& Child (under 12)

Suggest a Rating

Web browsing is limited to general interest and unlisted sites. Violent and sexually-explicit content is blocked. E-
mail and instant-messaging senices are prohibited. Internet access is allowed from 3pm-8pm on weekdays,
and from 8am-3pm on weekends.

Youth (ages 12-15)

Web browsing is limited to "Child" categories plus sex-education. Violent and sexually-explicit content (except for
sex-education material) is blocked. E-mail services are prohibited and instant-messaging services are

~

restricted to an explicitlist of correspondents. Intemet access is allowed from 3pm-10pm on weekdays, and
from 8am-10pm on weekends.
Mature Teen (16-17)
Web browsing is limited to "Youth” categories plus games, its, nudity, and web- i
sites. Violent and it content (except for ion material) is blocked. E-mail and instant-
messaging senvices are unrestricted. Internet access is allowed from 3pm-11pm on weekdays, and from 8am-
11pm on weekends.
€ Adult

All services are unrestricted. Recommended for adults only.
¢ Family Manager

o]

Al services are unrestricted. Allows access to Parental Controls configuration settings. Recommended for

adults only.

Contact Us

Privacy Statement

Terms of Use

Copyrigrt ©2003 Cisco Systems. Inc.. Al Rights Reserved. eatunu

Figure 7-20: Maturity Level
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Time Restrictions

On the Time Restrictions screen, click any hour to allow or deny Internet access (green indicates allowed Internet
access, and red indicates blocked Internet access). To allow Internet access for an entire day, click the day of the
week in the Allow All Day row. To block Internet access for an entire day, click the day of the week in the Block All
Day row. If you want to reset the Time Restrictions to the default settings for a specific age category, click the
appropriate age category in the Reset to row. If you want to always block Internet access, click Always Block. If
you want to always allow Internet access, click Always Allow.

To cancel your changes, click Undo Changes. Click the Gancel button to cancel your changes and return to the
previous screen. Click the Save button to save your changes.

/ Linksys Parental Control
/R

Change Family Member Privileges: child
Activity Reports

All Family Members >> All Settings >> Time

Family Settings

Click any hour of the week to control whether this family member may access the Internet during that
hour. Or click an Allow All Day or Block All Day shortcut to allow or block Internet access for a full day
at a time.
Billing and Support

Suggest a Rating

12AM - 9AM - 12PM- 9PM -
2AM | 3AM - 5AM | BAM - 8AM | 11AM | 2PM | 3PM- 5PM | 6PM - 8PM | 11PM

Tuesday
Wednesday [l
Thursday [l
Friday ]

saturday [l

| D00 OO0 OO0 M OO0 OO
OO DOE DDE DEE O0E D00 BEd
Legend: . =Web Access Allowed . =Web Access Blocked

Allow AllDay: Sunday Monday Tuesday
Block AllDay: Sunday Monday Tuesday

Wednesday Thursday Friday Saturday
Wednesday Thursday Friday Saturday

Reset to: Child  Youth  Mature Teen Adult

Always Block  Always Allow  Undo Changes

Contact Us

Privacy Statement

Terms of Use

CiscoSvstems

Copyright ©2003 Cisco Systems, Inc., All Rights Reserved.

Figure 7-21: Time Restrictions
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Web Browsing Restrictions

On the Web Browsing Restrictions screen, click Web Site Categories if you want to block and allow Web sites by
category. Click Blocked & Allowed Web sites if you want to block and allow specific Web sites.

Web Site Categories. On the Web Site Categories screen there are 16 categories listed:
Adult Content

Alcohol, Drugs, Tobacco
Anonymizers
Criminal/lllegal Skills
Gambling

Games

General Interest
Hate/Discrimination
Lingerie, Swimsuits
Nudity

Personals & Dating

Sex Education
Unknown

Violence

Weapons

Web Communications

Click a category title for an online description of the category. Click the checkbox of a category to allow or
block access. A checkmark indicates an allowed category, while a stop sign indicates a blocked category. If
you want to reset the category blocking to the default settings for a specific age category, click the
appropriate age category in the Reset to row. If you want to block all categories, click Block All. If you want
to allow all categories, click Allow All.

To cancel your changes, click Undo Changes. Click the Cancel button to cancel your changes and return to
the previous screen. Click the Save button to save your changes.

Linksys Parental Control

Change Family Member Privileges: child
Activity Reports

P = All Family Members >> All Settings >> Web Browsing Restrictions
Family Settings

s : Click a heading below to update the Web sites and Web categories that this family member is allowed
uggestaRating PV
Webh Site Categories
Block and allow Web sites by category
Blocked & Allowed Web sites
Block and allow specific Web sites

Billing and Support

Contact Us

Privacy Statement

Terms of Use .
Copyright 2003 Cisco Systems, Inc., All Rights Reserved. pozkibll

Figure 7-22: Web Browsing Restrictions

Linksys Parental Control

Change Family Member Privileges: child
Activity Reports

All Family Members >> All Settings >> Web Browsing icti >> Web Site Categories

Family Settings

Click the corresponding checkbox to allow or block each Web category for this family member. Click

Suggest a Rating i
SuggestaRatin the category title for a description of the category.

Billing and Support JCIFENFera=tss [©] Lingerie, Swimsuits
[©]aleohol, Druas, Tobacco ©] Nudity
8] anonymizers [©] personals & Dating
6] criminal/illeqal Skills 6] sex Education
[©| Gambling V| unknown
S/ Games Sl viglence
V| General Interest [ weapons
G| Hate/Discrimination ©| web Communications

Resetto: Child Youth Mature Teen Adult Block All  Allow All  Undo Changes

Contact Us

Privacy Statement

Terms of Use

Copyrigrt ©2003 Cisco Systems. Inc.. Al Rights Reserved. b

Figure 7-23: Web Site Categories
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Blocked & Allowed Web Sites. From this screen, you can control access to specific Web sites. To add an
allowed Web site, enter the name of the Web site in the Allow this Web site field. Then click the Add button. To
remove an allowed Web site, select the name of the Web site in the Allow Web Sites field, and then click the
Remove button.

Linksys Parental Control

Change Family Member Privileges: child
Activity Reports

To add a blocked Web site, enter the name of the Web site in the Block this Web site field. Then click the Add Rl Tl oo > Al St > i frsivg

Enter the Web-page addresses for up to 32 specific Web sites that you want to always allow or always

>> Blocked & Allowed Web sites

button. To remove a blocked Web site, select the name of the Web site in the Blocked Web Sites field, and R 0 o s famiy memoer You can use he onine oty report  eview s amiy merers
then click the Remove button. Billingiand SUpbort W:b-:i‘:e:j‘g act Vlly, [e] |fy e lists of approved ant loc! sites to control eir access specific

Allow this Web site (up to 63 characters; wildcards OK) - Example: www.allow.com or “.allow.com

Allowed Web Sites

Click the Cancel button to cancel your changes. Click the Save button to save your changes.

It

Block this Web site (up to 63 characters; wildcards OK) - Example: www.block.com or *.block.com

I

Blocked Web Sites

[l

=

Contact Us

Privacy Statement

Terms of Use R
Copyright 2003 Cisco Systems. nc.. All Rights Reserved. fucataru

Figure 7-24: Blocked & Allowed Web Sites

77



E-mail Restrictions
. .. . Linksys P: tal Control

There are three levels of e-mail privileges available: inksys Parental Control

e May use e-mail freely

e May correspond with approved contacts only Activity Reports

e May not use e-mail Family Settings

Suggest a Rating

Change Family Member Privileges: child

All Family Members >> All Settings >> E-mail

Choose a level of e-mail privileges for this family member. You can use the online activity report to
review this family member's e-mail activity.

Click the radio button next to the level appropriate for the designated family member. If you restrict e-mailsto a  [mm———_ """ Youmustsetup el ptons o
. . . . @ May correspond with approved contacts only (click here to set up) enable approved-contact e-mail
list of approved contacts, then click the word here of click here to set up, next to May correspond with approved ftering

contacts only. The E-mail Settings screen will appear. Then follow these instructions:

€ May notuse e-mail

4. Enter the family member’s e-mail address. Contact Us
Privacy Statement

5. Complete the Incoming Mail Server and Account Name fields. If you are not sure, click the words Click here  [REZEEES e s e . At e
of Click here to use suggested names. Suggestions will automatically appear in the Incoming Mail Server and e

Account Name fields. Figure 7-25: E-mail Restrictions

6. Enter the approved contact’s e-mail address. Click the Add Address button to add the approved contact.

Linksys Parental Control

To remove an approved contact, click the contact’s e-mail address in the E-mail Correspondents field, and
then click the Remove button.

- Change Family Member Privileges: child
Activity Reports

Click the Gancel button to cancel your changes. Click the Save button to save your changes. PV - Fomily Hombers >> All Setings >> E.mail Restrictions >>E-mall Setings

s t a Rati Specify the family member's e-mail account information and their approved e-mail correspondents.
ESLELUER U ) myst enter all of the following information to enable e-mail restrictions

On the E-mail Restrictions screen, click the Gancel button to cancel your changes. Click the Save button to save CITPPRWEPPRY rcr e famiy menber's o mal address elow
your changes.

You must specify the e-mail servers used with this e-mail address. Click here to use suggested names.
Incoming Mail Server (ususlly pop.service.com)

| Account Name (user name only; do not enter @service.com)

This family member is allowed to exchange e-mail with the people listed below. Add or remove names
to adjust the approved list. The addresses you add to the E-Mail Correspondents list are the only e-
mail addresses that will be able to correspond with this family member.

E-mail Address (inthe

= |

Contact Us

Privacy Statement

Terms of Use
Cisco SvsTems

Copyright ©2003 Cisco Systems, Inc., All Rights Reserved.

Figure 7-26: E-mail Settings

78



Instant-Messaging Restrictions

There are three levels of instant-messaging privileges available. Click the radio button next to the level
appropriate for the designated family member. If you restrict instant messaging to a list of approved contacts,
then follow these instructions for each approved contact:

1. Select an Instant Messaging Service: AOL, Yahoo!, MSN, or 1CQ.
2. Complete the Enter Screen Name field.
3. Click the Add button to add the approved contact.

To remove an approved contact, click the contact’s name in the Instant-Messaging Correspondents field, and
then click the Remove button.

Click the Cancel button to cancel your changes. Click the Save button to save your changes.
Password
To access the Internet, the designated family member must use his or her password. You can change this

password using the Password screen. Enter the new password in the New Password and Re-enter Password
fields. Click the Gancel button to cancel your changes. Click the Save button to save your changes.

Delete

To delete a family member, click Delete.

=

Linksys Parental Control

All Family Members >> All Settings >> Instant.

Change Family Member Privileges: child
Activity Reports

Family Settings

i Choose a level of instant-messaging privileges for this family member. If you choose to restrict
Suggest a Rating

correspondence to the approved list, add approved screen names below. You can use the online
-~ activity report to review this family member's instant-messaging activity. Modify their online contacts if
EHILECESTTLT ) necessary to control who they may interact with online

€ May exchange instant messages with anyone

€ May correspond with approved contacts only
@ May not use any instant-messaging services

This family member is allowed to exchange instant messages with the people listed below. Add or
remove names to adjust the approved list.

Select an Instant-Messaging Service
@ AOL € Yahoo! © MSN C ICQ

Contact Us

Privacy Statement

Terms of Use
Copyright @ 2003 Cisco Systems. Inc... All Rights Reserved.

e Change Family Member Privileges: child
Activity Reports

& " All Family Members >> All Settings >> Password
Family Settings —— S e e

Enter the new password this family member must supply to access the Internet.

Suggest a Rating

Billing and Support

Re-enter Password (passwords must be identical)

=

maximum

Contact Us

Privacy Statement

Terms of Use

Copyright ©2003 Cisco Systems, Inc.. Al Rights Reserved.

Figure 7-28: Password
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Suggest a Rating

Linksys Parental Control

To find out the categorization or rating of a specific Web site, enter its address and click the Find button. If you
would like to suggest a different rating for a site or a new rating for an unrated site, enter your comments in the

Web Site Categorization

comments field and click the Submit button. Click the Cancel button to cancel your changes. EERRRRRR o o Lirkcys's web s Categorzaton hecker Use i ol o easiy denty
Famil Seﬂins how a specific Web site (URL) is within Linksys's Internet i

Database. For a detailed description of each category , visit our Cateqory Descriptions

Suggest a Rating
To review a site, enter the address (e.g. curious.comipast) and click "Find":

Billing and Support ]

The site :

is categorized as follows in the Linksys database:

Ifyou would like us to reconsider, please enter your comments and click “Submit"

Contact Us

Privacy Statement

Terms of Use

Figure 7-29: Suggest a Rating

Using the Parental Control Service

Security Warning - x|

Do you want to install and run "Parental Controls" signed

When the Linksys Parental Control Service is actively managing your family’s Internet activities, you must sign in D T

with the Linksys Parental Control Service before you can access the Internet. Follow these instructions:

Netopia, Inc.

Publisher authenticity verified by VeriSign Class 3 Code

1. Open your web browser. Sigring 2001 CA

Caution: Netopia, Inc. asserts that this content is safe.
‘You should only install/view this content if you trust
Netopia, Inc. to make that assertion.

2. If you are using Internet Explorer 5.5 or higher, you will see a warning screen. It will ask you if you want to
install an ActiveX plug-in, which will install an icon in the system tray of your desktop taskbar. Click the Yes
button.

I~ Always trust content from Netopia, Inc.

If you are not using Internet Explorer 5.5 or higher, proceed to step 3. Yes

More Info |

Figure 7-30: Security Warning
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