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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
C pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in
a particular installation. If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encourages to try to correct the interference
by one or more of the following measures:
1. Reorient or relocate the receiving antenna.

N

Increase the separation between the equipment and receiver.

w

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

&

Consult the dealer or an experienced radio technician for help.

FCC and IC Statement:

To assure continued compliance, (example-use only shielded interface cables when connecting to computer or
peripheral devices) any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.
This device complies with Part 15 of the FCC Rules and Industry Canada licence-exempt RSS standard(s).
Operation is subject to the Following two conditions:

(1) This device may not cause harmful interference

(2) This Device must accept any interference received, including interference that may cause undesired

operation.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de
licence. L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire de
brouillage, et (2) 'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage
est susceptible d'en compromettre le fonctionnement.

Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment.



Canadian Department of Communications

The device meets the exemption from the routine evaluation limits in section 2.5 of RSS 102 and compliance
with RSS-102 RF exposure, users can obtain Canadian information on RF exposure and compliance.

Le dispositif rencontre I'exemption des limites courantes d'évaluation dans la section 2.5 de RSS 102 et la
conformité a I'exposition de RSS-102 rf, utilisateurs peut obtenir l'information canadienne sur I'exposition et la
conformité de rf.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order to
avoid the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna
shall not be less than 20 cm (8 inches) during normal operation.

The device in the 5150-5250 MHz band is for indoor use only.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/CE OF THE EUROPEAN
PARLIAMENT AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication terminal
Equipment and the mutual recognition of their conformity (R&TTE).

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal
Equipment and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical
equipment. All guidelines of this and of the computer manufacture must therefore be allowed at all times to
ensure the safe use of the equipment.

WEEE regulation

To avoid the potential effects on the environment and human health as a result of the presence of
hazardous substances in electrical and electronic equipment, end users of electrical and electronic
equipment should understand the meaning of the crossed-out wheeled bin symbol. Do not dispose of

WEEE as unsorted municipal waste and have to collect such WEEE separately.
I
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User Manual of 47611-WG4

Chapter 1.Product Introduction

1.1 Package Contents

Thank you for choosing LEVITON 47611-WG4. Before installing the router, please verify the contents inside the
package box.

47611-WG4 Wireless Router Quick Installation Guide CD-ROM
Lol |__'."_'_' TET )
e (User Manual included)
=== : _
T e LEVITON. "\

St Y

1 - i o
L J : 3
Power Adapter Ethernet Cable
e )
%
3
==
12V/1A DC output
100~240V AC input Ethernet Cable

If there is any item missed or damaged, please contact the Leviton Tech
Support immediately.

%‘D

MNote
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1.2 Product Description

2.4G & 5G Simultaneous Dual Band Wireless Connectivity

Since there are more and more wireless applications and electric devices using the radio frequency of 2.4GHz,
the wireless channel of 2.4GHz has been already too crowded for clients to enjoy the high-speed wireless
connection. In order to avoid the wireless interference between each other, LEVITON 47611-WG4 provides
users the radio frequency of 5GHz for watching HD videos or playing online games additionally. At the same
time, it enables other users still surf the Internet via the original radio frequency of 2.4 GHz. The 47611-WG4 is

just like 2 totally independent Access Points in one device for you.

. Online File
Game Download
Q .

Video
Conference

o

&

HD Video/
Audio Stream
S \
SGHz ' ?
/0 "

Low Interference AT - High Compatibility

. HD Video Streaming & Web & File Sharing
\ Conference TaEEITIR R '

-2-
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Multiple Network Technologies for Incredibly 600Mbps High-Speed Connection

The 47611-WG4 supports IEEE 802.11a/b/g/n Dual Band standard with 2T2R antenna technology, therefore it
can provide the wireless speed up to 300 + 300Mbps which is 12 times faster than that of traditional 11g Access
Point. Moreover, the 47611-WG4 is equipped with all Gigabit Ethernet Ports. Compared with general wireless
routers, the 47611-WG4 offers faster transmitting speed and more convenient method to enable or disable

wireless signal.

Fully Support of Wireless Security Encryption

To secure the wireless communication, the 47611-WG4 supports up-to-date encryption technology, WPA / WPA2
and WPA-PSK / WPA2-PSK with TKIP/AES. The 47611-WG4 supports Wi-Fi Protected Setup (WPS)
configuration with PBC/PIN methods to simplify the wireless security settings. By just clicking the WPS button,

the secure connection between the wireless AP and wireless client will be built immediately.

WPS (Wi-Fi Protected Setup)
Quick & Easy Wireless Connection

7 N[ N
STEP.2 STEP.3
-l
B ((c
\ J \_ WV,

IPTV Pass-through for Video On Demand

The 47611-WG4 provides an IPTV-specific port which enables the IPTV Set-Top-Box (STB) connection directly
by passing through the LAN port. The IPTV feature makes it possible for users to enjoy online videos on the TV
set via Set-Top-Box (STB) through the 47611-WG4 while surfing Internet. The IPTV port can also function as a
LAN port if IPTV service is not enabled.

47611-WG4 I1PTV Connection with IPTV Pass-though

Set-Top Box TV

IPTV-Public IP

=

PC Game Console

Broadband Router :
47611-WG4 LAN-Private IP

Internet Cable/xDSL
Modem

1 ~
! 100Base-TX UTP :

1
| ———————— 1000Base-T UTP !
| ——gm—— Audio Line / Video Line :
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More Flexible File Sharing over USB port

The 47611-WG4 is built-in with one USB 2.0 port which can be connected to a USB printer or storage device for
file sharing. It can recognize the USB printer or storage automatically without user experience. Thus, all clients
on the network can share printer or mass storage through the 47611-WG4 without complicated network

configuration. Via the USB port, it also can output 5V DC power to charge any USB compliant devices.

USB Port

Printer USB HDD

NN .

* Sharing Printer and Mass Storage

Powerful Firewall and Complete Access Control Functions

The 47611-WG4 supports NAT function allowing multiple users to access Internet via a single legal IP. It also
provides Virtual Server for the specific LAN PC to act as an application server and offer certain service to the
clients on the Internet. In addition, the powerful firewall protects your Intranet clients from unauthorized accesses
and various kinds of DoS attacks from the Internet. In the aspect of firewall, the 47611-WG4 supplies IP-based

and MAC-based access control to prevent possible hackers attack.

Easy Setup for Multiple Wireless Modes

The 47611-WG4 supports multiple wireless modes including AP, Wireless Bridge, and Repeater, for different
network applications. Furthermore, with the built-in Quick Setup function, users can configure the 47611-WG4
easily and quickly through a couple of simple steps. It is so easy to apply the 47611-WG4 to the existing wired
network. The 47611-WG4 definitely provides a total network solution for the home and the SOHO users.
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Wireless'AP"Router Mode WDS Bridge-PtP Mode

g
o) )>>> (;:argne
~7

Internet

d
mfﬂ/- =/

Cable/xDSL
Modem

47611-WG4

Laptop

\. J

Internet

@mﬁ

Cable/xDSL
Modem

V)
@\\\K

47611 WG4 Switch  Clients

f\fﬁ?—%

\. J

) “‘
A, o 4_%1

’\ \-/_Swnch
Cable/xDSL \j /// =
Modem 47611-WG4 // \J_i‘_%

Internet Clients

WDS Repeater

Internet

S

\\“

0\\

Wireless Coverage Plus !

Switch Clients Laptop 47611-WG4 47611-WG4 Tablet
\ AP J \ J
o TTTEEE s e \
1
] <<((< © AP/Client Link <<(((m WDS Link |
1
1

The 47611-WG4 is equipped with 5dBi High-Gain antennas to provide strong signal and excellent performance

even in the long range or bad environment. Besides essential wireless sharing for Wi-Fi clients, the 47611-WG4

provides WDS (Wireless Distribution System) bridge mode to facilitate wireless network deployments and

range expanding. It provides more flexibility for users while establishing wireless network.

1.3 Product Features

PAIEEE Compliant Wireless LAN & Wired LAN

B Compliant with IEEE 802.11a/b/g/n dual-band (2.4G&5G) wireless technology capable up to

300+300Mbps data rate

Equipped with all Gigabit RJ-45 ports (10/100/1000Mbps) of 1 WAN and 4 LAN ports

Auto MDI/MDI-X supported

LAN4 supports IPTV Pass-through enables you enjoy online videos

Y ll-ixed-network Broadband Router

B Supported WAN connection types: Dynamic IP/ Static IP / PPPoE / PPTP / L2TP / PPPoE Dual

Access

B Supports Dynamic DNS and DHCP Server

) allSecure Network Connection

B Supports Wi-Fi Protected Setup (WPS)

B Advanced security: 64/128-bit WEP, WPA/WPA2 and WPA-PSK/WPA2-PSK (TKIP/AES

encryption)

B Supports NAT firewall, IP / Port / URL-based access control and MAC address Filtering

-5-
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B Support Dual-SSID to allow users to access different networks through a single AP

b\ dvanced Networking function for Specific Application

B Supports Bandwidth Control (QoS) based on different local IP addresses
B Supports NTP, Virtual Server, UPnP, and DMZ for various networking applications

B Equipped with one USB port for sharing printers and USB mass storages wirelessly

)l asy Installation & Management
B User Friendly Web-based Ul with On-line Help
B Remote Management allows configuration from a remote site

B System status monitoring includes DHCP Client List and System Log
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1.4 Product Specification

Product

Hardware Specification

47611-WG4
300Mbps Dual-Band 802.11n Wireless Gigabit Router

WAN Port: 1 x 10/100/1000Mbps Auto MDI/MDI-X RJ45 port

LAN Port: 3 x 10/100/1000Mbps Auto MDI/MDI-X RJ45 ports (LAN1~3)
Interface

IPTV Port: 1 x 10/100/1000Mbps Auto MDI/MDI-X RJ45 port (LAN4)

USB Port : USB 2.0, Type-A, 5V DC/0.5A Output

Gain: 2 x 5dBi fixed antenna
Antenna

Orientation: | Omni-directional

Reset / WPS Button

Reset / WPS button at rear panel
[ ] Press for about 7 seconds to reset the device to factory default.

| Press for 1 second to activate WPS function.

LED Indicators

PWR/SYS, WLAN (2.4G & 5G) x 2
WAN (Link & 1000Mbps) x 1

LAN (Link & 1000Mbps) x 3

IPTV (Link & 1000Mbps) x 1

USB, WPS

Material

Plastic

Dimension (WxDxH)

171.61 x 111.16 x 25.47 mm (W x D x H)

Weight

8.810z

Power Requirement

Standard

cation

Wireless interface Specifi

12v DC, 1A

Compliance with IEEE 802.11a/b/g/n

Frequency Band

Simultaneous 2.4 GHz and 5 GHz
2.4GHz: 2.412~2.484GHz
5GHz: 5.180~5.825GHz

Transmission

Distance

Indoor up to 100m

RF Power

(Intentional Radiator)

Wireless Modes

2.4GHz: 5GHz:

11b: 17+1dBm
11g: 14.5+1.5dBm
11n: 12.5+1.5dBm

Wireless Management Features

H AP
®  WDS PtP
® WDS PtMP

11a: 12+1.5dBm
11n: 12+1.5dBm
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B WEP (64/128-bit)
Encryption Security B WPA-PSK (TKIP) / WPA2-PSK (AES)
B WPA (TKIP) / WPA2 (AES)

Provide Wireless LAN ACL (Access Control List) filtering

Wireless Security Wireless MAC address filtering

Support WPS (WIFI Protected Setup )

Support Dual-SSID (2.4G & 5G)

Wireless Advanced AP Isolation: Enable it to isolate each connected wireless client.

Support 802.11e WMM (Wi-Fi Multimedia)

Max. Supported Wire: 15

Clients Wireless: 10

Router Features

Shares data and Internet access for users, supporting following internet
access:

Dynamic IP

Static IP

PPPoE

PPTP

L2TP

PPPoE Dual Access

NAT firewall

Internet Connection

Type

Built-in NAT server which supports Virtual Server, and DMZ

Firewall
Built-in firewall with IP address filtering, Port filtering, URL filtering, and MAC

address filtering

Routing Protocol Static Routing

Built-in DHCP server supporting static IP address distributing

Support UPnP, Dynamic DNS

LAN Support Packets Statistics

IP-based Bandwidth Control

Session Number: Max. 8000

Web-based (HTTP) management interface

Remote management (WAN Access Control)

System Management
SNTP time synchronize

System Log

Windows 7

Windows Vista

Windows XP

Mac OS X 10.4 and higher

OS Compatibility
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Chapter 2.Hardware Installation

Please follow the instructions below to connect 47611-WG4 to the existing network devices and your computers.

2.1 Hardware Description

| Dimension: 171.61 x 111.16 x 25.47mm (W x D x H)

®m  Diagram :

LEVIT@@ 4761164

LAMN

)]
)]

-
—
§

18
18
1=
1
&
.

IV OC =,

|
I == —
I8 _.-"" "
Ik
LA I3
AR .
.
\

© ‘Qs%ﬁ?&:ﬁ%\\\\\

Figure 2-1
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2.1.1 The Front Panel

The front panel provides a simple interface monitoring the router. Figure 2-2 shows the front panel of
47611-WGA4.

Front Panel

S
\ 2 4
5GHz 2.4GHz
\ 28 4 v Vv
Power WPS WAN USB

Figure 2-2 47611-WG4 Front Panel

2.1.2 LED Indications

The LEDs on the front panel indicate instant status of port links, wireless data activity, system power; and help
monitor and troubleshoot when needed. Figure 2-2 and Table 2-1 show the LED indications of the Wireless

Router.
LAM
O ¢ I =0 0 0 @ & ¢
@ @ ® @ 2 & & & & ®

Figure 2-3 47611-WG4 Front Panel

LED
; FUNCTION
(Left to Right)
On Device power on
L') PWR | Flash The system is working properly
Off Device power off

-10-



User Manual of 47611-WG4

The system is performing WPS authentication on a client
§ wes | Fash .
device.
— e On The 5G WiFi is activated
5GHz Flash Device is transmitting data wirelessly over 5GHz
= 0 4G On The 2.4G WiFi is activated
24GHz Flash Device is transmitting data wirelessly over 2.4GHz
On Link is established
LAN
ﬂ_J 14 Flash Packets are transmitting or receiving
Off LAN port is not connected
On Link is established
@ WAN | Flash Packets are transmitting or receiving
Off WAN port is not connected
On The USB port is correctly connected
¢ uss
Off The USB port is not connected

Table 2-1 The LEDs indication

2.1.3 The Rear Panel

The rear panel provides the physical connectors connected to the power adapter and any other network devices.

Figure 2-3 shows the rear panel of 47611-WGA4.

Rear Panel

5 dBi Antenna

4 x Gigabit LAN Ports

WAN Port IPTV/LAN4 WPS/Reset Power

Figure 2-4 Rear Panel of 47611-WG4

-11-
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Interface Description ‘
Antenna x 2 Fixed Dual-Band 5dBi Omni Dipole Antennas
B Press the Reset button gently for 1 second and then release it. The
system starts to WPS connection.
WPS/Reset
B Press the Reset button gently for 7 seconds and then release it. The
system restores to the factory default settings.
WAN Connect to the Cable/xDSL Modem, or the Ethernet
LAN1-4 Connect to the user’s PC or network devices
Power Connect to the power adapter provided in the package

Table 2-2 The Interface indication

2.1.4 The Right Side Panel

47611-WG4 built-in with one USB 2.0 port can be connected to a USB printer or storage for file sharing. The

USB port also output 5V DC power can charge any USB compliant devices.

Right Side Panel

USB Port

/

i \\\\\,\'\\\\\ = - f—-h

* Sharing Printer and Mass Storage
Figure 2-5 USB port of 47611-WG4

-12-
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Chapter 3.Connecting to the Router

3.1 System Requirements

[ Broadband Internet Access Service (Cable/xDSL/Ethernet connection)

] One Cable/xDSL Modem that has an RJ-45 connector (not necessary if the Router is connected

directly to the Ethernet.)
] PCs with a working Ethernet Adapter and an Ethernet cable with RJ-45 connectors

] PC of subscribers running Windows 98/ME, NT4.0, 2000/XP, Windows Vista / Win 7, MAC OS 9 or
later, Linux, UNIX or other platform compatible with TCP/IP protocols

] Above PC installed with WEB Browser

%3:‘]] 1. The Router in the following instructions means LEVITON 47611-WGA4.
2. It is recommended to use Internet Explore 7.0 or above to access the Router.

3.2 Installing the Router

Before installing the Router, make sure your PC is connected to the Internet through the broadband service
successfully at this moment. If there is any problem, please contact your local ISP. After that, please install the

Router according to the following steps. Don't forget to pull out the power plug and keep your hands dry.

Step 1. Power off your PC, Cable/xDSL Modem, and the Router.

Step 2. Locate an optimum location for the Router. The best place is usually at the center of your wireless
network.

Step 3. Adjust the direction of the antenna. Normally, upright is a good direction.

Step 4. Connect the power adapter to the power socket on the Router, and the other end into an electrical
outlet. Then power on the Router.

-13-
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Power Adapter

S e ——

Figure 3-1 Hardware Installation-1

Step 5. Follow the figure below to connect the network devices. It depends on your network environment to
connect the WAN port to a Cable/xDSL modem, or the Ethernet directly in your place.

' USB Line r

USB Storage

RJ-11 RJ-45 . D
(&) o/ S

Phone Cable /xDSL
Jack Modem PC/Laptop
AV RJ-45
vV STB

Figure 3-2 Hardware Installation-2

-14-
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Chapter 4. Quick Installation Guide

This chapter will show you how to configure the basic functions of your Wireless Router using Quick Setup
within minutes.

%‘n

A computer with wired Ethernet connection to the Wireless Router is required for the

first-time configuration.

Mote

4.1 Manual Network Setup - TCP/IP Configuration

The default IP address of the 47611-WG4 is 192.168.0.1. And the default Subnet Mask is 255.255.255.0. These

values can be changed as you desire. In this guide, we use all the default values for description.

Connect the local PC to the LAN ports of the Router. And then you can configure the IP address for your PC in

the following two ways.
B Obtain an IP address automatically
B Configure the IP address manually

In the following sections, we’ll introduce how to install and configure the TCP/IP correctly in Windows XP. And
the procedures in other operating systems are similar. First, make sure your Ethernet Adapter is working, and

refer to the Ethernet adapter’s manual if needed.

4.1.1 Obtain an IP Address Automatically
Summary:
1. Setup the TCP/IP Protocol in "Obtain an IP address automatically” mode on your PC.

2. Then the 47611-WG4 built-in DHCP server will assign IP address to the PC automatically.

1. Install TCP/IP component
1) On the Windows taskbar, click the Start button, point to Settings, and then click Control Panel.

2) Click the Network and Internet Connections icon, and then click on the Network Connections tab in

the appearing window.

3) Right click the icon shown below, select Properties on the prompt window.
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LAM or High-Speed Internet

ocal Area Conneckion
Connected, Firewalled
Lealtek, Disahle
Statu=
Fepair

Bridge Zonnections

Create Shorkcuk
Deleke
Rename

Figure 4-1

4) In the prompt window shown below, double click on the Internet Protocol (TCP/IP).

-+ Local Area Connection Properties

General | Advanced

Connect using:
BE IntelR]PROA000 =T Server Adapte

Thiz connection uzes the following items:

[] %= Intel[R) &dvanced Metwork Services Protocol ~
S LLDP Protocol
Internet Protocal [TCRAR] L
>
< |
Inztall... Unirztall [ Properties ]
Drescription

Tranzmizzion Contral Pratocal/nternet Pratocal. The default
wide area network, protocaol that provides communication
acrozs diverse interconnected nebworks,

[ 5how icon in notification area when connected
I atify me when thiz connection haz limited or no connectiviby

(] 4 ] [ Cancel

Figure 4-2

5) The following TCP/IP Properties window will display and the IP Address tab is open on this window

by default.
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2. Setting IP address automatically

Select Obtain an IP address automatically, Choose Obtain DNS server automatically, as shown in the

Figure below:

Internet Protocol (TCPSIP) Properties

General | Alternate Configuration

You can get [P zettings azsigned autamatically if your netwark. supportz
this capability. Othenwize, pou need to azk your network administrator for
the appropriate 1P settings.

(%) Obtain an IP address automatically
{7 Uze the Fallawing IF address:

(®)0btain DNS server address automaticalls

{7y Use the following DMS server addreszes:

[ Ok ][ Cancel ]

Figure 4-3

Now click OK to save your settings.

4.1.2 Configure the IP Address Manually
Summary:

B Set up the TCP/IP Protocol for your PC.

B Configure the network parameters. The IP address is 192.168.0.xxx ("xxx" is any number from 2 to
254), Subnet Mask is 255.255.255.0, and Gateway is 192.168.0.1 (The Router's default IP address)

1 Select Use the following IP address radio button.

2 If the Router's LAN IP address is 192.168.0.1, enter IP address 192.168.0.x (x is from 2 to 254), and
Subnet mask 255.255.255.0.

3 Enter the Router’s LAN IP address (the default IP is 192.168.0.1) into the Default gateway field.

4  Select Use the following DNS server addresses radio button. In the Preferred DNS Server field, you can
enter the DNS server IP address which has been provided by your ISP
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Internet Protocol (TCP/IP) Properties

General |

You can get [P zettingz assigned automatically if your nebwork. supports
thiz capability. Othenwize, you need to azk yaur network, administrator for
the appropriate [P settings.

(" Obtain an IP addrezs autamatically
(%) Use the following IP address:

P address: | 192.168. 0 . 200 |
Subriet mask: | 255.255.255 . O |
Default gateway: 132,168, 0 . 1 |

Obtain DMS server address automatically

{(#) Use the follawing DMNS server addresses:
Prefered DMS server: | g .83 .8 .8 |

Alternate DMS zerver | a .8 .4 4 |

[ ak. H Canicel ]

Figure 4-4
Now click OK to save your settings.

Now, you can run the Ping command in the command prompt to verify the network connection between your

PC and the Router. The following example is in Windows XP OS. Please follow the steps below:

1. Click on Start > Run.
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b Jg j ’ home user

Internet \',‘ My Documents
Internet Explorer
- R 5 My Recent Documents #

f v-l E-mail

Cutlook Express _f}

My Pictures
- i

E Command Prompt _'J My Music

g! My Computer
‘g M3

E’ Control Panel
® Windows Media Plaver

@ Set Program Access and

Defaults
"3 Windows Messenger ]lé Printers and Faxes
'@ Tour wWindows XP @) Help and Suppart
gl | Files and Settings Transfer '.) Search
Wizard

All Programs b '

Figure 4-5

2. Inthe run box type “cmd” and click OK. (Windows Vista users type “cmd” in the Start .Search box.)At the

prompt.

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

Cpen: | crnd)| “ |

[ Ok ][ Cancel H Browse. .. ]

Figure 4-6

Open a command prompt, and type ping 192.168.0.1, and then press Enter.

L

If the result displayed is similar to Figure 4-7, it means the connection between your PC and the

Router has been established well.
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AFIRDOWS\ systeniZicad. exe

Microzoft Windows P [UVersion 5.1.2608]1
(C> Copyright 1985-28P1 Microsoft Corp.

C:“Documents and Settings“user>ping 192.168.68.1

Pinging 192.168_ 8.1 with 32 hytes of data:

Reply from 192.168.08. bytes=32 time=%ms TTL=64
Reply from 192.168.08. bytes=32 time=5ms TTL=64
Reply from 192.168.08. bytes=32 time=3ms TTL=6b4
Heply from 172.168.08. bytesz=32 time=0omz TTL=64

Fing statistics for 192.168.8.1:

Packets: Bent = 4, Received = 4, Lost = B8 (@ loss>.
Approximate round trip times in milli-seconds:

Minimum = 3ms. Maximum = 9ms. Average = Gms

C:“Documents and Bettings“user?_

Figure 4-7 Success result of Ping command

+  If the result displayed is similar to Figure 4-8, it means the connection
Router has failed.

AFIRDO¥S\ system3iZicad. exe
Microzoft Windows HP [ Uerszion 5.1.26801
(C> Copyright 1985-2801 Microsoft Corp.

C:“Documents and Settings“user>ping 192.168.8.1

Pinging 192.168_8.1 with 32 bytes of data:

host unreachable.
host unreachable.
host unreachable.
Destination host unreachabhle.

Ping statistics for 192.168.1.1:
Packets:- Sent = 4. Recedived = B, Lost = 4 (188x lossd.

C:\Documents and Settingsuser >

between your PC and the

Figure 4-8 Failure result of Ping command

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your router. Some

firewall software programs may block a DHCP request on newly installed adapters.
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. The 1/2/3/4 LEDs of LAN ports which you link to on the Router and LEDs on your
PC's adapter should be lit.

If the Router's IP address is 192.168.0.1, your PC's IP address must be within the
range of 192.168.0.2 ~ 192.168.0.254.
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4.2 Starting Setup in the Web Ul

It is easy to configure and manage the 47611-WG4 with the web browser.

Step 1. To access the configuration utility, open a web-browser and enter the default IP address
http://192.168.0.1 in the web address field of the browser.

2 http:/192.168.0.1

ff—ﬁ' Wireless Router

Figure 4-9 Login the Router

After a moment, a login window will appear. Enter admin for the User Name and Password, both in lower case

letters. Then click the OK button or press the Enter key.

LEVIT&: 300Mbps Dual Band 802.11n Wireless Gigabit Router
- —

mrual-Band Wireless Router

Usar Mams; (Dafault Lsar Name:adming

Passeced: i0efault Paszmord madmin)

“iemin [ Cancwl )

Figure 4-10 Login Window

Default IP Address: 192.168.0.1
Default User name: admin

Default Password: admin
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If the above screen does not pop up, it may mean that your web-browser has been set to a
proxy. Go to Tools menu>Internet Options>Connections>LAN Settings, in the screen that
appears, cancel the Using Proxy checkbox, and click OK to finish it.

After entering the username and password, the Easy Quick Setup page screen appears as Figure 4-11.

LEV'TM: 300Mbps Dual Band 802.11n Wireless Gigabit Router
-

4% Advanced

Internet Connection Settings

Crepce EoHD
R e

Wireless Security Settings

|7 45 Barnty kay [se] (17345078

Canme |

e

Figure 4-11 47611-WG4 Web Ul Screenshot

Step 2. Choose the correct Internet Access method. Please refer to the instructions in the next chapter for

configuring the other Broadband types.
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Internet Connection Settings

®pppOE OpHcp

User Name: kiser

Passwaord: jsesssess

Wireless Security Settings

246 Securly Key ¥ | !

‘ Ok Cancel

Figure 4-12 Choose Internet Access Method

Step 3. Please enter the User Name, Password and SSID security key and etc. Then click OK button to

make the configuration take effect immediately.

Internet Connection Settings

®ppPOE OoHep
User Name: juser
Password: jesssssse

Wireless Security Settings

| 2.4 Security Key [v] | |

53 Security Key |

QK Cancel

Figure 4-13

Step 4. For more detail network setting and functions configuration, you can click the button to

configure your Router.
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LEVI Tﬁ, 300Mbps Dual Band 802.11n Wireless Gigabit Router [ERiliR e
41 Acvancad

Internet Connection Settings

epROE SDHCE

Wireless Securlty Settings

| 245G Secunty Key wl | 12243572

Ok | Cancel

Figure 4-14
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Chapter 5. Configuring the Router

This chapter delivers a detailed presentation of router’s functionalities and features under 8 main menus below,

allowing you to manage the router with ease.

Navigation Menus

¢k Device Info

F Network

F Security

b Advanced

F Wireless

F USB

F IPTV

r Tools

Figure 5-1

During operation, if you are not clear about a certain feature, you can simply click the “Help” button to read all

related helpful info.

5.1 Device Info

In this page, you can view information about the current running status of 47611-WG4, including WAN interface,

LAN interface, Wireless interface settings and status, and firmware version information.

®  WAN

WAN Status

Internet Connection Type
WANIP

Subnet Mask

Gateway

DNS Server

MAC Address

WAN Traffic

[Sonned]
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wan
898
_ B0y
v 71
2 a2
Esss—
ﬂ' 445
R
265
178
23
: rerTrrrT rrr e T T rrrr e e e T T T T r T T el T T e T T T r T

Figure 5-1-1

This section allows you to view the router’s WAN info listed below:

Object Description

Displays WAN connection status: Disconnected, Connecting or
* WAN Status: Connected.

Indicates that the Ethernet cable from your ISP side is / is not
correctly connected to the WAN port on the router or the router is not
logically connected to your ISP.

e Disconnected:

Indicates that the WAN port is correctly connected and is requesting
an IP address from your ISP.

¢ Connecting: Connected: Indicates that the router has been connected to your
ISP.

* Internet ) Displays current Internet connection type.
Connection Type:

e WAN IP: Displays WAN IP address.

e Subnet Mask: Displays WAN subnet mask.

o Gateway: Displays WAN gateway address.

e DNS Server: Displays WAN DNS address.

© WANMAC Displays router’'s WAN MAC address.
Address:

e WAN Traffic: Displays bandwidth currently used by router in KB/s.

Displays time duration indicating how long the router has been
connected to ISP.

e Connection
Duration:

 WAN Traffic Graph: Displays a graphic presentation of the traffic flow.
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H LAN

This section allows you to view the router’s LAN info listed below:

IP Addrezs 192 168.0.1
Subnet Mazk 2352352550
LAN MAC Address 00:03:2£:354:4bic0
DHCP Server Enabled

MNAT Entries™NAT 6/ 8192

Figure 5-1-2 LAN Information

The page includes the following fields:

Object ” Description
e [P Address: Displays LAN IP address.
e Subnet Mask: Displays LAN subnet mask.

LAN MAC Address: | Displays router’'s LAN MAC address.

DHCP Server: Displays whether DHCP server is enabled or not.

NAT Entries/NAT: Displays number of used NAT entries and MAX NAT entries.

B Wireless
This section allows you to view the wireless info listed below:
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WAN [LAN BT

Wireless Radio Enabled

Wireless BMAC address 00:052£34:4b:c0

SSID Default 246G

802.11 Mode 11big'n mixed mods

Country Us

Channel Auto

Security Mode WPA2 -PSK
S seHrveessaws

Wireless Radio Enabled

Wireless MAC address 00:05:25:34:4bcd

S5ID Default 3G

§02.11 Mode 11aln mode

Country Us

Channel Apto

Securiby Mode WPA2 - PSK

Figure 5-1-3 Wireless information

The page includes the following fields:

Object ” Description

e Wireless Radio: Displays whether wireless is enabled or not.

¢ Wireless MAC Displays MAC address of the router’s wireless interface
address:

e SSID: Displays current SSID.

e 802.11 Mode: Displays currently active network mode.

e Country: Displays current country.

e Channel: Displays current channel.

e Security Mode: Displays current security Mode.

B System Info

This section displays CPU/memory usage, uptime, system time, number of connected client(s) and system

version info.
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CPU Usage
Memory Usage

Up Time

Time

Connected Client(s)

Firmware Verszion

A EEES General

[ | [
I | 25%
00:03:26

1970-01-01 00-03:16
1
V2.0.1.3 EN

Figure 5-1-4 General System information

The page includes the following fields:

Object Description

CPU Usage:

Displays current CPU usage status

Memory Usage:

Displays current memory usage status.

Displays uptime.

e Up Time:
_ Displays device’s time synchronized with Internet or manually
o Time: set by user.
¢ Connected Displays the number of connected computers.
Client(s):

Firmware Version:

Displays router’s firmware version.
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5.2 Network

“Network” includes the following four submenus. Clicking any of them enters corresponding interface for

configuration. Below explains, in details, each such feature.

Navigation Menus &

b Device Info

- Network

LAN

WAN

DHCP

WAN Port

Figure 5-2-1

5.2.1 LAN Settings

LAN Settings

Save

For Example:192.168.0.1

IP Address 192.168.01

|
Subnet Mask 255 |v|l| 265 v [ 255 |

Help

Figure 5-2-2 LAN settings web page screenshot

The page includes the following fields:

Object Description

Router’s LAN IP.

e IP Address: The default is 192.168.0.1. You can change it according to your
need.

e Subnet Mask: Router’s LAN subnet mask.

If you change the device’s LAN IP address, you must enter the new one in your
browser to get back to the web-based configuration utility. And LAN PCs’ gateway
must be set to this new IP for successful Internet connection.
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5.2.2 WAN Settings

The screen below displays WAN connection status and interface info.

WAN Settings

(e ComechnSews wh | &

Dynamse IP (TP:192.168.100.130/ 255 255.255.0 )
Gareway:1%2.168.100.1

wWaN Comected Config

Figure 5-2-3

Click the “Config” button to enter WAN configuration interface. The router supports six Internet connection types,
include:

Dynamic IP

Static IP

L2TP

PPTP

PPPoOE

PPPoOE dual access

the same IP net segment as the LAN IP, otherwise, the router will not work
Mote properly. In case of emergency, press the hardware "Reset" button.

@fiﬂ WAN IP, whether obtained automatically or specified manually, should NOT be on
"

B Dynamic IP (DHCP)

Select this option to let router obtain IP settings automatically from your ISP, if your ISP does not give you any IP

information or account information. You don’t need to configure any settings for this connection.

WAN

Save

Internet Connection Type |Dg.=nami|:: IP vl Restore

MTU

Help

Figure 5-2-4
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The page includes the following fields:

Object ‘ Description

e Internet
connection Type:

Displays a list of available Internet connection types

Maximum Transmission Unit.

MTU:
* The default value is1500.

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

B Static IP

If your ISP offers you static IP Internet connection type, select “Static IP" from corresponding drop-down menu
and then enter IP address, subnet mask, Primary DNS and secondary DNS information provided by your ISP in
corresponding fields.

1P Addrass 1192 168.100.130 |
Subnet Mask 1255.255.255.0 |
Default Gateway 1192 168.100.1 |
Primary DNS Server 192.168.100.1 |
Secondary DNS Server | |
MTU 1500 |
Figure 5-2-5

The page includes the following fields:

Object Description

e Internet ) . ) )
_ Displays a list of available Internet connection types.
connection Type:

Enter the WAN IP address provided by your ISP. Inquire your ISP if
e |P Address:

you are not clear.
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e Subnet Mask:

Enter WAN Subnet Mask provided by your ISP.

e Default Gateway:

Enter the WAN Gateway address provided by your ISP.

e Primary DNS
Server:

Enter the necessary DNS address provided by your ISP.

e Secondary DNS
Server:

Enter the other DNS address if your ISP provides you with 2 such
addresses, and it is optional.

Maximum Transmission Unit.
The default value is1500.

e MTU:

DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network

malfunction.

m  PPPOE

Select PPPoE, if your ISP is using a PPPoE connection and provide you with PPPoE user name and password

info.
S | |
Password | |
MPPE []
MTU 1492 _

Figure 5-2-6

The page includes the following fields:

Object Description

e Internet Displays a list of available Internet connection types.

connection Type:

e User Name: Enter the User Name provided by your ISP.

e Password: Enter the password provided by your ISP.

Maximum Transmission Unit.

e MTU: The default value is 1492.
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DO NOT change the factory default MTU value unless necessary as an improper
MTU value may degrade your network performance or even lead to network
malfunction.

m PPTP

The PPTP protocol allows you to connect your router to a VPN server.
For example: A corporate branch and headquarter can use this connection type to implement mutual and

secure access to each other’s resources.

(WA Settings|
Internet Connection Type
PPTP Server IP \pptp_server (1P address or domain name)
User Mame pptp_user |
Password sssssssssas |
Address Mode |ﬂa_ti_|:5 b
IP Address | |
Subnet Mask | |
Default Gateway | |
DNS Server | |
Secondary DNS Server | |
MPPE []
MTU [1480 |
Figure 5-2-7

The page includes the following fields:

Object ‘ Description

e Internet connection
Type:

e PPTP Server IP: Enter the IP address of a PPTP server.

Displays a list of available Internet connection types.

Username/Password: | Enter Username/Password defined by the PPTP server.

Select “Dynamic” if you don't get any IP info from the PPTP server

Address mode: . ] .
side, otherwise select “Static”.

IP Address: Enter the IP address provided by your ISP. Inquire your local ISP if
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you are not clear.

e Subnet mask: Enter the subnet mask provided by your ISP.

Enter the gateway provided by your ISP. Inquire your local ISP if you
e Default Gateway: g yp vy g y y
are not clear.

e DNS Server: Enter the necessary DNS address provided by your ISP.
e Secondary DNS Enter the other DNS address if your ISP provides you with 2 such
Server: addresses, and it is optional
Maximum Transmission Unit.
o MTU:
The default value is 1460
B L2TP

The L2TP protocol allows you to connect your router to a L2TP server.
For example: A corporate branch and headquarter can use this connection type to implement mutual and

secure access to each other’s resources.

VAN

Intemet Connection Type e B2

L2TP Server IP Address !Iztp_sewer }[]P Address or domgin name)
User Name 12tp_user |
Password |vlvl|;l-|||-|||| |
Address Mode @
IP Address | |
Subnet Mask | |
Default Gateway ! |
DNS Server ! |
| |

Secondary DNS Senvar

MTU 1458

Figure 5-2-8

The page includes the following fields:

Object Description

e Internet connection
Type:

Displays a list of available Internet connection types.
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e |L2TP Server IP
Address:

Enter the IP address of a L2TP server.

e Username/Password: | Enter Username/Password defined by the L2TP server.

Select “Dynamic” if you don’t get any IP info from the L2TP server

* Address mode: side, otherwise select “Static”.

Enter the IP address provided by your ISP. Inquire your local ISP if

e |P Address: you are not clear.

e Subnet mask: Enter the subnet mask provided by your ISP.

Enter the gateway provided by your ISP. Inquire your local ISP if you

e Default Gateway: are not clear

e DNS Server: Enter the necessary DNS address provided by your ISP.
e Secondary DNS Enter the other DNS address if your ISP provides you with 2 such
Server: addresses, and it is optional

Maximum Transmission Unit.

MTU:
¢ The default value is 1458

m PPPOE Dual Access

em 0

Internet Connection Type

User Mame

Password

Address Mode
IP Address
Subnet Mask
Default Gateway
MPPE

MTU

Figure 5-2-9

The page includes the following fields:

Object Description

e Internet

. Displays a list of available Internet connection types.
connection Type:
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Username: Enter the PPPOE account provided by your ISP.

Password: Enter the PPPOE password provided by your ISP.

Select “Dynamic” if you don’t get any IP info from the L2TP server side,

Address mode: . e
otherwise select “Static”.

Enter the IP address provided by your ISP. Inquire your local ISP if you

IP Address:
are not clear.

Subnet mask: Enter the subnet mask provided by your ISP.

Enter the gateway provided by your ISP. Inquire your local ISP if you are

Default Gateway:
not clear.

Maximum Transmission Unit.

The default value is 1492

MTU:
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5.2.3 DHCP Settings

“DHCP” includes 3 submenus: DHCP Server, Client List and Static Assignment. Clicking any of them enters

corresponding interface for configuration. Below explains, in details, each such feature.

The Dynamic Host Configuration Protocol (DHCP) is an automatic configuration protocol used on IP
networks. If you enable the built-in DHCP server on the device, it will automatically configure the TCP/IP settings
for all your LAN computers (including IP address, subnet mask, gateway and DNS etc), eliminating the need for
manual intervention. Just be sure to set such PCs to DHCP clients by selecting “Obtain an IP Address
Automatically” on each such PC. When you turn these PCs on, they will automatically load the proper TCP/IP

settings provided by the device DHCP server.

B DHCP Server

DHCP

DHCP Server [¥] Enable

Start IP Address |192.1aa.n.1nn |
End IP Address [192.168.0200 |
Lzazz Time I.? days VI

Pithiaey DI Secver [192.168.0.1 |

Secondary DING Server | |
(Optional)

Figure 5-2-10

The page includes the following fields:

Object Description

e DHCP Check or uncheck the box to enable or disable the device’'s DHCP
Server-Enable: server feature.

e Start IP Address: Enter the starting IP address for the DHCP server’s IP assignment.

e End IP Address: Enter the ending IP address for the DHCP server’s IP assignment.

The length of time for the IP address lease. Configuring a proper lease
e Lease Time: time improves the efficiency for the DHCP server to reclaim disused IP

addresses.

e Primary DNS

Enter a DNS server address assigned to DHCP clients.
Server:
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e Secondary DNS
Server

Enter the other DNS address assigned to DHCP clients (optional).

To benefit from the DHCP server feature, you must set all LAN PCs to DHCP clients by selecting the “Obtain an

IP Address Automatically” radio buttons thereon.

B DHCP Client List

This section displays a DHCP dynamic client list, which includes host name, IP address, MAC address and
lease time info.

DHCP
S AT Client List

If you enable the DECE server feature. DHCP client hist will be updated every 3 seconds.

Host name [P Address MAC Address Lease Time
android 192.168.0.103 22:00:04:82:44:33 6Day 23:38:40
ENM 192 168 .0.162 ec:ad:6bod6:00:c4 6Day 23:38:13
Figure 5-2-11

The page includes the following fields:

Object ’ Description

e |P Address: Displays IP address(es) that client(s) obtained from the DHCP server.
e MAC Address: Displays MAC address of a given host.

e Host name: Displays name of a given host (DHCP client)

e Lease Time: Remaining time for a corresponding IP address lease.

B Static Assignment

If you would like some devices on your network to always have fixed IP addresses, you can use this feature and

manually add a static DHCP assignment entry for each such device.

-40-



User Manual of 47611-WG4

For example: To have a PC at the MAC address of 00:aa:bb:11:22:33 always receive the same IP address of
192.168.0.200, simply enter the IP and MAC addresses in corresponding fields and click “Add” and then the

“Save” button as shown below.

DHCF
jilsim Tl AT WM Static Assignment

Static Assignment

IP Address | | Festore

MAC Address

192,168.0.200 00 aa bb 1122 33

Heip

Figure 5-2-12

The page includes the following fields:

Object Description

e |P Address: Enter the IP address for static DHCP assignment.

Enter the MAC address of a computer to always receive the same IP
e MAC Address: )
address (the IP you just entered above).

e Add: Click to add the current IP-MAC static assignment entry to the list

o Edit: Click to change a given static assignment entry.

e Delete: Click to remove an existing entry

5.2.4 WAN Port

“WAN Port” includes 2 submenus: MAC Clone, and Speed/Duplex. Clicking either tab enters corresponding

interface for configuration. Below explains, in details, each such feature.

VAN Port
MAC Clone gyl Biilijilss

Uszz this zaction to confip device’s WAN MAC address.
WANMAC Address: | 88:9F-FA55:21:44 | [Restore to Factory Default MAC | | Clone MAC |

Figure 5-2-13
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B MAC Clone

This section allows you to set router's WAN MAC address. You can either manually enter a MAC or copy your

PC’s MAC to the router.

WAN Port
MAC Clone g3t Biiiilss

Uze thiz zection to config device's WAN MAC address.

WANMAC Address: | BB:OFFAS5:21:44 | [Restore to Factory Default MAC | | Clane WAC |

Figure 5-2-14

The page includes the following fields:

Object Description

¢ WAN MAC Displays router's current WAN MAC address, you can manually change
Address: it.

e Restore to Factory
Default MAC:
e Clone MAC: Click to copy your PC’s MAC to router's WAN MAC Address field.

Click it to restore router’s WAN MAC to factory default value.

Normally you don't need to change the default WAN MAC value. However, some ISP
may bind client PC's MAC address for Internet connection authentication. In this
case, simply enter such MAC in the WAN MAC Address field or click the “Clone
MAC” button. Note that the WAN MAC address in running status interface will be
updated accordingly.

Do remember to reboot the router to activate the new WAN MAC. DO NOT use the
“Clone MAC?” feature if your ISP does not bind your PC’s MAC.
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B Speed/Duplex

This section allows you to config the router’'s WAN port speed/duplex settings.

WAN Port
LU el U8 Speed/Duplex

Save
WAN Interface Spesd Duples | Auto vl

Restore
100 full-duplex

100 half-duplex Help
1000 full-duplex

1000 half-duplex

10000 full-duplex
10000 half-duplex

Figure 5-2-14

You can select a WAN port speed/duplex mode that best suit your network environment from the drop-down list,

which includes auto, 10M half-duplex, 10M full-duplex, 100M half-duplex, 100M full-duplex, 1000M half-duplex
and 1000M full-duplex.

The WAN port speed/duplex mode must match that of its link partner to achieve

successful communication; otherwise, the WAN port may not function properly. So, if

you are not sure about the link partner’s speed/duplex mode, please select “Auto”
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5.3 Security Settings

“Security Settings” includes the following 5 submenus. Clicking any of them enters corresponding interface for

configuration. Below explains, in details, each such feature.

Navigation Menus

} Device Info

P Network

- Security

Group

Port Filter
URL Filcer
MAC Filcer

Access Control

5.3.1 Group Settings

“Group Settings” includes 2 submenus: Group Settings, User Group and Time Group. Clicking either tab

enters corresponding interface for configuration. Below explains, in details, each such feature.

B User Group

To create a user group, you need to specify a group name/description and an IP address/range. The user group

feature works together with other related features.

. CoowpName  GuowpDeserpion P Asin

Figure 5-3-1

For example: If you want to add a user group for a R&D department within an IP of

192.168.0.200-192.168.0.250, first click the “Add” button and then follow steps below:
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Group MName: | R_D |

Group Description:  [R_D IP Range |

Note: You can only either enter a single TP address or specify an IP address range:

AddTP: 1921680200  |[192168.0250  |[Add|[Edi][Ceieie |[Cicar |

Figure 5-3-2

1. Enter R_D in group name field.
2.  Enter R_D IP Range in group description field.
3. Enter “192.168.0.200” and “192.168.0.250” in IP fields.

4.  Click “Add “and then the “Save “button; you will find

Such entry in User Group list below:

———— L
R DIP Range 192.168.0.200-192 168.0.250 Ed| Delete
Help

Add

Figure 5-3-3

B Time Group

To create a time group, you need to specify a group nhame/description and a time / time range.

R

Help
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Figure 5-3-4

For example: If you want to set a period of time from 8 : 00 to 18 : 00 on working days from Monday to Friday

to a time group, first click the “Add” button and then follow steps below:

Group Name: | Working Days |
Group Description: |w|:|rkiﬂﬂ Days |

PJIMHIMMMMMMMWIQH]2]3!41516[?1&192&211113?

Mon II_IIIIIIIIIIII

Tue
Wen
Thu
Fri
Bat
Sun

Figure 5-3-5

Enter “Working days” in group name field.

Enter “working days” in group description field.
Select the time and days.

P 0 b E

Click “Save” and you will find such entry in Time Group list below:

Working Days Working Days Edit

Help

Figure 5-3-6

5.3.2 Port Filter

To better manage PCs in LAN, you can allow or disallow such PCs to access certain ports on Internet using the
Port Filter functionality.
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Port Filter

Port Fiter: [] Enable
Mote: If a currently configured rule repeats or overlaps an earier configured rule, then only the previous rule Restore
takes effect.

Help

AdL

Default: Deny ~ || Access to Internat

Figure 5-3-7

Click “Add” to enter page below:

Port Filter

Save

Festore

Filter hioda: |__|:le_g‘_.,.f v Agcess to Internst
Enable: ]

Descripfion: | | HER

Uszr Group: | R D v |

Time Group: ! Warking Day: » |

WAN Port Range: | H |
Protecol: [Ec?hTI

Figure 5-3-8
The page includes the following fields:

Object Description

e Filter Mode: Select Deny or Allow according to your own needs.

e Deny Access to Disallow specified packets to pass through the router; other packets are
Internet: processed according to default rule.

e Allow Access to Allow specified packets to pass through the router; other packets are
Internet: processed according to default rule.

e Enable: Check to enable current filter entry.

e Description: Enter a meaningful name to yourself for a new filter rule
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User Group: Select an added user group from the drop-down list.

Time Group: Select an added time group from the drop-down list.

Enter port IDs. You can specify a range of ports or a single port.

WAN Port Range:
Allowed port ID ranges from 1 to 65535.

Select a protocol or protocols for the traffic (“Both” includes TCP and
e Protocol: UDP).

For Example: If you want to disallow PCs within IP addresses ranging from 192.168.0.200 to
192.168.0.250(“R&D” user group) to access web sites from 8:00 to 18:00 on working days — from Monday to

Friday (“Working days” time group), do as follows:

1. Select “Deny” from the filter mode drop-down list.

2.  Check the “Enable” box.

3.  Enter “Forbid websites” in description field.

4.  Select “R&D” from the user group drop-down list.

5. Select “Working days” from time group drop-down list.
6. Enter “80” in both boxes of “WAN Port Range”.

7.  Select “Both” from “Protocol” drop-down list.

Filter IMode: |Deny || Access to Internet
Enable:
Description: | Forbid Websites |
User Group: iB:D e |
TimeGrowp: | Working Day: v |
WAN Port Range: |80 H ] |
Protocol: |_E||;|th v |
Figure 5-3-9

8. Click “Save” and you will find such entry in the List below.
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Port Filter

Port Fiter: L] Enable

Mote: If 2 currently configured rule repeats or overiaps 2n earker configured rule, then onby the previous rule
takes affact.

Defauk: Deny '» | Access to Intemet

Forbid
Waorking Days Eﬂ.‘f Both Visbisibas Delete
Figure 5-3-10

9.  Select “Allow” from the “Default” drop-down list and check “Enable” Port Filter feature.

[Forreer |

Port Filter

Fort Fiter: [#} Enabla
Mote: If 3 curmently configured rule repeats or overiaps 2n earfer configured rule, then only the previous rile Rest
takes effact.

AL

Help
Default:EEM ~ | Access to Intemet

Farbid
Warking Days Bﬂ Both Visbisibes Delete
Figure 5-3-11
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5.3.3 URL Filter

To better control LAN PCs, you can use the URL filter functionality to allow or disallow such PC to access certain

websites within a specified time range.

URL Fifcer

URL Filter

URL Fiter[ [Enable
Mote:If @ currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule
takes effect.

Default: Den ¥ Access to Internet

Figure 5-3-12

Click “Add” to display page below:

LIRL Fitcer
URL Filter

Filter Mode: Deny (% | Access to Intemet

Ensble: [

Description: | |
PGouwp: |RD v

Time Group: | Working Day: |

{A comma should be put between different domain names. Up to 16 entries allowed! )

Figure 5-3-13

The page includes the following fields:

Object Description

e Filter Mode: Select Deny or Allow according to your own needs.

e Deny Access to Disallow specified packets to pass through the router; other packets are
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Internet: processed according to default rule.

e Allow Access to Allow specified packets to pass through the router; other packets are
Internet: processed according to default rule.

e User Group: Select an added user group from drop-down list.

e Time Group: Select an added time group from drop-down list.

e Description: Enter a meaningful name to yourself for a new filter rule.

* URL character Enter domain name string to be filtered.
string:

For Example: If you want to disallow PCs within IP addresses ranging from 192.168.0.200 to
192.168.0.250(“R_D" user group) to access only web sites containing “yahoo” from 8:00 to 18:00 on working

days — from Monday to Friday (“Working days” time group), without restricting other PCs, do as follows:

1.  Select “Deny” from the filter mode drop-down list.

2.  Check the “Enable” box.

3. Enter “Disallow yahoo” in description field.

4.  Select “R_D” from the user group drop-down list.

5. Select “Working days” from time group drop-down list.

6. Enter “yahoo” in URL String field.

URL Filter

Filter Mode: !_Deny W | Access to Internet

Fnable;
Description: | Forbid_Yahoo |
IP Group: | R D |

Time Group: | Working Day: ¥|

|f$hQD

URL String: .
S {A comma should be put between differsnt domain names. Up to 16 entriss allowsd! )

Figure 5-3-14
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7.  Click “Save” to display page below:

URL Filter

URL Fitter{JEnable
Motea:If 2 currently configured rule repeats or overlaps an earier configured rule,than only the previous rule
takas effact.

Default: | Deny » | Access to Interet

Warking D Forbid_Ya
Deny i yahoo g
Delete Al
Figure 5-3-15

8. Select “Allow” from the “Default” drop-down list and check the “Enable” URL Filter feature.

LURL Filter

URL Filter

URL Fiter{¥Enable
Mote:If a currently configured rule repeats or overlaps an earlier configured rule, then only the previous rule
takes affect,

Defauk: MV Access to Intemnet

Working D Forbid_'a
n h [+]
oany RD 2ys YN hioo 5 Delete

Figure 5-3-16
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5.3.4 MAC Address Filter

To better manage PCs in LAN, you can use the MAC Address Filter function to allow/disallow such PCs to

access to Internet.

MAC Fiter
MAC Address Filter

Clenable MAC Fiter

Defalut: | Dany ™| Access to Intemnet

| Delete Al || Add |

Figure 5-3-17

Click “Add” to display page below:

MAC Fifter

MAC Address Filter

Filter Mode | Deny ™| Access to Internet

Description | |

MAC: [ H H H  H  |==IMAC Address list v
Time: 100 %100 ~|~|00 »]{00 »|

Day: M Everyday [ ISun [ I0on [ (Tue | IWen [ |Thu [ |Fe [ |56

Figure 5-3-18

The page includes the following fields:

Object Description

o Filter Mode: Select Deny or Allow according to your own needs.

e Deny Access to Disallow specified packets to pass through the router; other packets are
Internet: processed according to default rule.

e Allow Access to Allow specified packets to pass through the router; other packets are
Internet: processed according to default rule.

e Description: Briefly describe a new filter rule

-53-



User Manual of 47611-WG4

Enter the computer’s MAC address that you want to filter out in the MAC
" MAC address field or select one from the MAC address list.
_ Select a time range for the new MAC address filter rule to take effect.
s Time The default is 00:00-00:00, which means 24 hours.
Select a day or several days for the new MAC address filter rule to take
* Day: effect.

For Example: To only prevent a PC at the MAC address of 00:aa:bb:77:88:00 from accessing Internet from 8:00

to 18 : 00 everyday, without restricting other PCs, configure same settings on the screenshot below on your

device:

MAC Filter

C Address Filter

Filter Moda Agcess to Internet

Description |Restrimeu_Pc |
MAC: {UD h|':§ a3 h|':':' 7|

Day: HEvar}-'daj; Sun | [ Mon [ [Tue | |Wen [ IThu | 15 [ |86

88 {00 |<—| MAC Address list vl

Figure 5-3-19

Click “Save” to display the following page. Select “Allow” from the “Default” drop-down list and check the

“Enable MAC Filter” feature as below.

MAC Fitter
MAC Address Filter

[WIEnable MAC Fitter

Del"cllut v Access to Internet

Deny 00 -aabb 778800 oo / Restricted_PC Mm'f’
e 18:00 (A
[ Delete Al || Add |
Figure 5-3-20
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5.3.5 WAN Access Control

The WAN Access Control feature allows users to configure your router from Internet via a web browser.

YWAN Access Control

Enable:
IF Address:

Port:

1

0.0.00

Save

FRestore

Help

Figure 5-3-21

The page includes the following fields:

Object ’ Description

e Enable: Check or uncheck to enable or disable the WAN Access Control feature.
Enter a port ID for remote web-based management.
e Port:
The default is 8080.
Enter the IP address of a PC on Internet authorized to access and
e |P Address:

manage your router’s web-based utility remotely.

the feature.

If you enter 0.0.0.0 in the IP address box, then all PCs on Internet can access your
router's Web-based utility to view or change your settings remotely once you enable

For example: If you want to allow only a PC at the IP address of 60.250.65.207 to access your router’s

Web-based utility from Internet via port; 8080, you need to configure same settings as shown on the interface

below on your router. And what this IP user needs to do is to simply launch a browser and enter http://
210.61.134.96:8080 (provided that your router’'s WAN IP address is 210.61.134.96).
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