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Important Safety Precautions

Always read and follow these basic safety precautions carefully when
handling any piece of electronic component.
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11.

Keep this User’s Manual for future reference.
Keep this equipment away from humidity.
Lay this equipment on a stable, flat surface before setting it up.

The openings on the enclosure are for air convection, hence they
protect the equipment from overheating.

Make sure the voltage of the power source and adjust properly
110/220V before connecting the equipment to the power inlet.

Place the power cord in a way that people are unlikely to step on
it. Do not place anything on the power cord.

Always Unplug the Power Cord before inserting any add-on card
or module.

All cautions and warnings on the equipment should be noted.

Never pour any liquid into the opening that could damage the
equipment or cause an electrical shock.

If any of the following situations arise, get the equipment checked
by a service personnel:

The power cord or plug is damaged

Liquid has penetrated into the equipment

The equipment has been exposed to moisture

The equipment has not functioned properly or in accordance
with the User’s Guide

The equipment was dropped and damaged

The equipment has obvious signs of breakage

DO NOT LEAVE THE EQUIPMENT IN AN UNCONDITIONED
ENVIRONMENT WITH A STORAGE TEMPERATURE OF 60°C
(140°F) OR ABOVE. IT MAY DAMAGE THE EQUIPMENT.
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1. INTRODUCTION

1.1 Bluetooth Technology

The term “Bluetooth” refersto aworldwide standard for the wireless exchange
of data between two devices. In order to exchange data, two Bluetooth devices must
establish a connection. Before a connection is established, one device must request a
connection with another. The second device accepts (or rejects) the connection.

The originator of the request is known as the client. The device that accepts (or
rejects) the request is known as the server. Many Bluetooth devices can act as both
client and server.

A client Bluetooth device runs a software program that requests a connection to
another device as part of its normal operation. For example, the program may request
aconnection to aremote computer, a printer, or amodem. Becoming a Bluetooth client
normally requires an action by the device operator, such as an attempt to browse a
remote computer, print afile, or dial out on a modem.

Every Bluetooth device that provides a service must be prepared to respond to
a connection request. Bluetooth software is always running in the background on the
server, ready to respond to connection requests.

1.2 MSI™ PC2PC Bluetooth

MSI™ PC2PC Bluetooth provides wirel ess technology that revol utionizes per-
sonal connectivity. It isthe solution for the seamless integration of Bluetooth technol-
ogy into personal computers, enabling short-range wirel ess connections between desk-
top/laptop computers, Bluetooth-enabled peripherals (printers, faxes,...), portable
handheld devices, and connectivity to the Internet.
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® Hardware Specifications

Bluetooth Transceiving Key
Bluetooth Transceiving Module

General

H/W Interface UsB

Bluetooth Spec. Ver. 1.1

Compliance

Throughput About 723K bps (data channels)
Operating Volt. 5V from USB interface

Operating Range

Up to 200M for open space

Regulatory Approval

FCC, CE, BQB (Bluetooth Qualified)

Temperature Storage temp: -20°C~+100°C
Operating temp: -20°C~+100°C
Radio
Spread Spectrum Frequency Hopping Spread Spectrum (FHSS)

Compliant with FCC part 15

Frequency Range

2.4~2.4835GHz (2.4GHz ISM Band)

RF Channels 79-channel system for USA, Japan, and Europe
(except France, 23-channel system for France)
Modulation GFSK, BT=0.5

Output Power Class

Bluetooth Power Class 1

Output Power +13.5dBm (Max.)

Receiver Sensitivity Better than -90dBm with BER < 0.1%
Max Input Level -20dBm

Power Control Yes

Base Band

Physical Links

Support ACL link

Network Capabilities

Support piconet point-to-point and point-to-multipoint
connections (Scatternet to be supported soon)

Link Manager

3-slot Packets Yes
5-slot Packets Yes
Slot Offset Yes
Timing Accuracy Yes
Switch Yes
Hold Mode Yes
Sniff Mode Yes
Test Mode Yes
Park Mode Yes
RSS Yes
Power Control Yes
Authentication Yes
Encryption Yes
Software

System Support Windows® 2000/M E/98/XP

Profile Support

Generic Access Profile/Service Discovery Profile/Serial
Port Profile/Dial-Up Networking Profile/Fax Profile/
LAN Access Profile/Generic Object Exchange Profile/
File Transfer Profile/Object Push Profile/Synchroniza-
tion Profile




2. INSTALLATION

2.1 Package Checkup

Unpack the package and inspect all the items carefully. If any of theitemsis
damaged or missing, please contact your local dealer as soon as possible. Also, keep the
box and packing materials at hand, in case you need to ship the unit in the future. Your
package content may vary depending on the items purchased. It can be package 1,
package 2, or the combination of both as listed below:

Package 1

— N[ 3
Transceiving USB Software User’s
Key Cable CD Guide
Package 2
Transceiving Dipole Cable User’s
Module Antenna (Optional) Guide

2.2 Software Installation
1. Insert the supplied CD disk into the CD-ROM drive.

2. The CD will auto-run and the setup screen will appear.

3. Click on Bluetooth Softwar e and follow the on-screen instructions to com-
plete the installation.

4. After completion of the installation, please restart your computer.
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2.3 Hardware Installation

To integrate the PC2PC Bluetooth into your system, please follow the instruc-

tions below:

Remove the computer case.

Install the transceiving module onto your
mainboard. Procedures may differ depending
on the location of the bluetooth pinheader on
the mainboard. Please refer to the following:

For mainboards with Bluetooth pinheaders lo-
cated near the PCI slots, ex: MS-6398E, se-
cure the connector on the lower part of the
transceiving module directly onto the Bluetooth
pinheader. Then, fasten the transceiving mod-
ule to the mainboard with a bracket screw.

For mainboards with Bluetooth pinheaders lo-
cated elsewhere (not near the PCI slots), ex:
MS-6380E, use the linking cable to secure the
identical connector on the transceiving module
to the Bluetooth pinheader on the mainboard.
Then, fasten the transceiving module to the
mainboard with a bracket screw.
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Locate the antenna connector on the
transceiving module bracket at the back panel
of the computer case. Secure the dipole an-
tenna to this connector and fix the antenna to
a location free from signal obstruction. Con-
crete walls, metal substances, paints with metal
composites,... etc. will cause signal obstruc-
tion and disable the Bluetooth function.

Uncap the transceiving key.

Connect the transceiving key to the USB cable and link the USB cable to an available
USB port of the target device with which you wish to establish a wireless Bluetooth
connection. The target device can be a desktop PC, a laptop PC, or any other types of
PCs with Windows® OS & USB ports. Avoid installing the transceiving module and
the transceiving key into the same PC. In order to exchange services, at least two
Bluetooth devices must establish a connection. Bluetooth function will not work if the
transceiving module & the transceiving key are installed into the same device.
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’ Note 1: The transceiving key and the transceiving module bracket

both integrate one Green (Blue) LED & one Red LED. The Green (Blue)
LED indicates the connection status. The Red LED indicates the power
state.

Note 2: Asthe Bluetooth pinheader shares the USB interface with
blue-colored USB2.0 connector on the mainboard, utilization of PC2PC
Bluetooth will disable the bottommost USB2.0 port.

Note 3: To make sure that the hardware & software have been
successfully installed, go to Control Panel after restarting your system.
Double-click System and click the Device Manager tab. If the hardware
& software installation is complete, the MSI USB Bluetooth Device
should appear.

JlemE2lean
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3. SOFTWARE OPERATIONS

After the software has been installed as previoudly instructed in last
chapter, My Bluetooth Places icon will be shown on the Desktop.

Double-click theicon and the following main menu appears:

% My Bluetooth Places

| o o )] @sewcn Toros Brisory | & B B X 65| E - |
| adcress [ €3 1y Buetoch aces o] 0w
2 9

yeve fnire AdiBhetonth

St ot

nnnnnnn

For details on the services provided, please refer to the following passages.

3.1 Basic Operations

3.1.1 Find Bluetooth Devices

“Search for Devices’ looks for Bluetooth devicesin the vicinity and displaysthe
devicesit findsin My Bluetooth Places.

Fle Edt View | bletooth Favortes Tods Hep
. Sk - P - d Gty | $ BB X F | -
To start the Search for Devices: e[ v, s

*|n the Folders pane of My Bluetooth Devices, select (highlight) adevice name
*Open the Bluetooth menu and select Search for Devices.

The Bluetooth menu is only visible when My Bluetooth Placesis active. It can be
configured to automatically search for deviceson aregular basis(Bluetooth Configuration
Panel >Discovery tab).

One of the advantages of Bluetooth is the mobility the wireless connections
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allow. However, mobility means that devices may movein or out of connection range
during the time between the automatic updates. To be certain that the displayed list of
devicesin the neighborhood is current, or if automatic periodic inquiry is not enabled,
force an update of the device list using the technique above.

;,\5 Some devices within connection range may not show up in the list of devices
found because

*Your device is configured to report only specific types or classes of devices
(Bluetooth Configuration Panel >Discovery tab, on your device).

*The unlisted device is configured to be non-discoverable (Bluetooth
Configuration Panel > Accessibility tab, on the unlisted device).

3.1.2 Find A Service

The process of determining the services that a device providesis called Service
Discovery.

To initiate a Service Discovery, in the Folders pane of My Bluetooth Places,
right-click the device and select Discover Available Services from the pop-up menu.

The services supported are:

£, *Bluetooth Serial Port—establishes a Bluetooth wireless connection be-
Elustooth  tWEEN two devices. The connection may be used by applications as though a
serial Fort v ical serial cable connected the devices.

% *Dial-up Networking—allows a Bluetooth client to use a modem that is

Dial-Up  physically attached to the Bluetooth server.
Metworking

"'Tg * Fax—allows a Bluetooth client to wirelessly send afax using a device that

Fa):". is physically attached to the Bluetooth server.

u:"’?; *File Transfer—establishes a Bluetooth wireless connection that allows

Fle  Your computer to perform file system operations on another Bluetooth-

Transfer enabled device—browse, drag/drop, open, print, cut/copy, paste, delete,
rename, etc.




= *Information Exchange—establishes a Bluetooth wirel ess connection be-
Information tWeen two devices so that they can exchange personal information manager
Bxchange ot such as business cards, calendar items, email messages, and notes.

;}N *|nformation Synchr onization—establishes a Bluetooth wireless con-
Information nection between two devices and uses the connection to synchronize Per-
Synchroni... gonal |nformation Manager data between the two devices.

E}} *Network Access—establishes a Bluetooth wireless connection between

Hetwork theclientand aserver that is physically connected to the Local AreaNetwork.

Aceess|f the client has permission (user name and password for the LAN), the
wireless connection can be used asiif the client were hardwired to the LAN.

All Bluetooth servers do not necessarily provideall of these services. For example,
network gateways only provide accessto the Local AreaNetwork (the Network Access
service).

3.1.3 Determine a Connection’s Status

The Bluetooth Connection Status dialog box displays information about the
state of a connection and provides a means to disconnect an active connection.

To display the Connection Status dialog box

*In My Bluetooth Places, from the Fold-
ers pane, select (highlight) adevice. e

- Connection.
Status: Hot Connected

*In the right pane of My Bluetooth | | suis iene:

TDhuration: 00:00:00

Places, right-click a service name and se-
lect Status from the pop-up menu.

Aty

Sent ?1 e Recetved

2
The information provided is B 0 l i
*Status: Connected or Disconnected = e r——

*Device Name: the name of the device
to which this computer is connected.

Blop

*Duration: the length of time this con-
nection has been established, displayed in hours, minutes and seconds. De-
pending on the service, the connection may time out (automatically disconnect)
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after a specific period of inactivity.
*Activity: the number of bytes sent and received over the connection
*Signal Strength: avariable scale that ranges from Too Weak through Good
to Too Strong.
To change the power transmission level of this computer: from the Bluetooth

Configuration Panel, Hardware tab, click the Advanced button, and then change the
setting in the Maximum Power Transmission drop-down list.

The controls in the Bluetooth Connection Status dialog box are
*Properties button: displays the Bluetooth Properties dialog box for this
connection
*Disconnect button: closes this connection wherever applicable.
*Stop button: disables this service wherever applicable.

*Close button: closes the Bluetooth Connection Status dialog box.

3.1.4 Using the Connection Wizard

The Connection Wizard walks you through the process of setting up a new
Bluetooth connection with another device. The connection is not actually established;
instead, a shortcut is placed in the right pane of My Bluetooth Places. To use the
connection, double-click the shortcut.

@® Setup a new connection

1. Open the Connection Wizard: in the Windows system tray, right-click the
Bluetooth icon, se- gy
lect Services from
the pop-up menu,
and then select Con-
nection Wizard from
the submenu.

Rtinn

This wizard helps you set up a Bluetooth connection to a remote
device.

Make sure that the remote device is discoverable.

Select a service:

Select the device that provide the service:

CLAIREJSYHUANG 'I Search Devices

¥ Require secure encrypted connection.

2. Onthefirst Connec-

tion Wizard screen:
< Back I MNext > I Cancel Help

10



a) Inthe Select a Service drop-down menu, select the type of connection that will
be established. (The specific service will be selected later, if necessary.)

b) In the “ Select adevice that providesthe service” drop-down menu, select the
device that will provide the service. (To update the list of devices displayed,
click the Search Devices... button.)

¢) Optional: select the “Require secure encrypted connection” option to enable
Authentication and Encryption for this connection.

3. Click the Next button:

* |f more than one service of the type selected in the Select a Service drop-down
menu (above) exists on the selected device, for example, multiple Bluetooth
Serial Ports, then the Select Bluetooth Service dialog box appears. Select the
specific service to be used, and then click the OK button to close the Select
Bluetooth Service dialog box.

* |If only one service of the type selected in the Select a Service drop-down menu
(above) existson the selected device, the next Connection Wizard screen appears.

4. If “Require secure encrypted connection” was selected above, a security
screen may appear:

*To establish apaired relationship with the remote device while using thiswizard,
enter your Personal Identification Number in the PIN Code field of the secu-
rity screen, and then click the Next button.

*To establish the paired relationship with the remote device the first time this
connection is used, leave the PIN Code field blank in the security screen, and
click the Next button. The Security screen WILL NOT appear if the devices
have been paired.

5. On the last Connection Wizard screen:

* The top of the screen provides basic information about the new connection—
the name of the device that will provide the service and the name of the service
that will be provided. If thisinformation is NOT correct, click the Back button
to return to the previous screen, and from that screen select the correct service
and device.

11
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* |n the “ Connection Name:” field, enter a descriptive name for the connection,
for example, “BT Serial Connection to MSI Desktop.”

3.1.5 Bluetooth Tray

The Bluetooth Tray resides in the Windows System Tray, which is normally

located in the lower-right corner of the screen. Bluetooth p——
Tray provides fast access to many routine Bluetooth
i Business Card Exchange
operations. Bluetooth Serial Port 2
From the Bluetooth Tray you can: Diah-Lp Netwarking b
Fazx 4
* Access My Bluetooth Places—double-click | File Transfar »
the Bluetooth icon. Information Synchronization ¥
Mebwark Access 3

* Accessthe Bluetooth Configuration Panel—
right-click the Bluetooth icon, select Setup, and then select Configuration from
the submenu.

* Access the Bluetooth Security dialog box—right-click the Bluetooth icon,
select Setup, and then select Security from the submenu.

* Access the Bluetooth Connection Wizar d—right-click the Bluetooth icon,
select Services, and then select Connection Wizard from the submenu.

* Exchange Business Car dswith another Bluetooth Computer—right-click
the Bluetooth icon, select Services, and then select Business Card Exchange
from the submenu.

* Sear ch for, and connect to, a specific service—right-click the Bluetooth
icon, select Services, and then select the desired service from the submenu. An
additional submenu will appear that contains one or more options, including:

Find Devices...
or

Other Devices... and one or more device names. The device name(s) will be
present if this computer has used this service, and connected viathistechnique,
at least once before. If adevice nameis present in the submenu, selecting that
devicewill re-initialize the connection.

12



The services that can be searched for and connected to from the Bluetooth Tray are:
* Bluetooth Serial Port(s)
* Dial-up Networking
* Fax
* File Transfer
* |nformation Synchronization

* Network Access.

3.2 Client Applications

3.2.1 Network Access

The Network Access service permits a Bluetooth client to use a Local Area
Network connection that is physically attached i
EBluetooth Properties

to another Bluetooth device (the server). Berer |

Possible Network Access serversinclude: | <P

* BluetOOth-enab|ed Computers that have [~ Erncrption [ Startup Automatically
ahardwired Ethernet connection.

* Stand-alone Bluetooth Network Access
Points.

The Bluetooth server must be specifically

configured to provide the Network Access
sarvice o0k | Conesl Aol

After a Bluetooth deviceis configured asa
Network Access server it cannot act as a Network Access client without being re-
configured.

® Network Access Server-side Setup for Windows 2000

* From the Windows Control Panel select Network and Dial-up Connections.

13
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* Right-click the Local Area Connection icon and select Properties.

* Inthe Local Area Connection Properties dialog box on the Sharing tab, select
Enable Internet Connection Sharing for this connection and click OK.

* Click the Y ES button in the confirmation dialog box to enable Internet connec-
tion sharing.

® Network Access Server-side Setup for Windows 98SE & Win-
dows Me
Internet Protocol routing software is required on Windows 98SE and Windows

Me servers; a downloadable trial version of WinRoute Lite is available on the Tiny
Software, Inc. website—http://www.tinysoftware.com/.

® Configure the server:

1. From the Windows Control Panel, double-click the Network icon.

2. 0On the Configuration tab, select TCP/IP-> Bluetooth LAN Access Server
Driver (scroll down if necessary).

3. Click Properties and select the IP Address tab.

4. Select Specify an |P address

5. Enter an |P Address (suggested value—192.168.1.1) and a Subnet Mask
(suggested value—255.255.255.0).

6. Click OK twiceto close the dialog boxes.

7. Click YES to restart the computer.

@® Configure the routing software:

* In the Windows system tray, right-click the WinRoute icon and select
Administration....
* On the Settings tab, select “2nd network adapter”.

* From the Network adapter drop-down list choose any adapter and click the
Settings button.

* Onthe DHCP tab, in the Adapter drop-down list, select the Bluetooth Windows
9x Adapter.

* Select Enable DHCP Server.

14



* Fill inthe client IP address rangefields:
* From—210
* To—240

* Click OK and then minimize (do not close) the WinRoute Administration
configuration panel.

3.2.2 Bluetooth Serial Port

TheBluetooth Seria Port servicealows

two Bluetooth devicesto establish awireless | Gene |
connection through virtual communications =~ 5/ _
ports and then use that connection as if it LI et

were a hardwired serial cable between the - B
devices.

To establish a Bluetooth serial port
connection:

Connectionsareinitiated fromtheclient:

oK I Cancel e[l

1. On the client, in the Folders pane of
My Bluetooth Places, select Entire
Bluetooth Neighborhood.

2. In the right pane of Entire Bluetooth Neighborhood, right-click anywhere
except on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the server you want to
establish a connection with and select Discover Available Services from the
pop-up menu to update the available serviceslist. The available services will
be displayed in the right pane of My Bluetooth Places.

4. Inthe right pane of My Bluetooth Places, double-click Bluetooth Serial Port.
A dialog box appears that contai ns the communications port number assigned
to this connection by the client. The application that will use this connection
must be configured to send data to this port.

Depending on the security configuration, the dialog box that provides communi-
cations port information may not appear until after Authentication and Authorization

15
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have been accomplished.

The application on the server must be configured to use the correct communica
tions port.

To determine the communications port being used by the service:

* On the server, in the Folders pane of My Bluetooth Places, right-click My
Device and select Properties from the pop-up menu

* |n the Bluetooth Configuration Panel, select the Local Servicestab.

* Double-click the Bluetooth Serial Port serviceto display its Service Properties
dialog box. The Service Properties dialog box shows the communications port
the connection isusing.

To close a Bluetooth serial port connection
Connections are normally closed from the client:

* On the client, in the Folders pane of My Bluetooth Places, select (highlight) the
device that is providing the Bluetooth Serial Port service.

* |n the right pane of My Bluetooth Places, right-click Bluetooth Serial Port and
then select Disconnect Bluetooth Serial Port from the pop-up menu.

Though not recommended, connections can also be closed from the server:

* On the server, in the Folders pane of My Bluetooth Places, select (highlight)
My Device

* |n the right pane of My Bluetooth Places, right-click Bluetooth Serial Port and
then select Stop to close the service. The service must be re-started before it

will be available to remote devices (right-click Bluetooth Serial Port and select
Start from the pop-up menu).

3.2.3 Dial-up Networking
The Dia-up Networking service permits a Bluetooth client to use amodem that
is physically connected to a different Bluetooth device (the server).

After the Bluetooth wireless connection is established the client can use the
server’'smodem asif it were alocal device on the client.

To establish a Dial-up Networking session

16



Connections are initiated from the client:

1. Ontheclient, inthe Folderspane of My || Gener |
Bluetooth Places, select Entire Bluetooth | < peyseres
Neighborhood. I Ercryplion 2 Startup Automaticaly

2. In the right pane of Entire Bluetooth o |
Neighborhood, right-click anywhere ex-
cept on a device name and select Re-

fresh from the pop-up menu.

3. In the Folders pane of My Bluetooth
Places, right-click the server that will T =
provide the Dial-up Networking Serv-
ice and select Discover Available Services from the pop-up menu to update the
available serviceslist. The available serviceswill be displayed in theright pane
of My Bluetooth Places.

4. In the right pane of My Bluetooth Places, double-click Dial-up Networking.

[

. In the Connect To dialog box, fill in your user name, password, and the phone
number to be dialed, and then click the Dial button. Select the Save password
check box and the dialog box will not appear for subsequent connectionsto the
same phone number.

You can now open aweb browser and connect to the Internet.
To close aDid-up Networking connection

* Onthe client, in the Folders pane of My Bluetooth Places, select (highlight) the
device that is providing the Dial-up Networking service.

* |n theright pane of My Bluetooth Places, right-click Dial-up Networking and
then select Disconnect Dial-up Networking from the pop-up menu.

3.2.4 Fax

The Fax service allows aBluetooth client to wirelessly send afax using adevice
that is physically attached to a Bluetooth server.

To send aFax

17
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Connections areinitiated from the client:

Bluetooth Properties
1. On the client, in the Folders pane of | Gen=al|
My Bluetooth Places, select Entire
Bluetooth Neighborhood. I Encyption 17 Statup Autamaticaly
Modems: lﬁ

2. In the right pane of Entire Bluetooth
Neighborhood, right-click anywhere ex-
cept on a device name and select Re-
fresh from the pop-up menu.

3. In the Folders pane of My Bluetooth
Places, right-click the server that will I =
provide the Fax service and select Dis-
cover Available Services from the pop-up menu to update the available services
list. The available services will be displayed in the right pane of My Bluetooth
Places.

4. In the right pane of My Bluetooth Places, double-click Fax.

After the Fax connection is established, open or create the document to be faxed
and use the “Print” or “ Send to Fax Recipient” option available in most applications.

The Fax connection closes automatically when the transmission is complete.

3.2.5 File Transfer Bluctooth Propertics

General |

The File Transfer service allows one [ —
Bluetooth device to perform file operations on B En o] SepArtely
the default File Transfer directory (and thefold- My Shared Directar
ers and filesit contains) of another Bluetooth ( :m Bowse |
device.

To perform an operation on afolder or
file

On the machine from which the File [ ok | comed | iow |
Transfer service will be used:

1. In the Folders pane of My Bluetooth Places, select Entire Bluetooth
Neighborhood.
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2. In the right pane of Entire Bluetooth Neighborhood, right-click anywhere
except on a device name and select Refresh from the pop-up menu.

3. In the Folders pane of My Bluetooth Places, right-click the device you want
to transfer files with and select Discover Available Services from the pop-up
menu to update the available serviceslist. The available services will be dis-
played in the right pane of My Bluetooth Places.

4. Still in the Folders pane of My Bluetooth Places, click theplus ( +) signin
front of Public Folder to expand that folder. If there are additional folders
ins dethe expanded fol der then those additional foldersmay haveto be expanded.

Folder contents are displayed in the right pane of My Bluetooth Places.

Types of File Transfer operations

In the right pane of My Bluetooth Places, right-click afolder item and select an

option from the pop-up menu. A dialog box (thetitle varies, depending on the operation
being carried out) appears and the status line (bottom of the dialog box) indicates the
operational step that is being carried out.

The types of operations that can be accomplished are:

* Open:
Files—are opened in the application associated with them.
Folders—are expanded to show their contents.

* Print—sends the selected server file to the client’s default printer.

* Send to:
3.5”" Floppy Drive—copies the selected item(s) from the server to the
client’s 3.5 floppy drive.

My Shared Folder—copies the selected item(s) from the server to the
default File Transfer folder on the client.

* Cut—copies afolder and its contents, or individually selected filesin afolder,
to the Windows clipboard. When the clipboard contents are pasted to a new
location, the originally selected file(s) on the server are deleted.

* Copy—copies a folder and its contents, or individually selected filesin a
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folder, to the Windows clipboard.
* Delete—del etes selected file(s) and/or folder(s) on the server.
* Rename—allows you to change an empty folder’s name.
* Properties—displays the file or folder’s properties dialog box.
Other options may appear (depending on the context the menu appearsin):
* Update—updates the contents of afolder
* New Folder—creates a new folder on the server

* Abort FTP Operation—aborts an in-process File Transfer operation.

3.2.6 Information Exchange

The Information Exchange Service pro- s r—
videsaway to send and receive Microsoft Out- | Geneal |

look itemsto and from another Bluetooth device, R—
such as a Personal Digital Assistant or note- I Encypin 7| Staitup Automaticall
book computer. el e =
. B 1
The supported Outlook items are - [Fe
[ Recene [hem:
. [Z)% My Inbox Directary:
* BUS ness Cards (* 'VCf and * 'VCd) C:\Documents and Settingssédr | Browse.
* Cal endar mtn es (* .VCS) Accept Business Cards ~
Accept Calendar ltems ¥
Accept Emal Messags I
* Notes (*.vnt) Pl &

* Messages (*.vmg)
There are three types of operations:
* Send—sends an object to another device.

ok I Cancel | e[l |

* Receive—requests an object from another device.
* Exchange—sends a client object and receives a server object.

The default location of your business card and the location where received items
are placed can be configured in the Bluetooth Configuration Panel.

To send, receive or exchange an object: on the client, in the Folders pane of My
Bluetooth Places, right-click the Inbox icon of the remote device and select an option
from the pop-up menu.
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Business cards are sent, received or exchanged without further intervention.

To send Calendar I1tems, Notes, and Messages, navigate to the folder that con-
tains the item you want to send, select the item, and then click Open.

3.2.7 Information Synchronization

The Information Synchronization serv-
iceis used to synchronize information (e.g., a | &e=el|

Personal Information Manager database) be-
tween aBluetooth client and a Bluetooth server. ety (o ShepduenatiEy

It supports synchronization with devices | | % b e Diectay
C:\Documents and Settings\&dr | Browse..
that support IrMC v1.1 and exchange the v2.1 R ————

vCard format. Synchrorize Calendar ltems

Spnchronize Email Message
Spnchranize Notes

i i 3

Thefirst time Information Synchroniza-
tion is used with anew application it may take
afew minutesto synchronize the database; the
data from both devices must be merged, dupli- I il
cate entries deleted, and then the updated data-
base copied back to both devices.

Subseguent uses of Information Synchronization, for the same application, are
much faster—only the changes that have been made since the databases were last
synchronized must be exchanged.

Microsoft Outlook is the only Personal Information Manager supported. Out-
look permits duplicate entries, so all duplicates may not be exchanged in the synchro-
nization process.

Only Outlook’s default contacts folder is synchronized. Itemsin sub-folders are
not synchronized. Items that are moved from the default folder to a sub-folder will
appear to have been deleted the next synchronization takes place.

To use Information Synchronization

1. On the client, in the Folders pane of My Bluetooth Places, select Entire
Bluetooth Neighborhood.
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2. In the right pane of Entire Bluetooth Neighborhood, right-click anywhere
except on a device name and select Refresh from the pop-up menu.

3. Inthe Folders pane of My Bluetooth Places, right-click the server you want to
synchronize with and select Discover Available Services from the pop-up
menu to update the available services list. The available services will be dis-
played in the right pane of My Bluetooth Places.

4. In the right pane of My Bluetooth Places, double-click Information
Synchronization.

A dialog box displays synchronization progress and, when the processis complete,
indicates that synchronization has successfully completed.

The connection closes automatically when synchronization is compl ete.

3.3 Local Services

® Local Services

Local Services are those servicesthat a Bluetooth server is capable of providing.
The services provided are:

* Bluetooth Serial Port

* Dial-Up Networking

* Fax

* File Transfer

* |nformation Exchange

* |nformation Synchronization

* Network Access.

The names of all the services are displayed even though the server may not be
capable of supporting all services. For example, when aserver providesaservicethat is
hardware-dependant, that server must be capable of loca action, i.e., aDia-up Networking
server must have aworking modem, aFax server must have afunctional fax modem, and
a Network Access server must be physically connected to the Local Area Network.
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All services start automatically by default when the hardware isinitialized.

Automatic start-up can be turned off for individual services (Bluetooth Configu-
ration Panel, Local Services tab, double-click the service name). If a serviceis not
configured to start automatically it can still be started manually (right-click the service
and select Start from the pop-up menu).

To stop alocal service: right-click the service and select Stop from the pop-up
menu. Stopped services are not available for use by clients.

With Local Device selected, the Details view of Explorer provides basicinforma-
tion about each local service:

* Service—the name of the service
* Startup—Automatic or Manual
* Status:
Started(COM#)—the service is running and ready to use COM#
Not Started—the service is not running (not available to clients)
Connected(COM#)—the service isin use, the local port is COM#
* Device nameif connected:
Empty field—the service is not connected

A device name and/or Bluetooth Device Address—identifies the device
that is using the service.

To interrupt a connection from the server side:
* Right-click the local service and select Stop from the pop-up menu.

* Right-click the local service and select Start from the pop-up menu to re-start
the service.

3.4 Configuration Panel

The Bluetooth Configuration Panel provides access to settings for Bluetooth
services, hardware and security and for event notification.

To access the Bluetooth Configuration Panel

* From the Windows Control Panel, select Bluetooth Configuration
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or

* |n the Windows System Tray, right-click the Bluetooth icon, select Setup and

then Configuration from the submenu.

3.4.1 Accessibility Tab

The Accessibility tab of the
Bluetooth Configuration Panel lets
you specify which remote devices
may access this computer.

Security settings configured
in the General, Local Services, and
Client Applications tabs may also
affect which devices have access
to this computer.

To allow other devices to
discover this computer: select “Let
other Bluetooth devices discover

Bluetooth Configuration HE

Local%vlces | Client tppiications | Hardware | Wersion Info | Motifications |

Accessibiity Discovery | Information Exchange
Specify which individual devices have access to this computer
Let ather Blustooth devices discover this computer. ~
4 devices to connect j
Add Devize | EelEte

0K | Cencel | b | Hen |

this computer” to permit remote Bluetooth devicesto find and report this computer. If
“Allow No devicesto connect” (below) is selected, this option is not available.

To control the types of devices that are allowed to connect to this computer

From the Allow drop-down-menu, select:

* All devices to connect—all remote devices are permitted to connect to this

computer.

* No devices to connect—no remote devices are permitted to initiate a connec-
tion with this computer. However, this computer can still initiate connections
(as aclient) with remote Bluetooth devices.

* Only paired devices to connect—only devices that have been paired with
this computer are allowed to connect to it.

* Only deviceslisted below to connect—only the listed devices are allowed to
connect to this computer (see Accessibility, adding and deleting devices).
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® Adding and Deleting Devices

To limit access to your computer to specific remote devices: from the Bluetooth
Configuration Panel, Accessihility tab, in the Allow drop-down list box, select “Only
deviceslisted below”.

To add adeviceto thelist of devices allowed to connect:

* From the Bluetooth Configuration Panel, Accessibility tab, click the Add
Device button.

* In the Devices with access... dialog box select the device(s) and click OK.
Multiple devices can be selected at the same time using SHIFT + click and/or
CTRL +click.

To delete adevice from the list of devices allowed to connect
* From the Bluetooth Configuration Panel, Accessibility tab

* |n the list of devices allowed to connect, click the name of the device to be
removed and then click the Delete button.

3.4.2 Discovery Tab

The settings on the Discov-
ery tab of the Bluetooth Conflgu- Luc ervices | Client Applications | Hardware | Versionlnfo | Matifications |

General | Accessibiliy Discoven Infarmation Ekchange

ration Panel determine whether
your computer looks for other e
Bluetooth devices automatically,

Specity the specific devices, classes of devices or types of devices
within a class that this computer should discover and report.

™ Look for other Bluetooth devices  Every |10 iz

how often it looks and what type [Fepor all Bluetooth devices =]
of devicesit looksfor. Filer Type | Doail
To perform aperiodic Search

for Devices: when “Look for other
Bluetooth devices” is selected, the
Bluetooth automatically searches I

for devices every “X” minutes. X T o o T |
isaninteger from 1to 60. To change
the time between auto inquiries, highlight the existing time and enter the new time.
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When My Bluetooth Places is first opened it performs an initial automatic
search for devices even if “Look for other Bluetooth devices’ is not enabled.

To determine the devices that will be reported, the Bluetooth can screen out
devices that you do not need to access.

The options are:

* Report all Bluetooth devices

* Report only selected Bluetooth devices (see Discovery, Adding Specific De-
vices and Discovery, Deleting Specific Devices).

Select the desired option from the drop-down list.

To limit the type of remote devices reported:

The Bluetooth can report only specific devices, specific class(es) of device(s), or
specific type(s) of device(s) within a class. Discovered devices can be mixed-and-
matched; you can discover one or more specific devices, classes of devices and types of
deviceswithin aclass at the same time.

When the Bluetooth is configured to report only specific devices, it reports ONLY
those devices.

To report only specific devices

* From the Bluetooth Configuration Panel, on the Discovery tab, select “Report
only selected Bluetooth devices’ from the drop-down list and then click the
Add Device button.

* |n the Discoverable devices... dialog box, highlight the device to be discovered
and click the OK button. Multiple devices can be selected at the same time
using SHIFT + click and/or CTRL + Click.

To add adeviceto thelist of devicesto be discovered, that device must be within
range of the Bluetooth radio; devices that are not within radio range will not appear in
thelist of devicesin the Discoverable devices... diaog box.

To report only a specific class of device

1. From the Bluetooth Configuration Panel, on the Discovery tab, select “ Report
only selected Bluetooth devices’ from the drop-down list and then click the
Add Device button.
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2. In the Discoverable devices... dialog box, select “Allow this computer to
discover specific devices or types of devices within aclass.”

3. From the Class drop-down list, select a class of devices to be discovered.
4. Click the OK button.
To report only a specific atype of device within aclass

1. Configure the Bluetooth to report the class of device that the type of device
belongs to (follow the steps in “Report only a specific class of device,”
above, but do NOT click the OK button ).

2. In the Discoverable devices... dialog box, from the Type drop-down menu
select the specific type of device to be reported.

3. Click the OK button.

To remove a device from the list of devices to be discovered: in the Bluetooth
Configuration Panel, from the Discovery tab, select the device to be removed and click
the Delete button.

If “Report only selected Bluetooth devices’ is not selected the Delete button
will not be available.

To temporarily override the discovery of specific devices: in the Bluetooth
Configuration Panel, from the Discovery tab, select “Report all Bluetooth devices.”
The specifically selected devices will be discovered along with all other devices.

To re-enable specific device discovery re-select “ Report only selected Bluetooth
devices”

Whenall devicesaredeleted, an error messagewill appear if “ Report all Bluetooth
devices’ isnot selected.

3.4.3 General Configuration Settings

The settings on the General tab of the Bluetooth Configuration Panel determine
device properties and basic system security settings.

| dentity section:

* Computer Name-enter a unique name to identify this computer to other
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Bluetooth devices in the | zsm—"—
vicinity; thisfield cannot Lun:alSelvicEs | Chent Applications | Hardware | WersionIrfo | Matifications |

Gererdl | Accessibity | Dissovey | Infomation Exchenge
be left blank. _—
. o Enter & unig.s neme i the Compuler Nams fild. This neme wilbe
* Computer type_g&t ai- LIAM] displayed to other Blustooth devices in the area
Computer name: (BT
ther Desktop or Laptop
Computer tupe: lm

from the drop-down menu
. H H High: &l Blugtooth devices attempting to connect to any service provided
'[0 hel p |dent| fy th| S com- by this computer must provide a password before the connection
proceeds. All data exchanged between this computer and the connecting
Blugtooth dj i ted.
puter to other Bluetooth PETH RS
Medium: Individual services provided by this computer can be configured
- - P to require a password before allowing the connection to proceed.
dE\/I cesin the Vvicini ty Encryption can be enabled on a service-by-service basis. Security for
individual services can be configured from the Local Services tab of the
. . Bluetooth Configuration Panel
Bluetooth Security Section:
Seculty mode: [Medum =]

* High-requires Bluetooth
devices to authenticate ok | el | e | W |

(enter aPersonal Identifi-
cation Number (PIN)) before allowing a connection to be established. Your

computer and the connected Bluetooth devicewill exchange datausing encrypted
links.

* Medium-the default setting—security is configured at the service-level. Serv-
ice level security means that each individual service must have its security
settings (Authentication, Authorization and Encryption) set independently.

If the security mode is “Medium” and service-level security is not configured,
any Bluetooth device will be able to discover your computer and use it's services.

3.4.4 Hardware Configuration

The Hardware tab of the Bluetooth Configuration Panel provides basic informa:
tion about the Bluetooth hardware installed on this computer and access to the Ad-
vanced Settings dialog box, if required:

* Devices:

Name: the name of the device, e.g., MS Bluetooth Device

Type: the type of device, e.g., USB.
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* Device Properties:

M anufacturer: the

2%

name of the company General | Accessibility | Discovery | | Information Exchange |

Local Services | Client Applications Hardware Wersion Info | Notifications
that manufactured the

Devices:
device selected inthe = [Maue (T ]

& W31 USB Blustooth Device USB
Devices section of this

. ~Device Propertie
dia 0og box. — (ol Silhesn ke
Firmware Revision: WVersion 272
Firmware Revision:
Device Statas:  This device is working properly
H Device Address: 00:10:DC:45:EP:51
the manUf aCturer S HCI Version:  Bluetooth HCI 1.1
H H HCI Revision: 0110
f Irmware version LMP Version: Bluetooth LMP 1.1
numba, LMP Sub Version: 0110
. - Advanced

Device status: indi-

catesthat the deviceis operating properly or that thereis a problem/conflict.

Device Address: the Bluetooth Device Address (BDA or BD_Addr) pro-
grammed into this device when it was manufactured.

HCI Version: the version number of the Bluetooth Specification that the
Host Controller Interface complies with.

HCI Revision: the revision number of the Bluetooth Specification that the
Host Controller Interface complies with.

LMP Version: the version number of the Bluetooth Specification that the
Link Manager Protocol complies with.

LMP Sub Version: the sub-version number of the Bluetooth Specification
that the Link Manager Protocol complies with.

* The Advanced button: displays the Advanced Settings dialog box, which
allows you to select the country code and transmission power settings. This
option isnot available on all systems.

Hardware Advanced Settings Dialog Box

When available, thisdialog box isreached from the Hardware tab of the Bluetooth

Configuration Panel.
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Depending on the country in which the hardwareis sold and/or in which it will be
used, the Advanced button may not be present.

From this dialog box you can set the:
* Country Code:
North America, Europe (except France), and Japan
France and China
* Maximum Transmission Power:
High
Medium
Low.

Click the Apply button to implement the changes. A dialog box appears with
notification that the Bluetooth device attached to this computer must be reset before
the change(s) will take effect.

Click the Yes button to reset the Bluetooth device now—all open Bluetooth
connectionswill be closed.

Click the No button to save the changes—the changes will be applied the next
time the Bluetooth device is reset or restarted.

3.4.5 Information Exchange Configuration Settings

The settings on the Information Exchange tab of the Bluetooth Configuration
Panel configure:

* The highest-level directory on this computer that aremote device has permis-
sion to access (My Shared Directory)

* The path to your electronic business card (My Business Card)

* The path to the directory that will be used to save incoming (My Inbox
Directory):
Business cards
Notes
Messages
Calendar items.
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. F| I e Tran Sfer Bluetooth Configuration [2] =]

Laocal Services | Client Applications | Hardware | Wersion Infa | Motifications |

My Shared Directory: the Gereral | Accessbly | Discover Infarmation Exchange
. . . . . - File Transfe
directory configured in this section

My Ghared Directory:

e
isthehighest-level directory towhich |
i~ Send Business Card
a remote Bluetooth computer has [ SendBusiness Card on Reques |
. i . My Business Card

access. This directory and its sub | T
directories are displayed inthe re- | | aeceivebusiness e

R s Sawe Objects in Personal Information Manager r
mote device's My Bluetooth Places. My Ibor Directony

II: “Documents and Settings\Administrator\Bluetooth Browse.

Click the Browse button and

Accept Business Cards 17

H H H Acoept Calendar ltems I
navigate to the directory that will be P 5
used as My Shared Directory. e k

ok I Cancel | el | Help |

® Send Business Card

My Business Card: the path to the directory on this computer that contains
your electronic business card.

Select the “ Send Business Card on Request” option to allow remote devicesto
obtain your business card.

Click the Browse button and navigate to the directory that contains your busi-
ness card.

® Receive Business Card

My Inbox Directory: the path to the directory on this computer where inbound
Personal Information Manager items such as Business cards, Notes, Calendar entries
and Messages will be saved.

Select the types of items you wish to accept by placing a checkmark in the
appropriate boxes, and then click the Browse button to navigate to the directory where
they should be saved.

Select the " Save Object in Personal Information Manager” option to saveincom-
ing objects directly in the PIM. When this option is selected, the path specified in “ My
Inbox Directory” is not used.
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3.4.6 Local Services Tab

The settings on the Local
%rVI ces tab Of the Bl uetooth Con_ General [}S | Accessibilty | Discovery | Information Exchange I
Local Services | ClientApplications | Hardware | Versionlnfo | Matifications
fl gural on Pand daerml ne the con- Double click a service name to set its security and start-up properties.
fl guratl on Of the m| ces prOVI daj Specify the services that this computer will provide to other Bluetooth devices.
| Service Name | Startup ‘ Authorization | Authentication ‘ E
by your computer to remote Infoimatior aton Not Feguired_Not Requisd |
. . F:ix Auto. NU[F\EquirEd NDIHEIJLI!IEd [
devices. Each service can be | |[F/50% ... ke, Nt Poired NPt 1
. . - Dial-Up Metwarking Auto... Mot Required Mot Requied
Conf | gured | ndl Vi dual | y fOr Metwork Access Auto..  MNotRequied Mot Requied  F
Bluetoath Serial Part Auta Mot Required Mot Requied b
security, name, and other settings.
The Local Servicestab also
includes options to add and delete il | ]
user-defined serial services. i Serl Service || oz
ThelLocal Servicenamesare: ok | o | b | bep |

* Bluetooth Serial Port

* Dial-Up Networking

* Fax

* File Transfer

* Information Exchange

* |nformation Synchronization

* Network Access

® Property settings which are common to all of the local ser-
vices

Although each of these settings can be set individually for each service, dl local
services have settings for:

* Authentication

* Authorization

* Encryption

* Startup
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* Service Name.
Some services have an additional setting that is specific to that service:

* Network Access—has an additional setting for the maximum number of con-
nections allowed at any time.

* Dia-Up Networking—has an additional setting for selecting the modem that
will be used by the service.

* Fax—has an additional setting for selecting the modem that will be used by the
service.

* Bluetooth Serial Port—has an additional setting for selecting the communica-
tions that will be used by the service.

To add a user- defined Bluetooth Serial Port

Most applications that use a serial connection can also use the wireless Bluetooth

Serial Port service to transfer data; the Bluetooth Seria Port is a replacement for the
physical cable and is transparent to the application.

The Bluetooth has one pre-configured Bluetooth Serial Port, but additional

Bluetooth Serial Ports can be added when needed.

To add an additional Bluetooth Serial Port
1. From the Bluetooth Configuration Panel, Local Services tab, click the Add

Serial Service button.

2. In the Service Properties dialog box, modify the properties:

a) Enter a unique name (less than 99 alphanumeric characters).

b) Select the appropriate security settings.

¢) If you want the service to start automatically when the Bluetooth initializes,
select Startup.

d) From the COM Port drop-down menu select a communications port that is
not assigned to any other service.

3. Click OK.
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® To remove a user-defined Bluetooth Serial Port

From the Bluetooth Configuration Panel, Local Servicestab, select (highlight)

the port to be removed, and then click the Delete button.

The Delete button is only available when the Bluetooth Serial Port service or a

user-defined seria port serviceis selected.

To change alocal service's properties: from the Bluetooth Configuration Panel,

Local Servicestab, double-click the service name.

Make the changes by selecting or clearing the appropriate boxes and click the OK

button.

The service properties that may be changed are:

* Startup—when enabled, starts the service when the Bluetooth initializes. The
default setting isenabled. If Startup is not enabled the service can still be started
manually.

* Authorization—when enabled, requires confirmation by the server operator
before aremote device is allowed to connect to this service. The default setting
is disabled. Authentication (see below)—is automatically enabled when Au-
thorization is enabled.

* Encryption—when enabled, encrypts data exchanged by the Bluetooth server
and the Bluetooth client. The default setting is disabled. Encryption appliesto
the Bluetooth connection ONLY. Data transmitted to/from a modem, Local
Area Network, etc., is NOT affected by this setting. Authentication is auto-
matically enabled when Encryption is enabled.

* Authentication—when enabled, requiresthat the client and server exchange a
passkey or Link Key before a connection is established. The default setting is
disabled. Devices are paired automatically when authentication is complete.

* Service Name—Enter a service name (one to 99 alphanumeric characters) in
thisfield. In most cases the default service name will serve. However, in envi-
ronments where there is more than one device of the same type or one device
provides more than one service of the same type (thisis only possible for the
Bluetooth Serial Port service), the service name can be customized.
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3.4.7 Notifications Tab

The Notifications tab of the ST 2l
. . Gereral | Accessibility | Discovery | Information Exchange |
Bluetooth Configuration Panel |etS | LecslServices || Clentpplicstions | Herdwere | Versionnfo. | Matfications
you associate a sound (Windows “E""y A
*.wav file) with specific Bluetooth E e
iakUp service scoess
events. O Remote device bies to send F& using pour mu.dem
O Remote device ties to create network connection
. O Remate device tries to access pour files
&)unds can be assocl daj on O Remate device ties to send you information items
) . . ) O Remote device ties to send spnchrorize information items
an individual basis with several
events, including:
- Sound
* . Mame.
When a PIN code is re- e =E]|
quired
* When aremote device at-
ternpts to access: ok I Cancel el HElR

Files on this computer
A Bluetooth port
The Dial-up network service
The LAN Access service
The Fax service.
* When a remote device attempts to send:
* Information items
* Synchronization information.
To associate a sound with a Bluetooth event:
1. From the Bluetooth Configuration Panel, Notifications tab:

2. In the Notify column of the Eventslist, select the check box associated with
the event.

3. In the Sound area of the Notifications tab, click the Browse button and navi-
gate to the sound file (* .wav) to be used for notification. To preview the sound
file, ) button.

4. Click the OK button to close the Bluetooth Configuration Panel.
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The sound will not play, even though it has been assigned, unless the Notify
check box is selected.

3.4.8 Version Info Configuration

The Version Info tab of the EEEEETITE []]
. . General | Accessbily |  Discovey | Infomation Excharge |
Bluetooth Configuration Panel Locsl Servicss | Clisnt Applications | Herdware  Versionnio | Notfications
d| sp| ays the name and Versi on ‘Wideomm Eluetooth Software 1.2.1.16 companent versions:
Module Mame | Wersion ‘ -
number of the software compo- wideormsck I 121
whtapi dl 1311
fimupar sys 100
nents of the Bluetooth. fmupe e
biupshell.di 10,01
1 btwush.sps 159
There are no options to biwpirt G
. . btwidndis.sys 253
configure on thistab. bitray e 353 |
bistackssiver sxe 155
bishesp.sys 125
bisendio_office.di 104
bisendi_notes.dI 103
btsendto_explarer. exe 1.01
btsec.dl 11.4
bhez.di 1214
. biport 128
3 5 % :u r I ty et ot 1R |
hitp v wideomm com
ok | Cencel | ek | HeR |

3.5.1 Introduction

Each service that the server provides can be configured to require:

* Authorization—the server operator must acknowledge all connection attempts
before a connection is established.

* Authentication—the server requires a Personal Identification Number (PIN,
also referred to as a “ passkey”) code or a Link Key before a connection is
established.

* Encryption—all data sent between the Bluetooth client and Bluetooth server is
encrypted. The encryption key is based on the Authentication Link Key;
Encryption requires that Authentication be enabled.

The default security setting for Authorization, Authentication and Encryption
isdisabled.

Devices can aso be paired, aprocess that €liminates the need to enter aPIN code
every time access is attempted.
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3.5.2 Authentication

Authentication is used to verify identity; it requires a passkey or Link Key from

theremotedevice. Whenaremote
device attempts access, a visual b E:;?Wgn.gelﬁgghpémum you may be asked or 3

and/or audio warning notifiesthe
local operator.

Found Devices: Paired Devices:

The local operator can | [g carerHusns
open adialog box that provides: Free Paas
* The user-friendly name —
of the device attempt-
ing access
* A placefor theloca op- Fiefiesh _he |

erator to enter a
Bluetooth passkey.

The operator of the remote system must enter the identical passkey or accessis
denied.

If the notification isignored, accessis denied after a preset timeout.

When devicesare“paired,” those devices automatically exchangeaLink Key and
Authentication is carried out without operator intervention.

3.5.3 Authorization

Authorization is yes-or-no security.

A visual and/or audio warning alerts the server operator that aremote deviceis
attempting to connect.

The server operator responds by clicking the Bluetooth icon in the Windows
system tray to open a dialog box that displays:

* The user-friendly name of the device attempting to connect
* Theloca service to which the remote device is attempting to connect.

The server operator may grant or deny access to the service by clicking an on-
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screen button.

If the server operator ignores the Authorization notification access will be denied
after a preset timeout.

3.5.4 Encryption

Encrypting translates data into an unreadable format using a secret key or
password. Decrypting the data requires the same key or password that was used to
encrypt it.

Encryption in the Bluetooth is based on the same passkey or Link Key that is
used for Authentication. If Authentication is not enabled the key is not available and
encryption will not take place.

To use Encryption, Authentication must be enabled.
To enable Encryption for a service:

1. Right-click a service name and select Properties from the pop-up menu to
display the Bluetooth Properties dialog box.

2. Select the Encryption option. If Authentication is not enabled it will be
automatically turned on when Encryption is selected.

3. Click the OK button to close the dialog box and apply the change.

3.5.5 Levels of Security

Security for local services may be configured on an individual basis.
The configuration options are:

* Startup-Automatic or Manual

* Authorization

* Authentication

* Encryption

To access the security settingsfor aloca service, in the Bluetooth Configuration
Panel, from the Loca Servicestab, double-click the service name.

Bluetooth-enabled devicesfrom different vendors may handle security inadightly
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different manner. Refer to the user’s guide for your Bluetooth device for additional
information.

3.5.6 Link Key

A Link Key isaunique, internally generated, access code. Link Keys are gener-
ated automatically when devices are Paired or when Authentication is enabled.

Link Keys are created by combining
* The Passkey
* The Bluetooth Device Address

* Aninternally generated random number.

3.5.7 Pairing Devices
Pairing allows you to avoid entering access information each time aconnectionis
attempted. Paired devicesshareaunique Link Key, which they exchangewhen connecting.

The mate of apair will always appear in My Bluetooth Places, even if the mate
isnot turned on or is out of connection range.

Paired devices remain paired even when:

* One of the devicesis not powered up

* A service connection isinterrupted or the service stopped
* One or both devices are rebooted.

When Authentication is enabled, devices are paired the first time they attempt to
connect, after a successful passkey exchange.

To pair devices before attempting a connection:

1. In the Windows System Tray, right-click the Bluetooth icon, then Setup and
select Security from the submenu.

2. The Bluetooth Security dialog box appears and the Bluetooth performs a
device inquiry to update the list of devices in the area after the inquiry is
complete.

3. Inthe Found Devices pane of the dialog box, click the name of the deviceto be
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paired
4. Click the Execute Pairing button.
5. In the Bluetooth Passkey Request dial og box.
6. Enter the Bluetooth passkey.
7. Click the OK button.

The check box on the main screen, when selected, permitsall servicesto connect
without Authorization.

When devices are paired, the configuration information is saved on both devices.
Devices remain paired until the relationship is broken on both devices.

To break a paired device relationship

* |n the Windows System Tray, right-click the Bluetooth icon, then Setup and
select Security from the submenu.

* From the Bluetooth Security dialog box, in the Paired Devices list, select a
device, click the Delete button and then click the Done button.

Pairing must be broken on both devices.

3.5.8 Passkey

A Passkey is an aphanumeric string up to 16 charactersin length. Passkeys are
also called PIN codes, or Personal |dentification Numbers.

3.5.9 Security Request Dialog Box

A Bluetooth Authorization or Bluetooth Passkey Request dialog box may ap-
pear (depending on security settings) when aconnection is attempted if either Authori-
zation or Authentication is enabled. The method of notification depends on the version
of Windows:

* Windows 2000, Windows Me, and Windows X P—a bubble message is dis-
played over the Bluetooth icon in the Windows System Tray

* Windows 98SE—The Bluetooth icon in the Windows System Tray blinks.

Regardless of the version of Windows, click the Bluetooth icon in the Windows
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System Tray and then follow the on-screen instructions. The instructions vary, de-
pending on the security configuration of the system.

If the security notification is ignored the connection request will fail after a
preset timeout.

The dialog box provides
* Device Name: the user-friendly name of the device attempting to connect.
* Request to access:. the service the remote device is attempting to access.
* Buttons for responding.
OK-allow the connection
Cancel-deny the connection
Advanced button (see below)

* A check box that, when enabled, grants (authorizes) the connecting device
accessto all of the services on this computer (click the See Also button, below,
for more information).

3.5.10 Security Request Dialog Box, Advanced Button

The check box on the main page of the Bluetooth Authorization and Bluetooth
Passkey Request dialog boxes (“ Check thisbox to ALWAY S allow this device to access
ALL the services of your computer”), when enabled, grants permission (authorizes)
the device attempting to connect to access all services on this computer when attempt-
ing to connect in the future.

To limit the services the connecting device may use:
* Click the Advanced button

* In the expanded dialog box, select the services that the connecting deviceis
authorized to use. When a service is selected, that service will NOT require authoriza-
tion in the future (no prompt will appear when a connection is attempted).
Regardless of whether the main dialog box isfor Authorization or Authentication, these
options pertain to Authorization; they do not affect Authentication.

* Click the Authorize or Authenticate button.
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4. TROUBLESHOOTING

® Cannot connect to a paired device:
Paired devices are aways displayed in My Bluetooth Places, even if the remote
deviceisout of range or not powered up.

Verify that the remote member of the pair is within radio range and powered up
and then attempt the connection again.

® Cannot discover services on an un-paired remote device:

The remote device may not be powered up or may be out of range.
Verify that the remote device is powered up.

Verify that the remote device isin Connectable mode (Bluetooth Configuration
Panel > Accessibility tab).

Perform a Search for Devices to verify that the device iswithin range.

® Dial-up Networking service does not start:

The Dial-up Networking service will not start unless a properly configured
modem is attached to the server.

Verify that the modem is usable as alocal device from the server.

In the Bluetooth Configuration Panel, Local Servicestab, double-click the Dial-
up Networking service:

Click the down arrow in the Modem field and select the modem that will be used
to dial out

Click the OK button
Click the OK button to close the Bluetooth Configuration Panel.

® How do | determine the Bluetooth Device Address (BDA) of my
hardware device?

In the Bluetooth Configuration Panel, on the Hardware tab, in the Devices section,
select the device you want to determine the address of . In the Device Properties section
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of the dialog box, the fourth entry, Device Address, isthe BDA of the sel ected Bluetooth
device.

® How do | determine the version number of the Bluetooth Speci-
fication that the Host Controller Interface (HCI) complies with?
In the Bluetooth Configuration Panel, on the Hardware tab, in the Device Prop-

erties section, thefifth entry provides Bluetooth Specification compliance information
for the Host Controller Interface.

The sixth entry contains the Specification Revision information for the Host
Controller Interface, if appropriate.

® How do | determine the version number of the Link Manager
Protocol (LMP)?
In the Bluetooth Configuration Panel, on the Hardware tab, in the Device Prop-

erties section, the seventh entry provides Link Manager Protocol version number
information.

The eighth entry contains the Link Manager Protocol sub-version number
information, if appropriate.
® How do I find information about the Bluetooth hardware at-
tached to my computer?

In the Bluetooth Configuration Panel, select the Hardware tab.

® How do | test a Network Access connection?
If the client is hardwired to the LAN, unplug the hardwired connection to ensure
that the test checks the wirel ess connection rather than the hardwired connection.

If the server has access to the Internet, open a browser on the client and connect
to the World Wide Web.

You may aso Ping the server from the DOS prompt.
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® Why do | get an Unknown Port message when | attempt to use
a Bluetooth Serial Port?

The “Unknown Port” error message usually means an attempt was made to
connect a port that was in use.

Additional Bluetooth Serial Ports can be added if they are required.
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5. TECHNICAL SUPPORT

Refer to the following sources for additional information and for product
and software updates.

“.7 The MSI website (http://mww.msi.com.tw/) provides updated infor-
mation on M S| Bluetooth hardware and software.

ny - : -
‘ly For technical support, please email to support@msi.com.tw.
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6. GLOSSARY

Bluetooth Device Address. Every Bluetooth
device has a unique 48-bit binary Bluetooth
Device Address (BDA) burned into its
Read-Only Memory (ROM). This address
cannot be changed by the end-user.

A device’s BDA is usually displayed in
hexadecimal format; 00:D0:B7:03:2E:9F is
avalid BDA.

Each Bluetooth device also has an opera-
tor-configurable, user-friendly name to
help distinguish it from other Bluetooth
devices. The user-friendly name may be up
to 99 alphanumeric characters in length
and may contain spaces. My Personal
Computer is a valid user-friendly name.
The process of searching for other
Bluetooth devices.

Dynamic Host Control Protocol-when
enabled, connecting devices are assigned
an Internet Protocol (IP) address by the
server.

File Transfer Protocol

Host Controller Interface

Infrared Data Association

Infrared Mobile Communications

An internally-generated unique security
key that is exchanged by paired devices as
proof of identity before a connection is
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Passkey ...

Piconet ....

established.

Link Manager Protocol—used by Bluetooth
for internal communications.

A Bluetooth mode in which a server is ac-
tively listening (scanning) for a client to
“page” it. The server then answers the page
and attempts to set up a connection with
the paging device (the client).

An alphanumeric string up to 16 charac-
ters in length. Passkeys are also called PIN
codes, or Personal Identification Numbers.
A network of devices connected in an ad
hoc fashion using Bluetooth technology.
A piconet is formed when at least two
devices, such as a portable PC and a cellu-
lar phone, connect. A piconet can support
up to eight devices. When a piconet is
formed, one device acts as the master while
the others act as slaves for the duration of
the piconet connection.

Personal Information Manager—an
application, such as Microsoft Outlook, that
is used to manage contacts, keep track of
phone numbers, etc.

Personal Identification Number, also re-
ferred to as a “passkey” or “password.”
A group of independent and non-synchro-
nized piconets that share at least one com-
mon Bluetooth device. Bluetooth devices
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SysTray

must have point-to-multipoint capability
to engage in scatternet communication.
There may be amaximum of 10 fully loaded
piconets in a scatternet.

The process of determining the services that
a Bluetooth server provides.

The Windows system tray-usually located
in the lower-right corner of the screen.
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