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1 Overview

This document describes the installation / configuration, administration, and maintenance of
the SIP-DECT solution.

Other valid documentation

Please observe also the information to other parts of your SIP-DECT installation given in the
documents listed in the section entitled References starting on page 219.

Reference

For a list of abbreviations and definitions valid for this manual please refer to the appropriate
chapters in the Appendix starting on page 214.

1.1 The SIP-DECT Solution

The SIP-DECT solution comprises the following main components:

e Aastra SIP-DECT base stations or Radio Fixed Parts (RFPs) being distributed over an IP
network and offering DECT and IP interfaces.

» Portable DECT devices known as handsets, Portable Parts (PP) or just device e.g. Aastra
620d.

e OpenMobility Manager (OMM): Management and signaling SW for the SIP-DECT
solution, which runs on one of the Radio Fixed Parts or on a dedicated Linux PC (for large
installations). In addition, a standby OMM can be configured to ensure the OMM function
in case of failure or loss of network connection.

e A SIP Call Manager/IP PBX/Media Server platform e.g. Asterisk.

The following figure gives a graphical overview of the architecture of the SIP-DECT wireless
solution:

SIP-Terminal

— Communication
AEPL32 1P SeTyer
——t IPBX,
1 1| Soft-FEX,
LAM == Asterisk,
&l Aastra 14.2d
Aasira 600d
| —
T Ian |.4;Jw1ml [_|1
ED
3 =
=]
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1.2

1.2.1

1.2.1.1

depl-1230/0.2

The IP PBX/media server/media gateway, OMM and the RFPs communicate through the IP
infrastructure. The RFPs and the Portable Parts communicate over the air, where the DECT
GAP protocol or DECT GAP with proprietary enhancements is used.

The SIP-DECT solution supports seamless handover between RFPs which are in a group of
synchronized RFPs (cluster) and roaming between RFPs on remote sites.

Additional components are:

o LDAP server to facilitate a central corporate directory;

¢ Provisioning server to provide RFP configuration or user data files;

o Data backup server to automatically backup an OMM database on the server or to
automatically import an OMM database into the OMM;

¢ OM Locating server and clients to run the Aastra SIP-DECT locating solution;

« 3" party messaging or alarm server to integrate the SIP-DECT text messaging into a
unified messaging or alarm environment;

e Computer for administration and maintenance tools: Web browser, OM Management
Portal (OMP), DECT Monitor.

Provisioning & DB
Handowver Handover

"‘" I}EET WLAH
clients

handset h
f W iﬂ
il [ s Ethemet| @ T
IF phone RFP 32 IP RFP 34 1P RFP 42 IP indoor

m indoor DECT ————i outdoor  DECT + WLAN
hase station Roaming capability DECT (B02.11b/g)

H-Huinn. Lmtlnn. Alarm

between sitos

About the Radio Fixed Parts (RFPs)

RFP Families

Former RFP Types (Till SIP-DECT Release 2.1)

Aastra provides 3 types of RFPs for the SIP-DECT solution:

e RFP32IP/RFPL32IP
DECT RFP as indoor model

e RFP 34 IP/RFP L34 IP
DECT RFP as outdoor model

o RFP 42 WLAN / RFP L42 WLAN
DECT RFP + WLAN Access Point as indoor model

1 Overview
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In general the RFP 32 and RFP 34 have the same hardware and software capabilities.
Please be aware of the regulatory differences between North America and all other areas of
the world. These differences lead to different RFP 32/34 variants which use specific
frequency bands and field strengths:

e RFP 32 NA or RFP 34 NA (NA)
- Frequency Band 1920 to 1930 MHz
- 5 carrier frequencies
- Transmit Power 20 dBm

e RFPL32IP or RFP L34 IP (EMEA)
- Frequency Band 1880 to 1900 MHz
- 10 carrier frequencies
- Transmit Power 24 dBm

The RFP L42 WLAN is only available for the EMEA region.

RFP 32 IP / RFP L32 IP / RFP 32 NA RFP L42 WLAN / RFP 42 WLAN
RFP 34 IP / RFP L34 IP /| RFP 34 NA

[ 1] e 00

1 Power jack (120 V/230 V AC adapter)
2 Ethernet jack; Power supply in line with Power over Ethernet standard IEEE 802.3af
The difference between L-RFPs (L32 IP / L34 IP / L42 WLAN) and non-L-RFPs (32 IP /

34 IP / 42 WLAN) is that the “L” variants have a built-in license, please see chapter Licensing
for details.

Note: Since SIP-DECT the previous RFP family (RFP (L) 32/34 IP and RFP (L) 42 WLAN)
cannot longer house the Open Mobility Manager (see also chapter 1.3). The SW
package for this RFP family has a tftp extension e.g. “SIP-DECT_3.0.tftp”".
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1.2.1.2 New RFP Types (Since SIP-DECT Release 3.0)

With SIP-DECT release 3.0 Aastra provides 3 new types of RFPs for the SIP-DECT
solution:
e RFP35IP/RFP L35IP
DECT RFP as indoor model
o RFP 36 IP/RFP L36 IP
DECT RFP as outdoor model with built-in dipole antennas
e RFP 37 IP/RFP L37 IP
DECT RFP as outdoor model with connectors for external directional antennas
e RFP 43 WLAN /RFP L43 WLAN

DECT RFP + WLAN Access Point as indoor model with internal antennas for DECT and
WLAN

The difference between L-RFPs (L35 IP / L36 IP / L37 IP / L43 WLAN) and non-L-RFPs
(351P /36 IP /37 IP /43 WLAN) is that the “L” variants have built-in licenses, please see
chapter Licensing for details.

In general the RFP 35/ 36 / 37 IP have the same hardware and software capabilities.
RFP 43 supports WLAN in addition to DECT.

]

1 Power 48V DC (optional)

2 1GBit Ethernet (PoE)

3 USB

4 DECT antenna connector (RFP (L) 37 IP)

The hardware of all the new RFPs complies with the different regulatory areas of the world.
There are no specific hardware variants required to use specific frequency bands and field
strengths. Transmit Power, frequency band and carrier frequencies are controlled by
software.

Other differences compared to the previous RFP family (RFP (L) 32/34 IP and
RFP (L) 42 WLAN) are:

¢ Boot from internal flash memory instead of net-boot; there is already a SIP-DECT
software on board

o software update via TFTP, FTP(S), HTTP(S) supported
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e supports 1GBit Ethernet
e supports CAT-iq 1.0 level high definition voice for the new Aastra 650c handset family

e hardware is ready to support Secure SIP and SRTP with a SIP-DECT 3.0 follow-up
release

¢ uses an external 48V DC Power Supply (if no PoE available) which fulfils the latest
environmental requirements, i.e. EOP step 2 level 5

e The RFP 43 WLAN supports the 802.11n standard.
e The RFP 43 WLAN can house the OMM.

e The indoor RFPs have a USB 2.0 interface to connect external hardware for future
applications e.g. video camera

1.2.2 RFP only Mode

Within this mode the RFP converts IP protocol to DECT protocol and then transmits the
traffic to and from the handsets over a DECT time slot. On air the RFP has 12 available time
slots, 8 can have associated DSP resources for media streams. All DECT time slots are used
for control signaling, software download over air, messaging and bearer handover
independent of associated DSP resources.

2 control signaling channels are also used to carry bearer signals that signal the handset to
start the handover process. If the radio signal of another RFP is stronger than that of the
current RFP, then the handset starts the handover process to the RFP that has the stronger
signal as the user moves around the site.

Clusters

Groups of RFPs can be built which are named clusters. Within a cluster RFPs are
synchronized to enable a seamless handover when an user crosses from one RFP’s area of
coverage to another. For synchronization it is not necessary for an RFP to see directly all
other RFPs in the system. Each RFP only needs to be able to see the next RFP in the chain.
But it is preferable for an RFP to see more than one RFP to guarantee synchronization in the
event that one of the RFPs fails.

1.2.3 OpenMobility Manager (OMM) Mode

If the OMM shall not run on a dedicated Linux PC then one RFP within a SIP-DECT
installation must be declared to operate as the OpenMobility Manager (OMM). The RFP
acting as the OMM may also act as a regular RFP as well if it is included into a DECT
cluster.

In OMM mode an RFP functions as a regular RFP. Additionally it is responsible for SIP
signaling between the SIP-DECT system and the IP PBX/media server. Further on it takes
over the management part of the SIP-DECT solution. You designate an RFP as the OMM by
assigning an IP address to the RFP within the DHCP scope (see chapter 9.5) or by setting
the data via the OM Configurator (see 9.6). After an RFP is designated as the OMM, it starts
the extra services on board (for example, the web service that supports the management
interface). All RFPs download the same firmware from a TFTP server but only one RFP
activates the OMM services.
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Note: Itis possible to deactivate the DECT part of an RFP. If the DECT interface is
deactivated then all resources (CPU and memory) are available for the OMM.

When you decide to run an RFP-based OMM, you should be sure that the maximum number
concurrent calls will not exceed <= 100 in your DECT network.

1.3 About the OpenMobility Manager

With SIP-DECT 3.0 the OpenMobility Manager (OMM) requires to run on one of the new

RFP types (RFP (L) 35/36/37 IP resp. RFP (L) 43 WLAN) or on a dedicated Linux x86

server.

There is only one active OpenMobility Manager (OMM) in the system.

o If the OMM runs on an RFP, a 100 Mbit network link is required.

o If the OMM runs on on a dedicated Linux PC, a 1 Gbit network link is required (see also
chapter 9.11.1).

In addition, a standby OMM can be configured to ensure the OMM function in case of failure
or loss of network connection. For more information on the standby OMM see chapter 9.13.

1.3.1 OMM Tasks

The OMM performs the following tasks:
¢ Signaling gateway (SIP <-> DECT)
¢ Media stream management
e Managing sync-over-air functions between RFPs
* Provides a Web service for system configuration
e Provides additional services e.g.

- LDAP based central corporate directory

- OM Application XML interface (OM AXI) for OAM&P,
messaging, alerting service and locating

- Integrated Messaging and Alerting Service (OM IMA)
- Data backup and provisioning services

- SIP-DECT XML terminal interface. This interface adapts the “XML API for
Aastra SIP Phones* for SIP-DECT handsets. The Aastra 600d handset family (firmware
release 4.00 required) and the Aastra 650c handset are supported.
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1.3.2

LDAP Server

Call Manager F
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Backup Server
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Wr———

p

OM Integrated
Messaging &
Alerting Service
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3 party

Alarm

Server
N—
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Message
Server

-

1 Overview

OM Management
Portal

=== OMM Application XML Interface
(OM AXIl) for OAM&P* and
other applications

(XML, TCP/TLS)
*OAM&P — Qperation, Administration,

Y
OM
Locating
Server

~

i
| Maintenance & Provisioning
i

~
o

\OM Locating Client
=

Additional information on the following topics are available with separate documents.
Locating: please see the SIP-DECT; OM Locating Application; Installation, Administration
& User Guide /25/.

Integrated Messaging and Alerting Service: please see the SIP-DECT; OM Integrated
Messaging & Alerting Application; Installation, Administration & User Guide /26/ and the
SIP-DECT; Aastra 610d, 620d, 630d; Messaging & Alerting Applications; User Guide /28/.
Integration of SIP-DECT in unified messaging and alarm environments: please see /28/
and the OM Application XML Interface (OM AXI) specification /28/.
User data provisioning: please see the SIP-DECT; OM Handset Sharing & Provisioning;
User Guide /27/.
Administration and Monitoring by 3rd party applications: please see the OM Application
XML Interface (OM AXI) specification /28/.
SIP-DECT XML terminal interface: please see the SIP-DECT XML terminal interface
specification /34/.

SIP-DECT Special Features and Capacities

Special features and capacities of the SIP-DECT 3.0 solution are:

Feature/Handset
Large DECT Systems (XXL)

Messaging & Alerting

Initiate Alarm Trigger

depl-1230/0.2

GAP

No connection
handover
beyond

256 RFPs

no

*, # procedure
no sensor
alarm

142d

yes

no

600d ’ 650c

yes yes

yes yes
yes

* # procedure yes

no sensor
alarm
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Feature/Handset

Locating

DECT XQ

UTF-8 and alphanumeric
dialing support

SIP-DECT XML terminal API 2

CAT-iqg 1.0 / Aastra Hi-Q™
audio technology 2

GAP

yes

no

no

no

no

142d

yes

no

no

no

no

' requires Aastra 600d firmware release 4.00 or higher

2 hew with SIP-DECT 3.0

1.3.3 OMM Capacities and Features

The OMM capacities are:

Feature/SW Release Release 1.8
RFP OMM Linux x86
server OMM
L-RFP: 256 -
RFP L32/341P & RFP
L42WLAN

Standard RFP:
RFP 32/34IP & RFP
42WLAN

L-RFP: -
RFP L35/36/37IP &
RFP L43WLAN

Standard RFP:
RFP 35/36/371P &
RFP 43WLAN

Handsets / users 512

Message / Alarm
receive

Message send -
Locating -
DECT XQ -

UTF-8 and -
alphanumeric dialing
support

SIP-DECT XML
terminal API

depl-1230/0.2

600d '

yes

enhanced
locating
features

yes

yes

yes

no

Release 2.1

RFP OMM Linux x86
server OMM

20 -
256 2 2048 2
512 4500
yes/yes? yes/yes?
yes > yes ®
yes 2 yes ?
yes yes

1 Overview

650c

yes
enhanced
locating
features

yes

yes

yes

yes

Release 3.0 or later

RFP OMM

20"

256 12

20

256 2

512

yes / yes

yes ®

yes 2
yes

yes

yes

2

Linux x86
server OMM

2048 2

2048 2

4500

yes/yes?

yes ®

yes 2
yes

yes

yes
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1.4

Feature/SW Release Release 1.8 Release 2.1 Release 3.0 or later
RFP OMM Linux x86 RFP OMM Linux x86 RFP OMM Linux x86
server OMM server OMM server OMM
CAT-ig 1.0/ Aastra - - - - yes yes
Hi-Q™ audio
technology

' There must be at least one RFP L35/36/37 IP or RFP L43 WLAN to host the OMM (2nd
RFP for OMM standby).

2 The feature requires a license and is not available for L-RFP installations which are using
built-in licenses.

® This feature requires a license for standard RFP installations. There is a built-in license for
L-RFP installation.

About the Portable Parts

Portable Part (PP) is DECT standard terminology and in the context of the SIP-DECT
solution is interchangeable with handset. Aastra provides the following handsets:
Aastra 142d, Aastra 610d / Aastra 620d / Aastra 630d, and (since SIP-DECT 3.0)
Aastra 650c.

Aastra 142d Aastra 610d Aastra 620d Aastra 630d /
Aastra 650c

Notes on the Aastra 142d handset

Please be aware of differences in regulatory requirements between North America and all
other areas of the world. These differences lead to different Aastra 142d variants which use
specific frequency bands and field strengths:

Aastra DECT 142 (NA) Aastra 142d (global, all other countries)
Frequency Band 1920 to 1930 MHz (UPCS) Frequency Band 1880 to 1900 MHz

60 duplex channels 120 duplex channels

100 mW (maximum output per active 250 mW (maximum output per active
channel) channel)

5 mW (average output per active channel) 10 mW (average output per active channel)
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In addition to the Aastra DECT 142 / Aastra 142d, standard 3rd party DECT GAP phones
may operate on the SIP-DECT solution. But the functionality may be limited by the
characteristics of the 3rd party DECT phone.

Notes on the Aastra 600d and Aastra 650c handsets

The Aastra 610d / 620d / 630d supports both the NA and EMEA regulatory requirements.
The new Aastra 600d firmware release 4.0 has to be used with Aastra 610d / Aastra 620d /
Aastra 630d to support the SIP-DECT release 3.0 features. SIP-DECT release 3.0 still
supports the previous Aastra 600d firmware release 3.03 but with limitation. The Aastra 600d
firmware release 3.03 is incompatible with new SIP-DECT release 3.0 features like UTF-8.
The Aastra 600d firmware release 4.0 has the following characteristics:

* New user interface e.g. new dial editor with alphanumerical and always en-bloc dialing

e Support of UTF-8 in over the air signaling with the OMM

¢ Digit and alphanumeric dialing

o Support of SIP-DECT XML terminal interface

o Support of microSD-Card to save subscription data and the most important local device
data (Aastra 620d / Aastra 630d)

e Additional subscription options
e Additional alarm melodies
e Profile indication in idle display

For more details please see /28/and /29/.

The Aastra 650c handset has the same feature set as the current Aastra 600d handsets. In
addition to the Aastra 600d firmware release 4.0x feature set, the new Aastra 650c handset
supports CAT-ig 1.0 and is thus capable to run G.722 (wideband) voice connections. For the
full experience of wideband audio the handset hardware e.g. speakers, microphone,
processor, have been improved.
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2 Getting Started

This chapter describes how to set up a small SIP-DECT system using two RFP devices,
useable as a small stand-alone DECT telephony system or for evaluation purposes.

Note: The DHCP/TFTP configuration described here can be used to operate current
RFPs 35/36/37/43 together with older RFPs 32/34/42. However, a more
straightforward setup using the Java-based OpenMobility Configurator tool is
described in the SIP-DECT: Installation & Administration Compendium document
(see /24/).

Prerequisites

Some hardware and software prerequisites are to be met to follow this quick start guide:
o atleast two licensed RFP devices (e.g. RFP L35 IP),

e a PC torun a browser or start java programs,

e a PC-based server for setting up DHCP/TFTP,

e two or more DECT handsets (preferably two Aastra 610d/620d/630d/650c),

¢ OMM-SIP installation medium with software, such as the “iprfp3g.dnld” file,

o optional: a VolP communications system that provides SIP accounts.

You can use any operating system for the PC-based server system that provides a DHCP
and TFTP server. However, the following description details on a Linux system. For testing
and evaluation, you may download and install virtualization software for your workstation,
such as “YmWare Player” or “VirtualBox”. Within a virtual machine, you are able to operate a
Linux system, for example the CentOS, Debian or Ubuntu “Live-CD” ISO files that are
downloadable for free on the respective Linux vendor web sites.

Note: The PC-OMM (OMM in host mode, see also chapter 9.11) is not supported on
virtual machines.

2.1 Setting up DHCP / TFTP

An RFP in the factory default configuration will request the address configuration via DHCP.
While it is possible to configure a fixed (hon-DHCP) address for the RFPs (see chapter 9.6),
this description starts with setting up a DHCP server that will answer the DHCP requests.
The DHCP server will be limited to answer only DHCP requests from Aastra RFPs (sorted
out by MAC address), so the new DHCP server will not disturb the operation of possibly
other DHCP servers in your LAN.

Also you need a TFTP server that offers the software file for the RFPs. For current

RFPs 35/36/37/43, the TFTP server provides the software file for updates (“iprfp3g.dnid”).
For older RFPs 32/34/42, the TFTP server provides the software file loaded during RFP
startup (“iprfp2g.tftp”). The IP address and the software file download location is part of the
DHCP answer, the RFP receives during start-up. By using this DHCP-provided configuration,
the RFP downloads the software file and starts the program that is included in the software
file.

As stated earlier, the PC server system described here is operated by a Linux system. If you
run Linux in a virtual machine, the virtual machine’s network adapter should be configured for
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the “Bridged Mode” which allows the virtual machine to receive/answer DHCP broadcasts on
the physical Ethernet adapter.

N - = 0000

B Gernra I Netwark

& spstem

[ —— ddepter 1 Adapter I Adapter §  Adagpter §
3 Storage « Enable Netwark Adapter

B0 sume Bttached to: | Eridged ALIpter e,

Hame: ethd L
B serisl Ports
¥ Agwanced

& uvse

& Shared Falders

B e o Ok @ cCancel

Activating bridge mode with VirtualBox

Also, you need the firmware file for the RFP inside the virtual machine. You can copy via
network e.g. by using SCP, FTP, SMB etc. To keep things simple, the virtual machine used
in this example has a second CD-ROM that points to the hardware CD-ROM drive that in turn
has the OMM-SIP installation medium inserted.

Camd DS Live - Sultinugs
El General } Storage I
System i
= Storage Tree | Attributes
=l Dispiay - - |
L o I T "
j -l |OF Contraller
I audio i () Cent0S-6.2-386-LiveCD.i... J. Trpe: PlX4 v
&P nNetwork “ (&) Host Drive HL-DT-ST DVD..
¢35 serial Ports @ Disketten-Controller
£ uss “ B empy . I
B2 ohared Folders =l (&) Add CD/DVD Device
&= Shared Folders § [t
| I FoN o e
. - W Ada fara UIsk
[ < T @ (= adt Py B rancal
B el @ & & ok @ cancel

Second CD-ROM with VirtualBox

The following steps will start the virtual machine where you can configure and run the
DHCP/TFP server program.

1 Start the virtual machine. The Linux desktop should be displayed after start-up. The
following screenshot depicts the situation if you start VirtualBox with a Live CD Linux
(CentOS 6.2 to be precise).
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2 Getting Started

2 On the virtual machine’s desktop, double click the OMM-SIP CD-ROM. Use drag & drop
to copy the “iprfp3g.dnid”, “iprfp2g.tftp”, and “aafon6xdd.dnld” files to the Linux desktop.

depl-1230/0.2

Start a terminal program. With Gnome desktop, select the Applications: Accessories:

Terminal

menu command.

In the terminal program, you need to enter the following commands to switch off the
firewall and to start the SSH service:

su -1

ip -4 a

ip a add 192.168.1.1/24 dev ethO
ip 1 set dev eth0 up

Starts a super user (“root”) shell.

Shows the current network configuration.
The “eth0” adapter should show an IP
address allocated by a DHCP server in your

LAN.

manually.

/etc/init.d/sshd start Starts the SSH service.

passwd centoslive

iptables -F INPUT
echo 0 > /selinux/enforce

user.

Optional: if the “eth0” adapter has no IP
address, you can assign the address
Set a (simple) password for the “centoslive”

Flush (clear) the INPUT firewall. Disable
SELINUX that prevents TFTP downloads.

Leave the virtual machine. With VirtualBox press and release the right [Ctrl] key. With
VmWare Player press and release both the left [Ctrl] key and the left [Alt] key. You may
iconize the virtual machines window now.

From your home desktop, start a remote terminal via SSH. Use your favorite SSH
program (e.g. the PuTTY program for Windows) and connect to the IP address of the
virtual machine. Log in as “centos” user with the password entered previously. Note, that it
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is now possible to use the clipboard to enter new commands and configuration file
statements.

7 Enter the following commands to configure and start the DHCP/TFTP service:

su -1 Starts a super user (“root”) shell.
yum install dhcp tftp-server Installs a DHCP and a TFTP server.
yum install nano Installs the “nano” text editor.

cd /var/lib/tftpboot Change the current directory.

cp -v /home/centoslive/Desktop/* .  Copy files here. (“iprfp3g.dnid”, “iprfp2g.tftp”,
and “aafon6xdd.dnld” from the CD ROM).
Mind the trailing dot in the command.

nano /etc/dhcp/dhcpd.conf Start the “nano” text editor to change the
“letc/dhcp/dhcpd.conf’ configuration file for
the ISC DHCP daemon. Adapt and paste the
example configuration from below. Press
[Ctrl-X] to end the text editor and confirm
saving the file with the [Y] and [Return] keys.

/etc/init.d/dhcpd restart Start the DHCP server.

chkconfig tftp on Enable the TFTP server that is started from
/etc/init.d/xinetd restart xinetd. Start the xinetd daemon after this.
tail -f /var/log/messages View the system log for DHCP messages.

8 Connect the desired RFPs to your LAN. Establish their power supply, either by PoE or by
plugging in the external power adapters. During the RFP start-up, the SSH console
windows should display DHCP messages that indicate the RFP DHCP queries.

DnsMasq Configuration File (/etc/ dhcp/dhcpd.conf)

The following configuration example needs to be adapted to your network and RFPs.
Change all lines with “192.168.112.” to match your LAN. Also change the MAC address
(here: 00:30:42:0d:10:2e) to the value printed on the backside label of the RFP that is
designated as OMM.

FHAHHHH AR
# dhcpd.conf sample configuration for SIP-DECT #

T T T | | T | | T | T | {1 | ¥ 1 | | 1 1 R VT R T R TR T TR TR 11 I I L L
At dd A A A A ARG A A A A AR HA A

ddns-update-style interim;
ignore client-updates;
default-lease-time 86400;

max—-lease-time 86400;

### Define SIP-DECT options (incl. structure of option 43) ###

option space SIPDECT;

option SIPDECT.omm-ip code 10 = ip-address;

option SIPDECT.omm-syslog code 14 = ip-address;

option SIPDECT.omm-syslog-port code 15 = unsigned integer 16;
option SIPDECT.country code 17 = unsigned integer 16;
option SIPDECT.ntpsrvname code 18 = text;

option SIPDECT.omm-1ip2 code 19 = ip-address;
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option SIPDECT.importurl code 24 = text;

option magic str code 224 = text;

option tftp-list code 150 = array of ip-address;
option vlanid code 132 = unsigned integer 16;

### class definition ###

# RFP (L) 31,32,33,34,41,42
class "SIP-DECT2G" {

match if option vendor-class-identifier = "OpenMobility";

# RFP (L) 35,36,37,43, since firmware 3.0RC3
class "SIP-DECT3G" {

match if option vendor-class-identifier = "OpenMobility3G";

### subnet definition ###

shared-network SIP-DECT
{
subnet 192.168.112.0 netmask 255.255.255.0
{
pool {
range 192.168.112.52 192.168.112.55;
allow members of "SIP-DECT2G";
allow members of "SIP-DECT3G";

option routers 192.168.112.1;
option subnet-mask 255.255.255.0;
option ntp-servers 192.168.112.109;

option domain-name-servers 192.168.112.1,8.8.8.8;

next-server 192.168.112.183;
vendor-option-space SIPDECT;

option magic str = "OpenMobilitySIP-DECT";
option SIPDECT.omm-ip 192.168.112.43;

# option SIPDECT.omm-ip2 192.168.112.52;

# option SIPDECT.country 1;

# option SIPDECT.omm-syslog 192.168.112.1;

if option vendor-class-identifier = "OpenMobility" {

filename "/iprfp2g.tftp";

if option vendor-class-identifier = "OpenMobility3G" {

filename "/iprfp3g.dnld";

# option tftp-server-name "tftp://192.168.112.183/subdir";

host OMM {
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30:42:12:6E:3B;

hardware ethernet | 0
112.43;

fixed-address 192.168.
} # end of pool

} # end of subnet

OMM selection

One RFP of a set needs to function as OpenMobility Manager (OMM). The configuration
suggested above will select a specific RFP for this role with the “DHCP option 43”. The OMM
is generally selected

¢ via the DHCP request (see chapter 9.5.3.1),
¢ within the static local configuration of an RFP (see chapter 9.6),
¢ within the RFP configuration file of a PC-based OMM (see chapter 9.8).

The RFP which has the same IP address as the dedicated OMM IP address will be the RFP
which the OMM application runs on.If two OMM IP adresses are configured, the OMM
application is started on both dedicated RFPs. One OMM becomes the active OMM and the
other the standby OMM. For more details about the standby feature, see chapter 9.13.

2.2 Initial Setup

After bringing up the DHCP/TFTP server and starting the RFPs, you can start a web browser
and call up the web-based user interface of the OMM. Alternatively, the Java-based
OpenMobility Manager (“OMP.jar”’) may be used. The following step-by-step description
emphasizes on the OMM’s web console.

1 Start a web browser and navigate to the IP address that you have configured for the OMM
in the DHCP option 43. This will display the OMM’s login page.

Note: The browser's communication with the OMM’s web console is secured by the
HTTPS protocol. However, since you cannot validate a numeric intranet address
with a certifacte chain, you need to ignore / overwrite the web browser’s warning
about invalid certificates.

2 Enter “omm” in the User name input field. Also enter “omm” in the Password input field.
Click the OK button to log in. In the factory default configuration, the OMM now displays
the Info: End-user license agreement page. Read the agreement and confirm by
clicking the Accept button.
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m OpenMobility Manager
SIP-DECT 3.0RCY

-

Login

Systam SIP-DECT

PARK, 1F1E 189EEA4

LUsar name |ormm

Baseword jnnw

poarega
EBSERVER

OMM web console, login with “omm” / “omm”

3 On the next two pages that are displayed automatically, you need to enter new passwords
for two administrative user accounts. The first account is the “omm” user that can change
the configuration. The second account can be used to call up the OMM’s command line
shell via SSH. Enter passwords that contain at least lower case letters, capital letters, and
digits. After changing the passwords, the web console shows the Status page.

4 Navigate to the System: System settings page. Change the PARK setting to the PARK
code that is printed on the installation CD-ROM. Also change the Regulatory domain to
match your region. Confirm with OK.

m OpanMaobility Manager
SIP-DECT 1.0RCH
Logout o B T
Blalus TaS for vaice packets B8 o
T System Tas for signaling packets |hﬁ
Gystem setting e . B
e TTL {Teme to bve) .'-2‘_._
Userr aldmimistration VLAN pranty call control Fi -
A Sy VLAN pronty audho |é -r|
SHMP
0B management e
wallings
Fuent lnyg I setlhegs
= PARK = [1F1E1ERA 3117030727 2202)
* madio fed parts Encryphbion =
Partalile paris DECT moniod I
F wLan When changing the DECT
. - . 1 regulatory domain all
System Inatirns Regulatory doman sl |EVMES - [ | g ! s v be
Licemses regel,
Il DECT sulhenbcabon code | %

System: System settings, change PARK and DECT regulatory domain

Note: The RFPL35IP/RFP L36 IP/RFP L37 IP/RFP L43 WLAN and RFP L32 IP /
RFP L34 IP / RFP L42 WLAN devices provide a build in license as described here. If
you have purchased another license type and e.g. RFP L35 IP / RFP L36 IP
devices, you need to upload the license file on the Licenses page now (see chapter
4).

5 Navigate to the Radio fixed parts page. Click the Start button to start capturing. Wait 10
seconds. Click the Radio fixed parts menu entry to refresh the display. If all expected
RFPs are listed, click Stop to end capturing.
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Radio fixed parts, capture and add new RFPs

6 Click the | icon next to the desired entry to add a new RFP to the OMM. The New radio
fixed part dialog opens. Enter a Name. Enable the DECT settings checkbox that assigns
the RFP to DECT cluster “1”. Confirm with OK. Repeat this step for the second RFP.

Navigate to the Portable parts page. Click on the New button. The New portable part

dialog opens. Enter a Name, a Number and a DECT authentication code. Confirm with
OK. Repeat this step for a second DECT portable part with a different DECT
authentication code.

New portable part

General settinas

- 1
Mame |Battu Millar |
sETme Y R i
1
I I —_—_—_—_—_——_— Mumbe 11002 |
Status Portabie parts i—'—l
IDET
R — IPE
Sysh .
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Sites ! ] code e —
A e g g
Radio fixed parts Login/additional 1D
1 ——
Portable parts - S0S number
b AN Subscription with configurad IPEIs _
WLAN D
System features s |
a o . . 1
e — i Voice maii number
Info inti —
Wildcard subscription SIP authentication
Cy— Qion [y User name | |
|2 min =) Start ==
Passwopd | |
1(1)P confirmation
Name MNuml
|21 Henry Smith 1001 QK Cancel
° | -t — | L === ]

Portable parts, add new portable part

8 Click on the Start button below the Wildcard subscription heading. This will activate
subscription without known handset IPEls for the next two minutes. During this period,
subscribe two of your DECT handsets. Enter the configured DECT authentication code on
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the DECT handset during the subscription procedure (see chapter 7). After subscribing
two DECT handsets make a test call from one DECT handset to the other.

9 Navigate to the System: SIP page to connect the OMM to your PBX. Enter the IP address
of your PBX in the Proxy server and Registrar server fields. In the following screen shot,
an Aastra 800 PBX with address 192.168.112.91 is used to provide the SIP PBX
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L L — - o .
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Trunks 1003 s p SEEREE "
Il Configure nortahle part
Companies 1004 v ¥.168!l — E—
M < b S =N Changing Number and/or IPEI requires the PP to be
1 4o 4 of 4 Entries _! @ subscribed again,
Matimimels
\ General settings
L
AASTRA
=TT T Tw T mumber
B — IPE
S T authentication ...~
Status 21T =
¥ Gystem A PR SN P gy
b wr Langing UiesseE SELNgs may Lalse uie U LOginyAgaitiondg 1w
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s 1 P i P |
I e — oK I Cancel |
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...... 1192 168 112 91
ShiiP i
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P Dodin fived narte — RSN oo e L1000 il
Radic fixed parts sy 2| Delty Miller e
= P . = . . J A —1
Foriapie paris registraton pernod |Jbuu
F WLAN

SIP: System, connect to PBX & change portable part SIP configuration

10 Navigate back to the Portable parts page. Click the <] icon next to the desired portable
part entry to open the respective Configure portable part dialog. Change to User name
and Password fields under the SIP authentication heading to the SIP account
credentials configured on the PBX (see chapter 7.4.2 and chapter 7.7.1). Note, that the
entered User name is sent to the PBX as “authorization username” within the SIP
‘REGISTER” message.

Verify the SIP registration, for example on a status display of your PBX as shown above.
Place a test call from the DECT portable part to another phone attached to the PBX.

The next steps depend on your requirements and would typically include setting up a
standby OMM (see chapter 9.13) or setting up the Download over Air software-update for
Aastra 610d/620d/630d/650c portable parts (see chapter 9.17).
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3

Enhanced Feature Overview

An SIP-DECT system scale from a single licensed RFP up to a larger SIP-DECT system
that may include hundreds of RFPs. Some of the more advanced features target larger
DECT systems. You may browse the following list of features in order to get an overview and
to decide if it's relevant for your requirements. You find in-depth explanations in the
referenced chapters.

Please note: Be aware that the majority of the new enhanced features require at least the
following handset firmware releases
— 600d: firmware release 4.00
— 650c: firmware release 1.00
It is assumed that SIP-DECT installations are configured to perform an
automatic firmware update over the air.

Download over Air

The Aastra 600d handset family and the Aastra 650c handset are able to download and
upgrade its firmware via DECT over the air.

For the OMM running on an RFP the handset firmware packages are delivered in the
package file “aafon6xxd.dnld” for the Aastra 600d handset family and the Aastra 650c
handset. This package file must be put on the same server and path where the RFP gets a
software image file for update purposes (e.g. SIP-DECT_3.0.dnld).

The handset firmware packages are included in the OMM installation package for Red Hat©
Linux for the Linux x86 server version of the OMM (e.g. SIP-DECT_3.0.bin).

Wideband (CAT-iq 1.0 / Aastra Hi-Q™ audio technology)

Together with the new RFP (L)35/36/37 IP and RFP (L) 43 WLAN, the Aastra 650c offers the
possibility to act as Aastra Hi-Q audio terminal. This feature is realized using wideband
speech according to CAT-iq.

Each Hi-Q connection uses, compared to conventional narrowband, the double capacity on
the DECT air interface. Due to this fact, 4 Hi-Q connections (instead of 8) can be established
via one RFP.

Aastra Hi-Q audio technology must be enabled or disabled per site (see chapters 7.5 and
8.6). This functionality must be homogeneously available among synchronous RFPs
(members of the same cluster). Each site with enabled Hi-Q audio must exclusively contain
new RFP (L)35/36/37 IP or RFP (L) 43 WLAN.

Typically one site is identical with one cluster, i.e. all RFPs belonging to a specific site
belonging to a specific cluster. However a site can have more than one cluster. The OMM
does not refuse to configure one cluster which contains multiple sites. Such configuration
could annul the rule that Hi-Q audio must be homogeneously available among synchronous
RFPs.

Please note: It is strongly recommended not to setup systems with multiple sites within one
cluster.
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RFP mixed installations

In sites (or whole systems) with disabled Hi-Q audio, an arbitrary mixture of
RFP (L) 32/34 IP / RFP (L) 42 WLAN and RFP (L)35/36/37 IP / RFP (L) 43 WLAN is allowed.
No further restrictions appear for mixed installations.

DECT XQ

The DECT radio communication generally suffers from attenuation and radio wave reflection.
Especially if a building’s walls and ceilings contain a higher portion of metal-based material
or if larger metal surfaces are present, the DECT XQ improves the radio communication
between an RFP and an Aastra 600d / Aastra 650c portable part at the expense of DECT
channel capacity (see 9.3). Enable this feature for some or all of your RFPs (see chapter
7.6.3, “DECT settings” or chapter 8.7.1.2, “DECT tab”).

It is not possible to have DECT XQ audio combined with Hi-Q audio within the same
connection.

Three operating modes regarding audio quality are selectable at the Aastra 650c handset:
standard audio, Hi-Q audio and automatic.

¢ In case that an Aastra 650c operates in Hi-Q audio mode, it will exclusively establish
wideband connections and not switch to narrowband later on. An Aastra 650c in this mode
will ignore the XQ capability of the RFP.

¢ |n case that an Aastra 650c operates in standard audio mode, it will exclusively establish
narrowband connections and not switch to wideband later on. An Aastra 650c in this mode
will switch to DECT XQ and back as necessary.

¢ |n case that an Aastra 650c operates in automatic mode, the connection establishment
depends on whether the current base provides DECT XQ or not. If DECT XQ is available,
a narrowband connection will be established. Otherwise a wideband connection will be
established.

UTF-8

The UTF-8 support allows the presentation of a wider range of language specific characters
e.g. umlauts and eases the internationalization/localization. Since SIP-DECT 2.1 the OMM
and the Aastra 600d handset family support UTF-8 for text messaging.

With the SIP-DECT 3.0 the OMM and the Aastra 600d/650c handsets support an extended
character set for
e User parameter (configurable via WEB, OMP or external user configuration files)
— System name
— User name
— Number
o SIP “display names” und SIP “user id’s” of incoming and outgoing calls
e Calllogs
e LDAP directory access
e XML terminal interface objects

Be aware that this feature needs at least following handset firmware releases:
e Aastra 600d: firmware release 4.00 or later
e Aastra 650c: firmware release 1.00 or later
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For 3-party GAP handsets, Aastra 142d or Aastra 600d/650c with older firmware releases,
the UTF-8 character set is not supported. If possible, the OMM maps UTF-8 character to
LATIN-1.

Please note: The actually available set of characters is defined by the handset. Please see
/29/. Characters not supported by the 600d/650c e.g. “H” are replaced by “[1”.

User configuration files must be encoded in UTF-8.

Alphanumeric dialing

The SIP-DECT release 3.0 supports together with the new handset firmware releases
Aastra 600d 4.00 and Aastra 650c 1.00 the dialing of alphanumeric characters. This allows in
advance to the classical dialing of digits the dialing of names (e.g. “Heinrich.Mueller”).

If SIP URI dialing like “name@domain” shall be used please use an (outbound) proxy which
supports the interpretation of SIP user names including domain names.

Digit treatment and UTF-8/alphanumeric dialing

The feature “Digit treatment” is designated to handle dialed digit strings only. It cannot be
applied with SIP-DECT release 3.0 to UTF-8/alphanumeric dialing.

Voice mail number

A system wide voice mail number can be configured within the system setting section. This
number is used by the Aastra 600d/650c handset family if a voice box call is initiated.

The system wide voice mail number can be overruled by a user specific voice mail number.

If there is no voice mail number configured or another type of handset is used; then the voice
mail number must be configured locally in the handset.

Please note: The voice mail number is supported by the external user data configuration
files. The parameter UD_VoiceMailNumber can be set in the
user_common.cfg and/or “user.cfg” or “LoginID.cfg” e.g.

“UD VoiceMailNumber=222". For details please refer to: SIP-DECT; OM
Handset Sharing & Provisioning; User Guide.

OMM standby

The OMM is the central management entity in a SIP-DECT system and forms thereby single
point of failure. It is possible to automatically transfer the OMM function to a second RFP
device in case of failure or loss of network connection (see chapter 9.13).

RFP synchronization / radio coverage planning

To ensure a seamless communication experience, the SIP-DECT system switches an
ongoing DECT phone call from one RFP to another if the radio communication quality drops
below a certain threshold. The seamless handover is possible only if the participating RFPs
are synchronized. RFP synchronization is performed via radio communication between
RFPs, which in turn requires a decent radio coverage planning (see chapter 9.2).
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Clustering / paging areas

Your SIP-DECT system may include different locations, where the distances between the
locations prevent the RFPs from performing the over-the-air synchronization. In this case,
you need to split your network into clusters (or “synchronization domains”). Assign RFPs to
cluster numbers for this (see chapter 7.6.3, “DECT settings” or chapter 8.7.1.2, “DECT tab”).

If your SIP-DECT system consists of a very large number of RFPs, you should configure the
paging area size to optimize the signaling necessary for paging a DECT portable part in
throughout the SIP-DECT system (see 8.7.2).

Isolated sites

A separate cluster number is also required, e.g. for a single RFP servicing an office abroad.
Also, if the VPN network connection to the isolated site’s RFP cannot transport DHCP, you
may use static IP address configuration for the single RFP (see chapter 9.6).

Wireless LAN (WLAN)

If you purchased a number of WLAN RFPs (RFP L42 WLAN or RFP 42 WLAN), the SIP—
DECT system also provides access to your company LAN via Wireless LAN. The WLAN
configuration of a group of WLAN RFPs is managed by WLAN profiles (see chapter 7.8).

PC-based OMM installation

A very large number of RFPs or a large number of DECT portable parts may exceed the
storage capacity or processing power of the embedded RFP device. For this reason, it is also
possible to operate the OMM on a standard PC under the Linux operating system (see
chapter 9.10).

SIP-DECT release 3.0 is tested and released for Red Hat© Enterprise Linux 6 for x86
server.

Locating application

You can set up a system to locate and track DECT portable parts in your DECT system. This
includes a separate Web user interface, which for example can be operated by service
personnel to locate a DECT portable part that has triggered an alarm. Refer to the
“OpenMobility Location Application” user guide for details, see /25/.

Extended messaging

You can set up an extended messaging and alarms system, e.g. to provide automated
reactions on alarms triggered by DECT portable parts or on alert messages. The extended
messaging system may also provide message confirmations, message based services, and
may also be integrated with external computer systems. Refer to the “OpenMobility
Integrated Messaging & Alerting” user guide for details, see /26/.

OpenMobility provisioning

While some users in the SIP-DECT system will use their “personal handset’, it is also
possible to operate shared handsets. The OpenMobility SIP-DECT solution provides an
enhanced DECT Handset Sharing and Provisioning concept that enables to comfortably
manage a large amount of DECT handsets and which provides a flexible subscribing model.
With this, the SIP-DECT system supports new features such as logging in and out with a
personalized user account on different DECT handsets, import of user data from an external
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provisioning server, automatically subscribe new DECT handsets or control subscription
specific system functions from DECT handsets. Refer also to the “OpenMobility Provisioning’
user guide for details see /27/.

SIP-DECT XML terminal interface

The SIP-DECT XML terminal interface allows external applications to provide content for the
user on the DECT handsets display and much more. The list of potential applications is
endless. The interface is derived from the XML API for Aastra SIP Phones and coexists with
the OM AXI features e.g. text messaging.

Partners can get access to the interface specification /34/ by registering at the A2P2
program.

To call a certain URI there are a number of hooks available for the Aastra 600d/650c
handsets which can be put on a programmable key or can be called from a menu.

The following hooks are available:

Hook Description Programmable Key Menu entry
Call log To replace the local call log yes yes
Redial list To replace the local redial list yes yes
Server Menu  Hook to reach a server menu yes yes '
Presence Hook to reach a presence application yes yes
Applications List of 10 hooks; each of them can be yes yes

freely defined (App1 — App10)
App1—App10 10 hooks which can be freely defined yes no
Event Actions  URI to be called in case of no 2 no 2

user/device events

' The server menu is integrated in the OMM system menu. The (OMM) system menu is
available as a menu entry in the local main menu of the handset (soft key "») or directly

available by a long press of the soft key P2 If no user is assigned to the handset, then the
server menu is the only available XML application hook.

2 The URI to be called is configured in the OMM via OMP. Content can be pushed towards
the handset via SIP notify. For more information please see /34/.

SNMP integration / External configuration files

To integrate the SIP-DECT system into external management systems, each RFP runs an
SNMP agent that can be queried by SNMP management software (see 9.16). To integrate to
external configuration management systems, the DECT system’s configuration is available
my means of ASCII-based configuration files. For example, you can configure automatic
import or export of configuration files from/to an external server (refer also to the
“OpenMobility Provisioning” user guide for details see /27/).

System configuration tools

You can configure and maintain the SIP-DECT system with two different
applications:

depl-1230/0.2 Page: 30 (238)



SIP-DECT OM System Manual Release 3.0

e a web-based service (OMM Web service, see chapter 7) and
e a java-based tool (OM Management Portal, OMP, see chapter 8).

3 Enhanced Feature Overview

Both applications support the essential configuration and administration settings required for
smaller SIP-DECT systems. However, for larger SIP-DECT systems using enhanced
features, some settings are not available in both applications. To help you to decide which
application to use, the following table lists the features and settings that are available in one

of the applications:

Feature

Time zone settings

SNMP configuration

DB management: User data import
Configuration and start of a system dump
Event information display (Event log)
WLAN profile configuration

Dynamic PP subscriptions (OpenMobility provisioning)
Locating settings for PP

Paging areas

Alarm Triggers

RFP sync. View

RFP statistics

RFP data export

Configuration of XMI applications (SIP-DECT XML terminal
interface)

depl-1230/0.2

Web
Yes
Yes
No
No
Yes
Yes
No
No
No
No
No
No
No
No

OMP
No
No
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
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4 Naming Convention

The naming convention used with SIP-DECT 2.1 or earlier for software deliverable is unified
with SIP-DECT 3.0. This applies for the software packaged for the RFPs as well as for the
Red Hat®© Linux x86 server packages.

SW package Old New Recommended
standard name in
SIP-DECT
installations

SW image for omm_ffsip.tftp SIPDECT_<version>.tftp | iprfp2g.tftp

RFP (L) 32/34 IP /
RFP (L) 42 WLAN

SW image for - SIPDECT_<version>.dnld | iprfp3g.dnid
RFP (L) 35/36/37 IP /
RFP (L) 43 WLAN

OMM software for omm_ffsip_install.bin SIPDECT_<version>.bin
Linux Red Hat© x86

server (selfextracting

executable)

SIP-DECT omm_ffsip-OMM- SIP-DECT-OMM- -
OMM SW rpm <ommversion>.i586.rpm <version>.i586.rpm
SIP-DECT omm_ffsip-6xxd- SIP-DECTHANDSET- -

handset firmware rpom | <handsetversion>.i586.rpm <version>.i586.rpm
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5

Login and Passwords

Interface/Tool

Initial configuration
via OM Configurator
login / password

(no previous connection with
the OMM)

Initial OMM
configuration via Web
or OMP standard full-
access account

login / password

OMM access via Web
or OMP

(after initial OMM
configuration)

Configuration via OM
Configurator after
connection with OMM
login / password
(system wide set by OMM)

ssh
(no previous connection with
the OMM)

ssh

(with previous connection with
the OMM)

(system wide set by OMM)

depl-1230/0.2

OMM

“Omm” / uommn

Read-only or full-
access accounts as
configured

n.a.

n.a.

n.a.

RFP (L) 32/34 1P /
RFP (L) 42 WLAN

No login required

n.a.

n.a.

OMM standard full-
access account
login / password

User shell:
“Omm” / “Omm”

Root shell:
“root” / “22222”

User shell:

OMM standard full-
access account
login / password

Root shell:
as configured

5 Login and Passwords

RFP (L) 35/36/37 IP /
RFP (L) 43 WLAN

uomm” / nommu

n.a.

n.a.

OMM standard full-
access account
login / password

User shell:
“Omm” / “Omm”

Root shell:
“root” / “22222”

User shell:

OMM standard full-
access account
login / password

Root shell:
as configured
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6 Licensing

6.1 Licensing Model
Starting with SIP-DECT release 2.1 several features of the Open Mobility system are
licensed:
o the system size concerning the number of configured RFPs,
¢ the software version running the OMM,
¢ the messaging application, and
e the locating application.

For information on the messaging and locating application please refer to the appropriate
documents listed in the section 11.6 References.

Starting with SIP-DECT release 3.0 the G.729 codec is a licensed feature. If G.729 shall be
used, an appropriate license is required. This applies to all types of SIP-DECT installations
independent from the RFP type.

The G.729 license contains the number of G.729 channel licensed. A SIP-DECT installation
does not maintain more G.729 channel than licensed. As soon the number of licensed G.729
connections has been reached, the OMM does not offer this codec in further SIP codec
negotiations. If the number of G.729 calls exceeds the license, syslog and health state
warnings occure.

Number of radio fixed parts 10 | OM System License XXX

Scftware version 3.0 currently runnin

Swetem license

Locating

10 OM Locating License XXX
External locating application OM Locating Server License
License key 1Z23UH-WHWFV-FKRW9-8ZGKU-VFUPL

G.729

[
il
i
(=]

There are different license modes available for the user depending on the desired system
size:
e Built-in license for activated L-RFP installations
— Activated L-RFP installation with 1 or 2 RFPs (small system)
— Activated L-RFP installation with 3 and up to 20 RFPs (medium system)
e Standard license
— Standard RFP installation with 1 or 2 RFPs (small system)

— Standard RFP installation with 3 and up to 2048 RFPs (large system; the actual number
of RFPs is part of the license)
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Additionally the OMM can operate in a demonstration mode.

Update License

Updates from release 2.1 to 3.0 need an update license. A free update license can be
received up to one year after the initial SIP-DECT 2.1 license activation. After this time an
update license is required.

6.1.1 Latency Timer

The OMM identifies medium and large systems using the unique PARK as well as the MAC
addresses of up to three RFPs (called validation RFPs here).

The number of three RFPs guarantees a redundancy when a hardware or network error
occurs. On the other hand, an odd number does not allow system duplication with splitting
the system into two separate parts.

When the 1% validation RFP is disconnected the OMM generates just a warning. This
warning will be displayed on the Status page of the OM Web service, see also chapter 7.3.

C:BE

OM Web service: Status page

But when the 2™ validation RFP is disconnected, the OMM considers a license violation. In
this case a latency timer of up to 72 hours starts to decrement. When the timer expires, the
OMM restricts all licensed features.

When the validation RFPs are reconnected to the OMM, the latency timer is incremented
until it reaches its maximum of 72 hours. In other words the latency timer must be recharged
the same time as the violation last to gain the full redundancy time.

General
Status 4

License type Standard license

Latency period 71:57 (charging ...} |
PARK 1F1018732C (31100303462603)
MAC address 1 00:30:42:00:22:42 4

MAC address 2 00:30:42:00:20:80

MAC address 3 00:30:42:0C:BE: 99
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6.1.2 License Violations and Restrictions

A license can be violated in three ways:

e The number of configured items exceeds the number of licensed items. In this case the
associated feature is restricted:

- the audio stream of calls is dropped after 30 seconds when the number of connected
RFPs exceeds the licensed number,

- the messaging application limits the type of messages to “info”,
- the locating feature is stopped.

e The software version coded into the activation or license file does not cover the software
version running on the OMM.

All of the restrictions above will be activated until either the OMM is restarted with the
correct version or the license is replaced covering the correct software version.

o The OMM has no connection to at least 2 of the validation RFPs and the latency timer has
expired.

All of the restrictions above will be activated until at least 2 validation RFPs are
reconnected to the OMM.

6.1.3 G. 729 License Violations

After the grace period of 72h for the violation of common licenses (like activation or
installation/system license) telephone calls are limited to 30 seconds for each call. If G.729
was previously licensed, the G.729 codec can still be used for the number of licensed
channels for such limited calls.

If all G.729 licenses have been consumed, the remaining licenses are not affected in form of
a new license violation:

¢ No license grace period timer will be started.

* The remaining licenses are not influenced.

e Telephony using other codecs is not influenced.

If all G.729 licenses have been consumed, G.729 will not be offered in the SIP codec

negotiation anymore. A dynamic codec change to G.729 will terminate the call with the
following actions:

e The reason of the call termination will be displayed on the handset screen and sent as a
text message to the handset.

¢ An event log and a syslog entry are generated.

A system health state for G.729 licenses will be changed to the state ‘Warning’ as long as no
G.729 resources are temporarily free (condition: number of G.729 licenses >0 (built-in or
license file).

There is a new predefined alarm trigger “G729ABORT” which is initiated if a call fails:

a) The remote site offers G.729 but the OMM does not and the setup fails because of no
overlap of codec (incl. re-invite and update).

b) No license can be allocated at the point in time of dynamic codec change.

The G.729 license state will be displayed with a yellow exclamation mark ‘! (Warning:
insufficient G.729 licenses) in the OMM configuration user interfaces as long as no G.729
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resources are temporarily free (condition: number of G.729 licenses >0 (built-in or license
file).

6.2 Uploading an Activation or License File

An activation or a license file must be purchased from the Aastra license server. The license
confirmation you received contains detailed information how to generate an activation /
license file. The file can be uploaded into the OMM either via Web service (see chapter 7.10)
or via the OMP (see chapter 8.9.6).

An activation file as well as a license file contain a PARK for system identification. If the
newly imported PARK differs from the current PARK, the OMM will perform a reset.

Note: The file can be opened with a text editor to view the license or activation parameter.

6.3 Demonstration Mode

When an OMM comes up for the first time, it considers itself as working in demonstration
mode. In this mode all of the OMM features can be evaluated without any license for 72
hours starting with the 1% RFP being connected to the OMM. In demonstration mode, the
audio stream of calls is dropped after 30 seconds.

Display of demonstration mode in the OM Web service

After 72 hours the OMM restricts all features as described in section 6.1.2.

The OMM stays in demonstration mode as long as the default built-in PARK is not changed.
The PARK can be changed either on the System settings page as described in section
7.4.1. This leads to a small system using the built-in license. Another way to change the
PARK is to upload an activation or license file purchased from the Aastra license server (see
chapter 6.1.1). This leads to a medium system or large system respectively.

Notes on demonstration mode
e Multiple OMMs running the Demo license at the same location can influence each other
because of the same PARK!

e G.729 is not available if the OMM operates in a demonstration mode.
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6.4 License Modes

6.4.1 Small System

When changing the PARK on the System settings page of the OM Web service, the OMM
uses the built-in license resp. the standard license for a small system.

The built-in license for a small system features:

e up totwo L-RFPs

- messaging restricted to type “Info”, “Low”, “Normal” and “High” for all user (no
“‘Emergency” and “Locating Alert”), and

- no locating.

The standard license for a small system features:
e up to two “normal” RFPs
- no messaging (except prio Info) and
- no locating.
On a small system it is prohibited to exceed the limits of license due configuration. Since
there is no activation or license file present, the software version is not checked. As the

system is not validated via RFPs and hence the latency timer does not play any role there
are no license violations possible at all.

General

License type Build in license for up to 2 radio base stations
PARK 1F1018732C (31100303462603)
System
Murmber of radio fixed parts 2 — QN Systermn License XXX
Software version 2.1.x currently running private patch based on 2.1.0 Build 10
Messaging
SecislalovediiolsepdiieXs 4500 —/— OM Messaging License XXX
messages
Receiving text messages oM Messaging & Alerting System
License
Locating
Number of lacatable users = OM Locating License Xo0x
External locating application % OM Locating Server License

When there are more than 2 RFPs configured while the PARK is changed only the first two
RFPs will stay in the configuration database. All other RFPs will be dropped silently.

6.4.2 Medium System

When the PARK is changed via the upload of an activation file, the built-in license is

activated and the OMM enters the activated system state. In this state the OMM uses the

following license features:

e 3 andup to 20 L-RFPs,

e messaging restricted to type “Info”, “Low”, “Normal” and “High” for all user (no
“‘Emergency” and “Locating Alert”), and

¢ no locating.

The OMM extracts the software version from the activation file and checks this against its
own software version. A lower software version within the activation file leads to a license
violation.
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The OMM prevents a license violation due misconfiguration e.g. it is not possible to configure
a 21 RFP in the system.

To obtain an activation file from the Aastra license server the MAC address of 3 RFPs must
be entered. These 3 validation RFPs are used to validate the activation.

While obtaining an activation file from the Aastra license server it is possible to enter the
PARK used for a small system installation. This prevents the need to re-subscribe all
handsets.

When there are more than 20 RFPs configured (in demonstration mode) while an activation
file is uploaded, only the first 20 RFPs will stay in the configuration database. All other RFPs
will be dropped silently.

Note: Note: When once changed via activation file upload, the PARK cannot be changed
any more on the System settings page of the OM Web service.

6.4.3 Large System
When the PARK is changed via the upload of a license file, the OMM enters the large system
state. In this state the OMM uses the following license features coded into the license file.
e System license:
- 3 and up to 2048 RFPs (L-RFPs or normal RFPs),
- software version of the OMM allowed to be executed.
o Messaging license:
- number of messaging clients allowed to send messages,
- whether clients are allowed to receive messages.
e Locating license:
- number of locatable handsets,
- whether the locating application is allowed to execute.
During purchase of a license file from the Aastra license server, the MAC address of 3 RFPs

must be entered. These 3 validation RFPs are used to operate the latency timer as described
in section 6.1.1.
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Status
License type

Latency period

General

Standard license
00:28 (charging ...} —

PARK

MAC address 1
MAC address 2
MAC address 3

1F1018732C (31100303462609)
00:30:42:00: 22: 42 /
00:30:42:00:20:80

00:30:42:0C:BE: 99

Number of radio fixed parts

Software version
License key

System
1000 —— O Systern License XX
2.1.% currently running private patch based on 2.1.0 Build 10

QIBRO-EBW 12-83W7P-92ZFX]-HCNCM

Users allowed to send text

messages
Receiving text messages

License key

Messaging
200 —— O Messaging License XXX

OM Messaging & Alerting
Systern License

PIGQ-BTEET-BWTPZ-SLBPC-2XRRS

Mumber of locatable users

External locating application

License key

Locating
100  E— O Lacating License Xxx
4 Or Lacating Server License

HEDSF-B656X -3EWFF-SXEHI-FNMWK

6 Licensing

When obtaining the license file from the Aastra license server, it is possible to use the PARK
used for a small or medium system installation. This prevents the need to re-subscribe all

handsets.

Note: Note: When once changed via activation file upload, the PARK cannot be changed
any more on the System settings page of the OM Web service.
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7

7.1

OMM Web Service

The OMM acts as an HTTP/HTTPS server. The HTTP server binds to port 80 and HTTPS
binds to port 443 by default. A HTTP request on port 80 will be redirected to HTTPS on
port 443. The service access is restricted to one active session at a time and is password
protected.

The browser used for service access has to be at least Microsoft Internet Explorer 6.0 or
Mozilla Firefox 1.5 and must have frame support, JavaScript and cookies enabled.

Note: The service access is restricted to one active session at a time and is password
protected.

Login

The OMM allows only one user at a time to configure the system. A user must authenticate
with a user name and a password. Both strings are checked case sensitive.

With initial installation or after discarding all settings, the OMM Web service is accessible via
a default built-in user account with user “omm” and password “omm”.

A PCTIYVA OpenMobility Manager
¥ — B B =il - Swes EvE— e s e a
= - T "YW = SIF-DEC] 3.UKUL4

5

Login

System -

PARK 1F100CFDAG

r
User name Jomm

Dacowanr A I,,,}

With the first login into a new SIP-DECT SW version the user has to accept the End User
License Agreement (EULA), see chapter 7.11.

If the default built-in user account is active, the administrator has to change the default
account data (passwords) of the “Full access” and “root” account. Refer Initial Setup (see
chapter 2.2). The meaning of the different account types is described in section 9.14.1.

Please note: The OMM will force to alter the default account data. As long as the
passwords are unchanged, the OMM will not allow any other configuration.

After login in, the following menus are available:

e Status menu:
displays the system status, see chapter 7.3;

o System menu:
allows configuration of general SIP-DECT system parameters, see chapter 7.4;
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7.2

7.3

depl-1230/0.2

Sites menu:

allows to group RFPs into different sites, see chapter 7.5;

Radio fixed parts menu:

allows configuration and administration of the attached RFPs, see chapter 7.6;
Portable parts menu:

allows administration of the PPs, see chapter 7.7;

WLAN menu:
allows configuration of WLAN parameters, see chapter 7.8;

System features menu:
allows administration of system features like digit treatment and directory, see chapter 7.9;

Licenses menu:
allows administration of licenses, see chapter 7.10.

Info menu:
displays the End User License Agreement (EULA), see chapter 7.11.

Logout

If no user action takes place, the OMM automatically logs out the user after 5 minutes. To log
out from the system click the Logout button on the upper left of the OM Web service screen.

I Ctotic S
F Cuctam Y
=t Y — =
Siaoo A Generai
PO _ CpenMobility Manager SIP-DECT 3.0RC4
T Radio Tixed Darts
Portahle parte Uptime 3:10

Licenses Built-in license for up to 2 radio fived parts

Standby OMM I:‘There is no OpenMaohility Manaager in standhy mode configured]

OM Integrated Messaging & rvs
Aln-t-inn anrsina Lo

Aiarting senvice

Note: If the browser is closed without logging out first, the service access will be blocked

for other clients for 5 minutes.

“Status” Menu

The Status page provides information on the SIP-DECT system status. In case of system
errors, system warning messages are also displayed on this page.
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7.4

7.41

7 OMM Web Service

e ——— NnanMahiiify Mananar
r.a v . smnp) Ypenmoohity Mianager
f o " ™ 0LV TN REAT 3 nnea
- 2IF-UCULT J.URLT

Ba]

[ . OpenMobility Manager!
T avsiem realures

Ganaral
Sites
AmanMohility Mam= oo STRRECT TaRCA

[ Cpentiobility Manager SIP-DECT 2.0RC4

Radic fixed parts

Portable parts Uptime 0:08
= - - — -

WLAN . QPIease import a valid license file to ensure the correct operation of the

Portabie parts

Grace period @72:00 —
e
S CEamdba QMM BBThars iz no OoanMahility Mananar in gkandhe mads configurad!
info Standb y OMM &FThere is no CpenMobility Manager in standby mode configured!
OM Intedrated Messaging &  es
Alerting service ==
aae e g
Rauio 1nxea parws
Total numbar 0

o
oF
e
nioading new firmware to _»
able parts o
tHfitn: /192,168,112, 109/ /aafonsxyd, dnld

.........................................

o
ozding firmware from

~Delayed during startup phase

“System” Menu

The System menu comprises general parameters to configure and administrate the system

parameters of the SIP-DECT solution.

“System settings” Menu

The system settings cover global settings for the OpenMobility Manager. The following tasks

can be performed:

e configuring the global settings (see the following description in this section),
¢ updating the OMM (see chapter 7.4.1.2),

o restarting the OMM (see chapter 7.4.1.1).
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7 OMM Web Service

AASTRA

System settings

OpenMaobility Manager
SIP-DECT 3.0RC4

Status
T System Status
1. Please chedk the status page.
sIp

User administration

Timwe rones

Portable part user login type |Mumber =

Aictiea =

Vaoice mail
voace mad number

ﬂ Changmg these setbngs may cause the OpenMabibby Manager Lo b resel,

P oK | Cancol | Update | Restan |
Of management .
Gormeral wettings
e Cyibe S Gat
Zles wsbem name it
* Radio lixed parls Remate access 3
Portable paris
" WLAN Het parameters
F Svstem features Tos for voice packets B8
Licenses Tas far signaleng packets z4:]
Info TTL (Time to lve) 2
VLAN priority call contral b=
WVLAN pranty audho B -
DECT sellings
PARK 1F1ET8EBAL (21170307 27 2202)
Encryption [
DECT monor r
Whan changing the DECT
Regulatory domain EMEA =] Cumrently used PARK @@3d3tory comain 26
reset,
DECT authenbicabon code

Downleading new flrmware to portable parts

OM Integrated Messaging & Alerting service

WLAN sellings

Actiei r
URL [
Sysiog
Active r
P address l—
Port F

When changing the WLAN

0 regulakory domain all
AcCess paints will be
deactreated.

Regulabory domam DE =
Date and Lime
Time zome [ Certral Ewopean (CET UTC+1 DST) -

The following parameters can be set:

General settings
o System Name: Enter the system name.

e Remote Access: Switches on/off the SSH access to all RFPs of the DECT system. For

more information on the SSH access see chapter 10.3.5.

Net parameters

To allow the prioritization of Voice Packets and/or Signaling Packets (SIP) inside the used
network the IP parameter ToS (Type of Service) should be configured.
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e ToS for voice packets: Determines the type of service (ToS resp. DiffServ) byte of the IP
packet header for all packets that transport RTP voice streams.

¢ ToS for signalling packets: Determines the type of service (ToS resp. DiffServ) byte of
the IP packet header for all packets related to VolP signaling.

e TTL (Time to live): Determines the maximum hop count for all IP packets.
e VLAN priority call control: Determines the VLAN priority tag for VolP-signaling packets.
e VLAN priority audio: Determines the VLAN priority tag for RTP packets.

DECT settings
e PARK: This setting depends on the licensing mode:

Demo mode: shows the default PARK.
L-RFP systems: Enter the PARK key as labeled on the OpenMobility CD.
License file: shows the PARK included in the license file.

o Encryption: Activate this option, if you want to enable DECT encryption for the whole
system.

Please note: Make sure that all deployed 3rd party handsets support DECT encryption. If
not, encryption can be disabled per device (see 8.8.4).

o DECT monitor: For monitoring the DECT system behavior of the OpenMobility Manager
the separate DECT monitor application exists. This tool needs an access to the
OpenMobility Manager which is disabled by default and can be enabled here. Because of
security, the DECT monitor flag is not stored permanently in the internal flash memory of
the OMM/RFP. After a reset the DECT monitor flag is ever disabled.

¢ Regulatory domain: To define where the IP DECT is used the parameter regulatory
domain has to be configured. Existing installations are updated to the default value
EMEA.
To setup a North American FCC compliant installation the value has to be set to
US (FCC/CI). In a North American US (FCC/CI) deployment, ETSI compliant RFPs are
made inactive and can not be activated if the regulatory domain is set to US (FCC/CI).
Vice-versa is also true.

o DECT authentication code: The authentication code is used during initial PP
subscription as a security option (see chapter 7.7.1). A code entered here provides a
default DECT authentication code for each new created PP. It is optional.

e Portable part user login type: Portable part user login type: Two kinds of login types are
supported. During the login the user can either be determined by the telephone number
(Number) or by the unique user login ID (Login ID). Both elements are part of each user
data set. The Portable part user login type setting specifies the system wide login
variant.

Note: Changing this setting forces an automatic logout of all logged in DECT handsets.

Downloading new firmware to portable parts

If the Active checkbox is enabled, the “Download over Air’ feature is activated. The OMM is
acting as a download server which provides the firmware for downloads. For more
information on this feature please refer to section 9.17.
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Voice mail

Voice mail number: You can configure a system wide voice mail number. This number is
used by the Aastra 600d / Aastra 650c handset family if the voice box is called.

OM Integrated Messaging and Alerting Service

The OpenMobility Manager provides a integrated message and alarm server, which could be
activated/deactivated and configured here. For a detailed description see /26/.

Syslog

The OMM and the RFPs are capable of propagating syslog messages. Enable the Active
checkbox if you want to use this feature. Enter the IP address and the Port of the host which
should collect these messages.

WLAN settings

This setting applies to RFPs of the type L42 WLAN. In the Regulatory domain field specify
the regulatory domain of the WLAN network. This setting depends on the country and is
prescribed by the laws of that country. Only the setting prescribed for that country must be
used. For more information on the WLAN settings please refer to the sections 7.8 and 9.15.

This settings apply to (L-)42 WLAN and (L-)43 WLAN RFPs. The country and therefore the
regulatory domain of the WLAN network are specified in the Regulatory domain field. Only
the correct country code prescribed for that country must be used. Please use ISO 3166-1
alpha-2 codes which are two-letter country codes defined in ISO 3166-1.

Please note: If you upgrade a system to release 3.0, you must configure the appropriate
regulatory domain.

Date and time

If an SNTP is configured the date and time of the configured time zone can by synchronized
with the DECT 142 / Aastra 142d and 6xxd handsets. The date and time will be provided by
the OMM to these handsets if they initiate a DECT location registration. The rules for a time
zone, which is shown on this web page, can be configured in the Time zones menu (see
chapter 7.4.4). Select the desired zone in the Time Zone field.

Notes on System Wide SOS And ManDown Numbers

System wide SOS and ManDown numbers for SOS (142d, 620d, 630d) and sensor initiated
calls (630d) can be configured within the SOS and ManDown alarm trigger settings. Please
see section 8.9.3.

These numbers are used for SOS and ManDown calls if no user specific number is set.

7.41.1 Restarting the OMM

To restart the OMM call up the System settings web page and press Restart. There is also
the option to reset the configuration data. To do so, activate the Discard all settings
checkbox.
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7.4.1.2

7.4.2

Reslari

i Restsbing the OpanMobdity Mangger will berminabe ol acbive calls, Arg
¥ou Sure?

Sy alem
Digcard a8 getthngs

| 0K Cancel

A reset web page is loaded then displaying a progress bar and the login web page is loaded
automatically if the OMM is reachable again.

. e Ruslart
Flease be pabant unnl the OpenMabilty Manager has baan restarmad
IEEEEER
Updating the OMM

If the OMM is running on an RFP, the Update button is available on the System settings
web page. After pressing the Update button, the RFP residing the OMM checks whether a
new boot image file is available on the TFTP server or not. For more details about updating
the OMM see the section 9.12.

“SIP” Menu

The SIP settings cover all global settings matching the SIP signaling and the RTP voice
streams.
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Supplementary Services
[

I

When switched off, all R
key events (Hook flash) in
a call active state will be
sent via SIP INFO as DTMF.

The following parameters can be set:

Basic settings
Proxy server: IP address or name of the SIP proxy server. If a host name and domain are
used for the proxy server parameter, ensure that a DNS server and a domain are

depl-1230/0.2

specified for your SIP-DECT system via DHCP or the OM Configurator tool.

Proxy port: SIP proxy server’s port number. Default is 5060. To enable DNS SRV support

for proxy lookups, use a value of “0” for the proxy port.
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Registrar server: IP address or name of the SIP registrar. Enables the PPs to be
registered with a Registrar. If a host name and domain are used for the proxy server
parameter, ensure that a DNS server and a domain are specified for your SIP-DECT
system via DHCP or the OM Configurator tool.

Registrar port: SIP Registrar's port number. Default is 5060. To enable DNS SRV
support for registrar lookups, use a value of 0 for the registrar port.

Registration period: The requested registration period, in seconds, from the registrar.
Default is 3600.

Advanced settings

depl-1230/0.2

Outbound proxy server: This setting is optional. You can enter the address of the
outbound proxy server in this field. All SIP messages originating from the OMM are sent to
this server. For example, if you have a Session Border Controller in your network, then
you would normally set its address here.

Outbound proxy port: The proxy port on the proxy server to which the OMM sends all
SIP messages. This setting is optional.

Explicit MWI subscription: Some Media Server such as the Asterisk support Message
Waiting Indication (MWI) based on /20/. An MWI icon will be presented on an Aastra
DECT 142 Handset / Aastra 142d if the user has received a voice message on his voice
box which is supported by the Media Server. If Explicit MWI subscription is enabled, the
OMM sends explicit for each PP an MWI subscription message to the Proxy or Outbound
Proxy Server.

User agent info: If this option enabled, the OMM sends information on his version inside
the SIP headers User-Agent/Server.

Dial terminator: The dial terminator is configurable (up to 2 characters; “0” — “9”, “**, “#”
or empty). The default dial terminator is “#”. A dial terminator is necessary if digit
treatment shall be applied on outgoing calls and overlapped sending is used.

Registration retry timer: Specifies the time, in seconds, that the OMM waits between
registration attempts when the registration is rejected by the registrar.

Transaction timer: The amount of time in milliseconds that the OMM allows a call server
(proxy/registrar) to respond to SIP messages that it sends. If the OMM does not receive a
response in the amount of time designated for this parameter, the OMM assumes the
message as timed out. In this case the call server is recorded to the blacklist. Valid values
are 4000 to 64000. Default is 4000.

Blacklist time out: The amount of time in minutes an unreachable call server stays in the
blacklist. Valid values are 0 to 1440. Default is 5.

Determine remote party by ... header: The SIP header can be selected from which the
remote party information (user id and display name) should be determined. If P-Asserted-
Identity (default value) is selected, but no such header is received a fallback to the
mandatory From / To header will be done. This feature can be configured by choosing
one of the two values.

e Multiple 180 Ringing: If this feature is deactivated, the OMM sends out only one 180
Ringing response for an incoming call if PRACK is not supported. If this feature is
activated, the OMM retransmits multiple times the 180 Ringing response for an incoming
call if PRACK is not supported. This ensures that the calling side receives a 180 response
in case of packet losses on the network. By default this feature is active.
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RTP settings
¢ RTP port base: Each RFP needs a continuous port area of 68 UDP ports for RTP voice
streaming. The RTP port base is the start port number of that area. Default is 16320.

o Preferred codec 1 — 4: Specifies a customized codec preference list which allows you to
use the preferred codecs. The Codec 1 has the highest and Codec 4 the lowest priority.

Note: With SIP-DECT Release 3.0 the voice codecs G.722 (wideband), G.711 u-law,
G.711 A-law and G.729 A are supported. The previously supported codec G.723 is
not available anymore.

The SIP-DECT license model includes a license for the G.729 codec. The Licenses
Web page (see also chapter 7.10) provides information about how many G.729
channels are licensed and how many licenses are temporarily in use.

o Preferred packet time (10, 20 or 30 msec): Determines the length of voice samples
collected before sending out a new RTP packet. A small setting improves voice quality at
the expense of data transmission overhead.

¢ Silence suppression: Enables automatic silence detection in the RTP voice data stream
to optimize the data transfer volume.

¢ Receiver precedence on CODEC negotiation:

- The ON (option is enabled) setting means:
The CODEC selection for incoming SDP offers based on the own preference order list.
The first entry in the OMM preferred codec list matching an entry in the incoming SDP
offer will be selected.
- The OFF (option is disabled) setting means:
The CODEC selection based on the preference order list of incoming SDP offer. The
first entry in the incoming order list matching an entry of OMM preferred codec list will
be selected. This is the default and is as recommended in RFC 3264.
¢ Eliminate comfort noise packets: If this feature is activated then comfort noise packets
are removed from the RTP media stream which causes gaps in the sequence numbers.
This can be used if comfort noise packets e.g. in G.711 media streams disturb voice calls
in certain installations.

DTMF settings
e Out-of-band: Used to configure whether DTMF Out-of-band is preferred or not.

e Method: The OMM supports the following DTMF Out-of-band methods:
- RTP (RFC 2833)
Transmit DTMF as RTP events according to RFC 2833 (/14/) after the payload type
negotiation via SIP/SDP. If the payload type is not negotiated, “in band” will be used
automatically.
- INFO
The SIP INFO method is used to transmit DTMF tones as telephone events
(application/dftmf-relay). This setting should be used if RFC 2833 is not supported.
- BOTH
DTMF telephones events are send according to RFC 2833 and as well as SIP INFO
method. Note: Possibly, the other party recognizes events twice.
e Payload type: If the Out-of-band option is enabled, this setting specifies the payload type
which is used for sending DTMF events based on section 1.3 reference /14/.
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Registration traffic shaping

Allows to limit the number of simultaneous SIP registrations at startup/fail over of the OMM. If
activated, it prevents bursts of SIP registration during startup/fail over of the OMM.

e Active: The registration traffic shaping mechanism can be switched off/on herewith.

e Simultaneous Registrations: The maximum number of simultaneously started
registrations.

* Waiting time: The waiting time between a registration finish and starting the next
registration in ms (0-1000ms).

Supplementary ServicesCall forwarding / Diversion: The handset user can (de)activate
call forwarding/diversion in the OMM via menu. In some installations the implemented call
forwarding/diversion feature in the IPBX system is in conflict with the OMM based call
forwarding/diversion. Thus, the OMM based call forwarding/diversion can be deactivated to
let menu on the handset disappear. This setting becomes active on handsets with the next
DECT “Locating Registration” process (Can be forced by switching the handset off and on
again). An already activated call forwarding is ignored if the call forwarding feature is
deactivated.

Local line handling: In some installations the implemented multiple line support in the IPBX
system is in conflict with the OMM based multiple line support. Thus, the OMM based
multiple line support can be deactivated. Note, that the OMM based multiple line support is
active by default.

A deactivation of the “Local line handling” flag results in the following implications:

e Only one line is handled for each user (exceptional SOS call 1)

o If a user presses the “R” key or hook-off key in a call active state a DTMF event is send to
the IPBX via SIP INFO including signal 16 (hook-flash). All Hook-flash events are send in
every case via SIP INFO independently from the configured or negotiated DTMF method
during call setup. All other key events are send via configured or negotiated DTMF
method.

e The OMM based call features “Call waiting”, “Call Transfer”, “Brokering” and “Hold” are
not any longer supported.

¢ This setting becomes active on handsets with the next DECT “Locating Registration”
process (Can be forced by switching the handset off and on again).

“User administration” Menu

After initial installation or after removing the configuration file, the OMM Web service is
accessible via a built-in user account with user “omm” and password “omm”.

If the default built-in user account is active, the administrator has to change the default
account data of the “Full access” and “Root (SSH only)” account. The meaning of the
different account types is described in section 9.14.1.

Please note: The OMM will force to alter the default account data. As long as the
passwords are unchanged, the OMM will not allow any other configuration.

7 OMM Web Service
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These settings which are case sensitive can be changed on the User administration web
page.

|

Status uUser administration

7 System Status

Svstem =

SIP

o | —| - A
[l ISl o I (818 I Cancel 1
Time zones
Local user account
e —— |
Account type |Full access hd|
Active i
r
User name Jomm

1 Account type: Select the account type you wish to change.

2 Active: This setting applies to the Read-only access account. Using this account, a user
is not allowed to configure any item of the OMM installation. The account can be
deactivated.

3 User name: If desired, enter a new user name.
4 Old password: To change the password the old password must typed in again.

5 Password, Password confirmation: Enter the appropriate data in these fields.

The OMM has several rules to check the complexity of the new password, hence a new
password will not be accepted when any of this rules are violated:

— the new password is not 5 or more characters long,

— the new password does not contain characters from at least 3 of the following groups:
lower case, upper case, digits or other characters,

— the new password has 50% or more of the same character ("World11111' or
'W101r111d1"), or

— the new password contains one of the following items (either upper or lower case as
well as forward or backward):

— account name,

— host name (IP address),

— old password, or

— some adjoining keystrokes (e.g. 'qwert').

6 Password aging: A timeout for the password can be set. Select the duration, the
password should be valid.

1 The OM SOS call feature is unchanged. The initiation of a SOS call in call active state
result in the creation of a new line which handles the SOS call.
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7.4.4

7.4.41

“Time zones” Menu

On the Time zones page, the OMM provides all available time zones. They are set with their
known daylight savings time rules adjusted to the Universal Coordinated Time (UTC) per
default. The difference to the UTC time is shown in the UTC difference column. In case of a
configured daylight savings time rule (DST column) this is also marked for each time zone.

T System Status
System settings 1. Please check the status page.
5IF
User administration Default !
SNMP 118 Time zones
..... ™ e AR neT
DB management _ am = io UTC difference DS
_________ £ Africa Centrai West AFC +ih _
Event log
Sites £ Africa Central East AFD +2h b 4
P Dadin fivad noste R = e = ol
= tEC paEns £ Africa East AFE +3h F 3
2] Afghanistan AFG +4.50 h b <
C o ] Afg =
* Syeiem feat 2 Africa West AFW 0h b4
SYsSIiem reatures v
Licenses 4 alaska AK -9h of
Info 21 Aleutian Islands AKW -10h b4 v

The date and time will be provided by the OMM to the Aastra DECT 142 / Aastra 142d and
6xxd handsets if the handset initiates a DECT location registration. This will be done in the
following cases:

e subscribing at the OMM,

¢ entering the network again after the DECT signal was lost,

e power on,

» silent charging feature is active at the phone and the phone is taken out of the charger,
o after a specific time to update date and time.

The following tasks can be performed on the Time zones page:
e changing the time zones (see chapter 7.4.4.1),
e resetting time zones (see chapter 7.4.4.2).

Changing Time Zones

It is possible to change the time zone rules for maximal five time zones. Changed rules are
marked with a bold time zone name in the table. The changes are saved in the configuration
file and are restored after each OpenMobility Manager startup.

1 To change the settings of a time zone, click on the <7 icon left behind the time zone entry.
The Configure time zone dialog opens.

2 You can change the standard time and the daylight savings time (DST) of a time zone. If
the time zone has no DST, only the UTC difference can be configured. For the DST both
points of time (begin of standard time and begin of daylight savings time) have to be
specified exactly. Therefore a certain day in the month or a certain week day in a month
can be used. See the following screenshot as an example:
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7.4.4.2 Resetting Time Zones
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7 OMM Web Service

To reset individual time zone settings, press the Default button on the Time zone web page.
This sets all time zones back to the default values and deletes the changed time zone rules

in the configuration file.

7.4.5 “SNMP” Menu

To manage a larger RFP network, an SNMP agent is provided for each RFP. This will give
alarm information and allow an SNMP management system (such as “HP Open View”) to
manage this network. On the SNMP page of the OMM Web service you configure the SNMP

service settings.
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depl-1230/0.2

Page: 54 (238)



SIP-DECT OM System Manual Release 3.0 7 OMM Web Service
The following parameters can be configured using the OMM web service:

General settings

¢ Read-only community: The SNMP community strings forms a password that is sent by
the SNMP management system when querying devices. The query is answered only if the
SNMP community string matches. You may use “public” as a default keyword for read-
only access.

e System contact: Enter a descriptive text that typically is displayed in the SNMP
management software.

Trap handling
Activate the checkbox behind the Trap handling section to enable this feature.

e Trap community: This community string is used if the SNMP agent informs the SNMP
management system about events (Traps).

e Trap host IP address: Enter the IP Address that the SNMP agent uses to send traps.

Further notes

¢ The RFP needs an initial (one-time) OMM connection to receive its SNMP configuration.
In case of a reset, this configuration does not change. Changing the SNMP configuration
on the OMM forces all agents to be reconfigured.

e The agent does not support MIB-II write access, SNMPv2-MIB read/write access, NET-
SNMP-MIB read/write access, NET-SNMP-AGENT-MIB read/write access and SNMPv3.

e For background information on using SNMP with the SIP-DECT system please refer to
section 9.16.

7.4.6 “DB management” Menu

The database management (DB management) allows a flexible backup and restore
management of the OMM database. The OMM database contains all configuration settings
which are configurable via the OMM Web service interface.

The OMM database can be

¢ manually imported from the Web browser’s file system or from an external server (see
chapter 7.4.6.1),

» automatically imported from an external server (see chapter 7.4.6.2),

e manually exported to the Web browser’s file system or to an external server (see chapter
7.4.6.3),

» automatically exported to an external server when configuration modifications are done
(see chapter 7.4.6.4).

Note: The OMM database will be saved in a compressed file in a proprietary format. Any
modification of this file outside the OMM is not allowed.

The following protocols for the transport to or from an external server are supported:
FTP, TFTP, FTPS, HTTP, HTTPS.
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7.4.6.2
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Manual Database Import

Please note: A manual import of a database leads to a reset of the OMM to take effect.

___________________

Ctatuc Database management

¥ System Status

Please check the status page.
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* padin fiwed narts
———— File 1120205_SIP_Gate 1F1E18EBAS omm confgz
Foriabie paris
= -
WLAN | Load I
P ———

» System features ~

Licenses

In the Manual import section of the DB management page enter the following:

1 Protocol:

— To import a database from the Web browser’s file system the protocol FILE has to be
selected.

— To import a database from an external server select the preferred protocol (e.g. HTTP).
2 Server: Enter the IP address or the name of the external server.

3 User name, Password (in case of import from an external server): If necessary, enter the
account data of the server.

4 File: Enter the path and file name which include the OMM database If you have selected
the FILE protocol, the Browse button is displayed and you can to select the file from the
file system.

5 Press the Load button.

Before the OMM accepts the database, a validation check is performed. If the database is
verified as valid, the OMM will be reset to activate the new database.

Note: After the reset all configurations of the restored database are taken effect but not the
user account settings. The user account settings can be only modified locally via the
OMM Web service (see chapter 7.4.3) and will never be restored by an database

import.

Automatic Database Import

The automatic database import feature makes it easier to restore a prepared OMM database
into an OMM for an initial configuration or for update reasons.

Please note: An automatic import of a database leads to a reset of the OMM to take effect.

7 OMM Web Service
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In the Automatic import section of the DB management page enter the following:
1 Startup only: Activate this option if the import should be started for an initial configuration.

2 Startup and periodically: If this option is activated, the OMM tries to import the
configured database file during startup and at the configured time of day.

3 Time: Enter the time, the import should be started.

Please note: An automatic database import at a configured time recommends the time
synchronization with an NTP server. For NTP server configuration see chapter
9.5.4 and chapter 9.6.

depl-1230/0.2

1 URL: The database file for an automatic import has to be configured in an URL format like
{ftp|ftps|http|https}://[[user:password@]server]/[directory/]file
or
tftp://server]/[directory/]file.To be available at OMM startup time and to allow an initial
configuration via automatic import, this URL has to be specified via DHCP (option 24, see
chapter 9.5.4) or OM Configurator (see chapter 9.6). If such a URL is given by DHCP or
OM Configurator, the OMM ftries to import a configured database file automatically during
the OMM startup. The file URL configured via DHCP or OM Configurator is always
displayed.

2 Click OK to confirm the settings for the automatic import.

Before a database is accepted and replaced by automatic import process, the OMM
performs the following checks:

e The integrity of the file must be OK.

e To avoid the import of the same file multiple times, the checksum of the new database file
and the checksum of the last database import file (stored in the flash) must be different.

e For authorization/authentication reasons:
The PARK of the new database file must be the same to the PARK of the current
configuration.

e The admin/full access account (see also chapter 9.14.1) of the new database file must be
the same to the one of the current configuration.Only if all of these checks are successful
the database file is accepted.

If the database file is not accepted or was not found, an error message is displayed on the
Status page of the OMM Web service.

7 OMM Web Service
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The automatic OMM database import allows to change all configuration settings but not the
account settings and the PARK. There is only one exception: changing the default user
account and the PARK for an initial configuration is possible. After the initial configuration,
the user account settings and PARK can only be changed via the Web service on the target
OMM itself.

7.4.6.3 Manual Database Export
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In the Manual export section of the DB management page enter the following:

1 Protocol: Select the preferred protocol. If you want to export the database to the Web
browser’s file system, select the FILE setting.

Server: Enter the |IP address or the name of the server.
User name, Password: If necessary, enter the account data of the server.

File: Enter the path and filename where the database is to be saved.

a WO DN

Press the Save button.

7.4.6.4 Automatic Database Export

The automatic database export feature allows an automatic database backup to an external
server for each configuration modification.

If this feature is activated, the OMM transfers a backup file to a configured external server
any time configuration changes occur, e.g. handset subscription. If there is no configuration
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7 OMM Web Service

change, then no backup will be done. A backup file will be overwritten during a day if there is
more than one modification. A new file will be created when this first change occurs at the

day.

Please note: For an automatic database export a time synchronization with an NTP server
is mandatory. For NTP server configuration see chapter 9.5.4 and chapter 9.6.
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In the Automatic export section of the DB management page enter the following:

1 Active: Activate this option to enable the automatic export feature.

a b~ WODN

Protocol: Select the preferred protocol.

Server: Enter the IP address or the name of the server.

User name, Password: If necessary, enter the account data of the server.

File: Enter the path and filename where the database is to be saved.

The OMM writes the database into a file on the external server with following name

convention:

<yymmdd>_ <system_name> <PARK> omm_conf.gz

If the system name contains non-standard ASCII character then these character are

replaced by “_”.
6 Press the OK button.
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7.4.7

7.5

“Event log” Menu

7 OMM Web Service

The Event log page displays important event information on OMM system functions, e.g.
security aspects. A more detailed system log can be obtained by configuring the Syslog

function in the System settings menu, see chapter 7.4.1.
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To clear the display, press the Clear button.

“Sites” Menu

RFPs can be grouped into different sites. A site consists of the following parameters:

e ID: Identification number of the site.
e Name: The name of the site.

¢ Radio fixed parts: The number of RFPs which are assigned to this site.
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& ® 3 Berlin / Lab
Info

The following tasks can be performed:

e creating a new site (see chapter 7.5.1),
e editing a site (see chapter 7.5.2),

¢ deleting a site (see chapter 7.5.3).
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7.5.1 Creating a New Site

1 On the Sites page press the New button.
The Configure site dialog opens.

Configiers sils

Sile weltings
0 4

Namea Paris

Hi-6} Audio Technolagy [F]

| Ok Gt

2 ID: Enter the identification number of the site. A value between 1 and 250 is possible. If no
value is given, the OMM selects the next free ID.

3 Name: Enter the name of the site.

4 Hi-Q Technology: The capability Hi-Q ™ audio technology must be enabled or disabled
for each site specifically.

— In sites, which are configured to provide this functionality, exclusively RFP 35/36/37 and
RFP 43 WLAN are applicable.

— In sites without this capability, it is allowed to mix these new RFP types with former
RFP 32/34 and RFP 42 WLAN.

5 Press the OK button.

7.5.2 Editing a Site
You can change the name of an existing site:

1 On the Sites page click on the |=] icon left behind the site entry.
The Configure site dialog opens.

2 Change the site name.
3 Press the OK button.

7.5.3 Deleting a Site

Note: Only sites without assigned RFPs can be deleted.

To delete an existing site:

1 On the Sites web page click on the "Il icon left behind the site entry.
The Delete site dialog opens.

2 Press the Delete button.
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7.6 “Radio fixed parts” Menu

On the Radio fixed parts page, all configured RFPs are listed in tables. The RFPs are
sorted by their Ethernet (MAC) addresses.

Y o R Lilitv Manager

i ﬁl_? OpenMobility Managei
A L) LID_NEoT o Anoa
- SIF-DECT 3.0RCS
P — =
Status Radio fixed parts
[ 3
System New Import Sorted by | DECT clusters
Sites
I - -
Capturing unconfigured radio fixed parts

DECT cluster 1
DECT ciuster 2 Stop i Capture allowed: ¥
Portabie paris

* System features

Licenses

info
DECT cluster 1: 3 Radio fixed parts

ID Name MAC addracs 1D addracs aw Sita RDN

REMNective -, hnacted Active
type - environment —C oo SEHEE

<] [® 0000License RFP 3 00:30:42:0D.DF:33 192.168.112.53 RFPL32 1 01 u
21 & 0001License RFP 2 00:30:42:0D:10:2E 192.168.112.54 RFPL32 1 02 u
R R iy U ——— . as
<1 & guuZLicense RFP 1 00:30:42:12:0E258 L‘Jl.lnﬂ.lll.Q.jiJiE 1 oo 2k
DECT cluster 2: 1 Radic fixad part
ID Name MAC address IP address t“‘l", Site RPN 7Reﬂ|73|:tlviel Connected Active
Lype environmenc
0003 - 00:30:42:0D:20:9C  192.168.112.55 RFP 42 1 03 é!_ 4

You can select a sorting criterion for the RFP table. In the Sorted by field, select the
criterion:

e DECT clusters: The RFPs are sorted by clusters. All used clusters are displayed in the
navigation bar on the left side. The OMM RFP of each cluster is marked with a bold font.

WLAN profiles: The RFPs are sorted by WLAN profile (see chapter 7.8).

Sites: The RFPs are sorted by sites (see chapter 7.5). All used sites are displayed in the
navigation bar on the left side. The OMM RFP of each site is marked with a bold font.

The table provides information on all configured RFPs and their status in several columns:
e ID: An internal number that is used to manage the RFP.

¢ Name: Indicates the RFP's name (see chapter7.6.3).

¢ MAC address: Indicates the RFP's MAC address (see chapter7.6.3).

IP address: Shows the current IP address of the RFP. The IP address may change over
time by using dynamic IP assignment on the DHCP server.

HW type: When the RFPs are connecting the OMM they, submit their HW type. This type
is displayed on the RFP list web page. If an error message is indicated in this column,
there is a mismatch between the RFP and the OMM SW version (see chapter 7.6.2).

Site: Indicates the site the RFP is assigned to (see chapter 7.5).
RPN: Shows the Radio Fixed Part Number that is currently used by the RFP.

Reflective environment: Indicates if this RFP is operated in a reflective environment (see
chapter 7.6.3).

e Connected: Indicates if the RFP is connected to the OMM (see chapter 7.6.1).
e Active: Indicates if the RFP is active (see chapter 7.6.1).

The following tasks can be performed on the Radio fixed parts page:
e creating and changing RFPs (see chapter 7.6.3),
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7.6.1

e importing RFP configuration files (see chapter 7.6.4),
e capturing RFPs (see chapter 7.6.5),
o deleting RFPs (see chapter 7.6.6).

States of an RFP
For each RFP the state of the DECT subsystem is displayed. These states are:

Synchronous
nnnnnnn mams _EE T S HW PoE nnae Reflective ., . . .. _
i mame FIAL aUuul e3> IF auures> t\IDE oine nrem En\!ironment LUInieLLlEu ALuve
<] T® 0000 License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 01 b 4

The RFP is up and running. The RFP recognizes and is recognized by other RFPs in its
cluster through its air interface and delivers a synchronous clock signal to the PPs.

Asynchronous
HW 2 Reflective .
ID Name MAC address IP address e Site RPN SRUCTaaaT Connected Active
] % 0000License RFP 3 00:320:42:0D:DF:33 192.168.113.53° RFP 132 I 01 b 4 b 4

The RFP has not been able to synchronize to its neighbors yet. No DECT communication is
possible. But nevertheless the RFP has already been able to connect to the OMM. This
phase should usually last only for a few seconds after starting up the RFP or the OMM. If this
state lasts longer this is an indication for a hardware or network failure.

Searching
ID Mame MAC address ID addrecs Ew Site noM Lailzane , Connected Active
Yoo anvircnmen
<] @ 0000 License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 01 b 4

The RFP has lost synchronization to its neighbors. No DECT communication is possible. This
phase should usually last only for a few seconds after starting up the RFP or the OMM. If this
state lasts longer or is re-entered after being in a synchronous state this is an indication for a
bad location of the RFP.

Inactive
HW - Reflective .
ID MName MAC address IP address type Site RPN A Connected Active
<! [#& 0000 License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 = = -

The RFP has connected to the OMM but the air interface has not been switched on yet. For
any RFP with activated DECT functionality this phase should last only for a few seconds after
starting up the RFP. If this state lasts longer this may indicate a hardware failure.

Not connected

HW Reflective

ID Name MAC address IP address Site RPN

type asnuironmaon

+ Connected Active
£ @ 0000 License RFP 3 00:30:42:0D:DF:33 - RFP L32 1 - - b 4 -
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The RFP was configured but has not connected to the OMM yet. Therefore the IP address
column is empty.

SW Update available
HW - Reflective .
ID Name MAC address IP address e Site RPN environment Connected Active
,j © 0000 License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 01 u -»;2'3’

The RFP is connected to the OMM. On the TFTP server has found a new software. The RFP
is waiting that the OMM initiates a reboot. In the meantime is the RFP full operational.

7.6.2 OMM / RFP SW Version Check

When the RFPs are connecting the OMM they submit their SW version. If this version differs
from the OMM SW version and the versions are incompatible the RFP connection attempt is
rejected. This could happen when using several TFTP servers with different OpenMobility
SW versions. In this case the RFP is marked with an error message. Moreover a global error
message is displayed on the RFP list web page if at least one version mismatch has been

found.

— __ — Fa T yey ¥ Py | B S ¥ P
Al DA Upenmobility mainagei
FVaADE I SiP-DECT 3.0RC4

I ——— ——
[ togou |
. Radio fixed narts

Siatus — =

* System Mew | Import | coted b T clusters =
. | r ] Sorted by |DECT clusters - |

Sites
1
Capturing unconfigured radio fixed parts

DECT cluster 1
DECT cluster 2 Stat | Capture allowed: 3¢

Portable parts
* WLAN
* Syctem featurec :

4 Radio fixed parts
info
DECT cluster 1: 3 Radio fixed parts
ID Mame MAC addrecc 1D addrecs HW, Site aoN Ceslizaivy Connected Aclive
type environment
A & 0000License RFP 3 00:30:42:0D:DF:33  102.168.112.53 RFP 132 1 01 b 4 5 v
£ T® 0001License RFP 2 00:30:42:00:10:2E  192.168.112.54 RFPL32 1 02 b 4 v v4
21 % 0002License RFP 1 00:30:42:12:6E:38 192.168.112.437¢ 5 1 00 ® o S
DECT cluster 2: 1 Radio fixed part
HW . Reflective -
ID Name MAC address IP address e Site RPN | ironment CONnected Active
P 0003 - 00:30:42:00:20:9C  192.168.112.55 /L Version mismatch (1.8.5)

7.6.3 Creating and Changing RFPs

1 To configure a new RFP press the New button on the Radio fixed parts page.
To change the configuration of an existing RFP click on the =] icon left behind the RFP
entry.

The New radio fixed part resp. the Configure radio fixed part dialog opens.
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MAC address

Conaral cottinoc

100:30:42:0D:20:9C |

environment

Name |Labi |
- — —
Site |1
L=
[l DECT settinas
DECT cluster 1
Ot d
Preferred
nization ]
ization =]

El

WWLAN profile
Antenna diversity
Antenna

A ——
ouL. 11 Chanine

Outnut nower ievel

OK

r . -
Cancel

RFP 42 configuration

Configiers rodia flxod part

ML address
Nama

S

General sollings

License RFF 1

q -

af

DECT cluster

Prefarred
synchronizaton
SOLTE
Reflectve
EfIonment

=
WLAN profde
802.11 channal
CRtput power level

HT40

Ok,

DECT saflings
1

1
1

WILAN sellings
1

1 =

Full

RFP 43 configuration

2 Configure the RFP, see parameter description below.

3 Press the OK button.

| Coancel

7 OMM Web Service

The following parameters can be set in the New radio fixed part resp. the Configure radio

fixed part dialog:

General settings

e MAC address: Each RFP is identified by its unique MAC address (6 bytes hex format,
colon separated). Enter the MAC address, it can be found on the back of the chassis.

e Name: For easier administration each RFP can be associated with a location string. The
location string can hold up to 20 characters.

o Site: If several sites exist (see chapter 7.5), select the site the RFP is assigned to.
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DECT settings
The DECT functionality for each RFP can be switched on/off.
e DECT cluster: If DECT is active the RFP can be assigned to a cluster.

o Preferred synchronization source: Activate this checkbox if the RFP should be used as
synchronization source for the other RFPs in the cluster. For background information on
RFP synchronization please refer to chapter 9.2.

¢ Reflective environment: Within areas containing lot of reflective surfaces (e.g. metal or
metal coated glass) in an open space environment the voice quality of a DECT call can be
disturbed because of signal reflections which arrive on the handset or RFP using
multipath propagation. Calls may have permanent drop outs while moving and high error
rates on the RFPs and handsets.
For such environment Aastra has developed the DECT XQ enhancement into the RFP
base stations and the Aastra 600d handsets family. Using this enhancement by switching
the Reflective environment flag on might reduce drop outs and cracking noise.

As soon as Reflective environment is switched on, the number of calls on an RFP is
reduced to 4 calls at the same time.

Please note: The RFPs and handsets use more bandwidth on the Air Interfaces if the
“Reflective environment® is switched on. Therefore this shall only be used
when problems sourced by metal reflections are detected.

WLAN settings
The WLAN section applies to RFPs of the type “RFP 42 WLAN” and “RFP L42 WLAN” only.
For details about WLAN configurations please see chapter 9.15.

RFP 42 WLAN and RFP 43 WLAN have different WLAN parameters, which are configurable
in the RFP configuration dialog.

¢ Activation check box: Enables or disables the WLAN function for this RFP.

o WLAN profile: Select the desired profile from the list. This applies all settings made in the

respective WLAN profile to the current RFP. For information on configuring WLAN profiles
see chapter 7.8.1.

Please note: WLAN settings are only configurable, if the RFP has been connected at least
once to detect the HW type and a proper WLAN profile is configured (see also
chapter 7.8.1. WLAN can not be enabled in the “New radio fixed part” dialog if
the HW type is unknown.

The following settings are not applied by the WLAN profile. Configure these settings for each

RFP individually.

¢ Antenna diversity (RFP 42 WLAN only): This option should generally be activated so
that the AP (Access Point) can automatically select the antenna with the best transmission
and reception characteristics.

¢ Antenna (RFP 42 WLAN only): If Antenna diversity is switched off, this setting
determines the antenna that is used for transmitting or receiving WLAN data.

e 802.11 channel: Determines the WLAN channel used by the current RFP. The channel
numbers available are determined by the WLAN Regulatory domain setting on the
System settings page (see 7.4.1).
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e Output power level (default: “Full”): Determines the signal power level used by the RFP
to send WLAN data. You may limit the power level to minimize interferences with other
WLAN devices. The actual power level is also capped by the WLAN Regulatory domain

setting on the System settings page.

rate up to 300 Mbit/s.

7.6.4 Importing RFP Configuration Files

HT40 (RFP 43 WLAN only): High throughput mode with 40 MHz bandwidth increases data

A set of RFPs can also be configured in a semiautomatic manner by import of a configuration

file.

1 On the Radio fixed parts page press the Import button.
The RFP enrolment page opens.

o ——
S S W .
Lt g\ T
Logout
Status RFP efifsiimeiit
[
- bystem Enrolment data import
Sites ,
r
e s (Conen mobiinEnraimentyfnVWithout U AN tat Browse i
adiofixed parts 1Chopen mobiipEnrolmentiipWithoutWLAN txt Browse. .
Portabie parts i i i
,,,,,
» WILAN | impore | |

* System features

Licancac Enroiment data

P
inio

2 Select your configuration file and press the Import button. For
layout see chapter 11.7.2.

information on the file

3 A parsing protocol can be read, if you press the referring Log file button. All successfully

imported data records are presented in a list:

AASTRA

OpanMaobility Manager
SIP-DECT 3.0RC4

d parts Browse

Purtalie jaris
" WLAN

Enrciment data

Log file |

¥ Eyslom Inalurss

LECenses

Logot e | =
nliss RFP enrolment

" System Erwoiment data mport
Riles

Beidns
Add

3 Radio fMxed parts
F  Location

Diteto |

MAL address

00 300420097 14
00 304 2:00:95:08

O 342 DCIBOD: TH

F  R451PI1a02054
P R439 SWT J1A-0-3-1-2
M R430 P312-03-07-4
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4 Select the RFPs you want to add to the OMM database by selecting the appropriate
checkboxes.

5 Press Add.

All successfully stored records are marked green in the Added column.
Failed records are marked with a red star.

Am OpanMaobility Manager
SIP-DECT 3.0RC4
Logout o B T
Sl REP enmiment
* System Errciment dara impest
Hiles =
| kadio fixed paris __Brows. |
vibi
Furialle juaris
" WLAN | _ Logfio |
¥ Byslom Inalurss
Licenses Enrciment data
tud
= | Log fila |
3 Radio fMxed parts
I Location MAL address :.II:I:.I::: rr::i:__ Added
I R431P31a02054 00 300420097 14 1 - o
I R439 SWT J1A-0-3-1-2 00; 30420000504 1
™ H440 P313-03-07-4 00 304200 B0: TH 1 of

6 To read error hints in the referring log file, press the Log file button. Error hints can also
be read in a syslog trace (see chapter 7.4.1).

7 To remove imported data entries, activate the check box next to the desired entries. Press
Delete to remove the selected entries.

7.6.5 Capturing RFPs

RFPs, which are assigned to the OMM by DHCP options or OM Configurator settings, may
plug to the system.

P e o - R Ll R e e
mRA Vpeinmovility maiiagei
SIP-DECT 3.0RC4
Logout e e | W]
Status Radio fixed parts
T New I Import I Sorted by |DECT clusters =
Sites

Capturing unconfigured radio fixed parts

Unconfigured

Portable parts Stop Capture allowed: 4

* WLAN
* System features Unconfigured: 3 Radio fixed parts
Licenses ID Name MAC address 1P address LT Site RPN [aitEn Connected Active
~ type environment
Info @@ - - 00:30:42:0D:DF:33  192.168.112.53 RFP 32 - - - -
2E - - 00:20:42:0D:10:2E  192.168.112.54 RFP 32 - - - -
d m - — 00:30:42:0D:20:9C  192.168.112.55 RFP 43 - - - - -
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7.6.6

1.7

1 On the Radio fixed parts page press the Start button.

After a while the list page is filled by the MAC addresses of those RFPs which tried to
register to the OMM (unregistered RFPs).

Note: Please note that these entries are not really stored (they are lost after reset).

2 By pressing the customize icon ] of the appropriate RFP, you can add further data and
store the RFP (see chapter 7.6.3).

Deleting RFPs

To delete an existing RFP:

1 On the Radio fixed parts page click on the 'l icon left behind the RFP entry.
The Delete radio fixed part? dialog opens showing the current configuration of this RFP.

2 Press the Delete button.

Please note: The RFPs bound to a license (License RFPs) can not be deleted. The License
RFPs are displayed in the RFP list with a license icon & instead of the trash
icon. For further information on licenses see chapter 4).

“Portable parts” Menu

The Portable parts web page provides an overview of all configured DECT handsets
(Portable Parts) sorted by their number. To keep the list concise, the complete list is split up
into sub lists containing up to 100 handsets. The user can move back and forth in steps of
100 handsets.

y.¥ OpanMaobility Manager
m SIP-DECT 3.0RCA

Fa— Poriable parts

* System Now | impan | Search | PARK: 31170307272202
Biles ‘ J |

subscnipbon slowed: 3%
F adia fiued parts

Auto-crests on subsoobon:

* wWLAN cudsonption with configured 1PELs
¥ system faalures B |
LirEmsns =)
Lo Wil ard subiscrmian
| 30 min = San |
1= 4{4) Portable paris
Hame HNumber IPEL Lubscribed Download

'l Henry Smith 1001 03586 0015043 7 o C

VT Betty Ml 1002 (3588 DO17017 7 4 f

170 Peter Jones 1003 03586 GMEEISE 0 o 4

1 Grace Adams 1004 01271 0604016 & o =

The table provides information on the PPs and their status in several columns:
e Name: Indicates the PP name.
o Number: Indicates the internal call number of the PP.
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IPEI: Indicates the PP' IPEI.
Subscribed: Indicates if the PP subscribed to the system.

Download: This column is only presented if the “Download over Air” feature is started
successfully and gives information about the download status of the handset SW (see
chapter 9.17).

Note: All PP data that are configured as unbound (split into device and user data) are also
listed at the OM Web service when user are logged in at the device, but they can not be
deleted or changed. This is indicated by the & and L& icons.

The following tasks can be performed on the Portable parts page:

creating and changing PPs (see chapter 7.7.1),
importing PP configuration files (see chapter 7.7.2),
subscribing PPs (see chapter 7),

deleting PPs (see chapter 7.7.4),

searching within the PP list (see chapter 7.7.5).

7.71 Creating and Changing PPs

1

depl-1230/0.2

To configure a new PP press the New button on the Portable parts page.
To change the configuration of an existing PP click on the <! icon left behind the PP entry.

The New portable part resp. the Configure portable part dialog opens.

Hew portable part

General sattings
Mame Tormy
Mumiber 5ur
0% OISE000ET 106

DECT authenbicatson
code

LoginfAdditional 1D {14

12

S8 number 311
ManDawn mumber
Vaics mail numbes 400
S1F aultnticalion
UgeT Adms

Password

Fassward
corlarmatenn

CHe Cancel
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Configure nortable part
=t a - F sE
- Chanaomna Numbear and/or IDET remuirag the PP tn he subhscrbhad
i Changing Number and/or IPEI requires the PP to be subscribed
= aagain
anananan I cntdinnac
General settin 35
Name Henry Smith
Number 1001
IPEI 03586 0015043 7
e ————
vELl guwnenucauon
ik 1001
e g am e
LOgin/AQaitional 1w
- - S —
Lelele subscription [}
S0OS number
ManDown number
Veoice mail number
SIP authentication
User name om-1001
Paggword
..........
:::::::: d
confirmation
—_— —_—
oK |  Cancel |

2 Configure the PP, see parameter description below.
3 Press the OK button.

The following parameters can be set in the New portable part resp. the Configure portable
part dialog:

General settings

o Name: The name parameter represents the SIP Display Name field. This parameter is
optional but recommended.

e Number: The number is the SIP account number or extension for the PP.

e IPEIl: The IPEI is the DECT handset IPElI number. On an Aastra 142d handset, the IPEI
can be found via the following path of the device menu Main menu > Phone settings >
System. On an Aastra 600d / 650c handset, the IPEI can be found in the System device
menu. Consult the handset’s user guide for further information.

o DECT authentication code: The DECT authentication code is used during initial DECT
subscription as an security option and can be set here for each PP separately. If a global
DECT authentication code is given on the System settings page (see chapter 7.4.1), this
value is filled in here as default. This parameter is optional.

¢ Login/Additional ID: The additional ID can be used as a mean for data search within
wildcard subscription (because of the IPEI is not configured which selects the data
otherwise).

Note: The authentication code and additional ID can only be changed if the PP is not
subscribed.

¢ Delete subscription: This option is only available when configuring an existing PP (in the
Configure portable part dialog). If this option is selected, the PP will be unsubscribed.
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¢ SOS number, ManDown number: SOS and ManDown are calling numbers which will be
automatically called as soon as an SOS or ManDown event happens. If no individual SOS
or ManDown number is configured for a handset the number of the appropriate alarm
trigger will be used as calling number in case of a SOS or ManDown event. Please see
chapter 8.9.3 and /28/ for details.

¢ Voice mail number: The voice mail number is the number which will be automatically
called as soon as a voice mail call is initiated on the Aastra 600d / Aastra 650c handset. If
there is no individual voice mail number configured in this field, then the system wide
voice mail number is used (see also the System setting menu, chapter 7.4.1). If there is
no voice mail number configured (neither the individual nor the system wide) or another
handset type is used, then the voice mail number must be configured locally in the
handset.

SIP authentication

¢ User name: The SIP Authentication user name is optional but recommended. It
represents the name which will be used during SIP registration and authentication. If no
name is given the number will be used by default.

e Password, Password confirmation: The password will be used during SIP registration
and authentication. Enter the appropriate data in these fields.

7.7.2 Importing PP Configuration Files

A set of PPs can also be configured in a semiautomatic manner by import of a configuration
file.

1 On the Portable parts page press the Import button.
The Portable part enrolment page opens.

- —— OnanMahiiitvy Mananar
rAavw """ mpriy Al ARy R asaR TR
A 1 I CTD_NCOT 3 NANReA
- AP TRV JJUNRVLTT
00 o [ |
Status Portable part enrolment
* System Enrolment data import
Sites
r
* Radio fixed parts |C-\apen_mab\ppEnrolment\ppEnralment txt Browse...
Portable parts
* WLAN Import | |

» System features

s
lcenses Enrolment data

info
i i i
| | |
1 1 1

0 Portable parts

2 Select your configuration file and press the Import button. For information on the file
layout see chapter 11.7.1.

3 A parsing protocol can be read, if you press the referring Log file button. All successfully
imported data records are presented in a list:
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- ] Browse I
Portable parts \ |
P an ! Logfile |
* Sysiem feaiures
I:ic'erlses Enrolment data
inrTo
Add | Delete | |
12 Dortable parts
W Name Number IPEI authe ?gditi""ﬂll\dded
W PP 1 i01 1601 igi =
W PP 4 104 100z 104 -
W Kiel Phonel 5401 0127105355099 1003 5401 -
v Kari May 5402 = 1004 5402 =
W Karl Valentin 5403 - 1005 5403 -
W Kari Heinz 3404 - 1008 3404 -
v Radi Radenkowicz 5405 - 1007 5405 -
W Radi Reftich 3408 - 1008 5406 =
W Wadi Wade 5407 - 1009 5407 -
W - 5408 - 1010 5408 -
W - 5409 - 1011 5409 -
W - 5410 - 1012 5410 -

4 Select the PPs you want to add to the OMM database by selecting the appropriate
checkboxes.

5 Press Add.
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OpanMaobility Manager
AASTRA SIP-DECT 3.0RCA
Logout e

Fa— Portabbe part enrofment

" System Enwgiment data ngport
Biles
¥ tadis fived parts | Bum_qr
Firrtalide parts
F WLAN | Log file |
— — )
* system fealures
Licenses
Enwolment data
Bl

| Loghie |
12 Portable parls
I Wame Mumber IPET ?EIE&LMIEH|I0|1f':':"“i”""| Added
de
rep1 101 DOBEI00ER2STAE 1001 101 /
[ PPa 104 DDOTFOLI54B42 1002 104 of
I Kisl Phonal sa01 0127105305060 1003 5401 o
™ Karl May sa02 1004 5403 o
[ Karl Valentn 5403 . 1005 5403 sf
I~ Karl Haing 5404 - 10046 5404 !
I Radi Badenkowics 5405 1007 5405 4
I Radi Rektich S406 - 1008 5406 r
™ wadi wade 5407 1005 5407 o
S4nm . 1010 5408 o
Sa09 - 1011 5400 o
r 5410 1012 5410 o

All successfully stored records are marked green in the Added column.
Failed records are marked with a red star.

6 To read error hints in the referring log file, press the Log file button. Error hints can also
be read in a syslog trace (see chapter 7.4.1).

7 To remove imported data entries, activate the check box next to the desired entries. Press
Delete to remove the selected entries.

7.7.3 Subscribing PPs

Preparation by OMM Web service

After adding a PP configuration to the OMM, the PP must be subscribed. The OMM must first
be enabled to allow subscriptions to be take place from PP handsets. This is done by
pressing the following buttons on the Portable Parts OMM web page.

o Start button of the Subscription with configured IPEls section (see chapter 7.7.3.1).
This button enables the subscription for the next 24 hours.

or

o Start button and time interval of the Wildcard Subscription section (see chapter 7.7.3.2).
This button enables the “wildcard subscription” for the selected time. After expiry the
“subscription with configured IPEIs” is still enabled for 24 hours.
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Note: To ease the first installation of a DECT system, the subscription is enabled
permanently while at least one PP (with IPEI) is set up within the database and no
PP is subscribed. After successful subscription of the first PP the subscription will
still be enabled for 24 hours.

ALST OpanMaobility Manager
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* System | impan | Search | PaRK: 31170307272202
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VT Betty Ml 1002 (3588 BO17017 7 4 f
170 Peter Jones 1003 03586 GMEEISE 0 o 4
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Note: To allow an unbound device subscription, the Auto-create on subscription flag
must be set with the help of the OM Management Portal (OMP). Please see chapter
8.5.1 for details.

Subscription steps, done by PP

After the PP configuration is complete on the OMM and the OMM is allowing new
subscriptions, each PP must subscribe to the system.

On each PP handset, the administrator or user must subscribe to the SIP-DECT system
through the System/Subscriptions menu. The specific PARK code for the SIP-DECT system
should be entered in order to subscribe to the system.

Please note: The PARK code in numeric format can be found at the top-right corner of the
Portable Parts OMM web page. Each SIP-DECT deployment will have a
unique PARK code that was provided with the OMM Activation kit.

depl-1230/0.2

If the administrator configured a global or individual Portable Part DECT authentication code,
the administrator/user must enter in the code before the PP will subscribe to the system.

In case of “wildcard subscription”, please note that an additional ID may be configured (see
sub section Wildcard Subscription), which has to be typed then.

If administrators/users have any difficulties subscribing to the SIP-DECT system, it is
recommended that they power-off the PP handset and reattempt subscription again. This
completes the subscription process for a PP on the SIP-DECT system.

7 OMM Web Service
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7.7.3.1 Subscription with Configured IPEI

The PP data to be assigned to the subscribing PP are identified by the IPEI. Furthermore the
IPEI leads to a further guarantee not to receive none authorized subscriptions even if AC is
not set as a mean to achieve security.

To enable subscriptions, press the Start button of the section Subscription with configured
IPEls on the Portable parts page.

The OMM will allow a subscription of configured but not subscribed PPs during the next hour
only. The administrator must press the Subscribe button again to permit more PP handsets
to subscribe to the SIP-DECT system.

7.7.3.2 Wildcard Subscription

To minimize administration effort, subscription is also possible, if the IPEI is not configured.
But because of the loss of further security by IPEI check, this kind of subscription is only
allowed within a short default time interval of 2 minutes.

To enable subscriptions, press the Start button of the section Wildcard subscription on the
Portable parts page. If necessary, increase the time interval (or refresh subscription
permission in time).

The OMM will allow a wildcard subscription during the set time interval. In case of timeout the
permission is lost. Only subscription with IPEI remains allowed within the fixed limit of one
hour (see chapter before).

To achieve a selection of data during subscription (e.g. the user name being assigned to the
PP), the field “additional ID” can be set in OMM data. If the OMM receives a valid “additional
ID” during subscription, the referring data are assigned to the PP.

If the additional ID is requested for a data record, the PP user has to type it. “Additional ID”
can be set within the authentication code menu. Please type the R-Key and type the
additional ID.

Please note: The input of the additional ID is only possible with Aastra DECT 142 / Aastra
142d and 6xxd. There is no possibility to type that value on third party GAP
phones. If GAP phones are going to subscribe wildcard, the first free PP data
record without any additional ID will be selected and assigned.

7.7.4 Deleting PPs

To delete an existing RFP:

1 On the Portable parts page click on the [l icon left behind the PP entry.
The Delete portable part? dialog opens showing the current configuration of this PP.

2 Press the Delete button.

7.7.5 Searching within the PP List

To search for a certain handset in the PP list, the search function can be used which allows
to find a handset by a given number or IPEI.
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1 On the Portable parts page click on the Search button.
The Search portable parts dialog opens.

7 OMM Web Service

Search portable part

Loeneral Settings

Buimbyer 100|
1PEL

oK Cancal |

Search portable part
Loeneral Settings

Muimbaier
1PEL Q3sE6 00T 7

ok | Cancal |

2 Enter the handset’s number or IPEI. At least one parameter has to be set. The entered
number or IPEI has to match exactly with a handset’s number or IPEI. If number and IPEI
are given then a handset has to exist in the OMM'’s database whose number and IPEI
match both otherwise the search fails.

If a handset with the specified number and/or IPEI was found, a list is displayed which has
this handset as the first entry. The search function can also be used to get to the right sub list
in one step.
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7.8 “WLAN” Menu

The WLAN menu allows you to manage the wireless LAN function of all WLAN capable
RFPs that are connected to the OMM. You can view and change wireless parameters and
security settings to adapt the WLAN configuration to suit your needs. You can also check
how many and which wireless clients are currently connected. Nevertheless, the WLAN
function is only available for devices of the type RFP L42 WLAN and RFP L43 WLAN. Note
also, that you cannot activate the WLAN function for the OMM, even if the OMM device is an
RFP L42 WLAN or RFP L43 WLAN.

For a detailed description on WLAN configuration please refer to the section 9.15.

7.8.1 “WLAN profiles” Menu

WLAN settings are grouped in WLAN profiles. You need at least one WLAN profile that can
be assigned to one or more WLAN-RFPs. Of course, you can define more that one WLAN
profile. You can manage / change the desired WLAN settings for a group of WLAN-RFPs by
changing their assigned WLAN profiles. Moreover, you can manage different settings, for
example separate WLAN profiles for different buildings, a special WLAN profile for temporary
use, or WLAN profile for RFPs only useable by guests.

Please take attention to the different WLAN profile types:

RFP type WLAN profile type
RFP 42 WLAN / RFP L42 WLAN RFP42
RFP 43 WLAN / RFP L43 WLAN RFP43
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The WLAN profiles menu allows to configure and administrate these WLAN profiles. The
following tasks can be performed:

¢ Creating and changing WLAN profiles (see chapter 7.8.1.1),

¢ Deleting WLAN profiles (see chapter 7.8.1.2),

e Exporting WLAN profiles (see chapter 7.8.1.3).

The defined WLAN profiles are then assigned to one or more WLAN RFPs (see chapter
7.8.2). Note, that some device-specific WLAN settings are not part of a WLAN profile, such

as the channel and the antenna configuration. These settings are defined separately for each
RFP (see chapter 7.6.3).
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7.8.1.1 Creating and Changing WLAN Profiles

You need at least one active WLAN profile in order to operate the WLAN function for an
RFP (L)42 WLAN or RFP (L)43 WLAN device.

1 Navigate to the WLAN profiles page. This page shows the number of existing WLAN
profiles and a list of available WLAN profiles.

2 If you create a new WLAN profile, configure the RFP type first to get the correct input
fields. Select the appropriate profile (RFP42 or RFP43) from the WLAN profile type
selection list.

3 To add a new WLAN profile, press the New button. To change an existing WLAN profile,
click on the =T icon available on the left of the WLAN profile entry.

The New WLAN profile page resp. the WLAN profile [Number] page shows the WLAN
profile configuration.
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