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Chapter 1. Welcome to your SME Server V5 with ServiceLink

CongratulationsonchoosingtheSMEServer V5 with ServiceLinkasyour communicationsserver!

Companiesall over theworld areusingtheInternetto communicatemoreeffectively andefficiently to a broaderaudience.TheSME
ServerV5 with ServiceLinkis foundeduponstateof theart technologies- suchastheLinux operatingsystem- which have been
mainstaysin theinfrastructureof largerorganizationsfor severalyears.Mitel NetworksCorporationhascustomizedthese
technologiesto make themstraightforwardto use,while still giving you local controlover your Internetservices.Theresultis a
cost-effective Internetinfrastructurethatwill reliablyserve your organizationasit grows andasits useof theInternetevolves.

In keepingwith ourcommitmentto opensourcesoftware,we encourageyou to sharethis softwarewith your friendsandcolleagues.
Mitel NetworksCorporationandits AuthorizedPartnersprovide reasonablypricedservices,includingtechnicalsupport,to those
organizationswantingthecomfortof knowing thatexperthelpis availablewhenneeded.Contactusat +1-888-ESMITH-1or
+1-613-564-8000,or visit our website,http://www.e-smith.com/,for a list of AuthorizedPartnersandfor moreinformationabout
supportoptions,resellerprogramsandtheworldwidecommunityof server developersandcustomers.

1.1. About This Guide
Thisuser’s guidewalksyou step-by-stepthroughthestraightforwardprocessof installingandconfiguringyour SMEServer V5 with
ServiceLink.TheAppendicesin thebackof theguideprovide backgroundinformationonsubjectsrelatedto networking andthe
Internetandareintendedto supplementchaptersin themainsectionof theuser’s guide.

1.1.1. Production

Wecreatedthisuser’s guideusingDocbook(http://docbook.org/) on theLinux operatingsystem.ImageswerecreatedusingThe
GIMP (http://gimp.org/).

TheHTML versionof thismanualwasgeneratedfrom DocBookXML usinglibxslt (http://www.xmlsoft.org/XSLT/) with
customizedXSLT stylesheets.More informationaboutour documentationprocessis availableathttp://www.e-smith.org/docs/Most
of theeditingwasdoneby DanYork andKirrily "Skud" Robertusingthevim (http://www.vim.org/) editor.

1.1.2. Histor y

• August2001- Firstprint editionof theSMEServerV5 with ServiceLinkuser’s guidepublishedby Mitel NetworksCorporation.
Also publishedonlinein HTML andDocBookXML/SGML. Availableathttp://www.e-smith.org/docs/manual/5.0/Primary
author/editorDanYork.

• February 13,2001- e-smithserverandgatewayuser’s manualfor version4.1publishedonlinein HTML andDocBookSGML
by e-smith,inc. Availableat http://www.e-smith.org/docs/manual/4.1/Primaryauthor/editorDanYork.

• December4, 2000- e-smithserverandgatewayuser’s manualfor version4.0publishedonlinein HTML andDocBookSGML
by e-smith,inc. Availableat http://www.e-smith.org/docs/manual/4.0/

• July 2000- e-smithserverandgatewayuser’s manualfor version4.0publishedin print form by e-smith,inc. PDFandPostScript
versionsalsomadeavailablevia FTPat ftp://ftp.e-smith.net/pub/e-smith/e-smith-4.0/.Primaryauthor/editorRossLaver using
StarOffice5.1.
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Chapter1. Welcometo yourSMEServerV5 with ServiceLink

• November 1999- e-smithserverandgatewayuser’s manualfor version3.1publishedin print form by e-smith,inc. Primary
authorKim MorrisonusingStarOffice5.1.

1.1.3. Endor sements

This is theofficial documentationfor SME Server V5 with ServiceLink andis endorsedby Mitel NetworksCorporation

1.1.4. Ackno wledg ements

Mitel NetworksCorporationwishesto thankall of thedevelopersin theopensourcecommunitywhocontinueto helpusmake our
productbetter.

WealsothankCraigFosterandPaulMiller for their helpin documentingMacintoshconnectivity.

1.2. Software Licensing Terms and Conditions
TheSMEServer V5 with ServiceLinkis licensedfor anindividual server underthetermsof theServiceLinkEndUserLicense
Agreementfoundin AppendixE. Acceptanceof thisagreementis requiredduringthesoftwareinstallation.

TheSMEServer V5 with ServiceLinkkit alsoincludessoftwarethatis distributedunderthetermsof theGNU GeneralPublic
Licenseor otheropensourcelicenses.SMEServer V5 usersmaycopy andredistributethis software.Thetext of theGPL license
maybefoundon thewebat http://www.fsf.org/copyleft/gpl.htmlor in AppendixF. Theapplicablelicensefor eachsoftwaremodule
is specificallyidentifiedandcanbeseenby runningtherpm -qiv packagenamecommand,from thecommandline, or is listedon
ourdevelopmentwebsiteat http://www.e-smith.org/

If you have acquiredtheMarchNetworksSME ServerV5 by meansotherthanpurchasinga Mitel Networkscommercialoffering
throughanAuthorizedPartner, it is unsupported.For furtherinformationandavailableoptions,pleasecontactanAuthorizedPartner.
A list of AuthorizedPartnerscanbefoundat http://www.mitel.com/sme/.

1.3. About Our Test Compan y: The Pagan Vegan
In thisuser’s guide,we useexamplesof acateringandevent-planningcompany, ThePaganVeganor TPV, thatconfigures,
administersandmakesuseof their server. As far aswe know, nocompany of thisnameexists.

1.4. What’s New
For themostcompletelist of informationaboutchangesthathave beenmadein SME ServerV5 with ServiceLink,seetherelease
notesthataccompany your software.
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Chapter1. Welcometo your SMEServerV5 with ServiceLink

1.4.1. ServiceLink

With thereleaseof SMEServer V5 with ServiceLink,Mitel NetworksCorporationis alsointroducingServiceLink, a suiteof
network-deliveredservicesthatextendthefunctionalityof theserver. Theseinclude:

• 24x7Alerts and Reporting - Providesround-the-clockmonitoringof your SMEServer V5 with ServiceLinkandyour Internet
connectionalertingyou or yourAuthorizedPartnerwhenthereareproblems,andcompilingmonthlyperformancereports.

• Virus Protection - Automatesthedownloadingandinstallationof up-to-datevirus patternfilesandensuresthatall e-mail
messagesandattachmentsarescannedfor thelatestknown threats.

• GuaranteedE-mail - Shouldyour Internetconnectionfail for any reason,mail destinedfor your server will beheldby our
Network OperationsCenter(NOC) until suchtimeasit canbedeliveredsuccessfully.

• DNSServices- Allowsusersto publishup-to-dateDNSrecordsvia theMitel NetworksNOC,ensuringthattheir domainname
remainsaccessibleto theworld.

• IPSEC VPN Service - Providesa fast,easyway of linking multiple serverstogetherinto a largernetwork usingthesecureIPSEC
standard.

Eachof theservicesis describedin moredetailin thechapterentitled"ServiceLink".

1.4.2. Blades

SMEServer V5 with ServiceLinkintroducessupportfor blades, a new way of customizingyourserver. Bladesallow you to easily
install or remove softwaremodulesvia theserver manager. Thesectionin theAdministrationchapteron "Blades", describesthis
feature.

1.4.3. Administration

• Newmanagerpanel for viewing log files - allows you to easilyview systemlog filesandfilter for specificinformation.

• Privateserver and gatewaymode- this new server operationmodeallows you to usetheserver’s gateway functionalitybut not
publishany publicservices.

• Hostnamesand addressespanel - providesmoreoptionsin theconfigurationof DNSandhostentries.

• Ability to disableuseraccounts- youcannow disable,but notdelete,auseraccountto temporarilyrestrictaccessto thataccount.

• server managerinterface - theweb-basedserver managerhasbeenrefreshedwith a cleanerlook.

• Secureaccessto server manager- you cannow connectto theserver managerusingthesecureHTTPSprotocol.

• NewURL for server manager- TheURL is now http://www.domainname.xxx/server-manager insteadof
http://www.domainname.xxx/e-smith-manager.

• NewURL for settinguser passwords - TheURL is now http://www.domainname.xxx/user-password insteadof
http://www.domainname.xxx/e-smith-password.

• Ability to verify desktopbackups- youcannow checktheintegrity of a backupto your desktop.
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Chapter 2. The role of the SME Server V5

YourSMEServer V5 with ServiceLinkmanagesyour connectionto theInternetby routingInternetdatapacketsto andfrom your
network (whichallows all thecomputersonyour network to sharea singleInternetconnection)andby providing securityfor your
network, minimizing therisk of intrusions.

Whenoneof your local computerscontactstheInternet,or is contactedby anoutsidemachineon theInternet,theSMEServer V5
with ServiceLinknotonly routesthatconnection,but seamlesslyinterposesitself into thecommunication.This preventsa direct
connectionfrom beingestablishedbetweenanexternalcomputeron theInternetanda computeronyour localnetwork thereby
significantlyreducingtherisk of intrusionontoyournetwork.

Yourserver alsoprovidesservices- includinge-mail,webaccessanda powerful file sharingandcollaborationfeaturecalled"i-bays"
- thatallow you to communicatebetterinternallyandwith therestof theworld usingtheInternet.

Throughoutthis user’s guide,theword gatewayis usedto meanthecomputerthatactsastheinterfacebetweenyour local, internal
network andtheexternalworld.

If you prefer, you canalsorunyour SMEServer V5 with ServiceLinkin "server-only" mode.In "server-only" mode,your server
providesyournetwork with services,but not theroutingandsecurityfunctionsassociatedwith therole of "gateway". The
server-only modeis typically usedfor networksalreadybehindafirewall. In thatconfiguration,thefirewall fulfills therole of
gateway, providing routingandnetwork security.

Onceinstalled,yourSME ServerV5 with ServiceLinkcanbeconfiguredandmanagedremotely. Routineadministrationis handled
from yourdesktopusinga web-basedinterface,soonly on rareoccasionswill you requiredirectaccessto theserver computer. Once
installationis complete,mostcustomersput theserver in anout-of-the-way placelike a utility closet.If you wish,you can
disconnectthekeyboardandmonitor. (Notethatsomecomputersmaynotoperatecorrectlywithoutanattachedkeyboard.)
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Chapter2. Theroleof theSMEServerV5

Mor eAbout Ethernets

AppendixA: Introductionto theEthernetLocalAreaNetwork(LAN), briefly explainsethernets,ethernetcomponentsandtypical
ethernetconfiguration.
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Chapter 3. ServiceLink

With SMEServer V5 with ServiceLink,Mitel NetworksCorporationhasintroduceda suiteof integratednetwork services-
ServiceLink- thatextendandenhancethefunctionalityof your server. ServiceLinkmaximizesthesecurity, performanceand
reliability of your server throughreal-timeinteractionwith theMitel NetworksNOC . Youcanregisterfor ServiceLinkby contacting
any Mitel NetworksCorporationAuthorizedPartner(pleaseseeourwebsitefor thenameof anAuthorizedPartnernearyou) and
choosinga subscriptionplanthatmeetsyour needs.

Until you registerfor ServiceLink,thelinks to pagesin theserver managerwill take you to panelsthatarenotactive. If you would
like to enabletheseservices,pleasevisit http://www.e-smith.com/.

Note: If your server is behind an additional firewall, that firewall will need to be configured to allow outbound SSH packets on TCP
port 22 in order for ServiceLink to function.

ServiceLinkprovidesthefollowing services:

• 24x7Alerts and Reporting

Thisserviceprovidesround-the-clockmonitoringof your server andyour Internetconnection.By default,your server will
synchronizewith ourNOC onceeachhour. (Thiscanbecustomizedby yourMitel AuthorizedPartner.) If theserver fails to check
in, analert is sentto your AuthorizedPartnerand,if desired,yournetwork administrator.

In addition,Mitel NetworksCorporationcompilesmonthlyreportssummarizingall ServiceLinkactivity for your Mitel
AuthorizedPartnerwho in turncansharetheinformationwith you.Thesereportsincludesuchdetailsasnetwork performance,
e-maildelivery problemsandvirusesdetected.Amongotherthings,this informationcanhelpyou andyour partnerassessthe
reliability andquality of your Internetconnection.It canalsoassistin analyzingthesecurityof your network.

• Virus Protection

Thisserviceprovidesautomaticsetupandconfigurationof e-mailvirus-scanningservices.Yourserver includesspecial
virus-scanningsoftware.Whenyou subscribeto ServiceLink,your AuthorizedPartnerwill activatethis specialsoftware.Your
server will thendownloadthelatestviruspatternfiles from theMitel NetworksNOC.All e-mailmessagesandattachments
receivedfrom thatpointon will bescannedfor viruses.In theeventthata virus is found,themessagewill not bedelivered.
Instead,thesender, all intendedrecipientsandyour Mitel AuthorizedPartnerwill benotifiedof thevirus.Themessageitself will
bequarantinedin a specialmailboxwheretheadministratorcanexaminethemessageanddeterminewhatto dowith it.

Viruspatternfilescontaintheinformationrequiredto accuratelyidentify viruses.As new virusesaredetected,anti-virussoftware
manufacturersupdatetheirpatternfiles.Yourserver’svirus-scanningserviceautomatesthedownloadingandinstallationof new
viruspatternfilesandensuresthattheserver is alwayscapableof identifying thelatestknown threats.

Note: The ServiceLink virus protection is limited to 100 users. If you configure your system for more than 100 users, virus
protection will automatically be disabled . The service can, however, be upgraded to support more than 100 users. Please
contact your partner for more information.
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Chapter3. ServiceLink

• GuaranteedE-mail

Thisserviceprovidesa backupe-mailserviceif a server becomesunreachableandcannotreceive mail. Themostcommonreason
for this is a temporaryfailureof theInternetconnectionprovidedby your ISP. With ServiceLink,mail thatcannotbedeliveredto
yourserver will bestoredat theNOC.Simultaneously, notificationsaresentto your Mitel AuthorizedPartner, who caninvestigate
thecauseof theoutage.

Thisserviceuseswhatis calledanMX secondary. Everydomainnameon theInternethasarecordin theDNSwhich indicates
whichsystemshouldactasits primarymail exchanger("MX" for short).Whensomeonesendsane-mail,his or herlocalmail
server will look for therecipient’s MX andsendthee-mailto it. If theMX is unreachabledueto asystemor network outage,the
mail maybequeuedor it maybouncebackto thesender.

Theguaranteede-mailserviceprovidedto ServiceLinksubscribersworksby configuringtheDNSto usetheNOCasa secondary
MX. Therefore,if theprimaryMX is unreachable,thesender’s mail serverwill sendthee-mailto thesecondaryMX – in thiscase,
theNOC.All e-mailcollectedin this fashionwill beforwardedto your server asit becomesavailableagain.

Thereis nothingthatneedsto bedoneto configuretheguaranteede-mailservice.As soonastheNOCstartspublishingyour
domainthroughtheDNSservice,theNOCwill besetup to actasanMX secondaryandstartguaranteeingthedelivery of your
e-mail.

In additionto storingthee-mailandeventuallyforwardingit, theMitel NetworksNOC providesnotificationandreportingto your
Mitel AuthorizedPartner. Thisallows your Partnerto identify potentialserver or network outagesat your siteandrespondin a
timely fashion.

• DNSServices

Oneof thecomponentsof a full Internetsolutionis a domainname.MostbusinessesusingtheSME ServerV5 with ServiceLink
will wantto registera domainnamerepresentingtheir business,andwill needa DNShostto make this domainnameaccessibleto
theworld.

For reasonsof securityandreliability, theserver is not configuredto publishDNSrecordsby itself. (Any network server canbe
configuredto actasa public DNSserver, but doingsocancreatea serioussecurityvulnerability.) A properlyadministeredDNS
hostneedsto bestableandalwayson theInternet,which is why a Network OperationsCentersuchasthatof Mitel Networks
Corporationis ideally suitedto thetask.

Thedomainnamehostingserviceprovidedby ServiceLinkallows you to publishdomainnamerecordsvia our NOC.In addition
to any domainnamesyou mayhave registered,you will alsobeableto usethespeciale-smith.netdomain.This providesa
low-costalternative for smallbusinessesor homeuserswhodonot wish to payregistrationfeesfor a .comor otherdomain.Users
mayregistertheir server with a namesuchas"mycompany.e-smith.net".

• IPSEC VPNs

As discussedin thesectionon remoteaccess, your server providessupportfor client-to-serverVirtual PrivateNetworks(VPNs)
usingPPTP. ServiceLinkprovidestheadditionalability to createserver-to-serverVPNsusingthehighly secureIPSECstandard.
Thisserviceallows you to link togetherserversin differentphysicallocationsto make oneseamless"virtual" network.
Informationsentvia this network is encryptedto prevent"snooping"by otherson theInternet.

To encryptnetwork traffic betweenservers,theserver usestheIPSECprotocol. This systemusesanencryptiontechniqueknown
aspublickey cryptography. In simpleterms,eachserver connectedin aVPN knows thepublic key of eachof theotherserverson
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Chapter3. ServiceLink

thenetwork; it usesthatkey to encryptdataintendedfor thatserver. A privatekey on thereceiving server is thenusedto decrypt
thedata.

Oneof thedifficultiesin settingupa VPN is securelyexchangingthekeys requiredto setup theVPN. ServiceLinksimplifiesand
automatesthis processvia a trustedcentralexchange– theMitel NetworksNOC.In addition,ServiceLinkalsosecuresand
automatestherenewal of encryptionkeys.

Whenyouestablisha VPN usingServiceLink,oneserver is designatedto actasthe"primary" server - theserver whoseuser
accountswill beaccessiblevia theVPN. Theotherserversin theVPN (known assecondaryservers)will functionasgatewaysfor
theuserson their localnetworks.
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Chapter 4. Your Internet Service Provider (ISP)

Your ISPis your connectionto theInternet- it routesInternetdatapacketsto andfrom yourserver. It alsoprovidesotheressential
services.Thissectionof theuser’s guidereviews whatISPsoffer andwhattheimplicationsarein choosingamongthevarious
optionsavailableto you.While your ISPcanalsoassistyou in selectingandarrangingtheright Internetservicesfor your
organization,it’ s importantto know thegeneralrangeof servicesavailable,sincenot all ISPsoffer all services.

Warning

If you are operating the product in "server-only" mode, you will need to review your gateway/firewall documentation and
perhaps consult with your ISP regarding your configuration. For example, depending on your plans for the server, your
ISP may need to publish DNS records associating your mail and/or web servers with your firewall IP address. You may
also need to configure your firewall for port forwarding of services.

In server-only mode, the single Ethernet connection to the local network is "trusted" as being secure and packet filtering
is disabled. For that reason, a server-only server must always be behind a local firewall. You should not directly connect
such a system to the Internet via an Internet Service Provider.

4.1. Dedicated versus dialup connectivity
Connectivity, alsoreferredto asInternetaccesstype,refersto thephysicalconnectionbetweenyour siteandyour ISP. How you
connectto your ISPaffectsthespeedof your Internetconnection,which, in turn, impactssuchthingsashow quickly yourwebsiteis
displayedto visitors.

Dedicatedconnectivity refersto a full-time connectionto your ISP. Althoughthey aremoreexpensive thanthealternative,dedicated
connectionsaregenerallyfasterandallow you to usethefull rangeof servicesonyour server. Thereareseveralcommontypesof
dedicatedconnectivity. ADSL providesrelatively fastdatatransmissionover phonelines.A cableconnectionlinks you to your
cablecompany, whichprovidesyouwith many (thoughnotall) of thesameservicesasa traditionalISP. Thespeedof transmission
over a cablenetwork canvary widely (from quitefastto veryslow) basedin parton theusagewithin your neighborhood.

If you have dialup connectivity, your server is notpermanentlyconnectedto theInternet.Rather, it connectsto your ISPover a
phoneline usingamodem. Becauseyour connectionto theInternetis notpermanent,someof theservicesonyour server cannotbe
providedto theoutsideworld. For example,having your server hostyour externalcompany websitewouldcreatea problembecause
whenever your server wasnotconnectedto theInternet,thewebsitewould notbeavailable.(However, it couldcertainlyhostan
intranetwebsitebecausethelocalnetwork would alwaysbeconnected.)

4.2. The IP address
An IP addressis anidentifying numberassignedto all devicesconnectedto theInternet,andis usedin routinginformationfrom one
device to another. Like yourphonenumber, your IP addressenablesotherpeopleto reachyou. In our standardconfiguration,your
ISPonly needsto allocateoneIP addressfor your network. It is assignedto yourserver, whichwill acceptall theInternetdata
packetsintendedfor yournetwork anddistributethemto theappropriatecomputer- muchlike anoffice receptionistis ableto accept
incomingcallsanddirectthemto theappropriateextension.
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Chapter4. Your InternetServiceProvider (ISP)

4.2.1. Static versus dynamic IP addressing

A static IP addressnever changes.It is permanentlyassignedto yourserver by your ISP.

Note: Static IP addressing is preferable to dynamic IP addressing because it makes it easier for users on the Internet to connect to
your services.

Dynamic IP addressassignmentmeansthatyour IP addressis assignedto youonly temporarilyandmaybechangedby your ISP.
Thismakesit moredifficult to ensurecontinuityof serviceto your network. Consideragainour telephonenumberanalogy. When
your telephonenumberchanges,youareableto placeoutgoingcalls.However, until your new phonenumberis registeredwith
DirectoryServices,otherpeopleareunableto look upyour new numberandplacecallsto you.Similarly, whenever your IP address
changes,a recordassociatingyour server with its new IP addressmustbepublishedwith theequivalentof DirectoryServices
(known asDomainNameServiceor DNS)beforeincomingtraffic canfind you.

If your IP addressis dynamicallyassignedandyou have a dedicatedconnectionto your ISP(for example,with a typical
cablemodem),you mayfind it helpful to usea dynamic DNSservice. Westronglyrecommendyou review AppendixB: Dynamic
DNSservicesfor moreinformationaboutthisworthwhileoption.

4.2.2. Routab le versus non-r outab le IP addresses

If anIP addressis analogousto your phonenumber, thena routable IP addressis theequivalentof a full telephonenumbercomplete
with countrycodeandareacodesuchas+1-613-555-1234.Usingthesameanalogy, anon-routableaddressis theequivalentof an
office extension.If your server is assigneda non-routableaddress,it cannotdirectly receive incomingInternetconnections,which
limits theservicesthatit canprovide to your site.

4.3. Arranging connectivity with your ISP
If youaregoingto beusingyourserver in "server andgateway" mode,youwill needto arrangefor aconnectionto theInternet.Your
ISPwill helpyou connectyoursiteandprovide you with servicesthatenableyou to take advantageof theInternet(e.g.e-mail
delivery).To someextent,thetypeof connectionuseddeterminestheservicesneeded.Therefore,we guideyoufirst through
arrangingconnectivity andthendirectyou to theappropriatelist of servicesfor eachtypeof connection.Thetermsusedin the
following sectionsaredefinedat theendof this chapter.

To connectyoursiteto theInternet,you notonly needto arrangeyour physicalconnection(modem,DSL, etc.),but you alsoneedto
ensurethatyour server canlocatetheappropriatedevicesat your ISP’ssite.Your ISPwill give you this information(e.g.IP
addressesfor theirdevices)whichmusteventuallybeenteredinto your server console(a straightforwardprocesscoveredin a later
chapter).Many ISPsusea DHCPserver whichcandirectly configureyour server with someor all of theseparameters.

4.3.1. Ordering a corporate ADSL or other commer cial dedicated connection

Typically, your ISPwill arrangefor andconfigureyour externalhubandrouter. Alternatively, youmayberequiredto install that
hardwareyourselfundertheir direction.If a specialphoneline is required,theISPwill typically arrangethat.It is mosttypicalwith
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corporateservicethatyoureceive a routable,staticIP address.In fact,usuallyyou will beallocateda block of routable,staticIP
addressesfor yourcorporation- you will needonly onefor your server.

Informationprovidedto you by your ISP:

• staticIP address(or blockof addressesfrom which youchooseone)

• IP addressof router("gateway IP address")

• subnetmask

Orderservicesfrom: ServiceList A

4.3.2. Ordering cablemodem or residential ADSL service

Typically, yourcablecompany or ADSL provider will install a configuredcablemodemor ADSL routerat your site.If you donot
have cableaccess,yourcablecompany will install it for you.ADSL connectsto theISPvia a conventionalphoneline. If yourequire
anadditionalphoneline, it is typical for you to arrangethatyourself.Therearethreepossibleconfigurationswhenordering
cablemodemor residentialADSL services.
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Note: In the tables below, please keep the following information in mind:

1. ISPs often supply the items marked * to your server by DHCP.

2. Some ISPs block outgoing HTTP connections, forcing you to use their proxy server. This interferes in a few minor ways with
your server (e.g., the test for Internet connectivity will fail erroneously). However, using the ISP’s proxy server will normally
work fine.

1. Youreceive aroutable,staticIP address

Informationprovidedto you by your ISP:

• staticIP address

• IP addressof cablemodemor ADSL router("gateway IP address")

• subnetmask

Orderservicesfrom: ServiceList A

2. You receive a routable,dynamicallyassignedIP addressandyouelectto usea dynamicDNSservice(We encourageyou to
review AppendixB: DynamicDNSServicesfor a discussionof dynamicDNSservices.)

Informationprovidedto you by your ISP:

• gateway IP address*

• subnetmask*

Informationprovidedby dynamicDNSservice:
17
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• DNSserviceaccountname

• DNSservicepassword

Orderservicesfrom: ServiceList B

3. You receive a routable,dynamicallyassignedIP addressandyouelectnot to usea dynamicDNSserviceORyour IP addressis
non-routable.

Informationprovidedto you by your ISP:

• IP addressof cablemodemor ADSL router("gateway IP address")*

• subnetmask*

Orderservicesfrom: ServiceList D

4.3.3. Ordering a dialup connection

It is typical for you to purchaseandinstall your own modemfor your dialupconnection.(Be sureto usea Linux-compatiblemodem
- WinModemswill notwork.) Yourmodemconnectsto your ISPover a conventionalphoneline. If you requireanadditionalphone
line, it is typical for you to arrangethatyourself.

Therearetwo possibleconfigurationswith dialupservice:

1. Your ISPis ableto meetall of thefollowing threeconditions:

• you receive a routable,staticIP address

• your ISPwill provide a secondarymail server for your domain,which receivese-mailwhenyour server is not connected.

18



Chapter4. Your InternetServiceProvider (ISP)

• your ISPis ableto acceptthe"ETRN command".(This commandis usedby theserver to retrieve themail heldby theISP’s
secondarymail server.)

Informationprovidedto you by your ISP:

• staticIP address

• dialupaccessnumber

• dialupaccountname

• dialupaccountpassword

Orderservicesfrom: ServiceList C

2. Your ISPis unableto meetall threeof theabove conditions

Informationprovidedto you by your ISP:

• dialupaccessnumber

• dialupaccountname

• dialupaccountpassword

Orderservicesfrom: ServiceList D

4.4. Arranging Services From Your ISP
In eachsectiononconnectivity, above,we directyou to theappropriatelist of servicesthatshouldbeorderedfrom your ISP.

4.4.1. Service List A

• domainnamesetupandhosting

• publicationof DNS addressrecordsfor yourwebserver, FTPserver ande-mailserver

• publicationof DNS mail (MX) records

• secondarymail server (optional)

• Internetnews server (optional)
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4.4.2. Service List B

Servicesto orderfrom ISP:

• secondarymail server (optional)

• Internetnews server (optional)

ServicesFromDynamicDNSService

• domainname(dependingon theservicepurchased,yourdynamicDNS servicemayrestrictwhatyour domainnamecanbe)

• publicationof DNS addressrecordsfor yourwebserver, FTPserver ande-mailserver

• publicationof DNS mail (MX) records

4.4.3. Service List C

• PPPdialupaccess(with staticIP)

• domainname

• publicationof DNS addressrecordsfor youre-mailserver*

• publicationof DNS mail (MX) records

• secondarymail server (ETRNmustbesupported)

• Internetnews server (optional)

YourwebandFTPserversareavailableto theexternalworld only whenyourserver is connectedto theInternet.DNSaddress
recordsfor webandFTPserversonly needto bepublishedif it is likely thatsomeoneexternalto your sitewill needto connectto
themfor a particularreason.

4.4.4. Service List D

Pleasereadtheimportantnotes(below) on thelimitationsof this configuration.

• PPPdialupaccess(if you areusingdialupconnectivity)

• POPmailbox(with generoussizelimitation)

• domainname- routeall mail for domainnameto thesinglePOPmailbox

• Internetnews server (optional)
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SomeImportant Noteson ServiceList D (Multidr op Mail)

Servicelist D is appliedto configurationswherethepublicationof DNS recordsis notpracticaleitherbecauseyour IP address
changesfrequentlyor becauseit is non-routable.Becausethereis nopublishedaddressreceiving incomingnetwork
connections,this configurationdoesnot allow you to hosta webpageor FTPsiteusingyour SMEServer V5 with ServiceLink.

In thiscase,e-mail is handledusinga methodcalled"multidr op" , which involvestemporarilystoringall e-mailmessages
addressedto your domainin a POPmailboxatyour ISPuntil yourserver connectsandfetchesthem.YourPOPmailboxmustbe
largeenoughto hold thee-mailfor yourorganizationuntil it is fetched.If your primaryISPcannotsupplythis,youcanuse
anotherISPfor your e-mailhosting.

As e-mailmessagesaredeliveredinto thePOPmailboxatyour ISP, someof theaddresseeinformationis removed.To determine
to whomthee-mailmessageis addressed,your server usesseveralheuristics.This worksverywell for normalperson-to-person
e-mail.However, messagesfrom mailing lists (andothersourceswheretheuser’s accountnameis notpresentin theheaders)
cannotbedelivered.Any e-mailthatcannotbedeliveredwill bereturnedto thesender. If thee-mailcannotbereturnedto
sender, it will bedirectedto thesystemadministrator.

SomeISPsadda headerto eache-mailmessageasit entersthePOPmailboxto assistin determiningtheaddressee.One
commonheadertagis: "X-Delivered-To". If your ISPdoesthis,make noteof theheadertagusedsothatyoucanconfigureyour
server to look for it (explainedin a latersection).

Becauseof thepotentialproblemsinvolvedwith delivery of e-mailto multidropmailboxes,we stronglyencourageyou to
considerothermeansof mail deliverybeforeresortingto usingmultidrop.

Terms used in ordering connectivity and services

ADSL (or DSL)

ADSL is a typeof high-speedInternetaccessthatusesregularphonelinesandis availablein many metropolitanareas.

DomainName

This refersto theuniquenameattachedto your organizationon theInternet.For example,"tofu-dog.com"or "e-smith.com".If
you don’t have a domainname,your ISPcanhelpyou selectone,ensureit is available,andregisterit.

DNS(DomainNameService)

DNS,or DomainNameService,refersto thesoftwareandprotocolsinvolvedin translatingdomainnamesto IP addresses.Your
server providesDNS lookupservicesfor your localnetwork, andyour ISPtypically alsoprovidesyou with theIP addressesof
DNSservers.Theseserversdonot needto beconfiguredinto your server astheDNSserver thatis providedwith your server
will correctlyresolve all local andInternetnames.

DNS: Publicationof DNSAddressRecords

Thepublicationof DNSaddressinformationallows otherDNSserversto look up yourdomaininformation.Your ISPmust
publishDNSaddressrecordsassociatingthenameof yourwebserver ("www.domain.xxx"),FTPserver ("ftp.domain.xxx")and
e-mailserver ("mail.domain.xxx")with theIP addressof your server.
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DNS: Publicationof DNSMail (MX) Records

Thepublicationof DNSmail (MX) recordsis themethodusedto inform DomainNameServicesworldwidethatall e-mailto
your domain("yourdomain.xxx")shouldbedeliveredto youre-mailserver ("mail.yourdomain.xxx").

ETRN

ETRN is acommandusedfor dialupsolutionsin orderto retrieve e-mailtemporarilystoredat your ISP

Gateway IP Address

A gateway is thedevice onyour network thatforwardspacketsto andfrom theInternet.Thegateway IP addressis theIP
addressfor thatdevice.

InternetNews Service

If you wantaccessto Internetnewsgroups,your ISPwill needto provide theIP addressof anInternetnews server. TheISPwill
provide directionin configuringyour webbrowseror othernewsreadingsoftware.

PPP

PPPrefersto the"Point-to-PointProtocol"usedwhena modemconnectsto theISP.

PPPoE

"PPPover Ethernet"is a modifiedversionof PPPthatis usedover somehigh-speedADSL connectionsto theISP.

SecondaryMail Server

A secondarymail server receivese-mailfor your domainif yourserver is unavailable,andreattemptsdelivery later.

SubnetMask(or netmask)

A subnetmask(or anetmask)hasfour numericsegments(eachbetween0 and255)andlookslikeanIP address.It enablesyour
computersto deducewhatnetwork they areon.Your ISPprovidesthenetmaskfor theexternalnetwork betweentheISPand
your server.
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Host Computer

Thehardwarerequirementsof theSMEServerV5 with ServiceLinkaremodestcomparedwith otherserversoftwareavailabletoday.
However, becauseof its critical role in your office,selectinganappropriatehostcomputeris important.Thehardwarerequirements
of thehostcomputerdependon suchthingsasthenumberof usersonyour network, whetheryouplanto usetheproxyserver on the
server, andthespeedof your Internetconnection.

BecausetheSMEServerV5 with ServiceLinksoftwarereliesuponyourcomputermeetingthehardwarestandardsnotedin this
section,Mitel NetworksCorporationcannotsupporta server installedon hardwarethatdoesnotmeetthesestandards.

Beforeyou considertherequirementsdefinedbelow, pleasebeawareof thefollowing notes:

• Theserver shipswith theremoteaccessservicesdisabledby default.Enablingwebmailwill increasetheresourcerequirementsof
yourserver, in particularthememoryrequirement.Otherremoteaccessservices,suchassshandPPTP, arealso
processor-intensive.You shouldconsidera fastprocessorspeedif you intendto make significantuseof theseservices.

• Theserver shouldwork with any Pentium,Celeron,AMD or Cyrix processorthatcanrun RedHatLinux 7.1.

• For adedicatedconnectionin server andgatewaymode,yourserver requirestwo ethernetadapters(alsocallednetwork adapters
or network interfacecards).For a dialupconnectionor server-only mode,oneethernetadapteris needed.

• SCSI(SmallComputerSystemsInterface)is a systemfor addingperipheralsto acomputerwhich enhancesperformance,
reliability andscalability. If youareusinga SCSIsystem,you will needaspecificadapter/driver (installedsimilarly to anethernet
adapter)andwill needto purchaseSCSI-enabledperipherals.Thesetendto bemoreexpensive thantheir non-SCSIcounterparts
but thetradeoff is oftenworth it if thesystemwill beunderheavy loads.

Note: Our hardware recommendations only apply to servers with up to 500 users. This is not a technical limitation, and the SME
Server V5 with ServiceLink can provide services to more than 500 users. In that case, we suggest that you specify a custom
system using our Category 4 requirements as the minimum starting point.

5.1. Hardware Requirements for a Categor y 1 Server
Thefollowing informationoutlineswhatwe considertheminimumsystemthatcangive satisfactoryperformanceasa basicfile/print
server andnetwork gateway. Notethatwedo notbelieve sucha systemwill provide satisfactoryperformancefor featuressuchas
webmail,remoteaccessvia PPTPandfor ServiceLinkofferingssuchasautomaticvirusprotectionandIPSECVPNs.

Table5-1.Definition of a Category1 Server

# of Users Up to 10

Usage Light (minimaluseof remoteaccess,file sharingandotherdisk-intensive activity. No useof
webmail,virusscanningor VPNs.)
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Table5-2.Hardware Requirementsfor a Category 1 Server

Architecture PCI-basedPentium-classprocessor

Processorspeed 90MHz (or better)

Minimum RAM 32MB (64 MB recommended)

Harddrive IDE or SCSI- at least1 GB

SCSIadapter SCSIadaptermustappearon the supportedlist (only necessaryfor SCSIsystems)

Ethernetadapters Theethernetadaptersinstalledonyour server mustappearon thesupportedlist.

Modem(for dialuponly) Only modemsthatareLinux-compatiblemaybeused.WinModemsarenot supported.

CD-ROM drive ATAPI or SCSI

Floppy drive any

Monitor any

Graphicscard any

Mouse nonerequired

Soundcard nonerequired

5.2. Hardware Requirements for a Categor y 2 Server

Table5-3.Definition of a Category2 Server

# of Users Up to 40

Usage Light (moderateuseof remoteaccess,file sharingandotherdisk-intensive activity)

Table5-4.Hardware Requirementsfor a Category 2 Server

Architecture PCI-basedPentium-classprocessor

Processorspeed 400MHz (or better)

Minimum RAM 128MB

Harddrive IDE or SCSI- at least6 GB

SCSIadapter SCSIadaptermustappearon the supportedlist (only necessaryfor SCSIsystems)

Ethernetadapters Theethernetadaptersinstalledonyour server mustappearon thesupportedlist.

Modem(for dialuponly) Only modemsthatareLinux-compatiblemaybeused.WinModemsarenot supported.
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CD-ROM drive ATAPI or SCSI

Floppy drive any

Monitor any

Graphicscard any

Mouse nonerequired

Soundcard nonerequired

5.3. Hardware Requirements for a Categor y 3 Server

Table5-5.Definition of a Category3 Server

# of Users Up to 40

Usage Heavy (heavy useof remoteaccess,file sharingandotherdisk-intensive activity)

Table5-6.Hardware Requirementsof a Category3 Server

Architecture PCI-basedPentium-classprocessor

Processorspeed 600MHz (or better)

Minimum RAM 256MB

Harddrive IDE or SCSI(SCSIhighly recommended)- at least10GB

SCSIadapter SCSIadaptermustappearon the supportedlist (only necessaryfor SCSIsystems)

Ethernetadapters Theethernetadaptersinstalledonyour server mustappearon thesupportedlist.

Modem(for dialuponly) Only modemsthatareLinux-compatiblemaybeused.WinModemsarenot supported.

CD-ROM drive ATAPI or SCSI

Floppy drive any

Graphicscard any

Mouse nonerequired

Soundcard nonerequired
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5.4. Hardware Requirements for a Categor y 4 Server

Table5-7.Definition of a Category4 Server

# of Users Up to 500

Usage Heavy

Table5-8.Hardware Requirementsof a Category4 Server

Architecture PCI-basedPentium-classprocessor

Processorspeed 700MHz (or better)

Minimum RAM 256MB

Harddrive SCSI- at least20 GB (2 largeSCSIdrivesusingRAID1 stronglyrecommended)

SCSIadapter SCSIadaptermustappearon the supportedlist

Ethernetadapters Theethernetadaptersinstalledonyour server mustappearon thesupportedlist.

Modem(for dialuponly) Only modemsthatareLinux-compatiblemaybeused.WinModemsarenot supported.

CD-ROM drive ATAPI or SCSI

Floppy drive any

Monitor any

Graphicscard any

Mouse nonerequired

Soundcard nonerequired

5.5. Suppor ted Ethernet Adapter s
Eitheroneethernetadapter(in thecaseof dialupconnectivity or server-only mode)or two ethernetadapters(for dedicated
connectionsin server andgateway mode)mustbeinstalledon yourSME ServerV5 with ServiceLink.This sectiondescribeswhich
typesof ethernetadaptercanbeusedin thecomputerthatwill becomeyour server. (Thereareno restrictionson theethernetadapters
in yourothercomputers.)

Any adaptersinstalledon theserver mustappearon thefollowing supportedlist. Notethatonly PCI adaptersaresupported.The
PCMCIA adaptersusedin many laptopsandtheolderISA adaptersarenotsupported.

Note: Because SME Server V5 with ServiceLink is based on Red Hat Linux version 7.1, PCI ethernet adapters that can work with
Red Hat 7.1 should also work with SME Server V5 with ServiceLink. You can find an up-to-date searchable database at Red Hat’s
web site at: http://hardware.redhat.com/redhatready/cgi-bin/us/db-hcl.cgi (Choose Network Device/Controller from the
"Hardware Category" menu.)
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If you need more information about how to install an Ethernet adapter, please visit our HOWTO document on "Installing an
Ethernet Adapter in 11 Steps" found online at http://www.e-smith.org/docs/howto/nicinstall-howto.html

Be aware that your Mitel Networks Corporation service representative may not be able to support you if choose to use an adapter
that is not on our supported hardware list. Please consult your Mitel Networks Corporation service representative for more
information.

5.5.1. Suppor ted Ethernet Adapter s

Amongthemany Ethernetadapterssupportedby SMEServerV5 with ServiceLinkarethefollowing:

• 3Com3C501,3C503,3C509,3C556,3C590,3C592,3C595,3C597

• 3Com3C900,3C900B,3C905,3C905B,3C905C,3C980,3C985

• 3ComMegahertz3CXE589D,EC,ET

• AcctonEN1203,EN1207,EN1207(B,C,D,F),EN2212EtherDuoPCI,SOHOBASIC EN220

• AdaptecANA6901/C,ANA6911/TX,ANA6911A/TX

• ALFA GFC2206

• AMD

• Allied TelesynAT-2550,AT-2560

• AMD 79c970(PCnetLANCE), 79c978(HomePNA)

• AT&T GIS (NCR)100VG

• C-NETCNE-935

• CogentEM100,EM110,EM400,EM960,EM964(Quartet)

• CompaqNetFlex 3/P, IntegratedNetFlex 3/P

• CompaqNetelligent10 T PCI UTP, 10 T/2 PCI UTP/Coax,10/100TX Embedded,10/100TX PCI UTP,10/100TX UTP, Dual
10/100TX PCI UTP, Integrated10/100TX UTP, ProLiantIntegrated10/100

• Compex ReadyLink100TX,2000,ENET100-VG4

• D-Link DE-530CT, DFE500-Tx,DFE540-Tx

• Danpex EN-9400P3

• DEC21040,21041

• DavicomEthernet100/10

• FarallonPN9000SX

• FujitsuFMV-181,FMV-182,FMV-183,FMV-184

• GeneralInstrumentsSB1000

• GeniusGF100TXR(RTL8139)
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• HPJ2585A,J2585B,J2970,J2973

• IBM EtherJetPCI 10/100adapter(i82557)

• Intel 82556,82557,82865

• Intel PCI EtherExpressPro10+,Pro100+,Pro100B

• KingstonEtherXKNE100TX,KNE110TX,KNE120TX,KNE20T, KNE30T, KNT40T, KNECB4TX

• Lite-ON LNE100TX

• LucentWaveLan

• MacronixMX98713,MX987x5

• Microdyne/EagleNE10/100(i82557w/DP83840transceiver)

• NDC CommunicationsNE100TX-E

• NetgearFA310TX 10/100,FA310TXC10/100,GA620

• Novell NE1000,NE2000,NE2100,NE2500,NE3210,NL-10000

• OlicomOC-2183,OC-2325,OC-2326

• RacalInterlanES3210

• Realtek8029

• SamsungSmartether100SC1100

• Sis900

• SMC8432T, 8432BT, EtherPower, EtherPower10/100,EZ 1208T, EZ 1211TX,83C170QF, LANEPIC

• SurecomEP-320X

• Symbios83C885,Yellowfin G-NIC

• SyskonnectGigabitEthernet

• ThomasConradTC5048

• Znyx ZX312(EtherArray),ZX314,ZX315,ZX342,ZX344,ZX345,ZX346,ZX348,ZX351

If your adapteris not listedabove, it maybesupportedif it is basedon oneof thefollowing chipsets(checkwith RedHat’swebsite
mentionedabove for confirmation):

• AlteonAceNICGigabitEthernet

• Compex RL2000

• DECTulip

• KTI ET32P2

• NetVin NV5000SC

• RealTekRTL8029,RTL8029AS,RTL8129/8139

• VIA Rhine,VT86C926"Amazon"
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• Winbond89C940

5.6. Suppor ted SCSI Adapter s
If thecomputeryou planto usefor your server hasa SCSIharddisk,your SCSIadaptermustbesupportedby RedHatLinux 7.1.
PLEASENOTE: Only PCI SCSIadaptersaresupportedby theSMEServer V5 with ServiceLink.Furthermore,they mustcontaina
SCSIBIOS sothatthePCcanbootfrom theSCSIdisk.

Note: As SME Server V5 with ServiceLink is based on Red Hat Linux version 7.1, PCI-based SCSI adapter that can work with Red
Hat Linux 7.1 should also work with SME Server V5 with ServiceLink. You can find an up-to-date searchable database at Red
Hat’s web site at: http://hardware.redhat.com/redhatready/cgi-bin/us/db-hcl.cgi (Choose Storage Device/Controller from
the "Hardware Category" menu.)

Becausetherearea very largenumberof SCSIadapterssupported,thelist below containstheoverall categoriesof supported
adapters.If youradapterfalls into oneof thesecategories,it is probablysupported.Pleasecheckwith your Mitel Networks
Corporationservicerepresentative to verify supportfor your card.

Be awarethatyour Mitel NetworksCorporationservicerepresentative maynot beableto supportyou if chooseto usea SCSI
adapterthatis notonour supportedhardwarelist. PleaseconsultyourMitel NetworksCorporationservicerepresentative for more
information.

Note: In the list below the use of an ’x’ symbolizes a wildcard. For example, ’AHA-29xx’ indicates it applies for the ’AHA-2930’ as
well as the ’AHA-2940’ and any other models beginning with ’AHA-29’.

• AdaptecAIC-78xx, AHA-29xx, AHA-394x, 29160/39160,AHA-1520B

• AdvansysABP510,ABP514x,ABP930/40,ASC1200

• AMI MegaRAID

• Artop ElectronicCorpAEC671x

• Dell PowerEdgeRAID Controller21, ExpandableRAID Controller2/3

• FutureDomainTMC-18C30

• HPNetRAID-4M

• IBM ServeRAID

• ICP RaidControllerGDT 6xxx, GDT 7xxx

1. Notethatthefirmwareon this controllermayneedto beupdatedbeforeit canwork yourserver. Seehttp://www.e-smith.com/faq/for more
information.
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• Initio CorpINI-940, INI-950, INI-9100/9100W, 360P

• Intel 80960RP

• Mylex (BusLogic)FlashPointSeries,MultMaster01/10

• Symbios53c1510,53c8xx

• Q Logic QLA10160,1080,1240,1280,2100,220012160

5.7. Suppor ted Tape Drives
If you intendto usethetapebackupcapabilitiesof theSMEServer V5 with ServiceLink,you musthave a tapedrive thatwill work
with a Linux system.

Webelieve thatmostSCSItapedrivesandmany IDE tapedriveswill work correctly. Unfortunately, thepopularOnStreamtape
drivesdo notat thecurrenttimework with RedHat Linux version7.1,andhencearenotsupportedby yourSME ServerV5 with
ServiceLink.

Wehave testedthefollowing tapedrivesandknow thatthey work with theSMEServer V5 with ServiceLink:

Table5-9.SupportedSCSI TapeDri ves

Vendor Model Revision Format

HP HP35470A T603 DAT

SONY SDX-300C 0400 AIT

Table5-10.SupportedATA (IDE) TapeDri ves

Vendor Model Revision Format

Seagate STT20000A 8A51

Wehave testedandverifiedthatthefollowing tapedrivesdo not work with theSME ServerV5 with ServiceLink:

Table5-11.UnsupportedATA (IDE) TapeDri ves

Vendor Model Revision Format

OnStream DI-30 ADR

If you donot have oneof thesupporteddriveslistedabove you maywantto checkwith http://hardware.redhat.com/for information
abouthow well thatdrive will work with RedHat Linux 7.1.

Note: If your tape drive is not listed at Red Hat’s site, you can visit http://www.linuxtapecert.org/ to see if your tape drive vendor is
participating with that tape drive certification effort. Be aware that some of the solutions developed to get certain tape drives to
work with Linux may require kernel modifications and only be attempted by experienced developers. Please consult your Mitel
Networks Corporation service representative for more information.

30



Chapter5. Hardware Requirementsof theSMEServerV5 with ServiceLinkHostComputer

31



Chapter 6. Installing And Configuring Your SME Server V5 with ServiceLink
Software

6.1. Licensing Terms and Conditions
In installingtheSMEServer V5 with ServiceLinksoftware,you areagreeingto theopensourcelicensingtermsandconditions
associatedwith it. Youcanreadthesetermsandconditionsin theintroductionto this manualunderthetitle Software Licensing
TermsandConditions.

Warning

The computer on which you install this software will be totally dedicated to being your SME Server V5 with ServiceLink.
The hard drive of this computer will be erased and re-written with the Linux operating system - dramatically enhancing the
reliability of your server over other operating systems. However, this means that while this computer is acting as your
server, you cannot use it for any other purpose.

Note: If you have previously installed and configured a server and are reinstalling the software, please be aware that you must use
the Upgrade option in order to preserve your existing configuration and data. Simply performing a new installation will erase all
previously existing user accounts, user directories, i-bay contents and web site and configuration parameters. If you have not
already done so, you may wish to back up the contents of your server onto one of your desktop computers. You can do so easily by
selecting "Backup or restore" from the server manager, as explained in the chapter on on-going administration of your server.

6.2. RAID1 Suppor t (Disk Mirr oring)
With SMEServer V5 with ServiceLink,you have theability to setupdisk mirroring,alsocalledRAID Level 1. In disk mirroring,
you basicallywrite all of your datato two separateharddisksinstalledin your server. Oneis themirror of theother. Shouldthe
primarydiskexperiencea hardwarefailure,themirror diskwill continueoperationsasif nothinghadhappened.All of your datawill
beprotected.

Disk mirroringcanbeaccomplishedthrougheithersoftware or hardware .

6.2.1. Software Mirroring

To enablesoftwareRAID1 support,youmustfirst have two disksthatareeitherthesamesizeor capableof having partitionsof the
samesize.They canbeeitherSCSIor IDE drives.They must both be installed in your systemprior to installing the SME Server
V5 with ServiceLink software.SoftwareRAID support canonly beconfiguredat the time you install the software. If you
choosenot to configureRAID supportonyour server, andlaterwish to doso,you will needto reinstalltheSME ServerV5 with
ServiceLinksoftware.

Onceyou have two diskdrives,activatingRAID supportrequiresonly a veryslight changein thesoftwareinstallationprocess.

Note: SME Server V5 with ServiceLink supports a software implementation of RAID Level 1, known as disk mirroring. It does not
support RAID Level 0 (disk striping), as that does not provide any protection of your data whatsoever. It does not support RAID
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Level 5 (disk striping with parity) because of the poor performance and reliability of software implementations of RAID5. If you are
seeking RAID5 support, Mitel Networks Corporation recommends you consider one of the many hardware implementations which
will provide both protection and performance.

6.2.2. Hardware Mirroring

With hardwaremirroring,youusea specialRAID diskcontrollerto performtheactualmirroringacrossmultiple disks.As mirroring
is performedin hardware,theperformancecanbesignificantlyfasterthansoftwaremirroring.Additionally it cansimplify
configurationbecauseto theoperatingsystemtheentireRAID disksystemlookslike onesingledisk.

Youshouldbeableto useany RAID controllerlistedin thesectionin Chapter4 on supportedSCSIadapters.

If you aregoingto usehardwaremirroring,youshouldNOT chooseInstall - Dual hard diskwith software RAID-1mirroring in the
installationprocess. (Doingsowill enablesoftware mirroring.) Instead,you shoulddoa regularinstallationof thesoftware.

Note: Using one of the suggested hardware RAID controllers, you will be able to upgrade from an earlier version of the server to
version 5.0 using the standard upgrade process . You should back up all your data and test carefully after installation.

6.3. Upgrading From A Previous Version
If you have previously installeda server or ane-smithserver andgateway andnow wish to upgradeto version5.0,you can doso
while preservingyourconfigurationdata.To doso,selectUpgrade from theappropriatescreenin theinstallationprocess.

While theupgradeshouldproceedsmoothly, wedorecommendthatyoubackupyoursystemprior to performingthisupgradejust to
besafe.

Warning

It is not possible to use the Upgrade option to add software mirroring (RAID1) to an existing server.

If you previously installed software mirroring with server version 4.1, you should be able to upgrade without any problems.
However, if you want to upgrade a version of the server server prior to 4.1 (or an server 4.1 that was not installed with
software mirroring) to use software mirroring (RAID1) support, you should:

1. perform a backup through the server manager

2. perform a fresh install selecting the software mirroring option

3. restore the backup through the server manager

If you do choose to use software mirroring in version 5.0, we expect that you will be able to upgrade to future versions of
the SME Server V5 with ServiceLink.
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6.4. Installing the Software

Note: If you are configuring your system with RAID1 support, notice that your step 4 below will be slightly different. If you skipped
the previous section on RAID, it would be advisable to read it before proceeding.

Step1: InserttheCD-ROM. If your computeris anoldermodelthatis unableto bootfrom CD-ROM, you will alsoneedto insert
thebootfloppy. Mostmoderncomputersdo notneedto usea bootfloppy.

Step2: Review thewarningscreensandtypeaccept to indicateyouracceptanceof Mitel NetworksCorporation’s legal termsand
conditionsandyour acknowledgmentthatinstallationof thesoftwarewill rewrite thehostcomputer’s harddrive.

Warning

The installation (or upgrade) process formats and erases all attac hed hard drives. If you have multiple hard drives, be
sure to back them up prior to starting the installation process.

Step3: Readthesoftwarelicensingtermsandindicateyour acceptanceof thelicense.

Step4: Choosewhetheryou wish to Install ona singlehard disk(or usehardware mirroring), Install ondual hard disksusing
software mirroring (RAID1 support),or Upgrade.

Step5: Readthescreenoffering a final warning.Typeproceed andhit enteron the"OK" buttonto continue.Theinstallation
processwill now automaticallyproceedto install thenecessarypackages.

Step6: Indicatewhetheryouwish to createanemergency bootdiskette.Thiscanbeusedin thefutureto bootthesystemin theevent
thatyouareunableto bootfrom theharddisk. If you chooseyes,you will bepromptedto inserta blankdiskette.We recommend
thatyoudo createanemergency bootfloppy andput it in a safeplacewhereyoucaneasilyretrieve it whennecessary.

Step7: Finishingtheinstallationis automaticandtakesonly a few minutes.At theendof theprocess,you will bepromptedto
remove thefloppy disketteandCD andthento rebootyour computer.

6.5. Configuring your SME Server V5 with ServiceLink
Onceyour systemhasrestarted(sothatit is no longerbootingfrom theinstallationCD), youarereadyto configureyoursystem.

If your ISPprovidedyou with a summaryof yourconfigurationchoicesandnetwork information,we suggestthatyou keepit handy
while completingthescreensin theconfigurationsectionof theserver console.

Thereareseveraltypesof configurationparametersthatmustbeenteredinto your server:

• thesystempassword

• thetypeof ethernetadapters(network interfacecards,or NICs) thatwill beusedby your server to communicatewith theinternal
network andtheInternet(or externalnetwork). Typically, theserver softwarewill detectthis informationautomatically. (Notethat
if you areconnectingto theInternetwith adialupconnection,you only needoneethernetadapter.)

• configurationfor theinternal(local) network - youmustprovide informationaboutyour internalnetwork sothatyourserver can
communicatewith othermachinesonyour localnetwork.
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• operationmode- you mustselectwhetheryourserver will operatein server andgateway modeor server-only mode.

• configurationfor theexternalnetwork/Internet- you mustconfigureyour server sothatit cancommunicatewith your ISPeither
by a dedicatedconnectionor usinga dialupconnection(only for serverandgatewaymode).

• miscellaneousinformation- thereareseveralfinal itemsto configure,suchaswhetherto allow your usersto usea proxyserver,
whetherto provide statusreportingto Mitel NetworksCorporation,andwhetheryou wish to securetheserver consolesothatit
canonly beaccessedusingtheadministrator’s password.

As youselecta givenconfigurationparameter, you will bepresentedonly with thescreensnecessaryfor your givenconfiguration.
Eachscreenwill provide you with a simple,detailedexplanationof therequiredinformation.

Note: The "K eep" option: As you move through the configuration screens, you will notice that there is a "Keep" option which will
allow you to keep the choices you may have made previously. Obviously, when you are configuring your system for the first time,
many of these choices will not have been made, but if you later go back to re-configure the system, this option can save time.

6.6. Setting Your Administrator Password
As shown in theimagebelow, thefirst thingyouwill beaskedto do is to setthesystempassword.This is thepassword youwill enter
to accesstheweb-basedserver manager. Dependingonhow you configurethesystem,you mayalsoneedto enterthispassword to
accesstheserver console.It is extremelyimportantthatyou choosea goodpassword andkeepthatpassword secret.

Anyonewho gainsaccessto this password hasthe power to make any changeto your server!

After you enterthepassword once,youwill beaskedto typeit againto confirmthatthepassword wasrecordedcorrectly.

Note: You can use any ASCII printable characters in the administrator password. As this password gives someone total control
over your server, you should choose a password that cannot be guessed easily. A good password should contain mixed upper- and
lower-case letters, numbers and punctuation, yet also be easy to remember. An example might be "Iwme-sS!" as in "I want my
e-smith Server!" (Please don’t use this example as your password!)
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6.7. Configuring Your System Name and Domain Name
As shown below, yournext stepis to entertheprimary domainnamethatwill beassociatedwith yourSME ServerV5 with
ServiceLink.(Youcanlaterconfigureothervirtual domainsthatwork with theserver.)

Next youneedto provide a namefor your server. Youshouldthink carefullyaboutthisaschangingit latermaycreateadditional
work. (For instance,Windows clientcomputersmaybemappingdrivesto your server usingits name.Thoseclientswould needto
remapthedrive usingthenew name.)

Tip: You should make the system name as unique as possible in case you someday decide to link your server to another server
using an IPSEC VPN. When you do, each server will need a unique name. Using some type of theme, such as location names,
may be an effective way to ensure unique names.

6.8. Configuring Your Local Network

6.8.1. Selecting Your Local Ethernet Adapter

An ethernetadapter- alsocalledanethernetcardor network interfacecard(NIC) - is a specialpieceof hardwarethatservesasthe
interfacebetweena computerandtheethernetnetwork. It connectsyour computerandtheethernet,allowing thecomputerto
communicatewith othercomputersanddeviceson thenetwork.
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A computerneedsa specialsoftwareprogram,calledan"ethernetdriver", to useanethernetadapter. Which ethernetdriver is
requireddependsonwhich ethernetadapteris installedonyour computer.

Youwill first needto selecttheappropriatedriver for theethernetadapterconnectedto your localnetwork, a shown in thescreen
below:

If you areusingaPCI ethernetadapterthatappearsonour supportedlist, it is likely thatyour server will beableto detectyour
hardwareautomaticallyandyou will simply beableto chooseoption1, "Usexxxx (for chipsetyyyy)", where’xxxx’ and’yyyy’ are
specificto yourhardware.If thesoftwarefails to detectit correctly, you canmanuallyselecttheappropriatedriver for your ethernet
adapterfrom a list of driversor from a list of ethernetadaptermodels.After theappropriatedriver is selected,select"OK" and
proceedto thenext screen.

6.8.2. Configuring Local Network Parameter s

YourSMEServer V5 with ServiceLinkneedsinformationaboutyour localnetwork in orderto communicatewith theother
computersonyour network. This includestheIP addressandthesubnetmaskon yourserver’s internalinterface.Becauseyour
server actsasa gatewayandfirewall, thesewill differ from theIP addressandsubnetmaskon theexternalinterface.

If you planto operatein server andgateway mode(explainedin greaterdetailbelow), your server will actasarelaybetweenyour
localnetwork andtheInternet.Becausenocomputeronyour localnetwork, otherthanyourserver, directly interactswith theexternal
world, theIP addressesassignedto thosecomputersneedonly beuniquewith regardsto your localnetwork. (It doesn’t matterif a
computeronsomeoneelse’s localnetwork usesthesameIP address,becausethetwo machineswill notbein directcontact.)As a
result,we areableto usespecial"non-routableIP addresses"for your localnetwork, includingtheinternalinterfaceof your server.
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If you have no reasonto prefer onesetof IP addressesover another for your local network, your server will prompt you with
default parametersthat are probably appropriate in your situation.

Tip: If you are installing servers at multiple sites within your organization, you may find it useful for later troubleshooting to use
different network addresses for each site. Additionally, if you ever want to establish an IPSEC VPN between the servers, each
server will need to use a different range of IP addresses. Even if you are not planning to use a VPN right now, it would be safest to
use unique network addresses for each location.

If, however, you areoperatingyour server in "server-only" modeandtherearealreadyserverson yournetwork, youwill needto
obtainanunusedIP addressfor your localnetwork.

Next, you will bepromptedto enterthesubnetmaskfor your localnetwork. If youareaddingyour server to anexistingnetwork,
you will needto usethesubnetmaskusedby thelocalnetwork. Otherwise,unlessyou have a specificneedfor someothersetting,
you canacceptthedefault setting.

6.9. Operation Mode
After configuringyour SMEServer V5 with ServiceLinkfor your localnetwork, you will seethefollowing screen.This is where
you selectyour server’s operationmode.
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6.9.1. Option 1: Server and gateway mode

In server andgateway mode,yourserver providesservices(suchase-mail,webservices,file andprint sharing)to your network and
alsoactsasa gatewaybetweenyour internalnetwork andtheoutsideworld. Thefactthatit servesasa "gateway" meansit has
separateinterfaceswith eachnetwork, andprovidessecurityandrouting.

If you configureyour server to operatein server andgatewaymode,yourserver will requireeither:

1. two ethernetadapters(oneto communicatewith thelocalnetwork andtheotherto communicatewith theexternal
network/Internet)

2. oneethernetadapter(for thelocalnetwork) anda modemfor a dialupconnection

With server andgatewaymode,thereareanumberof extra parametersthatwill needto beconfigured.Thesewill bediscussedin the
next section.

6.9.2. Option 2: Private server and gateway

Thismodeis avariationof option1 andprovidesthesamefunctionalitywith thefollowing differences:

• Yourwebserver is not visible to anyoneoutsideof thelocalnetwork.

• Yourmail server is notaccessiblefrom outsideof thelocalnetwork.

• Additional firewall ruleshave beenconfiguredto droppacketsfor variousservices(suchas’ping’ requests).

All servicesare availableon theinternalnetwork. Thedifferencesareentirelyin how your server is seenby theexternalworld.

Youwould selectthismodeonly if you wish to usetheserver asa gateway, but do notwish to publishany servicesto theexternal
Internet.
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6.9.3. Option 3: Server-onl y mode

Server-only modeis appropriateif you donot wish to usethegateway capabilitiesof your server. In this configuration,yourserver
connectsonly to thelocalnetwork anddoesnotconnectdirectly to theoutsideworld (althoughit mayconnectindirectly through
your firewall or anotherserver).

Warning

Because the server "trusts" the local network to be secure in server-only mode, it must be behind a firewall of some type.
Under no conditions should it be directly connected to the Internet.

Yournetwork will resembletheimagebelow:

If you have a connectionto the Inter net by wayof anothergateway or corporatefirewall, you canconfigureyour server to provide
services(includinge-mail,webservices,file andprint-sharing)to yournetwork. In this instance,youdo notneedyourserver to
provide thegateway role becausethatrole is fulfilled by your firewall. If you selectOption3, "Server-only mode- protected
network ", yourserver will provide your localnetwork with web,e-mail,file andprint-sharing.

On thenext configurationscreen,you shouldentertheIP addressfor theInternetgateway onyour localnetwork. If you do nothave
anInternetconnection,simply leave this configurationscreenblank.

6.10. Configuring Server and Gateway Mode
If you areconfiguringyour server to operatein server andgatewaymode,you mustselectoneof two Internetconnectiontypes- a
dedicatedconnection (suchasADSL or cablemodem)or a dialup connection(in whichcaseyou will beconnectingto your ISP
via a modem).
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Thenext stepafterselectinga connectiontypeis to enterthespecificparametersrepresentingthatconnection.

6.11. Server and Gateway Mode - Dedicated
How you configureyourserver’s externalinterfacedependson whetheryou areusinga dedicatedconnectionor adialupconnection.
Therefore,if you configuredyour server for "server andgatewaymode- dedicatedconnection"you will bepresentedwith very
differentconfigurationscreensthanif you configuredtheserver for "server andgateway - dialupconnection"(asdiscussedin the
next section).

6.11.1. Configuring Your External Ethernet Adapter

As youdid previously with your localethernetadapter, youneedto configurethedriver for yourexternalethernetadapter. As before,
thesoftwarewill attemptto detectthecard.If it correctlyidentifiesthecard,you canproceedusingOption1, "Keepcurrentdriver".
If it doesnot,you will needto manuallyselectthedriver.
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6.11.2. Assigning Your Ethernet Adapter s to Network Connection

To communicatesuccessfully, yourserver needsto know whichethernetadapterconnectsit to theinternalnetwork andwhich
adapterconnectsit to theexternalnetwork/Internet.Yourserver will make this designationautomatically- thefirst ethernetadapter
(in position"eth0")will normallybeassignedto thelocal, internalnetwork andthesecondethernetadapter(in position"eth1")will
normallybeassignedto theexternalnetwork/Internet.In theeventthatthis assumptionis incorrect,thisscreenallows you to easily
swapthatdesignation.

If you don’t know whichethernetadapteris designatedto eth0andwhich is designatedto eth1,wesuggestyou leave it in thedefault
configurationwhile completingtherestof thescreens.You will laterhave theopportunityto "TestInternetAccess"from theserver
console.If your testfails at thattime,returnto this screen,swapthecardassignmentandretry thetest.

Tip: If you are using two different network interface cards, you will see which driver is associated with eth0 and which is associated
with eth1. This information can help you determine which card is eth0 and which is eth1. If you have two cards that use the
identical driver you will see a screen such as the one above where the actual driver is not listed.

6.11.3. Configuring Your External Interface

With a dedicatedconnectionin server andgateway mode,you will bepresentedwith thefollowing screen:
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Yourserver mustknow threeadditionalthingsto communicateon theInternet:

• its own uniqueIP addresssothatInternetdatapacketscanreachit.

• asubnetmask(alsocalleda netmask)which lookslike anIP addressandallows othercomputersto infer your network address
from your IP address.

• theIP addressof theexternalgateway for your server. This is theIP addressof therouteron yourserver’s externalnetwork. It
identifiesthecomputerthatyour server shouldcontactin orderto exchangeinformationwith therestof theInternet.

Normally, you wouldneedto know this informationandenterit into theserver console.However, mostISPsarecapableof
automaticallyassigningtheseconfigurationparametersto your server usinga DHCPserveror PPPoE.

If you have a static IP addressand your ISP is configuring your server usingDHCP or PPPoE, selectOption1, 2 or 3
dependinguponhow you will beconnectingto your ISP. Whenyou first connectto your ISP, yourserver will automaticallybegiven
its externalinterfaceconfigurationparameters.

If your ISP is providing you with a dynamic IP address, theISPwill configurethis throughDHCPor PPPoEandyour server will
bere-configuredautomaticallywhenever your IP addresschanges.If you planto usea DynamicDNS service,selectOption2.
Otherwise,selectOption1.

Therearesomeverygoodreasonsto usea dynamicDNSserviceif you have a dynamicallyassignedIP address.It is a simple,
affordableway to ensurecontinuityof servicewhenyour IP addresschanges.Pleasereadthenext sectionondynamicDNS for more
informationaboutdynamicDNS.

If you are usingADSL and needPPPover Ethernet, chooseOption3. Youwill thenbeaskedfor theusernameandpassword you
useto connectto your ISP. NotethatsomeISPsrequireyou to entertheir domainnameaswell asyour username.

What is PPPoE?

PPPoEis thePoint-to-Point Protocolover Ethernet. Essentially, it is animplementationof thepopularPPPprotocolusedfor
dialupconnections- only configuredto runover anEthernetconnection.Many ISPsthatprovide ADSL connectionsusePPPoE
asthemethodof connectingtheir customersto theInternetover ADSL.
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If you have a static IP addressand your ISP doesnot offer DHCP or PPPoE, thenyour ISPwill give you thestaticIP address,
subnetmask(or netmask),andthegateway IP addressof thedevice thatyourserver shouldconnectto in orderto communicatewith
theInternet.Assumingyouhave this informationonhand,you cangoaheadandselectOption4. Successive screenswill promptyou
to entereachparameter.

6.11.4. Configuring Dynamic DNS

If you chooseeitherof theDHCPoptionsor PPPoE,youwill bepresentedwith anadditionalscreenwhereyoucanchoosewhich
dynamicDNSserviceyou wish to use.

Theserver is pre-configuredto operatewith four dynamicDNSorganizations:yi.org (http://www.yi.org/), dyndns.com
(http://www.dyndns.com/),dyndns.org (http://www.dyndns.org/), andtzo.com(http://www.tzo.com/).(Youcanelectto usea
differentservice,but doingsowould requiresomecustomizationof theserver.) Oncetheserviceis selected,thesubsequenttwo
screenswill promptyou to enteryouraccountnameandthepassword for your account.(Thesetwo parameterswould begivento
you by theservice.NotethatthedynamicDNSservicemayplacerestrictionson whichdomainnameyoucanusefor your
company.) PleasereadAppendixB ondynamicDNSfor moreinformationaboutwhethera dynamicDNS is right for you.

6.12. Configuring the Server for Server and Gateway Mode - Dialup Access
If you selectdialupaccess,successive screenswill askyou for thefollowing information:

• informationregardingthemodemconnectionwith your ISP, includingtheserialport yourmodemis connectedto 1

1. Yourmodemdocumentationmayindicatewhichserialport is usedby themodem.Youmayalsobeableto visually identify whichport your
modemuses.
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• modeminitialization screen- mostuserscansimply leave this blank,but with someparticularmodems,additionalinformation
mayneedto beenteredhere

• thedialupaccessphonenumber

• username

• password

• connectionpolicy

This last itemmaybeof specialinterest.As shown in thescreenbelow, youcanconfigurewhattypeof policy you wish to have in
placeduringtypicalwork hours.If you arein a smalloffice andwish to shareyourphoneline betweenyour computerandphoneor
fax,you maywish to minimizethetimeyou areonline.This is alsotrueif your ISPchargesa feeona per-minutebasis.On theother
hand,if you have a separatephoneline or unlimitedtime with your ISP, you mightwantto have longconnectiontimesor a
continuousconnection.

Warning

If you are using a dial-on-demand link to your ISP, please be aware that you can incur very steep phone charges due to
dialup connection attempts to the ISP. We are aware of at least one case in which a failed modem link at the ISP resulted
in several thousand connection attempts over a couple of days - and a hefty phone bill. If your telephone carrier charges
you per-call or per-minute fees, we suggest that you contact your ISP and ask whether it is willing to assume
responsibility if a failure at their end results in a large phone bill.

After configuringthis policy for "work" hours,you canthenconfigurethepolicy for timeoutsideof office hoursandadditionallyfor
theweekend.Noticethatyoudo have thechoiceof never , which wouldallow you to restrictyour systemfrom connectingon
weekendsor duringoff-hours.

Theconnectionpolicy definesseveralchoicesincludingShort, Medium or Long. Thesespecifyhow long theserver shouldwait
beforedisconnectingthedialupconnection.If your office only sharesa singlephoneline, theShortoptionminimizestheamountof
connectiontime andfreesup thephoneline for lateruse.Thedown sideto this is thatif someoneis readinga long pageon theweb
siteor stepsaway from their computerfor a brief moment,whenthey wantto thengo to anotherwebpage,theserver will probably
have disconnectedandwill needto redialandconnect.On theotherhand,settingtheLongconnectiontimewill resultin users
experiencingfewer delayswhile waiting for theserver to reconnect.However, thephoneline will usedfor a largeramountof time.
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Therearetwo separatetimeoutvaluesconfiguredby eachchoice.Onevalueis thelengthof time sincethelastHTTP (web)packet
wentthroughtheserver. Theotheris a moregeneraltimeoutfor any othertypesof packets.Thedifferenceis therebecauseit is
assumedthatpeoplereadinga webpagemaytake longerto go on to anotherwebpage,whereasusersconnectingto anotherservice
(suchassshor POP3to anexternalserver) probablywill bemoreactive thansomeoneusinga webbrowser. Thetimeoutvaluesare
shown in thetablebelow.

Choice HTTP Timeout Other Timeout

Short 3 minutes 30seconds

Medium 10minutes 5 minutes

Long 20minutes 10minutes

Notethatthereis alsotheoptionfor aContinuous dial-upconnection.Choosingthis optionis basicallyequivalentto creatinga
permanentor dedicatedconnection,but only doingsothroughtheuseof adial-upconnectionanda modem.Oneexampleof this use
mightbeto setaContinuous connectionpolicy duringwork hoursandthensomevariablepolicy duringoff-hoursandthe
weekend.Assumingthatyour ISPis okaywith thisarrangementandyou canafford to do sofinancially, thesesettingswould give
your usersthefastestresponsetimeastheconnectionwouldalwaysbeonline.

6.13. Configuring Your DHCP Server
Younow will bepromptedregardingDHCPservice.YourSMEServer V5 with ServiceLinkcanbeconfiguredto provide DHCP
serviceto your internalnetwork. TheDHCPserver canautomaticallyconfiguretheothercomputersonyour internalnetwork with
suchparametersasnon-routableIP address,subnetmaskandgateway IP address.This reducestherisk of errorandsimplifiesthe
processof configuringyournetwork.

Werecommendconfiguringyour server to useDHCPto configureall of yournetwork clients.Youshouldnot do this if thereis an
existingDHCPserver on yournetwork asthereshouldtypically beonly oneDHCPserver pernetwork.

6.13.1. Configuring the DHCP Address Range

BeforetheDHCPserver is ableto assignIP addressesto thecomputersonyour network, you needto tell it whatrangeof IP
addressesit cansafelydistribute.As above, this sectionis pre-configuredwith defaults that are appropriate in mostsituations.
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If you have fewer than 180machineson your local network and no reasonto prefer onerangeof IP addressesover another,
you can simply acceptthe defaults for thesescreens.

If thedefaultsarenotappropriateto yoursituation,you mayneeda bit of backgroundto understandhow to configurethis range.For
example,if youenteredtheserver addressof 192.168.1.1andsubnetmaskof 255.255.255.0(thedefault settings),theconfiguration
scriptwill infer thatyour "network" is 192.168.1.0andthatvalid addressesarefrom 192.168.1.1to 192.168.1.254.If you entered
somenumbersuchas192.168.100.1for theserver, thescriptwill infer thatyourvalid addresseswill be192.168.100.1through
192.168.100.254.

If you enterthenumber"192.168.202.65" asthe"beginningof DHCPaddressrange",asshown below, thefirst computerservedby
theDHCPserver would receive theIP addressof 192.168.202.65.Thesecondcomputerwould receive theIP addressof
192.168.1.66, andsoon.

If you specifythattheendof therangeis "192.168.202.250", asshown below, thenthelastcomputerableto receive DHCPservice
would beassignedtheIP address192.168.202.250.Onceall theavailableIP addresseswithin thatrangeareassigned,your DHCP
server will no longerserve IP addressesto new computers.

6.13.2. Impor tant issues about the DHCP address rang e

The usual rangemaximum is 254: Normally the"endof DHCPaddressrange"cannotexceed"254". If youhave morethan253
computersonyour network andwould like to exceedthis rangemaximum,you canusea ClassB or ClassA non-routableaddress
for yournetwork. In thiscasethenumberenteredin the"endof range"field needsto becalculatedandentereda little differently. If
you fall into this category, we recommendyoucontactMitel NetworksCorporationor aMitel NetworksCorporationpartnerfor
assistance.Notethatthedefault rangemaximumis 250.As explainedbelow, this is to allow a few staticaddressesat theendof the
range.

The local IP addressassignedto your server itself must fall outsideof this range: In otherwords,you shouldnotassignyour
server a non-routableIP addressthatis alsoassignableby theDHCPserviceto anothercomputeronyour network. If yourserver is
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assignedtheIP addressof "192.168.1.1"thenthelowestpossiblenumberin theDHCPrangeshouldbe"2".

We recommendthat you leave a small pool of IP addressesthat canbe manually assigned:Someof thecomputers(or devices
suchasnetwork printers)onyour network maynotbeableto acceptDHCPservice.Therefore,it is preferableto excludesomeIP
addressesfrom theDHCPrangesothey areavailableto beassignedmanuallyto thosecomputers.For example,usingthe
192.168.1.0block of addresses,thedefault "beginningof DHCPaddressrange"is "192.168.1.65".This ensuresthatnon-routableIP
addresses"192.168.1.2" through"192.168.1.64" areavailableto you if any computersonyour network cannotacceptDHCPservice.
Additionally, thedefault endof "192.168.1.250"leavesaddresses"192.168.1.251" through"192.168.1.254" available.

6.14. Fur ther Miscellaneous Parameter s
Therearea few, final connectivity-relatedparametersthatmustbeenteredinto your SMEServer V5 with ServiceLink.

Master DNSserver: Thefirst optionis for a master(or primary)DNSserver. Youshouldonly configurethisvalueif your server is
behinda firewall andcannotperformdirectqueriesto InternetDNSservers.Most installationsshouldleave this settingblank.You
do not needto configureyour server to useyour ISP’sDNSservers.

Note: Your SME Server V5 with ServiceLink contains a fully functional caching DNS server and in almost all cases you will not
need to enter the address here for a DNS server. However, some corporate firewalls restrict DNS queries from internal DNS
servers. If that is the case, you will need to supply the address for an external DNS server.

External proxy server: Thenext screenallows you to configureyour server sothatthecomputersonyour network will usea proxy
server outsideof your ownnetwork. SomeInternetServiceProvidersmayrequirethis.Additionally, if your server is behindanother
firewall, it mayneedto usetheexternalproxyserver. If youhave questionsaboutwhetherto useaproxyserver, we recommendyou
readAppendixC onusinga proxyserver. In mostenvironmentsyou canprobablyleave this blank.

Statusreporting: Youwill beaskedto decidewhetherto enablestatusreportingto Mitel NetworksCorporation.Throughstatus
reporting,Mitel NetworksCorporation,trackstheperformanceof its serversworldwide.Everyday, your server wouldsenda small
packet of datacontainingup-timeinformationto Mitel NetworksCorporation.Theinformationsentto Mitel NetworksCorporation
is minimal andis not sharedwith any otherorganization.

Consolemode:Next, asshown below, you selectthesecuritysettingfor theserver consoleitself - in otherwords,whetheruserswill
requirea password to accesstheserver console.If youchoosethedefault, "auto", theserver consolewill bedisplayedonyour server
monitor. In many smalloffice or homeoffice situations,this is perfectlyacceptable.However, doingsoallows anyonewith physical
accessto your server monitorandkeyboardto make system-widechanges.If you areconcernedaboutsecurityin your situation,you
maywish to choose"login." This settingpreventsusersfrom accessingtheserver consoleunlessthey login as"admin" with the
systempassword you setearlierin theprocess.Notethatthis settingcontrolsaccessto theserver consoleonly; it doesnotcontrol
whetheryou (or anyoneelse)canadministeryour server usingthewebinterface.
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Contact e-mail address:Finally, you will have theoptionof providing acontacte-mailaddressandname.If you would like to be
notifiedof securityupdatesor new versionsof software,westronglyencourageyou to provide at leastyour e-mailaddress.As the
screenindicates,we will only sendyou noticesof updatesandno otherinformation.Yourcontactinformationwill notbeshared.

Thelastscreenasksyou to confirmthechangesyou have made.After thechangestake effect,you will seeotherservicesstartingup.
Whenthatis finished,your server shouldbefully operational!

Congratulations- you have configuredyourSME ServerV5 with ServiceLink!!

Afterwardyou maywantto testyour Internetaccessusingthetestoptionin theserver console.If you chose"auto"earlier, theserver
consoleremainspermanently"up" onyour server. Otherwiseyou would needto login as"admin".Most routineadministration(for
example,addingor deletinge-mailaddresses)is donefrom yourdesktopcomputerusingtheweb-basedserver manager(reviewedin
a laterchapter).Therefore,onceit is upandrunning,mostusersput their server in anout-of-the-way placeandturnoff themonitor.
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Wheninstallationis completeandif you setserver consolemodeto "auto", theopeningscreenof theSMEServer V5 with
ServiceLinkserver consolewill appear:

If you settheserver consolemodeto "login", you will begivena login prompt.After youentertheusername"admin" andyour
systempassword,you will seetheserver consolescreenabove.

Note: Any time that you login to your system as the "admin" user you will see the server console. This is true even when
connecting to the server remotely using a tool such as ssh (discussed later in the chapter on Remote Access).

Theserver consoleprovidesyouwith basic,directaccessto your server. Fromtheserver consoleyou cangetthefollowing
informationandperformthefollowing tasks:

Option 1: Providesyou with uptimeinformationaboutyourserver.

Option 2: Allowsyou to view andmodify theconfigurationinformationyou enteredduringtheoriginal installation(ethernetcards,
IP addressinformation,DHCP, DNS,domainnames,etc.)

Option 3: Providesyou with a summaryof theconfigurationparametersenteredinto yourserver.

Option 4: Allowsyou to testyour Internetaccessby sendinga smalltestpacket of informationto a server on theInternet(locatedat
Mitel NetworksCorporation)whichwill confirmthatyourserver is communicatingon theInternet.

Option 5: Allowsyou to smoothlyrebootor shutdown your server.

Option 6: Providesyou with a meansto accesstheweb-basedserver managerusinga text-basedbrowser. This is thesameinterface
to whichyou canconnectfrom anothersystemusinga normalgraphicalbrowser. Thisoptionmerelyallows you to performthese
functionsdirectly from theserver console.

Option 7: Connectsto http://www.e-smith.org/docs/manual/to allow you to readtheonlineversionof this manual.

Option 8: DisplaystheGNU GeneralPublicLicense(thelicensegoverningthedistributionanduseof SME ServerV5 with
ServiceLinksoftware)andinformationonhow to contactMitel NetworksCorporationfor support.
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7.1. Using the Text-based Browser
For Option6, Accessservermanager with text-modebrowser, theserver usesa text-basedbrowsercalledlynx to allow you to access
theweb-basedserver managerfrom theserver console.Navigationis primarily with thearrow keys - upanddown to move through
thepage,right arrow to follow a link, left arrow to goback.Lynx hasa wide rangeof othercommandswhichyou canlearnabout
throughtheonlinehelpavailableathttp://www.lynx.browser.org/ Notethatfor securityreasonssomeregularfeaturesof lynx are
disabledwhenyou arebrowsingfrom theserver console(suchastheability to specifyanexternalURL). Type’q’ (for ’quit’) to exit
thetext-basedbrowser.

7.2. Accessing the Lin ux Root Prompt
If you areanexpertuserandwould like to doadvancedmodificationsto theconfigurationof yourserver, you canaccesstheLinux
operatingsystemunderlyingtheSME ServerV5 with ServiceLinksoftwareby loggingin astheuser"root". If your server is
displayingtheserverconsoleandnota login prompt,youcanpressAlt-F2 to switchto anotherscreenwith a login prompt.To switch
back,pressAlt-F1. Youshouldalwaysensurethatyou log out from therootaccountwhenyou arefinishedandbeforeyou switch
backto theserver console.

Thepassword for the"root" useris whatever password is currentlysetfor theadministratorof theserver. Notethatthis is thesame
password asthatusedby the"admin"useraccount.

Be awarethatthis ability to switchbetweentheserver consoleanda login promptis only availablewhenyou have physicalaccessto
theserver. If you connectin remotelyasthe"admin"userandseetheserver console,you will not beableto switchto a login prompt
in thatwindow. (Youcan,however, openupanotherremoteconnectionto your server andlogin asthe"root" user.) Notethatremote
administrativeaccessis disabledby default andmustbespecificallyenabledthroughtheRemoteAccesspanelof theservermanager.

Note: If you are not familiar with working from the Linux prompt, you may be interested in trying a file management tool called
Midnight Commander. It allows you to perform many file operations through a menu-driven interface. Simply type mc at the
command prompt. Press the function key "F1" for help and "F10" to quit.
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8.1. What Order to do Things
For efficiency, we recommendyouconfigureyour desktopcomputersin thefollowing order:

Step1: First,configureoneof your desktopcomputersto work with TCP/IP(usingtheinformationin thischapter).

Step2: With TCP/IPupandrunningononeof yourcomputers,youcannow accesstheserver managerover thewebandcreateyour
employees’useraccounts.Thenext chapter, On-goingAdministrationUsingthee-smithManager, explainsthis simpleprocess.

Step3: Oncee-mailaccountsarecreated,youcanensurethatall thecomputersonyour network areconfiguredfor TCP/IP, e-mail,
webbrowsingandLDAP (usingtheinformationin this chapter).

Note: If you already have e-mail accounts set up with your ISP, you will need to do things in a different order to ensure continuous
e-mail service to your site. See our online HOWTO document titled Transitioning From a Prior E-mail System available at
http://www.e-smith.org/docs/howto/emailtransition-howto.html

Thischapterhelpsyou configuresoftwareandhardwaresuppliedby othercompaniesandfor thatreasonis notasspecificastherest
of thisguide.Giventhewide rangeof computers,operatingsystemsandsoftwareapplications,we cannotaccuratelyexplain the
processof configuringeachof them.If your computersandapplicationscamewith manuals,they mightbeusefulsupplementsto
this chapter. Technicalproblemsencounteredin networking your desktopcomputersandapplicationsarebestresolvedwith the
vendorswhosupportthemfor you.

8.2. Configuring Your Desktop Operating System
Thedialogbox whereyou configureyourdesktopdiffersfrom operatingsystemto operatingsystemandversionto version.In
Microsoft systems,desktopconfigurationoccursin the"Properties"dialogbox associatedwith theTCP/IPprotocolfor yourethernet
adapter. To getthere,go to the"ControlPanel"andselect"Network". If a TCP/IPprotocolis not yetassociatedwith yourethernet
adapter, you mayneedto addonebeforeyou canconfigureits propertieswith thefollowing information.OnApple computers,open
theTCP/IPControlPanelundertheAppleMenu.

Note: For a more complete example of configuring a Windows 95 client, see our HOWTO document online at
http://www.e-smith.org/docs/howto/wintcpip-howto.html

Item Description What to enter

enableTCP/IPprotocol All your computersmustcommunicateon the
network usingtheTCP/IPprotocol.

In Windows you adda TCP/IPprotocol.In
Apple,openTCP/IPControlPanel.

disablenon-TCP/IP
protocols

Unlessanapplicationreliesona non-TCP/IP
protocol,disableall otherprotocols.

Turn"off" othernetworking protocols(e.g.
NetBeui,etc.)
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Item Description What to enter

enableDHCPservice Seesectionbelow In Windows,enable"ObtainanIP address
serviceautomatically".In Apple,select"DHCP
server".

Note: We str ongl y recommend that you configure all clients machines using DHCP rather than manually using static IP
addresses. Should you ever need to change network settings or troubleshoot your network later, you will find it much easier to work
in an environment where addresses are automatically assigned.

Ona Windows 95/98system,thewindow will look like theimagebelow.

8.2.1. Automatic DHCP Service

Yourserver providesa DHCPserver thatassignseachof thecomputersonyour network anIP address,subnetmask,gateway IP
addressandDNSIP address(es).For a moredetailedexplanationof DHCP, consultthesectionin theChapter5 called"Configuring
YourDHCPServer".

Note: In some rare cases, you may want to use a static IP address for a particular client machine. The typical approach is to
manually enter this IP address into the network properties of the specific machine. The negative side of this approach is that you
cannot easily change or alter network settings without having to go in and modify the information on the client machine. However, it
is possible to provide this static IP address directly through DHCP rather than manually configuring the client computer. To do so,
you will first need to determine the Ethernet address of the client computer (usually through the network properties). Next you will
go to the Hostnames and addresses web panel of the server manager and enter the information there.
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Only OneDHCP Server

It is imperative thatno otherDHCPserver is on yournetwork. If a formerDHCPserver configuredyourcomputers,you should
remove thatDHCPserver from yournetwork. LeaveDHCPenabled,andrebooteachcomputer. New IP addresses,netmasks,
gateway IP addressesandDNSaddresseswill beassignedautomaticallyby theserver DHCPserver.

8.2.2. Manual entr y for computer s not using DHCP service

As notedabove,we stronglyrecommendthatyou performall your clientconfigurationusingDHCP. It is evenpossibleto assigna
staticIP addressthroughtheHostnamesandaddresseswebpanelof theserver managerthatwill bedistributedthroughyour DHCP
server.

However, if yourcomputersdo notsupportDHCP, you mustmanuallyenterthefollowing informationinto your TCP/IPproperties:

Item Description What to enter

IP address Manuallyenterthis information(seeparagraph
below).

Youmustassigna different,uniqueIP address
to computersnot acceptingDHCP(seenote
below).

subnetmask(or netmask) Manuallyenterthis number. Thedefault subnetmask(or netmask)is
"255.255.255.0".

gateway IP address EntertheIP addressfor theserveror, in thecase
of server-only mode,entertheIP addressfor
your network’s gateway (e.g.thefirewall or
network router).

If you arerunningin server andgateway mode,
yourserver is your localnetwork’s gateway.
Enterits IP addresshere:thedefault is
"192.168.1.1".If you arerunningin server-only
mode,entertheIP addressfor thedevice
interfacingwith yourexternalnetwork.

IP addressesof your
domainnameservers

Manuallyenterthis information. Normally youwould just addtheIP addressfor
yourserver - thedefault usedin theserver
consoleis "192.168.1.1".If you have a firewall
otherthanyour server thatrestrictsinternal
queriesto InternetDNSservers,you mayneed
to enteradditionalDNSservershere.

It is critical thateverycomputeron yournetwork hasa uniqueIP addressandthatyou don’t assigntwo computersthesameaddress.
In enablingDHCPservicein theserver console,youdesignatedarangeof IP addressesfor DHCPassignment.You alsoallocateda
block of IP addressesfor manualassignment.If you acceptedthedefaultspre-configuredinto theserver console,IP addresses
192.168.1.2through192.168.1.64will have beensetasidefor manualentry. To avoid duplication,useonly thoseIP addresseswhen
manuallyassigningIP addressesto yourcomputers.
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After configuringtheTCP/IPparameters,you mayneedto rebootyourdesktopcomputerto implementtheconfigurationchanges.
(For example,mostWindows systemsneedto berebootedaftertheTCP/IPconfigurationhasbeenchanged.)Oncethesettingstake
effect,your computerwill beconnectedto theserver andto theInternet.

8.2.3. MS Windo ws workgr oup configuration

If you areusingaMicrosoft operatingsystem,youmustensurethatyourworkgroupis thesameastheworkgroupnameof your
server. (Thedefault workgroupnameis yourdomainname.In a subsequentchapter, we’ll explainhow thiscanbechangedusingthe
web-basedserver manager.) If you areusingthedefault name,go to theControlPanel,select"Network" andthenselect
"Identification".In thefield for "Workgroup",typeyour domainname.

A word about domain names

Onceyou’ve setupyour server, there’s typically a delayof oneor moredaysbeforeyour ISPpublishesyour domainaddress
records(thedomainnameor namesandtheassociatednumericalIP address)sothattheinformationis accessibleto other
computerson theInternet.Until it does,incomingmail won’t beableto find you andcomputerselsewhereon theInternetwon’t
beableto contactyour server usingyourdomainname(for example,www.yourdomain.xxx).However, onyour localnetwork
youshouldbeableto connectto your server usingtheshortnamesof ’www’ (for webaccess)and’mail’ (for e-mailclients).

8.3. IMAP versus POP3 e-mail
Therearetwo commonstandardsfor e-mailmanagement,IMAP andPOP3.Yourserver supportsbothprotocols.Youwill needto
selecttheprotocolthatis right for your organization.

POP3is theearlier, better-known e-mailprotocol.POP3wasdesignedto permiton-demandretrieval to a singleclient machine.
E-mail is storedon themail server until you retrieve it, at which time it is transferredover thenetwork to your desktopmachineand
storedin your e-mailbox there.
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Benefits of POP3 Drawbac ks of POP3

Evenwhenyouarenotconnectedto your network, you have
accessto thee-mailstoredon yourdesktop.

POP3wasnotoriginally intendedto supportusersaccessing
andmanagingtheir e-mailfrom remotesystems.Becauseyour
e-mail is storedon yourdesktop,settingup remoteaccessof
your e-mailwhenyouareat a differentcomputercanbe
complex.

IMAP e-mail,in contrast,is designedto permitinteractive accessto multiple mailboxesfrom multipleclient machines.Youmanage
your e-mailon themail server over thenetwork. You readyour e-mailover thenetwork from your desktop,but thee-mail is not
storedon yourdesktopmachine- rather, it is permanentlystoredandmanagedon theserver.

Benefits of IMAP Drawbac ks of IMAP

Youcanaccessall of your new andstorede-mailfrom any
machineconnectedto a network.
Becauseall employeee-mail is storedon theserver, backupof
e-mail is easilyaccomplished.

If you arenotconnectedto a network, new andstorede-mail
messagesarenotavailableto you.

8.4. Configuring Your E-mail Application
Eachuser’s e-mailapplicationrequiresinformationaboutthatuser’s account,whereto sendoutgoinge-mailandpick up incoming
e-mail.This informationis usuallyenteredin the"preferences"or "options"section.Most e-mailapplicationsrequireyou to enter
thefollowing information:

User’s e-mail address:Theuser’s e-mailaddressis theuseraccountascreatedin theserver managerplusthe@domainname.
Typically it will bein theform of username@yourdomain.xxx(e.g.afripp@tofu-dog.com).

E-mail server or outgoinge-mail SMTP server: This is thenameof thee-mailserver from theserver. Normally you shouldjust
entermail here.If youprefer, youshouldalsobeableto usethefull domainnameof mail.yourdomain.xxx(e.g.mail.tofu-dog.com).

E-mail accountnameor user name: this is thenamebeforethe@ in thee-mailaddress.For example,theusernamefor
"afripp@tofu-dog.com"is "afripp".

If you choosePOP3e-mailservice:

EnablePOP3protocol: Typically, to enablethePOP3protocolfor incominge-mail,you click on thePOP3checkboxor select
POP3from a pull-down menuin thesectionof youre-mailapplicationdedicatedto theincominge-mailserver.

DisableIMAP protocol: To disabletheIMAP protocolfor outgoingmail (notall e-mailapplicationshave IMAP protocol)click the
IMAP checkbox"off".

Deletereade-mail fr om server: Werecommendyouconfigureyour e-mailapplicationsoe-mailthathasbeenreadis not left on the
server. To do this,click off thecheckboxmarked"leave mail onserver" or click on thecheckboxmarked"deletemail from server".

If you selectIMAP e-mail:

Enable IMAP protocol: Typically, to enabletheIMAP protocolfor incominge-mail(notethatnot all e-mailapplicationsoffer
IMAP support)you click on theIMAP checkboxor selectIMAP from a pull down menuin thesectionof your e-mailapplication
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dedicatedto theincominge-mailserver.

DisablePOP3protocol: To disablethePOP3protocolfor outgoingmail, click thePOP3checkbox"off".

Theimagesbelow show you thesequencein Netscape.First you choosePreferencesfrom theEdit menuandclick onMail Servers
asshown in:

If you have notconfiguredamail server yet,you will needto presstheAdd...buttonandenterinformationaboutyour server.
Otherwise,you will selectthedefault mail server listedandclick on thetheEdit...button.This will bringup a screenwhereyou
entertheusernameandchoosewhetheryouareusingIMAP or POP3:

Netscapeshouldnow bereadyto sendandreceive e-mail.

8.5. Configuring Your Web Browser
Mostbrowsersareconfiguredusingadialogboxcalled"preferences","network preferences"or "options".Somebrowsersneedto be
configuredto accesstheInterneteitherdirectlyor via a proxyserver. Whenrequired,mostdesktopapplications,yourwebbrowser
included,shouldbeconfiguredasthoughthey weredirectlyaccessingtheInternet.Althoughtheserver usesasecurityfeatureknown
asIP masquerading,therebycreatinganindirectconnectionto theInternet,this is a transparentoperationto mostof your desktop
applications.Hence,youshouldensurethatthe"Direct connectionto theInternet"checkbox is clicked"on" in yourwebbrowser.

Undercertaincircumstances,usingaproxyserver canimprove theperceivedperformanceof yournetwork. Theserver includes
HTTP, FTPandGopherproxyservers.Normally, we recommendthesebedisabledin your browser(AppendixC on ProxyServers
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exploresthis issue).

If you decidedthatyou dowantto useproxyservers1, you will needto entertheIP addressor domainnameof theproxyserver (i.e.
your server) into theconfigurationscreensof your webbrowser. Theportnumberyou will needto enterto connectto thee-smith
proxyserver is 3128.This informationis thesamefor HTTP, GopherandFTPproxying.

Theimagebelow shows how aproxyserver wouldbeconfiguredin NetscapeNavigator.

8.6. Configuring Your Compan y Director y
YourSMEServer V5 with ServiceLinkwill automaticallycreateacompany directoryandupdateit asyou maintainyour e-mail
accounts.Thenext chapterexplainshow to configurethis service.Any client programthatusesLDAP (LightweightDirectory
AccessProtocol),suchastheaddressbookin NetscapeCommunicator, will beableto accessthedirectory. For example,with
Netscape,look underthe"Communicator"menuandchoose"AddressBook". Thenlook undertheFile menuandselect"New
Directory".Youwill seea dialogboxsimilar to theoneshown here.

1. Notethatlaptopusersshoulddisableproxy serverswhenworkingaway from their localareanetworks.
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Youwill needto enterthefollowing information:

• Enterthenameyouwish to give your company directory- any namewill do.

• TheLDAP server is thenameof your webserver, in theform www.yourdomain.xxx.

• TheServer Rootinformationcanbefoundon the"Directory" screenin yourserver manager(moreinformationon this is available
in thenext chapter).Theusualform, assumingyourdomainis yourdomain.xxx,is dc=yourdomain,dc=xxx. (No spacesshouldbe
enteredbetweenthe"dc=" statements.)

• ThePortNumberis always389.

Oncetheaddressbookhasbeencreated,Netscapecandisplaya list of all e-mailaccountsif you typeanasteriskinto thesearchfield
andpress"Enter".
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Theserver manageris a simplecontrolpanelthatallows you to administeryour network. Usingtheserver manager, you perform
suchtasksasaddingor deletinge-mailaddresses,settingthesystemdateandtime,andcreatinga starterwebpage.Theserver
manageris accessedthroughawebbrowserby visiting theURL http://www.yourdomain.xxx/server-manageror moresimply
http://www/server-manager. Thestaff atThePaganVeganwouldaccesstheserver managerusingtheURL
http://www.tofu-dog.com/server-manager. Werecommendyoubookmarkthis addresssothatyou canreturnto it whenever you
wish to accesstheserver manager.

Note: For security reasons, you are only able to access the server manager through a web browser on the local network . Remote
access is only possible using remote access tools such as ssh and PPTP.

Whenyou arrive at thecorrectURL, you’ll beaskedto enteryourusername(which is always"admin") andthepassword you
createdduringtheinstallationprocess.Enterthatinformationandclick "OK" to betakento theserver manager. It will look like the
screenshown above.
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In thenext four chapters,we’ll explain eachof theadministrative functionsin theorderin which they appearin theframerunning
down theleft sideof thescreen.Thelinks aregroupedtogetherunderfour headings:Security, Configuration,Collaborationand
Miscellaneous.

Note: As even one further layer of security, you can also connect to the server manager using the secure HTTPS protocol . This
establishes an encrypted channel of communication between your browser and the server, even on your local network. To connect
to the server manager in this manner, use a URL prefix of "https" as in the example:
https://www .your domain.xxx/ser ver-manager.
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10.1. Password
Thisscreenletsyou changeyour systempassword at any time.To do so,typethenew password in thefirst field. Verify thenew
password by enteringit in thesecondfield. (Yourpassword canbeany combinationof printablecharacters,includingupper- and
lower-caseletters,numbers,andpunctuationmarks.)If you make a mistake,click the"Back" buttononyour browserandtry again.
Notethatwhenever youchangeyourpassword, thesystemwill promptyou for therevisedpassword assoonasyou accessanother
feature.Whenyou getthe"AuthorizationFailed"message,click OK, enterthenew password andpress"Enter".

10.2. Remote Access
If you’re anadvanceduser, theSME ServerV5 with ServiceLinkprovidesseveraldifferentwaysto accesstheunderlyingoperating
system,eitherfrom acomputeron your internalnetwork or from a computeroutsideyour siteon theInternet.Additionally, youhave
theability to accessyourcomputernetwork securelyfrom a remotecomputer. All of theseoperationsareconfiguredfrom thescreen
shown below in theserver manager.
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Eachof theseremoteaccessmethodsis describedbelow.

10.2.1. ssh

If youneedto connectdirectly to yourserver andlogin from a remotesystembelongingto you,westronglyencourageyou to usessh
insteadof telnet.In additionto UNIX andLinux systems,sshclient softwareis now alsoavailablefor Windows andMacintosh
systems.(Seethesectionbelow.)

If you do not have any reasonto allow remoteaccess, we suggestyousetthis to No access.
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ssh(secure shell)

ssh(secureshell)providesa secure,encryptedway to login to a remotemachineacrossa network or to copy files from a local
machineto a server. Many peopledonot realizethatmany programssuchastelnetandftp transmityour password in plain,
unencryptedtext acrossyournetwork or theInternet.sshandits companionprogramscpprovide asecureway to login or copy
files.Thesshprotocolwasoriginally inventedby SSHCommunicationsSecuritywhichsellscommercialsshservers,clients,
andotherrelatedproducts.Theprotocolitself hastwo versions- SSH1andSSH2- bothof whicharesupportedby mostclients
andserverstoday. For moreinformationaboutSSHCommunicationsSecurityandits commercialproducts,visit
http://www.ssh.com/.

OpenSSH,includedwith theSME ServerV5 with ServiceLink,is a freeversionof thesshtoolsandprotocol.Theserver
providesthesshclientprogramsaswell asansshserver daemonandsupportsboththeSSH1andSSH2protocols.For more
informationaboutOpenSSH,visit http://www.openssh.com/.

Oncesshis enabled,youshouldbeableto connectto your server simplyby launchingthesshclient onyour remotesystemand
ensuringthatit is pointedto theexternaldomainnameor IP addressfor your server. In thedefault configuration,youshouldnext be
promptedfor yourusername.After you enteradminandyour administrative password,youwill bein theserver console. Fromhere
you canchangetheserver configuration,accesstheserver managerthrougha text browseror performotherserver consoletasks.

If you doenablesshaccess,youhave two additionalconfigurationoptions:

• Allow administrati ve commandline accessover ssh- This allows someoneto connectto yourserver andlogin as"root" with
theadministrative password.Theuserwould thenhave full accessto theunderlyingoperatingsystem.Thiscanbeusefulif
someoneis providing remotesupportfor your system,but in mostcaseswe recommendsettingthis to No.

• Allow sshusingstandard passwords - If youchooseYes (thedefault),userswill beableto connectto theserver usingastandard
usernameandpassword.Thismaybea concernfrom a securitypointof view, in thatsomeonewishingto breakinto yoursystem
couldconnectto your sshserver andrepeatedlyenterusernamesandpasswordsin anattemptto find a valid combination.A more
secureway to allow sshaccessis calledRSAAuthenticationandinvolvesthecopying of ansshkey from theclient to theserver.
Thismethodis supportedby your server, but is beyondthescopeof this manualandwill eventuallybecoveredby additional
documentationon thee-smith.org website.

Note: By default, only two user names can be used to login remotely to the server: admin (to access the server console) and root
(to use the Linux shell). Regular users are not permitted to login to the server itself. If you give another user the ability to login
remotely to the server, you will need to access the underlying Linux operating system and manually change the user’s shell in
/etc/passwd.

10.2.1.1. ssh clients for Windo ws and Macintosh systems

A numberof differentfreesoftwareprogramsprovide sshclientsfor usein a Windows or Macintoshenvironment.Severalare
extensionsof existing telnetprogramsthatincludesshfunctionality. Two differentlistsof known clientscanbefoundonlineat
http://www.openssh.com/windows.htmlandhttp://www.freessh.org/.

A commercialsshclient is availablefrom SSHCommunicationsSecurityat: http://www.ssh.com/products/ssh/download.html.Note
thattheclient is freefor evaluation,academicandcertainnon-commercialuses.
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10.2.2. PPTP

ThePoint-to-Point TunnellingProtocol(PPTP)is usedto createclient-to-server Virtual PrivateNetworks(VPNs)andwasdeveloped
by thePPTPForum,anindustrygroupwhich includedMicrosoftandseveralothercompanies.A VPN is aprivatenetwork of
computersthatusesthepublic Internetto connectsomenodes.PPTPallows usersto connectto their corporatenetworksacrossthe
Internet.

Microsoft’s PPTPimplementationis widely usedin theWindows world to provide remoteaccessacrosstheInternet.If you have a
remoteWindows system(for instance,a laptopor a homecomputer)thathasaccessto theInternet,you canalsoaccessthe
informationstoredonyour server.

If you wish to enableVPN access,youmustdecidehow many individual PPTPclientsyou will allow to connectto your server
simultaneously, andenterthatnumberhere.Thesimplestmethodis to enterthetotal numberof remotePPTPclientsin your
organization.Alternatively, if you have a slow connectionto theInternetanddonotwantall of thosePPTPclientsto connectat the
sametime,you canentera lower numberhere.For instance,if you have five userswho from time to timeusePPTPto connect
remotely, entering5 herewould allow all of themto connectatany time.Entering2 would only allow two usersto connectat any
giventime. If a third usertried to connect,heor shewould receive anerrormessageandwouldnotbeableto connectuntil oneof the
otherusersdisconnected.If, on theotherhand,you entered0 , noPPTPconnectionswould beallowed.

After you entera numberandpressSave,theserver shouldbereadyto acceptPPTPconnections.

To connectusingPPTP, theprotocolmustbeinstalledon eachremoteWindows client.Typically, this is donethroughtheNetwork
ControlPanel(you mayneedto have your originalWindows installationCD available).After it is installed(a rebootof your
Windows systemmaybeneeded),you cancreatenew connectionsthroughtheDial-Up Networking panelby enteringtheexternalIP
addressof theserver youwish to connectto. Onceyou’re finished,you shouldbeableto initiatea PPTPconnectionby
double-clickingtheappropriateicon in theDial-Up Networking window. Whenyou thenopenupyour Network Neighborhood
window, you shouldseeyour server workgrouplistedthere.

Note: Your connection to the Internet needs to be established first before you initiate the PPTP connection. This may involve
double-clicking one Dial-Up Networking icon to start your Internet connection, then double-clicking a second icon to start the PPTP
connection. To shut down, disconnect your PPTP connection first, then disconnect from your ISP.

Warning

To protect your network, the SME Server V5 with ServiceLink enforces the use of 128-bit encryption for PPTP
connections, rather than the 40-bit encryption provided in earlier versions of Microsoft’s PPTP software. If you are unable
to establish a PPTP connection to your server, you should visit http://windowsupdate.microsoft.com/ and download the
appropriate update. Due to the dynamic nature of Microsoft’s web site, the page may appear differently depending upon
the version of Windows you are using. In most cases, you will want to look or search for Virtual Private Networking or a
Dial Up Networking 128-bit encryption update. You may need to install the 40-bit encryption update first, and then install
the 128-bit encryption update. Note that with Microsoft’s ActiveUpdate process, if you are not presented with the choice
for this update, it is most likely already installed in your system.
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10.2.3. FTP

Anotherway to uploador downloadfiles to andfrom yourserver is to enablea protocolcalledFTP, or "file transferprotocol".This
screenenablesyou to setyour policy for FTP. Notethatallowing liberal FTPaccessto your server doesreduceyoursecurity. You
have two optionsthatyoucansethere.

FTP useraccountaccess:PrivateFTPaccessallows only peopleon your internalnetwork to write files to your server. PublicFTP
accessallows usersbothinsideandoutsideyour localnetwork to reador write fileson yourserver, providedthey have anaccount
andpassword. If, for example,youwantto beableto updateyour websitefrom homeusingFTP, youwould choosethe"Public"
setting.Westronglyrecommendyou leave this asPrivate unlessyou have a specificreasonto do so.

FTP accesslimits: This allows you to setanoverall site-widepolicy for FTPaccess.Thesettingyouchoosehere will overrideall
otherFTP settingsonyour server. For example,if youchoose"Disablepublic FTPaccess"hereandthenlaterconfigureani-bay to
allow publicFTPaccessfrom theInternet,suchaccesswill beforbidden.Notethatoneof thechoiceshereallows you to completely
disableany useof FTP.

10.2.4. telnet

telnethastraditionallybeenoneof thetoolsusedto login remotelyto othersystemsacrossa network or theInternet.Thisscreen
givesyou theoptionsto controltheuseof telnetasa meansof connectingto your server. Telnetcanbeusefulin thatit allows you to
login remotelyanddiagnoseproblemsor configuresettings.However, whenyouusetelnet,all usernamesandpasswordsare
transmittedwithout any kind of encryption, dramaticallyreducingthesecurityof yourserver. For thatreason,we strongly
recommendtheuseof sshasdescribedabove.

Note: Because telnet has been and continues to be widely used to date, we are providing the ability to use telnet for remote
access. However, as ssh usage increases, it is our intention to remove telnet access from future releases of the server.

Telnetaccess:This canbesetto "No Access","Private"or "Public". Becauseof theinherentsecurityweaknessmentionedabove,
we stronglyrecommendthatyou leave thissetto No Access(thedefault) andinsteadusessh asdescribedabove. If you doneedto
enabletelnetaccess,we suggestthatyou enable"public" or "private"telnetaccessonly whenabsolutelynecessary, anddisablesuch
accesswhenit is no longerrequired.If "public" accessis enabled,a redwarningwill appearat thetopof everyserver manager
screen.

Note: Because of these security concerns, we do not allow administrative access (connecting as ’root’ or ’admin’) using telnet.
Please use ssh instead.

10.3. Local netw orks
YourSMEServer V5 with ServiceLinkprovidesservicesto machineson thelocalnetwork andit givesmachineson thatnetwork
specialprivilegesandaccess.For example,only machinesconnectedto thelocalnetwork canaccessthemail server onyour server
to sendmail. Whenyouconfiguredyourserver, you providedit with sufficient informationto deduceits own localnetwork.
Machineson thenetwork areautomaticallyidentifiedby theserver asbeingeligible for theseprivilegesandaccess.
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If your company only hasonenetwork thatis beingservicedby theserver, you do notneedto addany informationhere.

Someadvancedusersmaywish to extendprivilegesto morethanonenetwork of computers.If youwould like yourserver to identify
oneor moreadditionalnetworksfor thoseprivileges,you will beaskedto enterthosenetwork IDs andthesubnetmaskfor each
network here.

Notethatdependingon thearchitectureof your network infrastructure,theinstructionsfor configuringtheclient machineson that
additionalnetwork maybedifferentthantheinstructionsoutlinedin thechapterin this manual.If you have questionsregarding
addinganothernetwork, you maywish to contactMitel NetworksCorporationor a Mitel NetworksCorporationAuthorizedPartner
for technicalsupport.
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11.1. Set date and time
Accessingthissectionallows you to setthesystemdateandtimeeithermanuallyor usinga network time server. Pull-down menus
for monthandtimezoneensureaccurateentry. Theserver managerwill resetthetime automaticallyduringdaylightsavingstime.
Thereareworldwidetime zoneswith multiple selectionsfor countrieswith multiple time zones.(includingstandardtimezones,
states/provincesandevencities).This ensuresthatregionalvariationsin timezonesanddaylightsavingstimeareaccurately
reflected.

Insteadof settingthetime manually, you canusea networktimeserver. A timeserver is a device on theInternetthatkeepsaccurate
timeandis ableto communicatethetime to othercomputersover theInternetusingtheNetworkTimeProtocol(NTP). Many
organizationsaroundtheworld provide Internettimeserversfor free.
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Warning

After you start using a network time server, you should NOT set the time or date manually. If you do so, the network time
synchronization will no longer function.

Thisscreenin theserver managerallows you to configureyour server to connectregularly to a time server andsynchronizetheclock
on theserver with thetimeprovidedby thetime server. To do this,simplycheckthebox for "EnableNTP Service",addthedomain
nameor IP addressof thetime server in thespaceprovidedandclick "Save NTPSettings".Usinga time server is optionalbut doing
socangreatlyincreasetheaccuracy of your system.

For moreinformationaboutusinga network timeserver, visit http://www.ntp.org/. You canalsofind a list of publicly availabletime
serversat http://www.eecis.udel.edu/~mills/ntp/servers.htm.Youshouldalwaysusea secondarytime server (alsocalleda stratum2
server) to lightentheloadon theprimarytimeservers.

Tip: In order to make sure the network time server is set to your timezone, you should go through this screen once and manually
set the time to be correct and with the correct timezone. After doing that, go back to this panel and set the server to use a network
time server.

11.2. Workgr oup
If you areusingacomputeron a localnetwork andyou wish to accesstheserver via Windows file sharing,it is importantthatyou
areloggedontothesameworkgroupasyour SMEServer V5 with ServiceLink.Thisscreenallows you to enterthenameof the
Windows workgrouptheserver shouldappearin. YoushouldalsoentertheWindows server name.In orderthatyou maylater
connectmultiple locationsusingIPSECVPNs,we suggestthatyou usea differentnamefor eachserver. If you wish you canchange
theworkgroupnameto correspondwith anexistingworkgroup.Macintoshusersneedonly enteraservernameor acceptthedefaults.

Also in thissection,you canspecifywhethertheserver shouldbethedomainmasterfor your Windows workgroup.Most sites
shouldchoose"Yes"unlessyou areaddinganserver to anexistingnetwork whichalreadyhasa domainmaster.
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Warning

If you have a Windows NT server or Windows 2000 server on your network that is functioning as a network server, you
should most likely answer "no" because that other server will act as the domain master.

If you doconfigureyour systemto bethedomainmaster, a specialWindows sharecalledNETLOGON is createdwith a DOSbatchfile
callednetlogon.bat. Thisbatchfile is executedby Windows clientsthathave beenconfiguredto "Logon to domain".The
netlogon.batfile we provide by default doesvery little, but advanceduserscan,if they wish,modify thisscriptto setenvironment
variablesfor their clientsor provideautomaticdrive mappings.

As theNETLOGONshareis only writableby the"admin" user, youmodify thenetlogon.batscriptby loggingon to a Windows
systemas"admin",connectingto theshareandthenmodifying thescriptusinga Windows text editor. Be awarethatthe
NETLOGONsharewill notbevisible in Network Neighborhoodor othersimilar tools.As the"admin" user, you will needto
connectto theshareor mapa drive to it, by usingthespecificpath:

\\servername\NETLOGON\

Thesamplefile containsa few examplesof settingthesystemtime for eachmachineandalsofor mappinga commondrive for all
Windows client.

11.3. Director y
YourSMEServerV5 with ServiceLinkprovidesaneasymechanismfor creatingacompany directory. Eachtimeyoucreateor delete
ane-mailaccount,your directorywill beautomaticallyupdatedwith thenew information.
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In thissectionof theserver manager, you specifythedefault directoryinformationfor new accounts- theuser’s department,
company, streetaddress,city andphonenumber. Eachtime you createane-mailaccount,thefieldswill containtheinformation
enteredhereasthedefault. If you wish,you canchangetheinformationfor eachuser.

At any time in thefuture,you canchangethedefault informationandhave thenew informationapplyto all new usersor to all
existingusersaswell. Thefield to do this is locatednearthebottomof thescreen.Choosing"updatewith new defaults"is a
convenientone-clickmethodof revisingyour directorywhen,for example,yourcompany hasmovedto a new address.

11.4. Printer s
YourSMEServer V5 with ServiceLinkenablesall usersonyour network to easilyshareaprinter. Theprintercanbeeitherlocally
attachedto theparallelport of your server or canbea network printer. All theserver needsis somebasicinformation:theprinter
name(which canbeanything you want,aslongasit startswith a lower-caseletterandconsistsonly of lower-caselettersand
numbers,with no spaces),a brief description(for example,"the printerdown thehall") andthelocationof theprinter- whetherit’ s
on thenetwork or directly connectedto your server.
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Thenext two fieldscanbeleft blankif your printeris on a localport. If it’ sa network printer, you will likely alreadyhave assignedit
anIP address.Enterthatinformationwhererequested.Thenext field asksfor your network printername.Usethedefault setting,
"Raw", if youhavenospecificreasonto dootherwise.("Raw" is thenameusedby mostnetwork printersfor theirmainprint queues.)

Note: For maximum flexibility in making changes later, we suggest that you enter the hostname for a network printer here and
enter the IP address of the printer through the Hostnames and addresses panel of the server manager. This allows you to have
one central location listing IP addresses and allowing you to make changes. Note that many modern network printers can be
configured automatically. To do so, enter their hostname, IP address and Ethernet address in the Hostnames and addresses panel.

Notealsothattheserver printingsystemdoesnotperformany filtering andpassestheprint requestsdirectly from theclient
computersto theprinterin the"raw" or "pass-through"machines.For this reason,theSME ServerV5 with ServiceLinkdoesnot
havea list of "supportedprinters".Mostprintersaresupportedaslongastheappropriatedriver is installedin theoperatingsystemon
your client computers.

However, therearesomenewer printersthatonly have a Windows driver availableandrely heavily on thatoperatingsystemto
performtheir print functions.Theseprinterscannotbeusedon theserver. If you areconcernedaboutwhetheryour printerwill work
with your server, you canvisit RedHat’s HardwareCompatibilityList
(http://hardware.redhat.com/redhatready/html/us/static-hcl/intel-input-output.html) or exploretheinformationfoundat
LinuxPrinting.org (http://www.linuxprinting.org/).

As afinal item,you shouldbeawarethatin orderto usetheprintersavailablethroughyour server a usermustbeloggedin to their
client systemwith a usernameandpassword thatis valid on theserver. For instance,if a useris loggedin astturtle on their
Windows desktopandthatuseraccountdoesnot exist on theserver, theuserwill not beableto print to theprintersmanagedby the
server. Eithertheuserwill have to logoutandlog backin asavalid useror thetturtle accountwill needto becreatedontheserver.
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11.5. Hostnames and addresses
Whenyou installedyourSME ServerV5 with ServiceLink,you wereaskedto provide anamefor yoursystem.Thatnameand
severalother"standard"namesareautomaticallyconfiguredin your system’s hosttable duringtheinstallationprocess.This host
tableis consultedaspartof thenameresolutionprocess.The"Hostnamesandaddress"webpanelallows you to modify this table
andspecifydifferenthost"names"for eachdomainonyour system,aswell asto controlhow thosenamesresolve bothfor systems
onyour localnetwork andalsofor systemson thelargerInternet.

For instance,whensomeonetriesto connectto "www.mycompany.xxx", they will betakento wherever "www" hasbeensetto point
to. As seenin theimagebelow, this screenin theserver managerallows you to view thesedefault settings,andalsoto modify the
configuration.

Using the HostnamesPanelwith ServiceLink

Throughoutthescreenslinkedto from theHostnamespanel,you will find thetext "Publishglobally?"with acheckboxnext to
it. If you area subscriberto ServiceLink, youhave theoptionof publishingtheserecordsthroughtheServiceLinkDNS
ConfigurationandHostingservice.If you selectthis option,thehostnameandIP addressinformationthatyou enterwill be
uploadedto theMitel NetworksNOC andpublishedthroughtheglobalDNSsystem.

Suppose,for example,yourcompany’s websitewashostedat someotherlocation,suchasonyour ISP’swebservers.If you wanted
"www.mycompany.xxx" to point to your ISP’sserver, you would modify theentryhereby clicking the"Modify..." link next to
"www". Theimagebelow shows thescreenin whichyou wouldperformthetask:
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Youwould first changethelocationto "Remote"andthenentertheIP addressof your ISP’sserver in thefield marked"Global IP".

11.5.1. Creating New Hostnames

Creatingnew hostnamessimply involvesselectingoneof thelinks at thetopof theHostnamesandaddressespanelandfilling out the
appropriatefields.As mentionedpreviously, if you areaServiceLinksubscriberyoucancheck"Publishglobally?"andyourchanges
will bepropagatedto theglobalDNSsystemautomatically.

Notethatif your systemis configuredwith any virtual domains, you will have thechoiceof thedomainin whichyou wantto create
thehostname.Thisallows you, for instance,to have "www.tofu-dog.com"pointingto oneIP addressand"www.mycompany.xxx"
pointingto a completelyseparateIP address.

Note: Beyond your primary domain and any virtual domains you may have configured, ServiceLink subscribers will also have the
option of adding hostnames in the special e-smith.net domain.

Thehostnamesyou cancreateon this panelfall into threecategories:

Additional namesfor your server: For instance,you mightwantto setup "intranet.mycompany.xxx" to point to your server. All
you dohereis enterthehostnameand,if appropriate,choosethedomainfor thehostname.
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Remotehosts:As mentionedin theexampleearlier, you mightwantto pointa hostnamesuchas"www" to a remotesystem.While
"www" is createdby default,you cancreateothernamessuchas"home","research",or any otherappropriatename.In theform, you
simplyenterthehostname,choosethedomain,andentertheremoteIP address.

Local hosts:Thisscreenis a bit morecomplicatedbecauseyou have moreoptions.At a basiclevel, you cancreatea hostnamein a
domainthatpointsto anothercomputeron your localnetwork. To do this, just typein thehostnameandentertheIP addressin the
"Local IP" field. For instance,youmightwant"research"to point to a computersysteminsideyour network.

Wherethisgetscomplicatedis whenyou want"research.mycompany.xxx" to beaccessibleboth insideandoutsideyour local
network. Thechallengeis thatyour local IP addressesareonly accessibleinsideyour network. For thatreason,thetargetcomputer
systemwill needto have two network interfacecards- oneconnectedto theinternalnetwork andoneconnectedto theexternal
network. Youwould thenenterbothIP addressesin this screenin the"Local IP" and"Global IP" fields.Notethatthiswill only work
if you area ServiceLinksubscriberastheserver alonedoesnotupdatepublicDNS information.

Note: The "Ethernet address" field when creating a hostname pointing to a local host is only used for reserving IP addresses
through DHCP as mentioned in the next section.

11.5.2. Reserving IP Addresses Through DHCP

Anothertaskyou canperformthroughthis panelis to reserve anIP addressesfor a givensystembasedon its Ethernetaddress.For
instance,you mighthave anotherintranetwebserver within yourcompany thatyouwantto alwayshave thesameIP address.One
methodof assigningthataddressis to manuallyconfiguretheclient machineto have a staticIP address.Thenegative aspectof doing
this is thatif you laterwantto changethenetwork settingsfor thatmachine,you mustmanuallygoandconfigurethatmachine.An
examplewouldbeif oneof yourDNSserverschangedits IP address.Additionally, youhave to keeptracksomewhereof thefactthat
you have assigneda specificIP addressto thatmachine.

Ratherthanconfiguringthemachinemanually, youcanreserveanIP addressfrom theDHCPserver for thatspecificmachine.This
hasthesameresultasmanuallyconfiguringa staticIP address,but offerstwo benefits.First,you have onelocationto keeptrackof
all assignedstaticaddress.Second,throughtheDHCPserver youwill provide network settings.If you wish to changethosesettings,
thechangecanbesimplydoneonyour server. All DHCPclientswill thenreceive thoseupdatedchangeswhenthey renew their
DHCP-providedaddresses.

To reserve anIP address,youmustfirst determinetheEthernetaddressof your client system.Windows NT/2000userscantypethe
commandipconfig /all. Windows 95/98userscanrun thecommandwinipcfg. Linux/UNIX userscantypeifconfig.

Onceyou have determinedtheclient’sEthernetaddress,click on thelink to createa new hostnamefor a local host.Add the
hostnameof thetargetsystem,theEthernetaddressalongwith thedesiredIP addressinto thewebpanel.Fromthispointonspecified
IP addresswill only beprovidedto a client systemwith thematchingEthernetaddress.

11.6. E-mail Retrie val
As shown below, thissectionof theserver managerallows you to specifytheprotocolusedto retrieve e-mailfrom your ISPand
configureothersettingsregardingtheretrieval of e-mail.
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Yourchoiceof e-mailretrieval modewill dependon thearrangementsyoumadewith your Internetserviceprovider:

• If you have a dedicatedconnection, setE-mail retrieval modeto "Standard".

• If you arranged "ETRN" support with your ISP, choosethatsettingandthenscroll down to thefield thatasksfor theIP
addressor hostnameof your ISP’ssecondarymail server. This secondarymail server will provide temporarye-mailstoragewhen
yourserver is not connectedto theInternet.

• If you arranged "multidr op" mail service fr om your ISP, choose"multidrop" andthenscroll down to thefield thatasksfor the
IP addressor hostnameof your ISP’ssecondarymail server. This secondarymail server will receive all e-mailfor your domain
andstoreit in a singlePOPmailbox.Furtherdown thescreen,you will needto specifytheuseraccountandpassword assignedby
your ISPfor thisPOPmailbox.Yourserver will periodicallyfetchthis mail anddistributeit to individual POPmailboxeson the
server. (Notethatdueto problemsreceiving mail for mailing lists,we stronglyencouragepeopleto NOT usemulti-drope-mail.)

• If you are a ServiceLink subscriber, choose"Guaranteede-mail" in orderto activatetheguaranteede-mailservices.

If you want to forward e-mail to another mail server for processing, enterthemail server IP addressin theboxmarkedDelegate
mail server. A commonusefor this is if your server is receiving inbounde-mailfrom theInternet,but youwould like to passthat
mail to a differentmail server onyour internalnetwork.

If you have a dialupconnection,theserver allows you to controlhow frequentlyit fetchese-mailfrom your ISP. This is particularly
usefulin situationswhereyou incurphoneor Internetchargeseachtimeyour systemcontactsyour ISP. Thedefault settingsare
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every 15minutesduringstandardoffice hoursandevery houroutsidenormaloffice hoursonweekdaysor onweekends.Thefields
allow you to customizethosesettings.

Finally, if you have "multidrop" mail serviceyouneedto selectthesortmethodusedby theserver to decidewhichusereach
messageshouldbedeliveredto. Yourserver hasadefault methodfor this (it examinesvariousheaderssuchas"To" and"Resent-To")
whichworksin mostcircumstancesbut is not suitablefor certainpurposessuchasmailing list messages.SomeISPsadda headerto
eache-mailmessagewhichcanhelpyour server determinethecorrectrecipient.If your ISPdoesnot adda headerto multidrop
e-mail,selectthe"Default" sortmethodandignorethe"selectsortheader"field. If your ISPdoesadda headerto multidrope-mail,
thenselect"Specifybelow" andentertheheadertagprovidedby your ISP. Becauseyouwill experienceproblemswith mailing-lists
whenusingmulti-drope-mail,westronglyrecommendthatyou work with your ISPto have a specialheaderaddedto eachmessage.
The"Default" sortmethodshouldbeonly usedasa lastresort.

11.7. Other E-mail Settings
Thisscreenpresentsyou with additionaloptionsfor controllinghow your systemhandlese-mail.

• Forwarding addressfor administrati ve notices:Thedefault addressfor administrative notices(i.e. undeliverablemail, backup
notificationsandotherstatus/errormessages)is "admin". If you’d like thosemessagesto besentelsewhere,entertheaddresshere.

• E-mail to unknown users:Thisfield allowsyou to choosewhetherincomingmessagesto unknown usersarebouncedbackto the
senderor forwardedto thesystemadministrator. Someuserspreferthelattersettingbecauseit allows themto catchandreroute
e-mailthatwasincorrectlyaddressed.
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• Inter net provider’ sSMTP server: Normally theserver will sendoutgoingmessagesdirectly to their intendeddestination.If,
however, you have anunreliableconnectionor areusinga residentialInternetservice,it maybeadvisableto routee-mailvia your
provider’s SMTPserver. In thatcase,you shouldentertheSMTPserver’s hostnameor IP addresshere.

In fact,if you have a temporarydial-upconnectionto theInternet,you mayfind thatyou needto useyour ISP’smail server in
orderto deliver mail to somelocations.As areactionto thehugevolumeof unsolicitedcommerciale-mail("spam"),many
InternetsitesarerefusingdirectSMTPconnectionsfrom IP addressesthatareknown to betemporarydial-upaccounts.For this
reason,you mayneedto useyour ISP’smail server sinceit will have a permanentconnectionto theInternet.

• POPand IMAP server access:Theoptionsare"Private"and"Public". Theformerallows accessonly from your localnetwork.
Thelatterallows accessfrom anywhereon theInternet.Think aboutthis carefully. On thepositive side,choosing"Public" access
allows any of your usersto retrieve their e-mailvia POP/IMAPfrom anywhereon theInternet.Thenegative sideis thatwhenyou
do this,you arereducingyour level of security, asyouwill now have two moreservices(POPandIMAP) thatarelisteningfor
connectionsacrosstheInternet.Bothprotocolsalsoinvolve transmittingyour password acrosstheInternetin plain,unencrypted
text, openingup thepossibilitythatsomeonecouldinterceptthepacketsandlearnyour usernameandpassword.Allowing such
accesscanbea greatconvenienceto your users,but if securityis a concernyou shouldconsiderusingencryptedwebmailinstead.

IMPORTANT: Even with POP and IMAP configured for public access, users outside your local network are not able to send
e-mail using your server as their SMTP host. Allowing this would open your server to abuse by spammers as a mail relay. Users
who are travelling should either: a) use the STMP server of their local ISP; b) use PPTP to connect to your internal network; or
c) use webmail to read their mail. Webmail provides your users with secure access to both read and send mail via your server.

• Enable/DisableWebmail: With this optionyoucanenableor disablethewebmailcomponentof your server. More information
canbefoundin theWebmailchapter.

11.8. Review Configuration
Thissectionof theserver managersummarizeshow yourserver is configured.This is thedatathatyou enteredduringtheinstallation
processandpossiblychangedlaterthroughtheserver consoleor theserver manager. As you canseefrom thescreenbelow, this is
essentiallya reportthatyou canprint out for your records.Youdonothave theability to make changesfrom this screen.
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12.1. User Accounts
Useraccountsshouldbesetup for eachpersonin your organization.A useraccountincludesseparate,password-protectede-mail
andfile storageareas.

If this is thefirst time youaresettingup useraccountsfor yourorganization,you will needto establishwhatyour namingconvention
will be.Let’sassumeyou’ve decidedthattheaccountnameshouldconsistof first initial andlastname.So,if you have anemployee
namedFredFrog,Fred’suseraccountwouldbe"ffrog". Assumingyour domainnameis tofu-dog.com,Fred’se-mailaddresswould
be"ffrog@tofu-dog.com".Fred’s file directoryon theserver would alsobenamed"ffrog". Therearesomebasicrulesbuilt into the
server asto whatconstitutesa valid accountname.Theaccountnamemustcontainonly lower-caselettersandnumbersandshould
startwith a lower-caseletter(nota number).

Useraccountnamesarelimited to twelve charactersto maintainconsistency with variousversionsof Windows.Longernamescan
becreatedfor e-mailthroughthePseudonymspanel.For your information,pseudonymsof "firstname.lastname"and
"firstname_lastname"areautomaticallycreatedfor eachaccount.

In the"UserAccounts"sectionof theserver manager, you will seea list of your currentaccounts.If you haven’t alreadycreatedany
accounts,select"Click here"andfill in therequestedinformation- theaccountname(thepartof thee-mailaddressthatcomes
before"@"), theperson’s name,address,department,company andphonenumber. As a convenience,thedefaultsthatyou enteredin
the"Directory" sectionof theserver managerappeareachtimeyou createa new account.Youcan,if necessary, modify the
informationfor eachuserasyou createtheaccount.

Fromthelist of useraccounts,you caneasilymodify or remove a useraccount(by clicking on"modify" or "remove" next to theuser
name)or settheuser’s password.Useraccountsare lockedout and cannotbe useduntil you setthe initial password for each
account.As a reminderof this,useraccountsappearin reduntil thepassword is changed.(In theexampleshown here,the
administratorhasnotyet changedthepassword for user"Sally Salmon").

Note: If you want someone to have an e-mail address at your company, but want the messages forwarded to another external
e-mail address, you can create the user account but set the e-mail delivery option in the user account to Forward to address below
and enter the external address. If you leave the user account locked out, the user will not be able to access services on your
server, but the e-mail will be delivered to the external e-mail address.
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12.1.1. Disab ling User Accounts

Theremaybetimeswhenyou do notwish to deleteauseraccountbut insteadmerelywantto disableit. For instance,whenan
employeeleavesthecompany, you maywantto immediatelyremove their accessto theserver, but still keeptheir filesor e-mail
addressactive until theinformationcanbeexamined.To disableany useraccountonyour server, just click on theLock Accountlink
on theUserAccountswebpanel.Assoonasyouclick thelink, theaccountwill belockedout.Theuserwill no longerbeableto
retrieve e-mailor connectto any filesor otherresourceson theserver.

Whenanaccountis disabled,e-mailwill still bereceivedfor thatusername,but theuserwill beunableto retrieve thee-mail.As
notedabove, if a useraccountis setto forwarde-mailto anexternale-mailaddress,thee-mailwill beforwardedto thatexternal
address.To preventthis,you will needto modify thepropertiesfor thatuseraccount.

To re-enabletheuseraccount,you needto resetthepassword usingthelink on theUserAccountswebpanel.

12.1.2. Changing User Passwords

Oncethey have anactive account,youruserscansettheirown passwordsby accessingtheuser-password URL. They do this
throughtheir webbrowsersby visiting theURL www.yourdomain.xxx/user-password (where"www.yourdomain.xxx"is theweb
server nameyou enteredinto theserver console).Thestaff atThePaganVeganwould visit theURL
www.tofu-dog.com/user-password.

To make thechange,a userwouldenterhis or heraccountname(thecharactersbefore"@"), theold password andthenew password
(to ensureaccuracy, thescreenasksfor thenew password twice).Notethatchangingthepassword for auserin theserver manager
overridesany previouspassword enteredby your user. Therefore,whena userforgetshis password,simply resetit in theserver
manager.

Note: There is no way for the administrator to recover a forgotten password for a user. All they can do is set a new password for
the user.

12.2. Groups
Thisscreenallows you to create,remove or changeusergroups,whicharesimply listsof peoplewith a sharedinterest- for example,
they work in thesamedepartmentor arecollaboratingon a project.Theusergroupfunctionservestwo purposesin theSMEServer
V5 with ServiceLink:it permitse-mailto besentconvenientlyto agroupof users,andit allows thesystemadministratorto associate
groupsof userswith asingleinformationbay(i-bay).

Creatinga new groupis asimplethree-stepprocess.Youenterthegroupname(aswith accountnames,theseshouldbegin with a
lower-caseletterandconsistonly of lower-caselettersandnumbers),followedby abrief description.Finally, checktheboxesnext to
thenamesof theuserswhoshouldbeassociatedwith thatgroup.
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Warning

When you create a group, you are required to assign at least one user to that group. If you fail to do so, the group will not
be created and you will receive an error message.

After you add(or remove) a useraccountfrom a group,theusermustlog outandlog backin for thosechangesto take effect.Until
theuserdoesso,heor shewill still have theirold groupmembershipinformation.For instance,saythatyou createa new group
"sales"andassignuser"ffrog" (FredFrog)to thatgroup.You thencreatea new i-bay called"salesinfo"thatonly the"sales"group
canaccess.FredFrogis still loggedinto a Windows PCandnow triesto connectto thenew i-bay throughWindows Explorer. He
will receive a permission-deniederror. He mustlog outof windows (hedoesnotneedto shutdown or reboot,just log out) andlogin
again.Now heshouldbeableto go throughWindows Explorerandaccessthe"salesinfo"i-bay withoutany problem.

12.3. Pseudon yms
Any userwho hasanaccounton yourSME ServerV5 with ServiceLinkwill beableto receive e-mailsentto thatuserID. For
instance,if you have a usernamedFredFrogwith theuseraccount"ffrog", his primarye-mailaddresswill be
"ffrog@mycompany.xxx".

Likewise,whenyou createa groupaccount,thatgroupaccountnamefunctionsasane-mailalias, sothatmessagesaddressedto the
groupID will besentto all membersof thegroup.If, for example,you createa groupcalled"sales",messagesto
"sales@mycompany.xxx" will bedistributedautomaticallyto all membersof thatgroup.As you addandremove membersto the
group,yourserver automaticallyupdatesthee-mailalias.

In additionto userandgroupaccounts,however, yourserver alsoautomaticallycreatesseveralpseudonyms. For instance,for each
useraccount,theserver createstwo separatepseudonymsusingthefirst andlastnamesof theuser. Thesetwo pseudonymsarein the
form of "firstname.lastname"and"firstname_lastname".Hence,whenyou createtheuseraccount"ffrog" for a userwith thename
FredFrog,hewill alsobeableto receive e-mailsentto "fred.frog@mycompany.xxx" and"fred_frog@mycompany.xxx".

Additionally, your server createsa specialpseudonym called"everyone"thatincludesall useraccountson thesystem.Two other
pseudonyms,"postmaster"and"mailer-daemon"arecreatedpointingto the"admin" user.

If you wish to modify or remove any of thesepseudonyms,or createnew ones,youcanusethewebpanelfoundunderthe
"Collaboration"section,asshown below.

Note: The special pseudonyms of "everyone", "postmaster" and "mailer-daemon" will only be visible after you have either added a
user account to the system or have added a custom pseudonym. Until that time, these three pseudonyms are there, but will not be
visible on the Pseudonyms web panel.
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As notedon thescreenbelow, therearesomerestrictionson thetext contentof thenames.Pseudonymscanbelinkedto existinguser
or groupaccounts.In theexampleshown, a pseudonym for webmasteris beingsetto point to ffrog.

12.4. Information Bays
Thei-bay (informationbay)featureof theSMEServer V5 with ServiceLinkis asimple,veryflexible andpowerful way for you to
shareinformationwith others.It is a rich enoughfeaturethatwe’ve devotedanentireupcomingchapterto discussingi-bays.
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12.5. Vir tual Domains
Whenyou aresupportingmultiple domainsona singleserver, eachdomainbeingservedis referredto asa virtual domain. (The
strictdefinitionof virtual domainis whenasingleIP addressis sharedbetweenmultipledomains.)Whenyoucreatea virtual domain
usingthis sectionof theserver manager, your SMEServer V5 with ServiceLinkwill beableto receive e-mailfor thatdomainand
will beableto hosta websitefor thatdomain.

To createavirtual domain,fill in thedomainnameanda descriptionof thesite.You thentell theserver whereto find thecontentfor
thatdomain- it canbethesameasyour primarywebsite,or you cancreatea new setof webpagesandstorethemin oneof your
i-bays.Clicking thearrow in the"Content"field will show you a list of yourcurrenti-baysandallow you to make a selection.This
featureallows you to hostmultiplewebsitesfrom a singleserver.

Be awarethatyou canpoint thevirtual domainto eithertheprimary websiteor to oneof the i-bays. You cannotpoint a virtual
domainto asubdirectorythatyou simplycreateinsideof theprimarywebsitefile area.Youneedto useani-bay instead.

Note: When you are entering the name for the virtual domain, you should supply the fully-qualified domain name. This is the full
name of the domain, including any extensions like ".com", but without any prefixes like "www" or "ftp". For instance, you can create
a virtual domain by entering "tofu-bird.com", but not by entering "tofu-bird" or "www.tofu-bird.com".

Onceyou have createdavirtual domain,yourserver will beautomaticallyconfiguredto answerto www.domainname.xxx, and
proxy.domainname.xxx. It will alsobeconfiguredto automaticallyaccepte-mailfor yourvirtual domainaswell.

Note: In order for this to work outside of your local network, you will need to work with your ISP or whoever controls the DNS
entries for your virtual domain to have the appropriate DNS entries pointed to the IP address of your server. For instance, your ISP
will need to configure an MX record for the domain in order for you to receive inbound e-mail to that domain.

84



Chapter 13. ServiceLink

Until you signup for ServiceLinkandyour server is registered,all of thepanelsin thissectionof theserver managerwill notbe
functional.In orderto subscribeto ServiceLink,visit http://www.e-smith.com/servicelink/andfind a partnernearyou.

TheMitel NetworksCorporationpartnerwill interactwith theMitel NetworksNOC (Network OperationsCenter)to obtaina
ServiceAccountID for yourserver. Oncethatnumberis enteredinto theStatuspanelonyour server, you will besubscribedto
ServiceLink.Yourpartnerwill enableServiceLinkservicesandthey will begin to function.Oncesubscribed,your server will
synchronizeata periodicinterval (thedefault is onehour)with ourNOC to retrieve updatedinformationsuchasviruspatternfiles.

Beawarethatoneof thefeaturesof ourNOCis thatalertscanbeestablishedto notify yourpartner(or any e-mailaddressthepartner
sets)whenyour server hasmisseda syncperiod,whene-mailis arriving at theNOCinsteadof your server, andwhenviruseshave
beendetected.Youwill alsobeableto receive monthlyreportsfrom yourpartnerdetailingServiceLinkactivity.

13.1. Status
Until ServiceLinkis activated,theStatuspanelwill appearasshown in theimagebelow.

A mentionedabove,you will needto arrangewith a Mitel NetworksCorporationpartnerto subscribeto ServiceLink.Onceyou are
subscribed,theStatuspagewill changeto show your currentstatus.As shown in theimagebelow, this panelalsoallows you to
manuallyinitiatea syncronizationwith theMitel NetworksNOC.
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As theimageshows, if thereis anissuewith any of your services,it will appearin reditalicsandyoucanfollow a link to determine
theproblem.Notealsothattheexpirationof your ServiceLinksubscriptionappears.

13.2. Virus Protection
As soonasyou aresubscribedto ServiceLinkandtheVirusProtectionserviceis enabled,all of your inboundandoutboundmail
messageswill bescannedfor viruses.Thescanningsoftwarechecksboththemessagebodyaswell asall attachments.

If a virus is foundona message,themessageis quarantinedin a specialmail folderandnotificationsaresentoutaboutthevirus.For
aninboundmessage,therecipientat your site,theoriginal senderandyour Mitel NetworksCorporationpartnerarenotified.For an
outboundmessage,only thesender(atyour location)andyourpartnerarenotified.

In theserver managertheconfigurationscreenshown below only allows you to enableor disabletheservice.While you canperform
this actionhere,we stronglyrecommendyou let your partnerdo thisactiononourNOC.
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To view thequarantinedmessages,werecommendyou login to webmailasthe"admin"user. Youwill bethenableto view the
messageswithoutany codebeingexecuted.(Do not openthe attachmentsasdoing socan infect your system.)

Note: Administrators with Linux experience can also use ssh to the server and login as the "root" user to use the command-line
mail programs mutt or pine to view the messages.

Eachtimeyour server syncswith theNOC, it will checkto seeif a new viruspatternfile is available.If a new file exists,it will be
downloadedandinstalledautomatically.

13.3. DNS Services
During theServiceLinksubscriptionprocess,yourserver will beenabledto publishDNSrecordsthroughourNOC.As shown
below, this panelin theserver managerreportswhich domainsyouarepublishingundertheheader"DNSServices".

Note: With ServiceLink you are able to publish domains in the top-level domains of .com, .org and .net. Other top-level domains
may be possible for an additional charge. Note also that ServiceLink includes the publication of two domains. More than two
domains can be published for an additional charge. Contact your partner for more details on either of these issues.

With ServiceLink,changesyou make in theHostnamesandaddressespanelof theserver managerwill automaticallybepublishedto
theglobalInternet.A checkboxis availablefor eachhostnamethatasks" Publishglobally?". If youcheckthatbox, therecordwill
betransferredto theNOC andfrom therepublishedout to thelargerInternet.

If, asshown in thescreenabove, therearedomainsthatindicatethey arenotcurrentlybeingpublished,your partnercanusethe
NOCto configurethosedomainsto startpublishingyour information.Beawarethatit mayrequireseveralbusinessdaysfor some
domainsto beregisteredandpublished.
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Thetoppartof thepanelallows you to configureaservicedomainthatis availableto youafterServiceLinkactivation.This domain
takestheform of yourdomain.e-smith.net andallows you to immediatelystartreceiving e-mailandconnectingto your server
usingthatdomain.

If you wish to changetheservicedomainname,you cando sousingthispanelby enteringyournew nameandclicking theUpdate
button.If thedomainyou wantis not available,you will benotifiedandwill beableto chooseanothername.Servicedomain
changestake effect immediatlyafterthenext synchronizationwith theNOC.

Warning

The change of service domain takes place upon the next synchronization of your server with the NOC and your previous
service domain will be completely removed . This includes entries for any hosts that you may have been publishing for the
previous service domain.

Mitel NetworksCorporationdoesnot guaranteetheavailability of a domainnameandreservestheright to refuseto registerany
domainname.All ServiceLinkuserspublishingDNS domainsmustadhereto regulationsandrulesprovidedby ICANN andour
registrar.

13.4. IPSEC VPNs
ThroughthePartnerZoneinterfaceto ourNOC,your Mitel NetworksCorporationpartneris ableto verysimplyandeasilycreatea
secureIPSECVPN betweenyour server andotherServiceLink-enabledservers.Thisprovidesaneconomicalwayof creatinga
privatenetwork betweendifferentofficeswithouthaving to payfor expensive VPN equipmentof dedicatedconnections.Each
locationjust needsa connectionto theInternetandaServiceLink-enabledserver. A VPN canbeestablishedbetweenjust two
offices,or betweena widenumberof offices.All communicationoccursusingtheextremelysecureIPSECprotocol,sonoonecan
interceptandreadyourdataasit travelsacrosstheInternet.

Note: IPSEC VPNs can only be established between servers operating in server-and-gateway mode. If you have a server
operating in server-only mode, it will not be able to participate in an IPSEC VPN.

Onceyour partnerhasestablisheda VPN, thewebpanel(shown below) will show thatyourserver is a memberof a VPN and
provide informationabouttheothersystemsto which yourserver is connected.
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Froma userperspective, themajordifferencewill bethatwhenyou openup(on Windows) your "Network Neighborhood"or "My
Network Places",you will now seetheserversat theotherlocationsonyour VPN.

Notethatwhenyou establisha VPN usingServiceLink,oneSMEServer is designatedto actasthe"primary" server. All user
accountsarecreatedon thisprimaryserver andusersmustlogin with thoseaccountsto accessnetwork resources.Theotherservers
in theVPN (known assecondaryservers)will functionasgatewaysfor theuserson their localnetworksto accesstheVPN and
Internet.
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14.1. Blades
Bladesarea new featurein SMEServer V5 with ServiceLinkwhich allow you to easilyinstall or remove softwaremodulesvia the
server manager. Usingthis featurewill allow easycustomizationof your server. Youcanchoosetheoptionsrequiredfor your
particularneedswithouthaving to addunnecessaryfeatures.

If you have not registeredfor ServiceLink,youwill seea list of default bladesthatareavailableto beinstalled.If, however, you have
chosento subscribeto ServiceLink,your server will displaya regularly updatedlist of availableblades,whichcanbeinstalled
simplyby clicking on theInstall link next to thedesireditem in theserver manager.

Bladesaredevelopedandmadeavailableby Mitel NetworksCorporationor by theopensourcedevelopercommunityandaresplit
into categories."Supported" bladeshave beenverifiedby ourdevelopmentstaff andServiceLinksubscriberswill beableto obtain
supportfor theinstallationandconfigurationof thoseblades."Unsupported" bladesaretypically thosecontributedby theopen
sourcecommunityandfor whichno technicalsupportis directlyavailablefrom Mitel NetworksCorporation.

Clicking on"Blades"in theserver manager’s navigationmenuwill show a list of availablesoftwarebladeswhichcanbeinstalledon
your system:

Whenbladesareinstalled,many of themwill createa new panelin theserver managerthatallows you to configuretheblade.
However, somecontributedbladesmaynotbeconfigurablethroughtheserver managerandmayrequireuseof theLinux command
prompt.

Notethatoutsideof blades,you canstill customizeyour server usingLinux utilities from thecommandprompt.However, blades
providesa muchsimplerandeasierway to performthis customization.

14.2. Backup or Restore
Youcaneasilybackup thecontentsof yourSMEServerV5 with ServiceLinkusingoneof two methods.Botharecontrolledthrough
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thewebpanelshown below.

Youhave four actionsyoucanperform,eachof which is describedin thefollowing sections.

14.2.1. Backup To Desktop

Thefirst typeof backupallows you to save a snapshotof yourserver configurationontoyour desktopcomputer. This will save all
useraccounts,userdirectories,i-baycontentsandwebcontent,aswell astheconfigurationparametersenteredusingtheserver
consoleandtheserver manager. Thewebpanelshows you thesizeof thebackupfile sothatyou canverify whethersufficient space
existsonyour desktopmachine.

Whenyou chooseBackup to desktop, a browserwindow will appearthatwill allow you to namethefile andselectthelocationon
your desktopwherethefile will besaved.

14.2.2. Restore From Desktop

If you ever needto restoretheoriginal configurationandfiles to yourserver, simplyselectRestore fr om desktopanda browser
window will promptyou to selectthebackupfile from your desktop.Restorationof theinformationis automatic.

Warning

Ideally you should use Restore from desktop on a freshly installed server. Therefore, if you are planning to do a restore,
you should first re-install the SME Server V5 with ServiceLink software and then perform the "Restore from desktop"
command.
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14.2.3. Verify Desktop Backup File

Thisoptionallows you to verify thatthebackupto diskwascompletedsuccessfully. In rarecaseswe have foundthatusersranoutof
diskspaceon their clientPCwhile doingthebackupto desktop.This optionsallows you to verify whetheror not thebackupdid in
factcompletesuccessfully.

14.2.4. Configure Tape Backup

Thesecondtypeof backupinvolvesconfiguringyour systemto performa daily full systembackupto a tapedrive usinga software
packagecalledflexbackup. If you wish to activatethis option,checkthebox next to EnableTapeBackup andthenspecifythetime
at whichyou wish thebackupto occurandthetimeat which remindernoticesshouldbesent.

Be awarethatyou mustuseasupportedtapedrive andthata tapemustbeinsertedin thedrive for thebackupto work.

Note: Reminder e-mail messages for tape backups are automatically sent to the e-mail address that is configured to receive
administrative notices. This is normally the user admin, but you can change this by going to the Other e-mail settings screen in the
server manager.

14.2.5. Restore From Tape

If you areperformingregularbackups,you canalsorestoreuserdataandconfigurationsettingsby usingtheRestore From Tape
option.After youpressthePerformbutton,thesystemwill readthefiles from tapeandoverwriteany currentlyexistingfiles.You
must rebootyour systemaftertherestorefor thechangesto take effect.Notethatin orderto restoredatafrom tape,you musthave
first checkedoff EnableTapeBackup andschedulednightly backups.If you have notdonethis,you will notbeableto restorefrom
tapeusingtheserver manager.
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Warning

Note that this restore procedure only restores user data and configuration information. It does not restore system files. If
you experienced a serious system crash, you should first re-install the SME Server V5 with ServiceLink software and
then perform a restore from tape. 1

14.3. Reinstallation Disk
Usingthissectionof theserver manager, youcancreateareinstallationdiskettewhichwill aid in therecovery processin theunlikely
eventthatyou encountera systemfailureandarerequiredto reinstallthesoftware.Thereinstallationdiskettewill recordsystemand
network configurationdatafor yourcurrentsystemsothatyou will notneedto re-enterthatinformationwhenyou reinstall.

Warning

Each time you alter your system configuration, you MUST make a new reinstallation disk (or overwrite your old one).
Otherwise, your existing reinstallation disk will not contain your updated configuration data - which means that after
reinstalling the software, you will not automatically see your most recent data.

Note: Be aware that when you are performing this task, the diskette must be in the server diskette drive, NOT the diskette drive of
your local desktop computer.
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Notethatthis reinstallationdiskservesadifferentpurposethanthe"emergency bootdisk" you createdaspartof theoriginal
softwareinstallationprocess.Theemergency bootdiskallows you to bootyour server if you areunableto bootfrom theharddisk
for somereason.For instance,this couldoccurdueto a hardwareerroror througha mis-configurationof theLILO bootloader
duringanadvancedcustomizationprocedure.Theemergency bootdiskettedoesnotchangeyoursoftwareor make any other
adjustmentsto your system.

Thereinstallationdisk,on theotherhand,will bootyour systemdirectly into thesoftware installationprocessandwill completely
reinstalltheSME ServerV5 with ServiceLinksoftware.It will, however, save you thestepsof enteringall thenetwork configuration
dataandallow you to simplymove throughtheconfigurationscreensusingthe"Keep"option.

14.4. Mail Log File Anal ysis
If you areusingyourSME ServerV5 with ServiceLinkto sendandreceive e-mail,therearenow a numberof reportsavailablethat
canhelpyouanalyzeyour system’s performance.As shown in theimagebelow, thedefault settingprovidesbasicstatistics.If you
popup themenu,however, you will seea rangeof otheroptions.If you suspectthatthereis a problemwith thedelivery of your
e-mail,youcanusethesereportsto seehow yoursystemis operating.Theinformationcanalsohelpyoudecidehow bestto optimize
your system.
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14.5. View Log Files
Thispanelallows you to view thesystemlog fileson youserver. As shown in theimagebelow, you selectthelog file thatyouwant
to view andpressthe"View Log File" button.Withoutany filter options,you will seetheentirelog file.

Youwill probablyfind thelog file of mostinterestto bemessages wheremostof thesystemserviceswrite log messages.If you
enterany text in the"Filter Pattern" box,only linesof thelog file containingthattext will bedisplayed.If you enterany text in the
"Highlight Pattern" box, thattext will beshown in bold.Bothoptionscanbeusedtogether. Be awarethatthefilter is case-sensitive.

As anexample,if youwereinterestedin messagesrelatingto DHCP, you couldexaminethelog file messages with afilter pattern
of DHCP. Thiswill show youall DHCP-relatedmessages.If you furtheradda highlight patternof DHCPACK, themessagesrelatingto
DHCPacknowledgementswill appearin bold.

14.6. Reboot or Shutdo wn
If you needto shutdown or rebootyour server, usingthis screenwill ensurethattheshutdown sequenceoccursgracefully,
preservingall configurationandinformationonyour server. Thereis a similar functionin theserver consoleaswell. Notethatthis
screeninitiatestheshutdown or rebootimmediately afteryou click the"Perform"button.
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15.1. Online manual
This link will take youdirectly from theserver managerto theonlinemanualavailableathttp://www.e-smith.org/docs/manual/.Note
thatyoumustbeconnectedto theInternetto readtheonlinemanual.

15.2. Create Star ter Web Site
If you alreadyhave a customizedwebsite,you shouldnotusethis section,sinceit will overwriteyour index.htmfile.

If you donot have a customizedwebsiteandwish to createyourstarterhomepage,simplyfill out theappropriatefields.This will
createanattractive,basichomepagethatyou canvisit by enteringyour domainnamefor your site,http://www.yourdomain.xxx,in
your webbrowser. Notethat,aspreviously explained,thereis typically a delayof oneor moredaysbeforeyour ISPpublishesyour
domainaddressrecords.Onyour localnetwork, you canuse"http://www/" to view your starterwebsite.

At any point in thefuture,youcanreplaceor reviseyour starterwebpageby replacingor revising thefiles in thehtml directoryon
your server. Thehtml directoryfor your websitecanbeaccessedusingWindows file sharing.Ensureyou areloggedontoyour
network usingtheadminnameandpassword andthenusefile sharingto go to theserver. Selectthe"primary" directoryandthen
selectthe"html" directory. If you areusingFTP, you canaccessthehtml directoryby lookingunderfiles/primary/html.
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15.3. Suppor t and Licensing
Thissectionallows you to review thesupportandlicensingtermsattachedto yourSMEServerV5 with ServiceLink.It alsoprovides
contactinformationfor Mitel NetworksCorporationandourAuthorizedPartners.

15.4. Other Administration Notes
Accessingadministrati ve areasof your server via Windowsfile sharing: To accessadministrative areasof yourserver using
Windowsfile sharing,youmustbeloggedinto yournetwork as"admin"with theserver systempassword.Thisappliesparticularlyto
theNETLOGONshare(whereyoucanedit thenetlogon.bat file), thePrimary share(wherethemainwebsiteis stored)andany
i-baysthatarewritableonly by theuseradmin.
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Informationbays,or i-bays,areauniquefeaturebuilt into yourSME ServerV5 with ServiceLink.i-baysareapowerful, simple,
flexible mechanismfor creatingdistinctinformation-sharingsites.Thenetwork administratorcandefineseveralcharacteristicsfor
eachnew i-bay they create:

• write access:theadministratorcancontrolaccessto thei-bayby associatingthei-bay with a group.All groupspreviously created
in thegroupssectionof theserver managerwill appearin thedrop-down menuunder"group" in this section.In addition,two
default groupswill alwaysappear- "administrator"and"everyone"(meaningall users,whetheron thelocalnetwork or on the
Internet).

• useraccessvia file-sharing or FTP: Theadministratorcanalsocontrolwhohastheability to save a file into or modify the
contentsof thefiles in thei-bay (write access)andwhohastheability to view thecontentsof thei-bay (readaccess).The
administratorcanspecifywhethertheentiregroupcanwrite to thei-bayor whethertheadministratoralonehasthepower to save
files to thei-bay. Similarly, theadministratorcancontrolwhethergroupmembersonly canreadthecontentsof thei-bayor
whetherthecontentscanbereadby anyone.

• password protection: theadministratorcanspecifywhethera password is requiredto accessani-bay from theInternetandwhat
thatpassword will be.

Note: If you select Password Required , users who connect to the i-bay via FTP or HTTP will be prompted to supply that particular
i-bay’s username and password. The user name is always the name of the i-bay and the password is whatever the administrator
assigns to that i-bay - not the individual user’s password. Note that, as with user accounts, i-bay accounts are locked out by default.
If a password is required, users will not be able to access the i-bay until the administrator sets the password.

i-baysaresimpleto createandmanage.The"Informationbays"sectionof theserver managershows all currenti-bays,thenameof
eachi-bay anda descriptionof its contents.In this section,you candeleteani-bay (whichwill deleteall contentsof thei-bay
directory)and,if thei-bay requiresa password,you cansetit here.As with your useraccountdirectory, any i-bay thatrequiresa
password will appearin reduntil thatpassword hasbeenchangedfrom "default" (thei-bay for Samson’s Farmsin thefollowing
imageis anexampleof this).

A note about i-bay names: When you create an i-bay, the name may be up to 12 characters long1 and may contain only
lower-case letters, numbers, periods and underscores. The i-bay name should also start with a lower-case letter. For example,
johnson, sales and client3.prj8 are all valid names, while 3associates, John Smith and Bus-Partner are not.
Finally, an i-bay cannot use the same name as an existing user or group account. It must be unique. Note that there are two
special names, primary and public, which are in use by the system and cannot be used for an i-bay name.

1. This 12-character restriction ensures that the i-bay can be shared correctly to all Windows machines.
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16.1. i-bay Directories
Eachi-bayhasthreedirectories- html, files andcgi-bin. (Thecgi-bin directoryis setasideto hold cgi scriptsusedfor that
i-bay’s webpage.CGI scriptsaretoolsusedin advancedweb-sitecreationanddonotneedto bediscussedhere.)

• the filesdir ectory: Thisdirectoryholdsfiles thatcanbeaccessedeitherlocally only or publicly. It canbeusedfor suchthingsasa
company downloadsite,a company-wide file sharingserver, or a documentsharingsitefor a specificcustomer.

• the HTML dir ectory: Whenani-bay is accessedusinga webbrowser(via http), theuserwill entertheHTML directoryandthe
webbrowserwill automaticallyopentheindex.html file in thati-bay. In otherwords,it will displaythewebpageassociatedwith
thati-bay. This meansyoucanhave differentwebsitesrunningonyour server, eachassociatedwith a specifici-bay. This canbe
verypowerful anduseful,asyou will seein theupcomingexamples.

Note: If an i-bay is set for no public access via web or anonymous ftp, users connecting to the i-bay through Windows or
Macintosh file sharing will see only the contents of the files directory. However, if the i-bay settings are later changed to allow
public access through web or anonymous ftp, users will then see the top-level directory of the i-bay with the three subdirectories of
html, files and cgi-bin. The items they were used to seeing before will now be found in the files directory.

16.2. Accessing the i-bays
Youcanaccessthecontentsof ani-bayusingawebbrowser, Windows file sharing/ AppleTalk, or FTP.

• accessingan i-bay usinga webbrowser (via http): To view ani-bayusinga browser, enter"www.yourdomain.xxx/i-bayname".
For example,theURL for Samson’s Farmsi-bay is "www.tofu-dog.com/samfarms".Assumingyou areentitledto accessthis
i-bay, youwill seetheindex.html pagein thehtml directoryin theSamson’s Farmsi-bay. If a password is requiredto seethe
contentsof thei-bay, a password dialogbox will appearbeforethecontentsof thei-bay areservedto thewebbrowser.
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• accessingan i-bay via Windowsfile sharing and AppleTalk: To accessthei-bayusingWindows file sharingor AppleTalk,
simplynavigateto theserver over yournetwork browser(in Windows, this would bevia "Network Neighborhood")andselectthe
i-bayyou wantto enterfrom thoseappearing.Youcanonly accessani-bay in thisway if you areon thelocalnetwork.

• accessingan i-bay via the FTP server: FTP( File TransferProtocol)is a relatively easyway to transferfiles over theInternet
from onecomputerto another.

In thenext few sections,we will take a look at someexamplesof i-baysthathave beencreatedby ourhypotheticalcateringand
event-planningcompany, ThePaganVegan,to demonstratetheir capabilities.

16.3. Creating an i-bay
No matterhow you aregoingto useani-bay, theprocessof creatingani-baystartsby clicking on the"Click here"link at thetopof
theInformationBayspanelin theserver manager. Youwill bepresentedwith theform shown in theimagebelow.

Younow needto fill out theform providing theinformationandmakingthechoicesdescribedbelow. Notethattheftp access
describedbelow canbeoverriddenby theFTP accesslimits settingon theRemoteaccesspanelof theserver manager. If you choose
to "Disablepublic FTPaccess"there,ftp accessfor individual i-bayswill not beallowed,eventhoughyouwill appearto beableto
enableit from thei-bayconfigurationscreen.

• Inf ormation bay name:This is theshortnameof thei-bay (subjectto the12-characterlengthrestrictionmentionedearlier).The
i-baynamewill bewhatuserswill enterin theURL afterthehostnameto accessthei-bay from theweb. For instance,if public
accessis enabled,ani-baynamed’intranet’ canbeaccessedby thePaganVeganstaff at ’http://www.tofu-dog.com/intranet/’.
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• Brief description: This text will appearin variousadministrative screensandcanbea usefulreminderof thei-baycontent.

• Group: Ownershipof thei-baycontentis assignedto anexisting group.Thegroupownershipplaysa role in thenext settingfor
useraccess.

• Useraccess:Youneedto decidewhowill beableto addandmodify contentin thei-bayandwhowill beableto readthecontent.
Notethatin someof theaccessmodesMacintoshuserswill notbeableto accessthei-bayusingnormalMacintoshfile sharing
(althoughthey still couldconnectto it usingftp).

• Public access:Hereyou setwhattypeof publicaccessyou wish to have for thei-bay. If thei-bay is just to beusedby a small
groupof users,you canleavepublic accesssetto thedefault of None. If youwantothersto beableto accessthei-bay via webor
anonymousftp, you canchooseto allow accessto just thelocalnetwork or thewider Internet.Youalsocanchoosewhetheror not
youwish to requirea password.

Note: If you choose one of the modes of Public access via web or anonymous ftp that requires a password, public access will
not be available until you set the i-bay password from the main information bay panel in the server manager. Once you do so,
users can access the i-bay through their web browser or ftp by using the i-bay name and i-bay pass word, rather than their own
user name and password.

• Executionof CGI scripts: If youwantto useCGI scriptsto addfunctionalityto yourwebsite,youcanexecutethosescriptsfrom
thecgi-bin directoryof your i-bay. However, for securityreasonsyou mustfirst chooseenabledhereto allow suchscriptsto be
executed.

Oncedonefilling out theform, click theCreatebuttonandtheserver managerwill createyour i-bay. If you wish to changethese
settingsat any laterpoint,you canclick on Modify... next to thei-baynamein theinformationbayspanelof theserver manager.

16.4. An i-bay Used as a Customer Site: The Miles Gabriel Ar t Exposition
"ThePaganVegan"(TPV) hasfoundthatcustomerslike having accessto acustomizedwebpagewhich summarizesall of the
informationpertainingto theirparticularevent.Thecompany findsit reducestherisk of miscommunicationandimprovesits image
andreputation.The".html" files in thei-bay’s html directoryarebasedona templatethatTPV usesfor eachcustomer. Creatingeach
websiteis a straightforward,fill-in-the-blanksprocess.
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TPV haschosena namingconventionfor i-baysthatcustomerscaneasilyremember- first initial, lastname.Becauseit contains
importantcustomerinformation,only thesiteadministratorcansave files into this i-bay. To preventothersfrom accessingthe
customer’s i-bay, a password is requiredto enterthesite.(TPV createdindividualpasswordsandsecurelyprovidedthemto their
customers.)

Miles GabrielhascontactedThePaganVeganto cateranart exposition.ThePaganVeganhascreatedani-bayspecificallyfor Mr.
Gabriel’saccountcalled"mgabriel".Mr. Gabrielaccessesthesitewith theURL www.tofu-dog.com/mgabriel. As you cansee,Mr.
Gabrielhasaccessto a summaryof his eventinformation.He cancheckatany time to ensurethearrangementsarecorrect.For
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example,at midnighttonighthecanaccesshis i-bay to show his spousethedesignusedfor his invitations!

16.5. An i-bay Used as a Shared Network Drive
Having a sharednetwork drive canbevery helpfulasa wayof storingandsharingdocumentscompany-wide.TPV usesani-bay for
a company-wide network drive to hold documentsto whichall employeesshouldhave access.All employeescanreadandwrite files
to thisdirectory.

Thei-bay is accessedvia Windows file sharing,AppleTalk or FTP. To accessusingfile sharing,simplyaccesstheserver over the
network (via Network Neighborhood)andopentheappropriatei-bay . Youwill seethefiles locatedin thefiles directoryandcan
thenopenthemor copy themto your system.

Note: This is only true if the i-bay has been set to allow public access via web or anonymous ftp. If an i-bay is set for no public
access via web or anonymous ftp, users connecting to the i-bay through Windows or Macintosh file sharing will simply see the
contents of the files directory. However, if the i-bay settings are later changed to allow public access through web or anonymous
ftp, users will then see the top-level directory of the i-bay with the three subdirectories of html, files and cgi-bin. The items they
were used to seeing before will now be found in the files directory.

As anexample,whenthestaff of ThePaganVegangoesinto their Network Neighborhood,they double-clickon"E-smith-server" as
shown in:

They will thenseea list of i-baysaccessiblethroughWindows file sharing.Whenthey click ononeof themcalled"sharedfiles",they
seethethreefoldersinsideof thei-bay:

Whenthey go insideof files, they will thenseethelist of documentsprovidedthere:
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As youcanseein thisexample,ThePaganVeganhasseveralfiles in this directoryfor company use.Providing a centralizedlocation
for company documents(suchasexpensereporttemplates)ensuresthateveryonealwayshasaccessto thesedocumentsandusesthe
mostup-to-dateversion.

16.6. An i-bay Used as an Intranet: The Pagan Vegan "Vegemite"
ThePaganVeganhascreatedani-bay for its company newsletter/ intranet.Thecompany hasfoundthis to bea goodway for
employeesto expressthemselvesandshareinformation.

In keepingwith TPV’sculture,thenewsletteris verycasual.Thecompany hasa highdegreeof trustin its employees,and,asa
result,employeesaregivenfull accessto thecontentsof theintranetsoanyoneon staff canreviseit. A moretypical company might
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wanttheintranetto becreatedby aparticularstaff memberand"checkedin" by theadministrator(write access"administratoronly").

Theintranetis, of course,viewableonly from theinternalnetwork. No password is required.To accesstheintranet,TPV employees
usetheir webbrowsersto accesstheURL www.tofu-dog.com/intranet.

Thisparticularnewsletterwascreatedusinga desktopoffice applicationcalledStarOffice (similar to MicrosoftOffice).Thefiles
werecreatedastypicalword processingdocuments,savedinto ".html" formatandthentransferredinto thehtml directoryof the
"intranet"i-bayusingWindows file sharing.Startingwith just a blankdocument,it tookonly aboutanhourto createthemainpage
andtheotherpagesthatmake up this newsletter.

16.7. An i-bay Used to Expedite Processes: Samson’ s Farms
Samson’s OrganicFarmsdeliversfreshproduceto ThePaganVeganevery week.Samson’s andTPV useani-bay to improve the
orderinganddelivery process.TPV hascreatedani-bay for Samson’s called"samfarms".It is accessibleto theexternalInternetbut
password-protectedsothatonly staff at TPV andSamson’s Farmscanreadit. Anyoneon TPV’s localnetwork canwrite to it.
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Here’s how the processworks:

• Eachweek,Mr. Samsonupdateshis onlineordersheetto includeonly producethatwill beripe andreadyfor thenext delivery
date.He savesit in ".html" formatande-mailsit to ThePaganVegan’s administrator.

• Uponreceiving thee-mail,TPV’sadministratorsavesthefile directly into thehtml directoryof the"samfarms"i-bay.

• Thechefaccessesthesamfarmsi-bay, reviews whatproducewill beavailable,andplansmenus.

• Thechef’s assistantthenreviews themenus,checksagainstexisting inventoryanddetermineswhatshouldbeordered.The
assistantentersTPV’sorderdirectlyontotheordersheetin thesamfarmsi-bayusinganHTML editor.

• Thedaybeforedelivery, thechefreviews his assistant’s order(asshown in theimagebelow) usinga webbrowserandmakesany
lastminuteadjustments.
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• Onthedayof delivery, Samson’s shippingstaff accessesthei-bayover theInternet,printsoutTPV’sorderfrom thesamfarms
i-bay, andfills it.

16.8. An i-bay Used as Your Customer Download Site
Whencustomershire ThePaganVeganto planevents,they needto review agreatdealof information- menuoptions,catalogues
from variousvendorsfor eventstationary, table-settingrentals,etc.Oftencustomerswantseveraldaysto review it all. TPV hasonly
a limited numberof cataloguesfor loan,soit decidedto provide customerswith accessto this informationonline.To accomplish
this,TPV createda downloadi-bay, called"menus",wherecustomerscandownloadthecataloguefiles themselvesandview the
contentson their desktopmachines.
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TPV setthei-bay for Administrator-only write access,viewableover theentireInternet,with nopassword required.A customer
accessesthesiteusingtheFTPclient in theirwebbrowserto login asthei-bayusernameby enteringtheURL
ftp://menus@ftp.tofu-dog.com. This is whatthecustomersees:

Whenthecursoris placedover afile name,thefull nameof thefile appears.To downloadaparticularfile, thecustomersimplyclicks
on thefile name.A browserwindow allows thecustomerto selecta destinationdirectoryfor thefile on his or herlocalharddrive.
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Whenyou createa useraccountonyour server, thisnot only createsane-mailaccountbut alsoa file directoryfor thatuser. This
directoryis setasidefor files thattheuserwould like to storeon theserver harddrive. It canonly beaccessedby theuser. To access
thedirectory, theuserwould naviagateto theserver via Windows file sharingor AppleTalk.

17.1. Windo ws
For example,in Windows theuserwould open"Network Neighborhood".In theNetwork directory, you will seeall machines
accessibleto you onyour network. Theserver shouldbeoneof them.If it isn’t viewable,you maynot beloggedontoyour network
underthecorrectname/password (seethesectionbelow on this)or your machinemaynotbein thesameworkgroupastheserver.

Whenyou click on theserver, you will seeall i-baysanddirectoriesavailableto you.Youwill alsoseethePrimarydirectory(which
housesthecompany webpageinformation).In theexamplebelow, KateHedgesis loggedontoherlocalnetwork askhedges(her
accountname)with hercorrectpassword.Whensheenterstheserver, shecanseeall thei-bays(mgabriel,samfarms,sharedfiles,
menusandintranet),aswell asherown userdirectory.

By clicking on herown userdirectory, "khedges",shecanseeall of thework andpersonalfilesshehaschosento storeon theserver,
asshown in theimagebelow.
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Notethatfor userswho areona Windows network, theusermustbeloggedontothenetwork with thenameandpassword
associatedwith theserver useraccount.

To do so,openthe"Start"menu.

• Select"Shutdown".

• Select"Closeall programsandlog in asanew user".

• Entertheusername(in our example,above, it wouldbe"khedges")

• Enterthecurrentpassword for thatuseron theserver.

If you changethepassword on yourserver, you mustalsochangethepassword for "admin" onyour PC.To do this:

• UsetheFile Managerto searchfor thefile "admin.pwl".

• Deletethisfile andsimply log into Windows networking asabove.

17.2. Macintosh OS
To usefile sharingfrom aMacintoshcomputer, you will needto besetup to useAppleTalk over Ethernet,andto communicateusing
TCP/IPover Ethernet.

Thefirst stepis to chooseyour Ethernetadapter(usually"Built-in Ethernet"or just "Ethernet")from theAppleTalk ControlPanel.If
everythingis pluggedin correctly, thepanelshouldquickly saythatno zoneswerefound.If this takesawhile, thenetwork cableor
network cardmaynotbeworking properly, andyou shouldseeanApple technician.

To useAppleTalk over TCP/IPit is bestthatyourMac’s network settingsareconfiguredvia DHCP. Theserver providesthis service,
but it mustbeenabledvia theserver manager. To enableit on yourMac,choose"DHCPServer" in theTCP/IPcontrolpanel.If the
controlpanelasksfor a Client ID, simply typein any uniquetitle, suchas"DesignG4" or "Reception".
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Note: AppleTalk will work without TCP/IP, but will be slower than AppleTalk over TCP/IP.

Thenext stepis to chooseaserver to connectto via AppleTalk. Click on theChoosericon in your AppleMenuto bringup a list of
file serversto connectto.

Doubleclicking on theserver will bringupa list of all thevolumesavailablefor you to connectto, whetheror not youhave sufficient
privelegesto usethem.Yourscreenshouldnow look like thefollowing picture.

The"Primary"volumeis your default areasetupby yourserver for sharingfilesandthecompany website,while "Homedirectory"
pointsto thespecificuser’s own spaceon theserver, viewableonly by thatuser. While otheri-baysmayappear, you maynotbeale
to usethem,asyoumustbea memberof thegroupowning thati-bay to useit.

Thehighlightedvolumesarethoseyouwish to connectto. Any tickedvolumeswill attemptto mountevery timeyou bootyour Mac.
If you wish to save passwordsin akeychain(MacOS9.0or above), you shouldreadthetutorialavailablefrom thehelpmenuon
your Mac.

Onceyou have chosenyour volumesto mount,whetheror not they areticked,a dialogboxwill appearto allow you to log in.
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Useyourserver usernameandpassword to connect.This screenwill popup only once,astheinformationtypedin will beusedfor
every subsequentlogin. This includesclicking on theChooser, yourserver, andthenothervolumesto mountthemaswell.

Yourdesktopshouldnow have iconsfor eachsuccessfulvolume,suchastheiconsbelow:

MacOS8.5or above

MacOS7.5to 8.1

Noticethewire at thebottomof theicon,denotinga network volume.

Clicking ononeof theseiconsshouldshow you a window similar to theonebelow. While you shouldnotbeableto addfilesor
foldersto this window, you maydosoin thefiles, html or cgi-bin folders(permissionsallowing).

Note: Some programs may not work well if run from the server. Programs such as MYOB (multi-user accounting software) rely on
certain specific nuances to share the same file with multiple other Macs. Test your applications with multiple users before relying
on them in this situation.
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If you wish,youcanconfigureyourSME ServerV5 with ServiceLinksothatuserscanaccesstheire-mailvia a webinterface.Once
webmailis enabled,userswill beableto accesstheir e-mailfrom thelocalnetwork or anywherein theworld via theInternetusing
any standardwebbrowser(providedit supportsJavascriptandtables,which almostall browsersdo).

For addedsecurity, theserver supportstheuseof Secure Socket Layer(SSL)connections.Whenyour usersconnectusingSSL,all
communicationbetweentheir browserandyourwebserver is securelyencryptedto preventeavesdropping.

Note: The specific program we use for webmail is the Internet Messaging Program (IMP). If you would like more information about
IMP, you can visit the project web site at: http://www.horde.org/imp/

If you intendto enablewebmail,you shouldconsiderwhetheryouruserswill usewebmailexclusively or will usewebmailpartof
thetime(for example,whentravelling) anda regulare-mailclient therestof thetime. If they planto usewebmailandanotherclient,
they shouldmake surethattheotherclient usestheIMAP protocol.If they usePOP3,theire-mailmessageswill bepulleddown
from theserver into their local e-mailclient andwill thereforenotbevisiblewhentheuserlogsinto webmail.If IMAP is enabledon
thelocal client, themessageswill remainon theserver andwill bevisiblebothfrom thelocal clientandvia webmail.(For more
informationon IMAP andPOP3,readtheearliersectionin Chapter7.)

A secondissueis thatusingwebmailwill affect theperformanceof your server. With many modernservers,theimpactmaynot be
noticeable.However, if you areusinga low-endsystemasyour server, you mayseeanoticeabledecreasein theperformanceof your
system.Werecommendthatyou evaluateyour server hardwareif you planto usewebmail.(Notethatwebmailcanalwaysbe
disabled laterif you find thatyoursystemis notperformingwell.)

18.1. Enabling Webmail On Your System
Becausetheuseof webmailcanberesource-intensive, theserver shipswith webmaildisabled by default.To enabletheuseof
webmail,performthefollowing steps:

1. Connectto theserver managerandlogin astheadminuser.

2. Click onOthere-mailsettingsandscroll down to thesectionwhereyou have theoptionto Enable/DisableWebmail. You now
have two options:

• Enabled (secureHTTPS accessonly) - Allowsusersto connectonly throughasecureSSLconnection.This is strongly
recommendedbecausea regularHTTP connectiontransmitsyour mail accountpassword acrossthenetwork (or Internet)in
plain,unencryptedtext.

• Enabled (HTTP or HTTPS) - Allows yourusersto connectthrougha secureor aninsecurewebconnection.

After you performthesesteps,your usersshouldbeableto connectandusewebmail.
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18.2. Star ting Webmail
To usewebmail,auserfirst needsa valid useraccountandpassword on yourserver. Next, theuseropensupa webbrowserand
pointsit to your server usinganaddressresemblingthefollowing URL:

https://www.tofu-dog.com/webmail/

Thehttps in theURL indicatesthisconnectionusesSSLencryptionandprovidesa securecommunicationsession.

Note: The exact address used in the URL will depend on how you have configured your server. In the example above,
www.tofu-dog.com points to the server located at The Pagan Vegan and https indicates that they are using secure communication
using SSL encryption. If you choose to provide insecure access, which we do not recommend, the URL would begin with http
instead of https. You will need to provide your users with whatever URL will get them to your server.

Notethatif your server is behindanotherfirewall, thatfirewall will needto allow traffic throughonTCPport443in orderfor SSL
connectionsto take place.

18.3. Log ging In
Onceconnected,a userwill immediatelybeconfrontedwith a login screensimilar to thatshown in thescreenbelow. Fromthis
screenyou canreadthehelpmenu(by clicking on thelink for New UserIntroductionat thetopof thepage)or login with your
normalnetwork userID andpassword.NotethatIMP supportsa widevarietyof languagesfor usersfor whomEnglishis not their
native language.(Or whohave somedesireto have menusin a differentlanguage!)

18.4. Viewing The Inbo x
Onceloggedin, you will seeyour inbox,asshown in screenbelow.
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Let’s take a quick tourof theInboxwindow.

In the top left corner is apop-upmenuthatshows thelist of youravailablemail folders.In yourfirst webmailsession,theonly folder choice
will beINBOX. As soonasyou sendane-mailmessage,a folder calledsent-mailwill becreatedandavailablein themenu.Youcanalso
createadditionalmail foldersatany time.

In the top centerportionof thewindow is a statusmessageindicatingthefolder youarein andthenumberof new or recentmessagesin that
folder.

On the left side is a navigationmenuallowing you to composenew messages,modify contacts,createfolders,modify preferencesor logout
of thewebmailsystem.

In the main part of the window aretheactualmessages.Eachmessagehasanicon denotingits statusat thefar left, thedate/timeof the
message,who it is from, thesubjectandthesize.Messagesmaybesortedby clicking on thecolumnheading.Youcanreada messagesimply
by clicking on thesubjector senderof a specificmessage.Theenvelope/arrow icon thatyou canseein thestatusareaof thesecondmessage
in theimageaboveindicatesthatthis messageis new.

Wewill describethevariousfunctionsin greaterdetail laterin this chapter, but this shouldbeenoughto getyou started.

18.5. Log ging Out of Webmail
Beforewe discussthefeaturesof webmail,it is importantto emphasizethatyoumustalwaysclick on theLogoutmenuitem when
you arefinishedusingwebmail.If youdo not do so,anyoneelsewhousesyour webbrowseronyour computer(until you exit your
webbrowseror logoutof/shutdown yourcomputer)will beableto readyour messagesandsendmessagesfrom your account.After
a successfullogout,you will seea messageat thetopof a webmaillogin screensimilar to thatin theimagebelow.
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18.6. Composing Messages
To composea new message,click on Composein themenuon theleft. Youshouldseea screensimilar to thatbelow.

At thetopof thecomposescreen,youravailableoptionsincludetheability to spell-checkthemessagein your languageof choice,or
to cancel,save a draftor sendthemessage.

If you chooseto save a draft, yourmessagewill besavedin a foldercalleddrafts. Youmaylaterretrieve this messageby usingthe
popupmenuin theupperleft cornerto switchto the"drafts" folder.

Below thatarethefamiliar e-mailfieldsfor you to fill out.At thebottomof thepage,themenuof commandsis repeatedfor your
convenience.

18.7. Reading Messages
To reada message,click on theFrom or Subjectfieldsof themessage.Youshouldseea screensimilar to theonebelow.

Younow have severaloptions.Youcan:

• Deletethemessage.
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• Reply only to thesender.

• Reply to all of theoriginal recipients.

• Forward themessageto someoneelse.

• Bouncethemessageto anotherperson(similar to "Forward" but withoutproviding you theopportunityto comment).1

• Save As - save themessageto a text file.

By clicking on theReply button,you will beableto entera replywindow suchasthatshown below. Noticethattheoriginalmessage
text is "quoted"with a"

�
" characterin front of it. At this point,you cantypemoretext or edit existing text, addor deleterecipients,

spell-checkthemessageanddo anything elsethatyou coulddo in a normalcomposewindow. Again,you canchooseto cancelthe
message,save a draft or sendthemessage.

18.8. Deleting Messages
Youcandeleteamessagewhile readingit, asmentionedpreviously, or youcandeletea message- or a groupof messages- from the
Inboxview.

1. In fact,thebouncecommandwill sendthemessageon to a third-partywithout indicatingthatyouweretheoneforwardingit. Soif "ffrog" senta
messageto the"sales"group(of whichyou areamember)andyou thenbouncedit to anotheruser, thatuserwouldseethemessagecomingfrom
"ffrog" andgoingto "sales",but your namewould notappearanywherein thevisibleheaders.Comparethatto a "forward"commandwherethe
recipientknowsyouarethepersonforwardingthemessage.

117



Chapter18.Webmail

To doso,checktheboxnext to eachmessageyou wish to delete.After that,presstheDelete text buttondirectlyabove or below the
list of messageson theleft side.Youwill now seea trashiconnext to thecheckboxanda line throughthemessages.

As anexample,in theimageabove,ouruser(ffrog) wantsto deletethesecondandthird messages.He canclick on thecheckbox
next to eachmessageandthenclick Delete. Thiswill producea screensuchasthatbelow.

If you donot wantto seethedeletedmessages,you have two choices.If youclick on theHide Deletedtext buttonon theright side,
themessageswill behiddenfrom view, but will still bethereandcouldberecoveredwith theUndeletebutton.If you choose
Expunge, themessageswill bepermanentlydeleted.

18.9. Using Contacts
Theserver webmailsystemprovidestwo meansof keepingtrackof e-mailaddresses.First,youcanhave your own Contacts list.
Second,you caneasilyaccessthecompany directorythatlistsall usersandgroupsthathave beencreated.

Youcanview andedit yourcontactsthroughtwo menuchoices.Fromtheleft menuyou canchooseContacts. Thisallows you to
view or edit contacts,but doesnotallow you to adda contactto ane-maillist. To adda contact,you mustopentheContactswindow
from the"Contacts"link in a Composewindow, ashighlightedin theimagebelow.
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In eithercase,youwill find yourselfviewing a window thatlookslike theonebelow.

If this is thefirst timeyouhave enteredtheContactswindow, youwill not seeanything next to the"Select"button.Normally, though,
you will seea pop-upmenuwith all of your contactsin it (asseenin thewindow above where"bob � bbass@e-smith.com

�
"

appears).To entera new contact,simply typethee-mailaddress,a "nickname"thatwill appearin theContactslist, andthefull name
of theperson.Youmustfill outall threefields.Thenclick AddContact.

To updatea contact’s information,selecttheuser’s name/addressfrom thecontactspop-upmenu.Theinformationshould
automaticallyappearin thefields.(If it doesnot,afterselectingtheentryfrom thepop-upmenu,presstheSelectbuttonnext to the
menu.)Enterthenew informationandclick UpdateContact. In a similar fashionyou candeletea contactby selectingthecontact
from thepop-upmenuandpressingtheDeleteContact button.

As mentionedearlier, if you enteredtheContactswindow from thelink in theComposewindow, thethreebuttons- Insertinto To:,
Insertinto Cc:, andInsertinto Bcc: - will allow you to transferthecontactinformationdirectly into theComposewindow.

To searchthecompany directory, usethelower sectionof theContactswindow labeledLDAPSearch2. Youhave theability to search
eithertheentirenamefield or just thesurname.Enterthetext you aresearchingfor in theentrybox andchoosehow you wantto

2. Thesearchis calledanLDAPsearch becausethedirectoryis queriedusingtheLightweightDirectoryAccessProtocol(LDAP), oneof themost
commonprotocolsusedon theInternetfor searchingdirectories.
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comparethetext againstthedirectory. Thedefault is to searchfor entrieswherethenameis thetext you enter, which requiresan
exactmatch.Youmayfind it moreusefulto searchfor entrieswherethenamecontains thesearchtext. A searchwith "contains"
will find nameswherethesearchtext appearssomewhere in thename.

After enteringyour text andchoosingyour searchoptions,presstheStartSearch buttonto querythedirectory. As shown in the
screenbelow, your resultswill bereturnedin a new LDAPResultssectionof thesameContactswindow. As with thesectionat the
topof thescreen,you chooseyour entryfrom thepop-upmenu(or presstheSelectbuttonif your entryis displayedalready)andthe
informationshouldappearin theentrybox below. Assumingyou enteredContactsfrom thelink in theComposewindow, you can
now insertthis informationinto theTo, Ccor Bcc linesof theComposewindow.

Notethatyoualsohave theoptionof insertingthis entrydirectly into your Contactslist. If you have a largecompany directory, you
mayfind this a usefulwayof ensuringthatfrequentlyusedcontactsarereadilyavailable.

Note: Unlike your local Contacts list, you cannot directly update entries that are in the company directory. Instead, those entries
must be updated by the system administrator using the Directory panel in the server manager. See the Directory section of
Chapter 10 for more information.

18.10. Changing Webmail Preferences
By clicking on thePreferenceslink on thenavigationmenu,youcanmodify preferencesfor your webmailsession,asshown in the
screenbelow.
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Youhave four preferencesyou canconfigure:

• Signature - Youmayincludeany text thatyou wish to appearby default at thebottomof youre-mailmessages.Onceconfigured,
it will alwaysappearat thebottomof a Composeor Replywindow whenyou enterthatwindow. Youcan,however, deleteit for a
specificmessagesimply by editingthetext in theComposeor Replytext window.

• Full Name- If you leave this blank,all of your messageswill appearto recipientsashaving comefrom your e-mailaddress.If
youentertext here,recipientswill usuallyseethattext first insteadof your e-mailaddress.

• From Addr ess- By default your Fromaddressis your regularsysteme-mail.You do not needto setit here.Enteranaddress
hereonly if youwantpeopleto seea differentreply addressthanyournormalsystem-generatede-mailaddress.

• PreferredLanguage- Thisallows you to specifythelanguageusedin themenus.

Whenyou aredonemodifyingyourpreferences,presstheSavePreferencesbuttonat thebottomof thepage.
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In theprocessof developingtheSME ServerV5 with ServiceLink,we foundit necessaryto includesomeadditionalopensource
software.While Mitel NetworksCorporationdoesnotprovide directtechnicalsupportfor this additionalsoftware,its availability on
theserver maybeof benefitto advancedusers.

Warning

Use of this software is at your own risk and should not be attempted unless you kno w what you are doing! Mitel
Networks Corporation does NOT provide suppor t for this software .

MySQL

MySQL is a free,opensourcedatabasemanagementsystem.It providesa fully functionalrelationaldatabasesimilar to that
providedby many commercialdatabasevendors.Weuseit hereastheback-endfor ourwebmailapplication.More information
aboutMySQL canbeobtainedat http://www.mysql.com/.

PHP

PHPis awebscriptinglanguagethathasbecomepopularbecauseit easilyallows developersto createdynamicallygenerated
webpages.Additionally, it includescommandsthatallow for easyinteractionwith databases,particularlyMySQL. ThePHP
languageresemblesC or perl andis actuallyembeddedin theactualHTML pageson thewebserver. If you arefamiliar with
Microsoft’s ActiveServer Pages,PHPworksin asimilar manner. Wehave installedit on theserver becauseit is neededaspart
of our webmailapplication.To learnhow to usePHPin yourown webpages,pleasereadthePHPFAQ at
http://www.php.net/FAQ.phpandthemanualathttp://www.php.net/manual/.

Procmail

procmailis anopensourcemail processingtool thatcanrunon theserver to preprocessincomingmail messagesperform
actionssuchasfiltering theminto folders.More informationaboutprocmailcanbefoundat: http://www.procmail.org/.
Additionally, membersof ourdevelopercommunityhave contributedHOWTO documentsthatshow how to useprocmailon
our server. Seehttp://www.e-smith.org/docs/howto/ for links to thosedocuments.

Taper

taperis a opensourcetapebackupprogramprovidedfor thosewho wishanalternative to theflexbackupprogramusedby
default in theserver manager. More informationabouttapercanbefoundat:http://www.e-survey.net.au/taper/.
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Appendix A. Intr oduction to the Ethernet Local Area Network (LAN)

A localareanetwork (LAN) is thesystemof wiresandotherhardwarethatconnectsthecomputerswithin youroffice andallows
themto communicatewith oneanother. An ethernetLAN is themostcommontype.Ethernetrefersbothto a kind of connectionand
to a protocolfor how Internetdatapacketstravel aroundyour network.

Thehub, a commoncomponentof anethernet,servesasa pointof interfacebetweencomputerson thenetwork. Eachcomputeron
your network is connectedto thehubusinganethernetnetwork cable.Differenthubsoperateat differentspeeds:slower hubs,
operatingat10 MB/sec,aresuitablefor smallnetworks;fasterhubs,operatingat 100MB/sec,aresuitablefor largernetworks.
Switching10/100MB hubscanoperateateitherspeed,andprovide a goodway to upgradeyour network gradually.

An ethernet adapter, alsocalledanethernetcardor network interfacecard(NIC), connectseachcomputerto theethernetLAN. An
server with adedicatedInternetconnectionrequirestwo ethernetadapters;oneconnectsit to yourLAN andtheotherconnectsit to
theexternalnetwork thatleadsto your ISP. If yourserver connectsto your ISPusinga modem,it only requiresoneethernetadapter.

A router ensuresthatInternetdatapackets(e.g.e-mail,webpageinformation,etc.)reachtheappropriatecomputerson your
network. Routingis oneof thefunctionsperformedby theserver in server andgateway mode.

Allowing a third party, suchasa systemsintegratoror networking company, to install your ethernetcanbea goodidea.It canhelp
you select,procureandinstall theappropriateethernetadapters,hubandcables.Therearealsovarioushow-to guidesavailablein
bookstoresif youarecommittedto installingit onyour own.
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If your IP addressis assigneddynamically, you mayfind it helpful to usea dynamicDNSservice.A dynamicDNSserviceprovides
youwith anautomatedway to notify themwhenever your IP addresschangessothatthey canimmediatelypublishnew DNSrecords
for yourdomain.WithoutdynamicDNS,you would have to contactyour ISPto have themchangeyourDNS records,andyour web
siteandotherserviceswould beunavailablefor severaldaysuntil thechangewasprocessed.Youcaneasilyenabletheusageof a
dynamicDNSserviceby selectingit on yourserver console.

A dynamicDNSservicecanbeagreatsolutionwhenusedwith adedicatedconnection.With a typicaldialupconnection,your IP
addresschangesmuchmorefrequently(possiblyevery time yourserver connects)and,becausetheserver only connects
intermittently, thereis a delayin informing thedynamicDNSserviceof thechange.Thismeansthattherisk of misdirected
informationis muchgreaterwith a dialupconnection.For this reason,we recommendandsupporttheuseof dynamicDNSservices
only for dedicatedconnections.

Mitel NetworksCorporationhastestedfour dynamicDNSservices,of which two arefreeservicesandtwo arecommercialservices:
yi.org (free),dyndns.com(commercial),tzo.com(commercial)anddyndns.org (free).For simplicity, we have preprogrammedthe
server to work with theseservices(includingpre-installingtheir client software).If you have arrangeddynamicIP address
assignmentfrom your ISPandyou wish to useoneof theseservices,all youneedto do is visit theappropriatewebsiteto signup for
service,andenablethatparticularfunctionin theserver console.In pre-configuringtheserver for this particularservice,we in no
way interferewith norpreventyou from usinganotherdynamicDNSserviceif you wish.To do so,however, would requiresome
customizedconfigurationonyour part.

Mitel NetworksCorporationhastestedthefunctionalityof theseserviceswith oursoftware.However, we acceptno liability for any
breachof serviceon their part.A failureon thepartof your dynamicDNSservicecanresultin your network becomingtemporarily
unreachablefrom theInternet.During thesetimes,your e-mailmaybeundeliverable.

If your IP addressis assigneddynamicallyandyou intendto receive all your e-maildirectly (ratherthanhaving it storedat anISP
andretrieving it via POPor IMAP), but you decidenot to usea dynamicDNSservice,you shouldimplementmultidrope-mailas
your e-mailsolutionasthiswill ensurethatnoe-mail is misdirectedto anotherIP address(SeeSomeimportantnotesonServicelist
D (multidropmail) in Chapter3.)

Note: Dynamic DNS services are not perfect. They merely point hostnames to IP addresses. If your system receives an IP
address via DHCP or PPPoE, it will automatically update the dynamic DNS service each time it comes online. However, when your
server disconnects from the Internet, with most dynamic DNS services your server does not indicate that it is offline in any way to
the dynamic DNS service. If your system is offline for a period of time, it is possible that someone else will be assigned your IP
address by your ISP. If this occurs, with most dynamic DNS services this other system will now start receiving your e-mail and web
page requests until your server comes back online and updates the service with your new IP address. There is not much you can
do about this, but you should be aware of this fact if there is any chance your system will be offline for a long period of time.
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Theserver comeswith a proxyserver calledSquidwhichcanproxy theweb(HTTP),FTPandGopherprotocols.Proxyservers
temporarilystoreinformationfrom theInterneton theharddrive of theserver, allowing otherusersto accessit directly from that
harddrive.For example,whenanemployeevisits a webpage,thewebproxyserver will storethatwebpage.Subsequentvisitorsto
thatwebpagewill readit from your proxyserver’sharddrive, ratherthanover theInternet.This slightly reducesthenetwork
performancefor thefirst visitor to thatwebpage,but canenhancetheperformancefor subsequentvisitors.

Many gatewaysystemsrequiretheuseof proxyservers,but with theserver it is optional.Networkedapplicationssuchasweb
browserswill work perfectlywithoutproxying,dueto theIP masqueradingcapabilityof theserver.

In general,we recommendthatproxyingbedisabledin your network applications.Usingtheproxyserver canbenefitthe
organizationif youhavea slow Internetconnectionandyou’ve installedyourserversoftwareona fastcomputer. In thiscase,reading
from theharddrive will befasterthanreadingfrom theInternet.Remember, though,thata proxyserver benefitsthesecondand
subsequentvisitorsto a sitebut not thefirst visitor, sothisbenefitonly appliesif youruserstendto visit thesamesitesrepeatedly.

A proxyserver is generallynotappropriateif you have a fastInternetconnectionandyou’ve installedyour server softwareon a
lower- or mid-level computer. In thiscase,readingfrom theharddrive of thecomputermaynotbefasterthanover theInternet.It
alsooffersnobenefitto your organizationif employeesat yoursitedonot tendto visit thesamewebpages.
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If you area Mitel NetworksCorporationsubscriberandarehaving technicaldifficulty, pleasecontactyour localMitel Networks
CorporationAuthorizedPartnerfor support.If youpurchasedyour subscriptiondirectly from Mitel NetworksCorporation,please
call +1-613-592-2122(in theUnitedStatesandCanada,call +1-866-472-9999)andaskfor technicalsupportor e-mailusat
support@e-smith.com.Youcanalsovisit ourwebsitehttp://www.e-smith.com/.Pleasehave yourserver registrationnumberready
whenyou contactusfor support.

If you arehaving difficulty configuringanothervendor’s hardwareor software,we recommendyou referto themanualor contactthe
vendorfor thatproduct.

As theSMEServerV5 is opensourcesoftware,Mitel NetworksCorporationencouragesusersto freelysharecopiesof oursoftware.
However, we canonly provide technicalsupportfor customerswhopurchaseproducts.So,if you receive acopy of theSME Server
V5 softwarefrom anothersourceit is not supportedor warrantedin any way.

Of course,if you have anunsupportedversionof theSMEServer V5 with ServiceLink,we aregladyou areusingourproductand
would welcomeyour business!Youcanpurchasea subscriptionfrom any Mitel NetworksCorporationAuthorizedPartner. For a list
of Partnersin your area,call +1-888-ESMITH-1or +1-613-564-8000,or checkour websiteat http://www.e-smith.com/

e-smith.org

Developersmaywish to notethatadditionaldocumentation,includingHOWTO documentsandaFAQ, canbefoundon our
developmentwebsite- http://www.e-smith.org/. Therearealsolinks thereto otherwebsitesrelatingto theserver.
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Thefollowing arethetermsandconditionsfor useof theMarchNetworksServiceLinkservicesincludingassociatedsoftware
products(collectively referredto asthe"ServiceLinkServices"),from Mitel Networks.Pleasereadthemcarefully.

BY CHECKING THE "I ACCEPT"BOX, YOU ARE STATING THAT YOU AGREETO BE BOUND BY ALL TERMSAND
CONDITIONSOFTHIS AGREEMENT. IF YOU DO NOT AGREETO THE TERMSOFTHIS AGREEMENTYOU ARE NOT
AUTHORIZEDTO CONNECTTO THE SERVICES.THE SERVICELINK SERVICESARE OFFEREDTO YOU ON THE
CONDITION THAT YOU ACCEPTTHE TERMS,CONDITIONS,AND NOTICESCONTAINED HEREIN WITHOUT
MODIFICATION.

1. MEMBER ACCOUNT, PASSWORD, AND SECURITY - To registerfor theServiceLinkServices,you mustcompletethe
registrationprocessby providing yourMitel NetworksAuthorizedIntegratorwith current,accurateidentificationandaddress
information.Furthermore,you areentirelyresponsiblefor any andall activities thatoccurunderyour account.Youagreeto
notify Mitel Networksimmediatelyof any unauthorizeduseof your accountor any otherbreachof security.

2. NON EXCLUSIVE LICENSE FOR SERVICELINK SOFTWARE - Mitel Networksherebygrantsyoua non-exclusive
licenseto usetheServiceLinkSoftwaresolelyfor thepurposesof utilizing theServiceLinkServicesduringtheSubscription
Period.Youmaynot: (1) modify, translate,or createderivative worksbasedon theServiceLinkSoftware,or permitother
individualsto do so;(2) decompile,disassembleor reverseengineerany client or server basedcomponentof theServiceLink
Software;(3) rent,lease,sell or otherwisetransferrightsto theServiceLinkSoftware;(4) remove,or allow to beremoved,any
patent,trademark,copyright, tradesecret,or otherproprietaryrightsnoticeplacedby Mitel Networksor its suppliersonany
ServiceLinkSoftware.

3. SERVICELINK SERVICE - Uponacceptanceof this Agreement,registrationthroughyour AuthorizedIntegrator, and
paymentof theapplicablefeesaswell astaxes,you arepermittedto accessandutilize theServiceLinkServiceona non
exclusive basisin accordancewith thetermsof this Agreement.For technicalsupportfor theServiceLinkServicepleasecontact
your AuthorizedIntegrator.

4. FEES AND PAYMENT - You arerequiredto paytheapplicablefeesandtaxesfor theServiceLinkServices.Wemaychange
our feesfor our ServiceLinkServicesfrom time to time.However, any feesalreadypaidfor theSubscriptionPeriodwill be
honoredat theoriginalprice.Our changesareeffective afterwe provide you with at leastthirty (30)daysnoticeof thechanges
by postingthechangesonour websiteor by emailingyou thechanges.If paymenthasnotbeenmadein a timely manner, Mitel
Networksshallhave noobligationto provide theServiceLinkServices.

5. SERVICE CANCELLA TION BY CUSTOMER - Youmaycancelyour subscriptionto theServiceLinkServicesprior to the
expirationdateof theSubscriptionPeriodupontheprovision of no lessthanthirty daysprior noticeto your Authorized
Integrator. In theeventof thecancellationof ServiceLinkServicesno feeswill berefundedincludingwithout limitation any fees
which werepaidin prepaymentof theprovision of theServiceLinkServices.

6. USER RESPONSIBILITIES AND OBLIGA TIONS - YoushallnotusetheServiceLinkServicesin a mannerwhich violates
any city, state,nationalor internationallaw or regulation.Youshallnotattemptto interferein any waywith theMitel Networks
network operationscenter, or attemptto usetheServiceLinkServicesto gainunauthorizedaccessto any computersystem.

7. COLLECTION OF INFORMA TION - You acknowledgeandagreethatMitel Networkswill becollectingandusing
customer-identifiableinformationin orderto provide theServiceLinkServicesto you includingwithout limitation: for billing
purposes,to order, provide andchangeservice,to resolve problems,to gatherserver informationor to createandinform you or
your AuthorizedIntegratorof additionalproductsandservices.Mitel Networkswill not sell, tradeor discloseany customer
identifiableinformationderivedfrom theregistrationor useof theServiceLinkServicesto third partiesotherthanyour
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AuthorizedIntegratorwithout your prior consent(exceptasrequiredby subpoena,searchwarrantor otherlegalprocessor asa
resultof theassignmentor transferof thisAgreementby Mitel Networks).

8. LIMIT ATION OF LIABILITY - Mitel Networksand/orits respective suppliersmaymake improvementsand/orchangesin
theServiceLinkServicesat any time withoutobligationto notify any personor entity of suchchanges.Mitel Networksdoesnot
representor warrantthattheServiceLinkServicesincludingtheServiceLinkSoftwareandany opensourcesoftware
componentswill beuninterruptedor error-free,thatdefectswill becorrected,or thattheServiceLink Servicesor theserver that
makesit available,or any opensourcesoftwarecomponentsarefreeof virusesor otherharmfulcomponents.Mitel Networks
doesnotwarrantor representthattheuseor theresultsof theuseof theServiceLinkServicesor thematerialsmadeavailableas
partof theServiceLinkServicesor any opensourcesoftwarecomponentswill becorrect,accurate,timely, or otherwisereliable.

9. DISCLAIMER OF WARRANTIES - THE SERVICELINK SERVICESAND ANY OPENSOURCESOFTWARE
COMPONENTSARE PROVIDED "AS IS" AND THEREARE NO WARRANTIES,CONDITIONS,CLAIMS OR
REPRESENTATIONSMADE BY MITEL NETWORKSOR ITS SUPPLIERS,EITHEREXPRESS,IMPLIED, OR
STATUTORY, WITH RESPECTTO THE SERVICELINK SERVICES,AND ANY OPENSOURCESOFTWARE
COMPONENTS,INCLUDING WARRANTIESOF QUALITY, PERFORMANCE,NON INFRINGEMENT,
MERCHANTABILITY , OR FITNESSFORA PARTICULAR PURPOSE,NORARE THEREANY WARRANTIES
CREATED BY COURSEOFDEALING, COURSEOFPERFORMANCE,ORTRADE USAGE.MITEL NETWORKSDOES
NOT WARRANT THAT THE SERVICELINK SERVICESAND/OR OPENSOURCESOFTWARE COMPONENTSWILL
MEET YOUR NEEDSORBE FREEFROM ERRORS,OR THAT THE OPERATIONSOFTHE SERVICE WILL BE
UNINTERRUPTED.THE FOREGOINGEXCLUSIONSAND DISCLAIMERSARE AN ESSENTIALPART OFTHIS
AGREEMENTAND FORMEDTHE BASIS FORDETERMINING THE PRICECHARGEDFORTHE SERVICELINK
SERVICES.SHOULDANY PART OFTHIS DISCLAIMER NOT BE ALLOWED UNDERCERTAIN JURISDICTIONS,
THOSEPARTSMAY NOT APPLY TO YOU. WHERELAWFUL, MITEL NETWORKSRESERVESTHE RIGHT TO
NOMINATE THE JURISDICTIONOFITS CHOICEUNDERWHICH THIS CONTRACT WILL BE ENFORCED.

10.EXCLUSION OF CONSEQUENTIAL AND OTHER DAMA GES - MITEL NETWORKSAND ITS SUPPLIERSWILL
NOT BE LIABLE TO USERORANY THIRD-PARTY CLAIMANT FORANY DIRECT, INDIRECT, SPECIAL,PUNITIVE,
CONSEQUENTIAL, EXEMPLARY ORINCIDENTAL DAMAGES,(INCLUDING BUT NOT LIMITED TO LOST DATA,
LOST PROFITSOR SAVINGS, LOSSOF BUSINESSOR OTHER ECONOMICLOSS)WHETHERBASED ON A CLAIM
OR ACTION OFCONTRACT, WARRANTY, NEGLIGENCE,STRICTLIABILITY , OR OTHER TORT, BREACH OFANY
STATUTORY DUTY, INDEMNITY ORCONTRIBUTION, OR OTHERWISE,EVEN IF MITEL NETWORKS(ORITS
SUPPLIERS)HAS BEEN ADVISED OFTHE POSSIBILITYOFSUCHDAMAGES.SOMESTATESDO NOT ALLOW
THE LIMITATION OREXCLUSIONOFLIABILITY FORINCIDENTAL OR CONSEQUENTIAL DAMAGES,SOTHE
LIMITATIONSOR EXCLUSIONSIN THIS AND THE FOREGOINGPARAGRAPHMAY NOT APPLY TO YOU. MITEL
NETWORKS’ MAXIMUM LIABILITY UNDERTHIS AGREEMENTIS LIMITED TO AN AMOUNT EQUAL TO THE
FEESACTUALLY PAID FORTHE SERVICELINK SERVICESUNDERTHIS AGREEMENTFORA PERIODNOT TO
EXCEEDONEYEAR.

11. INDEMNIFICA TION - You agreeto indemnifyanddefend,at yourexpenseMitel Networksincludingwithout limitation its
suppliers,andhold themharmlessfrom any andall claims,damages,andexpensesincludingreasonableattorney’s feesand
expensesarisingoutof youruseof theServiceLinkServicesand/orany opensourcesoftwarewith any third partiesor from your
negligentactsor omissionsor willful misconduct.Youwill reimburseMitel Networksthefull costof any andall claims,
damagesor lossesyouruseor misuseof theServiceLinkServicesmayincur, andyou authorizeMitel Networksto recover such
losseswithoutprior noticeby any means.

12.PROPRIETARY RIGHTS - Title, ownershiprights,andintellectualpropertyrightsin andto theServiceLinkServices
includingwithout limitation theServiceLinkSoftware,andreportsor documentationprovidedaspartof theServiceLink
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Servicesshallremainwith Mitel Networks,or its suppliersandlicensors.Youwill not infringe,andwill take appropriatesteps
for theprotectionof suchrights.Youwill not remove,obscureor alterany noticeof patent,copyright, maskwork, trademark,
tradesecretor otherproprietaryrightsrelatingto or appearinganywhereonany of theServiceLinkSoftware,documentationor
associatedwith theServiceLinkServices.

13.MODIFICA TIONS TO TERMS OF SERVICE AND OTHER POLICIES - Mitel Networksreservestheright to changethe
ServiceLinkTermsof ServiceAgreementat any time andto notify you by e-mailandby postinganupdatedversionof the
Agreementon theWebsitewww.e-smith.com.Youareresponsiblefor regularly reviewing theServiceLinkTermsof Service
Agreement.Continueduseof theServiceLinkServicesafterany suchchangesshallconstituteyourconsentto suchchanges.

14.TERMIN ATION FOR DEFAULT - Mitel shallhave theright to terminatethisAgreementimmediatelyfor default if you arein
default with respectto any materialprovision of this Agreement(includingbut not limited to thepaymentprovisions),or if a
bankruptcy or insolvency proceedingis filed by or againstyou or if you make anassignmentfor thebenefitof creditors.In the
eventof terminationyou shall immediatelyremove any ServiceLinkSoftwarefrom your servers.

15.U.S.GOVERNMENT RESTRICTED RIGHTS - TheU.S.GovernmentacceptsServiceLinkSoftwareanddocumentationas
commercialcomputersoftwareand/orcomputersoftwaredocumentationin accordancewith thelicensetermssetforth in this
Agreement,subjectto therequirementsof FAR 2.227-19ComputerSoftware-RestrictedRights(June1987)or DFAR
227.7202-3Rightsin commercialcomputersoftwareor commercialcomputersoftwaredocumentation,(effective 6/30/95).For
useswith theU.S.Government,theContractor/Manufactureris Mitel Networks,Inc. 205VanBurenStreet,Suite400,Herndon,
Virginia22070.

16.MISCELLANEOUS

16.1EntireAgreement:ThisAgreementsupersedesandcancelsany previousagreementsor understandings,whetheroral,
written or impliedheretoforein effect andsetsforth theentireagreementbetweenthepartieswith respectto thesubjectmatter
hereof.If any provision of this Agreementis heldto beunenforceablefor any reason,suchprovisionshallbereformedonly to
theextentnecessaryto make it enforceable.

16.2NonAssignment:Theprovision of theServiceLinkServiceis personalto you andmaynotbetransferred,or assignedin
wholeor in partto anotherparty. Thisprohibitionshallnotapplyin theeventof a saleof all your assets,or sharesto another
entity, in whicheventyoushallnotify Mitel Networksof suchsalewithin thirty daysof thecompletionof suchtransaction.
Mitel Networksshallhave theright to assignor transferthis Agreement.

16.3GoverningLaw: ThisAgreementshall if you area residentof theUnitedStatesbegovernedby andconstruedin
accordancewith thelawsof theCommonwealthof Virginia,exclusive of its conflictof laws provisions,andthefederallaws of
theUnitedStatesapplicabletherein.If youarea Canadianresidentor a residentanywhereotherthantheUnitedStatesthenthis
Agreementshallbegovernedby, andconstruedin accordancewith thelaws in forcein theProvinceof Ontario,exclusive of its
conflict of lawsprovisions.In noeventshallthis Agreementbeconstruedor enforcedundertheprovisionsof theUnitedNations
ConventiononContractsfor theInternationalSaleof Goodsor theUnitedNationsConventionon theLimitation Periodin the
InternationalSaleof Goods,theapplicationof which areexpresslyexcluded.

16.4Any termsof thisAgreementwhichby theirnatureextendbeyondtheAgreementterminationremainin effect
notwithstandingtheterminationor expirationof theAgreement,andapplyto theparties’respective successorsandassignees.

17.Definitions - "Agreement"meansthis ServiceLinkEndUserLicenseAgreement."Mitel Networks"meansMitel Networks,Inc.
in theUnitedStates,andMitel NetworksCorporationelsewherein theworld. "ServiceLinkSoftware"meanstheMitel
Networkssoftware(includingsoftwarethatis licensedto Mitel Networksbut excludingany softwarecomponentsthatareopen
sourcewhicharesubjectto theGeneralPublicLicenseor otheropensourcelicensesasidentifiedin theuserdocumentation)
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thatis downloadedto enablethesubscriptionanduseof theServiceLinkService;andany andall copies,modifications,
upgrades,enhancementsandnew releasesthereofmadeor acquiredby you."SubscriptionPeriod"beginson theinitial datethat
you connectto theServiceLinkServiceandendson thelastdateof serviceaselectedby you in theServiceLinkregistration
form completedwith yourAuthorizedIntegrator, includingany renewalsthereof."You" meanstheendusercustomeror its
authorizedrepresentative.MarchNetworksis a trademarkof MarchNetworksCorporationusedunderlicense.
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TERMS AND CONDITIONS FOR COPYING, DISTRIB UTION AND MODIFICA TION

0. ThisLicenseappliesto any programor otherwork which containsa noticeplacedby thecopyright holdersayingit maybe
distributedunderthetermsof this GeneralPublicLicense.The"Program",below, refersto any suchprogramor work, anda "work
basedon theProgram"meanseithertheProgramor any derivative work undercopyright law: thatis to say, a work containingthe
Programor a portionof it, eitherverbatimor with modificationsand/ortranslatedinto anotherlanguage.(Hereinafter, translationis
includedwithout limitation in theterm"modification".)Eachlicenseeis addressedas"you".

Activitiesotherthancopying, distributionandmodificationarenotcoveredby this License;they areoutsideits scope.Theactof
runningtheProgramis not restricted,andtheoutputfrom theProgramis coveredonly if its contentsconstitutea work basedon the
Program(independentof having beenmadeby runningtheProgram).Whetherthatis truedependson whattheProgramdoes.

1. Youmaycopy anddistributeverbatimcopiesof theProgram’s sourcecodeasyou receive it, in any medium,providedthatyou
conspicuouslyandappropriatelypublishon eachcopy anappropriatecopyright noticeanddisclaimerof warranty;keepintactall the
noticesthatreferto this Licenseandto theabsenceof any warranty;andgive any otherrecipientsof thePrograma copy of this
Licensealongwith theProgram.

Youmaychargea feefor thephysicalactof transferringa copy, andyou mayat youroptionoffer warrantyprotectionin exchange
for a fee.

2. Youmaymodify yourcopy or copiesof theProgramor any portionof it, thusforminga work basedon theProgram,andcopy and
distributesuchmodificationsor work underthetermsof Section1 above,providedthatyoualsomeetall of theseconditions:

a)Youmustcausethemodifiedfiles to carryprominentnoticesstatingthatyou changedthefilesandthedateof any change.

b) Youmustcauseany work thatyou distributeor publish,thatin wholeor in partcontainsor is derivedfrom theProgramor any partthereof,
to belicensedasa wholeatnochargeto all third partiesunderthetermsof this License.

c) If themodifiedprogramnormallyreadscommandsinteractively whenrun,you mustcauseit, whenstartedrunningfor suchinteractiveuse
in themostordinaryway, to print or displayanannouncementincludinganappropriatecopyright noticeanda noticethatthereis nowarranty
(or else,sayingthatyou providea warranty)andthatusersmayredistributetheprogramundertheseconditions,andtelling theuserhow to
view a copy of this License.(Exception:if theProgramitself is interactivebut doesnot normallyprint suchanannouncement,yourwork
basedon theProgramis not requiredto print anannouncement.)

Theserequirementsapplyto themodifiedwork asa whole.If identifiablesectionsof thatwork arenotderivedfrom theProgram,
andcanbereasonablyconsideredindependentandseparateworksin themselves,thenthisLicense,andits terms,do notapplyto
thosesectionswhenyou distributethemasseparateworks.But whenyou distributethesamesectionsaspartof a wholewhich is a
work basedon theProgram,thedistributionof thewholemustbeon thetermsof this License,whosepermissionsfor otherlicensees
extendto theentirewhole,andthusto eachandevery partregardlessof whowroteit.

Thus,it is not theintentof this sectionto claim rightsor contestyour rightsto work writtenentirelyby you; rather, theintentis to
exercisetheright to controlthedistributionof derivative or collective worksbasedon theProgram.

In addition,mereaggregationof anotherwork notbasedon theProgramwith theProgram(or with a work basedon theProgram)on
a volumeof a storageor distributionmediumdoesnotbring theotherwork underthescopeof this License.

3. Youmaycopy anddistributetheProgram(or a work basedon it, underSection2) in objectcodeor executableform underthe
termsof Sections1 and2 above providedthatyou alsodooneof thefollowing:
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a)Accompany it with thecompletecorrespondingmachine-readablesourcecode,whichmustbedistributedunderthetermsof Sections1 and
2 aboveona mediumcustomarilyusedfor softwareinterchange;or,

b) Accompany it with awritten offer, valid for at leastthreeyears,to giveany third party, for a chargenomorethanyourcostof physically
performingsourcedistribution,acompletemachine-readablecopy of thecorrespondingsourcecode,to bedistributedunderthetermsof
Sections1 and2 aboveon amediumcustomarilyusedfor softwareinterchange;or,

c) Accompany it with theinformationyou receivedasto theoffer to distributecorrespondingsourcecode.(Thisalternativeis allowedonly for
noncommercialdistributionandonly if youreceivedtheprogramin objectcodeor executableform with suchanoffer, in accordwith
Subsectionb above.)

Thesourcecodefor a work meansthepreferredform of thework for makingmodificationsto it. For anexecutablework, complete
sourcecodemeansall thesourcecodefor all modulesit contains,plusany associatedinterfacedefinitionfiles,plusthescriptsused
to controlcompilationandinstallationof theexecutable.However, asa specialexception,thesourcecodedistributedneednot
includeanything thatis normallydistributed(in eithersourceor binaryform) with themajorcomponents(compiler, kernel,andso
on)of theoperatingsystemon which theexecutableruns,unlessthatcomponentitself accompaniestheexecutable.

If distributionof executableor objectcodeis madeby offering accessto copy from a designatedplace,thenofferingequivalent
accessto copy thesourcecodefrom thesameplacecountsasdistributionof thesourcecode,eventhoughthird partiesarenot
compelledto copy thesourcealongwith theobjectcode.

4. Youmaynotcopy, modify, sublicense,or distributetheProgramexceptasexpresslyprovidedunderthis License.Any attempt
otherwiseto copy, modify, sublicenseor distributetheProgramis void, andwill automaticallyterminateyour rightsunderthis
License.However, partieswhohave receivedcopies,or rights,from you underthis Licensewill nothave their licensesterminatedso
longassuchpartiesremainin full compliance.

5. Youarenot requiredto acceptthisLicense,sinceyou have notsignedit. However, nothingelsegrantsyoupermissionto modify
or distributetheProgramor its derivative works.Theseactionsareprohibitedby law if you donotacceptthisLicense.Therefore,by
modifyingor distributing theProgram(or any work basedon theProgram),you indicateyour acceptanceof this Licenseto doso,
andall its termsandconditionsfor copying, distributingor modifying theProgramor worksbasedon it.

6. Eachtimeyou redistributetheProgram(or any work basedon theProgram),therecipientautomaticallyreceivesa licensefrom
theoriginal licensorto copy, distributeor modify theProgramsubjectto thesetermsandconditions.You maynot imposeany further
restrictionson therecipients’exerciseof therightsgrantedherein.Youarenot responsiblefor enforcingcomplianceby third parties
to thisLicense.

7. If, asaconsequenceof a courtjudgmentor allegationof patentinfringementor for any otherreason(not limited to patentissues),
conditionsareimposedonyou (whetherby courtorder, agreementor otherwise)thatcontradicttheconditionsof thisLicense,they
donotexcuseyou from theconditionsof this License.If you cannotdistributesoasto satisfysimultaneouslyyourobligationsunder
this Licenseandany otherpertinentobligations,thenasaconsequenceyou maynotdistributetheProgramatall. For example,if a
patentlicensewould notpermitroyalty-freeredistributionof theProgramby all thosewhoreceive copiesdirectlyor indirectly
throughyou, thentheonly way youcouldsatisfybothit andthis Licensewould beto refrainentirelyfrom distributionof the
Program.

If any portionof thissectionis heldinvalid or unenforceableunderany particularcircumstance,thebalanceof thesectionis intended
to applyandthesectionasa wholeis intendedto applyin othercircumstances.

It is not thepurposeof this sectionto induceyou to infringe any patentsor otherpropertyright claimsor to contestvalidity of any
suchclaims;this sectionhasthesolepurposeof protectingtheintegrity of thefreesoftwaredistributionsystem,which is
implementedby public licensepractices.Many peoplehave madegenerouscontributionsto thewide rangeof softwaredistributed
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throughthatsystemin relianceonconsistentapplicationof thatsystem;it is up to theauthor/donorto decideif heor sheis willing to
distributesoftwarethroughany othersystemanda licenseecannotimposethatchoice.

Thissectionis intendedto make thoroughlyclearwhatis believedto bea consequenceof therestof this License.

8. If thedistributionand/oruseof theProgramis restrictedin certaincountrieseitherby patentsor by copyrightedinterfaces,the
original copyright holderwhoplacestheProgramunderthis Licensemayaddanexplicit geographicaldistribution limitation
excludingthosecountries,sothatdistribution is permittedonly in or amongcountriesnot thusexcluded.In suchcase,this License
incorporatesthelimitation asif written in thebodyof thisLicense.

9. TheFreeSoftwareFoundationmaypublishrevisedand/ornew versionsof theGeneralPublicLicensefrom time to time.Such
new versionswill besimilar in spirit to thepresentversion,but maydiffer in detail to addressnew problemsor concerns.

Eachversionis givena distinguishingversionnumber. If theProgramspecifiesa versionnumberof this Licensewhichappliesto it
and"any laterversion",youhave theoptionof following thetermsandconditionseitherof thatversionor of any laterversion
publishedby theFreeSoftwareFoundation.If theProgramdoesnot specifya versionnumberof this License,youmaychooseany
versionever publishedby theFreeSoftwareFoundation.

10. If you wish to incorporatepartsof thePrograminto otherfreeprogramswhosedistributionconditionsaredifferent,write to the
authorto askfor permission.For softwarewhich is copyrightedby theFreeSoftwareFoundation,write to theFreeSoftware
Foundation;wesometimesmake exceptionsfor this.Our decisionwill beguidedby thetwo goalsof preservingthefreestatusof all
derivativesof our freesoftwareandof promotingthesharingandreuseof softwaregenerally.

NO WARRANTY

11.BECAUSETHE PROGRAM IS LICENSEDFREEOF CHARGE,THEREIS NO WARRANTY FORTHE PROGRAM, TO
THE EXTENT PERMITTEDBY APPLICABLE LAW. EXCEPTWHEN OTHERWISESTATED IN WRITING THE
COPYRIGHTHOLDERSAND/OR OTHER PARTIESPROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OFANY
KIND, EITHEREXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIESOF
MERCHANTABILITY AND FITNESSFORA PARTICULAR PURPOSE.THE ENTIRERISK AS TO THE QUALITY AND
PERFORMANCEOFTHE PROGRAM IS WITH YOU. SHOULDTHE PROGRAM PROVE DEFECTIVE,YOU ASSUMETHE
COSTOFALL NECESSARY SERVICING, REPAIR ORCORRECTION.

12. IN NO EVENT UNLESSREQUIRED BY APPLICABLE LAW ORAGREEDTO IN WRITING WILL ANY COPYRIGHT
HOLDER,OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FORDAMAGES,INCLUDING ANY GENERAL,SPECIAL,INCIDENTAL OR
CONSEQUENTIAL DAMAGESARISING OUT OF THE USEOR INABILITY TO USETHE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSSOFDATA OR DATA BEING RENDEREDINACCURATE OR LOSSESSUSTAINED BY YOU OR
THIRD PARTIESOR A FAILURE OFTHE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),EVEN IF SUCH
HOLDER OROTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITYOFSUCHDAMAGES.
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