Mitsumi Electric Co., Ltd. Wavitll User's M anual
8. Encryption Setting

8.1. Encryption setting
[STEP1] Click the “ Setup” inthe “Wavitll Wireless LAN” window.

|imm Wavit] 1 Wireless LAN -0 x|
FilelF] EdiE] HelpH]

o w(F
& 7 DI
|F address Fazaword  Search u W ersion

|Ipdate

MAL Address | 551D | IP &ddress{Communicate with wWavit1] | Made | Firmware |
O &l 9600 29:55 Wyt 1721640128 At [nfrastructure Fey 2 1000
|E|:ummuni|:ate vaith S avit] Friday, Dec. ¥, 2001 2:34:49 ‘_,‘.-I-,-:I

[STEPZ] Click the “ Encryption mode’ page.

& Wavitl1 Wireless LAN

|

E nvironment I YWireless Bridge I
Status | Froperty ‘ Enciyption mode >

Operational | Infrastructure Serial No.
tode

10900019
Channel | 5
; Firrrware Wer.
[ata Hate | 1 Mbit/s Rev. 21000
|lpdate Search AP |
MALC Address | 551D | Status

k. | Cancel | Amply
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[STEP3] The “encryption mode” page opens. Select an encryption mode; the
encryption mode at the time of factory shipment is“Disable’.

i Waritl1 Wireless LAN y x|
Ervironment I Wireless Bndge |
Status I Property Encryption mode

Enciyption mu@

I thiz page, vou can get security keys when the
enciyphion mode is zet o any mode other than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank zpace nest to "Generation ztring'
belove, and then click "Generate".

Generation sting I [Fenerate |
feul ITITITIT #  Inthiz page, all settings

ffective unl
e B I i R 3&3’325 '\Efftr'::un =
s [FEEEE

oA F[F[F[FT=

Drefault fey |‘| 1rI ik I
0] 4 I Cancel | Apply
i Waritl1 Wireless LAN ) x|
E revironment I Wireless Bndge |
Statws | Property Enciyption mods

Encryption mog

It thiz page. fou o

enciyphion mode is I:Ing.inal tifan Dizable.
Besides direct Wgu| 40bit 'WEP ofal:(00-FF].
generation string 12T ShitWEP  Afer to aenerate

zecunty keys automatically, input five alphanumeric
characters to the blank zpace nest to "Generation string'
belows, and then clhick "Generate”.

Generation sting I Generate |
feead F ITIT ITIT It thiz page, all settings

ffective unl
ez [BIEEIEE 3&3’325 E\cfr‘::un =
s [FEEEE

o [ T= [T

[refault ey

|1 "l Wfrite |
Ok I Cancel I Spply
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There are 3 type of encryption mode.

1. Mitsumi proprietary Original Encryption.
2. 40bit WEP Encryption.

3. 128hit WEP Encryption.

VIVIVIVEEE <

“Origina Encryption’ page68

“40bit WEP Encryption” page7l

“128bit WEP Encryption” page’4

“ Encryption Disable” page’7
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8.2. Original Encryption

[STEP1] At the “Encryption mode’ page, select the “ Original” as an Encryption

mode, input a Generation string that generates encryption keys, and then click

the “ Generate” button.

i Waritl1 Wireless LAN 1 x|
E revironment I Wireless Bndge I
Statws | Property Enciyption mods

E hcruption mod "

It thiz page. you cah zet security keys when the
enciyphion mode iz zet o any mode ather than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank zpace nest to "Generation string'
belows, and then click "Generate”.

Generation stiing | Generate  :

 EEEEE
ke [ = [ =[]~ vouchck wiie".

ke [~ [=[ =[]~

L EEEEE

Default Key I‘l "'l Wrike |

0k | Cancel I Apply

[STEPZ] Select the “ Default Key”.

\m Wavitll Wireless LAN 1 |
E nvironment I Wireless Bridge I
Status I Property Encryption mode

Encrption mode |Drigina| "i

It thiz page, pou can set security keys when the
enciyphion mode iz zet o any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF],
generation string iz alzo available, In order to generate
zecuity keys autamatically, input five alphanumeric
characters to the blank zpace next to "Generation zting'
below, and then click "Generate".

Generation ztring I
Keyl IE iﬁlﬁ IEIE In thiz page, all settings

frective url
key2 [<6 [33 [12 [11[oa o e
ke [22 63 2[4

ket [0 [ [22 [55]2

Wfribe |
V Cancel I Spply
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[STEP3] Click the “Write’ button.

i Waritl1 Wireless LAN ' x|
E revironment I Wireless Bndge |
Statws | Property Enciyption mods

Encryption mode IDriginaI "'I

It thiz page. you cah zet security keys when the
enciyphion mode iz zet o any mode ather than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank zpace nest to "Generation string'
belows, and then clhick "Generate”.

Generation string I Generate |
= IE IEQ-IE IEIE It thiz page, all settings

ffective unl
keyz [ [33[12 [ 11 [0a Yo cick it
N EEDE

egt [0 [ [22 [53[52

Default Key I‘l j

[STEPA] Click the “OK” button.

Configuration setting change ]

Configuration zetting change haz completed
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[STEP5] The Encryption mode and the Encryption keys are written. Click the
“OK” button.

& Wavitl1 Wireless LAN x|
E nvironment I YWireless Bridge |
Slatus I Froperty Encryption mode

E ncryption mode IEIriginaI "I

| thiz page, you can set securnity keys wher the
encruption mode iz et ko any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF].
generation ztring iz alzo availlable. In order to generate
gecurity keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation string'

below, and then click 'Generate".

Generation string | [Fenerate |
Keyl IE Iﬁlﬁ Wlﬁ I this page. all settings

frective unl
Keyz [e6 [32 [12 [11[0a i ok e
o [3 65 €2 [

Kept [52 [ 823 [53 [@2
Default key |1 7 Wit |

Cancel | Amply |

[STEP6] After returning to the “Wavit11 Wireless LAN” window, end
the Wavit11 Configuration Utility.

i Wavitl 1 Wireless LAN 1O x|
Fie[F] EdtE] Help(H]

o 6 oM
Ipdate IP addresz Faszzword  Search Setup Werzion

MAC Address | 551D | IP &ddress | DataRate | cH | Mode | Firrrware |

[0: &l 96: 00: 23:55 17216401 Rew 2 10.00

W ik 28 Auto | nfrastructure

Wawitll Wireless LAMN Friday, Dec. 7, 2000 8:35:02 4
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8.2. 40bit WEP Encryption

[STEP1] At the “Encryption mode’ page, select the “40bit WEP” as an

Encryption mode, input a Generation string that generates encryption keys, and

then click the “ Generate” button.

@ Waritl1 Wireless LAN | x|
Ervironment I Wireless Bndge I
Status I Property Encryption mode

Encrvption mod

I thiz page, you cafreeksecibbewmhen the
enciyphion mode is zet o any mode other than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank zpace nest to "Generation ztring'

belov, and then click "Generate".

Generation ztring

- EEEEE
ke [ = [ =[] vouchck wiie".
 EEEEE

ke [= [T~~~

Default Key I‘l "I Wik I

0] 4 | Cancel | Apply

[STEPZ] Select the “ Default Key”.

i Waritl1 Wireless LAN | x|
E revironment I Wireless Bndge I
Status | Property Encryption mods

Encryption mode |4EIbit WEP "i

It thiz page. you cah zet security keys when the
enciyphion mode iz zet o any mode ather than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank space nest to "'Generation string'
belows, and then clhick "Generate”.

Generation ztring I
= Iﬁ' mm’ ITIEH It thiz page, all settings

t effecti I
Key2 IE I;IE IEIE ;;ZZ'ECE "‘E-Ac-"rliT:'fm =
Key3 [Te [57 [ad [64 [

Key4 [b4 [ca [1c [d3[7e

Drefault K 1 x Write |
V Cancel I Apply

2
3
4
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[STEP3] Click the “Write’ button.
& Wavitl1 Wireless LAN

E nvironment I
Statuz I Froperty

E ncryption mode I A0bit WEFP = I

YWireless Bridge

Encryption mode

| thiz page, you can set securnity keys wher the
encruption mode iz et ko any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF].
generation ztring iz alzo availlable. In order to generate
gecurity keys automatically, input five alphanumeric

characters to the blank zpace next to "'Generation string'

below, and then click 'Generate".

Generation string | [Fenerate |
Keyl Iﬁ mm Wlﬁ In this page, all zettings

are not effective unless

Key2 [4c [ac [00 [48 [ba  vouclick “wiite'

ey [7< [5 [aa [ o5
P EEEED

Drefault ke I 1 j

x|
I

ok |

e
Cancel

Aaply

[STEPA] Click the “OK” button.

Configuration setting ch

Configuration zetting change haz completed
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[STEP5] The Encryption mode and the Encryption keys are written. Click the
“OK” button.

& Wavitl1 Wireless LAN x|
E nvironment I YWireless Bridge |
Slatus I Froperty Encryption mode

E ncryption mode I A0bit WEFP = I

| thiz page, you can set securnity keys wher the
encruption mode iz et ko any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF].
generation ztring iz alzo availlable. In order to generate
gecurity keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation string'

below, and then click 'Generate".

Generation string | [Fenerate |
Keyl Iﬁ mm Wlﬁ In this page, all zettings

frective unl
Key2 [4c [ac [00 [49 [ba i ok e
oo [1= 57 [2B [

Kept [57 [ 1 [ 35 [ 7=
Default key |1 7 Wit |

Cancel | Amply |

[STEP6] After returning to the “ Wavit11 Wireless LAN” window, end
the Wavit11 Configuration Utility.

i Wavitl 1 Wireless LAN 1O x|
Fie[F] EdtE] Help(H]

o 6 oM
Ipdate IP addresz Faszzword  Search Setup Werzion

MAC Address | 551D | IP &ddress | DataRate | cH | Mode | Firrrware |

[0: &l 96: 00: 23:55 17216401 Rew 2 10.00

W ik 28 Auto | nfrastructure

Wawitll Wireless LAMN Friday, Dec. 7, 2000 8:41:27 4
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8.3. 128hit WEP Encryption

[STEP1] At the “Encryption mode’ page, select the “128hbit WEP” as an

Encryption mode, input a Generation string that generates encryption key, and

then click the “ Generate’ button.

i Waritl1 Wireless LAN 1 x|
Ervironment I Wireless Bndge I
Status I Property Encryption mode
—

Encyphion modg” | 128010 WEP =
Ir thiz page, you cammsekseciu % when the

enciyphion mode is zet o any mode other than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation ztring'

belov, and then click "Generate".

Generation string | Gererate

el | = | = = [ =] = Inthiz page, all settings
I_ I_I_' I_I-_ are not effective unless

IT ITI7 ITI7 vou click "Mwhite',
HEE

WaTite: I

0] 4 | Cancel | Apply

[STEPZ] Click the “Write’ button.

i Waritl1 Wireless LAN 1 x|
Ervironment I Wireless Bndge I
Status I Property Encryption mode

Encrvption mode |128bit WEP 'i

I thiz page, vou can get security keys when the
enciyphion mode is zet o any mode other than Dizable.
Besides direct input of hexadecimal numeralz(00-FF],
generation string iz alzo available, In order to generate
zecunty keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation ztring'

belove, and then click "Generate".

Generation ztring I
Keyl IE' IT;;IE' mlﬁ In thiz page, all settings

are not effective unless

Iﬁ IJIE IEIE wou click write!,
ESEiE

Apply
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[STEP3] Click the “OK” button.

[STEP4] The Encryption mode and the Encryption key are written. Click the
“OK” button.

e Wavitl1 Wireless LAN ) x|
E nvironment I YWireless Bridge |
Slatus I Froperty Encryption mode

E ncryption mode I'IEE!I:nit WEP "I

| thiz page, you can set securnity keys wher the
encruption mode iz et ko any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF].
generation ztring iz alzo availlable. In order to generate
gecurity keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation string'

below, and then click 'Generate".

Generation string | [Fenerate |
Keyl Iﬁ IEIE mlﬁ In this page, all zettings

are not effective unless

E IEIE IEI; wou click ke,
(3 %[

Write |

Cancel | Amply
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[STEP6] After returning to the “Wavitll Wirdess LAN” window, end the

Wavitll Configuration Utility.

i Wavitl 1 Wireless LAN 1O x|
File[E] EdtE] HelpH]
2 ) Mg
Ipdate IP addresz Faszzword  Search Setup Werzion
MAL Address | ssiD | IP Address | DataRate | CH | Mode | Firnware |
At |nfrazticture Hew. 2. 10.00

W avit 17216.40.128

[0: &l 96: 00: 23:55

Friday, Dec. 7. 2000 24500 4

Wawitll Wireless LAMN
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8.4. Encryption Disable

[STEP1] Select the “ Disable” as an Encryption mode, and then click the “ Writ€’

button.

& Wavitl1 Wireless LAN ' x|
E nvironment I YWireless Bridge |
Status | Froperty Encryption mode

| thiz page, you can Serseeay keyvs wher the

encruption mode iz et ko any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF].
generation ztring iz alzo availlable. In order to generate
gecurity keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation string'

below, and then click 'Generate".

[Feneration sting | [Fenerate |
Ky IT FIT F #  |nthiz page, all zettingz

ffective uni
e I j.r:i ?:'ﬂt.:ﬁ ﬁﬁ:m =
S EE
et [F == ==

[rerault ke I 1 j

k. | Cancel Amply

[STEPZ] Click the “OK” button.

Configuration zetting change has completed
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[STEP3] The Encryption mode is written. Click the “ OK” button.

e Wavitl1 Wireless LAN ) x|
E nvironment I YWireless Bridge |
Slatus I Froperty Encryption mode

E ncroption mode IDisahIe "I

| thiz page, you can set securnity keys wher the
encruption mode iz et ko any mode ather than Dizable.
Besides direct input of hexadecimal numeralz[00-FF].
generation ztring iz alzo availlable. In order to generate
gecurity keys automatically, input five alphanumeric
characters to the blank zpace next to "'Generation string'

below, and then click 'Generate".

[Feneration sting | [Fenerate |

i B E[HIEE L
kez [F 57T vouciick “wiite'

S EEEEE

i I ) T I

Aaply |

[STEP4] After returning to the “Wavitll Wirdess LAN” window, end the
Wavitll Configuration Utility.

i Wavitl 1 Wireless LAN 1O x|
File[E] Edit[E] HelpH]

o 6 oM
Ipdate IP addresz Faszzword  Search Setup Werzion

MAC Address | 551D | IP &ddress | DataRate | cH | Mode | Firrrware |
[00: al: 96: 0 ki 1721640128 Auto [nfrastructure Hew. 2 10.00

Wawitll Wireless LAMN Friday, Dec. 7. 2000 84651 4
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9. Wavit11Setting up

“ Connection to persona computer” page80
7 4 | “Connection to Printer” pagesl
“ Connection to Network Equipment” paged2
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9.1. Connectionto persona computer

[STEP1] Connect Wavitll and the personal computer with a straight cable.
[STEPZ2] Connect the DC plug of the AC adapter to the Wavitll DC jack.
[STEP3] Connect the AC adapter to the AC ouitlet.

A
A

The setup of Wavitll must be completed in advance,
or the setup can be done after [STEP3].

To connect to a personal computer, the following modes
are recommended.

Ad-Hoc mode

802.11Ad-Hoc mode

Infrastructure mode

“Wavit1ll Set Up” page33
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9.2. Connection to Printer
[STEP1] Set the Wavit11 appropriately.
[STEPZ2] Connect Wavit11 and printer with a straight cable.
[STEP3] Connect the DC plug of the AC adapter to the Wavitll DC jack.
[ STEP4] Connect the AC adapter to the AC outl .

A The printer to connect to Wavit11 needs the Ethernet port.

A The setup of Wavitll must be completed in advance

recommended.
Ad-Hoc mode
802.11Ad-Hoc mode
| nfrastructure mode

f To connect to the printer, the following operational mode are

“Wavitll Set Up” page33
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9.3. Connection to Network Equipment

Example of the Network equipment is as follows.
= HUB

Cable Modem
ADSL Modem
Router

[STEPL] Set the Wavit11 appropriately.

[STEP2] Connect Wavitll and persona computer with a straight cable.
[STEP3] Connect the DC plug of the AC adapter to the Wavitll DC jack.
[STEP4] Connect the AC adapter to the AC outlet.

A The setup of Wavitll must be completed in advance

A To connect to network equipment, the “AP’ mode is
recommended.

“Wavitll Set Up” page33
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10. Items that can be set with Configuration Utility

You can set the following items with the Wavit11 Configuration Utility.

Items Choice
Operational Mode Ad-Hoc, Infrastructure, Both, AP, Wireless
Bridge, 802.11Ad-Hoc
SSID Within 32 letters (ASCII code: 0x20 - 0x7€)
Channel 1-11
Data Rate 1M, 2M, 5.5M, 11M, Auto
Roaming Enable/Disable
Hidden Node Compensation Enable/Disable
RTS Threshold 0-2347, Default 2347
Fragmentation Threshold 256 —2346, Default 2346
Short Retry Limit 1-255, Default 7
Long Retry Limit 1-255, Default 4
Beacon Interval 20-1000 ms, Default 100
SSID Transmission Enable/Disable
Authentication Algorithm Open system/Shared Key
Basic Rate Set 1,2Mbps/1,2,5.5,11Mbps
Encryption Mode Disable/Original/40bit WEP/128bit WEP
Encryption Key 5byte x 4, Default key
Default Key 1-4
Destination MAC Address 00-80-96- Xx-XX- XX

setting. Check each item in this manua when modifying the
setting.

RTS Threshold

Fragmentation Threshold

Short Retry Limit

Long Retry Limit

Beacon Interval

SSID Transmission

Authentication Algorithm

Basic Rate Set

ﬁ Normally, it is not necessary to change the following item
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10.1. Operational Mode
Select the operational mode for the Wavit11.

& Wavitl1 Wireless LAN x|
E nvironment | YWireless Bridge
Statuz Property | E nemption mode

| thiz page, you zan change wanous configurations.
Click "Details" to apen the dialog box far detail
configuration, However, uzually, detail configuration

will mat be necessa——" ——~

Operationa

ihdHoo
Infraztructure
Buath

Accezs Paoint
Chartel |ireless Bridge
80211 AdHac

[rata Hate I.ﬁ. S
=] i IDisaI:nIe "I
S D etailz |
Hidden node

compenzation I Disable

Back to default | Back ta previausl

k. I Cancel | Apply |

“ About Wireless LAN Network” page 10
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10.2. SSID
It 1s a Network ID that indicates whole wireless LAN network.
Set any ASCII string: 32 characters max.

e Wavitl1 Wireless LAN ) x|
E nvironment | YWireless Bridge
Statuz Property I E nemption mode

| thiz page, you zan change wanous configurations.
Click "Details" to apen the dialog box far detail
configuration, However, uzually, detail configuration
will nat be necessary.

DDEfarE:l'?;é‘?; i Infrastructure LI

o (B
Channel I'I "’I

[rata Hate I.ﬁ.uh:u "I
=] i IDisaI:nIe "I
S D etailz |

Hidden node =
compenzation ID'S‘E'I:'lE ll

Back to default | Back ta previausl

k. I Cancel | Apply |

It will be necessary to set the same SSID to all Wavill in case of
Infrastructure LAN.

It will be necessary to set the same SSID to al Wavitll in case
of IBSS LAN.

> P
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10.3. Channdl
Set a channel Wavitll uses.

@ Wavitl1 Wireless LAN ) x|
E rvironment ! Wireless Bndge i
Status Property I Encryption mode
It thiz page, vou can change various configurations.
Click "'Details" to open the dialog box for detail
configuration. However, uzually, detail configuration
will ot be neceszany.
Elpera;llcg;lzl ilnhastlucture ll
SSID | avit
Chanfel !'l 'i
DatfRate |2 b
3
4
F giamniry ¥ =
: g Details |
Hiddeh niode: 7 :!
compegzation q
9
10
Badk to '1I12 Back to previnusl
13 A
0k Cancel I Apply |

A Channel setting will be required in case of the following
operational mode.

Ad-Hoc mode

Both mode

AP mode

Wireless Bridge mode

unigue channel should be set per each group, and it is necessary
to set each channd at the place 5 channels apart in order to avoid
the interference between the wireless LANS. In the case 3 groups
of the wireless LAN are configured in the close area, it will be
necessary to make the setting at 1CH, 6CH and 11CH to the
respective group.

f To configure several wireless LAN groups within a same area, a
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