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1. Introduction

The Modular Mining Systems M/L C radio network provides high-quality, low-maintenance
communications to all mine operating areas. (M/LC stands for “MasterLink® Cisco” and is based on an
Ethernet Bridge from Cisco Systems.)

To keep the system working optimally, you can monitor performance reports and graphical displays.
Furthermore, equipment operators will inform you of any system degradation.
This document discusses the following topics:

how to design an M/LC Repeater Network (i.e. infrastructure). Network design includes hardware
options, coverage issues, details on the 302395 Cisco electronics unit, and all FCC requirements

how to select the appropriate antenna for each repeater location

how to conduct a mobile access point relocation, and how to verify radio coverage at the new
location

how to configure the 302395 Cisco electronics unit using configuration software
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2. Design Principlesof aM/LC
Repeater Network

2.1 General Hardware Selection Guidelines

When selecting hardware components of a M/LC Repeater Network, there are several important issues
that must be addressed.

211 MJ/LC Infrastructure Hardware

Because Cisco bridges and access point have their own proprietary routing algorithms that dictate how to
make the “wireless’ hops back to the hardline network, they can not be mixed with standard MasterLink
(M/L) repeaters.

IMPORTANT: ALL repeaters used in amine must either be M/L or M/LC, but not a combination of the
two.

All of the mobile equipment in the mine should be standard M/L, and as such, will associate themselves
with one of the M/LC repeaters. As these mobile clients travel through the mine, they may change
associations often with the various M/LC repeaters.

M/LC Repeater Infrastructure includes the following:

shovels

base stations

crusher bays

mobile and fixed repeaters
Although it is possible for a shovel to be a M/L client instead of a M/LC repeater, it is highly
recommended that they be established as a M/LC repeater. This enables them to provide coverage to
surrounding haul trucks as the shovel digsitself into tights spots where coverage from aregular repeater

siteis difficult. Remember, if the part number doesn’t contain an “M/LC” designation, it is not Cisco-
based.

The GPS ground station need not be M/LC sinceitslocation is determined by other factors not related to
vehicle coverage (such as satellite constellation view, proximity to power, security, or even hardwired
Ethernet). A wireless M/L ground station needs only to associate itself with a M/LC repesater in order to
get its correction data through.
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2.1.2 DataRatesand Range

The M/LC repesater hardware is based on the 802.11b specification and as such supports data rates of
1.0 Mbps, 2.0 Mbps, 5.5 Mbps, and 11.0 Mbps. Asthe data rate increases, the range deceases. At 2 watt
of output power, the expected ranges are as follows:

DATA RATE  ANTENNAS EXPECTED RANGE
2.0 Mbps Two 6 dBi Omnis 8 miles
11.0 Mbps Two 6 dBi Omnis 3 miles

The M/LC Repeater network will always transmit at the highest data rate possible provided thereis a
good RF link between the two access points. Therefore, in practically all instances, intra-access point
traffic will be at 11.0 Mbps. However, M/L hardware transmits at 2.0 Mbps, so communications between
clients and the M/L C access points will be at 2.0 Mbps.

2.1.3 M/LC Point-to-Point Links

In aM/LC infrastructure, any point-to-point links must also be Cisco-based. Point-to-point links generally
use the 24.0 dBi dish antennas at each end in order to provide alink for distances up to 24 miles.
Although they could use the same channel as the rest of the mine, it is best if they are on a separate
channel. However, it is even better if they operate completely out of the 2.4 GHz Frequency rangein
order to keep the 2.4 GHz 802.11b channels astraffic free as possible. 5.8 GHz point-to-point links are
available from Modular Mining Systems. These Cisco 1400 Aironet links are compatible withaM/LC
repeater infrastructure. They are listed on the MM S intranet site.

2.1.4 Temperature Related Decisions

M/LC mobile repeaters do not ship with batteries because in many instances batteries are obtained locally.
However, if amine site will be operating from 0 to —20 C for extended periods of time (severa days),
then SLA (Sealed Lead Acid) AGM (Absorbed Glass Matte) batteries must be used. These are available
from Modular as part number 105900 and are 12V Size 27 108AH. Repeaters will ship with foam
insulated battery boxes, and the foam must be placed over the vent in cold weather.

If temperatures will be below —20 C for extended periods of time, then NiCad batteries are recommended
in order to avoid “blackout” periods. NiCads are relatively expensive and heavy. 20 NiCad cells provide
205AH at 1.2V each for atotal of 448 Ibs and 24V. With the battery box they weight over 600 Ibs.

M/LC shovel and crusher systemsareall LT (Low Temp) already since the mobile hubs used have the
larger Vicor power supplies. All cables are now Xtra-guard 4. Therefore, with respect to aM/LC
infrastructure, the battery configuration is the decision point. Also, see “Sizing a Solar Repeater” below.

215 Sizing a Solar Repeater

Modular provides a 150 W and a 300 W M/LC mobile solar repeater. The amount of sunlight during the
worst month of the year is what dictates which one should be purchased. A solar analysis may be obtained
by Emailing the city (or Lat / Long) mine location information to Modular. This analysis will estimate the
performance of each system during each of the 12 months of the year, and will include the optimum angle
of solar pandl tilt. It is very important that the panels betilted at this angle during installation and facing
perfectly South (if in Northern Hemisphere) or perfectly North (if in Southern Hemisphere).

In the rare case of excellent sunlight but constant colder temperatures (O to —20 C), such as at very high
elevations, four SLA AGM batteries should be used in a 150 W mobile repeater. By design, usually only
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two batteries are used with a 150 W repeater and four with a 300 W system, but you can always choose to
install four batteriesin a 150 W system. (The battery box holds four.)

2.1.6 Lightning Protection

All M/LC repeaters come with some lightning protection. There are Polyphasors on the GPS and RADIO
RF inputs into the battery box. Also, power from the solar panels runsinto a Delta lightning arrestor. All
chassis ground wires connect to one of the bolts at the base of the mast. However, the repeater uses no
lightning diverter at the top of the mast, nor does it use ground straps, or ground stake/rods.

If lightning is a concern at your installation, you can purchase the 302510 Lightning Protection Option
Kit from Modular for each mobile repeater. This kit includes the diverter at the top of the mast, ground
braids, copper straps, and a ground rod.
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2.2 General Coverage Guidelines

Before designing a M/LC infrastructure, review the following general rules.

221 Locations, Repeater Quantities, and Antennas

Location Description

PITS It is always desirable to have triple coverage inside of deep pits. Three repesters
positioned around the edge at geographically different locations is recommended
(roughly 120 degrees apart). However, they also must have a clear line-of-sight to
other repeaters so there is a trade-off to be made between visibility to other
repeaters, and view of the pit. The vertical beamwidth of the antenna must be enough
to cover into the pit from the edge. Although aomni (or sector) antenna can be tilted
downward up to 10 degreesinto the pit to aid in this endeavor, the other line-of-sight
repeaters must remain in the coverage pattern of the antenna (which would be tilted

up off the backside).
HAUL It is desirable to have right side and left side coverage although thisis not always
ROADS possible.

REPEATERS Ideally, each repeater would provide coverage over a selected area of the mine while
at the same time, having aview of at least two other “ upstream” repeaters.
“Upstream” repeaters are access points that must be used in order to reach a hard-
wired bridge (or zero-hop) node. Minimizing the number of required “hops” is
important in order to maximize bandwidth (i.e. maximize the amount of traffic). The
more “zero-hop” (i.e. direct wired) repeaters that are available, the better the system
throughput will be.

SHOVELS Shovels are the most difficult areato cover. That iswhy M/LC shovel systems have
been provided in order to provide the repeater function. A point-to-point link can be
used to increase the number of effective zero-hop sites. Thisaids greatly in covering
haul trucks near the shovel. When a 6 dBi omni is mounted on the shovel above the
cab on the six-foot mast, a good view of other repeater site(s) should be obtained.

CRUSHERS, Fixed buildings are usually good locations for repeaters since they provide AC
OTHER power so that alower cost AC repeater may be used. Many times the top of the roof
FIXED provides a good high coverage location. If Ethernet is available at the building, then
LOCATIONS a*“wired” “zero-hop” isavailable.

2.2.2 Location Considerations and Antenna Selection

Section 3 in thismanual provides details of the antenna patterns and gains. Each repeater location must
have an appropriate antenna selected in order to fulfill the coverage goals of that location. Typically
around the edges of the mine property, sectors are used in order to keep the RF energy on the mine
property (which also maximizes the range at that location). Sector antennas are also used against large
structures if an omni is not possible at the very top. Typically, omni antennas are used in the middle of the
mine, on rooftops, on shovels, and other high points. Dishes are only used for point-to-point links.
Always make sure that no solid reflective objects are close to an antenna and in its beam pattern. This will
result in high energy reflections which will cause null (i.e. dead areas) in you desired coverage area.
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2.2.3 Overall System Throughput Design Consider ations

Even though intra-repeater (or intra-access point) traffic isat 11.0 Mbps, the “ system” bandwidth or
throughput is reduced in direct proportion to the number of wireless access points (or “hops’) that a
message must be routed though in order to get to a bridge (an access point [AP] that is hardwired to the
LAN). Therefore, it is desirable to have as many “zero-hop” or “hardwired” APs as possible. Therefore,
always take advantage of all hardwired LAN locations as possible in order to install an AP. Good
examples of this are crushers, truck shops, and dispatch buildings with are often hardwired to the LAN
viafiber optics or even microwave links.

If amine siteisvery large, and the hardwired Ethernet is only available at one location (which may not
even be agood site for an access point), then a point-to-point link should be used in order to construct
another “zero-hop” or “wired” equivalent access point. Thisisimportant to minimize bottlenecks and
avoid excessive “message hopping” though arepeater network. Although one of the 802.11b channels
may be used for this, often it is best to use a completely different frequency band in order to minimize 2.4
GHz traffic. The Cisco 1400 Aironet Bridges are highly recommended for this.

2.2.4 Channd Selection

802.11b LAN networks can use 11 channels of operation. These range from 1 (2412 MHZz) to 11 (2462
MHZz) and are separated by 5 MHz increments. However, because the occupied spectrum of each channel
is approximately 20 MHz, only three of these channels should ever be used at one time. Due to the RF
characteristics of the radio hardware, channel 1 ailmost always contains the most output power (and
dightly better performance). Assuming 0.3 dB per channel reduction, typically, channel 11 has 1.5 dB
less output power than channel 1. If good coverage and bandwidth can be achieved using only one
channel it should be channel 1. If two channels are decided on then it should be channel 1 and channel 11
since frequency separation is far more important than output power in this case. If three channels are to be
used, then channels 1, 6, and 11 would be used.
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2.3 The 302395 Repeater Electronics Unit

¥
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The common element to all M/LC repeater infrastructure installations is the 302395 M/L C Electronics
unit. This contains the Cisco BR350 Bridge, the %2 bi-directional power amp, the SKII GPS, and the
MMS power and interface circuit board. When using this unit always following these guidelines:

Keep the unit out of direct sunlight.

Always provide lightning protection on the GPS and RADIO RF connectors.
Always follow the “ System Config” diagrams when setting up an installation.

Use only approved antennas and power settings listed below.

2.3.1 Approved Antennas

Only five antennas are approved by the FCC. No other antennas may be used with this system. These
antennas are the following:

MMS
PN

105831
105342

105920
105708
105735

ANTENNA
DESCRIPTION

Omni 2.5 dBi gain %2 wave stub

Omni 6.0 dBi gain black foamed
(hardened)

Sector 10 dBi gain
Sector 13 dBi gain
Dish 24 dBi high gain

HORIZONTAL
BEAMWIDTH

360 deg
360 deg

90 deg
120 deg

9deg

The patterns and usage of these antennas is covered in the next section.

VERTICAL POWER
BEAMWIDTH  SETTING
60 deg 50 dBm
25deg 50dBm
35deg 50dBm
16 deg 50dBm
9deg 5.0dBm
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24 FCC Statements

MANDATORY SAFETY INSTRUCTIONSTO INSTALLERSAND USERS
1. Useonly antennas supplied by Modular Mining Systems or dealer.

2. Antenna Minimum Safe Distance: 20 cm.
3. Antenna Gain: Zero dBd referenced to adipole.

The Federal Communications Commission has adopted a safety standard for human exposure to RF
(radio frequency) energy which is below the OSHA (Occupational Safety and Health Act) limits.

Antenna Mounting

The antenna supplied by Modular Mining Systems or dealer must not be mounted at alocation such that
during radio transmission, any person or persons can come closer than the above minimum safe distance
to the antenna, i.e. 20 cm.

To comply with current FCC RF exposure limits, the antenna must be installed at or exceeding the
minimum safe distance shown above, and in accordance with the requirements of Modular Mining
Systems.

Base Station The antenna should be fixed-mounted on an outdoor permanent structure. RF
Installation exposure compliance must be addressed at the time of installation.

Mobile Repeater  The antenna must be mounted on a mast that is 12 feet or higher so that RF
Installation exposure compliance is satisfied.

Mine Vehicle The antenna should be fixed-mounted on the vehicle facing away from the
Installation vehicle such that a person is not able to movein front of the antenna. RF

exposure compliance must be addressed at the time of installation.

Antenna Substitution

Do not substitute any antennafor the one supplied or recommended by Modular Mining Systems. Y ou
may be exposing person or persons to harmful radio frequency radiation. Y ou may contact Modular
Mining Systems for further instructions.

WARNING: Maintain a separation distance from the antennato person(s) of at least 20 cm.

Y ou, as the qualified end-user of thisradio device, must control the exposure conditions of bystanders to
ensure the minimum separation distance (above) is maintained between the antenna and nearby persons
for satisfying RF Exposure compliance. The operation of this transmitter must satisfy the requirements of
Occupational / Controlled Exposure Environment, for work-related use. Transmit only when person(s) are
aleast the minimum distance from the properly installed, externally mounted antenna.

Changes or Modifications

CAUTION: changes or modifications not expressly approved by Modular Mining Systems could void
the user's authority to operate the equipment.
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3. Antenna Evaluation

As part of theinitial system design, Modular Mining Systems commissions an RF propagation study to
create a custom radio network for your mine. This design specifies

the number and location of access points
the type of antenna on each access point
the azimuth, height, and elevation of each antenna

Antennas are selected and positioned to provide customized coverage so that every part of the active mine
areais serviced by at least two access points.

5 Antenna Types

Omnidirectional  Omnidirectional Sector
2.5 dBi 6 dBi 10 dBi

Parabolic
24 dBi

Figure 1 Antenna Types
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3.1 AntennaCharacteristics
Antennas have three main characteristics:

horizontal coverage pattern  (horizontal beamwidth)
vertical coverage pattern (vertical beamwidth)
gain (signal amplification power)

3.1.1 Antenna Coverage Patterns

Antennas transmit and receive signals in a specific pattern; each pattern has a horizontal and vertical
component. (See Figure 2.)

HORIZOHTAL VERTICAL
PATTERH PATTERH
g
HORIZOHTAL AHGLE YERTICAL AHGLE

30 degrees
3E0 degrees |
15 degrees
i
9 dagrees
9 degrees

30 degreas

Figure 2 Antenna Patterns - Horizontal and Vertical Components
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Antenna Evaluation

3.1.2 Antenna Gain

Gain isthe ability of an antennato amplify received and transmitted signals. Numerically, it isthe
comparison between an antenna’ s maximum signal strength and the signal strength of alaboratory
standard.

3.1.2.1 dBi (Decibels Relative to | sotropic)

An antenna s gain specification normally appears as a decibel value. The decibel scaleis alogarithmic
scale used for representing comparative signal strengths; it isthe ratio of one signal compared to a second
signal.

When describing antenna gain, “decibel” is abbreviated as “dBi” (decibels relative to isotropic).
“Relative’ signifies that this measurement is a comparison between the antenna s signal and a second
signal, and “isotropic” indicates that the second signal is the theoretical ideal |aboratory standard.

For example, the network uses two different omni antennas having gains of 2.5 dBi and 6.0 dBi, and two
different sector antennas with gains of 10 dBi and 13 dBi.

Note: You will also see “decibel” abbreviated as “dB” (without the “i”). “dB”
signifies that a signal’s strength is being compared to the strength of a second
signal that is not the laboratory standard. For example, “dB” is used when
describing the relative strengths of a signal in different parts of a signal pattern.
(See section 3.3.2.1.)
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3.2 AntennaTypes

Antennas are also classified by their characteristic horizontal pattern. The system uses three
classifications of antennas:

omnidirectional (“ omni”) antennas
sector antennas
parabolic antennas

Figure 3 shows general horizontal beamwidth patterns for these antenna types.

HORIZONTAL PATTERNS

i : (view from top)
SECTOR OMHNI
i
PARABOLIC ¢

Figure 3 Typical Horizontal Patterns

Omnidirectional antennas transmit and receive signals equally well in all directions horizontally.
Sector antennas direct and receive most of their signals in one sector horizontally.

Parabolic antennas focus most of their transmission and reception signal in asmall horizontal region.
Y ou can visualize an antenna’ s pattern as being similar to light emitted from alight bulb:

Antenna Type pattern similar to  pattern description

omnidirectional bare light bulb light shines in all directions
sector floodlight light floods an area
parabolic spotlight light focused into narrow beam
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Antenna Evaluation

3.3 Antenna Patterns

Antenna patterns have three main components:
lobes
relative gain
tilt angle

3.3.1 Lobes

Antennas do not radiate and receive signals equally well in al directions. When depicted graphically, this
resultsin a pattern that haslobesin it.

Figure 4 Lobesin Antenna Pattern

Figure 4 shows the top view, or horizontal component, of an antenna' s radiation pattern. As you move
around the antenna, the signal strength changes — the farther alobe extends from the center of the circle,
the stronger the signal isin that direction.
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3.3.2 RedativeGain

As shown in Figure 4, the strength of an antenna’ s signal varies as you move around the antenna’ s signal
pattern. Y ou might measure asignal a certain distance from an antenna where the signal is at its peak
power, and then measure the signal at another location the same distance from the antenna where the
signal might be only half as powerful as at the first location.

This difference in signal strength, or gain, is measured in decibels.

3321 dB (Decibels)

When comparing antenna gains where one of the signalsis not alaboratory standard, “decibel” is
abbreviated as“dB.” (For use of the “dBi” abbreviation for an antenna s gain specification, see section
3.1.2.1.) Typically, when measuring signal strength in an antenna’ s pattern, you compare your readings to
the antenna’ s peak signal rather than to alaboratory standard.

A graph of an antenna’s pattern uses the decibel scale to indicate how an antenna’ s gain varies across the
pattern.

Figure 5 Antenna Pattern dB Scale

Figure 6 shows a horizontal antenna pattern. The outermost ring signifies 100 percent signal power, or O
(zero) percent signal loss. The next outermost circle (labeled —5) shows the region where the signal
strength has dropped 5 dB from the original 100 percent (O dB) level. The next circles show where the
signal has dropped off 10 dB and 15 dB from the 0 dB level.

m Note: A negative (—) dB value indicates a reduction in signal power.
Full radio signal power is obtained at O degrees, where thereis 0 dB signal drop off. Asyou move to

either side of 0 degreesthe signal power starts to drop off, and crosses the —5 dB point, the —10 dB
point, the —15 dB point, and finally the —20 dB point.
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Antenna Evaluation

3.3.2.2 Half Power Points (—3 dB Paints)

The most important part of an antenna’ s signal pattern is that portion where the signal is at least at the 50
percent power level. Thislevel iscommonly referred to as the half power point, or the —3 dB point.

The antenna pattern in Figure 6 has its half power points (—3 dB points) at 330 degrees and 30 degrees,
giving this antenna a usable horizontal pattern of 60 degrees.

Figure 6 Half Power Points

This angle between the two half power pointsisalso commonly referred to as the antenna’ s beamwidth.
Figure 7 shows sampl e patterns for three antennas where the half power points are marked by dark lines
extending from the center of the pattern, and the primary part of the pattern is shaded in dark gray.

The antennas have the following horizontal and vertical components:

AntennaA 180 degreesHorizontal 15 degrees Vertical
Antenna B 60 degrees Horizontal 30 degrees Vertica
AntennaC 30 degrees Horizontal ~ 60 degrees Vertical

Note that as the horizontal component decreases, the vertical component increases. This relationship
always exists as long as the antenna s signal amplification properties, or gain, remains the same.
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Antenna Evaluation

Basically, higher gain antennas concentrate more of the available RF energy into a smaller, more focused
beam. The total amount of energy radiated from each antenna is therefore approximately the same
(assuming that each is equally matched to 50 ohms).

3.3.3 Tilt Angle (Down Tilt)

Figure 7 shows an antenna with a narrow vertical pattern. Because of this pattern, when you use thistype
antennain an open pit mine, you must verify that it provides radio coverage in all areas where you need it.

For example, the left side of Figure 8 shows an access point that is providing coverage to the upper
portion of apit. Any equipment traveling in that part of the pit can communicate with the access point,
but vehicles near the bottom of the pit will not have reliable radio contact.

The access point on the right side of Figure 8 has its antennatilted downward. Now equipment near the
bottom of the pit will have an improved signal, but equipment in the upper portion of the pit will have
poor coverage.

Level Antenna Antenna with Down Tilt
Figure 8 Antenna Tilt Angle (Down Tilt)

To change an antenna’ stilt angle, adjust the antenna mounting hardware or alter the antenna s mounting
position.

Note: For antennas mounted on mobile access points, you can change the tilt of
the antenna by adjusting the vertical height of the outriggers on the trailer.

3.3.3.1 Vertical Coverage by Antenna Type
Certain antennatypes are more suitable for covering areas with large vertical elevations.
Parabolic Parabolic antennas increase gain at the expense of beamwidth - they

antennas have a narrow horizontal pattern and a narrow vertical pattern. (may
have limited usefulness in the situation shown in Figure 8)

Omnidirectional ~ Omnidirectional antennas (“ omnis’) have a 360 degree horizontal
antennas pattern, but some have a narrow vertical beamwidth. (may have
limited usefulness in the situation shown in Figure 8)

Sector antennas  Sector antennas have a smaller horizontal coverage pattern than
omnis but provide better vertical coverage and higher gain.
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3.4 Signal Patternsand Gain Characteristicsfor Antenna Types

This section describes signal patterns and gain characteristics for antennas used in the radio network.

3.4.1 Omnidirectional Antennas

The network uses two omnidirectional antenna models.

Omni Antennas

Low Gain Medium Gain

Horizontal Horizontal
Pattern Pattern
360 Deg 360 Deg
Vertical Vertical
Pattern Pattern
60 Deg 25 Deg

Gain : Gain

2.5dBi u 6.0 dBi

Figure 9 Omnidirectional Antennas

Characteristics of Omni Antennas

Horizontal Pattern  omni-directional antennas provide full 360 degree
coverage

Vertical Pattern taller higher-gain omni antennas have more narrowly
focused vertical coverage

Gain gain increases as vertical pattern becomes more focused

20 February 2004



Antenna Evaluation

3.4.2 Sector Antennas
The network uses two sector antenna models.

Sector Antennas

Medium Gain High Gain
Horizontal Horizontal

Pattern Pattern
90 Deg 120 Deg

Vertical Vertical

Pattern Pattern
35 Deg 16 Deg
Gain Gain
10 dBi 13 dBi

Figure 10 Sector Antennas

Characteristics of Sector Antennas

Medium Gain tall vertical pattern covers deeper pits, but narrower
horizontal pattern provides less horizontal coverage

High Gain wider horizontal coverage and higher gain than medium
gain antenna, but narrower vertical pattern requires
antenna tilt for good vertical pit coverage
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3.4.3 Parabolic Antenna
The network uses one parabolic antenna model.

Parabolic Antenna

Horizontal
Pattern

9Deg

Vertical
Pattern

9 Deg

Gain
24 dBi

Figure 11 Parabolic Antenna

Characteristics of Parabolic Antennas

Horizontal / Vertical narrow beams for focused transmission power and

Pattern improved reception, with proper antenna aiming
Gain high gain due to focused pattern
Ice / No Ice ice model designed to withstand freeze/thaw cycles
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3.5 Adjusting, Changing, or Relocating an Antenna

If you have determined that your communications problem is not caused by a hardware malfunction, then

you can evaluate the following antenna options:

redirecting or changing an antenna on an existing access point

moving an access point

adding a new access point
Prior to changing the network, however, you need to review the design of the existing network, and
understand the placement of each access point and the use of each antenna on each access point.
3.5.1 Understanding the Requirements of Your Network
Before adjusting, changing, or relocating an antenna, you should gather the following information:
1. Review the characteristics of the present network.

a. What isitsintended coverage area?

b. What are al the signal obstructions (buildings, terrain, etc.) that were considered in the original
design?

c. What isthe intended coverage areafor each antennain the network?
2. What conditions have changed that now require an ateration to the original network?
a. Hasthe original coverage area changed?
b. Arethere new signal obstructions (buildings, terrain, etc.)?
c. Which antennas are affected by these changes?

February 2004

23



302395 User’s Guide and Repeater Network Design Guide

3.5.2 Recording Antenna Characteristics

When you have isolated your network problem to a single access point, record the specifications for that
access point’ s antenna.

What are the characteristics of the antenna on the mobile access point that you are evaluating?

Antenna Characteristics

Antenna type: (] omnidirectional
] sector
(] parabolic
Antenna gain: dBi

If a sector antenna, [] 90 degrees
horizontal pattern: [] 120 degrees

Angle between antenna

and no coverage area:* degrees

* What is the angle between the areas of heavy no
coverage clusters and the repeater antenna?

Refer to the RF Theory section of the MasterLink Design Manual for detailed information on antenna
types, patterns, and ranges.

3.6 Obtaining Additional Guidance

Before contacting regional support for assistance you will want to collect all relevant information on the
condition of your network.

When you discover ano coverage areain the mine, answer the following questions:

1. Istheno coverage areain a new mine operations area?

Has the mine recently altered the network? (For example, has a mobile access point been moved?)
Are the antennas that serve the no coverage area operating properly?

Does any structure or terrain block the signal ?

o~ WD

Does the no coverage area fall within the primary horizontal and vertical signal lobes of the antenna
serving the area?

Note: To measure antenna angles you will need to take simple field measurements
with a protractor or bubble level device.

For major changes in mining operations, you may need to add additional access points. Contact your
regional Modular Mining Systems support office if you think thisis the case.
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4. Moving an Access Point

Because amine’ s layout is constantly changing, the radio network provides access points that can be
moved when necessary.

4.1 Selecting a New Access Point Site

Mine operations may require that you move an access point a short distance, where the access point, in its
new location, maintains line-of-sight contact with all its associated coverage areas.

Be aware of potential signal blockage problems at the new location. After moving the access point, verify
good radio coverage at the new site. (See section 4.3, “Verifying Radio Coverage.”)

If you must move an access point along distance, and line-of-sight contact cannot be maintained to all
previous coverage areas, have aradio engineer determine the new site location so that all serviced areas
continue to receive proper coverage.

4.2 Relocation Procedures

Once you have selected a new access point site, refer to Appendix C of the MasterLink Mobile Access
Point Assembly Manual for relocation procedures.

4.3 Verifying Radio Coverage

After you move the access point to its new site you verify proper radio coverage by performing adrive
test in the coverage area.
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5. Cisco Wireless Access Point Support

5.1 CiscoInitial Setup

5.1.1 SiteFirst Steps

To configure the Cisco Aironet 350 Access Point to work at a customer site, you need to do the
following:

1. Configure Ethernet Connected devices as Root Bridges
2. Configure static |P addresses.

3. Configure device names (mprll, etc).

4. Configure customer specific WEP keys.

Y ou can do all of these things by either connecting with each device viathe serial port (see Appendix A —
302395 Connection Diagram), or by connecting them all to a network that has a DHCP server and using
the Web browser based interface.

To use the DHCP/Web interface, connect all devicesto the network and power them on. After they have
been powered on for several minutes, you can use the command line query tool (FindWAPM) to report
the I P addresses of al the Access Point parents on the network. The FindWAPM tool queries the network
for the Wireless Access Point Monitors that are built into the repeater box, and reports back what devices
it finds. Once you connect a device, you can use the steps in Appendix B to configure each one.

512 WAP Monitor

The WAP Monitor isasmall computer attached to the Cisco via Ethernet. It has a SK2 GPS receiver as
well as circuitry to monitor temperature and battery voltage. This device hasits own MAC and IP
addresses. The FindWAPM utility will find all of these devices and report back their information.

cnb4: src$ Fi ndWAPM

Reply from 172. 19. 250. 26:
Lat: 114817500 Lon: 3895190176 El ev: 1028 Num Sats: 8 GPS Age: 11930
Parent 1 P: 172.19.254.123
Tenp: 30.6 Vol tage: 27.2

Reply from 172.19. 250. 29:
Lat: 114838080 Lon: 3895227796 El ev: 1005 Num Sats: 8 GPS Age: 11895
Parent 1 P: 172.19.254. 117
Tenp: 28.0 Vol tage: 27.2

Reply from 172.19. 250. 27:
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Lat: 114841260 Lon: 3895267816 El ev: 1000 Num Sats: 8 GPS Age: 19271
Parent |P: 172.19.254.118
Tenp: 30.6 Vol tage: 27.3
Reply from 172.19. 250. 25:
Lat: 114827520 Lon: 3895306156 El ev: 1018 Num Sats: 8 GPS Age: 19807
Parent |P: 172.19.254. 124
Tenp: 28.0 Vol tage: 28.2
The default configuration is to use DHCP to get an | P address for these devices. If you do not have a
DHCP server, you must temporarily enable a server, then go to the DHCP assigned | P address of each
device and configure it with a static I P address. Y ou can do this through the HTTP interface by entering

the IP address you find with the FindWAPM utility. In the above example of the FindWAPM output,
going to the WAPM at 172.19.250.26 would display the following screen:

2} WAP Monitor Status - Microsoft Internet Explorer 'EE“ uﬁm =10 x|
File Edit View Favoribes Tools  Help | Links @CNN.cnm @slashdnt ”ﬁ
Back + = - () i | ‘Qisearch [GfFavorites GMedia £4 | S - ?
Address [ @] http:ff172.19,250.286) ~| @en
GOL‘&S]E‘v j| i Search web - 2 | %ﬁ | FageRank  Lh1072 bloc
-
WAP Monitor Status:
Tptime: 21 d5h 7 mm 28 sec
GPE coordinates: Lat: 21:5537 50 W Lon: 111:02:57 12 W Elew: 1028
Mumber of GPE satellites: &
Last GPS update: 3k 19 tun 57 sec (Currently powered off)

Current Temperature: 306 degrees C
Current Battery Voltage: 27 2 wolts

TWAP TP Address: 17215254 123
sicon Senal Number: 3531795

Wiew or Change current confisuration

Copytight 2003 Modular Mining Systems buid Oct 30 2003 : 074023

| Kl

/&) Done l_ l_ l_ 4 Internst
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To change the IP address, click the “View or Change current configuration” link, which will take you to
the following screen:

WAP Monitor Configuration:

Use the fields below to change configuration parameters:
Use DHCP W

1P Address fonly wsed if DHCF is not enabled): |1 72.17.264.100

1P Subnet fonly wsed if DHCF 15 not enabled): |255.255.D.D

1P Gateway (only used if DHCF is nof enabled): |1 721701

SHNMEP Community name: |mm5
Hew admn password: |""“""“"‘""“""“"‘""“
Wertly admun password:

femfer fhe same password again fo verify it)

GPS update mterval:

{How long in minutes the GF 5 receiver will

remain powered off Sef fo O fo never ISED
furn GFS off ).

GPS update duration:

{How long in minutes fo leave the GRS |3|]

receiver powered on. Sef fo O fo never
furn GFS on )

Enter carrent information below to authenticate the
configuration change:

Current STMP community: |mms

Current password: |

Change Configuration |

Eeset this WAP montor,

Eetumn to man page.

Copyright 2003 Mo dular Dining Systems

|4
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5.1.3 MasterLink/OM S/Dispatch Integration

The Network.hosts file should contain entries for all Cisco WAPS:

172.17.0.123 npr 123 ci sco

172.17.0. 120 npr 120 ci sco

After adding these entries, reload OM Sns with ‘OM Sns —’

Modify /dsp/client/psw/OM Srun to contain aline that will start the CiscoDiags daemon:
Ci scoDi ags&

Verify that MasterLink mobile devices (trucks/shovels/etc.) are getting the network metric information by
connecting via OM Stip and typing ‘wan0 status'. If they are getting the information, | P addresses for the
Cisco APswill appear in the list. This metric information is sent to all mobile equipment through a
broadcast message once every 20 seconds.
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5.2 Troubleshooting

521 TheSystem Log

Each WAP keeps alog in RAM of important events (if the device is powered down, thelog islost).
Check thislog if you are experiencing any problems.

5.2.2 Association Page

If you connect to any Cisco WAP in the network and view the Associations page, you can select the
“Entire Network” checkbox and click the “ Save as Default” button to see the entire network at a glance.
From this screen, you can see what AP each deviceis associated with.

2} mpr103-53c913 Association Table - Microsoft Internet Explorer

— ey e i

Fle Edt View Favorites Tools  Help |Li1|<s E]CNM.com @ |slashdot & |Kevlar.nek - Login

Bk v & - Q[ 3| Quewch Favortes Pveda P - on

February 2004

Gorge-| ~]| @psearchiweb + §2 | D | PRt D07y bocked fEror | e ®
e 1
mpr103-53c913  Association Table Cisco SYSTEMS
Network Diagnostics VLAN Service Sets -
Home | Map | Metwork | Associations  Setwp | Logs | Help |  Uptime: 20 days, 20:1700
W Client W Repeater B Bridge W AP [ Infia Host [ Wulticast B Entire Hetwork
Press i Change Settings: Apply | SeveasDefault | Restore Current Defeults |
Association Table additional di Ifers
Device MName e P Addr MName | MAC Addr. |[VLAN @ State Paremt
350 Segies Bridge | BR350-560ac 172192551 004096 36052 Unéuth | [unknown]
350 Series Bridge | BR350-386377 | 172194552 | 0006526077 | | Asgoc | BR330-360ac)
350 Senes Bridge | MPR124-534fT e 17219254124 0040265346 e Agsoc | mprl17-537200
350 Series Bridge | mprl03-53c913 17219 254 103 004096532013
350 Series Bridge | mprlld 33506 17219254104 | (0409653596 Unduth | [unknown]
350 Series Bridge | mprl17.537270 17219254117 009096537270 Agsoc | | [zelf]
350 Series Bridge | mpel13-53025 | 17219254118 | 004096536225 Assac [self]
350 Series Bridge | mprl23-53f248 17219254123 Q0096 53248 Assoc | mprl04-5355e6
Crerveric 202,11 172100203 0030 dedI2675 Agaoc [self]
| Generic 802,11 17219097 | W0d0dehded3s Asgoe | [self]
Creneric B02.11 17219026 D0ad0deTEFITd A s50¢C [pelf]
Generic 202,11 17219027 | 00d0deDThc7d Assoc | [self]
Greryeric 02,11 Unazgigned (004096 5520 09 UnAuth | [unknown]
Generic B12.11 Unassigned | D0A006556id5e UnAuth | [urdmown]
Ceneric 202111 Unassigned 00409638 T ele UnAuth | [undmown]
Generic 20211 Unassigned 004096 5 al UnéAuth | [unknown]
Cretveric 202,11 Unassigned (004096 Sa0dbf UnAuth | [unknown]
_ Generic 202.11 17219004 | 0lldeReb33s Asgoc | mprl04-3339e6
Home | [Meap][Logn][Hetwork][Associstions][Setup] [Logs | [Help]
Ciseo 350 Semes Bridge 1204 & Copymighn 2002 Cisco Swatste e, credits
- |
€] LD |6 mntermer y
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523 Link Test

The Cisco Link test is available from the association page. Y ou can only perform alink test when two
devices are associated. From the parent device, click the MAC address of the device you want to test
with, and you should see alink test button. If you do not see this button, the device you are connected to
isn't associated (either as a child or parent) with the station whose MAC address you clicked.

Below are the results of anormal good link test.

A mpr117-537270 LinkTest Log mpr103-53c913 - Microsoft Internet QQIE]
Plis. Attempted 100 | Pkts. Regquesied 100
Pkis. Successful 100 | Payload Size 0
Avg. Delay 242 maec | [Min, Max] Delay [19.2, 326,59 msec
Transmit Raites 100 at 110

To the Station From the Station
Avg. Signal Strengith 7% | Avg. Sigmal Strength T
[Min, Max] Strengih [ 7%, 72%] | [Adin, Max] Strengih [74%, T9%]
Pkis. No Retries 100 | Pkis. Mo Retries 0z
Pkis. 1 Retry 0 |Pkis. 1 Retry 2
Pkis. Mult. Reiries 0 |Pkis. Mult. Retries 0
Plis. Max. Retries 1]
Pkis. Lost 0 |Pkis. Lost 0
Duplicate Plits. 0 |Duplicate Plis. 0
RTS Retries o TRYS Retrls o
| Data Retries 2 |Data Retries 2
Test Again | Comtinuons Test
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5.24 Pingtest

Y ou can use the broadcast ping (ping —b 172.17.255.255) if you are using Linux. All possible devices will
respond, giving you a quick idea of the latency and reliability of the network. Below is an example of the

command:

cnb4: mrs$ ping -b 172.19. 255. 255

WARNI NG pi ngi ng broadcast address

PI'NG 172.19. 255. 255 (172.19.255.255) from 172.19.0.5
64 bytes from172.19.0.5

64 bytes from 172. 19. 255

64 bytes from 172.19. 254. 104: icnp_seq=1
64 bytes from 172.19. 254.103: icnp_seq=1
64 bytes from 172.19. 254.123: icnp_seq=1
64 bytes from 172.19. 254. 117: icnp_seq=1
64 bytes from 172.19. 254. 118: icnp_seq=1
64 bytes from 172.19. 254.124: icnp_seq=1
64 bytes from172.19.0.5

64 bytes from 172. 19. 255

64 bytes from 172.19. 254. 104: icnp_seq=2
64 bytes from 172.19. 254.103: icnp_seq=2
64 bytes from 172.19. 254.117: icnp_seq=2
64 bytes from 172.19. 254. 118: icnp_seq=2
64 bytes from 172.19. 254. 123: icnp_seq=2
64 bytes from 172. 19. 254. 124: icnp_seq=2
64 bytes from172.19.0.5

64 bytes from 172. 19. 255

64 bytes from 172.19. 254. 104: icnp_seq=3
64 bytes from 172.19. 254. 103: icnp_seq=3
64 bytes from 172.19. 254.117: icnp_seq=3
64 bytes from 172.19. 254.118: icnp_seq=3
64 bytes from 172.19. 254. 123: icnp_seq=3
64 bytes from 172.19. 254. 124: icnp_seq=3

3 packets transmtted, 3 received

172.19.255. 255 p

icnp_seq=1 ttl =255 tinme=0.036 ns
5: icnp_seq=1 ttl=255 time=1.51 s (DUP!)

ttl =64
ttl =64
ttl =64
ttl =64
ttl =64
ttl =64

time=1.73 ms (DUP!)
time=2.32 ns (DUP!)
time=9.95 ns (DUP!)
time=11.4 ms (DUP!)
time=16.1 ms (DUP!)
time=23.9 ns (DUP!)

icnp_seq=2 ttl =255 tinme=0.019 ns
5: icnp_seq=2 ttl =255 time=1.49 nms (DUP!)

ttl =64
ttl =64
ttl =64
ttl =64
ttl =64
ttl =64

time=1.73 ms (DUP!)
time=2.03 ns (DUP!)
time=5.65 ns (DUP!)
time=9.26 ms (DUP!)
time=11.8 ms (DUP!)
time=12.6 ms (DUP!)

icnp_seq=3 ttl =255 tinme=0.015 ns

5: icnp_seq=3 ttl =255 tinme=1.53 ns (DUP!)

ng statistics ---
+21 dupl

ttl =64
ttl =64
ttl =64
ttl =64
ttl =64
ttl =64

rtt mn/avg/ max/ mdev = 0. 015/ 6. 445/ 23. 981/ 6. 106

February 2004

time=1.63 ms (DUP!)

time=2.04 ms (DUP!)

time=6.71 ns (DUP!)

time=7.66 ns (DUP!)

time=10.2 ms (DUP!)
s

time=13.1 ms (DUP!)

cates, 0%l oss, time 2017ns

ns

56(84) bytes of data.
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5.3 Serial Port Configuration
5.3.1 [Initial Configuration (Serial Port)

5.3.1.1 Connect PC to MasterLink/Cicso Repeater Hub

1. Using astandard SLIP cable, connect the COM1 serial port on the PC to the service serial port on
the MasterLink/Cisco Repeater Hub.

2. Turn off power to the MasterLink/Cisco Repeater Hub.

53.1.2 Hyper Terminal Setup

Access the PC HyperTerminal connector or other terminal emulator software and configure it to talk to
the MasterLink/Cisco Repeater Hub serial port by doing the following:

1. OnthePC, select Start=>Programs=>A ccessories=>Communications=>HyperTerminal.
The Connection Description dialog box appears:

Connection Description ﬂil

Enter a name and chooze an icon for the connection:

M arne:

| zar:

(] I Cancel |

2. Inthe Name box, type a name for the connection session and click the OK button.
The Connect To dialog box appears.

3. Inthe Connect using box, use the menu to enter COM 1, as shown below, and then click the OK
button.
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ConnectTo I I

WL CiscoSerial Port

Enter details for the phone number that you want to dial:

Countrp/region: lLlnihsu:i States of Amenca [1] _;I

Area code; 520

Phone number: l

Connect using: | AT TIEGGEGGGGG———— -
[ ok ] cas |

The COM1 Properties dialog box appears.

4. Using the pull-down menus, in the Bits per second box, enter 9600; in the Data bits box, enter 8;
in the Parity box, enter None; in the Stop bits box, enter 1; and in the Flow control box, enter
None, as shown below.

2| |
Port Setiings |
Bits per second: 3600 =]
Data bits: |8 =l
Patity: {None =]
Stop bits: [1 |
Flow control. | (TS

Restore Defaults |

| Ok I Cancel | Apnly I

5. Click the OK button.
6. Power up the MasterLink/Cisco Repeater Hub.
The HyperTerminal window appears and text scrolls as the Cisco 350 boots up.
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5.3.1.3 Express Setup

After the Cisco finishes booting, do the following to perform an express setup of the Cisco 350.
3. Typesinthe HyperTerminal window to display the Setup screen.
4. Type ex to display the Express Setup screen, shown below.

[ ot Hppeterninal 1o ]|
Fie Edt Wew Cal Transfer Help {
Dl = 3] woli5] 6 f
Bl

king Express Setup Uptime: 000146 ;

Sustem [Hame 1lking 1
[Terminal Twpa Iteletwpel
HAC Addres= : BA- 4896050929

Ensure Compatibility With:

[Securily Selupl
[SHMP HAdmin. Community

[Applw] [OK]

Config. Serwver [Protocol TTDHCP ]

IF [Address 1172.16.9.49 1

IF [Subnet Hask 11255255, 0.8 1

Default [Gateway 1172.16.1.99 1

[Service Set ID (S5I0) Il t=unam: 1
[Role in Radio Hetwork 1[Root Bridge 1
[Optimize Radio Network For 1[Throughput]l [Hw Radiol

[ZHb/sec Clients](_]

Il 1

[Cancel] [Restore Defaults]

[Auto Apply Ond "R, =,

[Home] - THetwork] - [Hssociatioms] - [Setupl - [Log=] - [Helpl
. “ENTER*, or [Link Textl: _

J

s b

#|

5. Tochangeafield, start typing the name of the field that is shown in brackets. As soon as you
have typed enough of the name for the device to know which field you want to edit, the field will
auto complete the rest of the name. For instance, to set the “ Config. Server Protocol”, type “Pr”

and you will see the word “Protocol” appear. Now hit enter to edit thisfield.

6. Setup and save IP/Mask/Gateway, and any other fields you wish to edit at this point.

[ oot Hypedormmal S =ioi =
D) = E| =ol=| =
|
npro_ohedcy Express Setup Uptime: B@-089:23
Svstem [Hame 1l mpro_Hoe9cy 1
[Terminal Type Iteletwpal
HAC RAddress © BB ARG 55 eY: D
Config. Server [Protocol  1None 1
IP [Address L2 162605 |
IF [Subnet Mask 1[255.255.8.8 1
Default [Gateway 72 16.1.99 1
[Service Set 10 (SS10) I t=unami 1
[Role in Radio Melwork 1 Root Bridoe 1
[Optinize Radio MHetwork For 1l Throughput] [He Radiol
Ensure Compatibility With: [2Mb/sec Clients]l_]
[Security Setupl
[SHMP Admin. Community 11 1
[Rpplv] [OK]1  [Cancell [Restore Defaultsl
[Home]l - [Hetwork] - [Associations] - [S%etupl - [Logs] - [Helpl
(Auto Apply On) :Back. "R, =. -, <ENTER>. or [Link Tewt]: j
T T T T T e o T o @
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54 Standard Configuration viaHTTP

Now connect to the device through aweb browser, using the IP address you specified in the setup.

T mprs_s5atct) Setup
Fle EdL Vew Faviedes Tk Hel | links @) ThLcom ] slesaok

Microsofl Intennet Explorer

ek -+ - (D) A Dowwch airwones Frode P DA+ o e
aukivass [ 8] 7utp 1172, 16,250, 5 5o st =] e
e =l @t « 52 g | PR Dereictad Floconl |
P Cisco SysTens
Cisew 350 Series Bridge 12037 o
Heme | Map | Deoverk |
[ Associations
M@u& Adesnced
m Eratacsl Fikay HLAH T
Event Log
| Services
| CongalTelne Blogt Sepmeg | Baulig | B Sepvsr
| Time Expvey favd | Wb Eepver | SHMF |
| Mebwork an Dot |
b [t | Hacts ERe e
| Fied Radin ligmifision [ Haciteaen | B | svgranses
Cheon 150 Series Bxidgy 13037 & Coprrige X0 Shico Svvimme N ek
Ja |
N T 7
oh G0 Papress Sebug - Miorosolt Internel Enplores
munmmm |uﬂalmﬂuuwuup.

s 07 Geen e Ben 3 S ST ADa

emtn [15] e 172,15 250, 55 mtEvpeess e gzl G F‘“"
W|pmw S| | PR Drruaded fl]i s | »

mprS S5 Express Setup Gisco Svsvems

Chera JB0 Sevies Bridgs 1203T

o] pp || Optine 02458
System Hame: [t _GEedcE

MAC Address 00405655 a0

Cosfignmation Sepvar Protoesl [rione 5]

Diefault IF Address: AT

Dhefauk TP Subnet Bk EEEEEE (1]

Drefauk Gabeway- ﬁ?21ﬁ.1 k]

Boot Fadio:

Serace et I (35100 [RLINE more._.
Eole m Rade Metwork: |Fioct Brdge =l

Crptirraee Kadio Hetweorle For & Throughpt © Fangs " Custom
Ensure Cempaticdity Wit ¥ 2hdbizer Clenks

Secority Setu

SHIMP Admin Commury, Jrema

[Reptv] 0K | Cancel|  PestcraDoimus |

[Hast] (L g Lergin] [Hely]

Caee 534 Sewr Brsdge 1205T o Cugmerigst 3000 Thice Svvioge ke s iir)
H
I &
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54.1.1 Ethernet connected
Role: Root Bridge

5412 Wireless
Role: Non-Root Bridge w/clients
Select the “ Ensure Compatibility With: 2Mb/sec Clients” checkbox.
Set the following parameters:
Set the system name as desired (mpr120, etc.) (from express setup page)

Set the SNMP admin community to “mms’. Thisis needed for the CiscoDiags application to get
the network metric information to send to MasterLink devices (from express page)

SSID (MLINK isthe default for MasterLink) (from express setup page)
Disable DNS (speeds boot-up time)

Username/password (same for all WAPs to make upgrading firmware or configuration easier via
the distribute firmware feature).
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First, enable the user manager:

<001 User Manager Selug - Micross Inbemet Explones

uu.}anmﬂmmtmu~m Gl
| dbepak = = < @ [5] 3 Diseech afrsutes e aiiﬂ-ﬂﬂ"ﬁ:ﬁjﬂ

| Aok (] herp 172, 1 2590, B Setser Manager st Riferard bbmnp: 172, 16, 250, 5{Sstup. shiw =]

Googlee[ ]| Ghsam - 52| @ | PR oo )0 | fedo ™

mprs_ 5509 User Manager Setup Ciseo Sriteus

Cisea 250 Series Bridge 12.03T
Teer Manager & Bnabled © Diabled

ptina: 023740

Adew Read-Only Browsng wibiout Lagm? & yes O oo

Frotect Legal Credit Page? Cyee oo
[Apek] ce | concal | AesoeDewae |

(dap][Logio (Hele)
Chars 290 Sarisr Dy 13 53T o Coppsighe 003 e Svisoy Ie. s

Now, add a user and set all the permissions.

mert Seicd User Inksrmahion - Siomsolt Intermet Erglster 00 e =18 =}
Fle Edb Wew Fawrbas Tods  Hel ks @hMcon fjieavke  onder rmt -Logn

etk - % DDA B Gireeries Grede F| - bA-FDen
mmi.!lm;:mn.mm.smmﬁnutmm-—}.mmmm :J e |

Cogle-| || Wpcawchwe = 52 | g | Pt Dreerboded fesc | o™

Lisco SvsTems
mprS 5500  Lser [Information

Hamn | Mg | Dniwk | Asschiiiens | Sy | Legx | Bl | Uppiiene: 00410
User Hame Write SNMP Tdemt Fimmure  fAudssin

Add Hew Liaar

[} [t g [ etk . zcintiana] Fisioag] L] fisig]
i KK s Fakligs 12007 g et T T T —
W s tariet User - Micresolt Inbernet Explorer

User Managessent

MEET Hame ms

chasge pasowend:

o pasgwrord |

conlem pakrend Iz

capability settimgs:

Wree EHMF It Fomware  Adwm
[=] ] El = el
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5413 WEP
First, set the WEP key to whatever key you chose to use:

1||l|:|r'. 55009 Rool Raden Drala Encryplion - Microasoll Inbernel Explorer .
| Fie Edt Miew Favortes Took  Help |L|'iu @] NN.com @ dashdct @ |Kendar, net - Login i

Bk - = - (D ) | Dot [EFevoites Freds (P LY G- o [ ow

=iz

| Bckdess [) betp: 172, 16,750 5/5etWEP _Kinys. shinrifindax=zafaferar it=hitp: (|1 72, 16, 7505 SotExpross. shmot 253 primanydFing x| (60

Googe-| =] Gpsechwe - 52| @ PO Dbioded oo | osons B

mprS 5599 Root Radio Data Encryption Cisco SysTEms

Cisce 350 Series Bridge 12037 -

Mip | Help | Uptime: 002744

VLAN: are not enabled, set Eadie Data Encrypton on this page. BVLAN: are enabled, Eadio
Drata Encryption i3 set vdependently For each enabled VLA through VLA Sehp

e of Data Encryption by Stations 1. Mot Available
Must set an Encryption ey or enable Broadeast ey Rotation first

Cpen Shared Network-EAP
Accept Authenticateon Type: [+ - r
Eequre EAP- [ r
Transmit
With Key Encryption Key Key Size
WEF Fey 1. - !EEEaZEG&?E‘?&E??E'I 383d7e3q I'I 28 bit ']
WEP Eey 2 - | piotsel

WEFP Key 3: . | [notser "!
WEF Key 4 . | II‘|D1 = "]

Enter 40-hit WEF keys a5 10 hexedecimal digits (0-9, a-f, ar 4-F)
Enter 138-hit WEP keys as 1 hexsdacimal digits (0L9, a-f, ar &-F)
This radio suppaorts Encryption for ofl Dists Retas.

Appy | OK | Cancel | Restore Dstsus |

(e [Login][Help]
Giscn 330 Farter Bridige 11037 @ Copyright 3093 Cler Sreans, I, gradity

=

= Y

S| B

40

February 2004



Cisco Wireless Access Point Support

After clicking the OK button, return to this screen to enable encryption:

5 mprS_5S5edcd Hoot Radeo [rata Encryption - Microsoft Inbernet Enplorer
Fle Edt Vew Favorbes Toos  Help |unks @)cHcom  @]sashict @] kevieret -Lagn o |
w=Back v = - ) 2] Y| Dhoeerch [ajFavorbes EMeda H | Ehe S - o] L] o8

Pcd:hﬂ'ﬂhun:J_n'r.'z.Ja.mimﬂw_st.sl-m?im«-iaﬂefmuw-wn:m?z.Ls.zsa.s.lsmmress.sl-mmmylfn-dej e

Gangg+| ]| Weseachwe - 52 | g0 |Fﬂ§§mhhdnd 'E]:.r-cnf |Enpums »

mprs_55¢¢ Root Radio Data Encryption Cisco SysTems

Cisco 350 Series Bridge 12 03T &

M | Hel | Uptime: 0029:54
I VLAITs are bt enabled, set Radio Data Encoyphion on this page, IF VLAN: are enabled, Rade
Diata Encryption is set independently for each enabled VLA through VLAY Setup.

Tee of Data Encryption by Stabions is: m

Open Shared Neotwork-EAF
Accept Authensication Type: =] I r
Erqure EAP: r r~
Transmit
With Key Eneryption Key Key Size
WEF Eey 1 = | [veabit =]
WEP Eey 2 - | [rotsel =]
WEP Fey 3: - | not el *
WEF Fey & | not =t =
Eribér 40-bit WEF keye ap 10 hexadsctmal digits (0-9, #-F ot A-F).
Esiter 1.28-hit WEP keys e 26 hoxadecimal digia (0-9, of, of A-F).
Thas radio supposts Encrypdion for all Diate Rstas
Apol| oK | Cancel |  ReetorzDateutts |
Biap]Lagm]EHlp]
Clco 350 Series Bridge 12057 & Copyrigh, 303 Cligo Swilens b, cradits
- F
{&] Done [T [ wwarmex e
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Set Long preambles (MasterLink requires long preambles to be set). Do this from the Root Radio:

Advanced screen.
Freprs 5560 Rant Badia Advanced - Morosslt Intemet Leplares =10 =
R Bl Wea  Fwodtsr Toss  Hep |uhﬂmﬂﬂwmhm-ww »
Hpek - o+ - QA Dyseecy [SiFeokes el | B GFCA - 5] [ o8
mh bt T T2 16250, Sebic D50 _Sewies shand# Iradeocs 2ot | dPorted _ﬂ l':"‘h
Google - 7] | Mesewchat - 5 | g3 | PO Smarteded 0o Faopsns o
o TN LN UV - SR e o e e T =
Ethermiet Encapsulation Transfoms: FFCIME = g
Eridge Spacing (lcm): 1]
Croakty of Servce Setop

IEVLANE are mol smabled, set e followng thew e parameters on ther page. I VLAN: @ anabled, the Ellommg three
parameterd ane iet ndspesdantly for sach emibled VLAN through VLAN Sesp

Enhanced MIC venbication e WEF: Hone 'I
Temporal ey Ibegriy Protocol Hong *
Ercadecas "WEF ey rotagon mterral (sec) 1] [il=aE)

T configure B02 11 Authenticabon, EAF, Tecast Address Filters, and e Maxarmom Humber of Associations for tis radio's
Promary 2510 {the defait 35I00, pleass use the Inkk below

Achigced Praery S0 et mose.

Preferred Access Pont 1: 0 03-00 10 00 05
Frefarrad Access Pont 2 0000000 0002
Frefered Access Pomt 3: O D000 0000 0
Frefemed Accen Peatd 00 D300 10 10 09
Eado Modulaton: Standard =
Eado Premoble Long =

Hon-Foot Mokdiy:

!

Cancel Pesiom Dosshs | -
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54.1.4 Setting the Channel
From the Root Radio: Hardware screen:
Set both receive and transmit antennato ‘Right’.
Select the desired Channel, and set “ Search for less-congested Radio Channel?” to “No”.

W5 55e9c Root Radio Hardware - Microsoft Intermet Explores =18] x|
Fin Edt Wi Favortes  Took  Help Urks @|ChN.com 5] slasheioe & JEeslar.net - Login '-
bk ~ = - G ] A Dsesch EiFavortes Pteda o P O - 2] [ o

Aickdrese: [ ] hito 1 72,16, 250 5)SatHn50_Sariss b ndesed zl @ |

Google - ] Ehseachwat = 51 | 0 | PR Phowpboed 0ol | Pdoptions S

mprS S50 Root Radio Hardware Cisco Systems

Cisoe 250 Feries Bridge 12037

Mg | Belp Ugtines: 004039
Service Set ID (SSID) MUNK 1115 L

Adow "Broadeast” 5510 to Associate?: © yes & no

Enable "World Mode® mali-domam operabon’: |no ]'

Diata Bates (hdbdeec)
1ofcasic =] zofpes = ssfves = 1tofwes =

Teansnit Pawer: m

Frag Theeshold (256-2338) 12333 ETS Theeshold (0-2339): BEEE]
Max BTS Eemes (1-255 [T Max Data Ketres (1-255: [12
Beacon Period (15-5000 Eusec): W Diata Beacon Fate (DT Iz_
Diefaalk Fadio Charmel: & [2437MHZ] =] ToTes 6

Search for less-congested Raca Clarmel?. E_H Festnict Searched Charnels

Eecsve Antenns [Right =] Transmit Antennzy |Right =

IEVLAMs are sot enabled, s=t Bado Data Encrypbion thecugh the bk below, B VLAN: are
enabbed, Fadio Data Encryption i3 set independentty for each enabled VLA throwgh VLAR

Setup
Radic Diata Encryphon (WEEF)

Apply | OK | Cancel | Resioe Defalts

55 Password Recovery

If the password for the Cisco devicesislogt, refer to the Cisco document: “ Password Recovery Procedure
for Cisco Aironet Equipment” located at

http://www.cisco.com/en/US/products/hw/wirel ess/ps430/products password_recovery09186a00800949d
0.shtml.

The short description of how to reset the configuration, including all passwords, isto connect to the
device viathe serial cable, then reboot it. Within four minutes of rebooting, you can type ‘:resetall’
(without the quotes). If the device prompts you for a username/password, just press enter and type
‘resetall when it returns you to the prompt.

After this procedure is done, al configuration steps in this document will need to be performed again.
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6. Appendix A — 302395 Connection
Diagram

ETHERMET GPS ETHERMWET RALRIQ
RAGID — SERIAL RADIO
POWER —\,\‘\ : N / / /’/_ o
©P00@e@®

12—3F FKFD A% FKFL B—S 10—88
POWER ETHERHET &PS ETHERNET RADIC SERIAL RAGID
24 PWR N |aA— N/ 1 b— WAC | 1 b— RADI0 AS—232 TX |Ab—
GHD PWR IN|B——  N/C| 2 |— N/C |2 —— RADID AS—232 RY |B ——
NAS | B —— NAE| 3 — /0|3 —— &HD | & —
™| & —— TH— |4 [—— NAT | D —
RY+| 5 —— R+ |5 —— N/E |E ——
TH+| 8 — TH+ |6 —— NAT | F f—
WG| 7 — WG| 7 ——
R¥—| B —— R¥—|Bf—
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