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211

2-1
1. LED 2. 3. 4, 5.
POWER
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2.1.2.

PWR

40. 41.

42. PWR 43.

44, WAN 45, Cable
46. Port 1-4

47. USB uSsB
2.2

2.

48.

2. LAN

LAN

1-4

DSL

2-2

WAN

LAN
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49,

3.1

3

MS Windows
Windows 95/98/NT/2000

IP 192.168.1.254 255.255.255.0
TCP/IP A

1. IP 192.168.1.1 255.255.255.0 192.168.1.254
TCP/IIP DHCP
2. TCP/IP ping
Windows 95 Ping ping

ping 192.168.1.254

Pinging 192.168.1.254 with 32 bytes of data:
Reply from 192.168.1.254: bytes=32 time=2ms TTL =64

Pinging 192.168.1.254 with 32 bytes of data:
Request timed out.

LAN LED LED
2. TCP/IP
IP 192.168.1.254 P 192.168.1.X
192.168.1.254



50. Netscape Communicator  Internet Explorer
MSWindows Macintosh  UNIX

mE— Iinternet

Wireless Broadband Router

Fast Ethernet
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Windows 1 Mac Unix-like
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4.1

Connect to 192.168.1.254

it

M3l Wireless Broadband Rouker

Liser name:! | £ admin ”.|

Password: | sesnsl |

[ 1remember my passwaord

| ok JE[ Cancel |

Proxy IP Netscape  Location
IE  Address IP ENTER http://192.168.1.254

admin

Next > Setup Wizard
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1. LANIPAddress IP P LANIP

2. WAN Type ISP WAN Change
A. StaticIPAddress ISP IP
B. Dynamic IPAddress ISP IP
C. Dynamic IPAddress with Road Runner Session Management.(e.g. Telstra BigPond)
D. PPPover Ethernet ISP PPPoE
D. PPTP ISP PPTP
F. L2TP ISP L2TP
4.3.1.1 Static IP Address IP
WAN IPAddress Subnet Mask Gateway Primary and Secondary DNS WAN IP
DNS ISP
4.3.1.2 Dynamic |P Address IP
1. Host Name ISP @Home
2. Renew IP Forever IP IP

4.3.1.3 Dynamic | P Address with Road Runner Session Management. (e.g. Telstra BigPond) Road Runner

Session M anagement IP Telstra BigPond

1. LANIPAddress IP

2. WAN Type Dynamic IPAddress WAN

3. Host Name ISP @Home

4. Renew IP Forever IP P

4.3.1.4 PPP over Ethernet
PPPoE Account and Password PPPoE ISP

PPPoE Service Name PPPoE ISP

Maximum Idle Time PPPoE

Maximum Transmission Unit (MTU) ISP MTU
MTU 1492

Connection Control 3
Connect-on-demand ISP
Auto-Reconnect (Always-on) ISP

Manually Staus



4.3.1.5PPTP

1. My IPAddressand My Subnet Mask IP ISP IP
2.  Server IPAddress IP PPTP IP
3. PPTP Account and Password PPTP ISP
4.  Connection ID ID ISP ID
5. Maximum Idle Time PPTP
ISP
Connection Control 3
Connect-on-demand ISP
Auto-Reconnect (Always-on) ISP

Manually
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2. Server IPAddress IP PPTP IP
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4,  Connection ID ID ISP ID

5. Maximum ldle Time

PPTP



Connection Control 3

Connect-on-demand ISP
Auto-Reconnect (Always-on) ISP
Manually
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Wireless Setting

1

2.

52.

Network 1D (SSID) ID ID WLAN
default
Channel
6 7 ETS 7

WEP Security WEP
IEEE 802.11WEP 128 64
WEPKey 1,2,3& 4 WEP 1 2 3 4 128 64 WEP
WEP 26 10 0128 9 ABF
Pass-phrase Generator

802.1X Setting 802.1X

802.1X
802.1X 802.1X

RADIUS Server  RADIUS

IP

802.1X

RADIUS Shared Key RADIUS

53.
54,

55.
56.
57.
58.

RADIUS RADIUS

B e By

LTy AnLn
B AT podt L
i PP FRee Fap

S | [ Lo | [ rwcwmi ity Lt [

WPA-PSK

1 Preshare Key Mode
HEX 64 0128 9 A BF
ASCII 8 63



59. 2. Ex 145678

61. WPA
WPA
RADIUS Server RADIUS
IP 802.1X
RADIUS Shared Key RADIUS
62. RADIUS

63.

WPA

RADIUS




4.3.3WDS

64. WDS AP Enable Bridge WDS
Disable
65. WDS Wireless Bridging (WDS) Enable
WirelessMAC Save

WDS Setting

F ‘miner Haggng (i Dmabis [ Erabis
F Bgwms AP WAL | |

4.3.4 Dynamic DNS DNS

P DDNS

DNS IP
Dynamic DNS provider DNS
Dynamic DNS DDNS Enable
DNS

Provider

Provider

Provider /

Password/K ey /
DNS



4.3.5DHCP Server DHCP

M ore>>
TCP/IP IP DNS
DHCP Server DHCP
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DHCP Server
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1. DHCP Server Disable Enable
2. LeaseTime IP
3. IPstarting Address | P pool ending Address |P /P
DHCP IP P P
4. Domain Name
5. Primary DNS/Secondary DNS DNY DNS DNS
6. Primary WINS/Secondary WINS WINS WINS WINS
7. Gateway IP
IP DHCP
4.3.6 Print Server
Print Server
PrirterISB0) Ready
4.4 Advanced
&
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4.4.1 Basic Setting

Discard PING from WAN side PING

SPlI Mode SPI

DoS Attack Detection DoS
DoS
Attack WinNuke Port Scan Ping of Death Land Attack

ACK SEQ

DoS

SYN



4,42 MAC AddressControl MAC
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MAC Address Control IP MAC
MAC Address Control Enable MAC Address Control Enable
Connection control Connection control
alow deny MAC
Association control Association control
alow deny

MAC



IP Address c
1 192 1641 O
2 192 164.1 |
3 192 1631 O
i 182 1681 |
DHCP clients | — selectona— || Copyio g —
MAC Address Control MAC
P
MAC Address MAC
IPAddress IP
P
C Connection control
C
A Association control
A
MAC
DHCP clients | —selectone— v |[ Copy to ] IE:ri— ¥
DHCP clients Copy to
MAC ID ID

Previous page and Next Page



4.4.3 Packet Filtering

Outbound Packet Filtering ]
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Packet Filter
DMZ
1.  Allow al to pass except those match the specified rules
2. Deny al to pass except those match the specified rules
8
° IP
°
° IP
°
° TCP UDP
° #
IP IP 4321 IP 4.3.2.1-4.3.2.254
IP
80 1000-1999 T U
TCP UDP T80 U53 U2000-2999 TCP UDP
Packet Filter Scheduling Rules
Scheduling Rules
Inbound Filter
Inbound Packet Filter Enable
DMZ SMTP 25 POP 110 Web 80 FTP

21 News 119
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66. 4.4.4Domain Filtering

Domain Filtering
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URL

Domain Filter Enable

Log DNS Query DNS
URL
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URL
Drop Log

Enable
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67. 4.45URL Filtering URL
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I
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URL Blocking
Domain filter URL Blocking
URL Blocking
URL Blocking

URL Blocking Enable URL
URL

URL

URL
sex URL

Enable

Domain filter

Domain filter
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URL Filtering

msn

URL
URL
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URL
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68. 4.4.6 Routing Table
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Routing Table IP

Routing Table

Satic Routing 8
IP Enable



152,168, 1. KKK - g
Submask /Ez‘ﬁ e

[1ient?

Fouterl Tautar?
(ligntl T s
182.166.1.21 100 1681103 1%.168.0.2
162,185, .11
(lientd
142, 165, 2.2
NAT
192.168.1.0 255.255.255.0 192.168.1.216 1 ~
192.168.0.0 255.255.255.0 192.168.1.103 1 ~
client3 IP 192.168.0.2 192.168.1.103
192.168.1.11 192.168.1.216

save



69. 4.4.7 Schedule Rule

Schedule Rule
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70. 4.4.8Virtual Server

o oo Y o ;| e W R =

i
IR AR ARRE @A BB

NAT
Virtual Server Mapping
Server IP IP
Virtual Server Scheduling Rules
Scheduling Rule
FTP 21 192.168.1.1 Web 80 192.168.1.2
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IP
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80 192.168.1.2 v
1723 192.168.1.6 v
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71. 449DMZ
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4.5.2 Firmware Upgrade
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Firmware Upgrade
4.5.3 Backup Setting

X

File Download
Do you want to save this hle?

MHame; config.bin
Type:  Unknoiwn File Type

Fram: 192.168.1.254.

[ Save ]i Cancel J

harr your computer. 1F pow do not st the source, do not save this

@ “whhile files from the [nternet can be useful, some files can potentially
file. "What's the nsk?

Backup Setting bin Firmware
Upgrade bin



454

Microsoft Internet Explorer [E|

2 ) Reset 4l settings to fackory default?

[j oK 1 [ Cancel

Reset to default
4.5.5 Reboot

Microsoft Internet Explorer
i ?J F.eboot right noiw?

Lo J[ conel ]

Reboot

73. 4.5.6 System Time
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Time Zone

Set Date and Time manually

Set Date and Time manually

Sync Now
Daylight Saving

4.5.7 Remote Access
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4.5.8 Networ k wake-up
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Wake-on-LAN
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4.6.1 System Status
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4.6.2 System Log
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4.6.3 Log Notification
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sydog (UDP)  SMTP (TCP)
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75. 4.6.4SNMP Setting  SNMP
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A Windows95/98 TCP/IP

AL1TCP/IP

1
2
3.
4
78.
79.

80.

81.

TCP/IIP
B.2 TCP/IIP

PC

TCP/IP

Select Hetwork Component Type Kl E |

Click the twpe of network component you want ta install:
Add...
-'l_ Protacol Cancel
Protocol iz a language' a computer uzez. Computers
muzt uge the zame protocol o communicate.
M icrosoft TCP/IP

Selact Melwoik Fiolocol

= Click. the Hetwork Piotocol that pou want bo irstal, then chick, DK IF you hawve
3 an natalation dek loe ths devce, chek Have Dk

4 anufacheens Metwoik Frobocok:
4 Barwan 5 Fat Inhased Protocaol ;I
315 3 PSP compatibls Prohocol
5 Mhercoll 3240 OLC
4 Howsll 4 Mionomoft DL

§ HelRELI

NAT



6.

82.
A.2

1
2.

w

TCP/IP

TCP/IIP

NAT

TCP/IP

Network EE

Configuratiorn I |Identification I Access Control I

The following network, componentz are installed:

S8 PCI Fast Ethernet DEC 21140 Based Adapter ;I
4 MetBEUI -» Dial-Up Adapter
% MetBEUI -» PCl Fast Ethernet DEC 21140 B ased Adapter
4 TCPAP -» Dial-Up Adapter
"_ TCPAIP -» PCl Fast Ethemet DEC 21140 B ased Adapter

=1 File and printer zhanng for Microzoft Metworks

Add... | Remowve | Froperties |

Prirman Metwork, Logon:
Client for Microzoft Metworks ;I

File and Frint Sharing... |

Description

TCPAIF i the protocol wou uze to connect to the Internet and
wide-area netwarks,

0k I Cancel

NAT TCP/IP

PC

TCP/IIP
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DNS

IP IP IP 192.168.1.254 1P
255.255.255.0

TCFP/IP Properties

192.168.123.115




DNS

IP 1P

TCPAIP Properhies

192 .168.123.254

ISP DNS DNS

TCFP/IP Properhes

192.168.1.254

| Gateway | WINS Configuration | IP Address |

68,95 152 11 | | aw |

168.95.1.1
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B 802.1x

84.
PC1
(USER A) % I
A ‘% . :
i
0 Wireless . Wired LAN
(USER B) :
: }
192.168.123.254 ,
i Authentication Server
( Windows 2000 Radius server )
192.168.123.33
1 Windows 2000 Radius
1
PC1
Microsoft Windows XP Professional Service Pack 1
D-Link DWL-650+
3.05.0 03.05.2003
PC2
Microsoft Windows X P Professional Service Pack 1
Z-Com X1-725 USB
1.7.29.0 10.20.2001
Windows 2000 RADIUS Service Pack 3 HotFix Q313664
Service Pack 3 HotFix Q313664 Windows 2000 RADIUS PEAP
http  //support.microsoft.com/defaul t.aspx?scid=Kkb; en-us; 313664
2DUT

1 DHCP

2.WAN IP

3.LANIP 192.168.1.254/24
4, RADIUS IP

5. RADIUS

6. WEP 802.1X



Windows XP Professional

EAP_TLS PEAP_CHAPv2 Windows XP with SP1 PEAP_TLS
3.DUT  Windows 2000 Radius
3-1-1. Windows 2000 RADIUS
MD5_Challenge
3-1-2. DUT
1. 802.1X
2. RADIUS IP
3. RADIUS DUT
4. 802.1X
3-1-3. PC
1 IEEE802.1X 2
2 Windows XP Service Pack 1
Service Pack 1 EAP
EAP (PEAP)
2. MD5-Challenge
3. EAP
4. EAP

802.1X

Windows XP with SP1
RADIUS
MD5-Challenge
EAP
3



-+ Wireless Network Connection Properties E|E|

General | Wirsless Netwnrksl Authentication |.ﬁ.dvanced

Select thiz option to provide authenticated network, accessz for
wired and wirelezs Ethernet netwaork s,

Enable network, access control using IEEE 802,15

EAF tyupe: Smart Card or other Certificate W
b D5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[[] Authenticate as guest when uzer or computer infarmation iz
unavailable

DF. ] [ Cancel

2 |EEE 802.1X



4. Windows 2000 RADIUS

4.1 DUT PC1 PC2
1 PC1 4
2. PC1 DUT SSID
3. RADIUS EAP_TLS
4.
5. DUT RADIUS PC1
5
6. Windows XP 6
7. PC1 IP  PING

Certificates

Intended purpose: | <All= LT |

Personal |Dther People || Intermediate Certification &utharities || Trusted Root Certificatior £ *

Is Issued By Expiratio... [i=

{Erae1 YWirelessh 262004 <MNones
____._,_.-I-F"'-_

Zertificate inkended purposes

Wiew

Close




s, Metwork Comnections

frie ey % Bt itk e iy
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St up & home or sl
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" Metwork Comnectiong

B Edt Wew Fpokes Joos Advegoed  Help
| kJ ¥ - Borch Fokders | [131]-
'.’;D
*  LAM or High-Speed Enternet
setmork Tosks
3 -‘a-[ Local Ansd Connection ﬁl Mk sty i
47 g 1 g x \ e
St ip = homes or sl —= e
o nabwork "
6
4.2DUT PEAP-TLS PC2
1. PC2 DUT SSID
2. RADIUS PEAP_TLS.
3.
4. DUT RADIUS PC2
5. Windows XP
6. PC2 IP  PING
802.1x

PEAP-CHAPv2 PEAP-TLS

1. PC1 ServicePack 1~ Windows XP

2. PC2 ServicePack 1~ Windows XP

3. ServicePack 1~ Windows XP PEAP

4. ServicePack 1~ Windows XP 802.1x
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C WPA-PSK WPA

Pl
[USER A \ :
: ) : Wan i 101168, 122.216
“ |
i Wireless . ¢
1 . Wied LAN
Lam tp 192,160 123 754 . |
1 Rthmtacaticn Server
| Windowmy 2000 Ruduy server |
1920681221
86.
LAN IP 192.168.123.254
WAN IP 192.168.122.216
Radius 192.168.122.1
UserA XP Ti-11g

Odyssey Client Manager
www.funk.com
http _ //www.funk.com/News& Events/ody ¢ wpa preview pn.asp




PC1

(USER A) N |
N |
T
Wireless * .
FC2 \  Wired LAN
(USER B)
192 168 123.254 E
Authentication Server
{ Windows 2000 Radiys server )
192.168.123.33
WPA-PSK
Radius
1
1 Web
Network ID(SSID) 123Kk
Channel ia ""l
Key Mode ASCI
Preshare Key 12345678
2. Odyssey Client Manager Network

Adapters



Odyseey Client Manager
settingz Commands Web Help

'ﬁ- Connection Networks
The following networks are configured:
Q Fels clany]> Add .
<123kk:
+ —
1% tutoScan Lists Eroperties ...

S_S Truzted Servers
Q Adapters

Network Properties

Matwork,

_\_\_\_‘=—|_
k. SSID) 1123kk ___ﬁ____/_)
Mhwork name (SSID). |
I Connect to any available network Scan ...
Description [optionall. |
Metwork bwpe: i-ﬁccass point [infrastrecture rods] L!

Chanme!

Ciation mode:

s N

— futhentication -
I Authenticate using profile: | _!
[ Eees will begemerated sutomatically for data privacy
o
P kit sves: I 12345678 __#_;f‘ﬁfj
¥ Unmask

| Ok I Cancel




Connect to network
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2.

3.
Network ID(SSID) 123kk
Channel B W
Security WPA-PSK W
Key Mode ASCH
Preshare Key 12345678
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WPA

802.1x
PC1l
[UsER ) " :
T d i Wam ip 190168,122.216
LY
T Wirdless .
Il i Wied LAN
|:__'E EI' e -
L e 19,050 12 354 {
i hoth petic i Server
§ Wirdawn 2000 Rady werver |
192, 168.1321
1
1.UserA UserB Radius
http  //192.168.122.1/certsrv
fael
fael

Connect to 192.168.122.1

Connecking bo 192.165.122,1

User name: |§ | \'r_| i

Passwiord; | |

[ |Remember my password

L Ok J[ Cancel J




4,

Metwark |DiS S04 123Kk

Channel 8 v

Security iWPA v |

BO2.1X Settings

RADIUS Server IP 11921681221 |

RADIUS port 1812 |

RADIUS Shared Key |costra |
Odyssey Client Manager Profiles

Add Frofile

Prafile name; ]1

User Info 1.-’-‘-.uthentiu:atiu::n] TTLS Settingz | PEAP Settingz

Login name; ]fae‘l

— Pazzword -
¥ Pemit login using paszword

" uze Windows pazsword
" prompt for password
+ yze the following password:

ifae'l

¥ Unmask

- Certificate -

W Permit login using my certificate:

fael
Wiew .. ] Browse . ‘
k. | Cancel ‘
fael
1 Radius
certificate



Select Certificate

Persomal Certificates !

lzzued Tao |zzued B E

<. ¥
mE | EE |
6. EAP/TLS EAP/TLS

Prafile name; i1
UserInfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocalz, in order of preference:;

EAP / TLS ~ | > |
Add .. |
Bemove |

W Validate server certificate

k. Cancel




7. Network 1

Network Properhies

i~ Metwark,

Metwark, name [S5100; 11 23kk

[T Connect to any available network Scan ...

Dezcrption [optional); ]

I etwark, tupe: J.-'-‘-.u:u:ess paint [infrastructure mode) __1]

Azzociation mode:;

Encryption method: 1TK|F‘ _:j
- Authenticati
v Authenticate uzsing profile: -

¥ Eeys will be generated aatomahicaly for data privacy

i~ Pre-zhared key MwWFA)] -

B osarbiraos

[ LIfrmaEsk

k. | Cancel
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1. UserA UserB Radius
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Connect to 192.168.122.1

(X

Conneckting bo 192.168.122.1

User name; |ﬁ | v| i

Password: | |

[ 1remember my passwaord

L 8] 4 J[ Cancel ]

Network ID(SSI0) 123Kk

Channel

Security WP, L7

B02.1X Settings

RADIUS Servar P [192.168.122.1 |

RADIUS port 11812 |

RADILS Shared Key |costra |




> 1kk

WirelessCA

? %

= Wirnleia Nabfendk Coaneclion 4 Poopad) e

| Genaual Futmenscolon | Advanced| Smuart Card or siher Certificate Fraperises

Salect s aplin 10 provds sulFersc sled nalsak, sccats ki o
wemer] 'E"Tﬂ' : () Um oy vl
meuﬂ_‘mﬁw_ﬁ E‘UH‘] i

W&“ da-")'h". [} allata carem cordficals
= ] Connmct ory i marvar rare grs wits
0 |

Tarstad

7] Asthvanibio s 52 Ooamgales whsn COmputs nfaTEREDN it sdabie:

] dusthanda.ste sg quessh st imes o oOPpuler mloimaon & [ Uise & (Himisnd umes rawra kou e connection

[ ok || Coeen |

= Wirnkew Mehenrk Conmecimn Progsities PR 120k properties

EHH—: e - . . - :

[ Ll zs Winsows I conlpss miesaslary st setirge Hashrak nases [5E0 )
e iplabbs pod ik ‘Winslezz nabaxal, bap
To pomnect 40 50 eresdable etk cick Conbgus This et s B P T e bl —————__
1 = el _.:g TR e
1 sl [:J it e b aion fain ] ‘::_\)
1 ATEE e i i f
THP L %
Prefemed netwod: s ]

Ao bl Coreescl Do aread bl redmadde s i e oder Tebed > 3

1t =

(i) [Fesvs ] [ Ppeis ]

[ o ][ Coead | I ok || coawa |




87.

1

RESET

LED
LED

RESET

RESET

M1

LED

RESET

M1

/

M2 LED



