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Installation

This chapter describes how to install the XpressFlow Switch. Topics
include:

4

¢ & ¢ & ¢ 9O

Front and back views — see page 20.

Preinstallation considerations — se"e page 21.
Rack-mount installation instructions — see page 23.
Stacking installation instructions — see page 24,
Wail-mounting installation instructions — see page 24.
Powering on the XpressFlow Switch — see page 25.

POST error codes —- see page 27.
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Chapter 2, Instaliation

Front and Back Views

Figure 2-1 shows the front panel of the XpressFlow Switch. Figure 2-
2 shows the back panel.

Figure 2-1. XpressFlow Switch Front View

Figure 2-2. XpressFlow Switch Back View
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Preinstallation Considerations

Preinstallation Considerations

Before you install the XpressFlow Switch, o

bserve the preinstallation
considerations in the following sections.

Fast Ethernet Topology Considerations

It you will be using the XpressFlow Switch for Fast Ethernet (100
Mbps) operation, observe the following guidelines:

# The maximum unshielded twisted-pair (UTP) cable length is 100
meters (328 feet) over Category 5 cable.

9 Single-repeater topologies permit a total network span of 325
meters (1066 feet),

Full-Duplex Considerations

The XpressFlow Switch provides full-duplex support for its Fast
Ethernet ports. Full-duplex operation allows frames to be sent and re- -
ceived simultaneously, doubling a link's potential data throughput.

If you wili be using the XpressFlow Switch in full-duplex mode, the .

maximum UTP cable length is 100 meters (328 feet) over Category 5
cable.
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Chapter 2, Installation

Positioning the XpressFlow Switch

The XpressFlow Switch is designed for office use, where it can be
free standing, wall-mounted, or mounted in most standard 19-inch
equipment racks. If you prefer, you can rack-mount the XpressFlow

Switch in a wiring closet or equipment room using two mounting
brackets and six screws.

When choosing a location for the XpressFlow Switch, observe the fol-
lowing guidelines:

*

]

Make sure the XpressFlow Switch is accessible and that the ca-
bles can be connected easily.

Keep cabling away from sources of electrical noise such as ra-
dios, transmitters, and broadband amplifiers as well as power
lines and fluorescent lighting fixtures.

Prevent water or moisture from entering the XpressFlow Switch
case.

Make sure there are no obstructions to restrict air flow around the
XpressFlow Switch. We recommend that you provide a minimum
of 25-millimeter (1-inch) clearance.

Do not place liquids or other objects on top of the XpressFlow
Switch.

If XpressFlow Switches are free-standing, do not stack more than
four XpressFlow Switches on top of one another.

Page 22
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Rack-Mount Installation Instructions

Rack-Mount Installation Instructions

Prerequisites

The following procedure describes how to install the XpressFlow

Switch in a standard 19-inch rack.

¢ Disconnect all cables from the XpressFlow Switch.

¢ Remove all adhesive pads from the bottom of the XpressFlow
Switch.

Installation Instructions

1.

Place the XpressFlow Switch right side up on a hard flai surface, with
the front panel facing you. '

2. locate a mounting bracket over the mounting holes on one side of
the XpressFlow Switch (see Figure 2-3).

_Figure 2-3. Locating a Mounting Bracket

3. Insertthree screws and use a screwdriver to secure.

4.  Repeat the two previous steps for the other side of the XpressFlow
Switch. ‘

5. Insertthe XpressFlow Switch into the 19-inch rack and secure with
suitable screws. Make sure the ventilation holes on the XpressFlow
Switch are not obstructed.

6.  Connect the cables to the back of the XpressFlow Switch.
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Chapter 2, Installation

Stacking Installation Instructions

You can stack up to four XpressFlow Switches on top of one another.
The XpressFlow Switch comes with four self-adhesive rubber pads
that can be used when stacking Switches.

1. Apply the pads to the underside of the XpressFlow Switch, sticking
one in the marked area at each corner of the XpressFlow Switch.

2. Place the XpressFlow Switches on top of each other, ensuring that
the pads of the upper XpressFlow Switch line up with the recesses of
the lower XpressFlow Switch.

3. Connect the cables to the back of the XpressFlow Switch.

Wall Mounting Installation Instructions

A single XpressFlow Switch can be mounted on a wall, using the fol-
lowing procedure.

Prereauisites

¢ Make sure the wall'to which the XpressFlow Switch will be
mounted is smooth, fiat, dry and sturdy. i necessary, attach a
piece of plywood, approximately 305 x 510 x 12 millimeters (12x
20 x 0.5 Inches) securely to the wall and mount the XpressFlow
Switch to the plywood. ‘

@ Disconnect any cables from the back of the XpressFlow Switch.

¢ If tho bottom of the XpressFlow Switch has adhesive pads, re-
* move the pads.
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Powering On the XpreséFlow Switch

Installation Instructions

1.

Place the XpressFlow Swilch right side up on a hard, flat surface, with
the front panel facing you.

Locate a mounting bracket over the mounting holes on one side of
the XpressFlow Switch (see Figure on page 23).

Insert two screws and use a screwdriver {o secure.
Repeat steps 2 and 3 for the other side of the XpressFlow Switch.

Position the base of the XpressFlow Switch against the wall or ply-
wood and mark the position of the screw holes in both wall brackets.

. Drilt the four holes where the positions appear on the wali or plywood.

Use suitable fixings and scraws to attach the XpressFlow Switch se-
curely to the wall or plywood.

Connect the cables to the back of the XpressFlow Switch.

Powering On the XpressFlow Switch

When you power-on the XpressFlow Switch, the Switch performs its
Power-On Self Test (POST). During the POST, the XpressFlow

‘Switch performs a series of diagnostic procedures to make sure the

basic system is functioning with integrity. The Switch then decom-
presses the run-time image and loads the image from the flash ROM
into DRAM area; the system jump starts from this entry point.
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Chapter 2, Installation

If you press a key during the POST process, a menu prompts you
with the following options:

Option

Description . .~

Download Runtime Software
from Serial Port

This option downloads the runtime system image to
the Switch through the Switch’s serial port. Before you
select this option, make sure:

4 A host system is running a terminal emulation pro-
gram that supports the Kermit file transfer protocol.

4 The host system’s hard drive bas the required bi-
nary file that will be downloaded to the Switch.

Configure the System

This option lets you mocify any configurable parameter
in the Switch's flash ROM before the Switch system
boots.

Run Manufacturing
Diagnostics

This option downloads the manufacturer's diagnostics.
This option has the same downioad requirements as
the runtime software apply here.

When the file transfer is completes, the target system
jumps to the entry point of the diagnostic program and
starls executing the diagnostic code. The Main Menu of
the diagnostic program appears, where you can initiate
tests or obtain system information. Note that user inter-
vention is not required when a test runs, unless an er-
ror occurs. If an error occurs during testing, you are
given the choice of continuing the diagnostics or skip
the error.

Page 26
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POST LED Error Codes

POST LED Error Codes

Each diagnostic in the POST has its own LED error code. |f an error
is detected during the POST, the front pane! LED goes ON and OFF a
certain number of times, followed by a delay and continuous blinking.
In the unlikely event your XpressFlow Switch encounters an error dur-
ing the POST, refer to Appendix A to find out which diagnostic failed.
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Overview

Switch Management

This chapter describes how to manage the XpressFlow Switch, Top-
ics include:

¢ Overview — see page 29.
¢ Management methods — see page 30.

4 Assigning an IP address to the XpressFlow Switch— see page’
32.

4 Logging on to the XpressFlow Switch — see page 32.

The XpressFlow Switch provides a user-friendly, menu driven console
interface. Using this interface, you can perform various Switch config-
uration and management activities, including:

Configuring system and port parameters.
Assigning an IP address. -
Setting up VLAN policy.

Setting up packet filters.

Configuring STP and SNMP parameters.

¢ ¢ O ¢ ¢

Upgrading software.

. User's Manua!
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Chapter 3, Switch Management

Management Methods

There are three ways to manage the XpressFlow Switch:

4 Local Console Management via the XpressFlow Switch serial
port.

¢ Remote Console Management via a network or dial-up
connection. '

# Using an SNMP Network Management Station.

Local Console Management

You can manage the XpressFlow Switch locally by connecting a
VT100 terminal, or a personal computer or workstation with terminal
emulation software, to the XpressFlow Switch serial port. The termi-
nal or workstation connscts to the XpressFlow serial port using a null
modem cable that has the appropriate connectors on each end.

This management method is ideal when:

€ The network is unreliable.

4 The Network Manager does not have direct network connection.
4 A Network Manager does not support SNMP.

The XpressFlow Switch’s serial port's default setting is set to auto-
baud using a character format of 8 data bits, no parity, and 1 stop bit.
Therefore, configure the terminal or workstation to use these settings
before you log on to the XpressFlow Switch. You can change this de-
fault setting, if desired, after you log on.

Page 30
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Management Methods

Remote Console Management

You can manage the XpressFlow switch remotely by having a remote
host establish a Telnet connection to the XpressFlow Switch via an
Ethernet or modem link.

Using this management method:

€ The host must run a SLIP protocol if a modem is used.

4 The XpressFlow Switch must have an Internet Protocol (IP) ad-
dress (see "Assigning an IP Address to the XpressFlow Switch”
on page 32).

The Remote Console Management interface is identical in appear-
ance and functionality to the Local Console Management interface -
described in the previous section. '

SNMP Management

You can manage the XpressFlow Switch across a LAN using an
SNMP Network Management Station with a graphical user interface.
This management method lets you monitor statistical counters and
set Switch parameters from the remote Network Management

Station.
Using this management method:

4 The network must run the [P protocol.

4 The XpressFlow Switch must have an IP address (see “Assigning
an IP Address to the XpressFlow Switch” on page 32).
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Chapter 3, Switch Management

Assigning an |P Address to the XpressFlow Switch

To manage the XpressFlow Switch remotely through the console port
or with an SNMP Management Station, you must assign an IP ad-
dress to the XpressFlow Switch.

For VLAN-Aware switches, you assign IP address through the VLAN
management screen. This procedure is described in Chapter 4. Ver-
tex recommends you assign an IP address to the default VLAN

(VLAN ID = 1) for Remote Console Management and SNMP Network

Management.

Logging on to the XpressFlow Switch - i
When you log on to the XpressFlow Switch console port for the first . '
time, a sign-on string appears and you are prompted for a password. :

The factory detault password is 123456. If you desire, you can
change this password after you log on.

Page 32 User's Manual
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Configuring the XpressFlow Switch

The XpressFlow Switch provides a menu-driven console interface for
configuration purposes. The switch can be configured either locally
through its RS-232 port or remotely via a Telnet session. This chapter
describes how to use the console interfa!ce to configure the

XpressFlow Switch.

Logging on to the XpressFlow Switch

To log on to the XpressFlow Switch:
1. Atthe screen prompt:

XpressFlow Switch Login Password

Enter the console interface factory default password (123456) or
user-defined password if you changed the default password using the
instructions on page 383. The Switch Management screen in Figure
4-1 appears, with the Basic option highlighted.

i ote Only one local or remote user at a time can log on to the XpressFlow
Switch.
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Chapter 4, Configuring the XpressFlow Switch

PRIMESWITCH

Switch Management
Basic ' ’

Advanced
Logout

Wp Arrow><Down ArrowsMove <EntersSelect <ESC>Pravious

Figure 4-1. Switch Management Screen .

4 To perform basic managament activities, refer to “Performing Ba-
sic Management Activities” on page 36.

4 To perform advanced management activities, refer to “Performing
Advanced Management Activities” on page 61.

¢ To log out, highlight Logout and press Enter.
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Navigating Through the Console Interface

Navigating Through the Console Interface

The console interface consists of a series of menu boxes. Each menu
box has several options, which are listed vertically. A highlight in each
box lets you select the option you wish to choose; pressing the Enter

key activates the highlighted option.

Table 4-1 shows the keys used for navigating through the console

interface.

Table 4-1. Navigating Through the Consocle Interface

o Tou. .0 s o] o Press This Keyu.l:
Move the highlight one line up in a menu box. | Up arrow
Move the highlight one line cown in a menu | Down arrow
box.
Move the highlight between screens. Tab
Select the highlighted option. Enter
Move to the previous menu. Escape

Usar's Manual
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Chapter 4, Configuring the XpressFlow Switch

Performing Basic Management Activities

Basic management activities consist of system, LAN port, and con-
sole port tasks. To perform basic management activities:

1. From the Switch Management screen (see Figure 4-1 on page 34},

highlight Basic Management and press Enter. The Basic Manage-
ment screen in Figure 4-2 appears.

PRIMESWITCH N\

Basic Management

Geaneral
LAN Port
Console Port

wp Arrow><Down Arrow>Move <Entar>Seloct <ESC>Prevlouy

Figure 4-2. Rasic Management Screen

2. From the Basic Management screen, highlight the desired option and
press the Enter key:

L 4

General — lets you change the system name, password, Power
On Self Test, VLAN level supported, and remote Telnet login, See
“General Management Configuration” on page 37.

LAN Port— lets you configure the line speed, congestion con-
trol, switching moae, link type, Remote Monitoring (RMON), and
port mirroring. See “LAN Port Configuration® on page 43.

Console Port—lets you change the console baud rate; flow
control method; modem control and setup string; and SLIP, SLIP
address, and SLIP subnet mask. See “Console Port Configura-
tion” on page 53.

Page 36
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Performing Basic Management Activitles

General Management Configuration

It you select General from the Basic Management screen (see Figure

4-2 on page 36}, the General screen in Figure 4-3 appears, with the
System Name value highlighted.

PRIMESWITCH

General

System Name: switch A
Password: *****
Power-On-Self-Test: Fast
VLAN Support: L1/L2
Remote Telnet Login Enabled

<Up Arrows<Down Arrows>Mova <Enter>Modity <ESC>Pravious
1

Figure 4-3. General Screen

Use the following procedure to configure the general management
options.
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Chapter 4, Configuring the XpressFiow Switch

Changing the System Name

To change the system name:

1.  From the General screen, highlight System Name and press the
Enter key. The following screen appears.

PRIMESWITCH

Enter System Name:

Enier tex! and press <ENTER> <ESC>Previous i

2.  Enter a system name. If you make a mistake, use the Backspace key
to delete the error. -

3. Press Enter to return to the General screen.

Changing the Console Interface Password

‘I
. .\\-b—’"

To change the console interface password:

1.  Fromthe General screen, highlight Password and press the Enter
key. The following screen appears. ‘

PRIMESWITCH

Enter Old Password

Enter 1ext and press <ENTER> <ESC>Previouy

2. Enter the current password. Each character you type appears as an
asterisk (*). If you make a mistake, use the Backspace key to delete
the error.

3.  Press Enter. The following screen appears.
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Performing Baslc Management Activities

PRIMESWITCH

Enter New Password

Enter lext and press <ENTER> , <ESC>Previous
S e

Enter the new password and press Enter. The following screen
appears.

PRIMESWITCH

Reenter New Password

f.n_ter text and prass <ENTER> <ESC>PI’W|OL5

Reenter the new password you typed in step 4. The "Password
changed” message appears to confirm that the new password is in ef-
fecl. Press Enter to remove the message and return to the General
screen.

If you do not receive the confirmation message, you may have typed
the new password differently in steps 4 and 5. In this case, your new
password did not take effect. Repeat this procedure and make sure
1o type the sama new password in steps 4 and 5.

User's Manual
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Chapler 4, Conflguring the XpressFlow Switch

Power On Self Test
To select the Power On Self Test you want performed when you turn
on or reset the XpressFlow Switch:

1.  From the General screen, highlight Power-On-Self-Test and press
the Enter key. The foilowing screen appears.

/7 PRIMESWITCH
POST Options
Fast
| Thorough
vUp Arrow><Down Arrow>Maove <Enter>Salect <ESC>Previous

2.  Highlight one of the following choices:

& Fast— performs a quick Power On Self Test. This is the defauit
setting. c

¢ Thorough— performs an extensive Power On Self Test, which
takes more time than Fast.

3.-  Press Enter to return to the General screen,

Page 40 User's Manual -



Performing Baslic Management Activities

VLAN Level

If your system supports VLAN, and you want to change the VLAN
level:

From the General screen, highlight VLAN Support and press the

Enter key. A screen similar to the following appears for switches that
support VLAN.,

PRIMESWITCH

VLAN Support Options
None
L1

<Up Arrow><Down Arrow>Move <Enter>Selact <ESC>Previous

mwe

For systems that do not support VLAN, VLAN Unaware appears in
the screen and cannot be changed. Systems that support L1/L.2
VLAN offer only the choices shown in the screen above (factory
default is L1/.2).

Highlight the VLAN level desired:

4 None indicates no VLAN.

4 L1 indicates port-level VLAN.

¢ L1/L2 indicates MAC-addressed VLAN.

Press Enter to return to the General screen.

Usar's Manual
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Chapter 4, Configuring the XpressFlow Switch

Telnet Logins

To enable or disable Telnet logins to the XpressFlow Switch:

1.  From the General screen, highlight Remote Telnet Login and press
the Enter key. The following screen appears.

PRIMESWITCH
Remote Telnet Login Options
Disabled
Enabled
L}
<Up Arrow><Down Arrow>Move <Enter>Select <ESC>Previous

2.  Highlight one of the following choices:

4 Disabled — prevents remote Telnet logins to the XpressFlow
Switch.

4 Enabled — allows remote Telnet logins to the XpressFlow
Switch. This is the dafault setting.

FaY

N ¥

3. Press Enter to return to the General screen.

Returning to the Basic Management Screen

After completing the general management activities, press the Esc
key to exit the General screen and return to the Basic Management
screen in Figure 4-2 on page 4-36. Select another option from the
Basic Management screen or press Esc to return to the Switch Man-
agement screen. T

T emegato
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Performing Basic Management Activities

LAN Port Configuration

If you select LAN Port from the Basic Management screen (see Fig-
ure 4-2 on page 36), the LAN Port Configurations screen in Figure -
4-4 appears, with Line Speed highlighted.

PRIMESWITCH

LAN Port Configurations
Line Speed

Congestion Control
Switching Mode
Link Type

RMON

)

<Up Arrow><Down Arrow>Move  <Enter>Select <ESC>PrevIW

-

Figure 4-4. LAN Port Configurations Screen

Use the procedures in the following sections to configure the LAN
port configuration options for one or more ports:

4 Line speed — refer to “Changing the Line Speed” on page 44.

¢ Congestion control—refer to “Enabling or Disabling Congestion
Control” on page 46.

4 Switching mode — refer to “Changing the Switching Mode” on
page 47.

& Link type — refer to “Changing the Link Type” ¢cn page 48.

¢ RMON setting — refer to “Enabling or Disabling RMON" on
page 51.

& Port mirroring — refer to "Enabling or Disabling Port Mirroring” on
page 52.
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Chapter 4, Configuring the XpressFlow Switch

Changing the Line Speed

To change the line speed for one or more ports:

1.  From the LAN Port Configurations screen, highlight Line Speed and

press the Enter key. A screen similar to the following shows the cur-
rent line speed settings for all ports.

m ote [f there are more ports below the bottom one shown in a screen, a v
appears next to the boltom port in the screen (Port 8 in the following
screen, for example). To view these ports, scroll the highlight to the
bottom port shown and press the Down Arrow key.

PRIMESWITCH

Line Speed

Port 1: 10 Mbps, Half Duplex
Port 2: 10 Mbps, Half Duplex
Port 3: 10 Mbps, Full Duplex
Port 4; 10 Mbps, Half Duplex
Port 5: 10 Mbps, Full Duplex
Port 6: 10 Mbps, Full Duplex
Port 7: Auto MNegotiate

vi Port 8: 100 Mbps, Full Duplex -

<Up Arrows<Down Arrow>Mova <Enter>Modify <ESC>Prevloy

2, Highlight the port whose line speed setting you want to change and
press Enter. The following Line Speed Options screen appears.

Page 44 User's Manual -
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Performing Baslc Management Activities

PRIMESWITCH

Line Speed QOptions

Auto'Negotidte [ 27" . ey
10 Mbps Haif Duplex

10 Mbps Full Duplex

100 Mbps Half Duplex

100 Mbps Full Duplex

QJp Arrow><Down Arrow>Move <Enlar:-Modity

<ESC>Prevloy

Highlight the line speed option you want to select for the port.

3.

¢ Auto Negotiate allows the XpressFlow Switch to automatically
ascertain the line speed and duplex mode.

4 Alithe other selections force the XpressFlow to use a specific line
speed and duplex mode.

Press Enter. You return to the Line Speed screen and the line speed'
setting you selected appears next to the selected port.

Repeat steps 2 through 4 to configure the line speed for additional

ports. When you finish, press the Esc key to returnto the LAN Port
Configurations screen.

e
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Chapter 4, Configuring the XpressFlow Switch

Enabling or Disabling Congestion Control

To enable or disable congestion control for one or more ports:

1. From the LAN Port Configurations screen, highlight Congestion
Control and press the Enter key. A screen similar to the following
shows the current congestion control settings for all ports.

-

PRIMESWITCH ™

Congestion Control
Port 1: Enabled
Port 2: Enabled
Port 3: Disabled
Port 4: Disabled
Port 5: Enabled
Port 6: Enabled
Port 7: Disabled
v | Port8: Disabled

<Up Arrow><Down Arrow>Move <Enter>Modify <ESC>Prwiouy

2.  Highlight the port whose congestion control setting you want to
change and press Enter. The following Congestion Control Options
screen appears.

PRIMESWITCH
Congestion Control Options
Disabled - ~. -~ . .l o
Enabled
<Up Arrow><Down Arrow>Move <Enter>Select <ESC>PrevIouy
Page 46 ' :User's Manual
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Performing Basic Management Activities

3. Highlight the congestion control option you want to select for the port
and press Enter. You return to the Congestion Control screen and the

congestion contro! setting you selected appears next to the selected
port,

4, Repeat steps 2 and 3 to configure the congestion control setting for
additional ports. When you finish, press the Esc key to return to the
LAN Port Configurations screen.

Changing the Switching Mode *

To change the switching mode for one or more porls:

1. From the LAN Port Configurations screen, highlight Switching Mode
and press the Enter key. A screen similar to the following shows the -
current congestion control settings for all ports.

PRIMESWITCH

Switching Mode

Port 1: Store and Forward =© - - 7%
Port2: ~ Fast Cut Through
Port 3: Store and Forward

Port 4: Safe Cut Through
Port 5: Safe Cut Through

Port 6: Fast Cut Through
Port 7. Store and Forward
v | Port 8: Safe Cut Through
wp Arrow><Down Arrow>Move <Enter>Select <ESC>Previouy

2.  Highlight the pori whose switching mode setting you want to change
and press Enter. The following Switching Mode Options screen
appears. :
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Chapter 4, Configuring the XpressFlow Switch

PRIMESWITCH

Switching Mode Options
Store and Forward

Fast Cut Through
Safe Cut Through

wp Arrow><Down Arrow>Move <Enter>Select <ESC>PrevioLy

3.  Highlight the switching mode option you want to select for the port
and press Enter. You return to the Switching Mode screen and the

switching mode setting you selacted appears next to the selected
port.

4. Repeat steps 2 and 3 to configure the switching mode setting for addi-

lional ports. When you finish, press the Esc key to return to the LAN
Port Configurations screen.

Page 48
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Performing Basic Management Activities

Changing the Link Type

To change the link type for one or more ports:

1. From the LAN Port Configurations screen, highlight Link Type and
press the Enter key. A screen similar to the following shows the cur-
rentlink type settings for all ports.

PRIMESWITCH
Link Type
Port 1: Access Port
Port 2: Access Port '
Port 3: Access Port
Port 4; Access Port
Port &: Trunk Port
Port 6: Trunk Port

v .

Wp Arrovr><Down ArrowsMove <Enler>Modify <ESC>Prevloury

2. Highlight the port whose line link type setting you want to change and
press Enter. The following Link Type Options screen appears.
PRIMESWITCH

Link Type Options _
Access Port - - » o nt
Trunk Port
<Up Arrow><Down Arrow>Move <Enler>Selact <ESC>Prevloy
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Chapter 4, Contfiguring the XpressFlow Switch

3.  Highlight the link type option you want to select for the port and press
Enter. You return to the Link Type screen and the link type setting you
selected appears next to the selected port.

ate Access ports typically connect the XpressFlow switch to network
‘ nodes other than switches. Access ports can also connect the
XpressFlow switch to other switches that do not support 802.1Q tag-
ging. Packets sent from an access port are always VLAN untagged,
unless overridden by the specific setting for a specific VLAN,

4. Repeat steps 2 and 3 to configure the link type for additionai ports.

When you finish, press the Esc key to return to tfie LAN Port Configu-
rations screen.
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Performing Baslc Management Activitles

Enabling or Disabling RMON

To enable or disable RMON for one or more ports:

1. Fromthe LAN Port Configurations screen, highlight RMON and press
the Enter key. A screen similar to the following appears.

PRIMESWITCH

RMON
Port 1: Enabled
Port 2: Enabled

Port 3: Disabled
Port 4: Disabled
Port 5: Enabled
Port 6: Enabled
Port 7: Disabled
v | Port 8: Disabied

Qp Arrow> <Down Arrow>Move <Enter>Modity <ESC>Previous /

2.  Highlight the port whose RMON setting you want to change and press
Enter. The following RMON Options screen appears.

PRIMESWITCH
RMON Opticns
Disabled .-
Enabled
<Up Arrow><Down Arrows>Move <Enter»Salact <ESC>Previous /
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Chapter 4, Conflguring the XpressFlow Switch

Highlight the RMON option you want to select for the port and press
Enter. You return to the RMON screen and the RMON setting you se-
lected appears next to the selected port.

Repeal steps 2 and 3 to configure the RMON setting for additional

ports. When you finish, press the Esc key to return to the LAN Port
Configurations screen.

Returning to the Basic Management Screen

Alter compleling the LAN port oplions configuration, press the Esc
key to exit the LAN Port Configurations screen and return to the Basic
Management screen in Figure 4-2 on page 4-36. Select another op-
tion from the Basic Management screen or press Esc to return to the
Switch Management screen.

Page 52
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Performing Baslc Management Aclivities

Console Port Configuration

If you select Console Port from the Basic Management screen (see
Figure 4-2 on page 36), the Console Port Configurations screen in
Figure 4-5 appears, with Baud Rate highlighted.

PRIMESWITCH

Consocle Port Configurations
Baud Rate: 19200

Flow Control: Disabled

Modem Control: Disabled

Modem Setup String: AT&F EO L1 &C1 S0=1 &D2
SLIP: Disabled

SLIP Addrass: 129.32.0.11

SLIP Subnet Mask: 255.255.0.0

<Up Arrow><Down Arrow>Move <Enter>Modify : <ESC>Prevlouy

: Figure 4-5, Console Port Configurations Screen
.

Use the procedures in the following sections to contigure the Console
‘port configuration options for one or more ports:

4 To change the console baud rate, refer to "“Changing the Console
Baud Rate” on page 54.

4 To change the console flow control setting, refer to “Selecting a
Flow Control Method” on page 55.

4 To enable or disable a console modem connection, refer to “En-
abling or Disabling Modem Control Options” on page S6.

; 4+ Tospecifya modem setup string, refer to “Speclfylng a Modern
, Setup String” on page 57.

4 Toenable or disable SLIP, refer to “Enabling or Disablmg SLIP" on
page 58.
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Changing the Consocle Baud Rate

To change the console baud rate:

1. From the Console Port Configurations screen, highlight Baud Rate
and press the Enter key. A screen similar to the following shows the
current console baud rate.

PRIMESWITCH
Baud Rate Options
1200
2400
4800
9600 .
19200 - TR
38400
Auto
wp Arrow=><Down Arrow>Move <Enlgr>Select <ESC>Prevlous/

2. Highlight the baud rate you want to select_for the console:

4 Auto allows the XpressFlow Switch to autobaud between 1200
bps and 38,400 bps. If you choose this selection, choose the rest
of your configuration selections. Then, when you exit the configu-
ration program, press the Enter key one or more times unti} the
prompt Vertex XpressFlow Switch Login Password
appears on your computer screen.

4 Alithe other selections force a specific console baud rate.

3.  Press Enter. You return to the Console Port Configurations screen

and the console port baud rate you selected appears in the Baud
Rate fleld. - v

Page 54
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Performing Baslc Management Activities

Selecting a Flow Control Method
To change the console flow control used:
1.  From the Console Port Configurations screen, highlight Baud Rate

and press the Enter key. A screen similar to the foliowing shows the
current console flow control method.

PRIMESWITCH - Y
Flow Controi Options
Disabled
RTS/CTS
XON/XOFF |
<Up Arrow><Down Arrow>Move <Enter>Selecl <ESC>Prevloy

2. Highlight the flow control method you want to select for the console
and press Enter. You return to the Console Port Configurations
screen and the console port flow control method you selected ap-
pears in the Flow Control field.

)

User's Manual Page 55



Chapter 4, Contiguring the XpressFlow Switch

Enabling or Disabling Modem Control Options
To enable or disable modem control options for the console port:
1. From the Console Port Configurations screen, highlight Modem

Control and press the Enter key. A screen similar to the following
shows whether a console modem connection is enabled or disabled.

PRIMESWITCH
Modem Control Options
Disabled
Enabled
]
Q!p Arrow>=<Down Arrow>Move <Enter>Select <ESC>Praviouy

2. Hightight whether you want to enable or disable a modem connection
to the console port.

3.  Press Enter. You return to the Console Port Configurations screen
and the console port flow control method you selected appears in the
Modem Control field. -

mote If you enable a modem connection, proceed to “Specifying a Modem
Setup String” on page 57 to specify the appropriate modem setup
string.

b

T g W
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Performing Basic Management Activities

Specitying a Modem Setup String

If you enabled a modem connection to the console port, use the fol-
lowing procedure 1o specify a modem setup string:

1.  From the Console Port Configurations screen, highlight Modem
Setup String and press the Enter key. A screen similar to the follow-
ing shows the current modem setup string option.

PRIMESWITCH

Modem Setup String Options
Default Setup String -

Custom Setup String

QUp Arrow><Down Arrow>Move <Enter>Select <ESC>Prevloy

‘u
-

2.  Highlight whether you want to use the default setup string or a custom
setup string.

3.  Press the Enter key.

¢ i you highlighted Default Setup String, you return to the
Console Port Configurations screen and the default modem string
appears in the Modem Setup String fieid.

4 If you highlighted Custom Setup String, enter the custom string
in the Enter Modem Setup String screen, and press Enter again.
You return to the Console Port Contigurations screen and
Custom Setup String appears in the Modem Setup String field.

m ote Tofind outwhether your modem requires the default or custom setup
string, refer to the manual that came with your modem.
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Enabting or Disabling SLIP
To enable or disable SLIP:

1. From the Console Port Configurations screen, highlight SLIP and

press the Enter key. A screen similar to the following shows the cur-
rent SLIP setting.

PRIMESWITCH

SLIP Options

Disabled
Enabled

QJp Arrow><Down Arrow>Move <Enter>Select <ESC>Previouy

2. Highiight whether you want SLIP enabled or disabled and press )
Enter. You return to the Console Port Configurations screen and the -
SLIP option you selected appears in the SLIP field. - - '

mme It you enable SLIP, refer to “Specifying a SLIP Address" on page 59
to specify a SLIP address and “Specifying a SLIP Subnet Mask” on
page 60 to specily a SLIP subnet mask. .~ -
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Performing Basic Management Activities

Specifying a SLIP Address

If you enabted SLIP, use the following procedure to enter an address
that has a network part difierent than the network address of the

XpressFlow Switch. (For more information, contact your network
administrator.)

- From the Console Port Cdnfigurations screen, highlight SLIP
Address and press Enter. The following screen appears.

PRIMESWITCH

_Enter IP Address:

Enter 4 dacimal bytes (period separated) and press <ENTER> <ESC>Prevlouy
2.

Enter the SLIP address. The address consists of numbers separated
by periods. For example: 129.32.0.11

After you enter the SLIP address, press the Enter key. You return to

the Console Port Configurations screen and your entry appears in the
SLIP Address field.
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Specifying a SLIP Subnet Mask

if you are using SLIP, enter a suitable SLIP subnet mask.

1. Fromthe Console Port Configurations screen, highlight SLIP Subnet
Mask and press Enter. The foliowing screen appears.

PRIMESWITCH

Enter IP Subnet Mask:

Enter 4 decimal bytes {pericd separated) and press <ENTER> <ESC>Previous

2.  Enter the SLIP subnet mask. The subnet mask consists of numbers
separated by.periods. For example: 255.255.0.0

3.  After you enter the SLIP suBnet mask, press the Enter key. You return

to the Console Port Configurations screen and your entry appears in
the SLIP Subnet Mask field. '

Returning to the Basic Management Screen

After completing the general management activities, press the Esc
key to exit the Console Pcrt Configurations screen and return to the
Basic Management screen in Figure 4-2 on page 4-36. Select
another option from the Basic Management screen or press Esc to
return to the Switch Management screen.

Page 60 User's Manual
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Performing Advanced Management Activities

Advanced management activities consist of switching database, static
filtering, spanning tree, Simple Network Management Protocol

(SNMP), and software upgrade. To perform advanced management
aclivities:

1. From the Switch Management screen (see Figure 4-1 on page 34),
highlight Advanced Management and press Enter. The Advanced
Management screen in Figure 4-6 appears.

PRIMESWITCH

Advanced Management
Switching DataBase ...t i iF80
Static Filtering

Spanning Tree

SNMP

Software Upgrade

IP Networking

<Up Arrow><Down Arrows>Move <Enter>Select - <ESC>Previmy
Figure 4-6. Advanced Management Screen
2.

From the Advanced Management screen, hlghhght the desnred option
and press the Enter key: :

4 Switching DataBase — lets you view VLAN, MAC zddress, and
port perspectives and view and change the aging period. Refer to
“Switching Database Configuration” on page 62.

4 Static Filtering—lets you view, add, delete, or search all source
or deslination addresses to be filtered. Refer to “Static Filtering”
on page 92.

4 Spanning Tree — lets you view and change parameters relating

to the spanning tree protocol. Refer to “Spanning Tree Functions”
on page 94.

User's Manual
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Chapter 4, Contiguring the XpressFlow Switch

¢ SNMP — lets you view and change ail SNMP-related informa-
tion. Refer to "SNMP Functions” on page 98.

& Software Upgrade — lets You upgrade you XpressFiow Switch
software. Refer to “Upgrading Software" on page 99.

¢ IP Networking — lets you ping a remote system and display IP
networks. Refer to “IP Networking” on page 100.

Switching Database Configuration

it you select Switching DataBase from the Advanced Management
screen (see Figure 4-6 on page 61), the Switching DataBase screen
in Figure 4-7 appears, with VLAN Perspective highlighted.

2 . PRIMESWITCH
Switching DataBase
VLAN Perspective S
MAC Address Perspective
Port Perspective
(Up Arrow><Down Arrows>Move <Enter>Select <ESC>PrevIouy

Figure 4-7, Switching DataBase Screen

The XpressFlow Switch can be viewed from the three perspectives
shown In the Switching DataBase screen:

¢ VLAN perspective — refer to “VLAN Perspective” on page 63.

4 MAC address perspective — refer to “MAC Address Perspective”
on page 84,

- Port perspective —— refer to “Port Pérspeclive" an page 86,
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These three views allow a network administrator to manage and mon-

itor VLANSs and their associated MAC addresses and ports effectively
from different views.

. VLAN Perspective

. To obtain a VLAN perspective:

i 1.  From the Switching DataBase screen shown in Figure 4-7 on page
i 62, highlight VLAN Perspective and press.the Enter key. A VLAN
i perspeclive screen similar to the one in Figure 4-8 appears.
i
i - PRIMESWITCH
%
3 VLAN ID ype
i 0001 (Defaulty ~ - - - |=L1.”
0032 L2
0077 L1
0002 L2
: 0010 - L2
% 0006 L1

<Up Atrows<Down Arow>Maove <EntersViewModily <+>Creale <-> Delete <ES(>Prevloy

Figure 4-8. VLAN Perspective Screen
To create a new VLAN, refer to *Creating a New VLAN" on page 64.

!l To delete a VLAN ID, refer to “Deleting a VLAN 1D” on page 77.

To view VLAN activities, refer td “Viewing VLAN Activities" on
page 77.

» To view or change a VLAN configuration, refer to *Viewing or Chang-
. ing a VLAN Configuration” on page 81.

.. % } To return to the Switching DataBase screen, press Esc.
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Creating a New VLAN
To create a new VLAN:

1.  From the VLAN Perspective screen in Figure 4-8 on page 63, hold

down the Shift key and press the + key. The Enter New VLAN ID
screen appears.

PRIMESWITCH

VLANID - Type Enter New VLAN ID
0001 (Detault) L1

0032 L2 —

0077 L1

0002 L2

0010 L2

0006 L1

\Enter 2-byte hex ID and press <ENTER> <ESC>Previouy

2. Inthe Enter New VLAN ID screen, enter thé new VLAN ID as a 2-byte
hexadecimal number separated by periods.

3. Press the Enter key. The VLAN Type Options screen appears next to
the VLAN ID screen. T

e, B

e
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Performing Advanced Management Activities

PRIMESWITCH

VLAN ID Type VLAN Type Options
0001 {Defauit) L1 |_-| T Lt
0032 L2 L2

0077 L1

0002 ' L2

0010 L2

0006 L1

wp Arrow><Down ArrowsMove <Enter>Salect <ESC>Previouy

4.  Use the arrow keys to highlight a VI_AN type and press Enter.

4 |f you select L1, proceed to “VLAN L1 Options” on page 66.

. 4+ If you select L2, proceed to “VLAN L2 Options” on page 71.
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VLAN L1 Options

If you select VLAN L1 in the VLAN Type Options screen, screens sim-
ilar to the following appear.

PRIMESWITCH

VLAN Configuration

VLAN ID (Level): 0077 (L1)
IP Address:
1P Subnet Mask:

Switch Ports VLAN Tagging

<Up Arrow><Down Arrow><Tab> Move  <«>Add  <-> Delate <ESC>PI'G‘Vi0y

These screens let you:

& Add switch ports to or delete them from the VLAN — refer to
“Adding New Switch Ports” on page 67.

& Specify or delete an IP address and IP subnet mask for the switch

in the domain of this VLAN — refer to “Specifying an IP Address
and IP Subnet Mask” on page 69. ‘
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Adding New Switch Ports
To add new swilch ports to the newly created L1 VLAN:

1.  Hold down the Shift key and press + to display a list of available ports
in the Select Ports screen.

PRIMESWITCH

VLAN Configuration

VLAN ID (Level): 0077 (L1)

IP Address:

1P Subnet Mask:

Switch Perts VLAN Tagging Port Options
Untagged Forts
Tagged Ports

m Ote\«:Up Arrow><Down Arrow>Move . <Entar> Select -:ESC>Previoy

2. Inthe Port Options screen, highlight either Untagged Ports or
Tagged Ports and press the Enter key. The following screens appear.

if you highlight Untagged Ports, the screen window reads Select
Untagged Ports, as shown on the next page. If you highlight Tagged
Ports, the screen reads Select Tagged Ports.
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PRIMESWITCH
VLAN Configuration
VLANID (Level): 0077 (L1)
IP Address:
IP Subnet Mask:
- Select Untagged Ports
Switch Ports VLAN Tagging 01 - ot demat o
02
03
v| 04
<Up Arrow><Down Arrow>Move - <Enter> Mark/AUnmark <ESC>Dony
3.  Use the Up Arrow and Down Arrow keys to highlight a port and press
Enter. An asterisk appears to the right of the port to show it is
selected. Repeat this step for each new port you want to add. In the
following figure ports 01 and 04 are selected.
PRIMESWITCH
VLAN Configuration
VLAN ID (Level): 0077 (L1)
IP Address:
IP Subnet Mask:
Select Untagged Ports
Switch Ports  VLAN Tagging 01 * 7 o
02 '
03 "
vi 04
<Up Arrows<Down Arrow>Mave <Enter> Mark/Unmark <ESC>Dory

Page 68 User's Manual
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Performing Advanced Management Activities

After selecting the new ports you want to add, press Esc. The Select
Untagged Ports or Select Tagged Ports screen disappears. The
Switch Ports screen shows the new ports you added. For example:

PRIMESWITCH

VLAN Configuration

VLAN ID (Level): 0077 (L1)
IP Address:
IP Subnet Mask:

Switch Ports VLAN Tagging

01 untagged
03 untagged

<Up Arraw><Down Arrows <Tab> Mave <+>»Add <> Delete <ESC>PrMoy

MOte

2.

To delete a switch port, highlight the port in the Switch Ports screen
and press the - {(hyphen) key. A precautionary prompt does not ap-

pear before you delete a switch port, so be sure you do not need the
port before you delete it. )

Specifying an IP Address and IP Subnet Mask

The following procedure describes how to specify an optional IP ad-
dress and IP subnet mask for the switch in the domain of the selectad
VLAN. Specifying this information allows the XpressFlow Switch to be
accessed from any port associated with this L1 VLAN.

It the highlight is not in the VLAN Configuration screen, press the Tab
key until the highlight appears in the iP Address field of the VLAN
Configuration screen. '

Press the Enter key. The Enter IP Address screen appears.

User's Manual
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é PRIMESWITCH
VLAN Configuration
VLAN ID (Level): 0077 {L1)
IP Address: e
IP Subnet Mask: Enter IP Address:

Switch Ports  VLAN Tagging
01 untagged
03 untagged
Enter 4 decimal bytas (pericd separated) and press <ENTER> <ESC>Previcy

3. Enter the switch's IP address and press Enter. When you enter the
address, the default IP subnet mask is automatically generated,
though you can change it.

4. To change the IP subnet- mask; move to the IP Subnet Mask field and
press Enter. The Enter IP Subnet Mask screen appears.

: PRIMESWITCH

VLAN Configuration
VLAN ID (Level): 0077 (L1)

IP Address: 195.1 Q%ﬁﬁ
IP Subnet Mask: nter I Subne’ Task:
Switch Ports  VLAN Tagging
01 untagged
03 untagged

Enter 4 dacimal bytes {period separated) and press <ENTER> <ESC>Prevloy

Page 70 A Usar's Manual
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Performing Advanced Management Activities

Enter the switch's IP subnet mask and press Enter.

m ote Todelete the IP address and subnet mask, press the - (hyphen) key
when the highlight is in the VLAN Configuration screen. A prompt
asks whether you want to delete the IP address. Highlight Yes and

1 press Enter 1o delete the IP address and subnet mask, or press the

' Esc key or highlight No and press Enter to retain them.

Press Esc to return to the VLAN Perspective screen in Figure 4-8 on

page 63. Select another option from the VLAN Perspective screen or
press Esc to return to the Switching DataBase screen.

(XU rr

VLAN L2 Options

If you select VLAN L2 in the VLAN Type Optlions screen on page 65,
screens similar to the following appear.

_ PRIMESWITCH

% VLAN Configuration
a VLAN ID (Level): 0078 (L2)
3 IP Address:
i IP Subnet Mask:
3
Configured MAC Addrs Switch Ports VLAN Tagging
| - 01 untagged
02 untagged
03 tagged
v| 04 untagged

<Up Arrow><Down Arrow><Tab>Move <+>Add <->Delete <s> Search <E)SC>PrevloW
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These screens let you configure the VLAN by:

+

4

Adding MAC addresses — refer to “Adding MAC Addresses” on

page 73.

Enabling or disabling VLAN tagging for each VLAN port — refer
to “Enabling or Disabling VLAN Tagging” on page 74.

Specifying or deleting an 1P address and IP subnet mask for the
switch in the domain of this VLAN — refer to "Specifying an IP

Address and IP Subnet Mask™ on page 74.

Deleting MAC addresses from a VLAN — refer to “Deleting a

MAC Address” on page 74.

Searching for a MAC address in a VLAN —- refer 1o “Searching

for MAC Addresses” on page 79.

Page 72
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Adding MAC Addresses
To add MAC addresses o the newly created L2 VLAN:

1. i the highlight is not in the Configured MAC Addrs screen, press the
Tab key until the highlight appears in this screen.
2. Hold down the Shift key and press the + key. The Enter New MAC
Addr screen appears.
. PRIMESWITCH
VLAN Configuration
VLAN ID (Level): 0078 (L2)
IP Address:
IP Subnet Mask:
Configured MAC Addrs Switch Ports  VLAN Tagging
| 01 untagged -
_ 02 untagged
Enter New MAC Addr; 03 tagged
| v | 04 - untagged
iner 6-byle hax number and press <ENTER> <ESC>Previouy
3.  Enter the new MAC address as a 6-byte hexadecimal number sepa-
rated by periods, then press Enter. The Enter New MAC Addr screen
disappears and the newly added MAC address appears in the Config-
ured MAC Addrs screen.
4, Repeatsteps 2 and 3 to add more MAC addresses to the newly cre-
ated L2 VLAN.
User's Manual Page 73
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Deleting a MAC Address

The following procedure describes how to delete a MAC address.
There is no precautionary message that appears before you delete a

MAC address. Therefore, be sure you want to delete the address be-
fore doing so.

In the Configured MAC Addrs screen, highlight the MAC address you
want to delete.

Press the - (hyphen) key to delete the selectéd MAC address.

Repeal steps 1 and 2 for each additional MAC address you want to
delete, .

Enabling or Disabling VLAN Tagging

To enable or disable VLAN tagging for a new port:

It the highlight is not in the Switch Ports screen, press the Tab key un-
til the highlight appears in this screen.

Highlight the port you want to tag.
Press T to toggle the port setting between tagged and uniagged.

Repeat steps 2 and 3 for each additional port you want to tag‘br'
untag. :

Specifying an IP Address and IP Subnet Mask

The following procedure describes how to specify an optional IP ad-
dress and IP subnet mask for the switch in the domain of the selected
VLAN. By specifying this information, the XpressFlow Switch can
route packets across VLAN boundaries. It aiso allows the XpressFlow
Switch to be accessed from any port associated with this L2 VLAN.

i the highlight is not in the VLAN Contfiguration screen, press the Tab
key until the highlight appears in the IP Address field of the VLAN
Configuration screen. :

Press the Enter key. The Enter IP Address screen appears.

Page 74
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Performing Advanced Management Activitles

. PRIMESWITCH
VLAN Configuration
VLAN 1D (Level): 0078 (L2)
IP Address: el
IP Subnet Mask: Enter IP Address:
Configured MAC Addrs Switch Ports  VLAN Tagging
i o1 untagged
02 - | untagged
03 tagged
v] 04 untagged
Enter 4 gecimal bytes {period separated) and pres.:s <ENTER> <ESC>Prevlo1.y

3.  Enter the switch's IP address and press Enter. When you enter the
address, the default {P subnet mask is automatically generated,
though you can change it.

4. Tochange the IP subnet mask, move to the IP Subnet Mask field and
press Enter. The Enter IP Subnet Mask screen appears.
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PRIMESWITCH

VLAN Configuration

VLAN ID (Level): 0078 (L2)

IP Address:
IP Subnet Mask: -~ [ Enter IP Subnet Mask:
Configured MAC Addrs Switch Ports VLAN Tagging

[ 01 untagged

02 untagged

03 tagged -

v 04 untagged v
\ Enter 4 decimal bytes (period separaled) and press <ENTER> <ESC>Previoy

5.  Enter the switch's IP subnet mask and press Enter.

ote To delete the IP address and subnet mask, press the - (hyphen) key
- when the highlight is in the VLAN Configuration screen. A prompt -
asks whether you want to delete the IP address. Highlight Yes and b
press Enter to delete the IP address and subnet mask, or press the
Esc key or highlight No and press Enter to retain them.

Returning to the VLAN Perspective Screen

After configuring VLAN L2 options, press Esc to return to the VLAN
Perspective screen in Figure 4-8 on page 63. Select another cption
from the VLAN Perspective screen or press Esc to return to the
Switching DataBase screen.
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Deleting a VLAN 1D

To delete a VLAN ID from the VLAN Perspective screen in Figure 4-8
on page 63: )

Use the Up Arrow and Down Arrow keys to highlight the VLAN 1D you
want to delete.

Press the - (hyphen) key. A message asks whether you are sure you
want lo delete the VLAN ID.

Highlight Yes and press the Enter key to delete the VLAN ID or press
the Esc key or highlight No and press Enter to retain it.

Viewing VLAN Activities

The following procedure describes how to use the VLAN Perspective
screen to view activities for a particular VLAN. Using this procedure,
you can view.

4 Active ports

¢ Active MAC addresses associated with a VLAN

9 Atransient address, if any.

@ Filtering and port information.

To view VLAN activities:

_From the VLAN Perspective screen shown in Figure 4-8 on page 63,
“highlight an existing VLAN and press the Enter key. A screen similar

to the following appears, with the highlight on VLAN Activities.

User's Manual
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Chapler 4, Contiguring the XpressFlow Switch

PRIMESWITCH

VLAN Info

VLAN Activilies
VLAN Configuration

<Up Arrow><Down ArrowsMove  <EntersSelect <ESC>Previouy

2. Press the Enter key. Screens similar to the foltov:ring appear,

/ PRIMESWITCH \

VLAN 0032 MAC Addrs VLAN 0032 Ports
0000CO125A2F ~1% i~ 02
0080004A2B3C - 04
00A002487654 08

v | 0000C003574B v | o9

sUp Arrow><Down Arrows<TabsMove  <EntersView <s>Search <ESC>Previoty

These screens show all active MAC addresses and active ports for -
the VLAN you selected.

#® Active MAC addresses are MAC addresses in this VLAN that

have been sending frames to the switch within the last aging pe-
riod. '

4 Active ports are ports in this VLAN that have been sending
frames to the switch within the last aging period.

You can use the Tab key to move between the MAC Addrs and VLAN
Porls screens.,
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Chapter 3, Configuring the XpressFlow Switch

PRIMESWITCH

MAC Address 0000C0125A2F [ VLAN 0032 Poriz

L1 VLAN Address: Yes

L2 VLAN Address: Yes
Transient VLAN Address: No
Filtering: No

02
04
08

09

Port: 02

Associated VLAN IDs

0001
| | oos?

<Up Arrow><Down Arrows

<ESC>Previous

Scrolling Through Active Ports

When the VLAN Ports screen is active
Down Arrow keys to scroll through the

with the selected VLAN,

Exiting the VLAN Screens

When you finish performing VLAN
you return to the desired screen.

» You can use the Up Arrow and

list of active ports associated

activities, press the Esc key until

Page 80
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Performing Advanced Management Activities

Viewing or Changing a VLAN Contiguration

Using the VLAN Configuration screen, you can view and modify
VLAN configurations. The parameters for L1 and L2 VLANs are
slightly different, so the screen layout for these VLANs differ, No

VLAN configuration is available for the default VLAN and transient
VLANSs,

1. From the VLAN Perspective screen shown in Figure 4-8 on page 63,
highlight an existing VLAN and press the Enter key. A screen similar
to the following appears, with the highlight on VLAN Activities,

4 PRIMESWITCH

VLAN Info |
VLAN Activities ** "=~ =
VLAN Configuration

.J <Up Amow><Down Asrow>Move <Enler>Selact ) <ESC>Previous/

2. Press the Up or Down Arrow key to highlight VLAN Configuration.

3.  Press the Enter key. I you selected an L1 VLAN, screens similar to

the ones on the next page appear. If you selected an L2 VLAN,
screens similar to the ones on page 83 appear.
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-

PRIMESWITCH

VLAN Configuration

VLAN ID (Levels: 0077 L1
IP Address: 128.0.0.12
IP Subnet Mask: 255.255.0.0
Switch Ports  VLAN Tagging
A103 . untagged
05 untagged
06 untagged
09 untagged
v]15 untagged

@ Arrow><Down Arrows<Tab>Move

<+>Add  <->Delata

<ESC>Previous

From these screens:

4 Use the Tab key to'mov
Configuration screens.

*

?

When you finish configuring
return to the desired screen.

From the Switch Ports
highlighted switch port

e between the Switch Ports and VLAN

screen, use the - (hy;jh\en) k.;y to delete a
» or the Shift and + keys to add ports.

4 From the VLAN Configu

IP Address and/or IP S
address and IP subn
key to delete the IP add

ration screen, press the Enter key in the
ubnet Mask fields to add or change the

et mask. You can also use the - (hyphen)
ress and [P subnet mask.

the VLAN, press the Esc key until you

Pags 82
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Performing Advanced Management Activitles

Screens similar to the following appear for an L2 VLAN.

PRIMESWITCH

VLAN Configuration

VLAN ID (Level): 0078 (L2)

IP Address:
IP Subnet Mask:

Configured MAC Addrs Switch Ports  VLAN Tagging
0000CO125A2F 01 untagged
008004A2B3C 02 untagged
00A002487654 ' 03 tagged

v ] 000C0035478 v]04 untagged

Qp Arrow><Down Armow><TabsMove <+>Add <->Deiete <s>Search <ESCs>Previous

From these screens:

4 Use the Tab key to move between the Configured MAC Addrs,

FS

When you finish configurin
return te the desired screen.

"IP Address and/or IP Subnet Mask fields to add

Switch Ports, and VLAN Configuration screens.

From the Configured MAC Addrs screen, us
to add MAC addresses,
MAC address,

e the Shift and + keys
the - (hyphen) key to delete a highlighted
and the S key to search for MAC addresses.

From the Switch Ports screen, use the - (hyphen) key to delete a ‘
highlighted switch port, the Shift and + keys to add ports, and the
T key to toggle a highlighted port between taggad and untagged.

From the VLAN Configuration screen, press the Enter key in the

or change the
can also use the - {(hyphen)
ubnet mask.

IP address and IP subnet mask. You
key to delete the IP address and IP s

g the VLAN, press the Esc key until you
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Chapter 4, Configuring the XpressFlow Switch

MAC Address Perspective

The MAC address perspective lets you view all characteristics assogi-

ated with a MAC address, corresponding VE.ANs, and corresponding
ports in the switching database,

To obtain a MAC address perspective:

1. From the Switching DataBase screen shown in Figure 4-7 on page
82, highiight MAC Address Perspective and press the Enter key. You
are prompted for a MAC address.
e PRIMESWITCH
Enter MAC Address
@er a 6-byte hex number and press <ENTER> <ESC>Previous
2. Enter the MAC address'whose characteristics, corresponding VLANS,
and corresponding ports you want to view.
3. Press Enter. A screen similar to the following appears. This screen

shows all of the corresponding information in the switching database
for the MAC address you entered. This information includes the corre-
sponding port number, VLAN IDs, and characteristics for the specified
MAC address.
In this screen:
¢ The Filtering field can shew:

< Sre for source address filtering.

« Dst for destination address filtering.

*  No for no filtering.

Page B4
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Performing Advanced Management Activities

¢ The Port field can be eit
address was learned or

F PRIMESWITCH

her the port number fro

m which the MAC
Unknown.

1

MAC Address 0000C0125A2F
L1 VLAN Address: Yes
L2 VLAN Address: Yes

Transient VLAN Address: No
Filtering: No

Port: 02

Associated VLAN IDs
0001 '
-] 0032

<Up Arrows<Down Arrows>Move <ESC>Previous
* \SUp Armow>< : =/

e g

T e
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Chapter 4, Configuring the XpressFlow Switch

Port Perspective

The port perspective lets you view VLAN activities and RMON statis-
tics. To obtain a port perspective:

1.  Fromthe Switching DataBase screen shown in Figure 4-7 on page

62, highiight Port Perspective and press the Enter key. The following
Port Perspective screen appears,

PRIMESWITCH

Port Perspective

Per Port VLAN Activities
Per Port RMON Statistics

@rrowchwn Arrow>Move <EntersSelect <ESC>Previoxy

2.  Toview VLAN activities, highlight Per Port VLAN Activities, press
the Enter key, and proceed to page 87.

3. To view RMON statistics, highlight Per Port RMON Statistics, press
the Enter key, and proceed to page 90.

-
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Per Port VLAN Activities

It you select Per Port VLAN Activities from the Port Perspective

screen, a screen similar to the following Per Port VLAN Activities
appears.

PRIMESWITCH

Per Port VLAN Activities

Port 01
Port 02
Port 03
Port 04
Port 05
Port 66
Port 07
vV | Port08

VUp Arrow><Down Arrow>Move  <EntersView <ESC>Previouy

1.

Use the Up Arrow and Down Arrow keys to hightight the port nurnber
whose corresponding VLANSs activities you want to view,

Press the Enter key. A screen similar to the followmg appears This -~
screen shows all of the corresponding information in the switching da-

tabase for the port you selected. This information includes the corre-
sponding MAC addresses and VLAN IDs. s
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- PRIMESWITCH

Port 03 MAC Addrs

Port 03 VLAN IDs

00A00C000102
000A0C001020
0000CQOABOFF
0000CO00AADT
CO0BAOFCEBAO

0001
0032
0079
0084

Qp Arrows<Down Arrow> <Tab>Move <EntersView <s>Search <ESC>Previony

Scrolling Through MAC Addresses

To scrol! through the list of active MAC addresses corresponding to

the selected port:

If the Port MAC Addrs screen is not the current screen, press the Tab
xey until it becomes the current screen,

Use the Up Arrow and Down Arrow key to scroll tﬁrough‘-the list of ac-
tive MAC addresses for the selected port. T

To search for a MAC address, press S. When the search prompt ap-
pears, enter a MAC address in the Enter MAC Addr to Search screen

and press the Enter key. If the address is found, it is highlighted in the
Port MAC Addrs screen, U

To obtain additional information about a Particular MAC address, scrolt
to the address in the Port MAC Address screen and press the Enter
key, Screens similar to the following appear, showing detailed informa-
tion about the selected MAC address,

Page 88
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-

/4 PRIMESWITCH
MAC Address 0000C003547¢6 Port 03 VLAN IDs
L1 VLAN Address: Yes : 0001
L2 VLAN Address: No 0032
Transient VLAN Address: No
. 0079
Filtering: No : 0084
Port: 03 . v

Associated VLAN IDs

0001
00079

\ <Up Arrow><Down Arrows>Move

<ESC>Previous

W

Scrolling Through VLAN IDs

To scroll through the list of VLAN IDs corresponding to the selected
port: : ' '

Press the Tab key to move the highlight to the Port VLAN 1Ds screen.

Use the Up Arrow and Down Arrow key to scroll through the list of
VLAN IDs corresponding to the selacted port.

When you finish, press the Esc key untit you return to the desired
screen.
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Per Port RMON Statistics

It you select Per Port RMON Statistics from the Port Perspective

screen, a screen similar to the following Per Port VLAN Activities
appears.

PRIMESWITCH

Per Port RMON Statistics

Port 01
Port 02
Port 03
Port 04 ) .
Port 05 ’ . ]

Port 06

Port 07
V 1 Port 08

bUp Arrow><Down ArrowsMove <E_riter>View <ESCx>Previous

i
! A
z ]
S S

1. Use the Up and Down Arrow keys to select the port whose RMON
statistics you want to view. i :

e

2.  Press the Enter key. A screen similar to the following appears, show-
ing the RMON statistics for the port you selected.
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PRIMESWITCH

Port 01 RMON Statistics

Total No. of Bytes: 1, 234, 567, 830
Total No. of Packets: 0

Total No. of Broadcast Packets: 0
Total No. of CRC/Alignment Errors: 0
Total No. of Undersize Packets: 0
Total No. of Oversize Packets: 0

Total No. ¢f Collisions: 0

Total No. of 64-byte Packets: 0

Total No. of 85 to 127-byte Packets: 0
Total No. of 128 to 255-byte Packets: 0
Total No. of 256 to 511-byte Packets: 0
Total No. of 512 to 1023-byte Packets: 0
Total No. of 1.0 to 1.5-kbyte Packets: 0

<Up Arrow><Down Arrow>Move <ESC>Previous

3. After reviewing this information, press the Esc key until you return to
the desired screan.

User's Manual Page91



Chapter 4, Configuring the XpressFlow Switch

Static Filtering

If you select Static Filtering from the Advanced Management screen
{see Figure 4-6 on page 61), the following Static Filtering screen ap-
pears, with Source MAC Address highlighted.

( PRIMESWITCH
Static Filtering
Source MAC Address
Destination MAC Address
3
@Anowxnown Arrow>Move <Enter>View/Modity <ESC>Previous

From the Static Filtering screen, you can select source MAC ad-
dresses or destination MAC addresses for static filtering by highlight- o L
ing one of these options and pressing the Enter key.

¢ If you select Source MAC Address, the SRC MAC Filter screen
shows the source MAG addresses. The screen on the following
page shows an example of the SRC MAC_FiIter screen.

It you select Destination MAC Address, the DST MAC Filter
screen shows the destination MAGC addresses. (The format of this
screen is identical to the SRC MAC Filter screen.)
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Performing Advanced Management Activities

PRIMESWITCH

SRC MAC Filter

00A00C000102
000A0C001020
0000COOABOFF
0000CO00AAD1
000BAOFCEBAQ

Qp Arrow><Down Arrow>Mova <+»Add <->Delate «s>Search

<ESC>Prevlouj

i From this screen, you can:

dress to be filtered.

N L T PP

4 Hold down the Shift key and press + to add a specific MAC ad-

# Press - (hyphen) to delete a specific MAC address from being fil-
tered. There is no precautionary message that appears before '
you delete a MAC address. Therefore, be sure you want to delete

z the address before doing so.

is B4,

i screen.

#* Press S to search through the list of MAC addresses in the static
filtering database. The static filtering database maximum capacity

When you finish, press the Esc key uhtil you return to the desired

R P U Py v,

User's Manual

Page 93



Chapter 4, Configuring the XprassFlow Switch

Spanning Tree Functions

If you select Spanning Tree from the Advanced Management screen
(see Figure 4-6 on Page 61), the following Spanning Tree Protocol

screen appears.

ﬂ PRIMESWITCH

Spanning Tree Protoco)

Spanning Tree Configuration
Spanning Tree Port States
Spanning Tree Path Costs

@rromwown Arrow>Move <Enter>Salecl

<ESC>Pravious

Spanning Tree Protocol Configgration

If you highlight Spanning Tree Configuration in the Spanning Tree

Protocol screen and press the Enter key,
Configuration screen similar to the foilowi

a Spanning Tree Protocol
ng appears. The top half of

this screen displays read-only values. The bottom half, starting with
Spanning Tree Protocol, is user configurable. Use the Up and Down
Arrow keys to highlight a field, then press Enter to change the value.
When you finish, press the Esc key until you return to the desired

S5Creen.
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PRIMESWITCH

Spanning Tree Protocol Configuration

Bridge ID: 0080:00C0F0124D08

Designated Root: 0080:C0COF0124D08B
Root Port: 0

Root Path Cost: 0

Current Max Age (sec): 20

Current Hello Time (sec): 2

Current Forward Delay Time (sec): 15
Hold Time (sec): 1

Spanning Tree Protocoi: Enabled . :
Bridge Priority: 32768

Hello Timer (sec): 2

Max Age (sec): 20

Forward Delay (sec): 25

@rrowxbown Arrow>Move <Enter>Setact <ESC>PrevIous/)
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Chapter 4, Configuring the XpressFlow Switch

Spanning Tree Port States

It you highlight Spanning Tree Port States in the Spanning Tree Pro-
tocol screen and press the Enter key, a Spanning Tree Port States
screen similar to the following appears. This screen displays read-

only values. When you finish, press the Esc key until you return to the
desired screen,

/ PRIMESWITCH

Spanning Tree Port States

Port 01: Forwarding
Port 02: Forwarding
Port 03: Forwarding
Port 04: Forwarding

Wp Arrow><Down Arrow>Move <ESC>Prevloy

Spanning Tree Path Costs

If you highlight Spanning Tree Path Costs in the Spanning Tree Pro-
tocol screen and press the Enter key, a Spanning Tree Path Costs
screen similar to the following appears.
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Performing Advanced Management Activities

PRIMESWITCH

Spanning Tree Path Costs

Port 01: 100 '
Port 02: 100
Port 03: 100
Port 04: 100

\<Up Arrows <Down Arrows>Mova <Enler>Madity

<ESCxPrevigys

To change the costs in the Spanning Tree Path Costs screen:

Use the Up Arrow and Down Arrow keys to highlight the port whose
Spanning Tree path costs you want to change.

Press the Enter key. The following Enter Path Cost screen appears,

. PRIMESWITCH

Enter Path Cost

\\ <Up Arrows<Down ArrowsMove

<Enter>Modify <ESC>Prevlouy

3. Entera new path cost, then press Enter. The new Spanning Tree path
cost appears next to the selected port.

4.  Repeat steps 1 through 3 to change the Spanning Tree path costs for
other ports,

5. When you finish, press the Esc key until you return to the desired
screen,

[T
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SNMP Functions

I you select SNMP from the Advanced Management screen (see Fig-
ure 4-6 on page 61), the following SNMP Configurations screen ap-
pears, with the SNMP value highlighted

/4 PRIMESWITCH

SNMP Configurations

SNMP  Enabled

Community Name Public

Trap Host's IP Addr 38.227.63.250

\<Up Arrow><Down Arrow>Mave <Enter>Select <ESC>Pravicus

The SNMP Configurations screen lets you view all SNMP-related in-
formation. As this screen shows, the factory-default SNMP value Is
Enabled and the factory-default Community Name value is Public,

To change a value:

1. Use the Up Arrow and Down Arrow keys to scroll to the value you
want to change. '

2. Press the Enter key.
3. Enterthe new value and press Enter again.

4. When you finish, press the Esc key unitil you return to the desired
screen,
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Upgrading Software

if you select Software Upgrade from the Advanced Management

screen (see Figure 4-6 on Page 61), the following Software Upgrade
screen appears, with the File Name value highlighted.

PRIMESWITCH
Software Upgrade
File Name: vertex.bin
IP Address:
@Arrow:-«:oown Arrow>Move <Enter>Selact <ESCsPrevious

To change a value:

1. Use the Up Arrow and Down Arrow keys to scroll to the value you
want to change. '

2. Press the Enter key.
3.  Enter the new value and press Enter again.

4.  When you finish, press the Esc key. A prompt asks whether you want
to upgrade your software now.

5. Highlight Yes and press Enter to upgrade the software now, or press

the Esc key or highlight No and press Enter to not upgrade at this
time.

it e L

sl o
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Chapter 4, Configuring the XpressFlow Switch

IP Networking

It you select IP Networkin
(see Figure 4-6 on page 6
appears,

g from the Advanced Management screen
1), the following IP Networking screen

/ . PRIMESWITCH

IP Networking
Ping

IP Networks

<Up Arrows<Down Arrows Move <Enter>Selact <ESC>Previous

It you select Ping,

refer to page 101. If you select IP Networks, refer
to page 102, '

Page 100 Usar's Ménuhl

e

Y



D P P,

Performing Advanced Management Activities

Pinging

If you highlight Ping in the IP Networking screen ang press the Enter
key, a screen similar to the following appears,

£

PRIMESWITCH

Ping

Host: 38.27.63.1
Count: 1

Size {bytes): 64
Timeout (sec): 1

@rmm«:bown Arrow>Move <Enter=Modity <ESC>Previous

1.

To change the host IP address, use the Up and Down Arrow keys to
highlight Host and press the Enter key. Enter a new host |P address
as four decimal bytes Separated by periods and press Enter.

To change the packet count, highlight Count and press Entér. Entera
new packet count as a decimai number between 0 and 999 (O=infi-
nite) and press Enter.

To change the packet size, highlight Size and press Enter. Enter a

new packet size as a decimal number between 0 and 1500 and press
Enter.

To change the timeout valye, highlight Timeout and press Enter.
Enter a new timeout value as a decimal number between 0 and 999
and press Enter, .

When you finish, press Esc until you return to the desired screen.
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IP Networks

If you highlight 1P Networks in the IP Networking screen and press
the Enter key, a screen similar to the following appears.

PRIMESWITCH

IP Networking
38.27.63.0
270.78.79.0
285.45.8.0

<Up Arrows><Down Arrow>Move <EntersSelect <ESC>PrevIouy

To view the IP configuration for an IP address:

1. Usethe Up and Down Arrow keys to highlight the IP address whose
configuration you want to view,

2. Press the Enter key. A screen similar to the following appears. ' N
. PRIMESWITCH
IP Cenfiguration
VLAN ID (Level): 0060... ;.
IP Address: 38.27.63
IP Subnet Mask: 255.255.255.0
Frame Encapsulation: Ethernet_lI
@ArrowwDown ArrowsMove <EntersModity <ESC>PrevIoty
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3. When you finish viewing the information, press the

Esc key until you
return to the desired screen.

R
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SNMP and RMON Management

This chapter describes the XpressFlow Switch's Simple Network

Management Protocol (SNMP) and Remote Monitoring (RMON}) ca-
pabilities. Topics include:

¢ Overview — see page 105,
4 SNMP Agent and MIB-2 — see page 1086.
4 RMON MIB and Bridge MIB — see page 106.

RMON is an abbreviation for the Remote Monitoring MIB (Manage-
ment information Basa). RMON s a system defined by the Internet
Engineering Task Force (IETF} documents RFC 1271 and RFC 1757,
which define how networks can be manitored remotely.

RMONSs typically consist of two components: an RMON probe and a
management workstation: . - ' ,
. IR - .o ! z:. ety : (:”_“-' o
4 The RMON probe Is an inteliigent device or software agent that
continuaily collects statistics about a LAN segment or VLAN. The
RMON probe transfers the collected data to a management work-

station on request or whena pre-defined threshold is reached.

4 The management workstation collects the statistics that the
RMON probe gathers The workstation can reside on the same
network as the probe, or it can have an In-band or out-of-band
connection to the probe.

m e me L e
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Chapter 5, SNMP and RMON Management

The XpressFlow Switch provides RMON capabilities that aliow net-
work administrators to set parameters and view statistical counters
defined in MIB-II, Bridge MIB, and RMON MIB. RMON activities are
performed at a Network Management Station running an SNMP net-
work management application with graphical user interface.

SNMP Agent and MIB-2 (RFC1213)

The SNMP Agent running on the Switch Manager CPU is responsible
for:

# Retrieving MIB counters from various layers of software modules
according to the SNMP GET/GET NEXT frarhe messages.

# Setting MIB variables according to the SNMP SET frame mes.-
sage.

¢ Generating an SNMP TRAP frame message to the Network Man-
agement Station if the threshold of a certain MIB counter is
reached.

MIB-2 defines a set of manageable objects in various layers of the
TCP/IP protocol suites. MIB-2 covers all manageable objects from
layer 1 to layer 4 and, as a result, is the major SNMP MIB supported
by all vendors in the networking industry. The XpressFlow Switch
Supports a complete implementation of SNMP Agent and MIB-2,

RMON MIB (RFC 1757), and Bridge MIB (REC 1493)

When frame status messages are generated on the switching bus, a
software driver running on the Switch Manager CPU automatically
updates the XpressFiow Switch's RMON and other hardware-related
MIB-counters. A local SNMP Agent and a remote SNMP Network
Management Station using the SNMP protocol can then manipulated
these counters.

Page 106
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RMON MIB (RFC 1757), and Bridge MIB (RFC 1493)

RMON Groups Supported

The XpressFlow Switch Supports the following RMON MIB groups de-
fined in RFC1757:

¢ RMON Statistics Group — maintains utilization and error statis-
tics for the switch port being monitored.

. s -
A i s Al sl A S pgpioee

4 RMON History Group — gathers and stores periodic statistical
samples from the previous Statistics Group.

¢ RMON Alarm Group — allows a network administrator to define

alarm thresholds for any MIB variable. An alarm can be associ-
] ated with Low Threshold, High Threshoid, or both. A trigger can
[ trigger an alarm when the value of a specific MIB variable ex-

ceeds a threshold, falls below a threshold, or exceeds or falls be-
low a thrashold.

¢ RMON Event Group — allows a network administrator to define
actions based on alarms. SNMP Traps are generated when
RAMON Alarms are triggered. The action taken in the Network

Management Station depends on the specific network manage-
ment application,

Bridge Groups Supported

] The XpressFlow Switch supports the following four groups of Bridge
1 : MiB (RFC1493): .

4 The dotidBase Group — a mandatory group that contains the
objects applicable to all types of bridges.

3 4 The dot1dStp Group — contains the objects that denote the

' bridge's state with respect to the Spanning Tree Protocol. If a
node does not implement the Spanning Tree Protocol, this group
will not be implemented. This group is applicable to any transpar-

ent only, source route, or SRT bridge that implements the Span-
ning Tree Protocol. '

i,
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Chapter 5, SNMP and RMON Management

¢ The dot1dTp Group — contains objects that describe the entity's
transparent bridging status. This group is appiicable to transpar-
ent operation only and SRT bridges.

4 The dot1dStatic Group — contains objects that describe the en-
tity's destination-address filtering status. This group is applicable
to any type of bridge which performs destination-address filtering.

.\....c'"i
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POST LED Error Codes

The XpressFlow Switch LED issues a series of blinks if it encounters
an error during any of the Switch's Power On Self Test (POST) diag-

nostics. In the unlikely event that your XpressFlow Switch encounters
a POST LED error after power-up, refer to this appendix for a descrip-

tion of the error,

|/An Error has Occurred During the,.

One time, pauses 1000 milliseconds, and
repeats the process.

Interrupt Controller Register Test

Two times with short delays in between, pauses
1000 milliseconds, and repeats the pracess.

Timer Register Test

Three times with short delays in between,
pauses 1000 milliseconds, and repeats the
same process.

Timer Interrupt Test

Four times with short delays in between,
pauses 1000 milliseconds, and repeats the
same process.

Switch Engine Register Test

Five times with short delays in between, pauses
1000 milliseconds, and repeats the same
process.

Switch Engine SRAM Test

Six times with short delays in between, pauses |HISC Core Test
1000 mitliseconds, and repeats the same

process.

Seven times with short delays in between, CAM Test -~

pauses 1000 milliseconds, and repeats the
Same process.

R weer
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I the LED Goes ON and OFF... - | An Efr'_él_:_fh_a's'()géﬁ_if:f?d,During the..;-
Eight times with short delays in between, MAC Access Modules Register Test

pauses 1000 milliseconds, and repeals the
same process.

Nine times with short delays in between, Access Modules Ethernet Ports Regis-
pauses 1000 milliseconds, and repeats the ter Test
same process.

Tentimes with short delays in between, pauses | MAC Access Modules SRAM Test
1000 milliseconds, and repeats the same
process,
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