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PREFACE

This manual is for WLAN service providers or network administrators to set
up a network environment using the NIO 51 product line.

Copyright

This publication, including all photographs, illustrations and software, is
protected under international copyright laws, with all rights reserved. No
part of this manual may be reproduced, copied, translated or transmitted in
any form or by any means without the prior written consent from NEXCOM
International Co., Ltd.

Disclaimer

The information in this document is subject to change without prior notice
and does not represent commitment from NEXCOM International Co.,

Ltd. However, users may update their knowledge of any product in use by
constantly checking its manual posted on our website: http://www.nexcom.
com. NEXCOM shall not be liable for direct, indirect, special, incidental, or
consequential damages arising out of the use of any product, nor for any
infringements upon the rights of third parties, which may result from such
use. Any implied warranties of merchantability or fitness for any particular
purpose is also disclaimed.

Acknowledgements

The NIO series are trademarks of NEXCOM International Co., Ltd. All
other product names mentioned herein are registered trademarks of their
respective owners.

Regulatory Compliance Statements

This section provides the FCC compliance statement for Class B devices and
describes how to keep the system CE compliant.

= L -
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Declaration of Conformity

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in
a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning

the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

— Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

— Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate
this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

= L -
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IMPORTANT NOTE:

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20cm between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.

Country Code selection feature to be disabled for products marketed to the
US/CANADA.

Operation of this device is restricted to indoor use only.

This device is intended only for OEM integrators under the following
conditions:

The antenna must be installed such that 20 cm is maintained between the
antenna and users.

The transmitter module may not be co-located with any other transmitter or
antenna.

For all products market in US, OEM has to limit the operation channels in
CH1 to CH11 for 2.4G band by supplied firmware programming tool. OEM
shall not supply any tool or info to the end-user regarding to Regulatory
Domain change.

As long as 3 conditions above are met, further transmitter test will not be
required. However, the OEM integrator is still responsible for testing their
end-product for any additional compliance requirements required with this
module installed.

IMPORTANT NOTE

In the event that these conditions can not be met (for example certain
laptop configurations or co-location with another transmitter), then the FCC
authorization is no longer considered valid and the FCC ID cannot be used
on the final product. In these circumstances, the OEM integrator will be
responsible for re-evaluating the end product (including the transmitter) and
obtaining a separate FCC authorization.

= L -
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End Product Labeling

This transmitter module is authorized only for use in device where the
antenna may be installed such that 20 cm may be maintained between the
antenna and users.

Manual Information to the End User

The OEM integrator has to be aware not to provide information to the end
user regarding how to install or remove this RF module in the user's manual
of the end product which integrates this module. The end user manual
shall include all required regulatory information/warning as shown in this
manual.

CE

The product(s) described in this manual complies with all applicable
European Union (CE) directives if it has a CE marking. For computer systems
to remain CE compliant, only CE-compliant parts may be used. Maintaining
CE compliance also requires proper cable and cabling techniques.

= L -
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RoHS Compliance

NEXCOM RoHS Environmental Policy and Status Update
NEXCOM is a global citizen for building the digital
infrastructure. We are committed to providing green
products and services, which are compliant with European
Union RoHS (Restriction on Use of Hazardous Substance in Electronic
Equipment) directive 2011/65/EU, to be your trusted green partner

and to protect our environment. RoHS restricts the use of Lead (Pb)

< 0.1% or 1,000ppm, Mercury (Hg) < 0.1% or 1,000ppm, Cadmium
(Cd) < 0.01% or 100ppm, Hexavalent Chromium (Cr6+) < 0.1% or
1,000ppm, Polybrominated biphenyls (PBB) < 0.1% or 1,000ppm, and
Polybrominateddiphenyl Ethers (PBDE) < 0.1% or 1,000ppm. In order

to meet the RoHS compliant directives, NEXCOM has established an
engineering and manufacturing task force to implement the introduction
of green products. The task force will ensure that we follow the standard
NEXCOM development procedure and that all the new RoHS components
and new manufacturing processes maintain the highest industry quality
levels for which NEXCOM are renowned.

Vi
RoHS

Compliant

The model selection criteria will be based on market demand. Vendors and
suppliers will ensure that all designed components will be RoHS compliant.

How to recognize NEXCOM RoHS Products?

For existing products where there are non-RoHS and RoHS versions, the
suffix “(LF)"” will be added to the compliant product name. All new product
models launched after January 2013 will be RoHS compliant. They will use
the usual NEXCOM naming convention.

Safety Information

Before installing and using the device, note the following precautions:

e Read all instructions carefully.

e Do not place the unit on an unstable surface, cart, or stand.

e Follow all warnings and cautions in this manual.

e \When replacing parts, ensure that your service technician uses parts
specified by the manufacturer.

e Avoid using the system near water, in direct sunlight, or near a
heating device.

= L -
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Installation Recommendations

Ensure you have a stable, clean working environment. Dust and dirt can get
into components and cause a malfunction. Use containers to keep small
components separated.

Adequate lighting and proper tools can prevent you from accidentally
damaging the internal components. Most of the procedures that follow
require only a few simple tools, including the following:

A Philips screwdriver

A flat-tipped screwdriver
A grounding strap

An anti-static pad

Using your fingers can disconnect most of the connections. It is
recommended that you do not use needle-nose pliers to disconnect
connections as these can damage the soft metal or plastic parts of the
connectors.

Safety Precautions

1. Read these safety instructions carefully.

2. Keep this User Manual for later reference.

3. Disconnect this equipment from any AC outlet before cleaning. Use a
damp cloth. Do not use liquid or spray detergents for cleaning.

4. For plug-in equipment, the power outlet socket must be located near the
equipment and must be easily accessible.

5. Keep this equipment away from humidity.

6. Put this equipment on a stable surface during installation. Dropping it or
letting it fall may cause damage.

7. The openings on the enclosure are for air convection to protect the
equipment from overheating. DO NOT COVER THE OPENINGS.

8. Make sure the voltage of the power source is correct before connecting
the equipment to the power outlet.

9. Place the power cord in a way so that people will not step on it. Do not
place anything on top of the power cord. Use a power cord that has
been approved for use with the product and that it matches the voltage
and current marked on the product’s electrical range label. The voltage
and current rating of the cord must be greater than the voltage and
current rating marked on the product.

= L -
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10.
11.

12.

13.

14.

15.
16.

All cautions and warnings on the equipment should be noted.

If the equipment is not used for a long time, disconnect it from the

power source to avoid damage by transient overvoltage.

Never pour any liquid into an opening. This may cause fire or electrical

shock.

Never open the equipment. For safety reasons, the equipment should

be opened only by qualified service personnel.

If one of the following situations arises, get the equipment checked by

service personnel:

a. The power cord or plug is damaged.

b.Liquid has penetrated into the equipment.

c. The equipment has been exposed to moisture.

d. The equipment does not work well, or you cannot get it to work
according to the user’s manual.

e. The equipment has been dropped and damaged.

f. The equipment has obvious signs of breakage.

Do not place heavy objects on the equipment.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY

REPLACED. REPLACE ONLY WITH THE SAME OR EQUIVALENT TYPE

RECOMMENDED BY THE MANUFACTURER. DISCARD USED BATTERIES

ACCORDING TO THE MANUFACTURER’S INSTRUCTIONS.

Technical Support and Assistance

1.

For the most updated information of NEXCOM products, visit NEXCOM's
website at www.nexcom.com.

. For technical issues that require contacting our technical support team or

sales representative, please have the following information ready before
calling:

— Product name and serial number

— Detailed information of the peripheral devices

— Detailed information of the installed software (operating system,

version, application software, etc.)
— A complete description of the problem
— The exact wordings of the error messages

= L -
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Warnings

Read and adhere to all warnings, cautions, and notices in this guide
and the documentation supplied with the chassis, power supply, and
accessory modules. If the instructions for the chassis and power supply
are inconsistent with these instructions or the instructions for accessory
modules, contact the supplier to find out how you can ensure that your
computer meets safety and regulatory requirements.

1. Handling the unit: carry the unit with both hands and handle it with care.

2. Opening the enclosure: disconnect power before working on the unit to
prevent electrical shocks.

3. Maintenance: to keep the unit clean, use only approved cleaning
products or clean with a dry cloth.

Cautions
Electrostatic discharge (ESD) can damage system components. Do the
described procedures only at an ESD workstation.

If no such station is available, you can provide some ESD protection by
wearing an antistatic wrist strap and attaching it to a metal part of the
computer chassis.

Conventions Used in this Manual

Warning:

Information about certain situations, which if not observed, can
cause personal injury. This will prevent injury to yourself when
performing a task.

Caution:
Information to avoid damaging components or losing data.

Note:
Provides additional information to complete a task easily.

i A
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CHAPTER 1:

1.1

Probuct OVERVIEW

Introduction

NIO 51 brings the wireless connectivity from serial devices or Ethernet

devices perfectly to Wi-Fi Mesh in smart factories. Wi-Fi Mesh can be

used for device to AP or mesh backbone between APs.

NIO 51 supports a variety of operation modes and high immunity to
EMC high level protection, wide temperature and wide power range

for harsh environment.

NIO 51 can also be managed and discovered by nCare 14.0 network
manager. It's a very competitive solution against other device
gateways in the market.

Key Features:
v" I[EEE 802.11a/b/g/n, 2X2 MIMO
v Dual band 2.4GHz/5GHz
v" Support a variety of operation modes:
e Serial to Wireless (Mesh or Client)
e Serial to Ethernet
e Ethernet to Wireless
v Support Modbus/TCP, Modbus/RTU
v’ Offline serial port buffer with 20 MB of storage
v" High immunity to surge, ESD & EFT protection
(Surge: Level-3/ ESD, EFT : Level-4)
v Wide DC power range with 12 - 48V
v' Wide operating temperature from -40°C to 70°C
v' Remote Management by nCare

= L -
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NIO 51 Mesh Application Scenarios

NIO 51 gﬁ
| eseee ]
ACY o

Ethernet
Mesh
T
—__——
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1.2 Panel Layout
1.2.1 NIO 51 Top Panel View

RS-232/422/485

Antenna fi ) i

Power LED
Serial LED

Wireless Signal
Strength

LAN Port
LED

Resat DG 12-48V

LAN Port Terminal Block
Reset power Input

= L -
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1.2.2 NIO 51 Dimension
H‘ﬁﬂngu EL Ml 1m EL
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1.3 LED Indicators

Name Color Function

Boot time is around 40 ~ 45s.

LED color changes when booting up:
Green (Steady on, 10s)

Green

Power Orange N2
g Orange (Steady on, 30s)
N%
Green (Steady on, Ready)

Serial Tx/Rx Green Green: TX, s.erlal pgrt to ser'lal device.

Red Red: Rx, serial device to serial port.

Green Green: 2.4 GHz
2:4/5 GHz Blue Blue: 5 GHz

Blinking: LAN port sending and
receiving data.

1 Green LED: The signal strength is
between 10% ~ 40%.

Signal Strength Green 2 Green LEDs: The signal strength is
(3 LEDs) between 40% ~ 70%.

3 Green LEDs: The signal strength is
between 70% ~ 100%.

Link / Act Green

1.4 Reset Button

Name Color Function

LED Color Change:

Green -> Orange -> Boot up

Green -> Orange (flash once) -> Green
-> Orange -> Boot up

Reboot 3 ~10s

Reset to default | X > 10s

= L -
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1.5 Package Contents

NIO 51 unit x 1

Dual band antenna x 2

Wall-mount kit x 1
DIN-Rail kit x 1

Terminal Block
Connector x 1

| NEX .
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NEXCOM

OEm
1.6 Power and Serial Port Pin Assignment
Terminal Block Power Input
OLe =10
N N
- +
RS-232 Pin Assignment RS-422 Pin Assignment
GND 5 //ﬁ 5 //ﬁ
o 9 o 9
4 O RX- 4 O
o 8 CTs o 8
D 3 O RX+ 3 o
o 7 RTS o 7
RxD 2 o 4 . TX+ 2 O .
O @ O
1 — 1 —
RS-485 Pin Assignment
©)
IS
4 o © ?
3 o ¢ :
D+ (Data+) 2 O o 6
D- (Data-) 1 Q
©)
| NEX
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Chapter 2: System Configuration
[ [ [

CHAPTER 2: SYSTEM CONFIGURATION

2.1 Quickly Access NIO 51 with Web Browser

Login
To access the NIO 51 device, you can open a web browser to access
the Web GUI via the default IP address 192.168.1.1

The default administrator login settings are:
Login: root
Password: admin

The first page you would is see the login page like the below screenshot:

Authorization Required

Please enter your usemame and password

Usemame  root

@ Login | @ Reset

Powered by LuCl (git-15.319.74171-1106b93) / IWF 300 (US) v0.1.1

[ |
necom . [M
NIO 51 User Manual
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After successful login you will see the “Status” page of the web
management interface with current information of System, Memory,
Network, DHCP, Wireless, and Associated Stations. The device now is
ready for configuration.

NEXCOM NIO51

Status
System
Hostname NIO51
Model NIOE1
Firmware Version NIO51-v1.0.94 / LuCl (git-15.216.69575-bb7eale)
Kernel Version 31427
Local Time Thu Jan 11 06:22:23 2018
Uptime Oh 39m 17s
Load Average 0.01, 0.05, 0.05
Memory
Total Available | 98652 kB /126204 kB (78%) |
Free | 94924 kB / 126204 kB (75%) J
Buffered | 3728 kB [ 126204 kB (2%) J

Saving Changes
“Save & Apply” the configuration at the bottom of the Web GUI after
you change the settings.

= L -
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Unsaved Changes

“UNSAVED CHANGES" provides the information to see the parameters
which were not saved and applied.

Click the “Save & Apply” button to save the parameters.

Auto Refresh

UNSAVEDCHANGESE# AUTO REFRESH ON

Click the “AUTO REFRESH" button to turn on/off the automatic Web
GUI refresh function.

= L -

Copyright © 2018 NEXCOM International Co., Ltd. All Rights Reserved. 18 NIO 51 User Manual



Chapter 2: System Configuration m

2.2 Status

2.2.1 Status

To display more detailed status, you can click the “Status”
menu under the menu bar, then select the item of Overview,
Firewall, Routes, System Log, Kernel Log, Process, and Real-
time Graphs from the pull-down list like the below screen:

NEXCOM NIO51

Overview

Status

System
Hostname
Model

Firmware \Version NI051-v1.0.94 / LuCl (git-15.216.69575-bb7eade)

Kernel Version 31427

Local Time Thu Jan 11 D6:31:02 2018
Uptime Oh 47m 56s

Load Average 050,021,011

= L -

Copyright © 2018 NEXCOM International Co., Ltd. All Rights Reserved. 19 NIO 51 User Manual



Chapter 2: System Configuration m

2.2.2 Overview

To see the overall status of NIO 51, click “Overview” to display
system information and the current settings of the NIO 51's
ports.

2.2.2.1 System

System
Hostname NIOS1
Model NIO51
Firmware Version NIO51-v1.0.94 / LuCl (git-15.216.69575-bb7ea3e)
Kernel Version 31427
Local Time Thu Jan 11 06:31:53 2018
Uptime Oh 48m 46s
Load Average 0.80,0.34,0.16
Hostname: Displays NIO 51 name.
Model: Displays NIO 51 HW basic information.
Firmware Version: Displays NIO 51 firmware version.
Kernel Version: Displays NIO 51 current kernel version.
Local Time: Displays NIO 51 current date and time.
Uptime: Displays how long NIO 51 has been
operating since last boot-up uptime.
Load Average: CPU average loading.
For example:
Load Average 0.94, 0.43, 0.24

CPU average loading: 94% in the past 1 minute.
43% in the past 5 minutes.
24% in the past 15 minutes.

= L -
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2.2.2.2 Memory

Memory

Total Available [TiniaTekE (126316 KE (B0%) |
Fres [oaisE kR 126318 KB (TE%) |
Buffered [ 2720kB 1128516 KB12%) |

Total Available: Displays NIO 51 current available

memory.
Free: Displays NIO 51 current free memory.
Buffered: Displays NIO 51 memory used for
buffering.
2.2.2.3 Network
Network
IPv4 WAN Status &% Type:dhep
ain0 2 Address: 10.15.1,138
Netmask: 255255 255.0
Gateway: 10.15.1.254
DNS51:10112
DNS2: 10118
DNS3:10.1.15
DNS54: 10111
DNS5:10.1.1.29
Connected: Th 31m 37s
IPvE WAN Status po
5 Not connected
Active Connections [ 35/ 16384 (0%) ]

IPv4 WAN Status:  Displays current IPv4 connection
information.

IPv6 WAN Status:  Displays current IPv6 connection
information.

Active Connections: Displays current active connections.

= L -
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2.2.2.4 DHCP Leases

DHCP Leases
Hostname IPv4-Address
IMO3-Andrew\Wang1 192.168.1.219
IM03-JonesChen 192 168.1.215
? 182 168.1.142
NEXCOM-S0A 192 168.1.105
River-Ubuntu 152 168.1.118

MAC-Address

08:3e:Be:67:64:03

9c:2a:70: 1b:de:9d

94:a1a2.87:6£08

00:0d:f0-ac:c8.63

80:19:34:c5:04:00

Leasetime remaining
10h 25m Os

6h 1m 34s

9h 22m 13s

10h 34m 24s

6h 51m 48s

This displays information about hosts (personal computers or electronic
devices) that are connected to NIO 51 including IPv4, MAC address and

leasing time

2.2.2.5 DHCPv6 Leases

DHCPV6 Leases
Hostname IPv6-Address.
River-Ubuntu fdfc:68c3:19%b::106/128
NEXCOM-SQA felfc 68c3:19eb:: 3601128
IM03-JonesChen faifc 68c3:19eb::d26/128
NIFE-3600-SQA fdfc-68c3: 19eb:ed2/128

DuiD

0004767fcd07324b68cbab02958029911645

00010001 1e1b93b70010f32db9b8

00010001 1b2c6¢b3206aBa%612c0

000100011e1c6e5e0010f32db3b8

Leasetime remaining
6h 51m 39s

10h 34m 17s

4h 14m 55

5h 13m 27s

This displays information about hosts (personal computers or electronic
devices) that are connected to NIO 51 including IPv6, DUID and leasing

time.
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2.2.2.6 Wireless

Wireless
Generic 802.11abgn Wireless Controller (radiol}) §SID: MIO51_11N_2G
Mode: Mesh
Channel: 11 (2.462 GHz)
Bitrate: 7 Mbit's

MAC: 00:10:F3.6E.EG-AA
Encryption: undefined

This displays wireless information about NIO 51.

SSID: Displays the name of the wireless network.
Mode: Displays the mode in this radio.

Channel: Displays current channel used.

Bitrate: Displays current wireless data rate.

MAC: Displays MAC address of this radio.
Encryption: Displays current encryption setting.

2.2.2.7 Associated Stations

Associated Stations
MAC-Address MNetwork Signal MNoise RX Rate TX Rate
al 94A1A2BT6F08 Master "IWF300_11N_2G_PM" S54dBm -95dBm  54.0 Mbit/s, MCS 0, 20MHz 54,0 Mbit/s, MCS 0, 20MHz
4 80:19:34:C9:04:00 Master "IWF300_11N_2G_PM™ 61 dBm -85 dBm 180.0 Mbat's, MCS 12, 40MHz 150.0 Miat's, MCS 7, 40MHz
4l 083E8E 676403 Master "IWF300_11N_2G_FPM™ -70dBm -95dBm  121.5 Mbit's, MCS 6, 40MHz 108.0 Mbitys, MCS 11, 40MHz
4 D0:0DFOACCBE3 Master "IWF300_11N_2G_PM™ -73 dBm -85 dBm 1.0 Mbit's, MCS 0, 20MHz 26.0 Mbit's, MCS 3, 20MHz

Displays current associated device information (personal computers or
electronic devices) with NIO 51, including device’s MAC address, signal level,
noise and connecting data rate.

= L -
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2.2.3 Firewall

Firewall setting is a particular function which allows user
to connect or block two or more interfaces in device with
sophisticated and specifically defined parameters in this Web

page.

The settings in Firewall are suggested to keep it as factory
default.

NECOM .

The inleligent Systems

Actions

affic: 242.00 B)
Rule  Phis Traéfic Target Prot Flags In Out Source Destination  Options.
1 112708 789 delegate_input all - - - 00000 00000
MB

Chaln FORWARD (Policy: DROP, Packets: 0, Traffic: 0.00 B}

Rule  Pkis Traéfic Target Prot. Flags In Out Source Destination  Oplions.
¥

1 0 0008 delegate_forward all - = A 00000 00000

Chain OUTPUT (Palicy: ACCEPT, Packets: 0, Traffiz: 0.00 B)

= L -
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2.2.4 Routes

This section displays information about routing list for current
connected device.

2.2.4.1 ARP

ARP
IPv4-Address MAC Address Interface
192.168.1.105 00-0d-f0:ac c8.63 brdan
192.168.1.118 B0:19:34:c9:04:.00 br-lan
10.15.1.142 00-10:F3:50:99.c0 ethll 2
10.15.1.254 7848 5964 5044 eth(.2
152.168.1. 142 94:a1:a2 876608 brdan
192.168.1.110 cd 5448 defead br-lan
192.168.1.206 Sd-al.a2 BT 6F48 brdan
192 168.1.219 08:3e:8e:6T 6403 brdan
10.15.1.201 00:26:73:29:15:Tc ethD 2

Displays ARP information in NIO 51 including IPv4 address, MAC
address and connecting interface.

2.2.4.2 Active IPv4-Routes

Active |Pv4-Routes

Network Target 1Pv4-Gateway Metric Table
wan 0.0.0.00 10.15.1.254 1] main
wan 10.15.1.0/24 0 main
fan 192.168.1.0/24 0 mair

Displays active WAN and LAN port’s IPv4 routing table.

= L -
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2.2.4.3 Active IPv6-Routes

Active |PvB-Routes

Network Target Source Metric Table
lan fidfc:68¢ 3. 19eb:(rebdf 2aba 191:5221 o main
lan fdfc 683 19eh: /64 1024 masn
wan fi02::1 o Tocal
wan fi02::2 o local
wan H02::c o focal
wan 02 1:2 o Jocal
wan 0213 o local
wan f02:: 1:f150: 9209 (] local
lan HOO:/8 256 local
(athi) O /8. 256 local
wan f00;./8 255 lecal
lan 00 /8 256 local
lan 0018 56 local

Displays active IPv6 routing table of WAN and LAN port.

2.2.4.4 IPv6 Neighbors

IPv6 Neighbours
IPvE-Address. MAC-Address Interface
fdfc 68c3: 19eb:0 11412438592 2881 80:1934:e9.04.00 lan
ffic 68c 3; 19eb: 0 e5df, 2aba: 915221 B0:19:34:¢9:04,00 lan
fdfc B8c3:19ab: 360 00.0d: f0-ac:c 863 lan
fdfc-68c 3 19eb:0:21cl: 7805 a2 S 0438 00:0d fkac:c8:63 lan
fudfc:68c3.19eb:0:b815:3506:06b7:diES 00 Ocl:f0zae 863 lan
fafc 68c3.19eb:0.691a 2a70-b879 924d 8019 34:¢9:04:00 lan
fdfc 8¢ 3:19eb:0:468: 107 défe:BeSa Sc:2a70: 1b:de 5d lan
ffc 68c 3 19eb:0:f118:d10c . abT1: 1676 80:19:34:c9.04:00 lan
fdfc 683 19eb:0: Te Ja-bede 5203 deta 0000 ae ¢ B:63 Tan
fdfc 683 19eb:0-6046:1236:06c 8.:82¢ 1 00:0d-flkac c8:63 lan
fdfc:68c 3 19eb; 0:c654. 44ff fede: feal o454 44 defeal lan
fdfc 68c3:19eb:0 e 151 501622 fcTc cd:54 4. defeas lan
fdfc 68c3:19eb:0:61ad 9246 502 bidh B0:1934:c5:04:00 lan

Displays connected device with IPv6 information.
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2.2.5 System Log

IWF300

System Log

Mon Jan 4 08:59:27 2016 daemon wam dnsmasql1252]: possible DNS-rebind attack detected: ex01.nexcom com.tw
Mon Jan 4 08:59:27 2016 daemon wam dnsmasq[ 1252} possible DNS-rebind attack detected: ex01 nexcom com tw
Mon Jan 4 09:00:12 2016 daemon wam dnsmasqg[1252]: possible DNS-rebind attack detected: ex01.nexcom.com. tw
Mon Jan 4 09:00:12 2016 daemon wam dnsmasqg[ 1252 possible DNS-rebind attack detected: ex01.nexcom com.tw
Mon Jan 4 09:00:37 2016 daemon. wam dnsmasq|1252]: possible DNS-rebind attack detected: ex(1.nexcom.com.tw
Mon Jan 4 09:00:37 2016 daemon wam dnsmasq 1252]: possible DNS-rebind attack detected: ex01 nexcom.com tw
Mon Jan 4 0901:03 2016 daemon wam dnsmasq1252]: possible DNS-rebind attack detected. ex01 nexcom.com.tw
Mon Jan 4 09:01:03 2016 daemon.wam dnsmasq[1252]: possible DNS-rebind attack detected: ex01 nexcom_com tw
Mon Jan 4 09:01:28 2016 daemon wam dnsmasq|1252] possible DNS-rebind attack detected: ex01.nexcom com.tw
Mon Jan 4 02:01:28 2016 daemon.wam dnsmasq[1252]: possible DNS-rebind attack detected: ex01.nexcom.com.tw
Mon Jan 4 09:02:13 2016 daemon wam dnsmasq[1252]: possible DNS-rebind attack detected: ex(1 nexcom com tw
Mon Jan 4 09:02:13 2016 daemon wam dnsmasqf1252]: possible DNS-rebind attack detected: ex01 nexcom.com tw
Mon Jan 4 09.02:38 2016 daemon wam dnsmasqg[1252] possible DNS-rebind attack detected: ex01.nexcom.com.tw
Mon Jan 4 09:02:38 2016 daemon. wam dnsmasq|1252] possible DNS-rebind attack detected: ex01 nexcom.com. tw
Mon Jan 4 09:03:04 2016 daemon wam dnsmasq[1252] possible DNS-ebind atiack delected: ex01 nexcom com_tw
Mon Jan 4 09:03:04 2016 daemon wam dnsmasq1252]: possible DNS-rebind attack detected: ex01 nexcom. com tw
Men Jan 4 02:03:29 2016 dsemon wam dnsmasq1252] possible DNS-ebind attack detected. ex01.nexcom. com.tw
Mon Jan 4 05:03:29 2016 daemon wam dnsmasqf 1257 possible DNS-rebind attack detected: ax01 nexcom. com. tw
Mon Jan 4 09:03:49 2016 dasmon wam dnsmasql1252]. possible DNS-rebind attack detected: ex(1.nexcom.com.tw
Mon Jan 4 09:03:49 2016 daemon wam dnsmasq[1252]: possible DNS-rebind aftack detected ex01.nexcom.com.iw
Mon Jan 4 019:04;14 2016 daemon wam dnsmasq1252]: possible DNS-rebind attack detected. ex01 nexcom com tw
Mon Jan 4 09:04:14 2016 daemon wam dnsmasq[1252]. possible DNS-rebind attack detected: ex01.nexcom com tw
Mon Jan 4 09:04:21 2016 daemon info hostapd: wianD: STA 00:0d f0-ac:c8 63 IEEE 802.11: disassociated

Mon Jan 4 09:04:39 2016 daemon wam dnsmasq[1252]: possible DNS-rebind attack detected: ex01 nexcom.com.tw
Mon Jan 4 09:04:39 2016 daemon wam dnsmasq[1252]: possible DNS-rebind attack detected: ex01 nexcom com tw
Mon Jan 4 09:05.04 2016 daemon wam dnsmasq[1252]: possible DNS-ebind attack detected: ex01 nexcom com. tw
Mon Jan 4 09:05:04 2016 daemaon wam dnsmasg[1252]: possible DNS-rebind attack detected. ex01 nexcom.com tw
Mon Jan 4 09:05:29 2016 daemon wam dnsmasqg[1252]. possible DNS-rebind attack detected: ex01.nexcom. com iw
Mon Jan 4 09:05:29 2016 dasmon. wam dnsmasqg[1252]; possible DNS-rebind attack detected: ex01 nexcom.com tw
Mon Jan 4 09:05:50 2016 daemon info dnsmasq-dhep{1252]: DHCPINFORM(br-an) 192.168.1.219 08:3e:8e:67-64.03
Mon Jan 4 09.05:50 2016 daemon info dnsmasq-dhcp(1252]: DHCPACK(br-lan) 192 168.1.219 08:3:8e:67:64:03 IMD3-AndrewWang1
Mon Jan 4 0905:55 2016 daemon wam dnsmasq|1252]: possible DNS-rebind attack detected: ex01 nexcom. com. tw
Mon Jan 4 09:05:55 2016 daemon.wam dnsmasq[1252]: possible DNS-rebind atfack detected: ex01 nexcom com tw
Mon Jan 4 09:06:15 2016 daemon wam dnsmasqg[1252]. possible DNS-rebind altack detected. ex01.nexcom.com tw
Mon Jan 4 09:06:15 2016 daemon. wam dnsmasq| 1252} possible DNS-rebind attack detected: ex01.nexcom com.tw
Meon Jan 4 09:06:25 2016 daeman_info hostapd: wian0; STA 00-0d f0cac:c8:63 IEEE 802 11 authenticated

Mon Jan 4 09:06:25 2016 daemon info hostapd: wlan0: STA 00:0d f0:ac.c8:63 IEEE 802 11 associated (ad 3)

Mon Jan 4 09.06:25 2016 daemon info hostapd: wian0. STA 00.0d fkacc8:63 WPA: | key ishake completed (WPA)

Mon Jan 4 09:06:25 2016 daemon.info hostapd: wian0- STA 00:0d-f0ac:c8.:63 WPA: group key handshake compleled (WPA)

Displays the record of system activities. The administrator can monitor the
system status by checking this log.
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2.2.6 Kernel Log

Kernel Log

0.000000] Linux version 3,14.27 (kevin@debianB03) (gcc version 4.8.3 (OpenWit/Linaro GCC 4.8-2014.04 (371) ) #1 Wed Aug § 12:20.03 CST 2015
0.000000] MyLoader sysp=ab6da565, boandp=ab65at6d, parts=b565a565

0.000000] bootconsole [earfy0] enabled

0.000000] CPUD revision is: D001974c (MIPS T4Kc)

0.000000] SoC: Atheros ARIMM ray 2

0.000000] Determined physical RAM map:

0.000000] memory: 08000000 @ 00000000 (usable)

0.000000] Initrd not found or empty - disabling initrd

0.000000] Zone ranges

0.000000] Nomal [mem DxD0000000-Ox07HH

0.000000] Movable zone start for each node

0.000000] Early memory node ranges

0.000000] node 0: [mem 0x00000000-Ox07FH]

0.000000] On node O totaipages: 32768

0.000000] free_area_init_node: node 0, pgdat 80336420, node_mem_map 81000000
0.000000] Nommal zone: 256 pages used for memmap

0.000000] Nomnal zone: 0 pages reserved

0.000000] Nommal zone: 32768 pages, LIFO batch:7

0.000000] Prmary mnstruction cache 64kB, VIPT, 4-way, linesize 32 bytes

0.000000] Primary data cache 32kB, 4-way, VIPT, cache aliases, linesize 32 bytes
0.000000] pepu-alioe: 0 10 432768 u32768 alloc=1"32768

0.000000] pcpu-alioc: [0] 0

0.000000] Built 1 zonefists in Zone order, mobdity grouping on. Total pages: 32512
0.000000] Kemel command line: board=DB120 fe=ttyS0,115200 spil).0: 256k (u-boat Jro, B4k {u-boot-env ro, 14528k (roatfs ), 1408k (kemel ) 64k (nve
0.000000] PID hash table entries: 512 (order -1, 2048 bytes)

0.000000] Dentry cache hash table entries: 16384 (order: 4, 65536 bytes)

0.000000] Inode-cache hash table entries: 8192 (order: 3, 32768 bytes)

0.000000] Writing EnCHl register=00000000

0.000000] Readback EmCHl register=00000000

0.000000] Memory: 126116K/131072K available (2370K kemel code; 122K rwdata, S00K rodata, 200K init, 187K bss, 4956K reserved)
0.000000] SLUB: HWalign=32, Order=0-3, MinObjects=0, CPUs=1, Nodes=1

0.000000] NR_IRQS:51

0.000000] Clocks: CPU:560.000MHz, DDR:450. 000MHz, AHB:226 000MHz, Ref:40.000MHz
0.000000] Calibrating delay loop. .. 278.93 BogoMIPS (Ipj=1394688)

0.070000] pid_max: defaull: 32768 minimum. 301

0.070000] Mount-cache hash table entries: 1024 (order: 0, 4096 bytes)

0.080000] Mountpoint-cache hash table entries: 1024 (order. 0, 4096 bytes)

0.080000] NET: Registered protocol family 16

0.090000] MIPS: machine is Atheros DB 120 reference board

0.100000] registenng PCI controller with io_map_base unsel

0.110000] ———(ath79_setup ar934x_eth_cfg) AR934X GMAC_REG_ETH CFG=0x28041
D0.550000] bio: create slab <bio-0> at 0

Displays the record of kernel activities. The administrator can monitor the
system status by checking this log.
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2.2.7 Processes

IWF300

62

65

67

101

This Webpage is designed for detailed troubleshooting/

status monitoring by professional personnel in the field. Any
improper termination or killing of individual process tasks may
cause device malfunction. It is suggested that the settings

are kept as factory default.

B{COM

The Inteligent Systems

oot

oot

root

(%) (%)
0% 1%
0% 0%
0% 0%
[Kworker/0:0] 0% 0%
[kworker/0:0H] 0% 0%
[Kworker/u2:0] 0% 0%
[khelper] 0% 0%
[writeback] 0% 0%
[bioset] 0% 0%
[kbiockd] 0% 0%
[kswapd0] 0% 0%

2.2.8 Real-time Graphic

This section provides utilities to monitor NIO 51 system
information including real-time load, real-time Ethernet traffic,
real-time wireless signal and real-time associated device traffic.

usage

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

& Hang Up

) Temninate

] Teminate

5t] Termninate

2] Terminate

€] Termninate

el Termninate

2] Terminate

] Temminate

5] Terminale

e} Terrminate

2] Terminate

2 K

@ Ki

9 Kil

2 K

9 Kul

@ Kl

@ Kl

@ Ku

@ Kl

@ K

O Kl

To monitor status in this section, please make sure the Web
GUI "auto refresh” function must be “turn on”.

AUTO REFRESH ON
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2.2.8.1 Load

IWF300 " [ONSAVEDCHANGESSN AUTOREFRESH ON

Load Tratfic Wireless Connections

Realtime Load

[3 minute window, 3 second interval)

1 Minute Load: 028 Average: 028 Peak: 041
5Minute Load: 0,29 Average: 029 Peak: 031
15 Minute Load:  0.26 Average: 0.26 Peak: 026

Displays real-time CPU average loading percentage.

For example:
1 Minute Load: 008 Average: 008 Peak: 033
5 Minute Load: 033 Average: 033 Peak: 033
15 Minute Load: 0,34 Average: 034 Peak: 036
1 minute 8% 8% 33%
5 minutes | Minimum | 33% | Average| 33% Peak 39%
15 minutes 34% 34% 36%
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2.2.8.2 Traffic

i AUTO REFRESH ON

Load Traffic Wireless Connections

Realtime Traffic

br-lan ath( ath(.1 athl.2 athl wian0 wiani
{3 ménute window, 3 second interval)
Inbound: 563 kbit/s Average: 47 kbit's Peak: 941 kbit's
{0.83 kBls) (0.59 kBls) (1,18 kBis)
Outbound: 142 kbit's Average: 283 kbit's Peak: 11544 kbit's
(0-18 kBis) (1.1 kBis) {14.43 kB/s)

Displays NIO 51 Ethernet real-time traffic loading.

Inbound: Incoming data packet size.
Outbound: Outgoing data packet size.
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2.2.8.3 Wireless

Realtime Wireless
wianl wian?
Im dm =
49 dBm
10 dfim
86 dBm
(3 minute window. 3 secand Interval)
Signal: 54 dBm (SNR 30 dBm) Average: 54 dBm (SNR 29 dBm) Peak: 63 dBrm (SNR 31 dBm)
Noise: -4 dBm Average: -84 dBm Poak: 94 dBm
im 2m Im
40 Mbit's
33 Mbts
16 Mbata
(3 minute window, 3 second interval)
Phy Rate: 24 Mbit/s Average: 23 Mbits Peak: 60 Mbit/s

Displays wireless real-time signal quality including signal level, noise
and data rate.
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2.2.8.4 Connections

Active Connections
Im m Im

4

»

14

{3 minute window, 3 second intenval)
upp: 42 4 Peak: 53
TcP: 6 Average: 5 6
Other: 2 Average: 2 Peak: 2

Network  Protocol Source Destination Transfer
1Pv4 ICMP IMO3-AndrewWang1 lan:0 IWF300.lan:0 602.29 KB (10272 Pkis.)
IPv4 UNKNOWN 00000 all-systems meast net:0 92.06 KB (2946 Pkis.)
1PV upe IMO3-Andrew\Wang 1 lan 17500 192.168.1.255: 17500 57.95 KB (345 Pkts )
1Pv4 TCP IMO3-AndrewWang 1 lan 57367 40.113.115.191:443 53.97 KB (573 Pkts.)
IPva TcP IMO3-AndrewWang1 lan 62255 IWF300.lan. 80 19.43 KB (217 Pkts.)
1PV4 uoP 10.15.1.254.67 2655 255,255 265:68 6.91 KB (21 Pkts.)
1Pv4 TCP IMO3-Andrew\Wang 1 lan 57369 14125 1e100.net: 5222 4,25 KB (55 Pkts )
IPV4 TCP IMO3-AndrewWang 1. lan:57 366 91.190.218.53: 12350 268 KB (48 Pkts )
1PV UpP IMO3-AndrewWang1 lan 68 255 25625526567 328.00 B (1 Pkis.)
1Pvd upP IWF 300 1an.67 IMO3-AndrewWWang1 lan 68 328.00B (1 Pkis )
1PV4 upP IMO3-AndrewWang1 lan: 137 192 168 1.255 137 23400 B (3 Pkis.)
IPv4 UppP 10.15.1.138:61033 10.1.1.2:583 118,00 B (1 Pkts.)
IPV4 upP 10.15.1.138:43389 10.1.1.2:53° 118.00 B (1 Pkis.)
1Pv4 UDP 10.15.1.138:52009 10.1.1.2:53 118.00 B (1 Pkis.)

Displays NIO 51 real-time active connection information, including

TCP and UDP connections.
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2.3 System

To set up detailed configuration about the NIO 51 system, click

the “System” under the menu bar, then select the items such as
System, Administration, Software, Start up, Scheduled Tasks, LED
configuration, Backup/Flash Firmware and Reboot from the pull-down
list like the below screen:

IWF300 s System = Network [UNSAVEDUHANGESS| AUTO REFRESH ON

System

Hara you can configue the p like its hostname of the timezone

System Properties

016! [ Sync with browser

Time Synchronization
Enable NTP cliemt W
Provide NTP server

NTP server candidates

I S

= L -
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[ [ [ |
2.3.1 System
2.3.1.1 General Settings
This section provides general settings of NIO 51 including
Time, Host name, Time zone and NTP.
System
Here you can configure the basic- aspects of your device like its hostname or the bmezone
System Properties
General Setfings Logging Language and Style
Local Time  Tue Jan 502:04:39 2016 | [@ Sync with browser
Hostname IWF300
Timezone | UTC v
Time Synchronization
Enable NTP chent
Provide NTP server [
NTP servercandidates 0 openwrt pool ntp.org =
1.opemwrt. pool nip.org #]
2 openwri. pool nip.org 3|
3 opermart. pool ntp.org |
necom
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[ [ [
Click “Sync with browser” and let NIO 51 sync time with your current
computer, then select your country from the Timezone pull-down list.
Local Time Tue Jan 5 02:07:29 2016 Sync with browser
Hostname | IWF300
Timezone  Asia/Taipei v
Enter the address of an SNTP server to receive time updates.
Time Synchronization
Enable NTP client  [#]
Provide NTP server [
MNTP server candidates 0.openwrt.pool.ntp.org 3|
1.openwrt_pool.ntp.org ]
2 openwrt.pool.ntp.org =l
3.openwrt.pool.ntp.org i
necom [N
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2.3.1.2 Logging
This section provides settings for log configuration.

System Properties

General Settings Logging Language and Style

System log buffer size

@ kiB
External system log server
External system log server
port
Log output level | Debug ¥
Cron Log Level Normal v

System log buffer size: The size of log information. Unit: Kbytes.
External system log server: The server address of external log
server.

External system log server port: The port number of external
log server.

Log output level: The output information of log, including
Debug, Info, Notice, Warring, Error, Critical, Alert, and Emergency.
Cron Log Level: The minimal level for cron messages to be logged
to syslog.

2.3.1.3 Language and Style

This section provides settings for language and Web GUI
style. NIO 51 only provides English as default and NEXCOM
style of Web GUI.

System Properties

General Settings Logging Language and Style

Language auto v

Design Bootstrap b

= L -
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2.3.2 Administration

2.3.2.1 Router Password
To change the default password, enter the new password
and confirm it.

Router Password
Changes the administrator password for accessing the device

]

Password ~ ssese

Confirmation  ====-

]

2.3.2.2 SSH Access

Secure Shell (SSH). Enable your NIO 51 to be accessed via
SSH-based application.

SSH Access
Dropbear offers SSH network shell access and an integrated SCP server
Dropbear Instance

Delete

Interfface ()
lan: = 7 & &
wan: §#
®  unspecified

i@ Listen only on the given interface or, if unspecified, on all

Port 22
@ Specifies the listening port of this Dropbear instance

Password authentication ¥ & Allow SSH password authentication

Allow root logins with  [# @ Allow the roof user to login with password
password

Gateway ports  [] (@ Allow remote hosts to connect to local S5H forwarded ports

Interface: Select the interface.

Port: Enter the port number.

Password authentication: Enable/Disable SSH password
authentication.

Allow root logins with password: Enable/Disable the root
user to login with password.

Gateway ports: Enable/Disable remote hosts to connect to
local SSH forwarded ports.

= L -
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Paste public SSH-Keys (one per line) for SSH public-key
authentication.

2.3.3 SNMP

SNMP

Here you can configure SNMP server.

SNMP service

V2 Community

RW Community  private

R/O Community | public

R/W Community: SNMP Read-Write Community String -
Used in requests for information from a device and to modify
settings on that device.

R/0O Community: SNMP Read-Only Community String -
Enables a remote device to retrieve “read-only” information
from a device.

= L -
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2.3.4 Backup/Flash Firmware
2.3.4.1 Upgrade Firmware

To upgrade a new firmware onto the device, please select
“System” from the menu bar, and then select “Backup/Flash
Firmware”.

NEXCOM NIO51

Flash operations

Actions Configuration

Backup / Flash

Firmware

Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware t
squashfs images).

Download backup: Generate archive

Reset to defaults: @ Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: | SEERE | #iBF s Upload archive...

Please click “Browse"” to select the new firmware.

Flash new firmware image
Upload a sysupgrade-compatibbo image hore to replaca the running fimwware. Check "Koop sefiings™ to retain the current confiquration (requires an OpeniWit
compatible firmwara image)

Keep satings: =

Image. b-mnh!e-nwlde b-ni Bl Il I Flash image I

Powerad by LuCl (git-15.069 64601 -4abbdca) / Opaniirt IWF300 v0 0. 1NA

2E EuHH =it

MNIOS51 v1.0.95 US.bin 2018/1/29 T 0.. BIN8F

| )
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Then the GUI will display the file checksum.

Flash Firmware - Verify
The flash image was upl Below is the ot and file size listed, compare them with the original file to ensure data integrity
Click “Proceed” below to start the flash procedure

+ Checksum: Ja=431d3360553c7d41179702038bo83
+ Size: 1524 MB (1556 MB available)
= Configuration files will be kept

Cancel Proceed I

Powered by LuCl (git-15.069 64601-4abbdce) / OpenWrt IWF300 v0.0.1NA

Click “Proceed” to start the upgrade process.

Note: After you click “Proceed”, the DUT firmware will be upgraded
with the file you selected, and the upgrade progress will be displayed
like below:

System - Flashing...

The system is fashing now
DO NOT POWER OFF THE DEVICE!
'Wait a few minutes before you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on your seftings

1
-‘; {5 Waiting for changes 1o be applied..
i

Note: The whole programming might take several minutes to
complete the flash writing. PLEASE DO NOT REBOOT OR POWER OFF

THE DEVICE before the whole progress completes.

If the firmware upgrade is successful, the GUI should switch to the
Login page.

You can also check the version via the “Firmware Version” field under
the Status page.

NEXCOM NIO51

Status
System
Hostname NIO51
Model NIO51
Firmware Version NIO51-w1.0.94 / LuCl (git-15.216.69575-bb7ea3e)
Kernel Version 3.14.27
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Copyright © 2018 NEXCOM International Co., Ltd. All Rights Reserved. 41 NIO 51 User Manual



Chapter 2: System Configuration

NEXCOM

2.3.4.2 Backup Configuration

To backup your current configuration, please choose “System”
from the menu bar, then select “Backup/Flash Firmware” and click
the “Generate archive” button under the Backup / Restore section,
like:

Flash operations

Actions Configuration

Backup / Restore

Click “Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click “Perform reset”
squashfs images).

Resetto defaults: | @ Perform reset

To restore configuration files. you can upload a previously generated backup archive here

Restore backup | #¥..  [@ Upload archive...

Then save it as a file in your PC.

To restore the device to your previous configuration, please choose
“System” from the menu bar, then select “Backup/Flash Firmware”
and click “Browse"” under the section to select your previous
configuration file, then click the button “Upload archive...”, like:

Flash operations
Actions Caonfiguration

Backup / Restore
Click "Generate archive™ to download a tar archive of the cumrent configuration files. To reset the firmware to its initial state, click "Perform reset”
squashfs images)

Download backup: [@ Generate archive

Reset to defavits: @ Perform reset

To restora configuration files, you can upload a praviously generated backup archive here.

Restore backup ha(lmp-mam-zms-os-ll Browse " @ Upload archive... l

Note: After restoring the file, the system will apply the changes
and reboot automatically. Due to the settings from configuration
backup, the IP address may change and you have to enter the new
IP address accordingly. Otherwise, the new web page may not be
accessible.
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2.3.4.3 Reset to default

To reset NIO 51 to default settings, please click “Perform
reset”.

Reset to defaults: B Perform reset

Note: The whole programming might take several minutes to
complete the process. PLEASE DO NOT REBOOT OR POWER
OFF THE DEVICE before the whole progress completes.

2.3.7 Reboot

Click the “Perform Reboot” button to warm start the system.
After the system finishes the reboot process, it will direct back
to the Login page.

System
Reboot

Reboots the operating system of your device
Warning: There are unsaved changes that will be lost while rebocting!

Perform reboot
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2.4 Network
2.4.1 Interfaces
2.4.1.1 Change Default IP Address

To set up a new IP address, please click “Network” from the
menu bar, then select “Interfaces” and click “Edit”.

Interfaces

Status Actions

Uptime: Dh 44m 22s =
MAC-Address: 00-10.F3.6E.E6-AB .2
RX: 62 38 KB (664 Pkts.)

TX: 112.03 KB (546 Pkts.)

IPw4: 192 168.1.1/24

IPv6: FDC1:502B:D1FB::1/60

Connect Stop & Edit x| Delete

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status &8 Uptime: Oh 46m 11s
br-lan MAC-Address: 00:10:F3:6E:E6:AB
RX:99.19 KB (1021 Pkis.)
TX: 210.46 KB (1033 Pkts.)
IPv4: 192.168.1.1/24
IPv6: FDC1:5D2B:D1FB::1/60

Protocol Static address r

IPv4 address 192.168.1.1

IPv4 netmask 255 255 255.0 v

Under the “IPv4 address” field, you can input the new IP
address of this device, and then pull down the scroll bar to the
bottom of the Web GUI page and click “Save & Apply” to save
this new IP address into flash and apply it immediately.

Note: After applying new IP, it would take several minutes to
switch to the Status page via the new IP address. Please enter
the new IP address on the browser again if the GUI does not

switch to new GUI page after 5 minutes.
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DHCP Server

General Setup Advanced Settings 1Pv6 Sattings

Ignore interface ] ) Disable DHCP for this nterface.

Start 100
B Lowest leased address as offset from the network address.

Limit | 150
7] i number of leased
Leasstme  12h

1@ Expiry tme of leased addresses, minimum is 2 minutes ( 2= )

(#] Back to Overview

2.4.1.2 Interfaces Overview

Interfaces
Interface Overview

Status Actions

3 4
WMTW?H:HE:EG'AB & Connecl | . . Slop & Edx & Deels
RX: 144.29 KB (1441 Pkis )
TX: 261,02 KB (1470 Phis )
IPv4: 192.168.1 1724
IPve: FDC1:5028 D1FB.1/60

Connect: Link this interface to the network, functions like “Save &
Apply”.

Stop: Disable the interface to link to the network.

Edit: Modify LAN port group settings.

Delete: Delete this interface group.

[ |
necom . [M
NIO 51 User Manual
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2.4.1.3 LAN Interface Overview

On this page you can configure the network interfaces. You can
bridge several interfaces by ticking the “bridge interfaces” field and
enter the names of several network interfaces separated by spaces.

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status ge Uptime: Oh 52m Ds
br-lan MAC-Address: 00:10:F3.6E:E6:AB
RX: 196.97 KB (1962 Pkts_)
TX: 402.21 KB (2019 Pkts.)
IPv4: 192 168.1.1/24
IPv6: FDC1:5D2B:D1FB::1/60

Protocol Static address v

<General Setup>
The default protocol is static address setting. It is suggested that a
static IP is used for the LAN port.

Static address

Static IP (Manual): Choose this option if you do not have a DHCP
server in your network, or if you wish to assign a static IP address to
NIO 51.

DHCP client
When Dynamic IP (DHCP) is selected, the DHCP client will be
functional once this selection is made.

Unmanaged
This interface has no configuration interface or options.

PPP
Used to provide point to point link for connecting NIO 51 to old
serial modem.

PPPOE
Used for cable modem or ADSL users to link NIO 51 to your
internet provider.
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<Advanced Settings>
Advanced settings and configuration, it is advised that generic
users leave the settings unchanged.

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bring up on boot (¥
Use builtin IPv6-management ¥

Overmride MAC address
Owverride MTU

Use gateway metric

<Physical Settings>

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces [

(@ creates a bridge over specified interface(s)

Enable 3TP

]

@ Enables the Spanning Tree Protoceol on this bridge

Interface

]

22l Ethemet Adapter: "WTPWLan00"
Lzl Ethernet Adapter- "eth0” (lan)
% Wireless Network: Mesh "NIO51_11N_2G" (lan)

LYY

]

42l Custom Interface:

Bridge interfaces
You can bridge an interface group for your LAN interface. After
enabling bridge interfaces, select the interfaces to bridge.

Interface

Select the interfaces for your bridge group. Select both the
Ethernet adapter (most likely eth0.1 or eth1) and the wireless
network.
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2.4.1.4 DHCP Server
<General Setup>

DHCP Server

General Setup Advanced Settings IPvE Settings

Ignore interface (| (@ Disable DHCEP for this interface.

Start 100
@ Lowest leased address as offset from the network address.

Lirnit 150

@ Maximum number of leased addresses.

Leasetime 12h

@ Expiry time of leased addresses, minimum is 2 minutes { 2m).

Ignore Interface: Select this option to disable your DHCP server,
you will need a static IP or another DHCP server for your network
interfaces. Default is “enable DHCP”.

<Advanced Settings>
DHCP Server
Goneral Setup Advanced Seltings IPvE Saliings

Dynamic DHCP & @ Dynamically allocale DHCP addresses for clients. |1 disablied, only clients having siatic leases will be served.

Force | @ Force DHCP on this network even If anolhar servar is detected.

vd-Netmask

2 Override the netmask sent to clients. Normally It Is calculated from the subnet that Is served.

DHCP-Optlons |
@ Define additional DHCP options, for example " 6,192.168.2.1,192,168.2.2 " which different DNS servers lo
chants.

Dynamic DHCP: Dynamically allocate DHCP addresses for clients. If
disabled, only clients with static leases will be served.

Force: Force DHCP on this network even if another server is
detected.
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2.4.2 WiFi
2.4.2.1 Wireless Overview

radiol: Mesh "NIOS1_11N_2G"

Wireless Overview

& Generic MACB0211 802.11abgn (radio0) @ Stan e

Add

SSID: NIOS1_11N_2G | Mode: Mesh
MAC: 00-10-F36E E6 AA @ Disabtle | @ Edit %) Remove
Encryption: undefined

To set up the Wireless configuration, please select “Network” in
the tab, then select “WiFi”, which would show you the current
status of radio interfaces.

Wireless Overview includes channel, SSID, MAC address and
security setting information.

Scan: Scan any AP nearby the Radio, we can check how many APs
are nearby this AP and avoid using the same channel.

Join Network: Wireless Scan
ol

NEXCOM_2.4G
2%

Channel: 1 | Mode: Master | BSSID: 00:10:F3:32:7C.6F | Encryption: WPAZ - 802 1X

0204

d
2% Channel: 1 | Mode: Master | BSSID: 84:C9:5268:4D B2 | Encryption: WPA2 - PSK

ab
= 168
Channel: 1 | Mode: Master | BSSID: B4:B3:62:C2 AD:7D | Encryption: WPA2 - PSK

NEXCOM_2.4G
~—— Channel: 1 | Mode: Master | BSSID: 00:10.F3:32.7TB.7F | Encryption: WPA2 - 802 1X

B
@
#

Add: Add a new virtual AP in the same radio interface. You will see
the new interface after clicking “Add”.

Q Generic MACB0211 802.11abgn (radio0) S Add
Channel: 7 (2 442 GHz) | Bitrate: 7 Mbits
ol SSID: WF300_11N_2G_PM | Mode: Master v
76% BSSID: 00-10:F3 30 8422 | Encryption: WPA PSK (TKIP, CCMP) Dotk ot Hillias)
$SID: OpenWri | Moda: Master .
o% BSSID: 02 10F3:30:8A:22 | Encryption: None o 2 ]

Disable: Disable the radio interface.

Edit: Configure the radio interface.

Remove: Remove radio interface. Please note that the radio must
be disabled first when you don’t want to use the radio interface.
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2.4.2.2 Associated Stations
Associated stations show wireless client connection information. It
includes the SSID, MAC/IP address, RSSI signal strength and Tx/Rx
rate of the wireless client connected.
Associated Stations
881D MAC-Address IPv4-Address Signal Noise RX Rate TX Rate
4 WF300_1IN_2G_PM 9C2AT01B4C9D 192 1681218 -S3¢Bm -S3¢Bm 1620 Mbitss, MCS 12, 40MH2 104.0 Mbits, MCS 13, 20MH2z
2.4.2.3 Wireless Configuration

Please select “Network” -> “Wifi” and click Edit to configure
wireless settings.
riew
C80211 802.11abgn @ Scan M Add
undefined
The Device Configuration section covers physical settings of the
radio hardware such as channel, transmit power and so forth.

Device Configuration

General Setup Advanced Seftings

Status SSID: NIOS51_11N_2G | Mode: Mesh
MAC: 00:10:F36E-E6-AA
Encryption; undefined
Wireless network is enabled & Disable
Mode Band Channel Width
Operating frequency | N v |24 GHz v | 11 (2462 MHz) v || 40 -MHz(Mesh mode 2 4G(ch >= 7) 5G(ch=48,153,157,161,165) +
Transmit Power 10 dBm (10 mW)
1 dBm
<General Setup>
Wireless network is enabled: Enable or disable the radio
interface.
Operating frequency: Select radio frequency and channel
bandwidth for signal transmission.
ncom ™
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For channel bandwidth, please note you need to confirm AP/client
mode or mesh mode and the channel you will use.

Width

i 40 MHz(AP or Client mode) n
i 20 MHz(AP or Client mode) :
40 MHz(AP or Client mode)
40 plus MHz{Mesh mode,2 4G(ch <= 6),5G(ch=36,40 44 149)
40 minus MHz{Mesh mode, 2 AG(ch == 7),5G(ch=48,153,157,161,165)

Transmit Power: Select the transmit power of a radio.

<Advanced Settings>

Device Configuration

General Setup Advanced Settings

Distance Optimization
@ Distance to farthest network member in meters.

Fragmentation Threshold

RTSICTS Threshold

Distance Optimization: Specify the ACK timeout by entering
the value manually. ACK timeout can be entered by defining the
link distance. A value too short for the ACK timeout may cause
transmission time out and no packets can be received. A value too
long may cause low throughput rate.

Fragmentation Threshold: Default=0ff. Specify the
Fragmentation threshold by entering the value manually [300-
2346 bytes]. This is the maximum size for a packet before data

is fragmented into multiple packets. Setting the Fragmentation
threshold too low may result in poor network performance. Only
minor modifications of this value are recommended.
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RTS/CTS Threshold: Default=off. RTS/CTS (Request to Send /
Clear to Send) is the optional mechanism used by the 802.11
wireless networking protocol to reduce frame collisions introduced
by the hidden node problem. RTS/CTS is an additional method to
implement virtual carrier sensing in Carrier sense multiple access
with collision avoidance (CSMA/CA). Specify the RTS threshold by
entering the value manually [0-2346 bytes]. Typically, sending RTS/
CTS frames does not occur unless the packet size exceeds this
threshold.

The Interface Configuration section covers SSID operation mode
and encryption.

Interface Configuration

General Setup Mesh Security

ES2IDMesh 1D | NIOS1_11N_2G
Mode Mesh,B802.11s v
Network [ lan: Gl
[ greate:

<General Setup>
ESSID: Edit the SSID. The default SSID for radio0 is NIO51_11N and
default SSID for radio1 is NIO51_11N_2G.
Mode: Select the operation mode:
e (Client Router
e 802.11s (Mesh mode)
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<Wireless Security>

IWF300

Wireless network is enabled @ Disable

Mode Channel Width
Operating frequency | AC (V] [v]| 80 mHz

[x]

Transmit Power 20 dBm (100 mW) v

@ dBm

Interface Configuration

General Setup Wireless Security

Encryption

WPA2-PSK
WPA-PSK/WPA2-PSK Mixed Mode

Encryption: To setup the Security on Radio, please select one of the
Encryption method:

e No Encryption

e WEP Open System: WEP provides a basic level of security, preventing
unauthorized access to the network. WEP uses static shared keys that
are manually distributed to all clients that want to use the network.

e \WEP Shared Key: WEP provides a basic level of security, preventing
unauthorized access to the network, and encrypting data transmitted
between wireless clients and an access point. WEP uses static shared
keys that are manually distributed to all clients that want to use the
network.

e \WPA-PSK: Clients using WPA for authentication.

e \WPA2-PSK: Clients using WPA2 for authentication.

e WPA-PSK/WPA2-PSK Mixed Mode: Clients using WPA or WPA2 for
authentication.
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Interface Configuration

General Setup Wireless Security

WPA-PSKIWPA2-PSK Mixed N[/]
12345678

]

Cipher: It is recommended to select TKIP and CCMP (AES).
e Force CCMP (AES)
e Force TKIP
e Force TKIP and CCMP (AES)

Encryption WPA-PSKWPA2-PSK Mixed FI.IZI

Cipher Force TKIP and CCMP (AES) |Z|

Key 12345678 =

The cycle icon will display the characters you just input.

For mesh security, please input the same shared key for each mesh
device.

Interface Configuration

General Setup Mesh Security

Encryption Enable Encryption v

Key

Eh]
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2.4.3 DHCP and DNS

A combined DHCP-Server and DNS-Forwarder for NAT firewall is
provided in NIO 51.

Click “Network” -> “DHCP and DNS” in the GUI menu. The “DHCP
and DNS” page will appear. There are four categories of settings or
lease status: “Active DHCP Leases”, “Active DHCPv6 Leases”, “Static
Leases”, and “Server Settings”.

MWetwork Modbus Logout

zsolv and Hosts Files

ired @ Don't forwardi

tive ¥ (@ This is the only DHCP in the local network

rver flan/

Scroll to the following screen in the “DHCP and DNS” window.

Active DHCP Leases

Hostnama IPvd-Address MAC-Address Leasetime remaining

I IWR1-Austin 1821681183 alalcd 561015 11h 28m d7s I

Active DHCPvE Leases

Hostname IPvE-Address (all][s] Leasstime remalning

There are no aclive leases

This screen displays the lease information to which DHCP server
assigns automatically, including Hostname, IP address, MAC
address (or DUID), and Remaining Lease-time (DUID stands for the
DHCP Unigue Identifier). Please look at the frame in red above.
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The next category that users can scroll to is “Static Leases” as
follows.

Static leases are used to assign fixed IP addresses and symbolic
hostnames to DHCP clients by calculating MAC-Address. They are
also required for non-dynamic interface configurations where only
hosts with a corresponding lease are served.

Static Leases

Static leases are used lo assign fixed IP add) and symbolic h o DHCP chents. They are also required for dy ic interface
where only hosts with a comesponding lease are served

Usa the Add Bution to add a new lease entry. The MAC-Address indentifies the host, the [Pvd-Address specifies to the foed address o use and the Hostname s
assigned as symbaolc name to the requesting host

Hostname MAC-Address |Pyv4-Address 1PvE-Suffix [hex)

This section contains no values yet

Add: Add a new lease entry.

After clicking the “Add” button, a new entry with 4 blank input
boxes will appear. Allow users to fill in the information such as the
MAC-Address (identifies the host), the IPv4-Address (specifies the
fixed address to use) and the Hostname (is assigned as symbolic
name to the requesting host).

Static Leases

Stalic ases are used 1o assign fired IP and symbokc 10 DHCP chents. Thay are also requined for non-dynamic interface configurabons
whera only hosts with a cormesponding lease are served

Usa the Add Bution 1o add o new lease entry. The MAC-Address indentifias the host, the [Pv4-Address specifies 1o the fixed address to use and the Hostname is
as5igned as symbolic name 10 the requesting host.

Hostname MAC-Address IPvd-Address Pti-Suffix (hex)

) Dateta
£l Ada

Delete: Delete the followed entry.

Scroll to the screen identified as “Server Settings” category.
There are 4 tabs to select more options for DHCP and DNS services in
NIO 51.
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<General Settings>

Server Settings

Genaral Setings Resolv and Hosts Files TFTP Settings Advancad Satings

Domain required  # g Don't forward DNS-Requests without DNS-Name
Authoritetive  # g This is the only DHCP in the local network
Local server
@ Locel domain specification. Names matching this domain are never forwarded and are resolved from DHCP or hosts files

only

Local domain lan

@ Local domain suffix appended 1o DHCP names and hosts file entries

Log quenes @ Wnte receved DNS requests to syslog

DNS forwardings e
i@ List of DNS servers to forward requests o

Rebind protection ¥ (@ Discard upstream RFC1918 responses.
Allow localhost & @ Allow upstream responses in the 127 0.0.0/8 range, 8.9, for RBL seivices

Domain whitelst ]
@ List of domains 1o allow REC1918 responses for

Domain required: Default value is checked.
Authoritative: Default value is checked.

<Resolve and Hosts Files>

Server Settings

Ganeral Satimgs Resoly and Hosis Fres TFTP Seitings Advanced Seltings

Ust /esciesters ® () Reod /ezc/etheza 10 configure the DHCP-Server

Laasalia tmg/ancn inasas

Ignome resoive lile

Resolve fie

<TFTP Settings>

IWF AUTO REFRE S 0N

Server Settings

Gannral Sattings Resoly and Hosts Files TFTP Seltings Advanced Sallings

Enabie TFTP sarvar

By default, TFTP server is not enabled.
necom [N
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<Advanced Settings>

AUTO REFRESH ON

Server Settings

General Settings Resolv and Hosts Files TFTP Seftings Advanced Setings

Filter private  # @ Do not forward reverse lookups for local networks
Filter useless @ Do not forward requests that cannot be answered by public name servers

Localise quenes ¥ @ Localise

P g on the reg g subnet il mulliple IPs are available

Expand hosts  # @ Add local domain suffix to names served from hosts fles

No negative cache @ Do not cache nagative rephes, 8.9, for not axisting domains

Additional servers file

& This file may contain lines like "server=/domain/1 2.3 4’ or 'server=1.2 3.4’ specific or full DNS sarvers.
Sinict order 1@ DNS servers will be quensed in the order of the rasolvfile
Bogus NX Domain Override =

I Lst of hosts thal supply bogus NX domain results

DINS sarver porl
@ Listaning port for inbound DNS quenas

DNS query por
@ Fixed source port for outbound DNS queries

Max. DHCF leases
i@ Maximum allowad number of active DHCP leases

Max EDNSO packet size
@ Maximum allowed size of EDNS 0 UDP packets

Max concurrant quanas

i@ Maximum allowed number of concurrent DNS queries

Max. DHCP Leases: Default value is unlimited.
Max. concurrent queries: Default value is 150.
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2.4.4 Hostnames
Clicking the “Network” -> “Hostnames” in the GUI menu will
bring up the “Hostnames” page.
Modbus

slues yet
For devices that do not have hostname or do not resolve
automatically, a hostname-IP paired to a specific device must
be assigned.

Host entries

Hostname IP address

This section contains no values yet

{h Add
Add: Create a host entry (hostname-IP pair) for a specific device.
(For example, Hostname => “Test-Device”; IP address
=>"192.168.1.251")
Host entries

Hostname IP address
Test-Device 192.168.1.251 v %] Delete
4 Add
Delete: Delete the followed host entry.
ncom ™
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2.4.5 Static Routes

Clicking “Network” -> “Static Routes” in the GUI menu will

bring up the “Routes” page for two categories: “Static IPv4

Routes” and “Static IPv6 Routes”.

Static routes specify the interface and gateway which certain

host or network can be reached over. Such pair (interface and

gateway) is called a route.

nterface and gateway a ce

i Static Routes

et IPy4-Gateway

-IP ar Network

For IPv4 network, scroll down to the “Static IPv4 Routes”

screen as follows.

Static IPv4 Routes
Interface Target IPy4-Netmask
Host-]P or Network if target is a network
This section contains no values yet
5 Add
Add: Add an entry for a route to an IPv4 network or host.
necom
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For example: Target network = 192.168.10.0;

Netmask = 255.255.255.0; NIO 51 WAN IP = 192.168.0.1;

The route to be assigned will be “wan” for interface and
“192.168.0.253" for gateway.

Leave “Metric” and “MTU"” field to default values as 0 and 1500

respectively.

Routes

ROUeS SPECEY Over Which NICTace and gatwdy 8 CEnain host of netwoik Can De readhed

Static IPv4 Routes
Interface  Target 1Pvd-Netmazk |Pvd-Gateway Matric MTU

HOLLIP OF Netiork 1 1arget 15 3 network

K] Delele

%3 Aoq

Delete: Delete a followed route entry.

For IPv6 network, scroll down to the “Static IPv6 Routes” screen as
follows.

IWF300 .

Static IPv6 Routes
Interface Target IPvi-Gateway Metric MTU

IPvi-Address of Notwork (CIDR)

This seclion contiirs po valoes yet

£ Add

Add: Add an entry for a route to an IPv6 network or host.

Clicking the “Add” button will show the following entry.

Static IPv6 Routes

Interface  Target IPvi-Gateway Matric MTU

IPvii-Address or Network
(CIDR)

] Dedete

1 Add

Clicking the “Save & Apply” button will activate the entries.
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2.4.6 RSTP

Normally, when an AP LAN port connects to a LAN switch,
enabling RSTP is required. For NIO 51, RSTP is not required.

Click “Network” -> “RSTP” in the GUI menu, and navigate to
the RSTP page for configuring RSTP attributes in NIO 51.

Rapid STP

RSTP is Rapid Spanning Tree Protocol
RSTP Settings

Enable RSTP | OFF v

RSTP bridge Settings

RSTP bridge name ~ 2r-1an

Priority (0~15) | &
@ A multiple of 4096 and ranges from 0 to 15*4096 = 61440

Hello Time () | 1
Max Age Time (s) 6

Forward Delay Time (s) 4

Priority: Used to decide which switch is the root bridge. The
smaller the value; the higher the Priority. If switch has same
Priority, compare MAC address. Root bridge can decide Hello
Time, Max Age, Forwarding Delay of the entire network.

Hello Time: The hello time is the time between each bridge
protocol data unit (BPDU) that is sent on a port. This time is
equal to 1 second by default.

Max Age Time: Cannot receive BPDU in specified max age
time, system will re-establish RSTP topology. This time is 6
seconds by default.

Forward Delay Time: The forward delay is the time that is
spent in the listening and learning state. This time is equal to 4
seconds by default.
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EEm
2.4.7 Firewall
Click “Network” -> “Firewall” in the GUI menu, and navigate
to the firewall attributes configuration page.
MNetwork Modbus Logout
Firewall
b.216.69575-bbTeale)
<General Settings>
Clicking the “General Settings” tab on the top of the screen
will show the “Zone Settings” configuration including
“General Settings” and “Zones"” categories.
In the “General Settings” category, there are 5 basic options
for traffic control over interfaces:
"Enable SYN-flood protection” (default: enabled), “Drop
invalid packets” (default: disabled), “Input” (default: accept),
“Output” (default: accept), and “Forward” (default: reject).
General Settings Port Forwards Traffic Rules Custom Rules
Firewall - Zone Settings
The firewall creates zones over your network interfaces to control network traffic flow:
General Settings
Enable SYM-flood protection [+
Drop invalid packets
Input  accept Y
Output | accept '
Forward | reject v
necom . [M
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In the “Zones" category, create or edit zones over your network
interfaces to control network traffic flow.

Forward roject
Zones
Zone = Forwardings Input Output Forward M358 cli
;‘,_f:‘;?—lan FLree - E accepl v Becept * accopt * 4] Edit x| Delete

rapct v accapt v rmec] ¢ L4 o A Edit 2] Delete

&) Add

There are 3 control buttons for “Zones” settings:

Edit: Edit the followed flow entry.

Delete: Delete the followed flow entry.

Add: Create a new entry for traffic flow among zones over interfaces.

<Port Forwards>

Clicking the “Port Forwards” tab on the top of the screen will show
the tables for port forwarding. Adding or editing a specific forwarding
table allows remote computers on the internet to connect to a
specific computer or service within the private LAN.

Ganeral Satfings Port Forwards Traffic Rules Custom Rules

Firewall - Port Forwards
Part forwarding allows remate computers on the Internet 1o connect 1o a specific computer or service within the private LAN,

Port Forwards

Name Match Forward to Enable Sort

Tins section contans o valies yel

New port forward:
Name Protocol External  Extemal port Inteenal Internal IP address  Intemal port
zone Z0nR
TCReUDP v wan v an v . @ Add

In the “New port forward” category, there is only one button for flow
editing:
Add: Create a new flow entry for port forwarding among zones.
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<Traffic Rules>
Clicking the “Traffic Rules” tab on the top of the screen will bring up
the policy tables of 2 categories: “Traffic Rules” and “Source NAT”.

IWF300

General Sofungs Port Forwnrs Trafic Rulps Custom Rutes

Firewall - Traffic Rules

Trafhc rubes define policies for packats traveling batwean diferent zones, for sxampla 1o raject traflic batwesan cartain hosts or 10 open WAN ports on tha router

Name Match Action Enable  Sort

Aliow- IPei-LDP Accept input = ol » & Edt | %) Dowle
DHCP. From any host in wan

Ranaw To arry routier 57 ot port 68 on s divioe

Aow. TPWA-ICIP with type scho. requesd Accupt input 7 sl & @ Edt | ¥ Detets
Ping From any host in wan

To sy router P on Iha device

In the “Traffic Rules” category, the flow entries of traffic rule define
policies for packets traveling between different zones (for example,
to reject traffic between certain hosts or to open WAN ports on the

Aliorw- IPvE-LIDP Accepl input & * ' & Edit ¥ Deiste
DHCPvE  From IP range #0110 in wan with source port 347
To IP range feB /10 at port 546 on this dewice:
Allow- IPVE-ICMP with typas scho reguest, echo reply. destinabon. Levenchishie Accepl inpid and ) . » £ Edt | ] Delete
ICMPYS:  pockelioo.deg, Ime-cntodtd, Badheacty, Loknown-Nedderype, uer. bmit to 1000 pkts
Input scholalon, nohl  rouder § pur swoond
acvertsment
From arry host in wan
T any rouler 17 on Mis devee
Al IPVE-ICMP with types acho request, echo-reply, dessinalion inreachabie Accept forwsrdand g . . 4] Edt | x] Delote
ICMPYE-  pockel-loo-beg, time-aoneded, Badkheader, nknown-header-tpe it to 1000 pkis.
Forward  From aey host in wan per second
To any hast in any rone
Open ports on router:
Name Protocel Extermnal port
TCPLDP " £ Add
New forward rule:
Name Source zone Destinaton rone
fan . wan . ] Add end edit

[ |
necom . [M
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In “Source NAT" category, specific flow entries of masquerading that

allow fine grained control over the source IP used for outgoing traffic

(for example, to map multiple WAN addresses to internal subnets) can
be added or edited.

Source NAT

Source NAT 15 a specific form of masquerading which allows fine grained control over the source IP used for oulgong traffic, for example o map multiple WAN
addresses 1o internal subnats.

Name  Match Action Enable  Sort

Thiz seclion comlaing no values yel

New source NAT:

Mame Source zons Dastination zona To source 1P To source port

Please choos » (& Add and adit

Add and edit: Create a new entry with default values, and edit at
once if required.

Please remember to click the “Save & Apply” button to activate the
new settings.

<Custom Rules>

Custom rules allow you to execute arbitrary iptables commands which
are not otherwise covered by the firewall framework. The commands
are executed after each firewall re-start, right after the default rule-set
has been loaded.

|‘hﬂlrF 3 On

Port Forwards Traflic Rules

General Seltings

Firewall - Custom Rules

Custom rules allow you 1o executs arbelary iplabkés commands which are not ofhinwise coverad by the firowall framewark Tha commands are executed after sach

firewadl restan. nght afler the default rulesat has baan loaded
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2.4.8 Diagnostics

Click “Network” -> “Diagnostics” in the GUI menu, and
navigate to the “Diagnostics” web page.

Metwork Modbus Logout

Diagnostics

In this page, there are 3 utilities for users to diagnose interface
settings and network paths: Ping, Traceroute, and Nslookup.

Diagnostics

Network Utilities

dev.openwit.ong dev.openwit.ong dev.openwrt org
* @ Ping @ Traceroute @ Nslockup

Install iputils-traceroutet for IPVE traceroute

Ping: Test the reachability of a host on an Internet Protocol
(IP) network and measure the round-trip time for messages
sent from the originating host to a destination host and back.
The only required parameter is the name or IP address of the
destination host.

Traceroute: Track the route packets taken from an IP network
on their way to a given destination host. The only required
parameter is the name or IP address of the destination host.

Nslookup: Query the Domain Name System (DNS) to obtain
domain name or IP address mapping.
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2.5 Modbus

Configuration for serial and Modbus/RTU settings. For serial to
Ethernet or wireless data transmission, NIO 51 supports TCP server or
TCP client mode to connect control server.

2.5.1 Gateway

Please select “Modbus” -> “Gateway” to configure serial and
Modbus/RTU.

Network Modbus 0

<Serial and Modbus/RTU Setting>

Modbus Gateway Settings

Modbus Gateway

SERIAL
UART Mede | RS232 ¥
Modbus None v

@ None: without modbus protocol transmission,
RTU : Based on modbus RTU/TCP protocol transmission

Baudrate 115200 v
Panty | None
Databits | & v
Stopbits 1
Flow Ctl None v

Timeout (ms) 0
& UART Recv/Send Timeout Value Range - 0: Auto, 1 ~ 65535 milliseconds.

Terminator Disable

UART mode: Select RS-232 or RS-422 or RS-485.

Model: Select “None” for RS-232/RS-422/RS-485 and select
“RTU" for Modbus/RTU.

Baudrate: 300 bps to 961200 bps.

= L -
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Parity: None, Odd, Even.
Databit: Data bits 8.
Stopbit: Stop bits 1
Flow Ctl: None, RTS/CTS, XON/XOFF
Timeout: This field specifies how long NIO 51 will wait for a
response before ignoring the Modbus/RTU request.
e 0:Auto
e 1 ~ 65535 milliseconds: If the serial device does not
respond within the specified time, NIO 51 will ignore the
Modbus/RTU request.
Terminator: You may need to add termination resistors in
some critical RS-485 environments to prevent the reflection of
serial signals. NIO 51 built-in 120 Q and termination resistor
can be enabled.

<TCP and Modbus/TCP Setting>

TCP
Mode Server et
Listen Port 502
@ Local Listen TCP Port Range is 0 ~ 65535,
Timeout (s) 180
@ TCP Timeout Value Range - 0:Disable, 1 ~ 65535 seconds.
TCP

Mode :Client v

Remote |P 192.168.1.100

Remote Port 502
@ Remote TCP Port Range is 0 ~ 65535.

Timeout (s) 180
@ TCP Timeout Value Range - 0:Disable, 1 ~ 65535 seconds.

Mode: Select TCP client or TCP server mode.

Listen Port: Configure listen port for TCP server mode.
Remote IP: This field specifies the remote host that will access
the device.
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Remote Port: This field specifies the remote host TCP port
that will access the device.
Timeout: This field specifies how long NIO 51 will wait for a

response before
0: Disable.

closing the TCP connection.
The TCP connection will remain open even if

there is no response packet.

1 ~ 65535: If the remote host does not respond to the

packet within the specified time, NIO 51 will close the
existing TCP connection.

2.5.2 Log

Please select “Modbus” -> “Log” to check the log.

Jetwork

Modbus

The logs include
and receiving of

Serial/Modbus configuration changes, sending
serial data and TCP connection.

Modbus Gateway Log Message

Debug Mode Disabled.

Thu Jan 11 08:52:45 2018:

Thu Jan 11 08:52:45 2018: ****

Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 D8:
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 D8:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 08:52:45 2018
Thu Jan 11 D8:52:45 2018
Thu Jan 11 08:52:45 2018

52:45 2018:

reeaa® Start NIO51 Modbus Gateway
Copyright ((c)) 2017 NEXCOM International Co., Lid

This application secrets of NEXCOM International Co,, Ltd

No part may be reproduced or transmitted in any form by any means or
for any purpose without the express wntten permission of

NEXCOM Intemnational Co., Ltd

Version 1.11a

UART Configure

Device IdevittyATHO
Mode RS485
Speed 115200
Configure . n81
Terminal - Disable
Timeout : 0 (ms})

TCP Configure
Mode Server
Port Number: 502
Timeout : 180 (s)

ready to accept
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CHAPTER 3: PRODUCT SPECIFICATION

Wi-Fi Radio
e |EEE 802.11a/b/g/n, 2x2 MIMO

Serial Interface

e RS232/422/485 with isolation
Data bits: 8

Stop bits: 1

Parity: none, even, odd

Baud rate: 300bps ~ 921.6Kbps

Ethernet Interface
e 10/100Mbps

Power Requirements
e |nput voltage: 12~48VDC, 2-pin removable terminal block
e [nput current: 1.5A@12VDC

LED Indicator

e 1 x Power/status

1 x Serial status

3 x RSSI indicator

1 x Wi-Fi 2.4/5GHz indicator
1 x Link/Act indicator

1 x Extension module

Factory Default/Reset Button
e Press reset button 10 seconds for factory default

Connector Type

e DC input: Phoenix contact terminal block
e Ethernet: RJ-45 connector

e Serial signal: DB9

Wi-Fi Operating Mode
e EZ Mesh
e Client router

= L -
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Wi-Fi Security (Client Mode)

o \WEP (64/128)

e WPA/WPA2 mixed

e \WPA2-personal (PSK+CCMP/AES), WPA2-enterprise

Protocol

e Modbus TCP

e Modbus RTU

e Transparent mode for serial to Wi-Fi/Ethernet

Serial Port Characteristics

e Flow control: XON/XOFF, RTS/CTS

e Serial data log: 64KB

e Offline port buffering: 20MB

e Min. concurrent TCP client number: 10

Software Watchdog

Dimension
e 81.4x122.6x35 (W xD xH)(mm)

Weight: 450g

Mounting
e Wall mounting
¢ DIN mounting

Construction
e SGCC chassis with fanless design

Certification
e EMI: FCC, CE Class A
e RF
— FCC: Part 15C
— CE: EN300328, EN301893
e EN 62368-1 (pending)
e EMC
— EN301 489-1/17, FCC Part 15 subpart B, EN55032/55024
— |EC61000-4-2: level 4
— [EC61000-4-4: level 4
— IEC61000-4-5 Surge: level 3
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Environment
e QOperating temp: -40°C ~ 70°C
e Storage temp: -40°C ~ 85°C
e Relative humidity: operating 5% ~ 95%, non-condensing
e RoHS compliant
e Vibration
— Random: 2Grms @ 5~500Hz, IEC60068-2-64
— Sinusoidal: 2Grms @ 5~500Hz, IEC60068-2-6
e Shock: 50G, half sine, 11ms, IEC60068-27
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CHAPTER 4: CONFIGURATION ExXAMPLE

4.1 How to Configure 5G Mesh
Step 1. In the “Network” -> “Wifi"” page, press the “Edit” button.

Wireless Overview

&  Generic MAC80211 802 11abgn (radio0) A san |[@ A

SSID: NIOS1_11N_2G | Mode: Mesh
MAC: 0010F36E E6.AA @ Disable | & Edi %] Remove

Encryption: undefined

Step 2. Select the 5G channel. Mode = Mesh 802.11s
Step 3. If your 5G channel is 36, 40, 44, 149, select the 40MHz (Only
for mesh mode... ch=36, 40, 44, 149) option.

If your 5G channel is 48, 153, 157, 161, 165, select the
40MHz (Only for mesh mode... ch=48, 153, 157, 161, 169)
option.

Wireless network is enabled | @ Disable

frode === Do} Channel Width E =
Operating frequency. |\N 7 5GHz v | 36(5180 MHz) v | 40 +MHz{Mesh mode 2 4G(ch <= 6)5G(ch=36,40,44,149)

Transmit Power 10 dBm (10 mW)

& dBm

Interface Configuration

General Setup Mesh Secunty

ESSIDMesh ID  NIOS1_1IN_2G

Modea Mesh 802 11s

Step 4. Press the “Save & Apply” button.

| NEX .
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4.2 How to Configure 2.4G Client Router

Network Infrastructure Example

TCP

server | SOftware

AP
=
TCP

HIO 51
Client Router
mode

Step 1. Please select “Network” -> “Wifi” and click Edit.

Step 2. Configure Channel SSID and “Client router” mode.
For channel setting, you can select “auto” to scan the channel
automatically or you can select the channel if you already
know the AP channel that you want to connect.

Wireless network is enabled € Disable

Mode Band Channal Width
Operating frequency N * || 24 GHz * || aulo * || 40 MHz(Client mode)

Transmit Power | 10 dBm (10 mW)
@ dBm

Interface Configuration

General Setup Wireless Secunty
ESSIDMesh ID | NIOE1_1IN_2G
Mode. | Chent Router

B3si
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Step 3. For Network, click “create” and enter WWAN (Wireless WAN)
in the text field, then add new network interface.

Interface Configuration

General Setup Wireless Secunty

ESSDMesh R AP24
Mode: | Chient Router
Bssip

Hatwork' ) 35 40 wan: 2
B jlan 2w
@ create |'wwm 1
L}

@ Choosa the network(s) you want to attach to this wireless interface or fill out the create field to define a new network

Step 4. Configure the WPA2 password.

Interface Configuration

General Selup Wireless Sacurity
Encryplion WPRAZ-PSK v
Cipher auto r
Koy | seeeves 2

Step 5. Press the “Save & Apply” button.

Save & Apply m

[ |
necom . [M
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4.3 Configure WWAN Interface Setting
Step 1. Please select “Network” -> “Interface” and click WWAN Edit.

Interfaces

Interface Overview

Network Status Actions
WWAN Uptime: 0 Om Os .
MAC_Address: 00:00.00.00:00:00 # Comnect |@ Swp (@ Edt | 33 Delete
- R 0.00 B (0 Pis)
Sl ST TX: 0.00 8 (0 PKis)
ml‘f a Uptime: Oh 17m 43s =
::;.n.:. | MAC.Address: D0.10-F36E E6.AB & Connect @ StuP & Eda ] Delete
ﬂ:&’ RX: 516,52 KB (5311 Pkis )

TX: 1.09 MB (5561 Phts )
IPvd: 1921681124
IPv6: FOC1:5026 DIFB:-1/60

Step 2. It is suggested that DHCP client is selected if your AP has
DHCP server function. Click “Switch protocol” to switch the
DHCP client mode for WWAN interface.

Common Configuration

General Setup

Status " Uptime: Oh Om Os
Client "AP-2.4" MAC-Address: 00:00:00:00:00:00
RX: 0.00 B (0 Pkts.)
TX: 0.00 B (0 Pkis.)

Protocol éDHCF’ client v

Really switch protocol? Switch protocol

Step 3. Because WWAN interface is used for AP connection, please
make sure that Wireless Network is selected in the “Physical
Settings” tab.

Interfaces - WWAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "b
network interfaces separated by spaces. You can also use

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces [ g creates a bridge over specified interface(s)

Interface () 2~ Ethernet Adapter: "eth0" (lan)
I & Wireless Network: Client "AP-2.4" (WWAN) |

@] 4~ Cusiom Interface:

= L -
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Step 4. You can enable firewall for the WWAN interface or select
“unspecified” to disable firewall.

Interfaces - WWAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bndge
network interfaces separated by spaces. You can also use notation INTERFACE . VLANNR (g.g. ethe.1).

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Create [ Assign firewall-zone )

® n3g_4g_wan: E:.IWWAN: g]

O unspecified -or- create:

necom
[ | ]
NIO 51 User Manual

Copyright © 2018 NEXCOM International Co., Ltd. All Rights Reserved. 78



Chapter 4: Configuration Example m

4.4 Configure LAN Interface Setting

Step 1. Please select “Network” -> “Interface” and click LAN Edit.

Interfaces
Interface Overview
Network Status Actions
WWAN Uptime: 0h Om Ds.
MAC.Address: 00/00:00-00:00:00 & Connect |@ Stop @ Edt %] Delete
. RX: 0.00 B (0 Pits.)
Chant (A2 4 TX: 0.00 B (0 Pkts )
il Uptime: 0h 5m 235
- MAC.-Address: 00 10 F35A:42-34 @ Connect ||® Swp | /@ Em Salis
e RX: 103 98 KB (1052 Pkis )
pEfe TX: 348,79 KB (952 Pils )

1Pvd: 192168 1. 1724
IPv6: FDC1:5028:D1FB:1/60

Step 2. Because LAN interface is used for device LAN connection,
please make sure that Ethernet Adapter is selected in the
“Physical Settings” tab.

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the
network interfaces separated by spaces. You can also use W] AN notation INTERFACE.VLANNR (2.0 e

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces | (@ creates a bridge over specified interface(s)

Enable STP  [] (@ Enables the Spanning Tree Protocol on this bridge

Interface EI Lzl Ethernet Adapter- "eth0” (lan) I
] 4% Wireless Network: Client "AP-2 4" (WWAN)

[J 4! Custom Interface:

= L -
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4.5 Configure Firewall Setting

Step 1. Please select “Network” -> “Firewall” and select “accept” to
accept input and forward packets.

Inpul accept Y.
Output accept v
Forward |accept L
Zones
Zone = Forwardings Input Output Forward Masquerading ~ MSS clam

accept ¥ accepl ¥ accept ¥ O O

4.6 Verify Network Status

Step 1. Please select “Network” -> “Overview" to check the WAN
status.

Network

IPv4 WAN Status & Type: dnep

wiang Address: 10.200.29.168
Netmask: 255.255.2438.0
Gateway: 10.200.31.254
DNS 1: 10.1.1.2
DNS 2: 10.1.16
DHNS 3: 10.1.1.2
Connected: Oh 15m 13s
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4.7 How to Run Firmware Upgrade

Step 1. In the “System” -> “Flash firmware"” page, select your image
and press the “Flash image” button.

Flash new firmware image
Upload a sysupgrade-compatible image here (o replace the running firmware. Chack “Keep settings” to retain the current configuration (requires an OpenWit
compatible firmware image)

Keep settings: T

Image: “"L' openwi-wi300-webgui+010-US bin| [B Flash image...

Step 2. Press the “Proceed” button, then the image will be flashed to
the device, please wait for 2 minutes.

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integety.

Click "Proceed” below o start the flash procedurs.

» Checksum Sebcfoial?237ehas1121381152cdbE
= Size 1524 MB (15 56 MB available)
» Nota: Configuration files will be srasad

Powered by LuC (qi-15.236 28194-0844435) / OpentWin (EUj 0 1.0

= L -
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4.8 How to Restore to Default Settings

Step 1. In the “System” -> “Flash firmware"” page, press the
“Platform reset” button.

Flash operations

Actions Configuration

Backup / Restore
Click "Genesate archive” to download @ tar archive of the cument configuration files. To reset the fimmware to its initial state, click “Perform resel” {only possible
with squashfs images)

Download backup Generate archive

——

NIO 51 Default Parameters:

LAN port default IP = 192.168.1.1
WAN port default IP = DHCP Client
Login user name: root

Login password: admin

‘Wiraless network is enabled @ Disable

Mode Band Channel Width
Operating frequency N v | 24 GHz v || 11 (2462 MHz) v || 40 -MHz{Mesh mode, 2 4G(ch >= 7) 5G({ch=48,153,157,161,165) v

Transmit Power 10 dBm (10 mW)
& dBm

Interface Configuration

General Setup Mesh Secunty
ESSIDMesh D NIOS1_1IN_2G
Mode  Mesh 802 11s

Network @ |1 Jor

L creale
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CHAPTER 5: APPENDIX

5.1 Wi-Fi and 3G/4G Redundant Function

NIO 51 supports Wi-Fi and 4G redundant function. The main
application area for this function is in industrial vehicles. Industrial
vehicles use Wi-F or 4G when arriving to or leaving from stations. The
3G/AG function is a project based function.

The standard NIO 51 does not include a 3G/4G module, please install
the 3G/4G module in the mini PCl slot of NIO 51 and then install an
antenna and SIM card. After finishing the installation, the 3G/4G
setting will show up in the Web GUI. Please select “Network” ->
“3G/4G" to configure.

Status : m Metwork Modbus Logout

b 216.69575-bl
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3G/4G Parameters

3G/4G Parameters

APN internet
PIN -
Auto Connect Redundancy v

Ping Interval(secands) 10
Ramate IP(1) Address 192 168 100 100
Remote IP(2) Address 4888

Remote IP(3) Address 185.114 227 160

Please select “Redundancy” to enable Wi-Fi and 4G redundant
function. You will then need to enter Remote IP address.

When NIO 51 cannot ping Remote IP(1), NIO 51 will ping Remote
IP(2) and then Remote IP(3). If you only configured remote IP(1), NIO
51 will activate 3G/4G connection directly.

When NIO 51 can ping Remote IP(1) to Remote IP(3), NIO 51 will stop
3G/4G connection .

Remote IP(2) and Remote IP(3) settings are not required.

APN: The service provider may use access point network (APN)
information to connect 3G/4G service. Please enter the access point
network (APN) information here.
PIN: SIM card PIN code.
Auto Connect:
¢ None: Never connect 3G/4G.
e Yes: Always connect 3G/4G, it is suggested that Wi-Fi is disabled.
e Redundancy: Enable Wi-Fi and 4G redundant function.
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Ping interval: Ping interval between two Remote IPs.

Remote IP(1) address: \When Redundancy function is enabled, you
can configure wireless remote IP(1).

Remote IP(2) address: \When Redundancy function is enabled, you
can configure wireless remote IP (2).

Remote IP(3) address: \When Redundancy function is enabled, you
can configure wireless remote IP (3).

Check 3G/4G Connection Status

Please select “Status” -> “Overview", and then check the 3G/4G status.
You can check the telecom operator’s IP and gateway, 3G/4G
information, etc.

Network
JG/AG Status Module Vendor: Quectsl
Module Model: EC25
SIM Status: Sihi Ready

Network Status: "FDD LTE" "46652"'LTE BAND 77,3400
Connect Operator: "Chunghwa Telecon™

Register Status: Registered

RSSE: -73dBm

Addrass: 10.73.202.45

Gateway: 1064 64 64
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