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Features

The NITGEN FRD (Fingerprint Recognition Device) is a world-class fingerprint
device that uses state-of-the-art technology, to facilitate biometric authentication of a
user’s fingerprint using a combination of quality hardware and software that is
convenient and easy to use.

The FRD is equipped with high-performance and compact NITGEN fingerprint
recognition module, which can transfer data to computers to reject any unauthorized
user’s access.

NITGEN FRD will provide the most reliable authentication by identifying
fingerprints with exactness through its high-resolution fingerprint recognition
technology that can be used to replace existing password-based security systems.
NITGEN FRD is the security device for the next generation, where the security of
personal data as well as corporate data is indispensable.



Typical Applications

Some typical applications for fingerprint authentication technology are as

follows:

Information Technology and Computer Network Security
Internet Business

Security for Banking and Financial System

Medical Information Systems

Further Security Field using Passwords

System Requirements

System requirements for FRD are as follows;

® USB Type

® CD-ROM drive
® USB 1.1/2.0 port (If you are connecting the FRD Fingkey Mouse into

a hub, you must use a self powered USB hub.)

® 16MB RAM

20MB available hard disk space

®  MS Windows 98(Second Edition or later version)/ME/2000/XP/2003
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Package Contents
FRD Kits include the following; Please check the contents of your package.

1. USB Type Fingerprint Recognition Fingkey Mouse (MFDUOQ1)

7

MFDUO1 Installation CD Installation Guide

2. USB Type Fingerprint Recognition Fingkey Hamster (HFDUO01)

-

HFDUO1 Installation CD Installation Guide




3. USB Type Fingerprint Recognition Fingkey Hamster 11 (HFDU11)

=

HFDU11

Installation CD

Installation Guide
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Product Types

It is important to know the type of FRD you are installing prior to beginning the
installation process in order to ensure that the device is configured correctly on your
system. If you are not certain, please refer to the diagrams below or locate the model
number on the bottom of the fingerprint device.

After you have identified the type of FRD that you are installing, follow the
installation guide to install the drivers and use the FRD.

1. USB Type Fingerprint Recognition Fingkey Mouse (MFDUOQ1)

Fingerprint
Recognition Fingkey Mouse

USB Connector

2. USB Type Fingerprint Recognition Fingkey Hamster (HFDUO01)

©

Fingerprint

' Recognition Fingkey Hamster

USB Connector  ———jo g

10



3. USB Type Fingerprint Recognition Fingkey Hamster Il (HFDU11)

S | Recognition Fingkey Hamster 11

~ f—\\ .
|\-‘ ‘ Fingerprint

USB Connector —} o
e

11
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Chapter 2

Driver Installation
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USB Driver Installation
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USB Driver Installation
Sl

',:! If you are installing the USB Fingkey Mouse in the Windows 98
environment, the Windows 98 Installation CD will be required if there are no
Human Interface Device (HID) drivers installed on your system.

1. Prior to beginning the installation, please close all applications that are running.
2. Do not plug in the USB FRD until after the drivers have been installed on your system.

3. Insert the Installation CD in your CD-ROM drive. The installation program will start
automatically. Click ‘USB Driver’ to continue.

ﬂrfva.r#s!ﬂﬂﬂﬁm

v oo T g

Capy g8 T000 WTHEN G, LI A1 Shls Fmin v " D Exiy

SNATE!

.-.__!-.:,-

e The USB FRD Fingkey Mouse will be enabled after the driver is
installed, so it may be necessary to install the driver using a PS/2 mouse or the

<Tab> key on the keyboard.
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4. Follow the instructions presented by the InstallShield Wizard during the driver
installation process..

IratallShiald Wirasd

Imuealihield Wirard

MITGEH Dervacg Do Sty
Vi, by ol i e e V' chopema 1o the bt offS heeld " for NITGEN Devece
procert Pieaie vl Diiver

([ 1]]

Tiea st bkt Vil ol riall HITIGEN Dot Dt i il
compiel To contrus, chek Hisd

5. Select the device you are using and click “Next”.

InstallSkiald Wizard

Snlnct the device pou mant 1o install Chck Mest
o Contme.

& &

™ LIS Firnghoey Harretes (HFDI )

% [LI5R Finghay Meuss MFTLITT|

| ﬁ_ £ LISH Finghosy Hamater | HFOLITT)

cﬂaﬂ.lw:ltm

SNATE!
.-.__!-.:,-
= These examples in this guide are based on selection of the USB
Fingkey Mouse (MFDUOQ1) as an example.
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6. When driver installation is completed, it is necessary to check the device status to
ensure that it was installed correctly. You will be prompted to connect the USB FRD as
shown in the diagram below:

InsiallShield Wizard

Dewee Slalus

Duevice : LISH Fingiosy Mowse PFDUOT)
Plasss connact the divica
s i st it b et the

erea,
chick the bution of Plug in Later™ I the devica i srmady conneched,
pheae read e mmkalaton guide canshuly.

Pl i e

7. Connect the FRD to the USB port, and wait a moment. You can also click “Plug in
later” to install it at a later time.

MFDUO01
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8. The New Hardware Installation Wizard will automatically show you the process of
installing USB Composite, HID and FRD drivers. If you are installing a USB Fingkey
Hamster, only the FRD driver will be installed.

9. When the device installation process is completed, a window will be displayed
indicating that “the device is successfully installed.” Click the “Next” button.

Device Slalus

Duevice : LISH Fingiosy Mowse PFDUOT)
Thet iratallwfion ras complitad nutcazhily

D

10. Check the ‘Device Diagnostic Tool’ check box and click “Finish”. At this time the
installation process will be completed, and the hardware test utility will be run
automatically.

Ternlalfs hechd Whicard Complele

Dievece : USE Frrnghogy Minsse MFDUDT)

T hee Inthalfshisid Wizand haa mcoesthully instabed HITGEN Devce
Dvrven, Dlch, Firmsbs b o ey weindd.

W [Devce Dugront: 1ol
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= Refer to Chapter 3 ‘How to use the Device Diagnostic Tool’ for more
information on using device diagnostic tool to ensure that the FRD is successfully
installed.

18
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Chapter 3
How To Use The Device
Diagnostic Tool
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Running the Diagnostic Tool
Device

Enroll

Verify

Fingerprint Quality Check
General

About
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Running the Diagnostic Tool

1. Click Start-Run to run the testing program.

!_ Programs ]

<y Documents ]

) Settings 4
/;) Search 3

Q. Help and Support

Windows XP Professional

2. Type ‘NFD’ and click “OK”.

= Type the name of a program, Folder, document, or
= Internet resource, and Windows will open it For you,

Qpen: | NFD| R |

[ OF H Cancel ][ Browse... ]

21
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1. Select a device you wish to use and then
initialize.

2. Click “Device Scan” to display the list of
all devices in the system.

3. Choose a certain device from the list and
click “Init” to initialize the device, which
makes it possible to capture or use other

of the tab. Without

initialization, other functionalities of the

functionalities

tab cannot be used.

4. Click “Init” to output device information.

5. Click “Save” or right-click on the image
to save the fingerprint image as BMP. If
the fingerprint is not input, the image will
not be saved.

22



Dption - . .
Corminuous Cagaure 6. There are options in capturing

P [Leterd Fingwmrid Check fingerprints. If the fingerprint is dry or
wet, resulting in poor image quality, the
fingerprint cannot be input properly. In
this case, uncheck the “Latent Fingerprint
Check” and then capture the image to
view the fingerprint image.

I:L‘l-.-f

]

o USB Device:

At present, devices that can be supported are USB-typed HFDUO1, MFDUO1
and HFDU11. Click “Device Scan” with a driver installed to display types of USB
devices that are connected to the system.

23
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Enroll

. 1. Enroll users using eNBSP SDK, based on
T the device selected from the Device tab.

—— Enrolled fingerprint information is used to
authenticate fingerprints in the Verify tab.

2. Click “Enroll” to display the Ul for
R fingerprint enrollment. Select a fingerprint
Fingarpdint Registrotion to register and click “finish”.

Buccassiully Complabad

3. If the fingerprint is successfully input, the
user 1D is registered and “SUCCESS” is
displayed.

' SUCCESS | bt | e

24



4. A user ID automatically increments from
ID already exists. 1000. A fingerprint ID is automatically
Do you want to update it? .
selected from 1 to 10, each corresponding
tio to from the thumb of the right hand to the
little finger of the left hand in an orderly
manner. A user ID can be changed within
the range of 1000~9999. If a user ID and a

fingerprint ID are identical, a message

“Do you want to update it?” will be pop
up.
5. Click “Delete FP” to remove the selected
(oo T 5 T Teseraion fingerprint information from the list. Click
%#% “hDeII_ete All” to delete all information in
the list.

Enroll Irdorenadon

Finasn Ertar Usor 10 : [THEY

Dalets FF Enrgll J Dialele Al

25



Jog rwrreen

Verify
i .
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2
3.
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User information input from the
Enroll tab is displayed on the list.
Using  this  user information,
verification is performed. There are
two types of authentication:
Verification(1:1) and
Identification(1:N).

Select “Identification” and then click
“Match” to perform verification. If
there is a fingerprint that matches,
related information is displayed.

Or select a user ID and a fingerprint
ID to attempt verification. Choose
“1000-6” as a fingerprint but use the
fingerprint input as “1001-7”. Then
attempt to match both. The system
displays the result by comparing the
two.
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Matching Score is output when
authentication attempted. It is a result
of matching an input fingerprint with
existing fingerprint data. The score
range is 0 ~ 9. The score is compared
with the security level value of the
General tab, determining success or
failure. If the security level is 5 and
the matching score is lower than 5,
verification fails. If the score is
higher than 5, on the other hand,
verification is passed. If a fingerprint
input is too dry or to wet or it is not
properly input, the score can turn out
to be low.
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Fingerprint Quality Check

—— =8 1 You can check the status of
e L Ly fingerprints before enrolling
fingerprints or attempting verification.

o e -

2. Input the same fingerprint twice. The
picture on the left is an example of an
image of an improperly input
fingerprint.

3. This is an image of a properly input
fingerprint. Make sure to input the core
of a fingerprint.

28
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It is recommended that a minimum
value required to enroll a fingerprint be
bigger than 3. It can be less than 2 but
it can bring about low verification
ratio. The same fingerprint with
different positions on the sensor can
change values because fingerprint
features are located differently.
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General

N Tre RN TR A —

P -
iy

-

et
a3
o

1. Option values used in eNBSP SDK are
set up. The values are applied to other
tabs. If “Init” is not selected on the
Device tab, Brightness and Contrast
are set at “0”, which cannot be

changed.

2. The pictures left shows images of a
different
Brightness values. If a fingerprint is

fingerprint ~ with  two
too dry or too wet, change Brightness

and Contrast to get an optimal image.

3. The maximum number of fingerprint
that can be input is 10 as a default. If it
is changed to “1”, only one fingerprint
is allowed to be registered from the
Enroll tab. The Security Level is
important, determining success or
failure of verification on the Verify tab.

Click “Default” to initialize.

30



About

1. It contains NFD version and copyright.

e et i 1 & o Click the image to go to the NITGEN
b —

_ =NFD

\j fry=—=n

homepage. (http://www.nitgen.com)

e TR L L e
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Chapter 4
Troubleshooting
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USB FRD Problems
Driver Installation without Installshield wizard
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USB FRD Problems

<When the USB FRD doesn’t work >

1. Verify that the USB connector of FRD is connected to the USB port correctly.

2. Click Start-Setting-Control Panel-System icon and select the ‘Device Manager’ tab
to verify that the Fingkey Mouse driver is installed correctly. If it is not installed
correctly as shown below, repeat the installation process and be sure to select the USB
Fingkey Mouse.

T, Device Mansger =]

e fon Yew e
m & 2 A

- s Tty
[ & saranrmons ws r |

1 Comgain

) e [tk criews

v 1§ Duplay adagtens

4 VDCTHEOM drens

) Ploppry chek cortrollers

o i Ploppry deid. drives

+ Qg uman Intarfacs Dwcet

# i) DT ATATATAF] pontrolers

o e Feyboardd

= T Mice and ot devcas

[ HID cpomplare mass ]

o 0 Purters

+ I Metwork adagtan

o o ot (00N B LPTY

v W P

% 43 BC5T ancd RAID cortroleny

Sued, v el e conirales

. S e Sevaiey

= b Urvwmresl el Bus porérolene
Gt USE P
ity ICA DI USH 2.0 Debancad siodt Contsolar - 3801
bR} B0 | DIVDDM LR Liniversal it Controlier - 2400
It 2P0 DB LIS Uriversal miost Cortspler « 2400
Uk} 0| YT LD Uinbvwrsad Bt Contapller - 2407

3. If you are using the FRD connected to a USB port in a USB keyboard or Hub, verify
that the USB keyboard or Hub has it’s own power-supply. The USB FRD uses almost
110mA of electric power, so it should only be connected to hubs that are self-powered.
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<When you use the FRD with any other high-speed USB devices>

1. When the FRD is connected on your computer together with any other high-speed
USB devices such as USB Camera or USB Scanner etc., it cannot be used at the same
time as these devices. Close the programs that are using these devices before using the
FRD.

2. Because the FRD is a high-speed USB device and uses almost 66% of your system
USB limit, the USB device will not function concurrently with any other device using
more than 40% of the USB bandwidth.

3. Fingkey Hamster Il adopts a bulk type, enabling the user to use other USB devices
simultaneously. This, however, can degrade the quality of fingerprint images.

<When any other mouse driver is installed on your computer>
1. When the Logitech mouse driver is installed on your computer, FRD Fingkey Mouse
performance is very slow.

2. Click Start-Setting-Control Panel-Mouse icon and “Motion” tab to adjust the speed
of mouse pointer.

3. If you cannot adjust the speed of mouse pointer, remove the existing Logitech mouse
driver to use FRD.

<When be connected to the USB 1.1>

1. Performance of Fingkey Hamster Il is maximized in USB2.0. There should be no
problem with connecting to the USB1.1 port but this can display the message below.

i\.‘ HI-SPEED USE Device Plugged into non-HI-SPEED USE Hub

A HI-SPEED USE device is plugged into a non-HI-SPEED USE hub.
For assistance in solving this problem, dlick this message.
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Driver Installation without Installshield wizard

1. There are device models below \EasyInstal\FDU\Drivers. Select a model and then an
OIS folder for the system. Use the inf file below the O/S folder. The folder contains files
required to install device models. In the FDUO1 folder, fduOl.cat, Venus.dll and
VenusDrv.sys exist, while fdull.cat, NGStar.dll and NGStar.sys exist in the FDU11
folder. In the Win9x series, *.cat file do not exist. Below is the folder structure of
Easylnstallation:

Easylnstall

Upas =i
L AMUL=S
£

o The path of Easylnstallation may change. So check the location
before installation. The FDUO1 folder contains Fingkey Mouse and the Fingkey
Hamster driver, while the FDU11 folder has the Fingkey Hamster Il driver in it.
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THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES.

OPERATION IS SUBJECT TO THE FOLLOWING TWO CONDITIONS:

(1) THIS DEVICES MAY NOT CAUSE HARMFUL INTERFERENCE, AND

(2) THIS DEVICE MUST ACCEPT ANY INTERFERENCE, RECEIVED,
INCLUDING INTERFERENCE THAT MAY CAUSE UNDESIRED
OPERATION.

Note : This equipment has been tested and found to comply with the limits for
a Class B digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or
more of the following measures :

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which

the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

NOTE: THE MANUFACTURER IS NOT RESPONSIBLE FOR ANY RADIO OR
TV INTERFERENCE CAUSED BY UNAUTHORIZED
MODIFICATIONS TO THIS EQUIPMENT. SUCH MODIFICATIONS
COULD VOID THE USER'S AUTHORITY TO OPERATE THE
EQUIPMENT.
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