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OVERVIEW

Used with the Trilogy Networx™ 6100, 6500, ETDLN and
ETPDLN series door locks, DL-Windows version 4.0.0
software (or later) allows you to upload and download
programming features wirelessly using a computer net-
work. With "wireless" communication, the various ca-
bles and/or an AL-DTM Data Transfer Module are NOT
required to transfer data between DL-Windows and the
wireless locks. With a few clicks of the mouse, you can
use your computer to retrieve logs, download User
Codes and program features into and out of each wire-
less lock in the system.
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DL-Windows software is installed on a computer that is
connected to a network (either a small Ethernet network

or large corporate LAN). Connected to this network is
an intermediate device called a Gateway that communi-
cates via a private wireless signal to a radio located in-
side each door lock. In this way, the software allows full
programming and control of each lock in the system.

To ensure each physical lock is identified correctly by
DL-Windows, the factory assigns each lock a unique Se-
rial Number; after locks are installed on the doors and
the Gateways are mounted, the Gateways search for
new locks, allowing them to be enrolled into the system.

FLEXIBLE SETUP

In addition to wireless communication, these wireless
door locks can also be programmed at the keypad (see
WI1790). This means that locks can be installed on the
doors and immediately be put into use via keypad pro-
gramming--even before a wireless network is set up.
Therefore, you can install the locks on the doors before
configuring the wireless network, or you can set up the
wireless network first and add locks later. If you wish,
you can even start by designing a "virtual" system within
DL-Windows (creating new Accounts, adding Users and
configuring lock features, etc.), then set up the network
and install the lock hardware later. But in the end, after
your lock hardware is physically installed and the net-
work is up and running, you can run DL-Windows to link
the "virtual" system saved on your computer with the
"real" lock hardware on the doors.

Note: Keypad programming of User Codes, Features,
Time Zones, and Schedules is available as a temporary
convenience to allow the lock to be put into use before
installing and configuring a wireless network. Therefore,
all lock programming added via the keypad cannot be
retrieved into DL-Windows. If you decide to start
programming your wireless lock via the keypad, we
recommend you keep hardcopy records (in a secure
location) of all Users, their User Codes, and any
proximity cards that may have been programmed.
Keeping complete and accurate records saves time be-
cause after the wireless network is set up, any program-
ming added via the keypad must be re-added to DL-
Windows and downloaded back to the lock(s).

CAPACITY

Each installed system can contain from 1 to 32 Gate-
ways--and each Gateway can control up to 63 locks--for
a maximum of 2000 locks allowed per Account; and the
DL-Windows software can support, in theory, an unlim-
ited number of Accounts. In addition, each Networx™
lock can contain up to 5000 Users!



MINIMUM WIRELESS SYSTEM

As shown in the overview drawings on page 1, you do
not need a massively complex corporate network to run
a working system. In fact, a minimum wireless system
may consist of a laptop or desktop computer (to run
DL-Windows), a home router (to allow connection to a
computer network), and an Alarm Lock Gateway mod-
ule (the intermediary between the network and the
locks). Although you can set up the wireless network
first and add locks to the doors later, for the sake of
convenience it is recommended that you have at least
one Networx " lock installed on a door before setting up
your wireless system.

NETWORK SECURITY
The system uses AES (Advanced Encryption Standard)
to protect the integrity of the data flow between the wire-
less router/network and the Gateways.

HOW TO USE THIS MANUAL

DL-Windows software is the basis for wireless lock
programming. For those unfamiliar with using DL-
Windows software, stop here and review the DL-
Windows User Guide (OI237). It may be helpful to cre-
ate a "test" Account in DL-Windows while walking
through the examples presented in this User Guide and
in O1237.

If you are already familiar with DL-Windows, the transi-
tion to working with wireless locks will be straightforward
with slight changes in terminology. If you want to get
started right away to see the system work, see the Quick
Start Guide (OI362). This manual can be read from be-
ginning to end, or can be used with the index as a refer-
ence manual.

¢ To install locks on the doors first, use the Installa-
tion Instructions for the lock model you wish to in-
stall, then use the keypad Programming Instructions
to put the locks into use.

o To set up the wireless network system and con-
nect the network to DL-Windows, go to the "Start
Here" section on page 4.

ORDERING INFORMATION
Several Gateway device models are available; all have
the two antennas used to transmit to the locks via an
Alarm Lock proprietary radio connection.

e Gateway "Wireless/Wired" AL-IM80211 - Hardwired/
Wireless Gateway Interface Module. Supplied with its
own Class 2 transformer to supply power; connection to
a network is supported via either a wired connection
(using a standard RJ-45 Ethernet cable) or a wireless
connection (using a third antenna for 802.11 transmis-
sions). Ensure adequate 802.11 coverage in the area
where the "Wireless/Wired" Gateway is mounted. Sup-
ports up to 63 Networx Locks. Ceiling- or wall-
mountable.

e Gateway "Wired" AL-IME - Hardwired Gateway Inter-
face Module, supports up to 63 Networx Locks, con-
nects directly to a network using a standard RJ-45
Ethernet cable. Ceiling- or wall-mountable; powered
with Class 2, 6VAC transformer (supplied).

e Gateway "Power over Ethernet" AL-IMEPOE - Hard-
wired Gateway Interface Module + POE (Power Over
Ethernet), supports up to 63 Networx Locks, connects
directly to a network using a standard RJ-45 Ethernet
cable and POE. Ceiling- or wall-mountable.

e Gateway "Plenum Rated POE" AL-IMEPOEP - Same
as above "AL-IMEPOE", with added enclosure protec-
tions and installation hardware for mounting above
"drop-ceiling" tiles or other locations subject to air pres-
sure changes (HVAC air-filled spaces, etc.).

e PDL6100/26D - Cylindrical Trilogy® Networx™ Wireless
Access Control Lock with built in HID Proximity ID Card
Reader, full-metal digital keypad, integral bi-directional
radio, 4 C-cell battery-operated (batteries supplied),
serial number ID card, standard format SCI keyway for
manual key override, 474" ASA Strike (included).

e DL6100/26D - Cylindrical Trilogy® Networx™ PIN-Code
Wireless Access Control Lock, as above, with metal
digital keypad only.

e DL-WINDOWS - Alarm Lock Trilogy Microsoft Win-
dows-based software application, v4.0.0 or higher, sup-
ports Trilogy Networx and Trilogy Standalone Locks,
with single database. Free of charge and download-
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able online at www.alarmlock.com.

e 01362 - Wireless Quick Start Guide.

e OI352 - Wireless Network Setup & DL-Windows Con-
figuration Instructions (this manual).

e WI1790 - PDL6100 Keypad Programming Instructions.

e WI1820 - DL6100 Keypad Programming Instructions.

e WI1835 - PDL6500 & ETPDLN Keypad Programming
Instructions.

e WI1836 - DL6500 & ETDLN Keypad Programming In-
structions.

e WI1843 - PL6100 Programming Instructions.

e WI1844 - PL6500 & ETPLN Programming Instructions.

e WI1674 - PDL6100 and DL6100 Installation Instruc-
tions.

e WI1676 - PDL6100 and DL6100 Door Installation Tem-
plate.

DL-WINDOWS SYSTEM REQUIREMENTS

The DL-Windows application has been tested and ap-
proved for an IBM-compatible P4 1.6GHz computer with
256MB RAM and a minimum of 100MB of hard drive
space running Microsoft Windows 98, 2000 or XP with
one unused RS-232 Serial Communications port (COM
1-4) required. If a COM port is unavailable, please con-
tact customer support for one of our USB adapters
(MX1130 or ALPCI2-U). Depending on your system de-
mands, a slower PC may function properly but with sig-
nificant user interface problems, including long intervals
for the system to respond.

Important: DL-Windows is not a client-server applica-
tion (i.e. is not multi-user). The program and its data-
base must be installed and maintained on a single PC.

GATEWAY SPECIFICATIONS

Note: For all Gateway modules, network activity or
bandwidth usage does NOT occur until the user oper-
ates DL-Windows software to send programming to (or
receive log data from) locks. Exception: During the
Emergency Lockdown command, Gateways communi-
cate through the network. Gateways will send less than
1000 bytes during these Emergency commands.

Model AL-IM80211
("Wireless/Wired" Gateway)

Wireless Specifications
Wireless Standards: IEEE 802.11b; 802.11g
Frequency Range: 2.412 — 2.484 GHz
Output Power: 14dBm +1.5 dBm/-1.0 dBm
Maximum Receive Level: -10dBm (with PER < 8%)
Data Rates with Automatic Fallback: 54Mbps —
1Mbps
Range: Up to 328 feet indoors
Modulation Techniques: OFDM, DSSS, CCK,
DQPSK, DBPSK, 64 QAM, 16 QAM

Network Interface
Interface: Wireless 802.11b, 802.11g and 10/100
Ethernet
Protocols: TCP/IP, UDP/IP, DHCP

Security
IEEE 802.11 - PSK with AES Encryption 128-bit

Power Consumption
Average Power Consumption:
¢ 1300mW (WLAN mode; maximum data rate)
e 300mW (WLAN mode; idle)
e 750mW (Ethernet mode)
Peak Supply Current: 650mA
Input voltage: 5 - 6 volts AC/DC

Environmental
Operating Temp: -20° to 60°C (-4° to 140°F)
Storage range: -40° to 85°C (-40° to 185°F)

Model AL-IME
("Wired" Gateway)

Network Interface
Interface: Ethernet 10Base-T or 100Base-TX (using
RJ-45 jack)
Protocols: TCP/IP, UDP/IP, DHCP

Encryption
128-bit AES Rijndael encryption

AL Radio Link
900MHz GFSK
50 Channels
10mW power output

Input Power
Voltage: 5 - 6 volts AC/DC

Environmental
Operating Temp: -20° to 60°C (-4° to 140°F)
Storage: -40° to 85°C (-40° to 185°F)

Model AL-IMEPOE
("Power Over Ethernet" Gateway)

Model AL-IMEPOEP
("Plenum Rated POE" Gateway)

Network Interface
Interface: Ethernet 10Base-T or 100Base-TX (using
RJ-45 jack)
Protocols: TCP/IP, UDP/IP, DHCP

Encryption
128-bit AES Rijndael encryption

AL Radio Link
900MHz GFSK
50 Channels
10mW power output

Input Power
POE Voltage: 48 volts DC nominal
Class 2

Environmental
Operating Temp: -20° to 60°C (-4° to 140°F)
Storage: -40° to 85°C (-40° to 185°F)

Compliance
802.3af POE Standard (AL-IMEPOEP only)
UL 2043: UL Standard for Safety Fire Test for Heat
and Visible Smoke Release for Discrete Products
and Their Accessories Installed in Air-Handling
Spaces
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START HERE

This section will help you define the steps required to suit the
specific needs of your installation. Let's start with the big
questions first, because the installation steps that follow de-
pend on your answers. Note: The underlined words are de-
fined in the Terminology section on page 6.

PRELIMINARY QUESTIONS
You may not have answers to the following questions
now, but understand that they are intended to encourage
thought and help evaluate your needs.

1> Are you planning to use a large Corporate Network
or a smaller network provided by single router?
Smaller networks permit the dynamic assignment of IP
addresses by DHCP; larger networks may require
static (fixed) IP addresses be reserved by your net-
work administrator.

iz Will you use "Emergency Commands™?

Three Emergency Commands are available in your
wireless system: "Global Lock Down" locks all doors
in the system; "Global Passage" unlocks all doors in
the system; "Return to normal" exits these Emer-
gency Commands. Emergency Commands will NOT
work if you use DHCP (static IP addresses are re-
quired).

iz Will your Gateways need to communicate across
multiple Subnets?
To improve security and processing performance, net-
work administrators often divide their corporate Intra-
nets into interconnected but separate segments called
"subnets”,

If the answer to ANY ONE of the above questions is
"yes", we recommend static IP addresses be re-
served for exclusive use by your Gateways. If the
answers are "no" for all of the questions, and you want to
use a smaller network provided by a router, you can as-
sign static IP addresses yourself using the instructions
that came with your router; if you want to use a corporate
network, you must contact your network administrator to
have static IP addresses reserved for your use.

SUBNETS

Use the following information when installing multiple wire-
less Networx Gateways within a corporate Intranet that
contains multiple "subnets".

To improve security and processing performance, corpo-
rate Intranets are often divided into interconnected but
separate segments called "subnets". The IP (Internet Pro-
tocol) address is a unique address of a device (such as a
computer or a Gateway) connected to a TCP/IP corporate
Intranet.

DL-Windows can only Discover Gateways when the Gate-
ways are connected to the same subnet to which DL-
Windows is also connected.

IP addresses are written as four groups of numbers sepa-
rated by periods; these groups are called "octets". IP ad-

dresses can be permanent ("static") or dynamically as-
signed (by DHCP) when a device, such as a Gateway, is
powered.

Class B Subnets
Some corporate Intranets contain multiple "Class B" sub-
nets; the "Class B" refers to the octet that does not
change, if naming each octet from left to right. An exam-
ple of two "Class B" subnets where the first two octets of
each network IP address remain the same are:
ABCD
e Subnet 173.16.100.xxx
e Subnet 173.16.200.xxx

In this example, the "A" and "B" octets "173" and "16" are
the same within the network. (Note: The "xxx" is a way of
showing a variable number).

GATEWAY

ROUTER or
SWITCH or SERVER

Subnet
173.16.200.xxx

Subnet
173.16.100.xxx

GATEWAY

— 1
GATEWAY ‘ GATEWAY
E,, -

GATEWAY GATEWAY
BT Q
PC Running GATEWAY
DL-Windows GATEWAY

Software

GATEWAYS ON DIFFERENT SUBNETS WITHIN A NETWORK

As shown in the image above, if the computer running DL-
Windows is connected to the first subnet (173.16.100.
xxx), and several Gateways are connected to the second
subnet (173.16.200.xxx), DL-Windows will ONLY be able
fo communicate with the Gateways on the second subnet
when:

e ALL Gateways use only static IP addresses, and
e The network administrator allows for open addressing
between the two subnets in the network

The network administrator may decide to use routing ta-
bles or may specify blocks of addresses through which the
two subnets can freely communicate in both directions.
Regardless of the method selected, your network
administrator must determine the range of network
addresses to assign to the Gateways and to the DL-
Windows computer. As shown below, three address
fields must be obtained from your network administrator:
IP Address, Subnet Mask, and Default Gateway.

We recommend using static IP addresses

We recommend using static IP addresses for each Gate-
way you install because they have the following advan-
tages:

e DL-Windows software performs more smoothly be-
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START HERE (cont'd)

cause the software does not have to waste time re-
locating Gateways that have had their IP addresses
changed by DHCP;

o Static IP addresses allow operation across subnets in
large corporate networks (such as those that exist be-
tween buildings);

o Static IP addresses allow Emergency Commands (such
as "Emergency Lockdown") to be used (see Emer-
gency Commands on page 46);

Contact the Network Administrator

If you know that you will install your wireless Networx sys-
tem within a large corporate network that includes multi-
ple subnets, we recommend you start by contacting the
corporate network administrator and request the follow-
ing:

o IP Address - An address for each Alarm Lock Gateway
device

o Subnet Mask - Filtering data (mask bits) as required by
the aforementioned IP Address

o Default Gateway - The address of the physical device,
such as a router, for the current subnet to which DL-
Windows will be connected

ASSIGNING STATIC IP ADDRESSES
TO GATEWAYS

DL-Windows can only Discover Gateways when the Gate-
ways are connected to the same subnet to which DL-
Windows is also connected. To allow DL-Windows resid-
ing on one subnet to communicate with Gateways located
on a second subnet (with both subnets located within a sin-
gle network) a typical installation strategy is:

1. Estimate the number of Gateways needed in the instal-
lation.

2. Install DL-Windows on a PC connected to the first sub-
net (for example, plug the PC into a wall network outlet
the network administrator confirms is wired to the first
subnet).

3. Open DL-Windows and create a new (or open an exist-
ing) Account.

4. Power up a Gateway and connect the Gateway to the
same (first) subnet to which DL-Windows is connected
(in the example above, "173.16.100.xxx"). This connec-
tion to the first subnet may be through a second net-
work socket in the wall, or to a router (or switch) con-
nected to the same network socket in the wall that the
DL-Windows PC is also connected.

5. In DL-Windows, discover the Gateway and Assign the
Gateway to the selected DL-Windows Account.

6. In the Gateway Configuration screen, click Tools,
Configure Network Settings. In the Network Con-
figuration screen, (shown below) uncheck Use DHCP,

and a warning popup appears:

Static IP Warning

‘fou have chosen to give this gateway a static IP address.
' This may cause the gateway to be unreachable until installed
L

on the proper network or by manually defaulting the gateway

Do You Wank bo Continue?

WARNING POPUP

Click Yes to close the warning popup. In the Network
Configuration screen, type the three addresses ob-
tained from your network administrator into the following
three fields:

e IP Address
e Subnet Mask
o Default Gateway

E Network Configuration

Metwark Setup
IP Address Setup

Usg DHCP & [ DHCP Mame:

‘Wireless Mode |Wired Orly j

Phaddress: | 173 . 16 . 20 . 1 |

SubretMask: [ 255 . 255 . 255 . 0 |

Default Gateway :

o . o0 . 0o . o |

NETWORK CONFIGURATION SCREEN

Click Save Configuration and send to Gateway.

7. Physically disconnect (unplug) the Gateway from the
first subnet, physically relocate and plug the Gateway
into the second subnet (in the example above, from
"173.16.100.xxx" to "173.16.200.xxx). Install the Gate-
ways in their final locations.

As stated previously, Emergency Commands require all
Gateways in the system use static IP addresses to
communicate with each other. Therefore, to ensure
Emergency Commands operate correctly, use the fol-
lowing menu item to manually distribute the static IP
addresses of each Gateway (listed within DL-Windows)
to all Gateways in the system.

Click the GW Confg button to open the Gateway Con-
figuration screen. Click Tools, Send IP Table to all
Gateways.

The remaining tasks are to install your locks on the
doors, and have DL-Windows Discover them (as out-
lined in the section CONFIGURING DL-WINDOWS
FOR WIRELESS LOCK USE):

8. Create a virtual lock "Profile" for each lock installed
9. Discover physical locks on the Gateway

10.Assign (add) discovered locks to the Gateway

11. Link lock to a Profile

12. Send Profile to lock.

Trilogy Networx™ Wireless Setup & DL-Windows Configuration Instructions



Terminology

The following words are used throughout this manual to con-
vey specific concepts and/or actions used in DL-Windows
version 4.0.0 software (or later).

Assign - Add to hardware or specify a relationship. Can be
used with User Codes and locks ("to assign User Codes to
specific locks"), or with hardware identification ("the factory
assigns each lock a unique Serial Number"), or a fixed wire-
less communication channel between locks and a Gateway
("locks assigned to a Gateway").

Communicate - To send or receive a transmission. To avoid
the directionally confusing terms of "download" and
"upload", the word "communicate" is used in this guide.

Configure- To "assign" (add) discovered physical locks to a
Gateway (by sending the "Lock Config Table" to the se-
lected Gateway). Configuring ensures a fixed wireless
communication channel exists between selected physical
locks and a selected Gateway.

The Gateway Configuration screen allows you to select a
Gateway and allow that Gateway to discover physical locks;
these physical locks can then be assigned to that selected
Gateway. When the Use Selected Locks button is clicked
(in the "DISCOVERED LOCKS" POPUP), the Gateway

E Discovered 2 Locks

1
BAFZ000C Signal: R 18 - T 27 FDL&E100

Discovered 2 ofthe 17 Locks asked to discover

Use Selected Locks Cancel

"DISCOVERED LOCKS" POPUP

sends "configuration data" to the selected locks. This
"configuration data" contains items (such as an internal lock
designation, a specific radio channel and security data) that
are all embedded in what is called a "Lock Config Table".
This "configuration data" instructs the physical lock(s) to
communicate ONLY with that Gateway and prevents other
Gateways from communicating with the physical lock(s).

In short, the Gateway tries to "configure" the selected physi-
cal locks by assigning the selected physical locks to the
Gateway.

DHCP (Dynamic Host Configuration Protocol) - Software
that automatically assigns IP addresses to devices that

are connected to a network. It eliminates having to
manually assign fixed IP addresses.

Discover - To "discover" Gateways, the system searches for
Gateways not yet assigned to an Account; to "discover”
locks, the selected Gateway searches for locks not yet as-
signed to Gateways.

Download - See Communicate.

Import - When the Account information stored in DL-Windows
is lost (such as with a stolen laptop)--AND--the DL-
Windows backup files are either non-existent, inadequate or
lost, the "Import" options can be used to rebuild an existing
wireless system using the data stored inside the onboard
memory of the installed Gateway device(s). See the Tools,
Import menu options on page 35 for more information.

IP Address - The IP (Internet Protocol) address is a unique
address of a device (such as a computer or a Gateway)
connected to a TCP/IP corporate Intranet. IP addresses
are written as four groups of numbers separated by peri-
ods; these groups are called "octets". IP addresses can be
permanent ("static") or dynamically assigned (by DHCP)
when a device, such as a Gateway, is powered.

Link - In DL-Windows, the word "Link" is used to describe the
specific action of associating a "virtual lock" Profile to the
serial number of the physical lock installed on the door.

Locate - With physical lock(s), the Locate command causes
the physical lock to "beep" and flash its LED (helpful when
you wish to find the physical lock or confirm the lock's wire-
less connection is operational). When used with a Gate-
way, refers to re-discovering a "lost" Gateway device on the
network. Used when an operational Gateway has lost its
network connection, and appears listed in red colored text
on the Gateway Configuration screen.

Lock Config Table - When a Gateway is "discovered" and
added to an Account, DL-Windows sends a Lock Config
Table to the Gateway. This Lock Config Table is stored in
the Gateway memory, and may or may not contain as-
signed physical lock data. The table is a database structure
that is designed to hold the physical lock data (serial num-
bers, etc) when physical locks are "assigned" to the Gate-
way.

Physical - Same as "Real". Tangible, not virtual. See Virtual.

Profile - Lock "Profiles™ may also be called "Lock Programs"
or "Virtual Locks". A lock "Profile" can be thought of as a
"virtual" lock, created within DL-Windows, that contains all
of the instructions that a "real" ("physical") lock uses to per-
form its various functions. Use DL-Windows to create a
lock "Profile" on your computer, then transfer and store the
"Profile" in the memory of the "real" lock. The lock "Profile"
is essentially a computer database file that maintains User
Codes, Features, Time Zones and Schedules. When creat-
ing these virtual lock Profiles, you are also designing the
entire virtual system--conceptualizing which doors will have
which locks, adding User names and allowing or restricting
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Terminology

access to the virtual locks by the various Users in the Ac-
count.

Real - Same as "Physical". Tangible, not virtual. See Virtual.

Subnet (SUBNETwork) - To improve security and processing
performance, network administrators often divide their
corporate Intranets into interconnected but separate seg-
ments called "subnets". Subnets also allow multiple us-
ers to access the Intranet with the same subnet address.
A router is typically used to allow network traffic to pass
between subnets.

Subnet Mask - The IP protocol makes use of a Subnet
Mask to more efficiently route packets to their correct
network destinations. When a Gateway receives a data
packet, the Subnet Mask indicates how many bits of the
packet's destination address are to be used for routing
and which bits are to be "masked" (ignored). The Sub-
net Mask can be thought of as a "filter" that allows the
system to ignore unnecessary information, thus increas-
ing efficiency. This information must be obtained from
your network administrator.

Upload - See Communicate.

Virtual - Simulated on a computer. DL-Windows allows you to
create a lock "Profile" that can be thought of as a "virtual"
lock, created within DL-Windows, that contains all of the
data that a "real" (physical) lock uses to perform its various
functions. When creating these "virtual" lock Profiles, you
are also designing the entire ‘virtual" system--
conceptualizing which doors will have which locks, adding
User Names and allowing or restricting access to the virtual
locks by the various Users in the Account. Later, you will
"Link" these lock Profiles with the real locks installed on the
doors.

Trilogy Networx™ Wireless Setup & DL-Windows Configuration Instructions 7



o A laptop or desktop computer (to run DL-Windows)
e A wired or wireless home router (to allow connec-
tion to a computer network)

e An Alarm Lock Gateway module (the intermediary
device between the network and the locks)

Note: Before proceeding, you should have a working
knowledge of DL-Windows. See the DL-Windows
User Guide (OI237) for basic information such as
how to install and open DL-Windows, how to create
Accounts, how to add Profiles to Accounts, etc.

. Install the DL-Windows software into your com-
puter as described in the DL-Windows User Guide
(01237).

. Connect your computer to a network

If you want to set up a "small network" with a router,
follow the instructions "Small Network" that follow. If
you want to use a "large network" such as an existing
corporate Ethernet (such as a LAN), skip down to the
"Large Network" section, below.

SMALL NETWORK
You can create your own "small network" by using a
wired or wireless router.

| Router
Wired (RJ-45) I

_ B o Wireless 802.11
R WD %/
PC Running
DL-Windows
Software

For the connection between your computer and
the router, most laptops and some desktop com-
puters contain a wireless network card (also called a
"wireless network interface controller") to allow for
wireless communication between your computer and
a wireless router; if your computer does not have a
wireless network card, you can usually connect the
"non-wireless" network card in your computer to the
router using an double-ended RJ-45 to RJ-45 (8P8C)
Ethernet cable.

LARGE NETWORK

If you have access to a "large network" such as an
existing corporate Ethernet network (such as a LAN),
connecting to a network may be as simple as plug-
ging your computer into an RJ-45 wall jack. In this
case, you may wish to contact the Ethernet network
administrator and inform them as to your plans.

-‘ Wired (RJ-45)
>
g

or Wireless 802.11
(CESSSATRANNE wee. O

Existing
Corporate
Ethernet
Network

PC Running
DL-Windows
Software

Hardware Installation

HARDWARE INSTALLATION

For a minimum wireless system, you need:

For the connection between your computer and a
large Ethernet network, most laptops and some
desktop computers contain a wireless network card
(also called a "wireless network interface controller")
to allow for wireless communication between your
computer and a this large network. Contact the net-
work administrator for this kind of wireless connec-
tion.

For computers without a wireless network card, con-
nect the "non-wireless" network card in your com-
puter to the network as follows: Connect one end of
the Ethernet cable to the computer network card RJ-
45 socket (usually located at the back of your com-
puter); connect the other end of the cable to the RJ-
45 socket at a wall jack or a modem that is part of the
corporate Ethernet network / LAN. Note that wall
jack or modem access points usually need to be con-
figured first by the network administrator before the
network will allow a connection.

. The Network Connection to the Gateway

The connection between the network (the router or
the existing corporate Ethernet network) and the
Gateway device may be either directly wired using
an Ethernet cable --or--wirelessly via 802.11x trans-
missions, as shown in the illustrations below:

Router
l  Wied R)45) | GATEWAY
p or Wireless 802.11 #1
Wired (RJ-45) GATEWAY
or Wireless 802.11 #1

Remember, the Gateway device will eventually be
mounted on a wall or in a ceiling; therefore a wired
network connection to the Gateway device is rela-
tively straightforward because once you plan the final
location of the Gateway and you plan the physical
location of the network connection, the only remain-
ing task is to run a wire between these locations.

The instructions for the wired connection are in the
next section; for wireless connection instructions,
skip to the "Wireless Network Connection to the
Gateway" section below.

Existing
Corporate
Ethernet
Network

Wired Network Connection to the Gateway

The double-ended Ethernet cable is used to connect
the network to any of the 3 Gateway models. Sim-
ply plug one end of the Ethernet cable into the net-
work Router or a network wall socket (at any location
within the premises) or network modem. Then con-
nect the other end of the Ethernet cable into the
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Gateway module. Now skip to step 4 below, and
read about the importance of selecting a favorable
Gateway mounting location and signal strength con-
siderations.

Wireless Network Connection to the Gateway
This wireless connection will only work with a
"Hardwired/Wireless" Gateway model AL-IM80211.

To ensure a fixed wireless communication channel
exists between the network and the Gateway, you
must first temporarily connect the network to the
Gateway with an Ethernet cable.

Why? When the Gateway is first powered, the very
first thing the Gateway tries to do is obtain an IP Ad-
dress--from anywhere. If an installation takes place
in a facility that contains several active networks
(and/or active routers), there is a possibility that an
unknown network (or router) will provide the Gateway
with an IP address outside the network you want to
use.

The solution is to temporarily connect the desired
network to the Gateway with the double-ended
Ethernet cable. This temporary wired connection en-
sures that all network settings (that you want to use)
are sent DIRECTLY into the Gateway, thus ensuring
that the Gateway device will ONLY communicate with
that specific router or network.

3a. Connect the network to the Gateway with an
Ethernet cable. Plug one end of the Ethernet ca-
ble into the network Router or a network wall
socket (at any location within the premises) or
network modem. Connect the other end of the
cable to the Gateway module.

3b. Open DL-Windows. Create a new Account or
select an existing Account. Add a New Lock Pro-
file to the Account. In the New Lock Profile
screen, select a Networx" "Lock Type" (for ex-
ample "DL6100"). Click the GW Confg button.
For all new Accounts and existing Accounts with-
out passwords, a popup appears requesting that
you set a "Security Password". For existing Ac-
counts with Passwords, this popup will not ap-
pear, therefore jump to step "3c" below.

DL-Windows

1 Please set the 'Security Password' by using the 'Tools - Set Security Password' menu,
Do MOT share passwords between accounts,

The above popup appears because there must
be a way for DL-Windows to differentiate be-
tween separate wireless Accounts. For example,
if a large office building has one company on the
15th floor and another company on the 16th floor,
radio signals can overlap from these two sepa-
rate Accounts. How does DL-Windows prevent

Hardware Installation (cont'd)

this confusion between wireless signals? The
answer is to require a unique "Security Pass-
word" for each Account that contains wireless
locks, and to embed that password within the ra-
dio transmissions. (Click OK to close this
popup).

On the DL-Windows main screen, click Tools,
Set Security Password, and the Set Security
Password dialog appears:

Set Security Password

Set thiz password to enable the security feature for the locks. Fleasze
wiite thiz down, as passwords are MOT retrievable. Changing a pazsword
requires all locks to be manually cleared of data and re-downloaded. The
pazzword must be B characters in length. Click OF, to set.

New Password || Ok
Confirm Lancel

SET SECURITY PASSWORD DIALOG

Important: Do NOT share passwords between Ac-
counts, otherwise the radio signals can become inter-
mixed! Be sure you record--in writing--all Account
passwords in a safe location; once set, passwords are
NOT retrievable from DL-Windows! Changing a pass-
word in a wireless system requires all wireless locks in
the Account to be manually cleared of all data and re-
enrolled.

Note: The password must be exactly 6 characters (no
more--no less) in length. Retype the same password in
the Confirm field; click OK to save the password, or
click Cancel to exit without saving. Click OK and a
confirmation popup appears:

Password

.
\]:) Your Secutity Code Has Been Set, Have a Mice Day.

Click OK to close the above popup, then click the GW
Config button to open the Gateway Configuration
screen.

3c. In the Gateway Configuration screen, click the Dis-

cover New Gateways And Auto Add to Account
button:

Ackions

Discover Mew Gateways adnd
Auto Add bo Account

A Discover New Gateways popup appears.

Discover New Gateways

i This will automatically Assign any newly discoved Gateway(s) and add them to the system,

Do you vwant ko continue?
o
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Hardware Installation (cont'd)

Click Yes and DL-Windows searches the network;
since the Gateway has this direct (albeit temporary)
wired connection to the network, DL-Windows will find
this Gateway, and will add the Gateway to the current
Account. The Gateway will then be listed in the Gate-
way Configuration Screen grid. The following image
is an example of what will appear:

H Gateway Configuration

Exit Tools Actions Help

Actions

Discover New Gateways And g = 2
RS Bdd B oLt Mumber of Locks ta Discover: |1 - Discover Locks On Selected Gateway

Gateway(s)

Firmware Version | Assigned Locks i‘
3.81 0

‘ Click the row to highlight and select the Gateway. ‘

3d. Click on this "New Gateway 1" to select this Gateway.
Write down the IP Address and MAC Address shown.

IP Address

MAC Address

3e. Click Tools, Configure Network Settings, and the
Network Configuration screen appears:

A Network Configuration

Network Setup

1P Address Setup Wireless Network Security

Security Type : [None -
Authentication : |None hd
Encryption : [None -

Use DHCP : [V

DHCP Name:
wireless Mode : [wirless orly -

IP Address : 192, 168 . 1 . 100

Subnet Mask ; 255 . 255 . 255 . 0
Gateway:[ 0 . 0 . 0 . 0

Key Type : |None -

Wireless Network Configuration ‘Kev :

Network Name (S5ID) ¢ [ALARMLOCK
Retyps Key :
Metwork Type : |Infrastructure - ‘
Channel Mumber : |Channel 11 hd

{"Save Configuration and send ko |
Gateway '

Get Network Configuration From
Gateway

Close

If using DHCP:

e From the Wireless Mode pull-down, click Wireless
Only.

e Type the network name in the Network Name (SSID)
field. For more information, refer to the setup guide for
the router being used.

e From the pull-down, select the appropriate Network
Type being used, in most cases it will be Infrastruc-
ture.

e Select the appropriate Channel Number for which the
router is set. - For more information, refer to the setup
guide for the router being used.

e By default, Wireless Network Security is disabled.
We recommend to use "MAC Address Filtering" for se-

curity if your router supports this feature. If Wireless
Network Security is desired, refer to the router setup
for wireless security.

If NOT using DHCP:
e If you are using Static IP Addresses, refer to the router
setup guide for static IP address setup information.

3f. Disconnect the Ethernet cable from the network Router
(or network wall socket) and also from the Gateway
module.

Gateway ID Card

We recommend that when installing the Gateway, a
blue-colored "Gateway ID Card" be completed. Since
Gateways are often installed in ceilings or other hidden
locations, their physical locations may be easily forgot-
ten. This ID card may prove very useful when replacing
Gateways, or when selecting a Gateway to use to dis-
cover locks, or whenever an installed Gateway needs to
be physically located.

4. Mounting the Gateway module
A Gateway module acts as an Tipterface between a com-
puter network and the Networx = wireless locks.

Gateway Mounting Location

Give careful consideration to the location of the Gateway
when planning the layout of the system. Gateways
should be mounted in elevated areas (such as drop ceil-
ings), and should be centrally located within the sepa-
rate lock installations. Select a convenient location that
allows access to an AC outlet (to plug in the Gateway
supply transformer for models AL-IM80211 and AL-IME)
and allows access to the RJ-45 Ethernet cable running
from the Gateway to the router/network. You can plan
for a single Gateway to cover a circle several hundred
feet in diameter, greater within open areas without walls.
Choose a location as high above ground level as practi-
cal (home attic installations are not recommended),
keeping in mind that metal objects may adversely affect
reception. It may be helpful to draw a layout of the sys-
tem, identifying all proposed Gateway locations and the
anticipated door locations. Also include notations indi-
cating construction materials in use. Although wood and
wallboard construction will have little effect upon signal
strength at the lock, concrete or brick can reduce signal
strength by up to 35%, while steel-reinforced concrete or
metal lath and plaster can reduce Gateway transmitter
strength as much as 90%.

All Gateway models should be mounted vertically on
either a wall or ceiling. Horizontal "flat" mounting of the
Gateway enclosure should be specifically avoided.

Note: In difficult installations wherein distant Gateways
pose reception problems, the use of multiple gateways
throughout the premises is recommended.

Signal Strength
After the Gateway is mounted, a special test tool will be
available to test the signal strength received at a given

10
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Hardware Installation (cont'd)

door before installing the lock. We supply a "Class 2"
6V power supply (never substitute power supplies; use
only the supplied unit) that is wired to the terminal strip
located on the Gateway PC board. Wiring is non-
polarized, so connect either wire to either of the two ter-
minals.

First Time Gateway Power Up

When the Gateway is first powered, the red light flashes
slowly (about once every 2 seconds), indicating the unit
is looking for a valid IP address (unit may take up to 90
seconds to find a valid address). If the unit finds a valid
IP address prior to 90 seconds, the red light flickers.

If the unit does not obtain a valid IP address after 90
seconds, the flashing rate increases to one flash per
second, and will attempt to find an IP address later.

The one flash per second flash rate indicates the Gate-
way is "configured". At this point you can reset the GW:

Reset the Gateway

At this point, the Gateway is mounted and connected to
the router (or the network) with the RJ-45 cable. Apply
power to the Gateway and the red light flashes slowly,
about once every 2 seconds. Before securing the Gate-
way housing cover, reset the Gateway memory--even if
the Gateway has never been used. Press and hold the
"RESET" button and the red light turns on continuously;
continue to hold the button and the red light will start to
flicker. Release the button and the red light will continue
to flicker.

"Resetting" the Gateway clears all memory and ensures
that any residual voltage or test data existing from the
factory is cleared from the unit. Always reset the Gate-
way for new installations; you can also reset the Gate-
way anytime after the Gateway is powered. Secure the
Gateway housing cover with the screws provided.

Trilogy Networx™ Wireless Setup & DL-Windows Configuration Instructions 11



Configuring DL-Windows for Wireless Lock Use

CONFIGURING DL-WINDOWS FOR
WIRELESS LOCK USE

Now that the wireless network hardware is installed, you can
use DL-Windows to design your "virtual" system.

The following list are the simplified steps required in DL-
Windows to get a minimum system (one Gateway and one
lock) up and running. These numbered steps correspond with
the detailed procedures that follow:

NN~

Create a new Account

Create a virtual lock "Profile"

Discover the Gateway

Add ("Assign") the Gateway to an Account
Discover physical locks on the Gateway
Assign (add) discovered locks to the Gateway
Link lock to a Profile

Send Profile to lock

It may be helpful to create a "test" Account in DL-Windows
while walking through the procedures below; later you can al-
ways go back and create a separate Account that accurately
reflects a genuine installation.

1.

Create a new Account.

Technically, an "Account" is a DL-Windows computer
database file that allows you to organize and maintain
multiple lock installations. But in practical terms, an Ac-
count is often named after the building or company loca-
tion in which a lock or multiple locks have been installed.
For example, the Account Name might be "Overbrook
Hospital" and listed in that Account are the 4 locks you
just installed on the 7th floor. In DL-Windows, Accounts
can be created, edited, cloned and deleted. The benefit
of an Account is that it allows you to add the name of a
User ONCE and then assign that User to multiple locks
within a building, rather than having to enter and re-enter
the same User information again and again for each lock
in the Account. Enter the name of the User once in the
Global Users screen, then sit back and assign that User
to the locks you wish, with just a few clicks of the com-
puter mouse.

Double-click the DL-Windows shortcut, or click Start,
Programs in Windows to find and start the DL-Windows
software. The DL-Windows main screen opens (see
"DL-WINDOWS MAIN SCREEN" image).

Right mouse-click here and
select New Account

DL-WINDOWS MAIN SCREEN

(For new installations, a popup appears with directions).
First click OK to clear the popup, then, as directed by the
popup, use your mouse to right-click anywhere in this
white box (the "Account Tree" area at the left), and select
New Account. The New Account dialog opens.

Enter New Account Description

Enter the New Account Description in the field shown
in the "NEW ACCOUNT DIALOG" image. The Account
Description will typically be the name of the company or
facility where a lock(s) will be installed. Note that existing
Accounts from previous installations are also displayed.
Click OK to create this new Account.

(If you wish to delete an Account, right mouse-click the
name of the Account and select Delete Account from
the menu. A warning popup will appear, and click Yes to
confirm, and click No to cancel).

Enter Mew Account Description

| Fairview Hospital

E «izting Accounts

Eroadway Hatel

NEW ACCOUNT DIALOG

. Create new virtual "lock Profiles" (also called "Lock

Programs" or "virtual locks"). A lock "Profile" can be
thought of as a "virtual" lock, created within DL-Windows,
that contains all of the instructions that a real lock uses
to perform its various functions. Use DL-Windows to
create a lock Profile on your computer, then transfer
and store the Profile in the lock memory. The lock
Profile is essentially a computer database file that
maintains User Codes, Features, Time Zones and
Schedules.

New Lock Profile

After clicking OK in the New Account dialog, a popup
appears asking if you would like to create a new lock
Profile. Click Yes, and the New Lock Profile dialog ap-
pears (see the "NEW LOCK PROFILE SCREEN" im-
age).

Type the description of the new lock, which will typically
be the name of the room in the facility that the lock is se-
curing. Select the Type of Lock to be programmed from
the drop-down list (for example, the 6100 series). When
finished, click OK. After a few seconds, the new Profile
is created and DL-Windows automatically opens the
Global Users screen. Note: To add a new lock to an

12
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Configuring DL-Windows for Wireless Lock Use (cont'd)

existing Account, first open any existing lock in the Ac-
count, then right-click in the white column and select
New Lock. The Number of Locks to Create? field al-
lows you to create multiple locks of the same lock type.
You can also duplicate ("clone") locks.

E Mew Lock Profile ..

Enter Mew Lock Profile Description.

Lock Type
|POLE100 |

Mumber of Lock to Create 7 |1 =

Euisting Locks

Cafeteria

Chief Attending Office

ER Custodial Storage Room
FPharmacy Locker Sth Floor
Fesident Mesting Foom

Cancel oK

NEW LOCK PROFILE SCREEN

Using the Global Users Screen

5
alobal
You can always open the Global Users screen with the
Global button (see the "GLOBAL USERS SCREEN"
image). Programming of User Codes, Programmable
Features and Schedules can now begin. Note: The
screens that display on StartUp can be selected under
Options (click the Opt button).

A Global Users Account Name: Huntington Hospital

User List User Informetion Locks Listed by Lock D
Classic Sort (Global ID) - First Name:  [Berton 1. G 4 5]~
68 7 8 8 10
User Hame B af | | ‘ostheme Javere e e
7 [Berton Averre 777839 Address: [ 18 17 18 19 20
cty | 21 22| 3 M| s

stete 0 3 32 35 3 35
Telephons Humbsr % a7 w38 40
Pt frrresy 45 47 an 45 &0

Custom Field - Set in Options Screen &1 & a3 m4 aalT

Prox Card Data

Prox Card

[

Faility Card Code

Card ID

Add Cards | Remove Card

Add Administrative Users Set Group Assignment
Hide Pins
Set Double Sided Access | Set Level Assignment

Search

[eme | [Type Search Text Here Delets User

| &l @ ResetName Search | cose |

GLOBAL USERS SCREEN

The Global Users screen is used to enter User informa-
tion and to assign Users to specific locks. User lists can

be imported from other DL-Windows Accounts or from
comma delimited formatted lists. Administrative Users
can be accessed through the Global Users screen via
the Add Administrative Users button.

Add Users and User Codes

As shown in the "ADD USERS AND USER CODES"
image, type the first and last name of a User in the User
Information Fields, and enter the remaining personal in-
formation as needed. Note that the names entered in
the First Name and Last Name fields also appear in the
User Name list. Note: A specific PIN Number ("User
Code") may be typed in the Pin No. field for each User --
or-- random User Codes may be auto-generated for one
or many Users by right-clicking in the User Name list. In
addition, a Custom Field (located under the Pin No. field)
allows a customized field of up to 15 characters. This
field is set in the Options screen (click the Opt button)
and once changed remains identical for all locks in all
Accounts.

E Global Users Account Name: DL6100 Locks @\E\@
User List User nformation Lacks Listed by Lock ID
Classic Sort (Global D) - First Name:  [Bertan 1 B 3 4] s5|a

Last Name: [averre Bl =i a6k 4 0
11 12 13 14 15
Ardedress; 16 17 18 19 20

d New Codes

=T & AT 21 22 23 24 25
enerate All New Codes
— 5 27 238 28 3
| Delete Selerted Codes @ an g 2 3| Al =
||| Delete all Codes etumber [ 3 I 3\ 3\ 40
41 2 4 a5
[ | | Delete Selected Prox Cards PinMo |777899 45 47 a5
[ || Delete Al Prox Cards Field - Set in Options Screen S e e
——  Delete Selected Users | Prox Card Data
T | Prox Cardl
L1 AddSelected Users to all Locks / I
——  Add Selected Users to a Lock .
[ raf The LockID Grid
L | | RemoveSelected Users from all Locks [] displays LockID
| I | Removs Selected Ussrs From a Lock User b
— Information car NUMDErs
— " AddUser to Admin Screen Fields AATTETE T
—t— Add user to Lock Down List

ldministrative Users Set Group Assignmert
fdld a Black of Empty Slots to List Hide Pins
i i Set Level Assicnmert
Right-click menu in

the User Name list e Neeat o] [Ty Search e rere || pte tser

@ Reset e Search | gose |

Suble Sided ccess |

=T

ADD USERS AND USER CODES

Note: The ID column in the User Name list is used for
identifying Users in this screen only and is NOT associ-
ated with positions in the Lock Data screen. If you wish,
this column may be hidden using the Options screen
(click the Opt button and uncheck "Show Global User
ID's").

— Locks Listed by Lock ID

1 2 3 4 5 ﬂ
T 8 5 10
12 13 14 15
17 18 19 20

24 22 23 24 I8

acl a7 o an oan

Lock Grid

To add a selected

User, double-click on a
LockID number box.

1
1

51 52/ G3l L4 Eﬁ;l

LOCK ID GRID

The LockID Grid displays LockID numbers and is color-
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coded to describe the state of the selected User:
e Green = User entered in the lock and enabled
¢ Red = User entered in the lock but disabled
e White = User not in the lock

Double-click on a LockID Grid number to cycle through
the colors of the LocklD number (from white to green to
red and back to white again) thus adding, disabling or
removing a User as needed. In this way, the LockID
Grid can be used to add a User to any lock in an Ac-
count. One or multiple Users can also be added to one
or more locks via the right-click menu in the User Name
list.

Select a Range of Users

To select a range of Users, click to select the first User,
press and hold the SHIFT key, then click the last User in
the range (you can also press CTRL and click individual
Users). Within the range of Users highlighted, right-click
in the highlighted area to display the menu as shown in
the "SELECT A RANGE OF USERS" image. Click a
selected action in the menu to perform the action for the
selected Users.

B Global Users Account Name: DL6100 Locks
User List

[Classic Sart (Global D) -

User Information

Frethiame: [ba
Lastname: [Fiege
P
(o7 —

Generate Selected New Codes

Generate Al New Codes

Delate Selected Codes

-

Delete All Codes ’ﬂNﬂ ..then right-

Delete Selected Prox Cards Bl

bete il o Cac / click and select
from any of

these options.

To highlight a range of
Users, click in this column
to select the first User,
press and hold the SHIFT
key, then click the last
User in the range...

Delete Selected Users

Add Selected Users ko Al Lacks
Add Selected Users to a Lock

Remave Selected Users From Al Locks |
Remove Selected Users from a Lock

Add User to Admin Screen [

Btrativ

Add user ko Lock Down List =

Bioet

Add a Block of Empty Slots to List |
- —TTSeR

SELECT A RANGE OF USERS

Random User Code Generation

Random User Codes may be generated for one or many
Users. (Note: To avoid User Number conflicts, it is rec-
ommended to first assign specific User Codes to Users
before selecting random User Code generation). To
generate random Codes, press and hold the CTRL key,
click the right arrow ("»") located to the left of the User
Name to select each User(s), then right-click and select
"Generate Selected New Codes". You can select a
range of Users (as described above) and click Generate
All New Codes to create new codes for all Users.

E Set Administrative Users @
Administrative Users [ Tijso Name T User Infa
Master Code } |Master Cods 123456 First Mame: [ aster

Installer 1 |installer 1
Instaler 2 Installer 2

LastMame: [Code

Manager 1 anager 1 S

Manager 2 anage 2 T
Manager 3 [ |Manager3

Supervisor 1 perviser 1 State Zp Custom Feld -
Superviso 2 Lpervisor 2 B
Supervisni 3 Cpervisor 3

Print Only 1 int Dnﬁﬁ Telephone Number:

Pint Orily 2 Frint Oy 2

s Enable User 300 Comments  Pin Mo 123486

PC Download FC Download
DTM Dowrload |DTH Dowrload ’7
One Time Service || One Time Service

Frox Card Data
e | Pros Card Py CariCote

View Lockdowun Users l
cadip: | AddCads | RemoveCad
Delete Curent User Bccept

SETTING ADMINISTRATIVE USERS

Configuring DL-Windows for Wireless Lock Use (cont'd)

Administrative Users

The Add Administrative Users button displays the Set
Administrative Users screen. Administrative Users are
the same for all locks within an Account. Enter informa-
tion the same way as if adding a basic User.

Discover new Gateways.

Add ("Assign") the Gateway to an Account

Note that steps 3 and 4 are listed together because
these two tasks can be performed with one button, as
you will see.

ol

2l
W Confg

Upon clicking the GW Confg button, a popup appears:
(if this popup does not appear, skip to the section "Using
the Gateway Configuration Screen").

DL -Windows

1 Please set the 'Security Password' by using the 'Toals - Set Security Passwaord' menu,
Do MOT share passwords between accounts,

This popup appears because there must be a way for
DL-Windows to differentiate between separate wireless
Accounts. For example, if a large office building has one
company on the 15th floor and another company on the
16th floor, radio signals can overlap from these two
separate Accounts. How does DL-Windows prevent this
confusion between wireless signals? The answer is to
require a unique "Security Password" for each Account
that contains wireless locks, and to embed that password
within the radio transmissions. (Click OK to close this
popup).

On the DL-Windows main screen, click Tools, Set Secu-
rity Password, and the Set Security Password dialog
appears:

Set Security Password

Set thiz pazsword to enable the security feature for the locks. Pleasze
wite thiz down, az passwaords are MOT retrievable. Changing a password
requires all locks to be manually cleared of data and re-downloaded. The
pazsward must be B characters in length. Click OF to zet.

New Password || ok |
Confirm Cancel |

SET SECURITY PASSWORD DIALOG

Important: Do NOT share passwords between Ac-
counts, otherwise the radio signals can become inter-
mixed! Be sure you record--in writing--all Account pass-
words in a safe location; once set, passwords are NOT

14

Trilogy Networx™ Wireless Setup & DL-Windows Configuration Instructions



Configuring DL-Windows for Wireless Lock Use (cont'd)

retrievable from DL-Windows! Changing a password in a
wireless system requires all wireless locks in the Account
to be manually cleared of all data and re-enrolled.

Note: The password must be exactly 6 characters (no
more--no less) in length.

Retype the same password in the Confirm field; click
OK to save the password, or click Cancel to exit without
saving. Click OK and a confirmation popup appears:

‘!-J‘) Your Security Code Has Been Set, Have a Mice Day,

Bad Security Code

If you attempt to discover Gateways in an Account, and
new Gateways are found within radio range but are al-
ready in use within another Account, the following popup
appears:

Bad Security Code

L ] "_-. Flease enter the correct security code and retry,
]

Using the Gateway Configuration Screen

Click the GW Confg button to open the Gateway Con-
figuration screen (see the "GATEWAY CONFIGURA-
TION SCREEN" image).

This management screen is the focal point of the DL-
Windows wireless system. With this screen you can add
new Gateways, search for locks, check system status,
and control the most common aspects of the system
hardware--with just a few clicks of the computer mouse.

H Gateway Configuration @

Exit Tools Actions Help

Actions

Discover New Gateways And - 5
Auta Add ko Account Mumber of Locks to Discover: |1 - Discover Locks On Selected Gateway

Gateway(s)
Description |1 Address |MaC Address | Firmware Version | Assigned Locks i‘

GATEWAY CONFIGURATION SCREEN

To start the process of adding Gateways into the Ac-
count, click the Discover New Gateways And Auto
Add to Account button.

Actions

Discover Mew Gateways and
Auko Add to Account

(TWO ACTIONS IN ONE BUTTON)

Note that this one button combines two actions--the
"discovering the Gateway(s)" action, and the "adding the
Gateway(s) to the current Account" action.

A Discover New Gateways popup appears; click Yes
and DL-Windows searches the network and lists the
Gateways that are found in the grid shown in the
"GATEWAY CONFIGURATION SCREEN" image.

Discover New Gateways

i This will automatically Assign any newly discoved Gatewayis) and add them to the system,
Do you wank ko conkinue?

DISCOVER NEW GATEWAYS POPUP

For each Gateway, the table displays the Gateway De-
scription, assigned IP Address, the unique MAC Ad-
dress of the Gateway (assigned at the factory), the
Gateway Firmware Version and the number of locks
assigned to the Gateway ("Assigned Locks").

To confirm the status of the Gateway, simply click Tools,
View Gateway Status (see the "VIEW GATEWAY
STATUS "image).

i Gateway Status @

Gateway Status

Gateway Description: |On Desk,
Gateway IP Address: [192,168.1.101
Gateway Firmware Yer: |3.45
Firrware pdate: ﬁm‘&
Security Code: jEood
Lock Comunication Error: I‘iﬁlﬁ&

Gateway Status: MNormal

Last Updated: |1,|'3III,|'2IIIIIIQ 11:04:40 AM

.........................................

IUpdate Status Close

VIEW GATEWAY STATUS

Click the Update Status button to send a request
through the network for the condition of the Gateway,
and the Gateway's response populates the fields in this
screen. If an element of data is outdated or if a commu-
nication connection is broken, the relevant fields turn red
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Configuring DL-Windows for Wireless Lock Use (cont'd)

to warn of the possible malfunction. Green colored fields
indicate the attributes are within acceptable limits as set
by DL-Windows. To exit this screen, click Close. Note:
For new installations, some data may not yet exist, and
therefore several fields may be empty.

. Discover physical locks on the Gateway

Each Networx " lock is identified by a unique serial num-
ber assigned and programmed into the lock firmware at
the factory. To find installed locks, click the GW Confg
button to open the Gateway Configuration screen.

As shown in the "SELECTING A GATEWAY" image,
click to highlight and select the Gateway to which you
want to assign ("add") the installed locks. The Gateway
selected will transmit the discovery request radio signal
to the locks in the vicinity. Only those locks within range
that have not already been configured will respond.

E Gateway Configuration @
Exit Tools Actions Help

Actions

Discover Mew Gateways And - .
b R et Mumber of Locks ko Discaver: |1 - Discover Locks On Selected Gateway
Gateway(s)

Description IP Address MaAC Address Firmware Version | Assigned Locks
v Gateway 3.51 0

192.168.1.100 00204AB322FF

Click a row to highlight
and select a Gateway.

SELECTING A GATEWAY

The maximum search time allowed for each discovery
request is 1 minute. To minimize the search time, this
screen allows you to limit the search to a certain quantity
of installed locks. In addition, you can manually stop the
discovery process at any time by pressing the Esc key
on the keyboard. If you know the number of installed
locks to be discovered, select that number and the dis-
covery process will stop the moment that number of
locks are found. If the number of locks selected exceeds
the actual number physically installed, the discovery
process will continue for either a maximum of 1 minute or
until the Esc key is pressed.

Example: If the number selected is 10, but in fact only 8
locks exist, the system may find all 8 locks, but will keep
searching for 10 until the one minute timeout duration
expires--or until the Esc key is pressed.

Click the Number of Locks to Discover pull-down list
and select a number of locks that you want to detect.
Click the Discover Locks On Selected Gateway button
to initiate the search.

The "LOCK DISCOVERED" image displays the results
when one lock was requested to be discovered and one
lock was found:

HDiscuvered 1 Locks @

[FOECO0SC

PLE100

Signal: Rx 51 - Tx 45

Discovered 1 ofthe 1 Locks asked to discover

Use Selected Locks Cancel

LOCK DISCOVERED

6. Assign (add) discovered locks to the Gateway

In "LOCK DISCOVERED" example image, a popup
screen entitled "Discovered 1 Locks" appears, indicat-
ing the serial number of the lock, the signal strength and
the lock model.

To assign ("add") the discovered lock serial number(s) to
the selected Gateway, click the check box next to each
lock. To assign, click Use Selected Locks; to exit with-
out assigning ("adding") any locks, click Cancel.

Use Selected Lacks

Note: When the Use Selected Locks button is clicked
(in the "Discovered Locks" popup), the Gateway sends
"configuration data" to the selected locks. This
"configuration data" contains items (such as an internal
lock designation, a specific radio channel and security
data) that are all embedded in what is called a "Lock Con-
fig Table". This "configuration data" instructs the physical
lock(s) to communicate ONLY with that Gateway and pre-
vents other Gateways from communicating with the
physical lock(s).

. Link lock to a Profile.

In DL-Windows, the word "Link" is used to describe the
specific action of associating a "virtual lock" Profile to the
serial number of the physical lock installed on the door.

.
:5]) iould wou like bo link wour new locks now?

LINK LOCKS POPUP

After clicking Use Selected Locks, a Link Locks popup
appears, asking if you want to link your new locks now
(see LINK LOCKS POPUP). Click Yes to open the
Link/Unlink Lock Profiles screen or click No to cancel.
(see LINK / UNLINK PROFILES image).
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Configuring DL-Windows for Wireless Lock Use (cont'd)

i allows you to LinkjUin-Lik & Serial Rumber to & Lock Profile, Tt 3o dislays al avalable serial numbers ithe system
i the top richt hand box and l avalable unrlink Lock Profiles in the top left hand bos, The Grid at the bottom displays ol
inked Lock(s),

Avalable Lock Profies: Awailable Lackis) By Serial Number: ‘

DLE100 - DL6L0D Locks 1
DLE100 - DLALOO Locks 2
DL6100 - DL6LOD Locks 3
DLE100 - DLELOD Locks
IDLE100 - DLELOD Lox
DLE100 - DL6L0 Locks §

DLE100 - DLALOO Locks 7

DL6100- DL6LOD Locks s &

7OECODSC - PL6100 On Gateway: New Gateway | @ 192.168.1,100

Linked Locks

Lock 1D | Lock Profile Descrition Serial No, | Gateray TP Address -

LINK/ UNLINK PROFILES

The top half of the Link/Unlink Lock Profile(s) screen
contains two fields: "Available Lock Profiles" and
"Available Lock(s) By Serial Number".

The lock Profiles listed in the Available Lock Profiles
field are the same that were created in the "white box
area" of the main DL-Windows screen (the Account Tree
area). See the "LOCK PROFILES" image.

yeless Commands Wadow Help

0
&5
+ B pdeico

Account Tree "white box"
area listing lock Profiles

LOCK PROFILES

In the Available Lock Profiles field, click to select and
highlight the lock Profile. In the Available Lock(s) By
Serial Number field, click to select and highlight the cor-
responding lock serial number. We recommend that
when installing the lock on the door a yellow-colored
"Lock ID Card" (see the "SAVE THIS LOCK ID CARD"
image) be completed; the information on this card should
be used when performing this lock Profile linking proc-
ess.

When installing lock, please fill in all information on

this card. This information will be used when add-

ing network locks to DL Windows. Keep this card in ALARM LOCK
a safe place. Do not discard!

~LOCK ID CARD ~ @.

Lock MODEL

FACTORY SERIAL NUMBER

INSTALLED LOCATION

0OI353 10/08

SAVE THIS LOCK ID CARD

Click the Link Lock button to save this link association
within DL-Windows and to add the data to the table lo-
cated in the bottom half of the Link/Unlink Lock Profile
(s) screen. If you link in error, click the Unlink Lock but-
ton, and the previously selected lock Profile and serial
number will return to their respective fields.

Send Programming to lock

After linking, a SEND PROGRAMMING TO LOCK NOW
popup automatically appears requesting if you wish to
send the lock Profiles to the physical lock(s):

Send Programming To Lock

i Send Programming To This Lock Mow?
MOTE: all Can Be Programmed Later From ‘Wireless Menu

SEND PROGRAMMING TO LOCK NOW POPUP

Click Yes to send the lock Profile in DL-Windows to the
onboard memory located inside each physical lock; click
No to cancel without communicating. If you click No,
you can always request the lock communication manu-
ally as outlined in the following step.

SELECT THE PROFILE
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In the DL-Windows main screen, click to highlight the
lock Profile (see the "SELECT THE PROFILE " image).

Click the Comm button on the DL-Windows main
screen, then click Communicate with current Network
lock. The DL-Windows Network Lock Comm Screen
opens (see the "CLICK THE COMM BUTTON" image).

ket roerr "

CLICK THE COMM BUTTON

This screen includes the name of the lock Profile in the
Lock Name field, and lists the specific elements of the
lock Profile to be transmitted. Note that checking the in-
dividual elements will take less time to transmit than
compared with checking "Send/Receive All'. See the
"SELECT THE ELEMENTS TO BE SENT" image.

E DL-Windows Network Lock Comm Screen

Lock Profile Name: Pharmacy Locker--3rd Floor
[v SendiReceive Al
[ Send Users

[ send schedules/Features

[ Receive Mumber of Event Logs: |50 -

[ Send Time/Date Update

Start Communication ‘ Clase ‘

SELECT THE ELEMENTS TO BE SENT

For new installations, check "All" and click the Start
Communication button. The status bar at the bottom of
the window will indicate the communication progress.
When communication is complete, a popup will appear.
Click OK to close the popup, then click Close to close
the DL-Windows Network Lock Comm Screen.

Congratulations! Locks can now be put into use and
controlled wirelessly!

Configuring DL-Windows for Wireless Lock Use (cont'd)
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Normal Tasks

DL-WINDOWS TASKS

Add a new lock Profile to an Account

Adding a new lock Profile is a common task in DI-
Windows, usually performed after creating a new Ac-
count. See page 12, step 1 ("Create a new Account")
and step 2 ("Create new virtual lock Profiles") for step-
by-step instructions.

Delete a lock Profile from an Account

Open the DL-Windows main screen and find the Ac-
count Tree "white box" area listing lock Profiles. Simply
right-click the Profile and click Delete Lock.

Note: Performing this action (clicking Delete Lock)
does not remove programming from the physical lock
because communication between DL-Windows and the
physical lock does not actually occur.

REPLACING HARDWARE

Replacing an existing Router

Remove the existing router and install either a wired
or wireless router as described in its instructions.

For the connection between the computer and the
router, most laptops and some desktop computers con-
tain a wireless network card (also called a "wireless net-
work interface controller") to allow for wireless communi-
cation between your computer and a wireless router; if
your computer does not have a wireless network card,
you can usually connect the "non-wireless" network card
in your computer to the router using an RJ-45 Ethernet
cable.

For the connection from the router to the network,
the router is plugged into an Ethernet network source --
usually either a modem or a wall jack. As shown in the
overview drawing on page 1, with "Large Networks" the
computer may be connected directly to the network
(usually just a wall jack) with an RJ-45 Ethernet cable.
Note: If the computer is connected directly to the net-
work via a wall jack, the Gateway module may also be
connected directly to the network (for example, via an-
other wall jack) at any location within the premises.

Click the GW Confg button to open the Gateway Con-
figuration screen. Click Tools, Select Network
Adapter. The Network Adapter Selection screen that
appears allows you to identify the Ethernet "network in-
terface card" (NIC) you are using inside your computer
to communicate with the Gateway devices in your sys-
tem. Some computers have a printed circuit board that
plugs into the motherboard, other computers have the

network adapter (Ethernet) built into the motherboard,
thus precluding the need for a separate Ethernet card.
Remember, the router or corporate Ethernet network is
connected to this Ethernet adapter with an Ethernet ca-
ble (RJ-45 plug).

Select Ethernet Adapter Click the pull-down menu to
select the IP address of the router or the IP address of
the existing corporate network on which the Gateway is
installed. Click OK to save.

E Network Adapter Selection

Select Ethernet Adapter:

1921651105 3(

Replacing an existing Gateway

DL-Windows makes it easy to replace an existing Gate-
way device with a new one. Click the GW Confg button
to open the Gateway Configuration screen. Click to
highlight the Gateway in the list that you want to replace,
then click Actions, Replace Gateway with new one.
Be sure to remove power from the old Gateway. See
page 43 for the complete instructions.

Replacing a physical lock

A physical lock is currently installed on a door, is fully
enrolled in the wireless system, but needs to be re-
placed with a new lock on the same door. Proceed as
follows:

Remove the old lock from the door, and install the new
lock as per the installation instructions WI1674. Make
note of the old and new lock serial numbers and have
these numbers available when you use DL-Windows.

In DL-Windows, click the GW Confg button to open the
Gateway Configuration screen. Click to highlight the
Gateway in the list to which the old lock was assigned,
then cl