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First Time Simple Configuration Wizard  
When you log in to your Rocket™ Hub for the first time, you will be presented with the Rocket™ Hub “Set-up Wizard” as shown in the screenshot below. This wizard can be skipped by clicking 
on the link shown on the screenshot below. You can re-run the Setup Wizard again anytime after first use by selecting the “Startup Wizard” option under the “Administration” tab in the Advanced 
View of the management console.  
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The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless network so that you can easily connect from your wireless clients. This field is 
case sensitive and can be up to 32 characters. You should change the default SSID for added security.  

 
SSID Broadcast:  
Select ‘Disable’ to hide the SSID of your 3G27WV-R. If disabled, other people will not be able scan and detect your 3G27WV-R’s SSID. 
 
Click “Next” to continue. 
 
 

 
                              Figure 5 - Startup Wizard - Wi-Fi Security Settings 

 
This page allows you to configure Wi-Fi security settings for your 3G27WV-R. Setting a strong wireless security level (such as WPA-PSK - AES) can prevent unauthorized access to your wireless 
network. Please enter the Security Key that you wish to use, or leave this field unchanged to use the default Security Key. Click “Next” to continue. 
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Figure 10 ‐ Basic View ‐ MBB Settings 
 

The Internet Settings page enables you to select which of the configured 3G profiles will be used to connect to the Internet. You can also configure the connection operating mode. To configure 
your Internet  connection, select the applicable Profile name and assosciated settings from the “Profile Name” pull down menu. You can then select from the following connection options: 

 Always on 
 Off 
 Automatic 3G Backup 

 
When using the “Automatic 3G Backup” option, pick a high availability site as the address to test your 3G27WV-R’s connectivity with. 
 
In the event the primary WAN connection is unavailable, the 3G27WV-R will automatically swap to your configured 3G connection. 
 
If you make any changes to the settings, click “Save and apply changes” to make these changes active.  
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Advanced Features  
The basic configuration interface is intended to provide access to all the settings that most people will want to use on their 3G27WV-R. There are advanced settings available if desired which are 
accessible by viewing the advanced settings pages. Click “Switch to Advanced View” for configuring the advanced features of your 3G27WV-R.  

Status  
The status page provides system related information and is displayed when you login to the 3G27WV-R management console and switch to Advanced View. By default, the status page will show 
System Info, Local Network, WWAN, Connection Status and Ethernet Port Status.  
 
To view either WAN, PPPoE, PPTP status, Call-Forwarding rules or the Usage Monitor, click on their relevant links below the green menu bar. The sections are hidden by default, to view them all, 
click on the All Status button. Each section contains a breakdown of information relevant to the connection type or function.  
 

 
Figure 12 - Advanced View – Status 

 

 
You can utilise this to keep track of your data or call allowances.  
 
Rebooting or resetting your 3G27WV-R will not clear these statistics, you will need to click the “Reset Usage” link as shown above. This is to ensure your statistics are still correct in the event of 
an interruption to the power. 
 

 
Figure 13‐ Advanced View ‐ Status ‐ Call Forwarding Status 

 
The Call Forward section displays any active call forwarding rules you have in place.  
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Please note: Voice and Data Roaming are disabled by default. The Management Console page will display if you attempt 
      to utilise a Roaming service.   
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LAN  

LAN functionality of the 3G27WV-R can be configured from this page. Using this page, a user can change the LAN Subnet, gateway IP address, DHCP settings, Static DHCP Lease settings, and 
many others.  
 

 
Figure 23 - Advanced View - LAN Settings 
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Advanced Routing  

This page allows you to configure static and dynamic routing rules for your 3G27WV-R.  

 
Figure 24 - Advanced View - Advanced Routing Settings 

Advanced Routing – Static  
Static Routing allows computers that are connected to your 3G27WV-R to communicate with computers on another LAN segment which are connected to it via another router. To set a rule, you 
need to specify the following:  

 Destination  

 Range – Select from Host (255.255.255.255) or Net (and then enter the appropriate subnet mask)  

 Gateway  

 Interface 

 Comment to identify the route entered (optional) 

 
Advanced Routing – Dynamic  
Dynamic Routing uses the RIP protocol to allow the 3G27WV-R to adapt to changes in the network. RIP enables the device to determine the best route for each packet based on the “hop count” 
or number of hops between Source and Destination. To enable Dynamic Routing, select Enable from the drop box and click Apply.  
 

SNMP Settings 

SNMP is used to display or collect data from the 3G27WV-R. Various system information including interface statistics, uptime, ane memory usage are available when viewed with an appropriate 
SNMP trap monitor. 
 



 

 

3G27
33 

DH

This 
com
any 
 

7WV-R User Guide 

O

Trap Destination 

Heartbeat Interval

Trap Persistence 

Trap Retransmissi

HCP Client List

 page allows you to v
puters who have aut
changed are applied

OPTION 

 

ion Time 

t  

view the current DHC
omatically obtained a

d to configuration. 

The IP address of th

The amount of time 

The length of time t

The length of time b

CP clients that have o
addresses from the 3

Figure 25 ‐ Advan

he computer or device runn

 in seconds between upda

he trap will retain its data 

between an SNMP Trap res

Table 17 ‐ Advan

obtained IP leases fro
3G27WV-R. Please no

Figure 26 – Advanced 

nced View ‐ SNMP S

ning the SNMP Trap monit

ates to the SNMP data show

sending its data 

nced View ‐ SNMP S

om your 3G27WV-R. T
ote that this list is sto

d View – DHCP Client List 

Settings 

DEFINITIO

or application 

wn 

Settings 

The MAC address, a
ored in the device’s v

N 

ssigned IP address a
olatile memory, and i

 

and the expiry period
is therefore cleared i

 
 

www.netcommlimite
Y

d is shown for all 
f the device is reset o

ed.com
YML38

or if 



 
 

 

 

 

3G27WV-R 

34
3G27WV-R User Guide

www.netcommlimited.com 
YML38 

Wireless Settings 

Basic  

This page allows you to define the basic wireless settings for the 3G27WV-R.  
 

 
Figure 27 – Advanced View – Wi-Fi Settings 

Radio On/Off:  
Wi-Fi is turned on by default. Changing this option to OFF will turn OFF the wireless functionality on the 3G27WV-R and you will not be able to connect to your 3G27WV-R wirelessly.  
 

OPTION DEFINITION 

Network Mode; There are 5 modes to select from: 

11b/g mixed mode:  Both 802.11b and 802.11g wireless devices are allowed to connect to your 3G27WV-R.  

11b only:  Select this if all of your wireless clients are 802.11b.  

11g only:  Select this if all of your wireless clients are 802.11g.  

11n only: Select this if all of your wireless clients are 802.11n. 

11/b/g/n Mixed mode:  Select this if 802.11b and 802.11g and 802.11n wireless devices are in your network.  

Network Name (SSID):  
The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless device so that you can easily connect to it from your wireless clients. This 
field is case sensitive and can be up to 32 characters. You should change the default SSID for added security.  

Frequency (Channel):  This setting configures the frequency that the Wireless Radio uses for wireless connectivity. Select one channel that you wish to use from the drop down list.  

WDS Mode:  
WDS (Wireless Distribution System) is a system that enables the wireless interconnection of access points, and allows a wireless network to be expanded using multiple access points without 
a wired backbone to link them. Each WDS Access Point needs to be set with the same channel and encryption type.  

Table 18 - Advanced View - Wi-Fi Settings 

Click ‘Apply’ to save the settings. 
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Security  

This page allows you to configure the wireless security for your 3G27WV-R. Setting up sufficient wireless security can prevent unauthorized access to your wireless network.  
 

 
Figure 29 ‐ Advanced View ‐ Wi‐Fi Security Settings 

 

OPTION DEFINITION 

SSID Choice:  Select the SSID that you wish to configure the security settings of.  

Security Mode:  Select the security mode for the wireless network. See below for more information  

Access Policy:  
This feature allows MAC Address Control, which prevents unauthorized clients from accessing your wireless network. Select whether to allow/block users on the policy list, 
and add their MAC addresses to the list on the format XX:XX:XX:XX:XX:XX  

Table 20 - Advanced View - Wi-Fi Security Settings 
Security Mode  
You may choose from the following wireless security options:  
 

 Disabled 

 Open 

 Shared 

 WEP AUTO 

 WPA 

 WPA-PSK 

 WPA2 

 WPA2- PSK 

 WPA-PSK-WPA2-PSK 

 WPA1-WPA2 

 802.1x.  
 
Refer to the instructions on the following pages to configure the different Wireless Security types. 
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Figure 31 ‐ Advanced View ‐ Wi‐Fi Security Settings ‐ WPA1/WPA2 

 
   



 

 

3G27
41 

WPA
A ne
WPA
num
 

 

802.
In or
requ
 

7WV-R User Guide 

A-PSK/WPA2-PSK  
ewer type of security 
A2-PSK. After that, ple
bers.  

 
Please note tha

 

 
Your 3G27W

connecting yo
 

1x  
rder to use 802.1X se
uired.  

is WPA-PSK (TKIP) a
ease enter the key in

at the configuration fo

WV-R uses WPA2-PSK
our wireless devices.

ecurity, you need to h

and WPA2-PSK (AES
n the Passphrase field

or WPA-PSK and WPA

K by default. Check y
.  

have a RADIUS serve

). This type of securit
d. The key needs to b

A2-PSK is identical.  

Figure 32 ‐ Advan

our Wireless Security

er on your network tha

ty gives a more secu
be more than 8 chara

 

nced View ‐ Wi‐Fi S

y Card or the device 

at will act as the auth

ure network compare 
acters and less than 6

Security Settings ‐ W

label on the bottom o

hentication server. Ple

 to WEP. Use TKIP En
63 characters and it 

WPA‐PSK/WPA2‐PSK

of the 3G27WV-R for 

ease type in the deta

ncryption Type for W
 can be any combina

K 

 your default SSID an

ails for your RADIUS s

www.netcommlimite
Y

WPA-PSK and AES for
ation of letters and 

 

nd Security key to be

server in the fields 

ed.com
YML38

r 

gin 



 
 

 

www
YML

 

       

Mos

w.netcommlimited.co
L38 

   Please note:
  settings bef
  

 Please refer to
       security such as

 
t wireless adapters in

om 

: After configuring wi
fore you can connect

o your wireless adap
s WPA-PSK (when the

n computers and lap

reless security, you a
t wirelessly. Not all w

pter user guide for mo
e wireless client supp

tops support at least

Figure 33 ‐ Advan

also need to configur
wireless adapters sup

ore details. It is strong
ports WPA-PSK) in or

t WEP and WPA.  

nced View ‐ Wi‐Fi S

re your wireless adap
pport WPA-PSK/WPA2

gly recommended to
rder to secure your n

Security Settings ‐ 80

pter to use the same 
2-PSK/WPA/WPA2 se

o set up a simple wire
etwork.  

02.1x 

security    
ecurity;  

eless 

 

 

 

3G27W

 

WV-R 

3G27WV-R Use
42

er Guide



 

 

3G27
43 

WP

WPS
pass
 

Use 
 

7WV-R User Guide 

PS  

S is the simplest way 
sphrase. You only ne

OPT

WPS via Push Butt

WPS via PIN code

 the drop box to eithe

 to establish a conne
eed to press a button 

TION 

ton 
you
pus

e you

er enable or disable t

ction between wirele
 on both wireless clie

u have to push a specific b
sh the WPS button of the w

u have to know the PIN cod

 

 

the WPS function. 

ss clients and your 3
ent and the 3G27WV-

utton on the wireless client
ireless router, or click the ‘A

e of the wireless client and

Table 21 - Advanced V

Figure 34 ‐ Advan

3G27WV-R. This meth
-R, and the WPS will 

DE

t or in your wireless client u
Apply’ button in the web co

d switch it to WPS mode, th

View - Enable or Disable W

nced View ‐ WPS Se

hod removes the nee
do the rest for you. T

EFINITION 

utility to start the WPS mode
onfiguration interface.  

hen input the wireless clien

WPS 

ettings ‐ Disabled 

d to manually select 
The 3G27WV-R suppo

e. Then switch the 3G27WV

t PIN to the 3G27WV-R we

 the encryption mode
orts two types of WPS

V-R to WPS mode. You can

eb interface.  

 

www.netcommlimite
Y

e and fill in the 
S:  

n simply 

ed.com
YML38



 
 

 

 

 

3G27WV-R 

44
3G27WV-R User Guide

www.netcommlimited.com 
YML38 

 
Figure 35 ‐ Advanced View ‐ WPS Settings ‐ Enabled 

 

OPTION DEFINITION 

Status:  If the wireless security (encryption) function of this wireless router is properly set, you will see a ‘Success’ message here. Otherwise, you will see ‘Idle’.  

SSID:  This is the network broadcast name (SSID) of the router.  

WPS Auth Mode:  It shows the active authentication mode for the wireless connection.  

WPS PIN:  This is the WPS PIN code of the wireless router. You may need this information when connecting to other WPS-enabled wireless devices.  

WPS Mode:  Select either PIN mode or PBC (which is the WPA via Push Button). 

Table 22 - Advanced View - WPS Settings   
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Firewall  

Mac/IP/Port Filtering  

This page allows you to setup MAC, IP and port filtering rules to protect your network from malicious activity. The filtering rules can be used to either allow or block certain users and/or ports 
from accessing the Internet.  
 

 
Figure 37 ‐ Advanced View ‐ Port Filtering Settings 

 
Basic Settings  
MAC/IP/Port Filtering: Select Enable to enable MAC/IP/Port Filtering  
Default Policy: Select whether packets that do not match any rules are accepted or dropped  
 
MAC/IP/Port Filtering Settings  

OPTION DEFINITION 

MAC Address:  MAC address of a local computer  

Dest IP Address:  Destination IP Address for the filter rule  

Source IP Address:  Source IP Address for the filter rule  

Protocol:  Select the port number protocol type (TCP, UDP or both). If you are unsure, then leave it to the default “TCP&UDP” setting  

Dest Port Range:  Destination Port Range of the filter rule  

Source Port Range:  Source Port Range of the filter rule  

Action:  Either accept or drop the packet that matches the rule  

Comment:  Add a comment to identify the rule (optional)  

Table 23 - Advanced View - Port Filtering Settings 

Click ‘Apply’ to save the settings. 
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DMZ  

If you have a client PC that cannot run an Internet application (e.g. Games) properly from behind the NAT firewall, then you can open up the firewall restrictions to allow unrestricted two-way 
Internet access by defining a DMZ Host.  
 
The DMZ function allows you to re-direct all packets going to your WAN port IP address, to a particular IP address in your LAN. The difference between the virtual server and the DMZ function is 
that the virtual server re-directs a particular service/Internet application (e.g. FTP, websites) to a particular LAN client/server, whereas DMZ re-directs all packets (regardless of services) going to 
your WAN IP address to a particular LAN client/server. 
 

 
Figure 39 ‐ Advanced View ‐ DMZ Settings 

 
 

OPTION DEFINITION 

DMZ Settings:  Enable/disable DMZ.  

DMZ IP Address:  
Fill in the IP address of a particular host in your LAN Network that will receive all the packets originally going to the WAN port/Public IP address of your 
3G27WV-R.  

Table 25 - Advanced View - DMZ Settings 

Click ‘Apply’ to save the above configurations. 
 

System Security  

This page allows you to improve the security of your 3G27WV-R through the SPI (Stateful Packet Inspection) firewall and remote access settings.  
 



 

 

3G27
49 

 

Click

7WV-R User Guide 

Remote Managem

Deny ping from W

SPI Firewall  

k ‘Apply’ to save the 

OPTION 

ment (via WAN / MBB):  

WAN / MBB interface:  

settings.  

Enab

Selec

Enab

le/Disable remote manage

t Enable to deny ICMP pac

le/Disable the SPI (Stateful 

Table 26 – Advanced 

Figu

ment on the WAN interface

ckets received on the WAN

 Packet Inspection) firewa

 View – System Security Se

 

ure 40 ‐ Advanced V

DEFINITION

e.  

N interface. Otherwise, sele

ll to improve the security of

ettings 

View ‐ System Secur

N 

ect “Disable” to allow ICMP

f your 3G27WV-R.  

 
rity Settings 

P packets received on the W

www.netcommlimite
Y

WAN interface.  

ed.com
YML38



 
 

 

 

 

3G27WV-R 

50
3G27WV-R User Guide

www.netcommlimited.com 
YML38 

Content Filtering  

This page allows you to configure content, URL and host filters to restrict improper content access from LAN computers  
 

 
Figure 41 – Advanced View – Content Filtering Settings 

 

OPTION DEFINITION 

Content Filter Settings Select which connection type the content filtering applies to. 

Web Content Filter:  Tick the boxes to enable Proxy, Java or ActiveX content filtering. Click “Apply” to save the settings.  

URL Filter:  Block access to a website by entering its full URL address and clicking Add. Rules can be deleted at any time via this page.  

Host Filter:  Block access to certain websites by entering a keyword. Rules can be deleted at any time via this page. 

Table 27 - Advanced View - Content Filtering Settings 
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Language Settings Select which languge you would like the management console to utilise 

Administrator Settings (account/password):  Configure a new administrator username and password.  

NTP Settings:  
The NTP (Network Time Protocol) settings allow your router to synchronize its internal clock with the global Internet Time. These settings will 
affect functions such as System Log entries and Firewall settings.  

Green AP:  
To provide optional reduction in power usage, you can assign a particular time to reduce the WiFi power output. Please note that a reduction in 
the WiFi power output can potentially reduce coverage, data throughput speeds, and stability. If you are having problems with your WiFi 
coverage, stability, or throughput speed, please disable the Green AP functionality.  

DDNS Settiongs:  
DDNS (Dynamic Domain Name Service) allows you to map a static domain name to a dynamic IP address. To use this features, you must sign 
up for an account from a DDNS service provider. This router supports DynDNS, FreeDNS, and other common DDNS service providers. 
Enter the account details provided by your Dynamic DNS service provider and click Apply. 

Table 28 - Advanced View - Management Settings 

Click ‘Apply’ to save the settings.  
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Update Firmware 

This page enables you to update the firmware which controls the 3G27WV-R should an update become available. 
To update the 3G27WV-R firmware, perform the following steps: 

1. Download the firmware update file and save it to your computer.  
2. Click “Browse” and navigate to where you saved the file downloaded to your computer. 
3.  Select this file and click “Open”.  
4. Click the “Apply” button and follow the on-screen prompts. 

 
Figure 44 ‐ Advanced View ‐ Upload Firmware 

Settings Manager  

This page allows you to import/export the system settings, reset your 3G27WV-R to factory defaults, or reboot your 3G27WV-R.  
 

 
Figure 45 ‐ Advanced View ‐ Settings Manager Settings 
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System Log  

All important system events are logged. You can use this page to check the log of your 3G27WV-R for troubleshooting and diagnostic purposes.  
 

 
Figure 47 ‐ Advanced View ‐ System Log Settings 

 
 

OPTION DEFINITION 

System Log The current contents of the 3G27WV-R system log. 
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FCC Regulations: 
This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful interference, and (2) this device must accept any 
interference received, including interference that may cause undesired operation. 
 
This device has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection 
against harmful interference in a residential installation. This equipment generates, uses and can radiated radio frequency energy and, if not installed and used in accordance with the 
instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation If this equipment does cause 
harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the 
following measures: 

 Reorient or relocate the receiving antenna. 

 Increase the separation between the equipment and receiver. 

 Connect the equipment into an outlet on a circuit different from that to which the receiver is connected. 

 Consult the dealer or an experienced radio/TV technician for help. 

 Changes or modifications not expressly approved by the party responsible for compliance 

 could void the user‘s authority to operate the equipment. 
The antenna(s) used for this transmitter must not be co-located or operating in conjunction with any other antenna or transmitter. 

RF Exposure Information 
This device meets the government’s requirements for exposure to radio waves. This device is designed and manufactured not to exceed the emission limits for exposure to radio frequency (RF) 
energy set by the Federal Communications Commission of the U.S. 
Government. 
This device complies with FCC radiation exposure limits set forth for an uncontrolled environment. In order to avoid the possibility of exceeding the FCC radio frequency exposure limits, human 
proximity to the antenna shall not be less than 20cm (8 inches) during normal operation. 

IC Regulations: 
This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject to the following two conditions: 

1. this device may not cause interference, and 

2. this device must accept any interference, including interference that may cause undesired operation of the device. 

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions suivantes: 
1. l'appareil ne doit pas produire de brouillage, et 

2. l'utilisateur de l'appareil doit accepter tout brouillage radioélectrique subi, même si le brouillage est susceptible d'en compromettre le fonctionnement. 

This Class B digital apparatus complies with Canadian ICES-003. 
 
Cet appareil numérique de la classe B est conforme à la norme NMB-003 du Canada. 
 
This Category II radiocommunication device complies with Industry Canada Standard RSS-310. 
 
Ce dispositif de radiocommunication de catégorie II respecte la norme CNR-310 d’Industrie Canada. 
 

IMPORTANT NOTE - IC Radiation Exposure Statement: 
This equipment complies with IC RSS-102 radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and operated with minimum distance 20cm 
between the radiator & your body. 
 
This device and its antenna(s) must not be co-located or operating in conjunction with any other antenna or transmitter. 
 
The County Code Selection feature is disabled for products marketed in the US/Canada. 
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Contact 
Address: NETCOMM LIMITED Head Office 
PO Box 1200, Lane Cove NSW 2066 Australia 
P: +61(0)2 9424 2070   F: +61(0)2 9424 2010 
E:  sales@netcomm.com.au 
W: www.netcommlimited.com 
  
 


