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Pretace

This manual provides information related to the installation, operation, and application of this device. The individual reading this manual is
presumed to have a basic understanding of telecommunications terminology and concepts.

If you find the product to be broken or malfunctioning, please contact technical support for immediate service by email at
technicalsupport@netcomm.com.au

For product update, new product release, manual revision, or software upgrades, please visit our website at
www.netcomm.com.au

Important Safety Instructions

With reference to unpacking, installation, use and maintenance of your electronic device, the following basic guidelines
are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For example, near a bathtub, kitchen sink or laundry
tub, or near a swimming pool. Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

e Do not connect the power supply cord on elevated surfaces. Allow it to lie freely. There should be no obstructions in its path and
no heavy items should be placed on the cord. In addition, do not walk on, step on or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.

e To safeguard the equipment against overheating, make sure that all openings in the unit that offer exposure to air are not
blocked.

e Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk of electric shock from
lightening. Also, do not use the telephone to report a gas leak in the vicinity of the leak.

* Never install telephone wiring during stormy weather conditions.
A WARNING

e Disconnect the power line from the device before servicing.

Copyright

Copyright©2010 NetComm Limited. All rights reserved. The information contained herein is proprietary to NetComm Limited.

No part of this document may be translated, transcribed, reproduced, in any form, or by any means without prior written consent of
NetComm Limited

NOTE:This document is subject to change without notice.

Save Our Environment
When this equipment has reached the end of its useful life, it must be taken to a recycling centre and processed separate from
domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make up this router can be recycled in accordance with
regionally established regulations. Never dispose of this electronic equipment along with your household waste. You may be subject to
penalties or sanctions under the law. Instead, ask for disposal instructions from your municipal government.

Please be responsible and protect our environment.

3G38W-V User Guide
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1 Introduction

The NetComm 3G36W-V creates a secure WiFi network, providing Internet access and simultaneous phone service using a 3G network.
With a quick and easy setup the 3G36W-V provides a landline experience without the need for fixed line connections. Simply insert an
active 3G SIM card into the slot on the rear panel and get instant access to a 3G Internet connection within seconds.

The 3G36W-V incorporates a Wireless LAN 802.11b/g/n access point, two Ethernet 10/100Mbps ports. It features the latest security
options such as WPA and WPA2 data encryption, SPI (Stateful Packet Inspection) Firewall and VPN pass through.

1.1 Package Contents

e 3G36W-V - 3G WiFi Router
e 12VDC~1.5A Power Adapter
* RJ45 LAN Cable

* Quick Setup Guide

e Wireless Security Card

1.2 Key Features

e Multi-mode cellular modem for 3G/2G mobile broadband connectivity supporting HSPA/EDGE/GPRS
* Quad-band 3G/WCDMA network support: 850/ 900/ 1900/ 2100 MHz

* Quad-band 2G/GSM network support: 850/ 900/ 1800/ 1900 MHz

e Downloads up to 7.2 Mbps' - HSDPA category 8

e Uploads up to 5.76 Mbps' - HSUPA category 6

* EDGE Multi Slot Class 12 — up to 236 Mbps'

* 1 x LAN Ethernet 10/100 port

e 1x LAN/WAN Ethernet 10/100 port for alternate Internet connection (ADSL/Cable/Satellite)

e Wireless LAN access point IEEE 802.11n (backwards compatible with IEEE 802.11b/g devices)
e Support for auto Internet fallback to 3G

e 2 xInternal Wi-Fi antennas

e Detachable cellular antenna (SMA)

e WiFi Protected Setup (WPS) for wireless connectivity

e Browser based interface for configuration and management

e Advanced Firewall and wireless security - WEP, WPA, WPA2

1 Speeds are dependent on network coverage. See your 3G provider coverage maps for more details. The total number of WiFi users can also affect data speeds.

2 Maximum wireless signal rate and coverage values are derived from IEEE Standard 802.11g and 802.11n specifications. Actual wireless speed and coverage are dependent
on network and environmental conditions included but not limited to volume of network traffic, building materials and construction/layout.

3G36W-V User Guide
www.netcomm.com.au 5
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2 Basic Setup

2.1 Placement of your 3G36W-V

Just like your mobile phone, the 3G36W-V’s location will affect its signal strength to the 3G Base Station (Cell Tower). The data speed
achievable from the 3G36W-V is relative to this signal strength, which is affected by many environmental factors. Please keep in mind
that the 3G36W-V will need adequate signal strength in order to provide Internet connectivity whilst choosing a location to place your
3G36W-V.

Similarly, the wireless connection between your 3G36W-V and your WiFi devices will be stronger the closer your connected devices
are to your 3G36W-V. Your wireless connection and performance will degrade as the distance between your 3G36W-V and connected
devices increases. This may or may not be directly noticeable, and is greatly affected by the individual installation environment.

If you have concerns about your network’s performance that might be related to range or obstruction factors, try moving the computer
to a position between three to five meters from the 3G36W-V in order to see if distance is the problem.

Note: While some of the items listed below can affect network performance, they will not prohibit your wireless network from functioning; if you are concerned that your network
is not operating at its maximum effectiveness, this checklist may help.

Please ensure that your 3G36W-V’s 3G external antenna is positioned vertically (toward the ceiling).
If you experience difficulties connecting wirelessly between your WiFi Devices and your 3G36W-V, please try the following steps:

e In multi-storey homes, place the 3G36W-V on a floor that is as close to the centre of the home as possible. This may mean
placing the 3G36W-V on an upper floor.

e Try not to place the 3G36W-V near a cordless telephone that operates at the same radio frequency as the 3G36W-V (2.4GHz).

2.2 Avoid obstacles and interference

Avoid placing your 3G36W-V near devices that may emit radio “noise,” such as microwave ovens. Dense objects that can inhibit wireless
communication include:

e Refrigerators

e Washers and/or dryers

¢ Metal cabinets

e Large aquariums

* Metallic-based, UV-tinted windows

If your wireless signal seems weak in some spots, make sure that objects such as those listed above are not blocking the signal’s path
(between your devices and the 3G36W-V).

2.3 Cordless Phones

If the performance of your wireless network is impaired after considering the above issues, and you have a cordless phone:
e Try moving cordless phones away from your 3G36W-V and your wireless-enabled computers.

¢ Unplug and remove the battery from any cordless phone that operates on the 2.4GHz band (check manufacturer’s information).
If this fixes the problem, your phone may be interfering with the 3G36W-V.

e If your phone supports channel selection, change the channel on the phone to the farthest channel from your wireless
network. For example, change the phone to channel 1 and move your 3G36W-V to channel 11. See your phone’s user manual
for detailed instructions.

e If necessary, consider switching to a 900MHz or 5GHz cordless phone.

3G36W-V User Guide
www.netcomm.com.au 7
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2.4 Choose the “Quietest” Channel for your Wireless Network

In locations where homes or offices are close together, such as apartment buildings or office complexes, there may be wireless networks
nearby that can conflict with your wireless network.

Use the Site Survey capabilities found in the Wireless Ultility of your wireless adapter to locate any other wireless networks that are
available (see your wireless adapter’s user manual), and switch your Router and computers to a channel as far away from other networks
as possible.

Experiment with more than one of the available channels, in order to find the clearest connection and avoid interference from neighboring
cordless phones or other wireless devices.

2.5 Connecting and Configuring your 3G36W-V

The 3G36W-V has been designed to be placed on a desktop. All of the cables exit from the rear for better organization. The display is
visible on the front of the 3G36W-V to provide you with information about network activity and device status. See below for explanation
of each of the indication lights.

Front Panel ‘ lcon ‘ Description

Wireless ((‘T’)) Solid blue light when WLAN is enabled. Blinks on traffic (data transfer)

Internet/LAN @‘ .7 | LAN mode: Solid blue light when the router is connected via the LAN Ethernet Port
WAN mode: Lights up when the router is connected to the internet via fixed line WAN using PPPoE
and PPTP

LAN o Solid blue light when specific LAN connection is established. Blinks on LAN port traffic

3G 35,)) Solid blue light when the 3G36W-V is connected via 3G, blinks on traffic

Power (I) Solid amber light when device is powered on. Blinking during device start up.

Please note that all lights will flash simultaneously if a firmware upgrade takes place.

SIM Slot Insert your SIM card here (until you hear a click). Please be careful to insert the SIM in the correct orientation by
viewing the printed icon.

3G Antenna Attach in the 3G Antenna here in a clockwise direction.

LAN/WAN Switchable LAN/ WAN Ethernet port for Fixed Line (ADSL/Cable/Satellite) connection or wired Ethernet clients
(Computers, Laptops, etc)

LAN LAN Port for wired Ethernet clients (Computers, Laptops, etc)

Reset/WPS Hold this button down for over 10 seconds to reset to factory defaults.

Hold and release this button for less than 10 seconds to enable the WPS push-button-connect function.

Power Power connector, connects to a DC 12V 1.5A Power Adapter

3G38W-V User Guide
8 www.netcomm.com.au
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2.6 Network and System Requirements

Before continuing with the installation of your 3G36W-V, please confirm that you comply with the minimum system requirements below.

An activated 3G SIM card.

Computer with Windows, Macintosh, or Linux-based operating systems with a working Ethernet adapter with TCP/IP
Protocol installed.

A Web Browser such as Internet Explorer, Netscape Navigator, Mozilla Firefox, Opera, Safari etc.
Wireless Computer System Requirements

Computer with a working 802.11b, 802.11g or 802.11n wireless adapter.

2.7 Hardware installation

o > b

Attach the supplied antenna to the port marked 3G Antenna. [This should be attached in a clockwise direction.]
Insert your SIM card (until you hear a click) into the SIM slot.

Connect the power adapter to the Power socket on the back of the 3G36W-V.

Plug the power adapter into the wall socket and switch on the power.

Wait approximately 60 seconds for the 3G36W-V to power up.

2.8 Connecting via a cable

I S

Connect the yellow Ethernet cable provided to the port marked LAN at the back of the 3G36W-V.
Connect the other end of the yellow Ethernet cable to your computer.

Wait approximately 30 seconds for the connection to establish.

Open your Web browser, http://my.router or http://192.168.20.1 into the address bar and press enter.
Follow the steps to set up your 3G36W-V.

After the setup process is completed you will be connected to the Internet

2.9 Connecting wirelessly

1.
2.

N o s~

Ensure WiFi is enabled on your device (computer/laptop/Smartphone).

Scan for wireless networks in your area and connect to the network name that matches the Wireless network name found on the
Wireless Security Card (included in the box).

Une compagnie de Quebecor Media

Carte de sécurité sans fil

Wireless Security Card
Nom du réseau sans fil (SSID):
Wireless Network Name (SSID):
XXXXXXXXXXXXXXXXXXXXXX
Clé de sécurité sans fil (WPA):
Wireless Security Key (WPA):
XXXXXXXXXXXXXXXXXXXXXX

o 4

When prompted for your wireless security settings, enter the Wireless security key listed on your Wireless Security Card.
Wait approximately 30 seconds for the connection to establish.

Open your Web browser, type http://my.router or http://192.168.20.1 into the address bar and press enter.

Follow the steps to set up your 3G36W-V.

After the setup process is completed you will be connected to the Internet.

Wwww.netcomm.com.au
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2.10 3G36W-V Default Settings

LAN (Management)

Static IP Address: 192.168.20.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.20.1

WAN (Internet)

[ WAN mode: DHCP
Wireless
SSID: Refer to the included wireless security card
Security: WPA2-PSK
Security Key: Refer to the included wireless security card

*For security purpose, each 3G36W-V comes with a unique SSID that varies by a 4 digit number at the end eg. SSID: “NetComm Wireless 1234.”

3G36W-V Web Interface Access

Username: admin

Password: admin

2.11 First Time Simple Configuration Wizard

Once you have logged in to your 3G36W-V for the first time, you will be presented with the 3G36W-V “Set-up Wizard” as shown in
the screenshot below. This wizard can be skipped by clicking on the skip link. You can re-run the Setup Wizard later by selecting the
“Startup Wizard” option under “Administration” tab in the Advanced View of the management console.

Nelbomm

Step 10f 5

Welcome to the NetComm Router Set.up Wizard

Thisy
Router

Please select your Language Preference
Please select your Time Zone

(GMT-05:00) Canada Easter Time

Select your Language Preference and Time Zone then click “Next”;

Nelbomm

Step 2 of 5

Router Security

Desired Password

Retype Password

Remember to make a note of your username and password.

3G38W-V User Guide
10 www.netcomm.com.au
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This page allows you to customize the username and password required to administer your 3G36W-V. It is recommended that you
choose a unique password for added security. Please enter a user name and password that you wish to use, or leave these fields
unchanged to use the default (admin/admin). Click “Next” to continue.

Nelbomm

Step 3 of 5

Router Security

The next page allows you to configure basic WiFi settings.

Wireless (WiFi):

“On” by default. Changing this option to “Off” will turn off the wireless feature and you will not be able to connect to your 3G36W-V

via WiFi.

SSID Broadcast Name (Max 32 Characters):

The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless network so that you
can easily connect from your wireless clients. This field is case sensitive and can be up to 32 characters. You should change the default
SSID for added security.

SSID Broadcast:
Select ‘Disable’ to hide the SSID of your 3G36W-V. If disabled, other people will not be able scan and detect your 3G36W-V’s SSID.

Nelbomm

Step 4 of 5

First time setup

Security Key Type

WPA Aigorithms.
® WP O AES ® TP andAES

Configure your Wireless settings in this page then click “Next”;

3G36W-V User Guide
www.netcomm.com.au 11
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This page allows you to configure WiFi security settings for your 3G36W-V. Setting up a high wireless security level can prevent
unauthorized access to your wireless network. Click “Next” to continue.

HNellomm

Step 5 of 5

Review your settings then click “Finish” to save configuration. Click “Back” if you want to make changes.

After clicking Finish, the 3G36W-V will save your configuration and reboot itself. Please wait as this process takes about 2 minute. You
will be guided back to the management console once the process is complete.

2.12Management Console Login Procedure
After first time setup, the management console will be password protected to prevent unauthorized access to the configuration settings
of your 3G36W-V.
To log in to the management console and view the status and make changes to your 3G36W-V, please follow the steps below:
1. Open your web browser (e.g. Internet Explorer/Firefox/Safari) and navigate to http://192.168.20.1 or http://my.router

2. Enter the username and password configured during the first time setup and click submit. The default username and password is
admin if the details haven’t been customized. Click Login to continue.

Please Note — If you forget the username and password you selected during the 3G36W-V set-up process, holding the reset button for over 10 seconds will restart the unit with
the original settings (username: admin / password: admin).

Nellomm

3G38W-V User Guide
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3 Management Console

3.1 Basic Status Overview

The basic status page provides basic system related information. It is shown after logging in to the 3G36W-V, and can also be accessed
by selecting Basic Status from the menu.

Nelbomm

Videotron Hub

The status page shows the 3G connection status, Signal Strength (dBm) and SIM Status.

3.2 3G Settings

The 3G Operation mode can be configured on this page. This allows for automatic failover to be configured if desired. Please see the
table below for options allowed for the 3G operation mode:

‘Always ON’ Enables the 3G internet connection and, does not disconnect, even if idle.

‘OFF’ The 3G36W-V will not connect to the Internet

‘Automatic 3G Backup’ | The Automatic 3G Backup feature of the 3G36W-V is designed to provide a backup 3G Internet connection when you
use the WAN connection as your primary, when the primary fails. The Internet connection will automatically switch back
to your WAN connection once your WAN Internet connection is back online. To use this feature, you will need both an
Ethernet WAN connection (from an xDSL modem/ISDN/Satellite etc) and a 3G connection. To configure your WAN
settings according to your network environment, please switch to advanced view “Internet Settings” then select "WAN”.

Click “Save and apply settings” to finish.

3G38W-V User Guide
14 www.netcomm.com.au
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3.3 Wireless

Hellomm

Videotron Hub

This page allows you to configure basic WiFi settings for this device such as enabling/disabling the WiFi functionality, changing the
Wireless Network Name (SSID) and Wireless Security settings.

Wireless (WiFi) ON/ Changing this option to Off will turn off the WiFi feature on the 3G36W-V and you will not be able to connect to your

OFF: 3G36W-V wirelessly.

SSID Broadcast Name | The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless

(SSID): device so that you can easily connect to it from your wireless clients. This field is case sensitive and can be up to 32
characters.

SSID Broadcast: Select ‘Disabled’ to hide the SSID of your 3G36W-V. If disabled, other people will not be able to easily see your

3G36W-V’s SSID. To add wireless clients with broadcast disabled, the SSID will need to be manually configured on
each wireless client.

Security Key Type: Select the security type for the wireless network. You may choose from the following wireless security options: WPA-
PSK, WPA2-PSK, WPA-PSK-WPA2-PSK.

Security key: The default WPA-PSK key is printed on the wireless security card and on the Product ID on the bottom of the
3G36W-V. Please note that whilst the key can be customized on this page, the key will revert to the default if the
3G36W-V is reset to factory default.

3G36W-V User Guide
www.netcomm.com.au 15
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4 Advanced Features

The basic configuration interface is intended to provide access to all the settings that most people will want to use on their 3G36W-V.
There are advanced settings available if desired which are accessible by viewing the advanced settings pages. Click “Switch to
Advanced View” for configuring the advanced features of your 3G36W-V.

4.1 Status

The status page provides system related information and is displayed when you login to the 3G36W-V management console and switch
to Advanced View. By default, the status page will show System Info, Local Network, WWAN, Connection Status and Ethernet Status.

To view either WAN, PPPoE or PPTP status individually, click on their relevant buttons below the green menu bar. To view them all, click
on the All Status button.

All Status ~ WWAN  PPPoE  PPTP

A Ssysteminfo

Fitmware Varsion 1.1.47.0 (8ug 10 2011)
Systern Lp Time GDays 21:17:15
Cperation Made Gateway Mode

J Local Network

Lacal IP Address 182168201
Lacal Netmask 255.255.255.0
MAC Address 00:B0:64:3B:57:FE

A WWAN (WANS3G)
WVVAN Operation Mode Alweays On
Caonnection Up Time 000000

Interface Status APN Local Remote

A connection Status

Module Name Sierra MCE7I5Y

Frovider Limited Service

Service Type UMTS

Coverage WEDMABOD

IMEI 355310030024750

Sianal Strength (dBm) 101 dBm (medium) —m
SiM Status 5IM 0K

l Ethernet Port Status

The LANAWAN port on the router can be configured as either as a VWAN or a LAN port. The status of the port is shown here. The
port can be changed by selecting an option from the dropdown list.

Current LAN means that the LANAAAN port is currently operating as a LAN port Atthis time, a computer connectad via an Ehtarmet
Cable can access the internet (f connected), access connected WIFi devices, and access the router itself for configuraiton,

Current WAN means that the LANMWAN port is currently operating as & WAN port. Connectyour DSL or cable modem to obtain an
internet connection

/| [ CURRENT : AN -]

LAM SAAN [ LAR

3G36W-V User Guide
www.netcomm.com.au 17
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4.2 Internet Settings

4.21 3G Internet Settings
This page allows you to setup your WWAN (Wireless Wide Area Network) connection.

Internet Setings » 36 intemet settings

This page allows you to setup Enterthe ded by your
36 provider

Profile Name ISFF <]

PN [etvideotan

36 NAT Enabled 7]

WAN NAT [Enabled =]
Intertace Metrc i

[Aways on =]
creren e Redial Period 20 seconds,
ey |
J—
[ swsecurtysotings |
PIN |
Confim PIN —
TRerm ErTr e
Profile Name ‘ Description for the profile
APN Please enter the APN name you wish to connect to in this field. Please don’t edit this unless you are aware of what
effect it will have.
3G NAT Enabled by Default, this option allows you to switch NAT (Network Address Translation) on or off.
Interface Metric This field allows you to customize the metric of the 3G interface. This setting will have no effect for most users, but may
be required for advanced routing configurations (Static Routes, RIP, VPN, etc)
Operation Mode There are 3 Options as follows:
‘Always ON’ Keeps the Internet connection alive, does not disconnect
‘OFF’ Does not connect to the Internet

‘Automatic 3G Backup’ | The Automatic 3G Backup feature of the 3G36W-V is designed to provide a backup 3G Internet connection when you
use the WAN connection as your primary, when the primary fails. The Internet connection will automatically switch back
to your WAN connection once your WAN Internet connection is back online. To use this feature, you will need both an
Ethernet WAN connection (from an xDSL modem/ISDN/Satellite etc) and a 3G connection.

422 WAN

The WAN page allows you to configure the optional WAN Ethernet port. Select the WAN connection type suitable for your environment
and configure parameters according to the selected connection type.

3G38W-V User Guide
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4.2.2.1 STATIC (fixed IP)

If your WAN connection uses a static IP address, please select “STATIC (fixed IP)” and fill in the required information in the
fields provided.

Internet Settings > WAN

Wide Area Network (WAN) Settings

“This page allows youto setup your WAN Connection. First select the WAN connection type

WAN Connection Type STATIC (fixed IP)  ~]
Sttic Mod
P Adaross ————
Netmask ——
P —
Pimary NG serer ——
Secondary DNS Server |
[ —
ac clone
Enatied [oewbe
NAT Coniuration [Deebi
Apply. Cancel
Automatc 3 backup [Gisaie =]
Apply. Cancel
el e G Pﬂ::f ‘:namve 3G Backup before configuring failover notification settings
Apply. Cancel
Name Description
IP Address: Type in the IP address assigned by your Internet Service Provider
Subnet Mask: Type in the Subnet mask assigned by your Internet Service Provider
Default Gateway: Type in the WAN Gateway assigned by your Internet Service Provider
Primary/ Secondary Type in the DNS address assigned by your Internet Service Provider
DNS:
MAC Clone: Please input the MAC address of your computer here if your service provider only permits

computers with a certain MAC address to access the Internet. If you are using the
computer which used to connect to the Internet via a cable modem, you can simply press
the ‘Default’ button to fill the MAC address field with the MAC address of your computer.

Click ‘Apply’ to save the settings.

4.2.2.2 DHCP

This connection will get the IP address from the Internet service provider. Leave everything as default unless instructed by your Internet
Service Provider.

Internet Setfings » WAN

Wide Area Network (WAN) Settings

This page allows you to setup your WAN Connection. First sele ctthe WAN conection type

e —— e s =]
DHCP Mode
Hostname ,—
MAC Clone
Enabled Disable x
NAT Conguration [Grabie =]
Apply Cancel
Astomatc 30 backup [t =]
Apply Cancel

Failover Notification Settings
Failover Notifation Setings Diseble >

Please enable 3G Backup before configuring failover notification settings

Apphy Cancel
Name ‘ Description
Host Name Please input the host name of your computer. This is optional, and only required if your service provider asks you to do so.
Mac Clone Please input the MAC address of your computer here if your service provider only permits computers with a certain MAC

address to access the Internet. If you are using a computer which used to connect to Internet via a cable modem, you can
simply press the ‘Default’ button to fill the MAC address field with the MAC address of your computer.

Click ‘Apply’ to save the settings.

3G36W-V User Guide
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4.2.2.3 PPPoE (ADSL)
Most ADSL/ADSL2+ services use the PPP over Ethernet protocol. Use this if you connect your 3G36W-V to a bridged ADSL modem.
T

Intemet Setings » AN

wide

Tk (WAN) Setings.

WaN Connection Type.

Awayson ]

Keep Alve Made: Redial Period [i0 | seconds

Operation Mode on cemand Hade:

die Time.

WAC Clone

Automatic 36 Eacku Disable -]

Faiover jon Setings

i able 3G Backup before configuring failover norification setiings

Aoy Concel

Description

Username/Password Type in your PPPoE account username and password.

Operation Mode; There are 3 options:

‘Keep Alive’ Keeps the Internet connection alive, does not disconnect.
‘On Demand’ Only connects to the Internet when there’s a connect attempt
‘Manual’ Only connects to the Internet when the ‘Connect’ button on this page is pressed, and disconnects

when the ‘Disconnect’ button is pressed.

MAC Clone Please input the MAC address of your computer here if your service provider only permits computers
with a certain MAC address to access the Internet. If you are using the computer which used to
connect to the Internet via cable modem, you can simply press the ‘Default’” button to fill the MAC
address field with the MAC address of your computer.

Click ‘Apply’ to save the settings.

4.2.24 PPTP
EEE T T

Intomet Setings > WaN

Wide Area Network (WAN) Setiings

o setup

WAN Connection Type. PRTP =]
PPTP Mode
Server P

Useriame

Password

Address Mode [Swic ]
P Address [T
Subetask s
DetautGateway (.
Operation Hods Keep Alve Mode: Redlal Period [E1 ] seconds
Enabied [Orete 51
NAT Configuration [Crabe 31
ol Concel
oy Concel
Apply. Cancel
Name ‘ Description
Server IP Type in the server IP address assigned by your Internet Service Provider.

User Name/Password Type in the username and password assigned by your provider.

Address Mode Select Dynamic if your service uses a DHCP server, or select Static and type in the IP address, Subnet Mask and Default
Gateway assigned by your Internet Service Provider.

Operation Mode

‘Keep Alive’ Keeps the Internet connection alive, does not disconnect.
‘On Demand’ Only connects to Internet when there’s a connection attempt
‘Manual’ Only connects to the Internet when the ‘Connect’ button on this page is pressed, and disconnects when the ‘Disconnect’

button is pressed.

Mac Clone Please input the MAC address of your computer here if your service provider only permits computers with a certain MAC
address to access the Internet. If you are using a computer which used to connect to the Internet via a cable modem, you can
simply press the ‘Default’ button to fill the MAC address field with the MAC address of your computer.

Click ‘Apply’ to save the settings.
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4.2.3 WAN Failover Backup

The WAN Failover Backup feature of the 3G36W-V is designed to provide a backup 3G Internet connection in case your primary
connection should fail. To use this feature, you will need both an Ethernet WAN connection (from an xDSL modem/ISDN/Satellite etc)
and a 3G WAN connection.

To set up WAN failover on your 3G36W-V, first tick “Enable automatic 3G backup”, then fill in the fields that appear.

[ ——— =Rl
Prtis Nams S
PN [eiideoton
Ford
[owwnwinetcomm comau
Second Address | I
Periodic PING Timer B | (o-disatle, 1-65535) secs
Periodic PING Accelerated Timer [T (o=disable, 165539 sacs
Fall Count | ress3stimes

= e

Name ‘ Description

Automatic 3G Backup Default setting is “Disable”. Set it to “Enable” if you intend to turn on the Automatic 3G Backup function.
Auto-APN Automatically set the APN for the 3G connection

3G NAT Enable NAT on the 3G connection

Interface Metric The default value is 20; please enter the valid value from 1 to 9999 suitable for your network environment
Internet Host Enter an Internet address here to check the Internet Connection. The default value is www.netcomm.com.au.

Click’ Apply’ to save the settings.
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Internet settings = LAN

Local Area Network (LAN) Settings

This page allows you to configure the LAN IP address, subnet mask and DHCP seffings of your 3G Router.

LAN Setup
IP Address 182.168.20.1
Subnet Mask 255265 255.0

LAN 2 @ Enatle @ Disable
00:60:64:38:57FE

[Server [=]

192.168.20.100

LAN2 [P Address
LAN2 Subnet Mask
MAC Aderess
DHCP Type
StartIP Address
EndIP Address 19216620199
SubnetMask 255 255 255.0
Frimary DNS Server  182168.201
Secondary DNS Server 192.168.20.1
Default Gateway  182168.20.1
LeaseTime 86400

WMAC OLON0ONN0
Statically Assigned

MAC: | pooon0n0n0so)
Statically Assigned

MAC  COCOCOGHGNtN0
Statically Assigned

802.1d Spanning Tree Disable [~
LD
1GMP Proxy
UPnP Enabl
Disatile

[~]
Enable [-]

II
[«]

Router Advertisement

PPPGE Relay

DME Prosey

Apply | Cancel

LAN functionality of the 3G36W-V can be configured from this page. Using this page, a user can change the LAN Subnet, gateway IP
address, DHCP settings, Static DHCP Lease settings, and many others.

Name ‘ Description

IP Address The local IP address of 3G36W-V
Subnet Mask The subnet mask for the local network.
LAN 2 Used to configure a secondary LAN IP Address (optional)

LAN 2 IP Address

The local IP address of the secondary LAN IP Address

LAN2 Subnet Mask

The subnet mask of the secondary IP Address

DHCP Type

Please leave this set to “Server” unless you have another DHCP server on the same network.

Start IP Address

The Start IP address of your DHCP IP Pool.

End IP Address

The End IP address of your DHCP IP Pool.

Subnet Mask

The subnet mask of the IP Address

Primary DNS Server/
Secondary DNS Server

This Feature allows you to manually assign DNS Servers

Default Gateway

The default is the IP of your 3G36W-V

Lease Time

DHCP Lease time of the DHCP Client of your 3G36W-V

Statically Assigned

This feature allows you to statically assign IP addresses to the MAC Addresses. The Format of MAC address is
XXXKXKXKXXKXX

802.11d Spanning Tree

The default is “Disable”, select “Enable” to enable this feature.

LLTD

Link Layer Topology Discovery (LLTD). The default is “Disable”, select “Enable” to enable this feature.

IGMP Proxy Internet Group Management Protocol (IGMP), The default is “Disable”, select “Enable” to enable this feature.
UPnP Universal Plug and Play (UPnP), The default is “Enabled”, select “Disable” to disable this feature.

Router Advertisement The default is “Disable”, select “Enable” to enable it.

PPPOE relay The default is “Disable”, select “Enable” to enable it.

DNS Proxy The default is “Enable”, select “Disable” to disable it.

Click ‘Apply’ to save the settings.
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4.2.5 Advanced Routing
This page allows you to configure static and dynamic routing rules for your 3G36W-V.

Current Routing table in the system:

Destination Netmask Gateway  Flags  Metric

o R e interace  Comment
it aseassaseass 256256295285 0000 5 0 o
2 o
3 o

U
0 e

192168200 2552562850 woo 1 0 0

239000 255000 0000 1 0 0

LANGrD)

LAN(rD)

4.2.5.1 Advanced Routing - Static
Static Routing allows computers that are connected to your 3G36W-V to communicate with computers on another LAN segment which
are connected to it via another router. To set a rule, you need to specify the following:

e Destination

e Subnet mask

*  Gateway

* |Interface

4.2.5.2 Advanced Routing — Dynamic

Dynamic Routing uses the RIP protocol to allow the 3G36W-V to adapt to changes in the network. RIP enables the device to determine
the best route for each packet based on the “hop count” or number of hops between Source and Destination. To enable Dynamic
Routing, select Enable from the drop box and click Apply.

4.2.6 DHCP Client List

This page allows you to view the current DHCP clients that have obtained IP leases from your 3G36W-V. The MAC address, assigned
IP address and the expiry period is shown for all computers who have automatically obtained addresses from the 3G36W-V. Please
note that this list is stored in the device’s volatile memory, and is therefore cleared if the device is reset or if any changed are applied to
configuration.

Internet setings » DHCP clients

DHCP Client List

This page allows you to view the current DHCP client of your 36 Router.

DHCP Clients

MAC Address 1P Address Expires in
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4.3 Wireless Settings

4.3.1 Basic
This page allows you to define the basic wireless settings for the 3G36W-V.

wireless seftings = Basic

Basic Wireless Settings

This page allows you ta define the basic wireless settings for this device such as the SSID and channel

Wireless Network

Radio Onjoff ® o oFF
Network Mode [T1b/g/n mixed mode ]
Wetwork Name (S810) [NetComm Wirsless
Fraguancy (Channel) [Aucselest =]
Wireless Distribution System(WDs)
MAC adiress 0060:64:50:4860
WDS Mode [Diseble =]
Apply | Cancel |

Radio On/Off:
On by default. Changing this option to OFF will turn OFF the wireless functionality on the 3G36W-V and you will not be able to connect
to your 3G36W-V wirelessly.

Network Mode:
You can select which wireless standards are able to connect to your wireless network:

11b/g mixed mode: Both 802.11b and 802.11g wireless devices are allowed to connect to your 3G36W-V.

11b only: Select this if all of your wireless clients are 802.11b.

11g only: Select this if all of your wireless clients are 802.11g.

11/b/g/n Mixed mode: Select this if 802.11b and 802.11g and 802.11n wireless devices are in your network.

Network Name (SSID): The SSID (Service Set Identifier) is the name of your wireless network. Use a unique name to identify your wireless device so

that you can easily connect to it from your wireless clients. This field is case sensitive and can be up to 32 characters. You
should change the default SSID for added security.

Frequency (Channel): This setting configures the frequency that the Wireless Radio uses for wireless connectivity. Select one channel that you wish
to use from the drop down list.
WDS Mode: WDS (Wireless Distribution System) is a system that enables the wireless interconnection of access points, and allows a

wireless network to be expanded using multiple access points without a wired backbone to link them. Each WDS Access
Point needs to be set with the same channel and encryption type.

Click ‘Apply’ to save the settings.
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4.3.2 Advanced
This page allows you to modify the advanced wireless settings for your 3G36W-V. These settings should not be changed unless you are
aware of what effect they will have.

Wireless setiings = Advanced

Advanced Wireless Settings

This page allows you to modify the advanced wireless seffings for your 36 Router. These seftings should not be changed unless you
are aware of what effsctihey will have

Advanced Wireless

BG Protection Made \Auta[~]

Beacon Interval T00 | ms (range 20 - 939, default 100)
Data Beacon Rate (DTN 1 mstrange | - 255, default 1)
Fragment Threshold 2346 (range 256 - 2345, vefaull 2348)
RTS Thrashold 2347 | (range 1 - 2347, default 2347)
TH Power 100 (range 1 - 100, default 100)

Short Preamble ©Enable @Disabls

Short Slot

T Burst
PK_Aggregate ©@Enable CDisable

County Code CA (Canada) -

AP Isolation

MBSSID AP Isolation ©Enable ® Disable
83810 00:60:64:38:57:F8
Multiple SSID1
Multiple SSID2
hutiiple 53103
Multiple 55104
Multiple SSIDS
Multinle 53106
Broadast Network Mame (SSID) @Enanie © Disable

WiFi Multimedia

Whild Gapable

APSD Capable

DLS Capable [

Whild Parameters \WMM Canfiguration
Multicast-to-Unicast Converter

Multicastto-Unicast OEnable @Disakle
Other

HT Ttream HE|

HT Restream [2[=]

HT Physical Mode
Operating Made @ wixed Wode © Green Field
Channel Bandwidih

Guard Interval
MCs
Reverse Ditection Grant(RDG) © Disable @ Enable

Extension Channel 2412hHz (Channel 1)
Aggregation MSDU(A-MSDU) © £
Auta Black ACK

Enable

Decline BA Request @ Disable © Enable

Apply Cancel

Beacon Interval: Interval of time in which the wireless router broadcasts a beacon which is used to synchronize the wireless network.
Data Beacon Rate Enter a value between 1 and 255 for the Delivery Traffic Indication Message (DTIM). A DTIM is a countdown informing
(DTIM): clients of the next window for listening to broadcast and multicast messages

Fragment Threshold: This specifies the maximum size of a packet during the fragmentation of data to be transmitted. If you set this value too

low, it will result in bad performance.

RTS Threshold: When the packet size is smaller than the RTS threshold, the wireless router will not use the RTS/CTS mechanism to
send this packet.

AP Isolation: This feature allows you to isolate clients on your wireless network. To enable communication between the wireless
clients connected to your 3G36W-V, select Disabled. To terminate the communication between the wireless clients,
please choose Enabled.

TX Power: This determines the output power of the antenna

WMM Capable: WMM (WiFi MultiMedia) if enabled, supports QoS for experiencing better audio, video and voice in applications
WMM Parameters: Click on the WMM Configuration button to configure the WMM parameters

Broadcast Network Select ‘Disabled’ to hide the SSID of your 3G36W-V. If disabled, other people will not be able scan and detect this
Name (SSID): product’s SSID.

Click Apply to save the settings.
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4.3.3  Security

This page allows you to configure the wireless security for your 3G36W-V. Setting up sufficient wireless security can prevent
unauthorized access to your wireless network.

Wireless settings » Security

Wireless Security Settings

This page Router. Setting up security can prevent
unauthorised access to your wireless network

Select SSID

881D choice [NetComm Wireless |
Secury Mode R —|
wea

WPA Algorithms € TKP € AES C TKIP AES
Pass Phrase | —
Key Renewal Interval [3600 | secands (50 - aaag)
Access Policy

Policy [Disable =]

A 2 MAC adess to e llowlockist o
Apply Cancel

SSID Choice: Select the SSID that you wish to configure the security settings of.

Security Mode: Select the security mode for the wireless network. See below for more information

Access Policy: This feature allows MAC Address Control, which prevents unauthorized clients from accessing your wireless
network. Select whether to allow/block users on the policy list, and add their MAC addresses to the list on the format
XXXKXKXKXKXX

Click ‘Apply’ to save the settings.

4.3.3.1 Security Mode

You may choose from the following wireless security options: Disabled, Open, Shared, WEP AUTO, WPA, WPA-PSK, WPA2, WPA2-
PSK, WPA-PSK-WPA2-PSK, WPA1-WPA2 or 802.1x.

WEP

WEP (Wired Equivalent Privacy) helps prevent against unwanted wireless users accessing your 3G36W-V. It offers a lower level of
security in comparison to WPA-PSK and WPA2-PSK.

Wirsless sstings = Security

This page allows you to configure the wireless security foryour 36 Router. Setiing p suffcientwireless securiy can prevent
unauthorised access 0 your wireless network.

Select SSID

851D choice [NetComm Wireless |

Securty Mode [werato =]

Wired Equivalent Privacy (WEP)

Defauttkey [key1 =]
e | R —) e =
e | — =

TGS | — =
e | [ — =

Access Policy

- By |

Add @ MAC address to the allowiblack st
Apply Cancel
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WPA1/WPA2
WPA (WiFi Protected Access) authentication is suitable for enterprise applications. It must be used in conjunction with an authentication
server such as RADIUS to provide centralized access control and management. It provides a stronger encryption and authentication

solution.
S e
Wireless setings » Securty
| weoesssocurtysourss |
This page allaws you to configure the wireless securityfor your 36 Router. Sefiing up suffient wireless securit can prevent
Unauthorised atcass toyour wireless network
Select SsID
930 ehoice NetComm Wireless v
Security Moe [wearweee =]
wea
WEA Algorithms & TP © AES O TKIP AES
Key Renewal Interval [3800_ secongs (60 - sag9)
Radius Server
1P Address |
Port [fez
Shared Secret |
Session Timeout |l
Idle Timeout |
Access Policy
Palicy [Disable =]
Add & MAC address to the allowlacklist N o o
Apply Cancel
WPA-PSK/WPA2-PSK

A newer type of security is WPA-PSK (TKIP) and WPA2-PSK (AES). This type of security gives a more secure network compare to WEP.
Use TKIP Encryption Type for WPA-PSK and AES for WPA2-PSK. After that, please enter the key in the Passphrase field. The key needs
to be more than 8 characters and less than 63 characters and it can be any combination of letters and numbers. Please note that the

configuration for WPA-PSK and WPA2-PSK is identical.

Wireless setings > Security

This page allows you to canfigure the wirele ss security for yaur 36 Router. Setting up sufficient wireless secury can prevent

unauthorised access t your wireless network

Select SSID

88ID choice NetCormm Wireless ¥

Security Mode [WeA-PSK-WRAZPSK ]
WPA

WEAAgorithms & TKP © #ES ' TKIP AES
Fass Phrase [eibacidaes
Key Renewal Interval [3600 secongs e0- 988
Access Policy

Policy [Disable =]

Add a MAC address o the allowlblock list o Y Y
Apply Cancel

Your 3G36W-V uses WPA-PSK by default. Check your Wireless Security Card or device label on the bottom of the 3G36W-V for your
default SSID and Security key to begin connecting your wireless devices.
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802.1x

In order to use 802.1X security, you need to have a RADIUS server on your network that will act as the authentication server. Please type
in the details for your RADIUS server in the fields required.

Wireless settings » Securty

Wireless Security Settings

This page allows you to configure the wireless security for your 3G Router. Setting up suficient wirsless security can prevent
unauthorised access (o your wireless network

Select SSID

85ID choice [NetComm wirelzss =]
Security Mode [ezix =l
8021 WEP

Wired Equivalent Privacy (WEP) © Disable  Enable
Radius Server

1P Address |
Fort [z

Shared Secret | |
Session Timeaut |

Idle Tirmeout 1

Access Policy

Palicy [Disanie =]

Add a MAC address to the allowiblock list: Y Y o
Apply Cancel

Note: After configuring wireless security, you also need to configure your wireless adapter to use the same security settings before you can connect wirelessly. Not all wireless
adapters support WPA-PSK/WPA2-PSK/WPA/WPA2 security; please refer to your wireless adapter user guide for more details. It is strongly recommended to set up
a simple wireless security such as WPA-PSK (when the wireless client supports WPA-PSK) in order to secure your network. Most wireless adapters in computers and
laptops support at least WEP and WPA.
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4.34 WPS

WPS is the simplest way to establish a connection between wireless clients and your 3G36W-V. This method removes the need
to manually select the encryption mode and fill in the passphrase. You only need to press a button on both wireless client and the
3G36W-V, and the WPS will do the rest for you. The 3G36W-V supports two types of WPS:

WPS via Push Button you have to push a specific button on the wireless client or in your wireless client utility to start the WPS mode. Then
switch the 3G36W-V to WPS mode. You can simply push the WPS button of the wireless router, or click the ‘Start to
Process’ button in the web configuration interface.

WPS via PIN code you have to know the PIN code of the wireless client and switch it to WPS mode, then input the wireless client PIN to
the 3G36W-V web interface.

» » » »

Wireless seftings = WPS

This page allows you to configure WPS (AFi Protected Setup) for your 36 Router. WP S provides a simple method to establish a
secute wireless connection between wireless clients and your 36 Router. Once WPS is enabled, you will only need to press a button
(Push Button Mode), or enter a PIN (PIN Made) on both the wireless client and your 3G Router to enahle a secure connestion
betieen the two

WDS Config

wes Oisabie[7]
Apply.

Use the drop box to either enable or disable the WPS function.

Wireless setlings = WPS

This page allows you to configure WPS (WIFi Protected Setup) for your 36 Router.

'WPS Config
WPS Enable ¥
Apply

WS Summary

Status Idle

WPS Configured Mo

88D MNetComm Wireless

WPS Auth Mode WPA2-PSIK

WPS Encrypt Type AES

WP Detault ey Inox 2

WPS Key(ASCll) alhZe3d4es

PIN 52614088

Feset O0B
'WPS Progress
WPS mode C PN pEC
Apply

'WPS Status

WPS Current Status: If the wireless security (encryption) function of this wireless router is properly set, you will see a ‘Success’ message
here. Otherwise, you will see ‘Idle’.
WPS SSID: This is the network broadcast name (SSID) of the router.
WPS Auth Mode: It shows the active authentication mode for the wireless connection.
WPS PIN: This is the WPS PIN code of the wireless router. You may need this information when connecting to other WPS-
enabled wireless devices.

WPS Mode: Select either PIN mode or PBC (which is the WPA via Push Button).
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4.3.5 Station List
The Station List shows the wireless clients currently associated with your 3G36W-V.

Wireless setings = Station List

Station List

This page allows you to view a list ofthe wireless clients that are currently associated with your 3G Router.

Wireless Network

MAC address IP Address 38D GEE] Pam B Connected Time
Refresh

4.4 Firewall

4.4.1  Mac/IP/Port Filtering

This page allows you to setup MAC, IP and port filtering rules to protect your network from malicious activity. The filtering rules can be
used to either allow or block certain users and/or ports from accessing the Internet.

Firewall = MAGHRIPart fltering

MACAPPort Filtering Settings

This page allows youts setup MAC, IP and portiltering rules to prote ctyour network from malicious activity The fitering rules can be
used to either allow or block certain Users andior ports fiom accessing the Intermet.

Basic Setiings
MAC/P/POR Filtering [Disakle[~]
Default Palicy ~ The packet that dan't match with any rules would be: Dropped. [~]

Apply Reset
MACAPPort Filter Settings
MAG address
DestIF Address

Source IF Address

Pratocol [Nane [<]
DestPatt Range 11
Source Port Range 11
seton

Gomment

(The maximum rule count s 32)

Apply Reset
Current MACIP/Port filtering rules in system:

MAC DestIP Souree IP Dest Port Source Part Pl
NP ddress Address pddress P Thange Range Action - Comrment gy

Others would be dropped

Delete Selected Reset

4.41.1 Basic Settings
MAC/IP/Port Filtering: Select Enable to enable MAC/IP/Port Filtering

Default Policy: Select whether packets that do not match any rules are accepted or dropped

4.4.1.2 MAC/IP/Port Filtering Settings

MAC Address: MAC address of a local computer

Dest IP Address: Destination IP Address for the filter rule

Source IP Address: Source IP Address for the filter rule

Protocol: Select the port number protocol type (TCP, UDP or both). If you are unsure, then leave it to the default “TCP&UDP”
setting

Dest Port Range: Destination Port Range of the filter rule

Source Port Range: Source Port Range of the filter rule

Action: Either accept or drop the packet that matches the rule

Comment: Add a comment to identify the rule (optional)

Click ‘Apply’ to save the settings.
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4.4.2 Port Forwarding

This page allows you to configure port forwarding rules to allow remote users to access services such as Web (HTTP) or FTP on your
local computers. This allows you to redirect a particular port number (from the Internet/\WWAN port) to a particular LAN IP address.

3 3 3 3

Firewall = Portfarwarding

Port Forwarding Settings

This page allows you to configure port fanwarding ules to allow remote users to aceess services such as it or FTP on your local
computers. This allaws you ta redirect a particular port number (from the InternetWAN portto a particular LAN 1P address.

Virtual Server Settings

irtual Server Settings |Disable[~]
P Adldress 1
PortRange 11
Protocol [TePaLDP[~]
Comment ]
(The maximurm rule count is 32
Apply | Reset |

Current Virtual Servers in system:

Ho. IP Address PortRange Protocol Comment

Delete Selected Reset

Virtual Server Settings: | Enable/Disable port forwarding.

IP Address: The LAN IP address that the public port number packet will be sent to.

Port Range: The public port numbers to be sent to the specific LAN IP address.

Protocol: Select the port number protocol type (TCP, UDP or both). If you are unsure, then leave it as the default “TCP&UDP”
setting

Comment: Add a comment to identify the rule (optional)

Click’ Apply’ to save the settings.

443 DMz

If you have a client PC that cannot run an Internet application (e.g. Games) properly from behind the NAT firewall, then you can open up
the firewall restrictions to allow unrestricted two-way Internet access by defining a DMZ Host.

The DMZ function allows you to re-direct all packets going to your WAN port IP address, to a particular IP address in your LAN. The
difference between the virtual server and the DMZ function is that the virtual server re-directs a particular service/Internet application
(e.g. FTP, websites) to a particular LAN client/server, whereas DMZ re-directs all packets (regardless of services) going to your WAN IP
address to a particular LAN client/server.

Firewall = DhiZ.

DMZ Settings

This page allows youto naminate 3 computer an your netwark that can be accessed fram the Intemet regardless of any port
forwarding or firewsal settings

DMZ Settings

DMZ Setiings
DMZ IP Address |
Apply | Reset |
DMZ Settings: Enable/disable DMZ.
DMZ IP Address: Fillin the IP address of a particular host in your LAN Network that will receive all the packets originally going to the
WAN port/Public IP address of your 3G36W-V.

Click ‘Apply’ to save the above configurations.

3G36W-V User Guide
www.netcomm.com.au 31



NellLomm

4.4.4  System Security

This page allows you to improve the security of your 3G36W-V through the SPI (Stateful Packet Inspection) firewall and remote
access settings.

Firewall » Systern Security

This page allows you to improve the security ofyour 3 Router through the SPI firewall and remote access setings.

Remote management

Remate managemnent (via WAN / 36) Deny > 80

Deny ping from WAN / 3 interface

Deny ping Trom Wil § 36 interface Enable T

Stateful Packet Inspection (SPI}

SPI Firewall Disahle >
Apply Reset

Remote Management (via WAN): Enable/Disable remote management on the WAN interface.

Deny ping from WAN interface: Select Enable to deny ICMP packets received on the WAN interface. Otherwise, select “Disable” to
allow ICMP packets received on the WAN interface.
SPI Firewall Enable/Disable the SPI (Stateful Packet Inspection) firewall to improve the security of your 3G36W-V.

Click ‘Apply’ to save the settings.

4.4.5 Content Filtering
This page allows you to configure content, URL and host filters to restrict improper content access from LAN computers

Firewall > Gontent Filtering

Content Filter Settings

This page allows you ta configure cantent, URL and hostfiters to restrict improper content actess farm LAN computers.

Applyfilters on this page to the following connection::

[Both 3G and Ethernet WAN Connections <]

Apply
Filters T Proxy T dava T Active

Apply Reset

Current Web URL Filters:

No URL
Delete Rieset
Add a URL fitter:
—
Addd Peset
Current Website Host Filters:
Mo Host(keyword)
Delete Reset
Add a Host{keyword) Filter:
Keyword |
Add Reset
Web Content Filter: Tick the boxes to enable Proxy, Java or ActiveX content filtering. Click “Apply” to save the settings.
URL Filter: Block access to a website by entering its full URL address and clicking Add. Rules can be deleted at any

time via this page.

Host Filter: Block access to certain websites by entering a keyword. Rules can be deleted at any time via this page.
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4.5 Administration

451 Start Wizard

If you wish to re-run the initial setup wizard, you can do so by moving the mouse over Administration, and clicking on “Start Wizard”.

4.5.2 Management

This page allows you to configure administrator system settings including the administrator username and password, NTP settings, and

DDNS settings.
Administaton » Management
| seemwaragorere |
Thispage allowsyou o confiure adminitator ystom setings nclusing th adminitato usermam an passwors, NTP sstings,
ant DDNS setings
Language Settngs
Select Language EN-English >
Apply Cancel
Administrator Setings
Account [odmin
Password |
Apply Cancel
NP setings
Current Time [FriDec 31 22:21:20 GMT 1333 Syncwith hast,
Time Zone (GMT-05:00) Eastern Time -
Daylight Savings @ Enabled € Disabled
[Onetcommpooinporg
TP Serer B -
e sidime govtw
NTP synchranization (hours) [ @-300, o=Disableq)
Apply Cancel
Greon P
Duraton scton
[ = Y o | [Cratie =
[ = Y o | [Cramie =1
[E0=] [0 =] - [0 =] - [an ] |
[ s Y e | [Cramie =1
Apply Cancel
DD setings
Oynamic DN Provider I —
Account |
Password |
DDNS |
Apply Cancel

Administrator Settings | Configure a new administrator username and password.

(account/password):

NTP Settings: The NTP (Network Time Protocol) settings allow your router to synchronize its internal clock with the global Internet
Time. These settings will affect functions such as System Log entries and Firewall settings.

DDNS: DDNS (Dynamic Domain Name Service) allows you to map a static domain name to a dynamic IP address. To use this
features, you must sign up for an account from a DDNS service provider. This router supports DynDNS, TZO and other
common DDNS service providers.

Green AP: To provide optional reduction in power usage, you can assign a particular time to reduce the WiFi power output.
Please note that a reduction in the WiFi power output can potentially reduce coverage, data throughput speeds, and
stability. If you are having problems with your WiFi coverage, stability, or throughput speed, please disable the Green
AP functionality.

Click ‘Apply’ to save the settings.
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4.5.3 System Monitor
B e e

Administration = System Monftar

Periodic PING Settings

The perindic PING function will regularly check the Internet cannection,

Destination Address |
Second Address r
Periadic PING Timer [ (-uisable, 300-85535) secs
Perindic PING Accelerated Timer [T (=disable, 60-65535) secs
Fail Count [ io-uisable, 1-66535) times
Force reboot svary [ 65535 mins

Apply

The Periodic Ping Reset Monitor configures the 3G36W-V to transmit controlled ping packets to user specified IP addresses. If the
router does not receive a response to the pings the router will reboot. The purpose of this feature is to ensure recovery of the device if
the internet connection disconnects and does not reconnect for some reason.

This feature works as follows:-
e Every “Periodic Ping Timer” value in seconds, the 3G36W-V sends 3 consecutive pings to the “Destination Address”.
e If all 3 pings fail the 3G36W-V sends 3 consecutive pings to the “Second Address”.

e The 3G36W-V then sends 3 consecutive pings to the “Destination Address” and 3 consecutive pings to the “Second Address”
every “Periodic Ping Accelerated Timer” seconds.

e [f all accelerated pings in step D fail, the 3G36W-V reboots after waiting the amount of time entered in the “Fail Count” times.
e If any of the pings succeed, the 3G36W-V returns to step A and does not reboot.

“Periodic Ping Timer” should never be set to a value less than 60 seconds; this is to allow the 3G36W-V time to reconnect to the cellular
network following a reboot.

To disable the Periodic Ping Reset Monitor simply set to “Fail Count” O

The 3G36W-V can be configured to automatically reboot on a periodic interval specified in minutes. While this is not necessary, it does
ensure that in the case of remote installations it will reboot the 3G36W-V if some anomaly occurs.

The default value is O which disables the Periodic Reset Timer.

The maximum value is 65535 minutes.
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4.5.4  Settings Manager

This page allows you to import/export the system settings, reset your 3G36W-V to factory defaults, or reboot your 3G36W-V.

45,5 Statistics

Administration > Sefings Manager

Settings Management

“This page allows you to imporiexportthe system seftings

Export Settings
Encryption
r

Import Settings

—_——

Setings fle ocation Browse..
Import Cancel

Load Factory Defatlts

Load Default

Reboot Router

Reboot

This page allows you to view the LAN, WAN and wireless statistics of your 3G36W-V.

Administaton » Staistics

Statistcs
N,

Hemory.
Merorytota:
Mormory ot
WaNLAN

AN Repaciets
WAN Fcbyes
WAN T packets:
WAN Tibytes:
LN Rx packets
L Pyt
LN T packets:
LN T ytes:
Aintertaces
Name

s packet
RxBite
TePacket

RxPacket
Fxdyte
TePacket
T
Name
FxPacket
RuBre
TxPacket
e
Name.
RxPacket
RxBite
Tepacket
Torte
Narme.
RxPacket
Fedyte
TePacket
Tore
Name
FxPacket
RuBre
TxPacket
e
Name

s packet
RxBite
TePacket
Torte
Narme.
RxPacket
RiBpe
TePacket
Torte
Name
FxPacket
Fxsyte
TePacket
e
Name

s Packet
Resite
TePacket
Tebyte

2033248
wn2ie

)
)

52057
31452088
12758
1048453
23630
a76aTs

o
1011
aren
1e011
arn
oren

et
8
239685
70904
255458
0
1742192
386081910
21907
6228680
wisy

2057
31452685
oo
12758
1048453
23630
eeaT
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45.6 System Log

All important system events are logged. You can use this page to check the log of your 3G36W-V for troubleshooting and
diagnostic purposes.

Administration = System loy

Remate System Log Setting

Remate Laog Server IP Address

Remote Log Server Port

System Log

System Log

Jan T 0#:30:39 (none) localS.err simple_at manager[593

update_voicemail_statns: AT+CLIR? command ~

Jan 7 08:39:39 (none) localS.err simple at manager[893]: update voicemail status: AT+CLIR-1 cotmand]
Jan 7 08:39:49 (none) localS.err simple at manager[893]: update voicemail status: ATHCMFG command £
Jan 7 08:39:49 (none) localS.err simple st _manager[893]: update voicemail status: AT+CNMI=1,2,0,0 c
Jan (none) localS.err simple_at_menager[8931: update_voicemail status: AT+CLIR? couuand
Jan (none) localS.err simple_at_manager[893]: update_voicemail_status: AT+CLIR=1 command
Jan (nome) localS.err simple at manager[893]: update voicemail status: AT+CMFG coumand £
Jan (none) localS.err simple_st_mmager[893]: update voicemail status: AT+CHMI=1,Z,0,0 co
Jan (none) localS.err simple_at_manager[8331: update_voicemail status: AT+CLIR? comuand
Jan (none) locals.err simple_at_manager[893]: update_voicemail_status: AT+CLIR=1 command
Jan (mome) localS.err simple at manager[893]: update voicemail status: AT+CMFG coumand £
Jan (none} localS.err simple_at_menager[893]: update voicemail status: AT+CHMI=1,2,0,0 c=
Jan (none) localS.err simple_at_manager[5331: update_voicemail status: AT+CLIR? comuand
Jan (none) localS.err simple_at_manager[893]: update_voicemail_status: AT+CLIR=1 command
Jan (nome) localS.err simple at manager[893]: update voicemail status: THOMFG command fa
Jan (none} localS.err simple_at_menager[893]: update voicemail status: AT+CHMI=1,2,0,0 c
Jan (none) localS.err simple_st menager[893]: update voicemail status: AT+CLIR? command
Jan (none) localS.err simple_at_uanager[8931: update_voicemail status: AT+CLIR=1 command
Jan (nome) local.err simple_at hanager[893]: update voicemail status: AT+CMFG command fa
Jan (none} localS.err simple_at_menager[893]: update voicemail status: AT+CHMI=1,2,0,0 c
Jan (none) localS.err simple_st menager[893]: update voicemail status: AT+CLIR? command
Jan (none) localS.err simple_st_wenager[893): update_voicemail status: AT+CLIR=1 command |
Jan (none) locals.err simple_at_manager[893]: update_voicemail_status: AT+CHFG command £
Jan (nome) localS.err simple at manager[893]: update voicemail status: AT+CHMI=1,2,0,0 ¢
Jan (none) localS.err simple_st_manager[893]: update_voicemail_status: AT+CLIR? command

g
444 9SS A S 4 A S S 4 A% 4 S A 4SS S
: 2 Z

(none) locals.err simple_at_manage(893]: update_voicemail_status: AT+CLIR=1 command
Jan (nome) localS.err simple at manager[893]: update voicemail status: AT+OMFG coumand £
Jan (none) localS.err simple_st menager[893]: update voicemail status: AT+CHMI=1,2,0,0 ¢
Jan (none) localS.err simple_at_manager[5331: update_voicemail status: AT+CLIR? comuand
Jan (none) localS.err simple_at_manager[893]: update_voicemail_status: AT+CLIR=1 command
Jan (nome) localS.err simple at manager[893]: update voicemail status: AT+CMFG coumand £
Jan (none} localS.err simple_at menager[893]: update voicemail status: AT+CHMI=1,2,0,0 ¢
Jan (none) localS.err simple_at managez[893]: wpdate voicewil statws: AT+CLIR? command £
Jan (none) localS.err simple_at_manager[893]: update_voicemail_status: AT+CLIR=1 command
Jan (nome) localS.err simple at manager[893]: update voicemail status: AT+OMFG coumand £
Jan (none} localS.err simple_at_menager[893]: update voicemail status: AT+CHMI=1,2,0,0 ¢
Jan none) localS.err simple_st_manager[893]: update voicemail status: AT+CLIR? command £
Jan (none) localf.err simple_at_manager[$83]: update_voicemail status: AT+CLIR-1 command
Jan (nome) localS.err simple at manager[893]: update voicemail status: AT+OMFG coumand £
Jan (none} localS.err simple_at_menager[893]: update voicemail status: AT+CHMI=1,2,0,0 ¢
Jan (none) localS.err simple_st menager[893]: update voicemail status: AT+CLIR? command
Jan (none) localf.err simple_at_wanager[$83]: update_voicemail_status: AT+CLIR=1 command
Jan (none) locals.err simple_at_manager[893]: update_voicemail_status: AT+CHFG command £
Jan (nome) localS.err simple at manager[893]: updae voicemail status: AT+CHMI=1,2,0,0 co
Jan (none) localS.err simple_st menager[893]: update voicemail status: AT+CLIR? command
Jan (none) localS.err simple st wanager[653]: update voicemail status: AT+CLIR=1 command
dan 7 08:41:4l (none) localS.err simple_at_hanager[593]: update_voicemail_status: AT+CHFG command £
Jan 41 (none] localS.err simple at manager[893]: update voicemail status: AT+CHMI=1,2,0,0 co
Jan 7 08:41:41 (none localS.err simple at _menager[893]: update voicemail status: AT+CLIR? command
Jan 7 08:41:4l (none) localS.err simple at_uanager[533

update_voicemail_status: AT+CLIR=l command -
< i v
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5 FAQ

1. | cannot seem to access the web page interface
The default IP address of the unit is 192.168.20.1, so first try to open a web browser to this address. Also check that your laptop/
PC is on the same subnet as the router’s Ethernet port.

2. The router was connected but cannot get back on
You may need to enable the periodic ping timer using the System Monitor Link on the HTML pages. This ensures that if the
connection drops (i.e outage on the network) that the router will reboot after so many failed pings and then force a re-connect. Set
the timer to around 15 mins should be sufficient.

NB: The traffic generated by the periodic ping feature is counted as chargeable usage, please keep this in mind when selecting how often to ping.

3. Router is rebooting frequently
Check the Modem Link on the web page and see if the Periodic Reset timeout is set to something other than O. If it is set to 1 this
means the unit will reboot every minute regardless of what happens. Reset it to O if you don’t want this feature or something quite
large if you don’t want the router to reboot so often.

4. Router has connection but cannot access the internet
Check that DNS Masquerade is enabled by clicking on the LAN link on the configuration interface. Make sure that DHCP DNS
server address 1 IP address is set to the same address as that of the Ethernet port.

5. | cannot seem to get a 3G WAN connection
Click on the 3G Internet Settings link on the webpage interface and check that the correct APN settings are entered.

e Also check that the username and password credentials are correct if the APN in use requires these.
e Make sure that Auto Connect is enabled on the PPP Profile Connect section on the Data Connection page.
6. The SIM status indicates that the SIM is “not installed or reboot required” on the home page

If a SIM is installed correctly this may indicate that the SIM has been removed or inserted whilst the unit is powered up. In this case
you must reboot the unit. The Reset button on the home page will reboot the router.
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o6 Legal & Regulatory Information

6.1 Intellectual Property Rights

All intellectual property rights (including copyright and trade mark rights) subsisting in, relating to or arising out this Manual are owned by
and vest in NetComm Limited (ACN 002490486) (NetComm) (or its licensors). This Manual does not transfer any right, title or interest in
NetComm'’s (or its licensors’) intellectual property rights to you.

You are permitted to use this Manual for the sole purpose of using the NetComm product to which it relates. Otherwise no part of this
Manual may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical, recording
or otherwise, without the prior written permission of NetComm.

NetComm is a trademark of NetComm. All other trademarks are acknowledged to be the property of their respective owners.

6.2 Customer Information

The Australian Communications & Media Authority (ACMA) requires you to be aware of the following information and warnings:

1. This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the AS/CA
S008-2011 Standard.

2. This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACMA. These
standards are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio noise and, if not installed and used in accordance with the instructions detailed within this
manual, may cause interference to radio communications. However, there is no guarantee that interference will not occur with the
installation of this product in your home or office. If this equipment does cause some degree of interference to radio or television
reception, which can be determined by turning the equipment off and on, we encourage the user to try to correct the interference by
one or more of the following measures:

(

a)
(b) Increase the separation between this equipment and the receiver.
0)

(

(d) Consult an experienced radio/TV technician for help.

Change the direction or relocate the receiving antenna.
Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is connected.

3. The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any other
product or do not use any other power supply that is not approved for use with this product by NetComm. Failure to do so may cause
damage to this product, fire or result in personal injury.

6.3 Consumer Protection Laws

Australian and New Zealand consumer law in certain circumstances implies mandatory guarantees, conditions and warranties which
cannot be excluded by NetComm and legislation of another country’s Government may have a similar effect (together these are the
Consumer Protection Laws). Any warranty or representation provided by NetComm is in addition to, and not in replacement of, your
rights under such Consumer Protection Laws.

If you purchased our goods in Australia and you are a consumer, you are entitled to a replacement or refund for a major failure and for
compensation for any other reasonably foreseeable loss or damage. You are also entitled to have the goods repaired or replaced if the
goods fail to be of acceptable quality and the failure does not amount to a major failure. If you purchased our goods in New Zealand and
are a consumer you will also be entitled to similar statutory guarantees.
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6.4 Product Warranty

All NetComm products have a standard two (2) year warranty from date of purchase (Product Warranty). For all Product Warranty
claims you will require proof of purchase. All Product Warranties are in addition to your rights and remedies under applicable Consumer
Protection Laws which cannot be excluded (see Section 3 above).

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above), the
Product Warranty is granted on the following conditions:

1. The Product Warranty extends to the original purchaser (you / the customer) and is not transferable;

2. The Product Warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with
the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of
NetComm including producing such evidence of purchase as NetComm may require;

4. The cost of transporting product to and from NetComm’s nominated premises is your responsibility;

5. NetComm does not have any liability or responsibility under the Product Warranty where any cost, loss, injury or damage of any
kind, whether direct, indirect, consequential, incidental or otherwise arises out of events beyond NetComm’s reasonable control.
This includes but is not limited to: acts of God, war, riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages,
lightning, power surges, or shortages of materials or labour; and

6. The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the
factory default settings. NetComm recommends that you enable these features to enhance your security.

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above), the
Product Warranty is automatically voided if:

1. You, or someone else, use the product, or attempt to use it, other than as specified by NetComm;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or
communication line, whether caused by thunderstorm activity or any other cause(s);

3. The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance with
the user manual supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service
centre authorised by NetComm; or

6. The serial number has been defaced or altered in any way or if the serial number plate has been removed.
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6.5 Limitation of Liability

This clause does not apply to New Zealand consumers.

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 3 above),
NetComm accepts no liability or responsibility, for consequences arising from the use of this product. NetComm reserves the right to
change the specifications and operating details of this product without notice.

If any law implies a guarantee, condition or warranty in respect of goods or services supplied, and NetComm'’s liability for breach of that
condition or warranty may not be excluded but may be limited, then subject to your rights and remedies under any applicable Consumer
Protection Laws which cannot be excluded, NetComm'’s liability for any breach of that guarantee, condition or warranty is limited to: (i)

in the case of a supply of goods, NetComm doing any one or more of the following: replacing the goods or supplying equivalent goods;
repairing the goods; paying the cost of replacing the goods or of acquiring equivalent goods; or paying the cost of having the goods
repaired; or (i) in the case of a supply of services, NetComm doing either or both of the following: supplying the services again; or paying
the cost of having the services supplied again.

To the extent NetComm is unable to limit its liability as set out above, NetComm limits its liability to the extent such liability is lawfully able
to be limited.

Return Authority Warranty Terms and Conditions - 2 Year Warranty

All NetComm products have a standard two (2) year warranty from date of purchase (Product Warranty). For all Product Warranty claims
you will require your proof of purchase.

1. Consumer Protection Laws

Australian and New Zealand consumer law in certain circumstances implies mandatory guarantees, conditions and warranties which
cannot be excluded by NetComm and legislation of another country’s Government may have a similar effect (together these are the
Consumer Protection Laws). Any warranty or representation provided by NetComm is in addition to, and not in replacement of, your
rights under such Consumer Protection Laws.

If you purchased our goods in Australia and you are a consumer, you are entitled to a replacement or refund for a major failure and for
compensation for any other reasonably foreseeable loss or damage. You are also entitled to have the goods repaired or replaced if the
goods fail to be of acceptable quality and the failure does not amount to a major failure. If you purchased our goods in New Zealand and
are a consumer you will also be entitled to similar statutory guarantees.

2. Conditions and exclusions:

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 1 above), the
Product Warranty is granted on the following conditions:

(a) The Product Warranty extends to the original purchaser (you / the customer) and is not transferable;

(b) The Product Warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with
the product;

(c) The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of
NetComm including producing such evidence of purchase as NetComm may require;

(d) The cost of transporting product to and from NetComm’s nominated premises is your responsibility;

(e) NetComm does not have any liability or responsibility under this Product Warranty where any cost, loss, injury or damage of any
kind, whether direct, indirect, consequential, incidental or otherwise arises out of events beyond NetComm'’s reasonable control.
This includes but is not limited to: acts of God, war, riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages,
lightning, power surges, or shortages of materials or labour; and

(f) The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the
factory default settings. NetComm recommends that you enable these features to enhance your security. Further, and subject to
your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 1 above), the Product
Warranty is automatically voided if:

(@) You, or someone else, use the product, or attempt to use it, other than as specified by NetComm;

(b) The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or
communication line, whether caused by thunderstorm activity or any other cause(s);

(c) The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

(d) Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance
with the user manual supplied;

(e) Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service
centre authorised by NetComm; or

(f) The serial number has been defaced or altered in any way or if the serial number plate has been removed.
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3. Limitation of Liability
This clause does not apply to New Zealand consumers.

Subject to your rights and remedies under applicable Consumer Protection Laws which cannot be excluded (see Section 1 above),
NetComm accepts no liability or responsibility, for consequences arising from the use of this product. NetComm reserves the right to
change the specifications and operating details of this product without notice.

If any law implies a guarantee, condition or warranty in respect of goods or services supplied, and NetComm'’s liability for breach of that
condition or warranty may not be excluded but may be limited, then subject to your rights and remedies under any applicable Consumer
Protection Laws which cannot be excluded, NetComm'’s liability for any breach of that guarantee, condition or warranty is limited to: (i)

in the case of a supply of goods, NetComm doing any one or more of the following: replacing the goods or supplying equivalent goods;
repairing the goods; paying the cost of replacing the goods or of acquiring equivalent goods; or paying the cost of having the goods
repaired; or (i) in the case of a supply of services, NetComm doing either or both of the following: supplying the services again; or paying
the cost of having the services supplied again.

To the extent NetComm is unable to limit its liability as set out above, NetComm limits its liability to the extent such liability is lawfully able
to be limited.

NetComm Limited is an Australian public with Australian Company Number 002 490 486, with a registered address of Level 2,
18-20 Orion Road, Lane Cove NSW 2066 Australia.

6.6 FCC Warning

This device has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation If
this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
e Consult the dealer or an experienced radio/TV technician for help.

Changes or maodifications not expressly approved by the party responsible for compliance could void the user‘s authority to operate
the equipment.The antenna(s) used for this transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter. This device complies with FCC radiation exposure limits set forth for an uncontrolled environment. In order to avoid the
possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be less than 20cm (8 inches)
during normal operation. Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this
device must accept any interference, including interference that may cause undesired operation of the device.

6.7 IC Important Note

IC Radiation Exposure Statement:

This equipment complies with IC RSS-102 radiation exposure limits set forth for an uncontrolled environment. This equipment should

be installed and operated with minimum distance 20cm between the radiator & your body. This device and its antenna(s) must not be
co-located or operating in conjunction with any other antenna or transmitter. The County Code Selection feature is disabled for products
marketed in the US/Canada. Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this
device must accept any interference, including interference that may cause undesired operation of the device.

This Class B digital apparatus complies with Canadian ICES-0083. Cet appareil numérique de la classe B est conforme a la norme
NMB-003 du Canada. To reduce potential radio interference to other users, the antenna type and its gain should be so chosen

that the equivalent isotropically radiated power (EIRP) is not more than that required for successful communication. This device has
been designed to operate with an antenna having a maximum gain of 4.3 dBi. Antenna having a higher gain is strictly prohibited per
regulations of Industry Canada. The required antenna impedance is 50 ohms.
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NETCOMM LIMITED Head Office DYNALINK NZ 12c Tea Kea Place, Albany, Auckland,

PO Box 1200, Lane Cove NSW 2066 Australia New Zealand

P: 02 9424 2070 F: 02 9424 2010 P: 09 448 5548

E: sales@netcomm.com.au F: 09 448 5549

W: www.netcomm.com.au E: sales@dynalink.co.nz

W: www.dynalink.co.nz

Technical Support
If you have any technical difficulties with your product, please refer to the support section of our website.

www.netcomm.com.au/support

Note:NetComm Technical Support for this product only covers the basic installation and features outlined in the Quick Start Guide. For further information regarding the advanced features of this product,
please refer to the configuring sections in the User Guide or contact a Network Specialist.

Trademarks and registered trademarks are the property of NetComm Limited or their respective owners. Specifications are subject to change without notice. Images shown
may vary slightly from the actual product.



