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Hardware Setup

The Nighthawk AC1900 Smart WiFi Router Model R7000 delivers combined WiFi connection
speeds up to AC1900 WiFi (600 Mbps' on 2.4 GHz2 802.11n and 1300 Mbps 3on 5 GHz
802.11ac). Nighthawk is ideal for bandwidth-hungry activities such as online gaming and video
streaming, powered by a dual core 1 GHz processor. High-powered amplifiers with antennas
provide WiFi coverage anywhere around your home, inside or out.

For gamers, Nighthawk supports upstream Quality of Service (QoS) optimized for online game
play with game consoles like Xbox. For uninterrupted HD streaming media, Nighthawk features
downstream QoS to identify and prioritize streaming traffic like Netflix, YouTube, and Hulu Plus.

Nighthawk provides fast central storage, backup and streaming to every device in your home
with the USB 3.0 port (10 times faster than USB 2.0). Sharing content across your network is
easy, whether it's accessing stored photos and music to wirelessly printing. Stream your stored
media files anywhere on the network to DLNA screens. Share your music to Airplay-compatible
devices from the USB hard-drive connected to the router. Use the free NETGEAR ReadySHARE
Vault app to back up your Windows computers to a USB hard drive connected to Nighthawk.

This chapter contains the following sections:

e Unpack Your Router
e Attach the Antennas
e Top and Front Panels
¢ Rear Panel

e Position Your Router
e Cable Your Router

For more information about the topics covered in this manual, visit the support website at
http://support.netgear.com.

1. Maximum wireless signal rate derived from IEEE standard 802.11 specifications. Actual data throughput and wireless coverage will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual
data throughput rate and wireless coverage. NETGEAR makes no express or implied representations or warranties about this product’s compatibility
with any future standards. 802.11ac 1300 Mbps is approximately 3x faster than 802.11n 450 Mbps.

2. 2.4 GHz performance mode requires 256 QAM support on the WiFi client.

3. Up to 1300 Mbps wireless speeds achieved when you are connecting to other 802.11ac 1300 Mbps devices.
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Unpack Your Router

Your package contains the following items.

Nighthawk AC 1900 Smart WiFi Router

~ Ethernet cable

Power adapter

Figure 1. Package contents
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Top and Front Panels

The router has status LEDs on top and a USB 3.0 port on the front.

USB 3.0 port
Figure 2. Router top and front view
Table 1. LED and button descriptions
LED Description
Power » Solid amber. The router is starting.
@ « Blinking amber. The firmware is upgrading, or the Reset button was pressed.

* Solid white. The router is ready.
» Blinking white. The firmware is corrupted.
» Off. Power is not supplied to the router.

Internet + Solid white. The Internet connection is ready.
Solid amber. The router has detected an Ethernet cable connection to the modem.
» Off. No Ethernet cable is connected between the router and the modem.

©

2.4 GHz + Solid white. The 2.4 GHz WiFi radio is operating.
Wireless + Blinking. The router is sending or receiving WiFi traffic.
Off. The 2.4 GHz WiFi radio is off.

5 GHz Wireless |+ Solid white. The 5 GHz WiFi radio is operating.
» Blinking. The router is sending or receiving WiFi traffic.
« Off. The 5 GHz WiFi radio is off.

USB (1and 2) |The USB 1 LED is for the USB 3.0 USB port on the front panel. The USB 2 LED is for the USB
2.0 port on the rear panel.

» Solid white. A USB device is connected and is ready.
* Blinking. A USB device is plugged in and is trying to connect.

» Off. No USB device is connected or someone clicked the Safely Remove Hardware
button, and it is now safe to remove the attached USB device.

®9
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Table 1. LED and button descriptions (Continued)

LED Description
Ethernet ports | The LED color indicates the speed: white for Gigabit Ethernet connections and amber for 100
1-4 Mbps or 10 Mbps Ethernet connections.

* Solid. A powered-on device is connected to the Ethernet port.
« Blinking. The port is sending or receiving traffic.
» Off. No device is connected to this Ethernet port.

WiFi On/Off
button with LED

Pressing this button for two seconds turns the 2.4 GHz and 5 GHz WiFi radios on and off.

If this LED is lit, the WiFi radios are on. If this LED is off, the WiFi radios are turned off and you
cannot use WiFi to connect to the router.

WPS button with

LED
S

This button lets you use WPS to join the WiFi network without typing the WiFi password. The
WPS LED blinks white during this process and then lights solid white.

Rear Panel

The rear panel has the connections and buttons shown in the following figure.

Reset Ethernet Internet USB 2.0 Power Power
button  LAN ports 1-4 port port On/Off connector

Figure 3. Router rear panel

Pressing the Reset button restores the factory settings. See Factory Settings on page 164.

11
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Position Your Router

The router lets you access your network anywhere within the operating range of your wireless
network. However, the operating distance or range of your wireless connection can vary
significantly depending on the physical placement of your router. For example, the thickness
and number of walls the wireless signal passes through can limit the range.

Additionally, other wireless access points in and around your home might affect your router’s
signal. Wireless access points are routers, repeaters, WiFi range extenders, or any other
device that emits a wireless signal for network access.

To position your router:
1.

Place your router near the center of the area where your computers and other devices
operate, and within line of sight to your wireless devices.

Make sure that the router is within reach of an AC power outlet and near Ethernet cables
for wired computers.

Place the router in an elevated location, minimizing the number walls and ceilings between
the router and your other devices.

Place the router away from electrical devices such as these:
e Ceiling fans

* Home security systems

*  Microwaves

e Computers

» Base of a cordless phone

e 2.4 GHz cordless phone

Place the router away from large metal surfaces, large glass surfaces, and insulated walls
such as these:

e Solid metal door
e Aluminum studs

e Fish tanks
e Mirrors
e Brick

 Concrete

(Optional) If you have adjacent access points, use different radio frequency channels to
reduce interference.

12
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Cable Your Router

The following image shows how to cable your router:

B e w U |
A

Figure 4. Router cabling

> To cable your router:

1.

Unplug your modem’s power, leaving the modem connected to the wall jack for your
Internet service.

If your modem has a battery backup, remove the battery.
Plug in and turn on your modem.
If your modem has a battery backup, replace the battery.

Connect your modem to the Internet port of your router with the yellow Ethernet cable that
came with your router.

Connect the power adapter to your router and plug the power adapter into an outlet.
Press the Power On/Off button on the rear panel of the router.

13



Connect to the Network and
Access the Router

This chapter contains the following sections:

e Connect to the Network

e Types of Logins

e Use an Internet Browser to Access the Router
¢ Change the Language

e Access the Router with NETGEAR genie Apps

14
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Connect to the Network

You can connect to the router’s network through a wired or WiFi connection. If you set up
your computer to use a static IP address, change the settings so that it uses Dynamic Host
Configuration Protocol (DHCP).

Wired Connection

You can connect your computer to the router using an Ethernet cable and join the router’s
local area network (LAN).

> To connect your computer to the router with an Ethernet cable:

1. Make sure that the router has power (its Power LED is lit).
2. Connect an Ethernet cable to an Ethernet port on your computer.
3. Connect the other end of the Ethernet cable to one of the numbered Ethernet ports.

Your computer connects to the local area network (LAN). A message might display on
your computer screen to notify you that an Ethernet cable is connected.

WiFi Connection

You can connect to the router’s WiFi network with Wi-Fi Protected Setup (WPS) or you can
find and select the WiFi network.

» To use WPS to connect to the WiFi network:

1. Make sure that the router has power (its Power LED is lit).

2. Check the WPS instructions for your computer or wireless device.
3. Press the WPS button on the router.
4

Within two minutes, on your computer or WiFi device, press its WPS button or follow its
instructions for WPS connections.

Your computer or wireless device connects to the WiFi network.
> To find and select the WiFi network:

1. Make sure that the router has power (its Power LED is lit).
2. On your computer or wireless device, find and select the WiFi network.

The WiFi network name is on the router’s label.
3. Join the WiFi network and enter the WiFi password.
The password is on the router’s label.

Your wireless device connects to the WiFi network.

15
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Label

The label on the router shows the login information, MAC address, and serial number.

® . USB3.0 USB2.0 :
N I h-l-h awk Power Internet (Front) (Rear) Lal)
g o & 2.4om Sas = o 1 y
W

AC1900 Smart WiFi Router v
Model: R7000 BLINK = A
Designed by NETGEAR in California WiFi Network Name (SSID) SERIAL

ROUTER LOGIN

http://www.routerlogin.net

m
272-13124-01

user name: an“\n _

password: password @ Network Key (Password) MAC

e _ _
inferfaren: , I = ;

ReadyShare Access on Windows: Start— Run = \\readyshare

Figure 5. Router label

Types of Logins

Separate types of logins have different purposes. It is important that you understand the
difference so that you know which login to use when.

Types of logins:

* ISP login. The login that your ISP gave you logs you in to your Internet service. Your
service provider gave you this login information in a letter or some other way. If you
cannot find this login information, contact your service provider.

*  WiFi network key or password. Your router is preset with a unique wireless network
name (SSID) and password for wireless access. This information is on the router label.

* Router login.This logs you in to the router interface as admin from an Internet browser.

Use an Internet Browser to Access the Router

When you connect to the network (either with WiFi or with an Ethernet cable), you can use an
Internet browser to access the router to view or change its settings. The first time you access
the router, NETGEAR genie automatically checks to see if your router can connect to your
Internet service.

NETGEAR genie Automatic Internet Setup

You can set up your router with the NETGEAR genie automatically, or you can use the genie
menus and screens to set up your router manually. Before you start the setup process, get
your ISP information and make sure that the computers and devices in the network have the
settings described here.

16
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When your Internet service starts, your Internet service provider (ISP) typically gives you all
the information needed to connect to the Internet. For DSL service, you might need the
following information to set up your router:

* The ISP configuration information for your DSL account
* ISP login name and password
» Fixed or static IP address settings (special deployment by ISP; this setting is rare)

If you cannot locate this information, ask your ISP to provide it. When your Internet
connection is working, you no longer need to launch the ISP login program on your computer
to access the Internet. When you start an Internet application, your router automatically logs
you in.

NETGEAR genie runs on any device with a web browser. Installation and basic setup takes
about 15 minutes to complete.

> To use NETGEAR genie to set up your router:

1. Turn the router on by pressing the On/Off button.

2. Make sure that your computer or wireless device is connected to the router with an Ethernet
cable (wired) or wirelessly with the preset security settings listed on the label.

Note: If you want to change the router's WiFi setting, use a wired connection
to avoid being disconnected when the new WiFi settings take effect.

3. Launch an Internet browser.
The screen that displays depends on whether you have accessed the router before:

* The first time you set up the Internet connection for your router, the browser goes to
http://www.routerlogin.net, and the NETGEAR genie screen displays.

NETGEAR genie-

Configuring the Internet Connection

You are not yet connected to the Internet

Do you want NETGEAR Genie to help?

® ves

O No, lwant to configure the Intermet connection myself

O | have saved the router settings in a file and | want to restore the router to those settings

» If you already used the NETGEAR genie, type http://www.routerlogin.net in the
address field for your browser to display the NETGEAR genie screen.

4. Follow the onscreen instructions.
NETGEAR genie guides you through connecting the router to the Internet.

5. If the browser cannot display the web page, do the following:

17
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» Make sure that the computer is connected to one of the four LAN Ethernet ports or
wirelessly to the router.

* Make sure that the router has full power, and that its Power LED is lit white.
e Close and reopen the browser or clear the browser cache.
* Browse to http://www.routerlogin.net.

» If the computer is set to a static or fixed IP address (this setting is uncommon),
change it to obtain an IP address automatically from the router.

6. If the router does not connect to the Internet, do the following:

a. Review your settings. Make sure that you selected the correct options and typed
everything correctly.

b. Contact your ISP to verify that you have the correct configuration information.

Read Chapter 14, Troubleshooting. If problems persist, register your NETGEAR
product and contact NETGEAR technical support.

Log In to the Router

When you first set up your router, NETGEAR genie automatically starts when you launch an
Internet browser on a computer that is connected to the router. If you want to view or change
settings for the router, you can use genie again.

> Tolog in to the router:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

18
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The BASIC Home screen displays.

NETGEAR genie

Nighthawk R7000

Internet » '1"_‘ _p—
Wireless 4’ ‘ ,
2T )
Attached Devices » @
Parental Controls » Internet Wireless
ReadySHARE STATUS: GOOD Name (SSID): NETGEAR!
i93Key/Password: huskyoc
Guest Network »
° 0 ,
I MI!
Parental Controls ReadySHARE

STATUS: NOT ENABLED STATUS: No USB drive

Help & Support pocumertation | onl

Change the Language

By default, the language is set as Auto.

To change the language:

1. Launch an Internet browser from a computer or wireless device that is connected to the

network.

" Logout

Firmware Version
V1.0.0.156_1.015

- - @
Attached Devices

Number of devices: 1

i

Guest Network

STATUS: NOT ENABLED

SEARCH HELP a6’

2. Type http://lwww.routerlogin.net or http://www.routerlogin.com.

A login screen displays.

Enter the router user name and password.

The user name is admin. The default password is password. The user name and

password are case-sensitive.
The BASIC Home screen displays.
In the upper right corner, select a language

Logout

Firmware Version
V1.0.0.156_1.0.15

When prompted, click the OK button to confirm this change.

from the drop-down list.

The screen refreshes with the language that you selected.

19
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Access the Router with NETGEAR genie Apps

The genie app is the easy dashboard for managing, monitoring, and repairing your home
network. The genie app can help you with the following:

* Automatically repair common wireless network problems.

» Easily manage router features like Live Parental Controls, guest access, Internet traffic
meter, speed test, and more.

> To use the genie app to access the router:

1. Visit the NETGEAR genie web page at wvw.NETGEAR.com/genie.
2. Follow the onscreen instructions to install the app on your smartphone, tablet, or computer.
3. Launch the genie app.

The genie app dashboard screen displays:

iPod = 7:32 PM =

' NETGEAR genie
Login NETGEAR genie -

Wireless Network:

' i
........ éﬁ% al i
_ s ) il
F = —
e Kiw ottt St
[—— Internet WIFi Connection Router Settings
Wisloss Sottings Guost Acces
..... P STATUS GOOD STATUS Coanacted Chick ot
ey SHARE
g ?\ ‘ ot = [ N ]
g e | | e <
HNotwark Map Parontal Controls _—
Network Map Parental Controls ReadySHARE
a b
|—~ I -{ ‘ NETGEAR' Experi la
P AL LS Search NETGEAR Support
Traffic Mater My Madia screen on your TV, wirtlessly,
D

Mobile app Desktop app
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Specify Your Internet Settings

Usually, the quickest way to set up the router to use your Internet connection is to allow the genie
to detect the Internet connection when you first access the router with an Internet browser. You

can also customize or specify your Internet settings.
This chapter contains the following sections:

e Use the Internet Setup Wizard

e Manually Set Up the Internet Connection
e Specify IPv6 Internet Connections

¢ Change the MTU Size

21



Nighthawk AC1900 Smart WiFi Router Model R7000

Use the Internet Setup Wizard

You can use the Setup Wizard to detect your Internet settings and automatically set up your
router. The Setup Wizard is not the same as the genie screens that display the first time you
connect to your router to set it up.

To use the Setup Wizard:
1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Setup Wizard.

Setup Wizard

The Smart Setup Wizard can detect the type of Internet connection that you have.
Do you want the Smart Setup Wizard to try and detect the connection type now?

@es.
O No. Iwantto configure fhe router myself,

Select the Yes radio button.

If you select No, you are taken to the Internet Setup screen (see Internet Setup on
page 20).

Click the Next button.

The Setup Wizard searches your Internet connection for servers and protocols to
determine your ISP configuration.

Congratulations!
You are successfully connected to the Internet

Wireless security is not enabled on this router. NETGEAR highty recommends that you Click
here to enable wireless security and protect your network

Specify Your Internet Settings
22
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Manually Set Up the Internet Connection

You can view or change the router’s Internet connection settings.

Specify an Internet Connection Without a Login

> To specify the Internet connection settings:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

4. Select Internet.

,

Does your Internet connection require a login?

O s
@ No
: = 2
Account Name {If Reguired) !R?[Il]D I b Scroll to
Domain N If Requil .
main Name ({If Required) | view more
Internet [P Address settings

@ Get Dynamically from ISP
O Use Static IP Address

IP Address [0 | i | iz ]
1P Subet Mask 255 |.[255 |25 |0 |
Gateway IP Address 10 |1_|£|:|

Domain Name Server (DNS) Address
© et Automatically frarn ISP

v

X © Help Center N ShowMHide Help Center

5. For the Does your Internet connection require a login setting, leave the No radio
button selected.

6. If your Internet connection requires an account name or host name, type it in the Account
Name (If Required) field.

7. If your Internet connection requires a domain name, type it in the Domain Name (If
Required) field.

For the other sections in this screen, the default settings usually work, but you can
change them.

Specify Your Internet Settings
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8. For the Internet IP Address setting, select one of the following radio buttons:

Get Dynamically from ISP. Your ISP uses DHCP to assign your IP address. Your ISP
automatically assigns these addresses.

Use Static IP Address. Enter the IP address, IP subnet mask, and the gateway IP
address that your ISP assigned. The gateway is the ISP router to which your router
connects.

9. For the Domain Name Server (DNS) Address setting, select one of the following radio
buttons:

Get Automatically from ISP. Your ISP uses DHCP to assign your DNS servers. Your
ISP automatically assigns this address.

Use These DNS Servers. If you know that your ISP requires specific servers, select
this option. Enter the IP address of your ISP’s primary DNS server. If a secondary
DNS server address is available, enter it also.

10. For the Router MAC Address setting, select one of the following radio buttons:

Use Default Address. Use the default MAC address.

Use Computer MAC Address. The router captures and uses the MAC address of the
computer that you are now using. You must use the one computer that the ISP allows.

Use This MAC Address. Enter the MAC address that you want to use.

11. Click the Apply button.

Your settings are saved.

12. Click the Test button to test your Internet connection.

If the NETGEAR website does not display within one minute, see Chapter 14,
Troubleshooting.

Specify an Internet Connection That Uses a Login

> To view or change the basic Internet setup:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http:/lwww.routerlogin.net or http://www.routerlogin.com.

A login screen displays.

3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Specify Your Internet Settings
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4. Select Internet.

-
Internet Setup

e

Does your Internet connection require a login?
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@ No

Account Name {If Required) :R?UUD | . Scroll to

view more
Internet IP Address settin gs
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O Use Static IP Address
IP Address [0 i )fro ] iz ]
IP Subnet Mask 255 |.Jz5 |.[zss [Jo |

Domain Name ({If Required) | |

Gateway IP Address 10 |fz |z |2 |

Domain Name Server (DNS) Address
© et Automatically frarn ISP

—~

X © Help Center . ShowMHide Help Center

In the Does your Internet connection require a login section of the screen, select the
Yes radio button.

v

o

The screen adjusts.

6. Inthe Internet Service Provider list, select the encapsulation method PPPoE, PPPOA, or
L2TP.

In the Login field, enter the login name your ISP gave you. This login name is often an
email address.

~

8. In the Password field, type the password that you use to log in to your Internet service.
9. |If your ISP requires a service name, type it in the Service Name (if Required) field.

10. In the Connection Mode drop-down list, select Always On, Dial on Demand, or Manually
Connect.

11. To change the number of minutes until the Internet login times, out, in the Idle Timeout (In
minutes) field, type the number of minutes.

This is how long the router keeps the Internet connection active when no one on the
network is using the Internet connection. A value of 0 (zero) means never log out.

12. In the Internet IP Address section, select one of the following radio buttons:

* Get Dynamically from ISP. Your ISP uses DHCP to assign your IP address. Your ISP
automatically assigns these addresses.

» Use Static IP Address. Enter the IP address, IP subnet mask, and the gateway IP
address that your ISP assigned. The gateway is the ISP router to which your router
connects.

13. In the Domain Name Server (DNS) Address section, select one of the following radio
buttons:

* Get Automatically from ISP. Your ISP uses DHCP to assign your DNS servers. Your
ISP automatically assigns this address.

Specify Your Internet Settings
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» Use These DNS Servers. If you know that your ISP requires specific servers, select
this option. Enter the IP address of your ISP’s primary DNS server. If a secondary
DNS server address is available, enter it also.

14. In the Router MAC Address section of the screen, select one of the following radio buttons:
e Use Default Address. Use the default MAC address.

* Use Computer MAC Address. The router captures and uses the MAC address of the
computer that you are now using. You must use the one computer that the ISP allows.

e Use This MAC Address. Enter the MAC address that you want to use.
15. Click the Apply button.

Your settings are saved.
16. Click the Test button to test your Internet connection.

If the NETGEAR website does not display within one minute, see Chapter 14,
Troubleshooting.

Specify IPv6 Internet Connections

You can set up an IPv6 Internet connection if genie does not detect it automatically.
> To set up an IPv6 Internet connection:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http:/lwww.routerlogin.net or http://www.routerlogin.com..
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Advanced Setup > IPv6.

| Basic Settings |

..‘m

Iernet Connection Type [Disabled ||

Auto Detect
Etod Tunnel
Pass Through
Fixed
DHCP

| PPPoE
Auto Config

5. Inthe Internet Connection Type list, select the IPv6 connection type.

Your Internet service provider (ISP) can provide this information.

Specify Your Internet Settings
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e If your ISP did not provide details, you select IPv6 Tunnel. If you are not sure, select
Auto Detect so that the router detects the IPv6 type that is in use. If your Internet
connection does not use PPPoE, DHCP, or fixed, but is IPv6, select Auto Config. For
more information about IPv6 Internet connection, see the following sections.

6. Click the Apply button.

Your changes take effect.

Requirements for Entering IPv6 Addresses

IPv6 addresses are denoted by eight groups of hexadecimal quartets that are separated by
colons. You can reduce any four-digit group of zeros within an IPv6 address to a single zero
or omit it. The following errors invalidate an IPv6 address:

e More than eight groups of hexadecimal quartets
* More than four hexadecimal characters in a quartet
* More than two colons in a row

Auto Detect

To set up an IPv6 Internet connection through auto detection:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.

5. In the Internet Connection Type list, select Auto Detect.

Specify Your Internet Settings
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The screen adjusts:

Internet Connection Type :Auto Detect  «

Conmection Type DHCPAuto Detect
Router’s IPv Address On WAN
Not Avallable

LAN Setup
Router's IPvG Address OnLAN
Mot Avallable
IP Address Assignment
O use DHCP Server
© auto Config

[CJuse This Interface ID

The router automatically detects the information in the following fields:

» Connection Type. This field indicates the connection type that is detected.

* Router’s IPv6 Address on WAN. This field shows the IPv6 address that is acquired
for the router's WAN (or Internet) interface. The number after the slash (/) is the length
of the prefix, which is also indicated by the underline (_) under the IPv6 address. If no
address is acquired, the field displays Not Available.

* Router’s IPv6 Address on LAN. This field shows the IPv6 address that is acquired
for the router’s LAN interface. The number after the slash (/) is the length of the prefix,
which is also indicated by the underline (_) under the IPv6 address. If no address is
acquired, the field displays Not Available.

Specify how the router assigns IPv6 addresses to the devices on your home network (the
LAN) by selecting one of the following radio buttons:

e Use DHCP Server. This method passes more information to LAN devices, but some
IPv6 systems might not support the DHCV6 client function.

e Auto Config. This is the default setting.

(Optional) Select the Use This Interface ID check box and specify the interface ID to be
used for the IPv6 address of the router’s LAN interface.

If you do not specify an ID here, the router generates one automatically from its MAC
address.

Click the Apply button.

IPv6 Auto Config

> To set up an IPv6 Internet connection through auto configuration:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.

A login screen displays.

Specify Your Internet Settings
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3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.
5. In the Internet Connection Type list, select Auto Config.

The screen adjusts:

Y m C Status Refresh

Internet Connection Type Auto Coniig b

DHCP User Class (if Required)
DHCP Domain Name (if Required)

Router’s IPvG Address On WAN
Not Available

LAN Setup
Router’s IPvG Address On LAN
Mot Available
IP Address Assignment
O Use DHCP Server
@ Auto Conflg

[CJuse This mnterface ID

The router automatically detects the information in the following fields:

* Router’s IPv6 Address on WAN. This field shows the IPv6 address that is acquired
for the router's WAN (or Internet) interface. The number after the slash (/) is the length
of the prefix, which is also indicated by the underline (_) under the IPv6 address. If no
address is acquired, the field displays Not Available.

* Router’s IPv6 Address on LAN. This field shows the IPv6 address that is acquired
for the router’s LAN interface. The number after the slash (/) is the length of the prefix,
which is also indicated by the underline (_) under the IPv6 address. If no address is
acquired, the field displays Not Available.

6. (Optional) In the DHCP User Class (If Required) field, enter a host name.

Most people can leave this field blank, but if your ISP has given you a specific host name,
enter it here.

7. (Optional) In the DHCP Domain Name (If Required) field, enter a domain name.

You can type the domain name of your IPv6 ISP. Do not enter the domain name for the
IPv4 ISP here. For example, if your ISP’s mail server is mail.xxx.yyy.zzz, type xxx.yyy.zzz
as the domain name. If your ISP provided a domain name, type it in this field. For
example, Earthlink Cable might require a host name of home, and Comcast sometimes
supplies a domain name.

Specify Your Internet Settings
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Specify how the router assigns IPv6 addresses to the devices on your home network (the
LAN) by selecting one of the following radio buttons:

* Use DHCP Server. This method passes more information to LAN devices, but some
IPv6 systems might not support the DHCV6 client function.

* Auto Config. This is the default setting.

(Optional) Select the Use This Interface ID check box and specify the interface ID that you
want to be used for the IPv6 address of the router's LAN interface.

If you do not specify an ID here, the router generates one automatically from its MAC
address.

10. Click the Apply button.

IPv6 6to4 Tunnel

The remote relay router is the router to which your router creates a 6to4 tunnel. Make sure
that the IPv4 Internet connection is working before you apply the 6to4 tunnel settings for the
IPv6 connection.

To set up an IPv6 Internet connection by using a 6to4 tunnel:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.

In the Internet Connection Type list, select 6to4 Tunnel.

Specify Your Internet Settings
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The screen adjusts:

[ Xcancel [l GStatus Refresh

Internet Connection Type [ Btod Tunnel  +

Remaote 6tod Relay Router
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The router automatically detects the information in the Router’s IPv6 Address on LAN
field. This field shows the IPv6 address that is acquired for the router’s LAN interface. The
number after the slash (/) is the length of the prefix, which is also indicated by the
underline (_) under the IPv6 address. If no address is acquired, the field displays Not
Available.

Configure the remote 6to4 relay router settings by selecting one of the following radio
buttons:

» Auto. Your router uses any remote relay router that is available on the Internet. This
is the default setting.

e Static IP Address. Enter the static IPv4 address of the remote relay router. Your IPv6
ISP usually provides this address.

Specify how the router assigns IPv6 addresses to the devices on your home network (the
LAN) by selecting one of the following radio buttons:

e Use DHCP Server. This method passes more information to LAN devices, but some
IPv6 systems might not support the DHCV6 client function.

e Auto Config. This is the default setting.

(Optional) Select the Use This Interface ID check box and specify the interface ID that you
want to be used for the IPv6 address of the router's LAN interface.

If you do not specify an ID here, the router generates one automatically from its MAC
address.

Click the Apply button.

Specify Your Internet Settings
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IPv6 Pass Through

In pass-through mode, the router works as a Layer 2 Ethernet switch with two ports (LAN and
WAN Ethernet ports) for IPv6 packets. The router does not process any IPv6 header packets.

To set up a pass-through IPv6 Internet connection:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.

3. Enter the router user name and password.
The user name is admin. The default password is password. The user name and
password are case-sensitive.
The BASIC Home screen displays.

4. Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.

5. In the Internet Connection Type list, select Pass Through.
The screen adjusts, but no additional fields display.

6. Click the Apply button.

IPv6 Fixed

To set up a fixed IPv6 Internet connection:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.

3. Enter the router user name and password.
The user name is admin. The default password is password. The user name and
password are case-sensitive.
The BASIC Home screen displays.

4. Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.

5. In the Internet Connection Type list, select Fixed.
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The screen adjusts:

Internet Connection Type Fixed bt

WAN Setup
1P~ .&(Illl_es;Pleﬂx Length

Default IPVG Gateway
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Secondary DNS

LAN Setup
IP Address Assignment
O Use DHCP Server
® Auto Config
1PV AddressPrefix Length

Configure the fixed IPv6 addresses for the WAN connection:

» IPv6 Address/Prefix Length. The IPv6 address and prefix length of the router WAN
interface.

» Default IPv6 Gateway. The IPv6 address of the default IPv6 gateway for the router’s
WAN interface.

* Primary DNS Server. The primary DNS server that resolves IPv6 domain name
records for the router.

e Secondary DNS Server. The secondary DNS server that resolves IPv6 domain
name records for the router.

Note: If you do not specify the DNS servers, the router uses the DNS servers
that are configured for the IPv4 Internet connection on the Internet Setup
screen. (See Manually Set Up the Internet Connection on page 23.)

Specify how the router assigns IPv6 addresses to the devices on your home network (the
LAN) by selecting one of the following radio buttons:

e Use DHCP Server. This method passes more information to LAN devices, but some
IPv6 systems might not support the DHCV6 client function.

e Auto Config. This is the default setting.

In the IPv6 Address/Prefix Length fields, specify the static IPv6 address and prefix length
of the router's LAN interface.

If you do not specify an ID here, the router generates one automatically from its MAC
address.

Click the Apply button.
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IPve DHCP

To set up an IPv6 Internet connection with a DHCP server:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.

In the Internet Connection Type list, select DHCP.

The screen adjusts:

e m G Status Refresh

Imternet Connection Type | DHCP |

User Class (if Required)
Domain Name (f Required)
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The router automatically detects the information in the following fields:

* Router’s IPv6 Address on WAN. This field shows the IPv6 address that is acquired
for the router's WAN (or Internet) interface. The number after the slash (/) is the length
of the prefix, which is also indicated by the underline (_) under the IPv6 address. If no
address is acquired, the field displays Not Available.

* Router’s IPv6 Address on LAN. This field shows the IPv6 address that is acquired
for the router's LAN interface. The number after the slash (/) is the length of the prefix,
which is also indicated by the underline (_) under the IPv6 address. If no address is
acquired, the field displays Not Available.

(Optional) In the DHCP User Class (If Required) field, enter a host name.

Specify Your Internet Settings
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Most people can leave this field blank, but if your ISP gave you a specific host name,
enter it here.

(Optional) In the Domain Name (If Required) field, enter a domain name.

You can type the domain name of your IPv6 ISP. Do not enter the domain name for the
IPv4 ISP here. For example, if your ISP’s mail server is mail.xxx.yyy.zzz, type xxx.yyy.zzz
as the domain name. If your ISP provided a domain name, type it in this field. For
example, Earthlink Cable might require a host name of home, and Comcast sometimes
supplies a domain name.

Specify how the router assigns IPv6 addresses to the devices on your home network (the
LAN) by selecting one of the following radio buttons:

e Use DHCP Server. This method passes more information to LAN devices, but some
IPv6 systems might not support the DHCV6 client function.

e Auto Config. This is the default setting.

(Optional) Select the Use This Interface ID check box and specify the interface ID that you
want to be used for the IPv6 address of the router's LAN interface.

If you do not specify an ID here, the router generates one automatically from its MAC
address.

10. Click the Apply button.

IPv6 PPPoOE

To set up a PPPoE IPv6 Internet connection:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Advanced Setup > IPv6.
The IPv6 screen displays.

In the Internet Connection Type list, select PPPoOE.
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The screen adjusts:

Internet Connection Type | PPPoE b

Login
Password
Senvice Name {If Required)

Connection Mode
Router's IPv6 Address On WAN
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LAN Setup
Router’s IPv6 Address On LAN
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IP Address Assignment
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® Auto Config

[use This Interface ID

The router automatically detects the information in the following fields:

* Router’s IPv6 Address on WAN. This field shows the IPv6 address that is acquired
for the router's WAN (or Internet) interface. The number after the slash (/) is the length
of the prefix, which is also indicated by the underline (_) under the IPv6 address. If no
address is acquired, the field displays Not Available.

* Router’s IPv6 Address on LAN. This field shows the IPv6 address that is acquired
for the router’s LAN interface. The number after the slash (/) is the length of the prefix,
which is also indicated by the underline (_) under the IPv6 address. If no address is
acquired, the field displays Not Available.

In the Login field, enter the login information for the ISP connection.

This is usually the name that you use in your email address. For example, if your main
mail account is JerAB@ISP.com, you would type JerAB in this field. Some ISPs (like
Mindspring, Earthlink, and T-DSL) require that you use your full email address when you
log in. If your ISP requires your full email address, type it in this field.

In the Password field, enter the password for the ISP connection.
In the Service Name field, enter a service name.

If your ISP did not provide a service name, leave this field blank.

Note: The default setting of the Connection Mode field is Always On to provide
a steady IPv6 connection. The router never terminates the connection. If the
connection is terminated, for example, when the modem is turned off, the router
attempts to reestablish the connection immediately after the PPPOE connection
becomes available again.

Specify how the router assigns IPv6 addresses to the devices on your home network (the
LAN) by selecting one of the following radio buttons:

Specify Your Internet Settings
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e Use DHCP Server. This method passes more information to LAN devices, but some
IPv6 systems might not support the DHCV®6 client function.

* Auto Config. This is the default setting.

10. (Optional) Select the Use This Interface ID check box and specify the interface ID that you
want to be used for the IPv6 address of the router’s LAN interface.

If you do not specify an ID here, the router generates one automatically from its MAC
address.

11. Click the Apply button.

Change the MTU Size

The maximum transmission unit (MTU) is the largest data packet a network device transmits.
When one network device communicates across the Internet with another, the data packets
travel through many devices along the way. If a device in the data path has a lower MTU
setting than the other devices, the data packets must be split or “fragmented” to
accommodate the device with the smallest MTU.

The best MTU setting for NETGEAR equipment is often the default value. In some situations,

changing the value fixes one problem but causes another. Leave the MTU unchanged unless
one of these situations occurs:

* You experience problems connecting to your ISP or other Internet service, and the
technical support of either the ISP or NETGEAR recommends changing the MTU setting.
These web-based applications might require an MTU change:

- A secure website that does not open, or displays only part of a web page
- Yahoo email
- MSN portal
- America Online’s DSL service
* You use VPN and have severe performance problems.

*  You used a program to optimize MTU for performance reasons, and now you have
connectivity or performance problems.

Note: An incorrect MTU setting can cause Internet communication
problems. For example, you might not be able to access certain
websites, frames within websites, secure login pages, or FTP or
POP servers.

» To change the MTU size:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.

Specify Your Internet Settings
37



Nighthawk AC1900 Smart WiFi Router Model R7000

A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Setup > WAN Setup.

5. In the MTU Size field, enter a value from 64 to 1500.
6. Click the Apply button.

Your change is saved.

If you suspect an MTU problem, a common solution is to change the MTU to 1400. If you are
willing to experiment, you can gradually reduce the MTU from the maximum value of 1500
until the problem goes away. The following table describes common MTU sizes and
applications.

Table 2. Common MTU sizes

MTU Application

1500 The largest Ethernet packet size. This setting is typical for connections that do not use
PPPoE or VPN, and is the default value for NETGEAR routers, adapters, and switches.

1492 Used in PPPOE environments.

1472 Maximum size to use for pinging. (Larger packets are fragmented.)

1468 Used in some DHCP environments.

1460 Usable by AOL if you do not have large email attachments, for example.

1436 Used in PPTP environments or with VPN.

1400 Maximum size for AOL DSL.

576 Typical value to connect to dial-up ISPs.

Specify Your Internet Settings
38



Optimize Performance

This chapter contains the following sections:

Prioritize Internet Traffic with Quality of Service

Optimize Internet Gaming with Upstream QoS

Add Upstream QoS Rules

Optimize Video Streaming with Downstream QoS

Improve Network Connections with Universal Plug and Play
Wi-Fi Multimedia Quality of Service
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Prioritize Internet Traffic with Quality of Service

You can use Quality of Service (QoS) to assign high priority to gaming and streaming video
from the Internet.

Downstream QoS
(video streaming)

amazen Yol

RN

e L
Internet )
"/*IIIIIIIIIIIIIIIIIIII

Upstream QoS
(gaming)

Figure 6. You can prioritize downstream traffic, upstream traffic, or both

Optimize Internet Gaming with Upstream QoS

Upstream Quality of Service (QoS) assigns high priority to Internet traffic from your Xbox
gaming system.

== High priority traffic <G

e NI

Figure 7. Upstream QoS assigns high priority to gaming traffic from your Xbox

NETGEAR recommends that only gamers enable the Upstream QoS feature. If you do not
game and you turn on this feature, some applications might not perform as well as usual.

Optimize Performance
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> To enable upstream QoS:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://lwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Setup > QoS Setup > Upstream QoS.

L 2]
QoS Setup

 mrcaw 00

[¥] Enable Upst 00S (Optimized for

[ Turn Bandwidth Control On
@ Uplirk bandwidth Maximurm 1.4 [Mbps aal Please go to hiip:ispeediest net to check your uplink
bandwidth.

5. Select the Turn Internet Access QoS On check box.

6. If you do not know what your uplink bandwidth is, use speedtest.net to find out:
a. Visit http://www.speedtest.net/.
b. Click the BEGIN TEST button.

Speedtest.net verifies the downstream and upstream speed of your Internet
connection. This test is more accurate when your computer has a wired Ethernet
connection to the router.

c. Note the number in the UPLOAD SPEED field.
7. Select the Uplink Bandwidth Maximum radio button.

In the Uplink bandwidth Maximum field, type the maximum speed based on your ISP or
from the upload results from speedtest.net.

9. Click the Apply button.

The router assigns a high priority to Internet traffic from your gaming devices to the
Internet.

Add Upstream QoS Rules

You can give prioritized Internet access to the following types of traffic:

e Specific applications
* Specific online games

Optimize Performance
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Individual Ethernet LAN ports of the router
A specific device by MAC address

To specify prioritization of traffic, create a policy for the type of traffic and add the policy to the
QoS Policy table in the QoS Setup screen. For convenience, the QoS Policy table lists many
common applications and online games that can benefit from QoS handling.

Set Up QoS for Applications and Online Gaming

To create a QoS policy for applications and online games:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > Setup > QoS Setup > Upstream QoS.
Click the Setup QoS rule button.

The QoS Priority Rule list displays.

e

PRI
v
¥ QoS Policy Priority Description Tl
Sl 1 MSN Messenger High MSN Messenger Applications
(@) 2 ‘Yahoo Messenger High Yahoo Messenger Applications
0| 3 IF Phone Highest IF Phone Applicafions
C| 4 ‘onage IF Phone Highest ‘Vanage IP Phone Applications
o] 5 MNetieeting High Metheeting Applications
C| s Al High Al Applications
C| 7 Google Talk Highest Google Talk Applications
C| s INetgear EVA Highest Metgear EVA Applications
Q| 9 88H High B8H Applications
O 10 Telnet High Telnet Applications
| n VPN High VPN Applications
O 12 FTP Mormal FTP Applications
O | 13 SMTP Mormal SMTP Applications o
@ Help Center >N ShowMHide Help Center
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To add a priority rule, scroll down to the bottom of the QoS Setup screen and click the Add
Priority Rule button.

QoS - Priority Rules

Priority

Qo5 Policy for
Priatity Category
Applications
Priarity

\
|Applications v

\Add a new application V

| Mormal ¥

Specified Port Range
Connection Type
Starting Port

Ending Part

‘jbbfbDﬁPﬁgf
| 1 ~B5635)

| -§(1 ~B5535)

7. In the QoS Palicy for field, type the name of the application or game.
8. In the Priority Category list, select either Applications or Online Gaming.

A list of applications or games displays.

9. Scroll and select Add a New Application, or Add a New Game, as applicable.

10. If prompted, in the Connection Type list, select either TCP, UDP, or TCP/UDP (both).
Specify the port number or range of port numbers that the application or game uses.

11. From the Priority list, select the priority for Internet access for this traffic relative to other
applications and traffic. The options are Low, Normal, High, and Highest.

12. Click the Apply button.
The rule is saved.

Set Up QoS for a Router LAN Port

To create a QoS policy for a device connected to one of the router’s LAN ports:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays

Select ADVANCED > Setup > QoS Setup.

Select the Turn Internet Access QoS On check box.

Select ADVANCED > Setup > QoS Setup > Upstream QoS.
Click the Setup QoS Rule button.

The QoS Priority Rule list displays.

Noo ok
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Scroll down and click the Add Priority Rule button.
The QoS - Priority Rules screen displays.
From the Priority Category list, select Ethernet LAN Port.

QoS - Priority Rules

Priority

Q08 Policy for ILAN Port1

Priority Category [EthernstLAN Port ¥
LAN Port =

Priarity [Nomal ¥

10. From the QoS Policy for list, select the LAN port.
11. From the Priority list, select the priority for Internet access for this port’s traffic relative to

other applications. The options are Low, Normal, High, and Highest.

12. Click the Apply button.

The rule is saved in the QoS Policy list.

Set Up QoS for a MAC Address

To create a QoS policy for traffic from a specific MAC address:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > Setup > QoS Setup > Upstream QoS.
Click the Setup QoS Rule button.

The QoS Priority Rule list displays.
Scroll down and click the Add Priority Rule button.
The QoS - Priority Rules screen displays.

Optimize Performance
44



Nighthawk AC1900 Smart WiFi Router Model R7000

7. From the Priority Category list, select MAC Address.

| QoS - Priority Rules
Priority
08 Poliey for |
Priarity Category | MAC Address v
MAC Device List
OoS Policy Priority Device Name WAL Address
O Pri_MAC_GD8F19 Mormal TECHPUBS 001AGREDEF1S
i - TR I R
e I
Device Name r |
Priarity [Mommal +
Add | Edlit j_ Delete ] l Fiefresh J
© Help Center P ShowMide Help Center

8. If the device is in the MAC Device List, select its radio button.

The information from the MAC Device List populates the policy name, MAC Address, and
Device Name fields. If the device is not in the MAC Device List, click the Refresh button.
If it still does not display, complete these fields.

9. From the Priority list, select Highest.

This is the priority for Internet access for this device’s traffic relative to other applications
and traffic. The options are Low, Normal, High, and Highest.

10. Click the Apply button.

This rule is saved.

Edit an Upstream QoS Policy

To edit a QoS policy:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://lwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

4. Select ADVANCED > Setup > QoS Setup > Upstream QoS.
5. Click the Setup QoS Rule button.
6. Select the radio button for the QoS policy.
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Scroll down and click the Edit button
Change the policy settings.
Click the Apply button.

Your changes are saved.

Delete an Upstream QoS Policy

To delete a QoS policy:

1.

Noo ok

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Setup > QoS Setup > Upstream QoS.
Click the Setup QoS Rule button.

Select the radio button for the QoS policy.
Click the Delete button.

The QoS Policy is removed from the list.
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Optimize Video Streaming with Downstream QoS

Downstream Quality of Service (QoS) assigns high priority to Internet video streaming from
websites like YouTube and Netflix.

B = High priority traffic =
,—/ NETFLI Yuum@ NETELI Vnu- NETELIY NeMTube) -

Internet

Figure 8. Downstream QoS assigns high priority to video streaming from the Internet

NETGEAR recommends that you enable downstream QoS only if you watch streaming
Internet video. When downstream QoS assigns a high priority to streaming video, it also
assigns lower priority to the rest of your Internet traffic. That means other tasks like
downloading content from the Internet take longer.

> To enable downstream QoS:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
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4. Select ADVANCED > Setup > QoS Setup > Downstream QoS.

N U oownveamoos |

[¥] Enable Downstream QoS{lmproved Video Streaming)
[Tl streaming Database Awto Update
Streaming Database Version: vi.1

Add Rules: @ by Keyword O by Device

Rule Mame

Kewword

QoS Rules

High Priority
NETFLEX (Database)
HuluFlus (Database)

YUDU (Database)
CinemaMow (Databasa)
YouTube (Database)
Amazon VOD (Detebase) - |

[ e J Xonts oo ]

5. Select the Enable Downstream QoS (Improved Video Streaming) check box.
6. (Optional) Select the Streaming Database Auto Upgrade check box.

The router automatically checks for updates for the streaming database, and downloads
and installs them.

7. Click the Apply button.

The router assigns a high priority to video streaming from the Internet traffic.

Add Downstream QoS Rules by Keyword

To add a downstream QoS rule by keyword:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http:/lwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

4. Select ADVANCED > Setup > QoS Setup > Downstream QoS.
5. Select the Enable Downstream QoS (Improved Video Streaming) check box.
6. In the Add Rules section, leave the by Keyword radio button selected.
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In the Rule Name field, type the name of the rule.
In the Keyword field, type a keyword.
Click the Add button.

The rule is added to the QoS rules. The router assigns high priority to Internet traffic from
the server that matches the keyword.

Add a Downstream QoS Rule by Device

To add a downstream QoS rule by keyword:
1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > Setup > QoS Setup > Downstream QoS.

Select the Enable Downstream QoS (Improved Video Streaming) check box.
In the Add Rules section, select the by Device radio button.

The screen adjusts.

In the MAC Device list, select a radio button for a device.

Click the Add button.

The router assigns high priority to streaming traffic that goes from the Internet to the
device you specified.

Improve Network Connections with Universal Plug and
Play

Universal Plug and Play (UPnP) helps devices, such as Internet appliances and computers,
access the network and connect to other devices as needed. UPnP devices can
automatically discover the services from other registered UPnP devices on the network.

If you use applications such as multiplayer gaming, peer-to-peer connections, or real-time
communications such as instant messaging or remote assistance (a feature in Windows XP),
enable UPnP.
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> To enable Universal Plug and Play:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Advanced Setup > UPnP.
The UPnP screen displays.

Tum UPnP On
Advertisement Period (in minutes) |30
Advertisement Time to Live (in hops) 4

UPNHP Portmap Table
|  Active | Protocol | Init. Port | Ext, Port IP Adidress |

Select the Turn UPnP On check box.

By default, this check box is selected. UPnP for automatic device configuration can be
enabled or disabled. If the Turn UPnP On check box is cleared, the router does not allow
any device to automatically control router resources, such as port forwarding.

Type the advertisement period in minutes.

The advertisement period specifies how often the router broadcasts its UPnP information.
This value can range from 1 to 1440 minutes. The default period is 30 minutes. Shorter
durations ensure that control points have current device status at the expense of more
network traffic. Longer durations can compromise the freshness of the device status, but
can significantly reduce network traffic.

Type the advertisement time to live in hops.

The time to live for the advertisement is measured in hops (steps) for each UPnP packet
sent. Hops are the steps a packet takes between routers. The number of hops can range
from 1 to 255. The default value for the advertisement time to live is 4 hops, which should
be fine for most home networks. If you notice that some devices are not being updated or
reached correctly, it might be necessary to increase this value.

Click the Apply button.

The UPnP Portmap Table displays the IP address of each UPnP device that is accessing
the router and which ports (internal and external) that device has opened. The UPnP
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Portmap Table also displays what type of port is open and whether that port is still active
for each IP address.

To refresh the information in the UPnP Portmap table, click the Refresh button.

Wi-Fi Multimedia Quality of Service

Wi-Fi Multimedia Quality of Service (WMM QoS) prioritizes wireless voice and video traffic
over the WiFi link. WMM QoS is automatically enabled for the router.

WMM QoS prioritizes wireless data packets from different applications based on four access
categories: voice, video, best effort, and background. For an application to receive the
benefits of WMM QoS, both it and the client running that application must have WMM
enabled. Legacy applications that do not support WMM and applications that do not require
QoS are assigned to the best effort category, which receives a lower priority than voice and
video.

> To disable WMM QoS:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Setup > QoS Setup.

QoS Setup

Enable WM (Wi-Fi multime dia) settings (2.4GHz bigm)
Enable WKM (Wi-Fi multime dia) settings (5GHz an}

Clear the Enable WMM (Wi-Fi multimedia) settings (2.4 GHz b/g/n) check box.
Clear the Enable WMM (Wi-Fi multimedia) settings (5 GHz b/g/n) check box.
Click the Apply button.

Your changes are saved.
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Control Access to the Internet

The router comes with a built-in firewall that helps protect your home network from unwanted
intrusions from the Internet.

This chapter includes the following sections:

e Set Up Parental Controls

e Block Access to Your Network

e Use Keywords to Block Internet Sites

e Block Services from the Internet

e Schedule When to Block Internet Sites and Services
e Avoid Blocking on a Trusted Computer

e Set Up Security Event Email Notifications
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Set Up Parental Controls

The first time that you select Parental Controls from the BASIC Home screen, your browser
goes to the Live Parental Controls website, where you can learn more about Live Parental
Controls and download the application.

NETGEAR’

Products | Svc Provider | Solutions | Where fo Buy | Support | Pariners | Community | Aboul | ¥ Shopping Cart

Home & Print [ Ernail 12 Favorites

Live Parental Controls

NETGEAR Live Parental Controls, powerad by

OpenDNS, is & router-based Web filtering solution # o H; .
avsilabla on NETGEAR Wiralass-N router and a‘”‘""“"ﬁ
gateway products. "\JJ (_g_f:
plpa 1
> Blocks up to 50 categories of Intemet content o
> Designed to protect you fram identity theft
and scams
» And it's FREE for NETGEAR customars!
P Windows Users P Mac Users » Watch Video

f i Live Parental Controls

> To set up Live Parental Controls:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

4. Select Parental Controls.
5. Click either the Windows Users or Mac Users button.

6. Follow the onscreen instructions to download and install the NETGEAR Live Parental
Controls management utility.
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Powered by OpenDNS

You're about to setup NETGEAR Live Parental Controls Powered by OpenDNS on your router to filter websites visited on your

computers and other networked devices.

LIVE PARENTAL
CONTROLS ENABLED

=

FILTERING: HIGH

NONE

ONE
v Set different filtering rules =

After installation, Live Parental Controls automatically starts.
Live Parental Controls NETGEAR ihﬁm“ij

for each user on your network.

CABLE/DSL —_— NETGEAR ROUTER =
MODEM
‘ .

+ Set rules based on the time of day.

Our custom settings let you relax security settings for some users or at some times of the day. Learn more

Click the Next button.
Read the note, and click the Next button again to proceed.

Because Live Parental Controls uses free OpenDNS accounts, you are prompted to log in

or create a free account.

Setting up Live Parental Controls
Welcome, this setup wizard will quickly configure NETGEAR Live Parental Controls Powered by OpenDNS on your NETGEAR router,

In order to use Live Parental Controls, you need a free OpenDNS account. Do you already have one?

@ Yes, use my existing OpenDNS account.
O No, I need to create a free OpenDNS account.

Select the radio button that applies to you:

e If you already have an OpenDNS account, leave the Yes radio button selected.
» If you do not have an OpenDNS account, select the No radio button.

Click the Next button.

If you are creating an account, the following screen displays:

Create a free OpenDNS account

— | [Check avaiabity]
Password | |
Confirm Password ‘ |
Emai | |
Confirm Email | |
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11. Complete the fields and click the Next button.

After you log on or create your account, the filtering level screen displays:

Live Parental Controls: choose a filtering level for your network

All computers connected to your router will be protected from the content you select below. You can customize your Live Parental
Controls later on our website,

O High
Protects against all adult-related sites, illegal activity, sodal networking sites, video sharing sites, phishing attacks and general time-

wasters.

O Moderate
Protects against all adult-related sites, illegal activity and phishing attacks.

O Low
Protects against pornography and phishing attacks.

® Minimal

Protects only against phishing attacks.

O None
Nothing blocked.

12. Select a radio button for a filtering level and click the Next button.

Setup is complete!

You have successfully setup NETGEAR Live Parental Controls Powered by OpenDNS. Next
time you run the Management Ultility it will take you to the status sareen where you can:

* check whether Live Parental Controls are enabled

« disable or enable Live Parental Controls

* modify basic settings

* change custom settings such as per-user and time-of-day based Live Parental
Controls

I Take me to the status screen

13. Click the Take me to the status screen button.

Parental controls are now set up for the router. The dashboard shows Parental Controls as
Enabled.

Block Access to Your Network

You can use access control to block access to your network.
> To set up access control:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.
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The BASIC Home screen displays.
Select ADVANCED > Security > Access Control.

| ]
Access Control

You can use Access Control to allow or block computers or electronic devices froin accessing your network.

[ Tum on Access Control
Access Rule: This s a general rule. You can also allow or block individual devices.

Allow all new devices to connect
Block all new devices from connecting

o T oo
O T S [T Ty e ——
I Alowed |ischpuhs 182.168.1.2 O0:1ABEEDEF18  |Wired

» Wiew list of allowed devices not currently connected to the network

» Wiew list of blocked devices not currently connected to the network

Select the Turn on Access Control check box.

You must select this check box before you can specify an access rule and use the Allow
and Block buttons. When this check box is cleared, all devices are allowed to connect,
even if the device is in the blocked list.

To specify the access rule, select one of the following radio buttons:

* Allow all new devices to connect. With this setting, if you buy a new device, it can
access your network. You don’'t need to enter its MAC address in this screen.
NETGEAR recommends that you leave this radio button selected.

» Block all new devices from connecting. With this setting, if you buy a new device,
before it can access your network, you must enter its MAC address for an Ethernet
connection and its MAC address for a WiFi connection in the allowed list.

The access rule does not affect previously blocked or allowed devices. It applies only to
devices joining your network in the future after you apply these settings.

To allow the computer or device you’re currently using to continue to access the network,
select the check box next to your computer or device, and click the Allow button.

Click the Apply button.

Your changes take effect.
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Use Keywords to Block Internet Sites

You can use keywords to block certain Internet sites from your network. You can use blocking
all the time or based on a schedule.

» To set block Internet sites:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Security > Block Sites.

Block Sites

To leam more about advanced content filtering and keyword blocking features from NETGEAR, please go o
werv. nelgear.comfpe,

Keyword Blocking
@ Never
O Per Schedule
O Always

Type keyword or domain name Iwyu.

Block sites containing these keywords or domain naimes:

[ X Deiete Kevword B Cleartist | v
© Help Center . ShowHide Help Center
ottt |

5. Select one of the keyword blocking options:

» Per Schedule. Turn on keyword blocking according to the Schedule screen settings.
(See Schedule When to Block Internet Sites and Services on page 60.)

* Always. Turn on keyword blocking all the time, independent of the Schedule screen.
6. Inthe Keyword field, enter a keyword or domain that you want to block.
For example:
e Specify XXX to block http://www.badstuff.com/xxx.html.
e Specify .com if you want to allow only sites with domain suffixes such as .edu or .gov.
* Enter a period (.) to block all Internet browsing access.
7. Click the Add Keyword button.
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The keyword is added to the keyword list. The keyword list supports up to 32 entries.
8. Click the Apply button.
Keyword blocking takes effect.
> To delete keywords from the list:

1. Do one of the following:
» To delete a single word, select it and click the Delete Keyword button.

The keyword is removed from the list.
» To delete all keywords on the list, click the Clear List button.
All keywords are removed from the list.
2. Click the Apply button.

Your changes are saved.

Block Services from the Internet

You can block Internet services on your network based on the type of service. You can block
the services all the time or based on a schedule.

» To block services:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Security > Block Services.

L A
Block Services

Services Blocking
& Never

O Per Schedule
@] Always

Service Table
# Service Type Port P

[hao J e J X et ]
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5. Specify when to block the services:
» To block the services all the time, select the Always radio button.
e To block the services based on a schedule, select the Per Schedule radio button.

To specify the schedule, see Schedule When to Block Internet Sites and Services on
page 60.

6. Click the Add button.
The Block Services Setup screen displays:

Block Services Setup

Senice Type User Defined b
Protocol TCP ¥

Starting Port (1~65535)
Ending Port (1~65535)

Semvice Type/User Defined

Filter Services For :

C Only This IP Address : 192 168 |1

O IP Address Range: 192|168 LN
to 192|168 |1

& A1IP Addresses

7. To add a service that is in the Service Type list, select the application or service.
The settings for this service automatically display in the fields.

8. To add a service or application that is not the list, select User Defined.

a. If you know that the application uses either TCP or UDP, select the appropriate
protocol; otherwise, select TCP/UDP (both).

b. Enter the starting port and ending port numbers.
» If the service uses a single port number, enter that number in both fields.

» To find out which port numbers the service or application uses, you can contact
the publisher of the application, ask user groups or newsgroups, or search on the
Internet.

9. To specify how to filter the services, select one of the following radio buttons:
* Only This IP Address. Block services for a single computer.

e IP Address Range. Block services for a range of computers with consecutive IP
addresses on your network.

» AllIP Addresses. Block services for all computers on your network.
10. Click the Add button.

Your changes are saved.
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Schedule When to Block Internet Sites and Services

When you schedule blocking, the same schedule is used to block sites and to block services.
For information about how to specify what you want the router to block, see Use Keywords to
Block Internet Sites on page 57 and Block Services from the Internet on page 58.

» To schedule blocking:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http:/lwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > Security > Schedule.

Schedule

A~
Days to Block:
EveryDay
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Time of day to block:(use 24-hour clack)
[ &l Day
Start Blocking D__'Hour !_O__IMinute
End Blocking 23 Hourlo |uinute 1
Time Zone
|{GMT) Greemich Mean Time: Dublin, Edinburgh, Liskon, Landon ] v

5. Specify when to block keywords and services:

» Days to Block. Select the check box for each day that you want to block the
keywords or select the Every Day check box, which automatically selects the check
boxes for all days.

» Time of Day to Block. Select a start and end time in 24-hour format, or select All
Day for 24-hour blocking.

6. Select your time zone from the list.

7. If you use daylight saving time, select the Automatically adjust for daylight savings time
check box.

8. Click the Apply button.

Your settings are saved.
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Avoid Blocking on a Trusted Computer

You can exempt one trusted computer from blocking. The computer you exempt must have a
fixed IP address. You can use the reserved IP address feature to specify the IP address. See
Set Up Address Reservation on page 84

> To specify atrusted computer:

1.

N oo oA

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > Security > Block Sites.

Scroll down and select the Allow trusted IP address to visit blocked sites check box.
In the Trusted IP Address field, enter the IP address of the trusted computer.

Click the Apply button.

Your changes are saved.

Set Up Security Event Email Notifications

The router can email you its logs of router activity. The log records router activity and security
events such as attempts to access blocked sites or services.

> To set up email notifications:

1.

2.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
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Select ADVANCED > Security > E-mail.

I Tun E-mail Netification On

Send alerts and logs through e-mail

\iur Outgoing Mail Server ‘

Send to This E-mail Address \
My mail server requires authentication

User Name ‘

Password [

Send Alert Immediately
When someone atempts to visita blocked site

Send logs al;cnn_ﬁr_lutothis schedule

Day | Sunday
Time | | | = am.  pm,

© Help Center - ShowMHide Help Center

Select the Turn Email Notification On check box.

In the Your Outgoing Mail Server field, enter the name of your ISP outgoing (SMTP) mail
server (such as mail.myISP.com).

You might be able to find this information in the configuration screen of your email
program. If you leave this field blank, log and alert messages are not sent.

Enter the email address to which logs and alerts are sent in the Send to This E-mail
Address field.

This email address is also used for the From address. If this field is blank, log and alert
messages are not sent.

If your outgoing email server requires authentication, select the My Mail Server requires
authentication check box.

a. Inthe User Name field, type the user name for the outgoing email server.
b. In the Password field, type the password for the outgoing email server.
(Optional) Select the Send Alerts Immediately check box.

Email alerts are sent immediately when someone attempts to visit a blocked site.

To send logs based on a schedule, specify these settings:

* From Send logs according to this schedule drop-down list, select the schedule
type.

* From the Day drop-down list, select the day.

* From the Time drop-down list, select the time, and select the am or pm radio button.

Click the Apply button.

Your settings are saved.

Logs are sent automatically. If the log fills up before the specified time, it is sent. After the
log is sent, it is cleared from the router memory. If the router cannot email the log and the
log buffer fills up, the router overwrites the log.
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Share USB Drives Attached to the
Router

This chapter describes how to access and configure a USB storage drive attached to your router.
The USB port on the router can be used only to connect USB storage devices like flash drives or
hard drives, or a printer. Do not connect computers, USB modems, CD drives, or DVD drives to
the router USB port.

This chapter contains the following sections:

USB Drive Requirements

Access a USB Drive on the Network

Back Up Windows Computers with ReadySHARE Vault
Control Access to the USB Drive

Use FTP Within the Network

Manage Network Folders on a USB Drive

Approve USB Devices

Safely Remove a USB Drive

For more information about ReadySHARE features, visit www.netgear.com/readyshare.
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USB Drive Requirements

The router works with most USB-compliant external flash and hard drives. For the most
up-to-date list of USB drives that the router supports, visit
http://kbserver.netgear.com/readyshare.

Some USB external hard drives and flash drives require you to load the drivers onto the
computer before the computer can access the USB device. Such USB devices do not work
with the router.

The router supports the following file system types for full read/write access:

»  FAT16, FAT32

« NTFS

e NTFS with compression format enabled
e« Ext2, Ext3, Ext4

- XFS
- HFS
- HFS+

Access a USB Drive on the Network

ReadySHARE lets you access and share a USB drive connected to the router USB port. (If
your USB drive has special drivers, it is not compatible.)

Figure 9. The blue USB 3.0 port on the front of the router provides the fastest access

» To connect a USB drive:

1. Insert your USB storage drive into the blue USB 3.0 port on the front of the router.
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If your USB drive has a power supply, you must use it when you connect the USB drive to
the router.

When you connect the USB drive to the router USB port, it might take up to two minutes
before it is ready for sharing. By default, the USB drive is available to all computers on
your local area network (LAN).

To access the USB drive from a Mac:

1.
2.
3.

Select Go > Connect to Server.
Enter smb:/Ireadyshare as the server address.
Click the Connect button.

To access the USB drive from a Windows computer:

1.
2.

Select Start > Run.
Enter \\readyshare in the dialog box and click the OK button.

To map the USB device to a Windows network drive:

1.
2.

Visit www.netgear.com/readyshare.
In the ReadySHARE USB Storage Access pane, click PC Utility.

The readyshareconnect.exe file is downloaded to your computer.

Launch readyshareconnect.exe.

g %3 Map Network Drive

What network folder would you like ta map?
Specify the drive letter for the connection and the folder that you want to connect te:
Drive: |z -
Folder: \r ad nra - Browse...

Example: \\serverishare

[¥] Reconnect at logen

| Connect using different gredentials
Connect to 3 Web site that you can use to store your documents and pictures.
—

Select the drive letter to map to the network folder.

(Optional) If you want to connect to the USB drive as a different user, select the Connect
using different credentials check box.

a. Type the user name and password.
b. Click the OK button.
Click the Finish button.

The USB drive is mapped to the drive letter that you specified.
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Back Up Windows Computers with ReadySHARE Vault

Your router comes with free backup software for all the Windows computers in your home.
Connect a USB hard disk drive (HDD) to the USB port on your router for centralized,
continuous, and automatic backup.

» To back up your Windows computer:

1.

5.

Connect a USB HDD to a USB port on the router.

For best performance, connect a USB 3.0 HDD to the blue USB 3.0 port on the front of
the router.

Install the genie app on each Windows computer.
To download the genie app, visit www.netgear.com/genie.

Download ReadySHARE Vault from www.netgear.com/readyshare and install it on each
Windows computer.

Launch ReadySHARE Vault.
N :

Restore Settings

P

0 Backup Protection: 100% o No Previous Restore Backup Interval:  Smart Timeline
Information Found et Dacke e

&. Backup Drive

Power Saving Mode:Enabled

1.4TB (78%) Free of 1.6T8

Pause Backup Restore Backup
) show More &9 show More €D show mMore

Use the dashboard or the Backup tab to set up and run your backup.

Control Access to the USB Drive

You can specify the device name, workgroups, and network folders for your USB device.

> To specify the USB access settings:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.

Enter the router user name and password.
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The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > USB Storage > Advanced Settings.

USB Storage (Advanced Settings)

G Refresh
Network Device Name : readyshare
Workgroup : Workgroup
Enable Access Method Link Port
[l el W
) HTTP http:ireadyshare. routerlogin net/sh 80
0 HTTPS (via internet) hitpsi0.0.0 0fshares .443
] FTP fip 2
| FTF (via internet) Mp:0.0.0.0/shares :E‘IV
Available Network Folders
& Read Wiite Total Free
Share Name r PR Folder Name | Volume Name Space Space
Al All
& | Weadyshare\USB_Storage - no password |- no password L5 HP 1 0w 1.96 914.5M
e
Safely Remove USB Device

Specify access to the USB storage device:
 Network Device Name. This is the name used to access the USB device connected
to the router. The default is readyshare.

e Workgroup. If you are using a Windows workgroup rather than a domain, the
workgroup name is displayed here. The name works only in an operating system that
supports NetBIOS, such as Microsoft Windows.

* Access Method. Select the check boxes for the access methods that you want:
- Network Neighborhood/MacShare. Enabled by default.

- HTTP. Enabled by default. You can type
http://readyshare.routerlogin.net/shares to access the USB drive.

- HTTP (via Internet). Disabled by default. If you enable this feature, remote users
can type http://<public IP address/shares> (for example, http://1.1.10.102/shares)
or a URL domain name to access the USB drive over the Internet. This feature
supports file uploading only.

- FTP. Disabled by default.

- FTP (via Internet). Disabled by default. If you select this check box, remote users
can access the USB drive through FTP over the Internet. This feature supports
both downloading and uploading of files.

If you changed the settings, click the Apply button.

Your changes are saved.
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Use FTP Within the Network

File Transfer Protocol (FTP) lets you send and receive large files faster.

5.
6.

To set up FTP access:
1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > USB Storage > Advanced Settings.

USB Storage (Advanced Setlings)

NetworkDevice Name : ‘ reachyshare
Workgroup : iWorkgruup
Enable | Access Method Link Paont
Metwork Connection lreadyshare
HTTP nitpireadyshare routerlogin.netishares| 80
[1 |HTTPS (via internet) hitps:#0.0.0.0/shares 4543__ |
FTP ftoiireadvshare routerlogin.netishares i
O | FTP giaintemen fp10.0.0.0ishares E
Available Network Folders
. Read Wiite Total Free
| ‘ Share Name From|| et Folder Name | Volume Name Space Shice
m Create Network Folder m

Select the FTP check box.
Click the Apply button.

Your changes are saved.
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Manage Network Folders on a USB Drive

You can view or change the network folders on the USB storage device.

View Network Folders on a USB Drive

> To view network folders:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > USB Storage > Advanced Settings.

USE Storage (Advanced Settings)

Network Device Name : :rsadysha:a
Workaroup : 'Work:gro up
Enable Access Mathod Link Port
[ |Netwark MeighborhoodMacsh Weatvsh
HTTP htip:ifreadyshare routerlogin netshares 80
0 HTTPS (via internet) https:i0.0.0. 0fshares :_443
] FTP o Yish 2
| FTP (via internet) Mp0.0.0.0/shares (21
Available Network Folders
& Read Wiite Total Free
Share Name r PSR Folder Name | Volume Name Space Space
Al All
@ | Wreadyshare\USB_Storage - no password |- no password Ui HP ¥1 00w 1.96 914.5M
e

5. Scroll down to the Available Networks Folder section of the screen, and adjust the following
settings:
* Share Name. If only one device is connected, the default share name is
USB_Storage. (Some router models have more than one USB port.)

You can click the name, or you can type it in the address field of your web browser. If
Not Shared is shown, the default share has been deleted, and no other share for the
root folder exists. Click the link to change this setting.
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* Read Access and Write Access. Show the permissions and access controls on the
network folder. All-no password (the default) allows all users to access the network
folder. The password for admin is the same one that you use to log in to the router.

* Folder Name. Full path of the network folder.
* Volume Name. Volume name from the storage device (either USB drive or HDD).
» Total Space and Free Space. Show the current utilization of the storage device.

Add a Network Folder on a USB Drive

To add a network folder:

1.

10.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > ReadySHARE.
Click the Edit button.
Click the Create Network Folder button.

USE Device U (HPvI00w) |
Folder UAPhotosy, m
Share Name Wacation Photos
Read Access All-no password ¥
[Wiite Access All-no password ¥ |
[ ey |
[

If this screen does not display, your web browser might be blocking pop-ups. If it is,
change the browser settings to allow pop-ups.

In the USB Device list, select the USB drive.

Click the Browse button and in the Folder field, select the folder.

In the Share Name field, type the name of the share.

In the Read Access list and the Write Access list, select the settings that you want.

The user name (account name) for All-no password is guest. The password for admin is
the same one that is used to log in to the router. By default, it is password.
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11. Click the Apply button.

The folder is added on the USB device.

Edit a Network Folder on a USB Drive

» To edit a network folder:

1.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http:/iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select ADVANCED > ReadySHARE.
Click the Edit button.

The Edit Network Folder screen displays the same settings shown in the Add a Network
Folder screen.

Change the settings in the fields as needed.
Click the Apply button.

Your changes are saved.

Approve USB Devices

For more security, you can set up the router to share only USB devices that you approve.

> To approve USB devices:

1.

2.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://www.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
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4. Select ADVANCED > Advanced Setup > USB Settings.

USE Settings

Enable any USB Device connectedto the UsBport  @ves Ono (LI CE O H

By default the Enable any USB Device connection to the USB port radio button is
selected. This setting lets you connect and access all your USB drives.

5. Select the No radio button.
6. Click the Approved Devices button.

USB Drive Approved Dovices

[ anow only approved devices
Approved USE Devices
I | Volume Name J Device Hame I Capacity
Available USB Devices
Volume Hame Device Name Capacity
@® HP 100w HP v 00w 1.9GB

The approved and available USB devices display.

7. Inthe Available USB Devices list, select the drive that you want to approve.
8. Click the Add button.

9. Select the Allow only approved devices check box.

10. Click the Apply button.

Your change takes effect.

11. To work with another USB device, first click the Safely Remove USB Device button for the
currently connected USB device. Connect the other USB device, and repeat this process.

Safely Remove a USB Drive

Before you physically disconnect a USB drive from the router USB port, log in to the router
and take the drive offline.

> Toremove a USB disk drive safely:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.

A login screen displays.
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Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.

Select USB Storage > Basic Settings.
Click the Safely Remove USB Device button.

This takes the drive offline.

Physically disconnect the USB drive.
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Access the Router’s USB Drive
Through the Internet

With Dynamic DNS, you can use the Internet to access a USB hard drive attached to the router’s
USB port router when you’re not home. This chapter includes the following sections:

e Access the USB Drive Through the Internet
¢ Dynamic DNS

e Your Personal FTP Server

e Set Up Your Personal FTP Server

For information about how to connect the USB drive and to specify its settings, see Chapter 6,
Share USB Drives Attached to the Router.
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Access the USB Drive Through the Internet

You can access the USB drive through the Internet when you’re not home.

> To access the USB drive from a remote computer:

1. Launch a web browser on a computer that is not on your home network.
2. Connect to your home router:
» To connect with Dynamic DNS, type the DNS name.

To use a Dynamic DNS account, you must enter the account information in the
Dynamic DNS screen. See Dynamic DNS on page 77.

e To connect without Dynamic DNS, type the router’s Internet port IP address.
You can view the router’s Internet IP address on the BASIC Home screen.

You can use FTP to share files on a USB drive connected to the router.

Set Up FTP Access Through the Internet

» To setup FTP access:

1. Launch an Internet browser from a computer or wireless device that is connected to the
network.

2. Type http://lwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
3. Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
4. Select ADVANCED > USB Storage > Advanced Settings.

USB Storage (Advanced Settings)

~
NetworkDevice Name : |reﬁdyshare
Workgroup : IWU dcg_ruu_p
Enable Access Method Link Part
Metwork NelghomoodiMacShare \ireadyshare
HTTP hitpy#ive adyshare routerlogin nelishares| 80
(] HTTPS (via internef) https:#0.0.0.0/shares I74437 7:
Il FTP fo:ireadvshare routerlogin netishares 21
FTF (via internet) fipf0.0.0.0shares iZT
Available Network Folders
Read Wiite @ Total Free
Share Name A Cacn N aes Folder Name | Voluime Name Space | Space
Al Al .
@ [weadyshareiuse_storage | et | Uy HPw100w | 1.96 |914.5M
b
@ Help Center . ShowMHide Help Center
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5. Select the FTP (via Internet) check box.
6. Click the Apply button.

Your changes are saved.

7. To limit access to the admin user, click the Edit button.

Edit Network Folder

USE Device L (HP v 00w )

File Systein FAT

Folder (U3 Browse

Share Name 7UVSE_"$iurarge

Read Access admin S

Write Access admin v

8. In the Read Access list, select admin.
9. In the Write Access list, select admin.
10. Click the Apply button.

Your changes are saved.

Access the USB Drive Through the Internet with FTP

You must first set up FTP via Internet access as described in the previous section.

> To access the USB drive with FTP from a remote computer:
1. To download, launch an Internet browser.
2. To upload, use an FTP client such as filezilla.
3. Type ftp:// and the Internet port IP address in the address field of the browser.
For example, type ftp://10.1.65.4.
If you are using Dynamic DNS, type the DNS name.
For example, type ftp://MyName.mynetgear.com.

4. When prompted, log in:.

* Tolog in as admin, in the user name field, type admin and in the password field, type
the same password that you use to log in to the router.

* Tolog in as guest, in the user name field, enter guest.
The guest user name does not have a password. To restrict access to the USB drive,

you can specify that only the admin user can access it. See Control Access to the
USB Drive on page 66.

The files and folders of the USB drive that your account has access to display. For
example, you might see share/partitionl/directoryl.
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Dynamic DNS

Internet service providers (ISPs) assign numbers called IP addresses to identify each
Internet account. Most ISPs use dynamically assigned IP addresses. This means that the IP
address can change at any time. You can use the IP address to access your network
remotely, but most people don’t know what their IP addresses are or when this number
changes.

To make it easier to connect, you can get a free account with a Dynamic DNS service that
lets you use a domain name to access your home network. To use this account, you must set
up the router to use Dynamic DNS. Then the router notifies the Dynamic DNS service
provider whenever its IP address changes. When you access your Dynamic DNS account,
the service finds the current IP address of your home network and automatically connects
you.

If your ISP assigns a private WAN IP address (such as 192.168.x.x or 10.x.x.x), the Dynamic
DNS service does not work because private addresses are not routed on the Internet.

Your Personal FTP Server

With your customized free URL, you can use FTP to access your network when you aren’t
home through Dynamic DNS. To set up your FTP server, you must register for a free
NETGEAR Dynamic DNS (DDNS) service account and specify the account settings in the
router’s Dynamic DNS screen.

| N
/ FTP Directory: o
@w@
\

Figure 10. You can access your network through the Internet when you;re not home

Note: The router supports only basic DDNS, and the login and password
might not be secure. You can use DDNS with a VPN tunnel for a
secure connection.
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Set Up a New Dynamic DNS Account

To set up Dynamic DNS and register for a free NETGEAR account:

1.

© N o g

10.
11.
12.
13.

Launch an Internet browser from a computer or wireless device that is connected to the
network.

Type http://iwww.routerlogin.net or http://www.routerlogin.com.
A login screen displays.
Enter the router user name and password.

The user name is admin. The default password is password. The user name and
password are case-sensitive.

The BASIC Home screen displays.
Select ADVANCED > Advanced Settings > Dynamic DNS.

Dynamic DNS

pawered by

[T use a Dynamic DNS Service

Senice Provider

Do you have a NETGEAR DDNS or a No-IP DDNS accout?
Yeos
Mo

Flease enter the following ir ion for registration
Host Name _mynetgear.com

Email

Fassword (§~32 characters)

By submiting this form | agree to

QI the terms of serica and that | wil

© Help Center . ShowMHide Help Cent

Select the Use a Dynamic DNS Service check box.

In the Service Provider list, select NETGEAR.

Select the No radio button.

In the Host Name field, type the name that you want to use for your URL.

The host name is sometimes called the domain name. Your free URL includes the host
name that you specify, and ends with mynetgear.com. For example, specify
MyName.mynetgear.com.

In the Email field, type the email address that you want to use for your account.

In the Password (6-32 characters) field, type the password for your account.

Click the Register button.

Follow the onscreen instructions to register for your NETGEAR Dynamic DNS service.
To check that Dynamic DNS is enabled in the router, click the Show Status button.

A message displays the Dynamic DNS status.
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