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Certificate of the Manufacturer/Importer

It is hereby certified that the Model FWA G114 Cable/DSL Wireless ProSafe Firewall has been suppressed

in accordance with the conditions set out in the BMPT-Amtshl\VVfg 243/1991 and Vfg 46/1992. The operation of some
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Voluntary Control Council for Interference (VCCI) Statement

This equipment isin the second category (information equipment to be used in aresidential area or an adjacent area
thereto) and conforms to the standards set by the Voluntary Control Council for Interference by Data Processing
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Customer Support

Refer to the Support Information Card that shipped with your Model FWA G114 Cable/DSL Wireless ProSafe Firewall .
World Wide Web

NETGEAR maintains a World Wide Web home page that you can access at the universal resource locator (URL)

http://www.netgear.com. A direct connection to the Internet and a Web browser such as Internet Explorer
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About This Manual

Congratulations on your purchase of the NETGEAR® Model FWA G114 Cable/DSL Wireless
ProSafe Firewall .

The FWA G114 wireless firewall provides connection for multiple personal computers (PCs) to the
Internet through an external broadband access device (such as a cable modem or DSL modem) that
isnormally intended for use by asingle PC.

Audience

This reference manual assumes that the reader has basic to intermediate computer and I nternet
skills. However, basic computer network, Internet, firewall, and VPN technol ogies tutorial
information is provided in the Appendices and on the Netgear website.

Typographical Conventions

This guide uses the following typographical conventions:

italics Mediatitles, UNIX files, commands, URLS, and directory names.
bold timesroman User input

Internet Protocol (IP)First time an abbreviated term is used.

courier font Screen text, user-typed command-line entries.

[Enter] Named keys in text are shown enclosed in square brackets. The notation
[Enter] is used for the Enter key and the Return key.

[Ctrl]+C Two or more keys that must be pressed simultaneoudly are shown in text
linked with a plus (+) sign.

SMALL CAPS DOS file and directory names.
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Special Message Formats

This guide uses the following formats to highlight special messages:

Note: Thisformat is used to highlight information of importance or special interest.

Xii About This Manual



Chapter 1
Introduction

This chapter describes the features of the NETGEAR Model FWA G114 Cable/DSL Wireless
ProSafe Firewall .

Key Features of the Firewall

The Model FWA G114 Cable/DSL Wirdess ProSafe Firewall with 4-port switch connects your
local area network (LAN) to the Internet through an external access device such as a cable modem
or DSL modem.

The FWA G114 is a complete security solution that protects your network from attacks and
intrusions. Unlike simple Internet sharing routersthat rely on NAT for security, the FWAG114 uses
Stateful Packet Inspection for Denial of Service (DoS) attack protection and intrusion detection.
The FWA G114 alows Internet access for up to 253 users. The FWAG114 wireless firewall
provides you with multiple Web content filtering options, plus browsing activity reporting and
instant alerts -- both via e-mail. Parents and network administrators can establish restricted access
policies based on time-of-day, Website addresses and address keywords, and share high-speed
cable/DSL Internet access for up to 253 personal computers. In addition to the Network Address
Trangdlation (NAT) feature, the built-in firewall protects you from hackers.

With minimum setup, you can install and use the router within minutes.

The FWA G114 wireless firewall provides the following features:
e 802.11 g and 802.11b Standards-based wireless networking.

» Easy, web-based setup for installation and management.
e Content Filtering and Site Blocking Security.
* Builtin 4-port 10/100 Mbps Switch.

Introduction 1-1
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Ethernet connection to awide area network (WAN) device, such as a cable modem or DSL
modem.

Extensive Protocol Support.

Login capability.

Front panel LEDs for easy monitoring of status and activity.
Flash memory for firmware upgrade.

802.11g and 802.11b Wireless Networking

The FWA G114 wireless firewall includes an 802.11b-compliant wireless access point, providing
continuous, high-speed 11 Mbps access between your wireless and Ethernet devices. The access
point provides:

802.11b Standards-based wireless networking at up to 11 Mbps.

802.11g wireless networking at up to 54 Mbps, which will conform to the 802.11g standard
when ratified.

64-bit and 128-bit WEP encryption security.
WEP keys can be generated manually or by passphrase.
Wireless access can be restricted by MAC address.

Wireless network name broadcast can be turned off so that only devices that have the network
name (SSID) can connect.

A Powerful, True Firewall with Content Filtering

Unlike simple Internet sharing NAT routers, the FWAG114 isatrue firewall, using stateful packet
inspection to defend against hacker attacks. Its firewall features include:

Denial of Service (DoS) protection.

Automatically detects and thwarts DoS attacks such as Ping of Death, SYN Flood, LAND
Attack, and IP Spoofing.

Blocks unwanted traffic from the Internet to your LAN.

Blocks access from your LAN to Internet locations or services that you specify as off-limits.

Logs security incidents.

1-2

Introduction



Reference Manual for the Model FWAG114 Cable/DSL Wireless ProSafe Firewall

The FWA G114 will log security events such as blocked incoming traffic, port scans, attacks,
and administrator logins. You can configure the router to email the log to you at specified
intervals. You can also configure the router to send immediate alert messages to your email
address or email pager whenever a significant event occurs.

» Withits content filtering feature, the FWA G114 prevents objectionable content from reaching
your PCs. Therouter allows you to control access to Internet content by screening for
keywords within Web addresses. You can configure the router to log and report attempts to
access objectionable Internet sites.

Security

The FWA G114 wirelessfirewall is equipped with several features designed to maintain security, as
described in this section.

» PCsHidden by NAT
NAT opens atemporary path to the Internet for requests originating from the local network.
Requests originating from outside the LAN are discarded, preventing users outside the LAN
from finding and directly accessing the PCs on the LAN.

»  Port Forwarding with NAT
Although NAT prevents Internet locations from directly accessing the PCs on the LAN, the
router allows you to direct incoming traffic to specific PCs based on the service port number
of the incoming request, or to one designated “DMZ” host computer. You can specify
forwarding of single ports or ranges of ports.

Autosensing Ethernet Connections with Auto Uplink™

With itsinternal 8-port 10/100 switch, the FWA G114 can connect to either a 10 Mbps standard
Ethernet network or a 100 Mbps Fast Ethernet network. Both the LAN and WAN interfaces are
autosensing and capable of full-duplex or half-duplex operation.

The router incorporates Auto Uplink™ technology. Each Ethernet port will automatically sense
whether the Ethernet cable plugged into the port should have a‘normal’ connection such asto a
PC or an ‘uplink’ connection such asto a switch or hub. That port will then configure itself to the
correct configuration. This feature also eliminates the need to worry about crossover cables, as
Auto Uplink will accommodate either type of cable to make the right connection.
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Extensive Protocol Support

The FWA G114 wireless firewall supports the Transmission Control Protocol/Internet Protocol
(TCP/1P) and Routing Information Protocol (RIP). For further information about TCP/IP, refer to
Appendix B, “Network, Routing, Firewall, and Basics.”

IP Address Sharing by NAT

The FWA G114 wireless firewall allows several networked PCs to share an I nternet account
using only asingle I P address, which may be statically or dynamically assigned by your
Internet service provider (1SP). This technique, known as NAT, allows the use of an
inexpensive single-user 1SP account.

Automatic Configuration of Attached PCs by DHCP

The FWA G114 wireless firewall dynamically assigns network configuration information,
including IP, gateway, and domain name server (DNS) addresses, to attached PCs on the LAN
using the Dynamic Host Configuration Protocol (DHCP). This feature greatly smplifies
configuration of PCs on your local network.

DNS Proxy

When DHCP is enabled and no DNS addresses are specified, the router providesits own
address as a DNS server to the attached PCs. The router obtains actual DNS addresses from
the ISP during connection setup and forwards DNS requests from the LAN.

PPP over Ethernet (PPPOE)

PPPOE is a protocol for connecting remote hosts to the Internet over a DSL connection by
simulating a dial-up connection. This feature eliminates the need to run alogin program such
as Entersys or WinPOET on your PC.

Easy Installation and Management

You can install, configure, and operate the Model FWA G114 Cable/DSL Wireless ProSafe
Firewall within minutes after connecting it to the network. The following features simplify
installation and management tasks:

Browser-based management

Browser-based configuration allows you to easily configure your router from almost any type
of personal computer, such as Windows, Macintosh, or Linux. A user-friendly Setup Wizard is
provided and online help documentation is built into the browser-based Web Management
Interface.

Smart Wizard
The FWA G114 wireless firewall automatically senses the type of Internet connection, asking
you only for the information required for your type of 1SP account.
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» Diagnostic functions
The firewall incorporates built-in diagnostic functions such as Ping, DNS lookup, and remote
reboot.

*  Remote management
Thefirewall allows you to login to the Web Management I nterface from aremote location on
the Internet. For security, you can limit remote management access to a specified remote |P
address or range of addresses, and you can choose a nonstandard port number.

*  Visua monitoring
The FWA G114 wireless firewall’s front panel LEDs provide an easy way to monitor its status
and activity.

Maintenance and Support

NETGEAR offersthe following features to help you maximize your use of the FWA G114 wireless
firewall:
*  Flash memory for firmware upgrade

* Freetechnica support seven days aweek, twenty-four hours a day

Package Contents

The product package should contain the following items:

*  Modd FWAG114 Cable/DSL Wireless ProSafe Firewall .
» AC power adapter.
e Category 5 (CAT5) Ethernet cable.
*  Modd FWAG114 Resource CD, including:
— Thisguide.
— Application Notes and other helpful information.

«  FWAG114 Cable/DSL Wireless ProSafe Firewall Installation Guide.
* Registration and Warranty Card.

If any of the parts are incorrect, missing, or damaged, contact your NETGEAR dealer. Keep the
carton, including the origina packing materials, in case you need to return the router for repair.
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The Firewall's Front Panel

The front panel of the FWA G114 wireless firewall contains the status LEDs described bel ow.

need product front panel photo

Figure 1-1: FWAG114 Front Panel

You can use some of the LEDsto verify connections. Viewed from left to right, Table 1-1
describes the LEDs on the front panel of the router. These LEDs are green when lit.

Table 1-1. LED Descriptions

Label Activity Description
POWER On Power is supplied to the firewall.
TEST On The system is initializing.
Off The system is ready and running.
INTERNET
100 (100 Mbps) On The Internet (WAN) port is operating at 100 Mbps.
Off The Internet (WAN) port is operating at 10 Mbps.
LINK/ACT On The Internet port has detected a link with an attached device.
(Link/Activity) Blinking Data is being transmitted or received by the Internet port.
LOCAL
100 (100 Mbps) On The Local port is operating at 100 Mbps.
Off The Local port is operating at 10 Mbps.
LINK/ACT On The Local port has detected a link with an attached device.
(Link/Activity) Blinking Data is being transmitted or received by the Local port.
WLAN On The Wireless (WLAN) port is operating.

The Firewall’'s Rear Panel

Therear panel of the FWA G114 wireless firewall contains the port connections listed bel ow.
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need product back panel photo

Figure 1-2: FWAG114 Rear Panel

Viewed from left to right, the rear panel contains the following features:

AC power adapter outlet

Four Local (LAN) Ethernet ports for connecting the router to the local PCs
Internet (WAN) Ethernet port for connecting the router to acable or DSL modem
Factory Default Reset push button

Wireless antenna
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Chapter 2
Connecting the Firewall to the Internet

This chapter describes how to set up the router on your local area network (LAN) and connect to
the Internet. You find out how to configure your Model FWA G114 Cable/DSL Wireless ProSafe
Firewall for Internet access using the Setup Wizard, or how to manually configure your Internet
connection.

What You Will Need Before You Begin

You need to prepare these three things before you begin:
1. Haveactive Internet service such asthat provided by an cable or DSL broadband account.
2. Locate the Internet Service Provider (1SP) configuration information for your DSL account.

3. Connect the router to a cable or DSL modem and a computer as explained bel ow.

Cabling and Computer Hardware Requirements

To use the FWA G114 wireless firewall on your network, each computer must have an installed
Ethernet Network Interface Card (NIC) and an Ethernet cable. If the computer will connect to your
network at 100 Mbps, you must use a Category 5 (CAT5) cable such asthe one provided with your
router.

Computer Network Configuration Requirements

The FWA G114 includes a built-in Web Configuration Manager. To access the configuration menus
on the FWA G114, your must use a Java-enabled web browser program which supports HTTP
uploads such as Microsoft Internet Explorer or Netscape Navigator. NETGEAR recommends
using Internet Explorer or Netscape Navigator 4.0 or above. Free browser programs are readily
available for Windows, Macintosh, or UNIX/Linux.
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For theinitial connection to the Internet and configuration of your router, you will heed to connect
acomputer to the router which is set to automatically get its TCP/IP configuration from the router
viaDHCP.

Note: For help with DHCP configuration, please refer to Appendix C, “Preparing Your Network” .

The cable or DSL modem broadband access device must provide astandard 10 Mbps (10BASE-T)
Ethernet interface.

Internet Configuration Requirements

Depending on how your I SP set up your Internet account, you will need one or more of these
configuration parameters to connect your router to the Internet:

* Host and Domain Names

* ISP Login Name and Password

* ISP Domain Name Server (DNS) Addresses

» Fixed IP Address which is also known as Static |P Address

Where Do | Get the Internet Configuration Parameters?

There are several ways you can gather the required Internet connection information.

* Your ISP provides all the information needed to connect to the Internet. If you cannot locate
thisinformation, you can ask your ISP to provide it or you can try one of the options below.

» If you have acomputer already connected using the active Internet access account, you can
gather the configuration information from that computer.

— For Windows 95/98/ME, open the Network control panel, select the TCP/IP entry for the
Ethernet adapter, and click Properties. Record all the settings for each tab page.

— For Windows 2000/X P, open the Loca Area Network Connection, select the TCP/IP entry
for the Ethernet adapter, and click Properties. Record all the settings for each tab page.

— For Macintosh computers, open the TCP/IP or Network control panel. Record all the
settings for each section.

* Youmay also refer to the FWAG114 Resource CD for the NETGEAR Router | SP Guide which
provides Internet connection information for many |1SPs.

Once you locate your Internet configuration parameters, you may want to record them on the page
below.
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Record Your Internet Connection Information

Print this page. Fill in the configuration parameters from your Internet Service Provider (1SP).

ISP Login Name: The login name and password are case sensitive and must be entered exactly as
given by your ISP. For AOL customers, the login nameistheir primary screen name. Some | SPs
use your full e-mail address as the login name. The Service Name is not required by all ISPs. If
you connect using alogin name and password, then fill in the following:

Login Name: Password:

Service Name:

Fixed or Satic | P Address: If you have a static | P address, record the following information. For
example, 169.254.141.148 could be avalid | P address.

Fixed or Static Internet |P Address:
Gateway |P Address:
Subnet Mask:

ISP DNS Server Addresses: If you were given DNS server addresses, fill in the following:
Primary DNS Server IP Address:
Secondary DNS Server |P Address:

Host and Domain Names. Some | SPs use a specific host or domain name like CCA7324-A or
home. If you haven’t been given host or domain names, you can use the following examples as a
guide:

e If your main e-mail account with your ISP is aaa@yyy.com, then use aaa as your host name.
Your ISP might call this your account, user, host, computer, or system name.
» If your ISP’'smail server is mail.xxx.yyy.com, then use xxx.yyy.com as the domain name.

ISP Host Name: |SP Domain Name;

For Wireless Access. For configuration of the wireless network, record the following:
Wireless Network Name (SSID):
Encryption (circle one): WEP 64, or WEP 128
WEP passphrase or key:
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Connecting the Model FWAG114 Cable/DSL Wireless
ProSafe Firewall to Your LAN

This section providesinstructions for connecting the FWA G114 wireless firewall. Also, the Model
FWAG114 Resource CD included with your router contains an animated Installation Assistant to
help you through this procedure.

Procedure: Connecting the Firewall

There are three steps to connecting your router:

1. Connect the router to your network
2. Loginto the router
3. Connect to the Internet

Follow the steps below to connect your router to your network. You can also refer to the Resource
CD included with your router which contains an animated Installation Assistant to help you
through this procedure.

1. Connect thefirewall to your network.
a. Turn off your computer and Cable or DSL Modem.

b. Disconnect the Ethernet cable (A) from your computer which connects to your cable or
DSL modem.

-

ZY
©

= &

Cable or DSL modem

Figure 2-1: Disconnect the cable or DSL Modem

2-4 Connecting the Firewall to the Internet



Reference Manual for the Model FWAG114 Cable/DSL Wireless ProSafe Firewall

c. Connect the Ethernet cable from your cable or DSL modem to the Internet port (A) on the
FWAG114.

need product bac Cpanel photo

Figure 2-2: Connect the cable or DSL Modem to the router

d. Connect the Ethernet cable which came with the router from aLocal port on the router (B)
to your computer.

Cable or
DSL modem

need product back panel photo

Figure 2-3: Connect the computers on your network to the router

Note: The FWA G114 wirdless firewall incorporates Auto Uplink™ technology. Each
LOCAL Ethernet port will automatically sense if the cable should have a normal
connection or an uplink connection. This feature eliminates the need to worry about
crossover cables because Auto Uplink will make the right connection either type of cable.

e.  Now, turn on your computer. If software usually logs you in to your Internet connection,
do not run that software or cancel it if it starts automatically.
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f.  Verify the following:

*  When your turn the router on, the power light goes on.
» Therouter'slocal lights arelit for any computers that are connected to it.

» Therouter's Internet light islit, indicating alink has been established to the cable or
DSL modem.

Note: For wireless placement and range guidelines, and wireless configuration
instructions, please see Chapter 3, “Wireless Configuration.”

2. Logintothefirewall.

Note: To connect to the router, your computer needs to be configured to obtain an |P address
automatically via DHCP. If you need instructions on how to do this, please refer to
Appendix C, “Preparing Your Network”.

a. Connect to the router by typing http://192.168.0.1 in the address filed of Internet Explorer
or Netscape® Navigator.

| hetp:/192.168.0.1

Figure 2-4: Log in to the router

b. For security reasons, the router has its own user name and password. When prompted,
enter admin for the router user name and passwor d for the router password, both in lower
case letters.The router user name and password are not the same as any user name or
password you may useto log in to your Internet connection.

A login window shown below opens:

{ '7> Please type your user name and password.
3
Site: 192.168.0.1

Realm RPE14

User Name. Iadmin

Password I o]

I~ Save this password in your password list

Cancel

Figure 2-5: Login window
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3. Connect to the Internet

“ o

System Can Now Detect The Connection Type Of WAN Port, Or
You Can Configure It By Yourself.

Do You Want System To Detect The Connection Type?

@ Yes.
€ No. | Want To Configure By Myself.

Next

Figure 2-6: Setup Wizard

a You are now connected to the router. If you do not see the menu above, click the Setup
Wizard link on the upper left of the main menu.

b. Click Next and follow the stepsin the Setup Wizard for inputting the configuration
parameters from your ISP to connect to the Internet.

Note: If you choose not to use the Setup Wizard, you can manually configure your
Internet connection settings by following the procedure “Manually Configuring Your
Internet Connection” on page 2-12.

Unless your | SP automatically assigns your configuration automatically via DHCP, you
will need the configuration parameters from your ISP as you recorded them previously in
“Record Your Internet Connection Information” on page 2-3.

c. When the router successfully detects an active Internet service, the router’s Internet LED
goes on. The Setup Wizard reports which connection type it discovered, and displays the
appropriate configuration menu. If the Setup Wizard finds no connection, you will be
prompted to check the physical connection between your router and the cable or DSL line.

d. The Setup Wizard will report the type of connection it finds. The options are:

»  Connections which require alogin using protocols such as
PPPOE, PPTP, Telstra, or Bigpond broadband connections.

e Connections which use dynamic | P address assignment.

e Connections which use fixed | P address assignment.

The procedures for filling in the configuration menu for each type of connection follow
bel ow.
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PPPoE Wizard-Detected Option

If the Setup Wizard discoversthat your ISP uses PPPOE, you will see this menu:

PPPOE

Account Name |

Domain Name |

Login |

Password I

Idle Timeout 5

Domain Name Server (DNS) Address
@ Get automatically from ISP
" Use these DNS servers

Primary DNS
Secondary DNS

Apply Cancel EI

Figure 2-7: Setup Wizard menu for PPPoE accounts

Enter the Account Name, Domain Name, Login, and Password as provided by your ISP. These
fields are case sensitive. The router will try to discover the domain automaticaly if you leave
the Domain Name blank. Otherwise, you may need to enter it manually.

To change the login timeout, enter anew value in minutes. This determines how long the
router keeps the Internet connection active after thereis no Internet activity from the LAN.
Entering atimeout value of zero means never log out.

Note: You no longer need to run the ISP’s login program on your PC in order to access the
Internet. When you start an Internet application, your router will automatically log you in.

If you know that your | SP does not automatically transmit DNS addresses to the router during
login, select “Use these DNS servers’ and enter the |P address of your |SP's Primary DNS
Server. If a Secondary DNS Server addressis available, enter it aso.

Note: If you enter DNS addresses, restart your computers so that these settings take effect.
Click Apply to save your settings.

Click Test to verify that your Internet connection works. If the NETGEAR website does not
appear within one minute, refer to Chapter 7, “ Troubleshooting.”
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Telstra Bigpond Cable Wizard-Detected Option

If the Setup Wizard discovers Telstra Bigpond Cable is your ISP, you will see this menu:

Telstra Bigpond Cable

Login
Password

Authentication Server sm-server

Domain Name Server (DNS) Address
® Get autamatically from ISP

Use these DNS servers

Primary DNS

Secondary DNS

Router MAC Address
® Use Default MAC Address
O Use Computer MAC Address

O Use This MAC Address

i

Figure 2-8: Setup Wizard menu for Telstra Bigpond Cable accounts

» Enter your Login, Password and Authentication Server. These fields are case sensitive.

Note: You will no longer need to launch the | SP’slogin program on your PC in order to access
the Internet. When you start an Internet application, your router will automatically log you in.

* TheDomain Name Server (DNS) Address parameters may be necessary to access your ISP's
services such as mail or news servers.
Note: If you enter DNS addresses, restart your computers so that these settings take effect.

* Firewal MAC Address:
This section determines the Ethernet MAC address that will be used by the router on the
Internet port. Some ISPswill register the Ethernet MAC address of the network interface card
in your PC when your account is first opened. They will then only accept traffic from the
MAC address of that PC. This feature allows your router to masguerade as that PC.

Connecting the Firewall to the Internet 2-9



Reference Manual for the Model FWAG114 Cable/DSL Wireless ProSafe Firewall

To change the MAC address, select “Use this Computer’s MAC address.” The router will then
capture and use the MAC address of the PC that you are now using. You must be using the one
PC that is allowed by the ISP. Or, select “Use this MAC address’ and enter it.

» Click Apply to save your settings.

» Click Test to test your Internet connection. If the NETGEAR website does not appear within
one minute, refer to Chapter 7, “ Troubleshooting.

Dynamic IP Wizard-Detected Option

If the Setup Wizard discoversthat your ISP uses Dynamic | P assignment, you will see this menu:

Dynamic IP

Account Name {If Required)

Domain Name (If Required)

Domain Name Server (DNS) Address
@ Get Automatically From ISP
O Use These DNS Servers

Primary DNS o [fo [0 o
Secondary DNS 0 |0 |0 |0
Apply [ Cancel Test]

Figure 2-9: Setup Wizard menu for Dynamic IP address accounts

» Enter your Account Name (may also be called Host Name) and Domain Name. These
parameters may be necessary to access your | SP’'s services such as mail or news servers. If you
leave the Domain Name field blank, the router try to discover the domain. Otherwise, you may
need to enter it manually.

» If you know that your ISP does not automatically transmit DNS addresses to the router during
login, select Use these DNS servers and enter the | P address of your I1SP's Primary DNS
Server. If a Secondary DNS Server addressis available, enter it also.

Note: If you enter DNS addresses, restart your computers so that these settings take effect.

* Click Apply to save your settings.

» Click Test to test your Internet connection. If the NETGEAR website does not appear within
one minute, refer to Chapter 7, “ Troubleshooting.”
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Fixed IP Account Wizard-Detected Option

If the Setup Wizard discoversthat your |SP uses Fixed | P assignment, you will see this menu:

Fixed IP

Internet IP Address
IP Address P o Jo
IP Subnet Mask 255 [255 255 Jo
Gateway IP IU_ ]U_' 'D_ ID—

Address

Domain Name Server (DNS) Address
Primary DNS

ol
Il

717

=17
il

Secondary DNS

Applyl Cancell Testl

Figure 2-10: Setup Wizard menu for Fixed IP address accounts

» Fixed IPisalso called Static |P. Enter your assigned |P Address, Subnet Mask, and the IP
Address of your |SP's gateway router. This information should have been provided to you by
your 1SP. You will need the configuration parameters from your 1SP you recorded in “Record
Your Internet Connection Information” on page 2-3.

» Enter the IP address of your |SP's Primary and Secondary DNS Server addresses.
Note: Restart the computers on your network so that these settings take effect.

» Click Apply to save the settings.
» Click Test to test your Internet connection. If the NETGEAR website does not appear within
one minute, refer to Chapter 7, “ Troubleshooting.”
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Manually Configuring Your Internet Connection

You can manually configure your router using the menu below, or you can allow the Setup Wizard
to determine your configuration as described in the previous section.

ISP Does Not Require Login

ISP Does Require Login

Basic Settings

Does Your Intginet Connection Require A Login?
O Yes
@ No

Account Name (If Required) \

Domain Name (If Required) \

Internet IP Address
® Get Dynamically From ISP
O Use Static IP Address

IP Address o 1o o

IP Subnet Mask 255 | [255 |[255 ||

Gateway IP Address o L [[o Al

Domain Name Server (DNS) Address
® Get Automatically From ISP
O Use These DNS Servers
Primary DNS \U ‘ \U ||0 ‘ EI
Secondary DNS v o o [lo

Basic Settin/cyé

Does Youwéemet Connection Require A Login?

® Yes

O No

Internet Service Provider ‘ Othe_r V‘

Login ‘

Password

Service Name {If Required) i

Idle Timeout {In Minutes) 5

Domain Name Server (DNS) Address

@ Get Automatically From ISP

(O Use These DNS Servers
Primary DNS 0 ‘D 7\A 0 _lvﬂ
Secondary DNS 1] \0 \ 0 ‘[]

[Apply ][ Cancel ][Test]

Router MAC Address
® Use Default MAC Address
OuUse Computer MAC Address

O Use This MAC Address

[Apply ] [ Cancel ] [Test]

Figure 2-11: Browser-based configuration Basic Settings menus
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Procedure: Configuring the Internet Connection Manually

You can manually configure the router using the Basic Settings menu shown in Figure 2-11 using
these steps:

1. Click the Basic Settings link on the Setup menu.

2.

If your Internet connection does not require alogin, click No at the top of the Basic Settings
menu and fill in the settings according to the instructions below. If your Internet connection
doesrequire alogin, click Yes, and skip to step 3.

a

Enter your Account Name (may also be called Host Name) and Domain Name.
These parameters may be necessary to access your |SP's services such as mail or news
servers.

Internet IP Address:

If your ISP has assigned you a permanent, fixed (static) | P address for your PC, select
“Use static IP address’. Enter the | P address that your ISP assigned. Also enter the
netmask and the Gateway |P address. The Gateway isthe | SP's router to which your router
will connect.

Domain Name Server (DNS) Address:

If you know that your | SP does not automatically transmit DNS addresses to the router
during login, select “Use these DNS servers’ and enter the | P address of your ISP's
Primary DNS Server. If a Secondary DNS Server addressis available, enter it also.

Note: If you enter an address here, restart the computers on your network so that these
settings take effect.

Gateway’'s MAC Address.

This section determines the Ethernet MAC address that will be used by the router on the
Internet port. Some | SPs will register the Ethernet MAC address of the network interface
card in your PC when your account isfirst opened. They will then only accept traffic from
the MAC address of that PC. This feature allows your router to masquerade as that PC by
“cloning” its MAC address.

To change the MAC address, select “Use this Computer’s MAC address.” The router will
then capture and use the MAC address of the PC that you are now using. You must be
using the one PC that is allowed by the ISP. Or, select “Use this MAC address’ and enter
it.

Click Apply to save your settings.
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3. If your Internet connection does require alogin, fill in the settings according to the instructions
below. Select Yesif you normally must launch alogin program such as Enternet or WinPOET
in order to access the Internet.

Note: After you finish setting up your router, you will no longer need to launch the ISP'slogin
program on your PC in order to access the Internet. When you start an Internet application,
your router will automatically log you in.

a  Select you Internet service provisory from the drop-down list.

Basic Settings

Does Your Internet Connection Require A Login?
® Yes

O No

Internet Service Provider | Telstra Bigpond ~
Other
AOL

Austria (PPTP)

Login

Password

AOL Cahle

Figure 2-12: Basic Settings ISP list

b. The screen will change according to the | SP settings requirements of the ISP you select.

c. Fill inthe parametersfor your | SP according to the Wizard-detected procedures starting on
page 2-8.

d. Click Apply to save your settings.
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Chapter 3
Wireless Configuration

This chapter describes how to configure the wirel ess features of your FWA G114 wireless firewall.

Observe Performance, Placement, and Range Guidelines

In planning your wireless network, you should consider the level of security required. You should
also select the physical placement of your firewall in order to maximize the network speed. For
further information on wireless networking, refer to in Appendix D, “Wireless Networking
Basics.”

The operating distance or range of your wireless connection can vary significantly based on the
physical placement of the wireless firewall. The latency, data throughput performance, and
notebook power consumption also vary depending on your configuration choices.

Note: Failureto follow these guidelines can result in significant performance
-> degradation or inability to wirelessly connect to the firewall. For complete range and
performance specifications, please see Appendix A, “Technical Specifications.”

For best results, place your firewall:

* Near the center of the areain which your PCs will operate.

* Inanelevated location such as a high shelf where the wirelessly connected PCs have
line-of -sight access (even if through walls). The best location is elevated, such as wall
mounted or on the top of acubicle, and at the center of your wireless coverage areafor al the
mobile devices.

»  Away from sources of interference, such as PCs, microwaves, and 2.4 GHz cordless phones.
The 802.11a standard operates at a higher frequency and should be less susceptible to
interference from cordless phones. This higher 802.11a frequency may not offer as much
range as the lower frequency 802.11b/g in aindoor environment with lots of obstructions.
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» Away from large metal surfaces.

Be aware that the time it takes to establish a wireless connection can vary depending on both your
security settings and placement. WEP connections can take slightly longer to establish. Also, WEP
encryption can consume more battery power on a notebook PC.

Implement Appropriate Wireless Security

@~y | Note: Indoors, computers can connect over 802.11 wireless networks at ranges of 500
feet or more. Such distances can allow for others outside of your immediate areato
access your network.

Unlike wired network data, your wireless data transmissions can extend beyond your walls and
can be received by anyone with a compatible adapter. For this reason, use the security features of
your wireless equipment. The FWA G114 wireless firewall provides highly effective security
features which are covered in detail in this chapter. Deploy the security features appropriate to
your needs.

Wireless Data
Security Options
3 Range: Up to 500 Feet R ’ =1
1) Open System: Easy but no security

INTERNET

2) MAC Access List: No data security
3) WEP: Security but some performance impact

Figure 3-1: FWAG114 wireless data security options

There are several ways you can enhance the security of you wireless network.
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* Restrict Access Based on MAC Address. You can allow only trusted PCsto connect so that
unknown PCs cannot wirelessly connect to the FWA G114. Restricting access by MAC address
adds an obstacle against unwanted access to your network, but the data broadcast over the
wirelesslink is fully exposed.

e Turn Off the Broadcast of the Wireless Network Name SSID. If you disable broadcast of
the SSID, only devices that have the correct SSID can connect. This nullifies the wireless
network ‘discovery’ feature of some products such as Windows XP, but the datais still fully
exposed.

e Turn Off Bridging to the Wired L AN. If you disable bridging to the LAN, wireless devices
cannot communicate with computers on the Ethernet LAN but can still access the Internet.
This blocks any access to the computers on the wired LAN but the wirel ess data routed to the
Internet is still fully exposed.

»  WEP. Wired Equivalent Privacy (WEP) data encryption provides data security. WEP Shared
Key authentication and WEP data encryption will block all but the most determined
eavesdropper.

Understanding Wireless Settings

To configure the wireless settings of your firewall, click the Wireless 11aor Wireless 11b/g link in
the Setup section of the main menu. The wireless settings menu will appear, as shown below.
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Wireless 11a Settings Wireless 11b Settings

Identification Identification

Regulatory Domain: UNITED_STATES Regulatory Domain: USA/Canada

Station Name: FiAB114 Station Name: FWAEL1l4

SSID (Service Set Identifier) @attestz \ SSID {Service Set Identifier) %inj';‘g};gg

Options ' : Options

Channel  Frequency: }Auto V\ Channel No: (10 v |

Turbo Mode: @ Disable O Enahble WEP Status no data encryption

Data Rate: hest v'\ [ Configure WEP ]
Transmit Power: }rfull o v/

; Co—" Access Point
Beacon Interval: 100 | ;
(20-1000) (100 ms Allow access by ® allwireless stations

DTIM (1 - 255): I \ O Trusted PCs only

WEP Status no data encryption Trusted PCs

[ Configure WEP }

Enable bridging to wired LAN

Access Point SSID Broadcast Enable
Allow access by. @ All'Wireless stations

O Trusted PCs only Apply
Trusted PCs

Enable bridging to wired LAN
SSID Broadcast Enable

[Apply] [ Cancel ]

Figure 3-2: Wireless 11a and 11b/g Settings menus

Note: The 802.11b and 802.11g wireless networking protocols are configured in exactly
= | the same fashion. The FWA G114 will automatically adjust to the 802.11g or 802.11b
protocol as the device requires without compromising the speed of the other connected
devices.
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Common Wireless Settings

The 802.11a and the 802.11b/g wireless network identification settings are configured separately.
However, some types of items you configure in each network are the same. The Wireless Settings
menu items which are the same for either type of wireless network are discussed below.

Sation Name. The station name of the FWAG114.

Regulatory Domain. Thisfield identifies the region where the FWA G114 can be used. It may
not be legal to operate the wireless features of the firewall in aregion other than one of those
identified in thisfield.

SSID (Service Set I dentification). The SSID is also known as the wireless network name.
Enter avalue of up to 32 alphanumeric characters. In a setting where there is more than one
wireless network, different wireless network names provide a means for separating the traffic.
Any device you want to participate in the 11aor the 11b/g wireless network will need to use
this SSID for that network. The FWAG114 default SSID is: NETGEAR.

Channel. Thisfield determines which operating frequency will be used. It should not be
necessary to change the wireless channel unless you notice interference problemswith another
nearby access point. For more information on the wireless channel frequencies please refer to
“Wireless Channels’ on page D-7.

Access Point Connections. Lets you restrict wireless connections according to alist of
Trusted PCs MAC addresses. When the Trusted PCs Only radio button is selected, the
FWAG114 checksthe MAC address of the wirel ess station and only allows connectionsto PCs
identified on the trusted PCs list.

SSID Broadcast Enable. The default setting isto enable SSID broadcast. If you disable
broadcast of the SSID, only devices that have the correct SSID can connect. Disabling SSID
broadcast nullifies the wireless network ‘ discovery’ feature of some products such as
Windows XP.

Enable Bridging to the Wired LAN. The default setting is to enable bridging to the wired
LAN. If you disable bridging to the LAN, wireless devices cannot communicate with
computers on the Ethernet LAN but can still access the Internet.

Although the types of settings described above are the same for either type of wireless network,
the choices you make in each type of network can be different. For example, you can disable the
SSID broadcast in you 802.11a wireless network but enable it in your 802.11b/g network.

Wireless Configuration 3-5



Reference Manual for the Model FWAG114 Cable/DSL Wireless ProSafe Firewall

Understanding WEP Authentication and Encryption

Restricting wireless access to your network prevents intruders from connecting to your network.
However, the wireless data transmissions are still vulnerable to snooping. Using the WEB data
encryption settings described below will prevent a determined intruder from eavesdropping on
your wireless data communications. Also, if you are using the Internet for such activities as
purchases or banking, those Internet sites use another level of highly secure encryption called SSL.
You can tell if aweb siteis using SSL because the web address begins with HTTPS rather than
HTTP

Authentication Scheme Selection

The FWA G114 lets you select the following wirel ess authentication schemes.
* Automatic.

*  Open System.

e Shared key.

Note: The authentication scheme is separate from the data encryption. You can
w2 | choose an authentication scheme which requires a shared key but still leave the
data transmissions unencrypted. If you require strong security, use both the
Shared Key and WEP encryption settings.

Be sure to set your wireless adapter according to the authentication scheme you choose for the
FWAG114 wireless firewall. Please refer to “ Authentication and WEP Data Encryption” on page
D-3 for afull explanation of each of these options, as defined by the IEEE 802.11 wireless
communication standard.

Encryption Strength Choices

Choose the encryption strength from the drop-down list. Please refer to “ Overview of WEP
Parameters’ on page D-5 for afull explanation of each of these options, as defined by the IEEE
802.11 wireless communication standard.

» Disable. No encryption will be applied. This setting is useful for troubleshooting your wireless
connection, but leaves your wireless data fully exposed.

e 64-bit, 128-bit, or in the case of 802.11a, 152-bit WEP. When 64-, 128-, or 152-Bit WEP is
selected, WEP encryption will be applied.
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If WEP is enabled, you can manually or automatically program the four data encryption keys.
These values must be identical on all PCs and access pointsin your network.

There are two methods for creating WEP encryption keys:

» Passphrase. Enter aword or group of printable charactersin the Passphrase box and click the

Generate button.

* Manual. 64-bit WEP: Enter 10 hexadecimal digits (any combination of 0-9, af, or A-F).
128-bit WEP: Enter 26 hexadecimal digits (any combination of 0-9, af, or A-F).

Clicking the radio button selects which of the four keyswill be the defaullt.

Default Factory Settings

When you first receive your FWA G114, the default factory settings are shown below. You can

restore these defaults with the Factory Default Restore button on the rear panel. After you install

the FWA G114 wireless firewall, use the procedures below to customize any of the settings to

better meet your networking needs.

FEATURE DEFAULT FACTORY SETTINGS
SSID for both 802.11a & 802.11b NETGEAR
11a RF Channel 52 Non-Turbo Mode; 50 Turbo Mode
11b RF Channel 6
WEP Disabled

Authentication Type

Open System

Access Point Connections for both
802.11a & 802.11b/g

All wireless stations allowed

802.11a & 802.11b/g

Bridging to wired LAN for both Enabled
802.11a & 802.11b/g
SSID broadcast for both Enabled

Before You Change the SSID and WEP Settings

Take the following steps:

Wireless Configuration
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For a new wireless network, print or copy this form and fill in the configuration parameters.
For an existing wireless network, print or copy this form and fill in the configuration parameters.
The person who set up or is responsible for the network will be able to provide thisinformation.

e SSID: The Service Set Identification (SSID) identifies the wirelesslocal area network.
NETGEAR isthe default FWA G114 SSID. However, you may customize it by using up
to 32 alphanumeric characters. NETGEAR recommends that you write your customized
SSID on the line below.

Note: The SSID in the firewall isthe SSID you configurein the wireless adapter card. For
the access point and wireless nodes to communicate with each other, all must be
configured with the same SSID.

802.11aSSID:

802.11b SSID:

e Authentication

The authentication setting, “Open System” or “Shared Key,” is unrelated to encryption of
transmissions. The two bands can use different authentication settings. Choose “ Shared
Key” for more security.

802.11a SSID, circle one: Open System or Shared Key
802.11b SSID, circle one: Open System or Shared Key

Note: If you select shared key, the other devices in the network will not connect unless
they are set to Shared Key aswell.

WEP Encryption

802.11a and 802.11b differ in their use of WEP encryption keys. See “ Security
Configuration” on page 2-21 for a description of these differences.

802.11a WEP Encryption Keys:

Key 1 CircleKey Size: 64 or 128 or 152 hits
Key 2: Circle Key Size: 64 or 128 or 152 bits
Key 3: Circle Key Size: 64 or 128 or 152 bits
Key 4: Circle Key Size: 64 or 128 or 152 bits

802.11b WEP Encryption Keys:
For al four 802.11b keys, choose the Key Size. Circle one: 64 or 128 bits
Key 1.
Key 2:
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Key 3:
Key 4:

Use the procedures described in the following sections to configure the FWAG114. Store this
information in a safe place.

How to Set Up and Test Basic Wireless Connectivity

Follow the instructions below to set up and test basic wireless connectivity. Once you have
established basic wireless connectivity, you can enable security settings appropriate to your needs.

1

Logintothe FWA G114 firewdll at itsdefault LAN address of http://192.168.0.1 with its
default user name of admin and default password of password, or using whatever LAN
address and password you have set up.

Depending on the types of wireless adapters you have in your computers, click the Wireless
11aor 11b link in the main menu of the FWA G114 firewall.

Choose a suitable descriptive name for the wireless network name (SSID). In the SSID box,
enter avalue of up to 32 aphanumeric characters. The default SSID is NETGEAR.

Note: The characters are case sensitive. An access point always functionsin infrastructure
mode. The SSID for any wireless device communicating with the access point must match the
SSID configured in the Model FWA G114 Cable/DSL Wireless ProSafe Firewall . If they do
not match, you will not get a wireless connection to the FWAG114.

Set the Channel.

It should not be necessary to change the wireless channel unless you notice interference
problems with another nearby wirelessrouter or access point. Select achannel that isnot being
used by any other wireless networks within several hundred feet of your firewall. For more
information on the wireless channel frequencies please refer to “Wireless Channels’ on page
D-7.

For initial configuration and test, leave the Wireless Card Access List set to “All Wireless
Stations’ and the Encryption Strength set to “Disable.”

Click Apply to save your changes.
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Note: If you are configuring the firewall from awireless PC and you change the
w8 | firewall’s SSID, channel, or security settings, you will lase your wireless connection
when you click on Apply. You must then change the wireless settings of your PC to
match the firewall’s new settings.

7. Configure and test your PCs for wireless connectivity.

Program the wireless adapter of your PCsto have the same SSID that you configured in the
FWAG114. Check that they have awirelesslink and are able to obtain an | P address by DHCP
from the firewall.

Once your PCs have basic wireless connectivity to the firewall, then you can configure the
advanced options and wireless security functions of the firewall.

How to Restrict Wireless Access by MAC Address

To restrict access based on MAC addresses, follow these steps:

1. Logintothe FWAG114 firewall at its default LAN address of http://192.168.0.1 with its
default user name of admin and default password of password.

2. Click the Wireless 11aor 11b link in the main menu of the FWAG114 firewall.
3. From the Wireless Settings menu, click the Trusted PCs only radio button.
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4. Click the Trusted PCs button to display the Wireless Access menu shown below.

Wireless 11b Access

Trusted PCs

Add new Trusted PC
Wireless Adapter

MAC address
Add
Figure 3-3. Wireless Access menu

5. Enter the MAC address of awireless adapter and click the Add button to add awireless device
to the wireless access control list. The Trusted PCs list updates with the new entry.

Note: You can copy and paste the MAC addresses from the firewall’s Attached Devices menu
into the MAC Address box of this menu. To do this, configure each wireless PC to obtain a
wireless link to the firewall. The PC should then appear in the Attached Devices menu.

6. Click the Back button to return to the Wireless Settings menu.

Note: When configuring the firewall from awireless PC whose MAC addressisnot in
w8 | the Trusted PC list, if you select Turn Access Control On, you will lose your wireless
connection when you click on Apply. You must then accessthe firewall from awired PC
or from awireless PC which is on the access control list to make any further changes.

7. Besureto click Apply to save your trusted wireless PCs list settings.
Now, only devices on thislist will be allowed to wirelessly connect to the FWAG114.

To remove a MAC address from the table, click on it to select it, then click the Delete button.
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How to Configure WEP

To configure WEP data encryption, follow these steps:

1

o &~ W DN

Log intothe FWAG114 firewall at its default LAN address of http://192.168.0.1 with its
default user name of admin and default password of password, or using whatever LAN
address and password you have set up.

Click the Wireless 11aor 11b link in the main menu of the FWAG114 firewall.
Click the Configure WEP butto.
Choose the Authentication Type and WEP option.

You can manually or automatically program the four data encryption keys. These values must
be identical on all PCs and Access Points in your network.

e Automatic - Enter aword or group of printable charactersin the Passphrase box and click
the Generate button. The four key boxes will be automatically populated with key values.
e Manual - Enter ten hexadecimal digits (any combination of 0-9, a-f, or A-F)
Select which of the four keyswill be active.

Please refer to “Overview of WEP Parameters’ on page D-5 for afull explanation of each of
these options, as defined by the |EEE 802.11b wireless communication standard.

Click Apply to save your settings.

Note: When configuring the firewall from awireless PC, if you configure WEP settings,

you will lose your wireless connection when you click on Apply. You must then either
configure your wireless adapter to match the firewall WEP settings or access the
firewall from awired PC to make any further changes.
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Chapter 4
Firewall Protection and
Content Filtering

This chapter describes how to use the content filtering features of the Model FWA G114 Cable/
DSL Wireless ProSafe Firewall to protect your network. These features can be found by clicking
on the Content Filtering heading in the Main Menu of the browser interface.

Firewall Protection and Content Filtering Overview

The Model FWA G114 Cable/DSL Wireless ProSafe Firewall provides you with Web content
filtering options, plus browsing activity reporting and instant alerts viae-mail. Parents and
network administrators can establish restricted access policies based on time-of-day, web
addresses and web address keywords. You can also block Internet access by applications and
services, such as chat or games.

A firewall isa special category of router that protects one network (the “trusted” network, such as
your LAN) from another (the “untrusted” network, such as the Internet), while allowing
communication between the two. A firewall incorporates the functions of a NAT (Network
Address Tranglation) router, while adding features for dealing with a hacker intrusion or attack,
and for controlling the types of traffic that can flow between the two networks. Unlike simple
Internet sharing NAT routers, afirewall uses a process called stateful packet inspection to protect
your network from attacks and intrusions. NAT performs avery limited stateful inspection in that
it considers whether the incoming packet isin response to an outgoing request, but true Stateful
Packet Inspection goes far beyond NAT.

To configure these features of your router, click on the subheadings under the Content Filtering
heading in the Main Menu of the browser interface. The subheadings are described bel ow:
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Block Sites

The FWA G114 alowsyou to restrict access based on Web addresses and Web address keywords.
Up to 255 entries are supported in the Keyword list. The Keyword Blocking menu is shown in
Figure 4-1:

Block Sites

¥ Turn Keyaword Blocking On

Add Keyword |

Black Sites Containing These Keywords Or Domain Mames:

yahoo

Delete Keyword Clear List |

" Allow Trusted IP Address To Visit Blocked Sites

Trusted IP address ID_ ID_ ID_ ID_
Applyl Cancel |

Figure 4-1: Block Sites menu

To enable keyword blocking, check “Turn keyword blocking on”, then click Apply.
To add a keyword or domain, type it in the Keyword box, click Add Keyword, then click Apply.
To delete a keyword or domain, select it from the list, click Delete Keyword, then click Apply.

Keyword application examples:

o If thekeyword "X XX" is specified, the URL <http://www.badstuff.com/xxx.html> is blocked,
asisthe newsgroup alt.pictures X X X.

» If thekeyword “.com” is specified, only websites with other domain suffixes (such as .edu or
.gov) can be viewed.

» If youwish to block all Internet browsing access, enter the keyword “.”.

To specify a Trusted User, enter that PC's | P address in the Trusted User box and click Apply.
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You may specify one Trusted User, which isa PC that will be exempt from blocking and
logging. Since the Trusted User will be identified by an |P address, you should configure that
PC with afixed or reserved |P address.

Using Rules to Block or Allow Specific Kinds of Traffic

Firewall rules are used to block or allow specific traffic passing through from one side to the other.
Inbound rules (WAN to LAN) restrict access by outsidersto private resources, selectively allowing
only specific outside users to access specific resources. Outbound rules (LAN to WAN) determine
what outside resources local users can have access to.

A firewall hastwo default rules, one for inbound traffic and one for outbound. The default rules of
the FWAG114 are;

* Inbound: Block al access from outside except responses to requests from the LAN side.
*  Outbound: Allow all accessfrom the LAN side to the outside.

These default rules are shown in the Rules table of the Rules menu in Figure 4-2:

Rules

Outhound Services

# Enable | Service Hame Action LAM Users | WAN Servers | Log

Default | Yes Any ALLOW always Any Any Mever

Add | Edit | Move| Delete

Inbound Services

# Enable |Service Hame Action LAN Server IP address \WAN Users | Log

Default| ‘Yes Any BLOCK always - Any Match
Add | Edit | Move | Delete |
[ Default DMZ Server |192 _|1sa _|n _|0

I Reszpond to Ping an Internet WaAr Port

Applyl Cancel |

Figure 4-2: Rules menu
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You may define additional rulesthat will specify exceptionsto the default rules. By adding custom
rules, you can block or allow access based on the service or application, source or destination 1P
addresses, and time of day. You can also choose to log traffic that matches or does not match the
rule you have defined.

To create anew rule, click the Add button.
To edit an existing rule, select its button on the left side of the table and click Edit.
To delete an existing rule, select its button on the left side of the table and click Delete.

To move an existing rule to a different position in the table, select its button on the left side of the
table and click Move. At the script prompt, enter the number of the desired new position and click
OK.

An example of the menu for defining or editing aruleis shown in Figure 4-3. The parameters are:

* Service
From thislist, select the application or serviceto be allowed or blocked. The list already
displays many common services, but you are not limited to these choices. Use the Services
menu to add any additional services or applications that do not already appear.

* Action
Choose how you would like thistype of traffic to be handled. You can block or alow always,
or you can choose to block or allow according to the schedule you have defined in the
Schedule menu.

* Source Address
Specify traffic originating on the LAN (outbound) or the WAN (inbound), and choose whether
you would like the traffic to be restricted by source IP address. You can select Any, aSingle
address, or a Range. If you select arange of addresses, enter the range in the start and finish
boxes. If you select asingle address, enter it in the start box.

* Dedtination Address
The Destination Address will be assumed to be from the opposite (LAN or WAN) of the
Source Address. Aswith the Source Address, you can select Any, aSingle address, or a Range
unless NAT is enabled and the destination isthe LAN. In that case, you must enter a Single
LAN addressin the start box.

* Log
You can select whether the traffic will be logged. The choices are:

* Never - nolog entries will be made for this service.
» Always- any traffic for this service type will be logged.
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* Match - traffic of thistype which matches the parameters and action will be logged.

* Not match - traffic of this type which does not match the parameters and action will be
logged.

Inbound Rules (Port Forwarding)

Because the FWA G114 uses Network Address Tranglation (NAT), your network presents only one
IP address to the Internet, and outside users cannot directly address any of your local computers.
However, by defining an inbound rule you can make alocal server (for example, aweb server or
game server) visible and available to the Internet. The rule tells the router to direct inbound traffic
for a particular serviceto onelocal server based on the destination port number. Thisisalso known
as port forwarding.

Note: Some residential broadband | SP accounts do not allow you to run any server
processes (such as a Web or FTP server) from your location. Your |SP may periodically
~ | check for servers and may suspend your account if it discovers any active services at
your location. If you are unsure, refer to the Acceptable Use Policy of your ISP,

Remember that allowing inbound services opens holes in your firewall. Only enable those ports
that are necessary for your network. Following are two application examples of inbound rules:
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Inbound Rule Example: A Local Public Web Server

If you host a public web server on your local network, you can define arule to allow inbound web
(HTTP) requests from any outside | P address to the | P address of your web server at any time of
day. Thisruleis shown in Figure 4-3;

Inbound Services

Service |HTTP(TCP:50) =l
Action |ALLOW alhway's |
Send to LAM Server |192 -Il68 -IU -|99
AN Lsers m
StartIU .IU .ID__ID_
ﬂnish:IU .ID _ID _Iu
Log INever vl

Elackl Applyl Cancel |

Figure 4-3: Rule example: A Local Public Web Server
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Inbound Rule Example: Allowing Videoconference from Restricted Addresses

If you want to allow incoming videoconferencing to be initiated from arestricted range of outside
I P addresses, such as from a branch office, you can create an inbound rule. In the example shown
in Figure 4-4, CU-SeeMe connections are alowed only from a specified range of externa 1P
addresses. In this case, we have also specified logging of any incoming CU-SeeMe requests that
do not match the allowed parameters.

Inbound Services

Service |CU—SEEME(TCP,."UDP:?B4B) j
Action [ ALLOW always |
Send to LAN Server Ilg2 -Il68 -ID -Ill
WAN Users IAddress Fange 'l

start|134 .Il?? _|88 _Il
ﬂnish:|134 .Il?? _|88 _|254
Log INDtMatch 'l
Back | Apply I Cancel |

Figure 4-4: Rule example: Videoconference from Restricted Addresses

Considerations for Inbound Rules

» If your external |P address is assigned dynamically by your ISP, the IP address may change
periodically as the DHCP lease expires. Consider using the Dyamic DNS feature in the
Advanced menus so that external users can always find your network.

o If the P address of the local server PC isassigned by DHCP, it may changewhenthe PCis
rebooted. To avoid this, use the Reserved |P address feature in the LAN |P menu to keep the
PC’s | P address constant.

» Loca PCsmust accessthelocal server using the PCs’ local LAN address (192.168.0.99 in this
example). Attempts by local PCsto access the server using the external WAN | P address will
fail.
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Outbound Rules (Service Blocking)

The FWA G114 allows you to block the use of certain Internet services by PCs on your network.
Thisiscalled service blocking or port filtering. You can define an outbound rule to block Internet
access from alocal PC based on:

» thelP address of the local PC (source address)

» the P address of the Internet site being contacted (destination address)

» thetime of day

» thetype of service being requested (service port number)

Following is an application example of outbound rules:

Outbound Rule Example: Blocking Instant Messenger

If you want to block Instant M essenger usage by employees during working hours, you can create
an outbound rule to block that application from any internal |P address to any external address
according to the schedule that you have created in the Schedule menu. You can a so have the router
log any attempt to use Instant Messenger during that blocked period.

QOutbound Services
Service [AMTCPE190) |
Action |EILOCK by schedule otherwise allow j
LAN users Ay <
StartIU .IU .IU .IU
ﬂnish:IU .IU _ID _ID
WAN Users Ay <
StartIU .IU .IU .IU
ﬂnish'IU IU .IU .IU
Log IMatch 'l
Elackl Applyl Cancel |

Figure 4-5: Rule example: Blocking Instant Messenger
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Order of Precedence for Rules

Asyou define new rules, they are added to the tables in the Rules menu, as shown in Figure 4-6:

Rules

Outhound Services

# Enable Service Hame Action LAN Users WAHN Servers Log
[ 1 I Al BLOCK by schedule Any Any Match
Default| Yes Any ALLOW always Any Any Mever
Add | Edit | Move| Delete
Inbound Services
# Enable |Service Hame Action LAM Server IP address WAHN Users Log
o 1 v CLU-SEEME  |ALLOWY always 182.168.0.11 134177.88.1-134.177.88.254 |Mot Match
[ 2 I HTTF ALLOWY always 192.168.0.99 Any Mever
Default| ‘Yes Any BLOCK always - Any Match
Add | Edit | Move | Delete |
[ Default DMZ Server |192 _|168 _|0 _|0

I Reszpond to Ping an Internet WaAr Port

Applyl Cancel |

Figure 4-6: Rules table with examples

For any traffic attempting to pass through the firewall, the packet information is subjected to the
rulesin the order shown in the Rules Table, beginning at the top and proceeding to the default rules
at the bottom. In some cases, the order of precedence of two or more rules may be important in
determining the disposition of a packet. The Move button allows you to relocate adefined ruleto a
new position in the table.

Default DMZ Server

Incoming traffic from the Internet is normally discarded by the router unlessthe trafficisa
response to one of your local computers or a service for which you have configured an inbound
rule. Instead of discarding thistraffic, you can haveit forwarded to one computer on your network.
This computer is called the Default DMZ Server.
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The Default DMZ Server feature is helpful when using some online games and videoconferencing
applicationsthat areincompatible with NAT. The router is programmed to recognize some of these
applications and to work properly with them, but there are other applications that may not function
well. In some cases, onelocal PC can run the application properly if that PC's |P addressis entered
asthe Default DMZ Server.

Note: For security, NETGEAR strongly recommends that you avoid using the Default
DMZ Server feature. When acomputer is designated as the Default DMZ Server, it loses
~ | much of the protection of the firewall, and is exposed to many exploits from the Internet.
If compromised, the computer can be used to attack your network.

To assign a computer or server to be a Default DMZ server:
1. Click Default DMZ Server.

2. TypethelP address for that server.

3. Click Apply.

Note: In this application, the use of theterm ‘DMZ’ has become common, although itis
amisnomer. In traditional firewalls, aDMZ is actually a separate physical network port.
~ | Atrue DMZ port is for connecting servers that require greater access from the outside,
and will therefore be provided with a different level of security by the firewall. A better
term for our application is Exposed Host.

Respond to Ping on Internet WAN Port

If you want the router to respond to a 'ping' from the Internet, click the * Respond to Ping on
Internet WAN Port’ check box. This should only be used as a diagnostic tool, since it allows your
router to be discovered. Don't check this box unless you have a specific reason to do so.
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Services

Services are functions performed by server computers at the request of client computers. For
example, Web servers serve web pages, time servers serve time and date information, and game
hosts serve data about other players moves. When a computer on the Internet sends a request for
service to a server computer, the requested serviceisidentified by a service or port number. This
number appears as the destination port number in the transmitted | P packets. For example, a packet
that is sent with destination port number 80 isan HTTP (Web server) request.

The service numbers for many common protocols are defined by the Internet Engineering Task
Force (IETF) and published in RFC1700, “ Assigned Numbers.” Service numbers for other
applications are typically chosen from the range 1024 to 65535 by the authors of the application.

Although the FWA G114 aready holds a list of many service port numbers, you are not limited to
these choices. Use the Services menu to add additional services and applicationsto thelist for use
in defining firewall rules. The Services menu shows alist of services that you have defined, as
shown in Figure 4-7:

Services
Service Table
# Mame Tvpe Ports {TCP or UDP)
[N | FooChat TGP 4321.4322
Add Custom Service Edit Service Delete Service

Figure 4-7: Services menu
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To define anew service, first you must determine which port number or range of numbersis used
by the application. Thisinformation can usually be determined by contacting the publisher of the
application or from user groups of newsgroups. When you have the port number information, go
the Services menu and click on the Add Custom Service button. The Add Services menu will
appear, as shown in Figure 4-8:

Figure 4-8: Add Custom Service menu

Services

Service Definition

Mame: IFDDChat
Type: ITCP 'l

Start Part 4321 (TGP or UDF)

Finish Paort: 4322 (TGP or UDF)

Elackl Applyl Cancel |

To add a service,

1
2.

5.

Enter a descriptive name for the service so that you will remember what it is.

Select whether the service uses TCP or UDP asiits transport protocol.

If you can't determine which is used, select both.
Enter the lowest port number used by the service.

Enter the highest port number used by the service.

If the service only uses a single port number, enter the same number in both fields.

Click Apply.

The new service will now appear in the Services menu, and in the Service name selection box in
the Rules menu.
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Using a Schedule to Block or Allow Specific Traffic

If you enabled content filtering in the Block Sites menu, or if you defined an outbound rule to use
a schedule, you can set up a schedule for when blocking occurs or when access is restricted. The
router allows you to specify when blocking will be enforced by configuring the Schedule tab

shown below:

Schedule

[] use this schedule for rules

Days:

[JEvery Day
[Jsunday
[Imonday
[Tuesday
[Cwednesday
O Thursday
[IFriday

[ saturday

Time of day: (use 24-hour clock)
[ Al Day
Start Time |0 hour(0  |minute

End Time |0 hour/0  |minute

Time Zone

(GMT-12:00) Eniwetok Kwajalein v
[ Adjust for daylight savings time

[Juse this NTP Server 1133 | 100 | |9 |2

Current time:

Figure 4-9: Schedule menu
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To block keywords or Internet domains based on a schedule, select Every Day or select one or
more days. If you want to limit access completely for the selected days, select All Day. Otherwise,
If you want to limit access during certain times for the selected days, type a Start Blocking time
and an End Blocking time.

Note: Note: Enter the values as 24-hour time. For example, 10:30 am would be 10 hours and 30
minutes and 10:30 pm would be 22 hours and 30 minutes.

Be sureto click Apply when you have finished configuring this menu.

Time Zone

The FWA G114 wireless firewall uses the Network Time Protocol (NTP) to obtain the current time
and date from one of several Network Time Servers on the Internet. In order to localize the time
for your log entries, you must specify your Time Zone:

» Time Zone. Select your local time zone. This setting will be used for the blocking schedule
and for time-stamping log entries.

» Daylight Savings Time. Check this box for daylight savings time.

Note: If your region uses Daylight Savings Time, you must manually select Adjust for
Daylight Savings Time on the first day of Daylight Savings Time, and unselect it at the
end. Enabling Daylight Savings Time will add one hour to the standard time.

Be sureto click Apply when you have finished configuring this menu.
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Getting E-Mail Notifications of Event Logs and Alerts

In order to receive logs and alerts by e-mail, you must provide your e-mail information in the
E-Mail subheading:

E-mail

¥ Turn e-mail natification an

Send alert and logs by e-mail

Outgaing Mail Server |mai|.netgear.com

E-mail Address |jsmith@netgear.com

Send E-Mail alerts immediately
¥ If a Dos attack is detected.
¥ Ifa Port Scan is detected.

¥ Ifsomeone atternpts to access a blocked site.

Send logs according to this schedule
IDain 'l

Day ISunday 'l

Timel?iﬂﬂ 'l ®oam. O opm.

Applyl Cancel |

Figure 4-10: E-mail menu

* Turn e-mail notification on. Check thisbox if you wish to receive e-mail logs and aertsfrom
the router.

* Your outgoing mail server. Enter the name or IP address of your | SP's outgoing (SMTP) mail
server (such as mail.myl SP.com). You may be able to find thisinformation in the
configuration menu of your e-mail program. If you leave this box blank, log and alert
messages will not be sent viae-mail.

* Send tothise-mail address. Enter the e-mail address to which logs and alerts are sent. This
e-mail address will also be used as the From address. If you leave this box blank, log and alert
messages will not be sent via e-mail.

You can specify that logs are immediately sent to the specified e-mail address when any of the
following events occur:

* |f aDenia of Service attack is detected.
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e |f aPort Scan is detected.

e If auser on your LAN attempts to access awebsite that you blocked using Keyword blocking.

You can specify that logs are sent to you according to a schedule. Select whether you would like to
receive the logs Hourly, Daily, Weekly, or When Full. Depending on your selection, you may also
need to specify:

— Day for sending log
Relevant when the log is sent weekly or daily.

— Timefor sending log
Relevant when the log is sent daily or weekly.

If the Weekly, Daily or Hourly option is selected and the log fills up before the specified
period, thelog is automatically e-mailed to the specified e-mail address. After thelog is sent,
the log is cleared from the router’s memory. If the router cannot e-mail the log file, thelog
buffer may fill up. In this case, the router overwrites the log and discards its contents.

Be sureto click Apply when you have finished configuring this menu.
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Viewing Logs of Web Access or Attempted Web Access

The router will log security-related events such as denied incoming and outgoing service requests,
hacker probes, and administrator logins. If you enable content filtering in the Block Sites menu,
the Log page will also show you when someone on your network tried to access a blocked site. If
you enabled e-mail notification, you'll receive these logsin an e-mail message. If you don't have
e-mail notification enabled, you can view the logs here. An example is shown in Figure 4-11.:

Logs

Date: 200372726 14:53:13

\ ]
11970—01—01 00:00:12 - Notice - [Access policy with rule id: 4 has been
ideleted]

11970—01-01 00:00:12 - Notice - [Access policy with rule id: 5 has been
ideleted]

11970-01-01 00:00:12 - Notice - [Access policy with Rule id: 6 has been
|Added]

|1970-01-01 00:00:12 - Notice - [Access policy with Rule id: 7 has been
|Added]

[

|1970-01-01 19:59:06 - Alert - Protocol number=6(TCP packet) - Source: |
|192.168.0.2 - Destination: 207.25.251.251 - [Unable to determine route ]|

[ Refresh ] [ Clear Log

Include in Log
[l Known Do$ attacks and Port Scans
[ attempted access to hlocked sites
Router Administration (startup, time sync, logins, etc)
[ anwebsites visited
Local activity

[ Allincoming and outgoing traffic

[] Enable Syslog
Broadcast on LAN

Syslog server IP address

Figure 4-11: Logs menu
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Log entries are described in Table 5

Table 5. Log entry descriptions

Field Description

Date and Time The date and time the log entry was recorded.

Description or Thetype of event and what action was taken if any.

Action

Source IP The IP address of the initiating device for thislog entry.
Source port and | The service port number of theinitiating device, and whether it
interface originated from the LAN or WAN

Destination The name or |P address of the destination device or website.
Destination port | The service port number of the destination device, and whether
and interface it'son the LAN or WAN.

Log action buttons are described in Table 6

Table 6. Log action buttons

Field Description

Refresh Click this button to refresh the log screen.
Clear Log Click this button to clear the log entries.

Send Log Click this button to email the log immediately.
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Examples of log messages

Following are examples of log messages. In all cases, the log entry shows the timestamp as:

Day, Year-Month-Date Hour:Minute:Second

Activation and Administration

Tue, 2002-05-21 18:48:39 - NETGEAR activated
[This entry indicates a power-up or reboot with initial time entry.]

Tue, 2002-05-21 18:53:28 - Administrator login failed - |P:192.168.0.2
Tue, 2002-05-21 18:55:00 - Administrator |login successful - |P:192.168.0.2
Thu, 2002-05-21 18:56:58 - Administrator |ogout - |P:192.168.0.2

[This entry shows an administrator logging in and logging out of the router from |P address
192.168.0.2.]

Tue, 2002-05-21 19:00:06 - Login screen tined out - |P:192.168.0.2
[This entry shows atimout of the administrator login.]

Wed, 2002-05-22 22:00:19 - Log enmil ed
[This entry shows when the log was emailed.]

Dropped Packets

Wed, 2002-05-22 07:15:15 - TCP packet dropped - Source: 64.12.47. 28, 4787, WAN -
Destination: 134.177.0. 11, 21, LAN - [Inbound Default rule match]

Sun, 2002-05-22 12:50:33 - UDP packet dropped - Source: 64.12.47.28,10714, WAN -
Destination: 134.177.0. 11, 6970, LAN - [Inbound Default rule match]

Sun, 2002-05-22 21:02:53 - | CWP packet dropped - Source: 64.12.47.28,0, WAN -
Destination: 134.177.0. 11,0, LAN - [Inbound Default rule match]

[These entries show an inbound FTP (port 21) packet, UDP packet, and ICMP packet being
dropped as aresult of the default inbound rule, which states that all inbound packets are
denied.]
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Syslog

You can configure the router to send system logs to an external PC that isrunning a syslog logging
program. Enter the IP address of the logging PC and click the Enable Sydog checkbox.

Logging programs are available for Windows, Macintosh, and Linux computers.

Configuring E-Mail Alert and Web Access Log Notifications

In order to receive logs and alerts by email, you must provide your email information in the E-Mail

menu, shown below:

E-mail

[JTurn e-mail notification on

Send alerts and logs by e-mail
Qutgoing Mail Server

E-mail Address

Send E-Mail alerts immediately
If a DoS attack or Port Scan is detected.

If someone attempts to access a hlocked site.

Send logs according to this schedule
Send Syslog/E-mail every |60 | (1~60 minutes)

Send Syslog/E-mail every| 75 | (1~75 messages)

Figure 6-1: Email menu

e Turn e-mail notification on. Check this box if you wish to receive e-mail logs and alerts from

the router.
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Your outgoing mail server. Enter the name of your | SP's outgoing (SMTP) mail server (such
as mail.mylSP.com). You may be able to find this information in the configuration menu of
your e-mail program. If you leave this box blank, log and alert messages will not be sent via
e-mail.

Send to this e-mail address. Enter the e-mail address to which logs and alerts are sent. This
e-mail address will also be used as the From address. If you leave this box blank, log and alert
messages will not be sent via e-mail.

You can specify that logs are automatically sent to the specified e-mail address with these options:

Send alert immediately
Check this box if you would like immediate notification of attempted access to a blocked site.

Send logs according to this schedule
Specifies how often to send the logs: Hourly, Daily, Weekly, or When Full.

— Day for sending log
Specifies which day of the week to send the log. Relevant when the log is sent weekly or
daily.

— Timefor sending log
Specifies the time of day to send the log. Relevant when the log is sent daily or weekly.

If the Weekly, Daily or Hourly option is selected and the log fills up before the specified
period, thelog is automatically e-mailed to the specified e-mail address. After thelog is sent,
thelog is cleared from the router’s memory. If the router cannot e-mail the log file, the log
buffer may fill up. In this case, the router overwrites the log and discards its contents.
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Chapter 5
Maintenance

This chapter describes how to use the maintenance features of your Model FWA G114 Cable/DSL
Wireless ProSafe Firewall . These features can be found by clicking on the Maintenance heading
in the Main Menu of the browser interface.

Viewing Firewall Status Information

The Router Status menu provides a limited amount of status and usage information. From the
Main Menu of the browser interface, click on Maintenance, then select System Status to view the
System Status screen, shown below.

Router Status
Account Name MFRE14
Firmware Version Version 0.2 Release 01
Internet Port
MAC Address 00:09:5h:2h:f0:cd
IP Address 0.0.0.0
DHCP DHCP Client
IP Subnet Mask 0.0.0.0
LAN Port
MAC Address 00:09:5h:2h:fce
IP Address 192.168.01
DHCP o] 3]
IP Subnet Mask 285.255.255.0
Wireless Port
MAC Address (BSSID)} 00:09:50: 200 ce
Name (SSID) Wireless
Region LISA
Channel 10
Show Statistics [ Show WAN Status

Figure 5-1: Router Status screen
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This screen shows the following parameters:

Table 6. Menu 3.2 - Firewall Status Fields

Field

Description

Account Name

This field displays the Host Name assigned to the router.

Firmware Version

This field displays the router firmware version.

Internet Port
MAC Address

IP Address

IP Subnet Mask

These parameters apply to the Internet (WAN) port of the router.

This field displays the Media Access Control address being used by the
Internet (WAN) port of the router.

This field displays the IP address being used by the Internet (WAN) port
of the router. If no address is shown, the router cannot connect to the
Internet.

This field displays the IP Subnet Mask being used by the Internet (WAN)
port of the router.

IP Subnet Mask

DHCP

DHCP If set to None, the router is configured to use a fixed IP address on the
WAN.
If set to Client, the router is configured to obtain an IP address dynami-
cally from the ISP.

LAN Port These parameters apply to the Local (WAN) port of the router.

MAC Address This field displays the Media Access Control address being used by the
LAN port of the router.

IP Address This field displays the IP address being used by the Local (LAN) port of

the router. The default is 192.168.0.1

This field displays the IP Subnet Mask being used by the Local (LAN)
port of the router. The default is 255.255.255.0

Identifies if the router’s built-in DHCP server is active for the LAN
attached devices.

Wireless Port
MAC Address

Name (SSID)

Region

Channel

These parameters apply to the Wireless port of the router.

This field displays the Media Access Control address being used by the
Wireless port of the router.

This field displays the wireless network name (SSID) being used by the
wireless port of the router. The default is Wireless.

This field displays the geographic region where the router being used. It
may be illegal to use the wireless features of the router in some parts of
the world.

Identifies if the channel the wireless port is using. See “Wireless Chan-
nels” on page D-7 for the frequencies used on each channel.
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Click on the “ Show Statistics’ button to display the connection status, as shown below.

Connection Time 0:18:29
Connection Method Dynamic IP
IP Address 0.0.0.0
Network Mask 0.00.0
Default Gateway n.00.0

Renew

Figure 6-1: Connection Status screen

This screen shows the following statistics:.

Table 7. Connection Status Fields

Field Description

Connection Time The length of time the router has been connected to your Internet service provider’s
network.

Connection Method | The method used to obtain an IP address from your Internet service provider.

IP Address The WAN (Internet) IP Address assigned to the router.

Network Mask The WAN (Internet) Subnet Mask assigned to the router.

Default Gateway The WAN (Internet) default gateway the router communicates with.

L og action buttons are described in Table 8

Table 8. Connection Status action buttons

Field Description

Renew Click the Renew button to renew the DHCP lease.
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Click on the “Show WAN Status” button to display router usage statistics, as shown below.

System Up Time 0:13:22
Port Status TxPkts FxPkts |Collisions | T Bis RxBis Up Time
VWAN 10MIHalf 52 1 1] 118 1 01322
LAN 100MF Ul 955 728 1] 1921 720 01322
WLAN 110 955 728 1] 1921 720 1322
Poll Interval : 3 fsecs) et Interval I [ Stop ]

Figure 8-1: Router Statistics screen

This screen shows the following statistics:

Table 9. Router Statistics Fields
Field Description
Port The statistics for the WAN (Internet) and LAN (local) ports. For each port, the screen
displays:
Status The link status of the port.
TxPkts The number of packets transmitted on this port since reset or manual clear.
RxPkts The number of packets received on this port since reset or manual clear.
Collisions The number of collisions on this port since reset or manual clear.
Tx B/s The current transmission (outbound) bandwidth used on the WAN and LAN ports.
Rx B/s The current reception (inbound) bandwidth used on the WAN and LAN ports.
Up Time The amount of time since the router was last restarted.
Up Time The time elapsed since this port acquired the link.
Poll Interval Specifies the intervals at which the statistics are updated in this window. Click on Stop
to freeze the display.

WAN Status action buttons are described in Table 8

Table 10. Connection Status action buttons

Field Description

Set Interval Enter atime and click the button to set the polling frequency.
Stop Click the Stop button to freeze the polling information.
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Viewing a List of Attached Devices

The Attached Devices menu contains atable of al IP devices that the router has discovered on the
local network. From the Main Menu of the browser interface, under the Maintenance heading,
select Attached Devices to view the table, shown below.

Attached Devices

[ # [P Address | Device Name [ MAC Address |
[ 1 [192168.0.2] emachine | 00:48:54:8d:d7:03 |

Refresh I

Figure 10-1: Attached Devices menu

For each device, the table shows the | P address, NetBIOS Host Name (if available), and Ethernet
MAC address. Note that if the router is rebooted, the table datais lost until the router rediscovers
the devices. To force the router to look for attached devices, click the Refresh button.

Upgrading the Router Software

The routing software of the FWA G114 wireless firewall is stored in FLASH memory, and can be
upgraded as new software is released by NETGEAR. Upgrade files can be downloaded from
Netgear's website. If the upgrade file is compressed (.ZIP file), you must first extract the binary
(.BIN) file before sending it to the router. The upgrade file can be sent to the router using your
browser.

Note: The Web browser used to upload new firmware into the FNAG114 wireless firewall must
support HTTP uploads. NETGEAR recommends using Microsoft Internet Explorer or Netscape
Navigator 3.0 or above.
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From the Main Menu of the browser interface, under the Maintenance heading, select the Router
Upgrade heading to display the menu shown below.

Router Upgrade

Locate and select the upgrade file from your hard disk:

| Browse...

Upload Cancel |

Figure 10-2: Router Upgrade menu

To upload new firmware:
1. Download and unzip the new software file from NETGEAR.

2. Inthe Router Upgrade menu, click the Browse button and browse to the location of the binary
(.BIN) upgradefile

3. Click Upload.

Note: When uploading software to the FWA G114 wireless firewall, it isimportant not to
interrupt the Web browser by closing the window, clicking alink, or loading anew page. If the
browser is interrupted, it may corrupt the software. When the upload is complete, your router
will automatically restart. The upgrade process will typically take about one minute.

In some cases, you may need to reconfigure the router after upgrading.

Configuration File Management

The configuration settings of the FWA G114 wireless firewall are stored within the router in a
configuration file. Thisfile can be saved (backed up) to auser’s PC, retrieved (restored) from the
user’s PC, or cleared to factory default settings.
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From the Main Menu of the browser interface, under the Maintenance heading, select the Settings
Backup heading to bring up the menu shown bel ow.

Settings Backup

Save a copy of current settings

Back Up I

Restore saved settings from file

I Browse... I
Restare

Revert to factory default settings

Erase

Figure 10-3: Settings Backup menu
Three options are available, and are described in the following sections.

Restoring and Backing Up the Configuration

The Restore and Backup options in the Settings Backup menu alow you to save and retrieve afile
containing your router’s configuration settings.

To save your settings, select the Backup tab. Click the Backup button. Your browser will extract
the configuration file from the router and will prompt you for alocation on your PC to store the
file. You can give the file ameaningful name at this time, such as pacbell.cfg.

To restore your settings from a saved configuration file, enter the full path to the file on your PC or
click the Browse button to browse to the file. When you have located it, click the Restore button to
send the file to the router. The router will then reboot automatically.
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Erasing the Configuration

It is sometimes desirable to restore the router to a known blank condition. This can be done by
using the Erase function, which will restore all factory settings. After an erase, the router's
password will be password, the LAN IP address will be 192.168.0.1, and the router's DHCP client
will be enabled.

To erase the configuration, click the Erase button.

To restore the factory default configuration settings without knowing the login password or 1P
address, you must use the Default Reset button on the rear panel of the router. See “Restoring the
Default Configuration and Password” on page 7-7.

Changing the Administrator Password

The default password for the router’s Web Configuration Manager is passwor d. Netgear
recommends that you change this password to a more secure password.

From the Main Menu of the browser interface, under the Maintenance heading, select Set
Password to bring up the menu shown below.

Change Password

Old password
New password
Repeat new password

Apply Cancel

Figure 10-4: Set Password menu

To change the password, first enter the old password, and then enter the new password twice. Click
Apply.
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Chapter 6
Advanced Configuration

This chapter describes how to configure the advanced features of your Model FWA G114 Cable/
DSL Wireless ProSafe Firewall . These features can be found under the Advanced heading in the

Main Menu of the browser interface.

Configuring for Port Forwarding to Local Servers

Although the router causes your entire local network to appear as a single machine to the Internet,
you can make alocal server (for example, aweb server or game server) visible and available to the
Internet. Thisis done using the Port Forwarding menu. From the Main Menu of the browser
interface, under Advanced, click on Port Forwarding to view the port forwarding menu, shown

bel ow.

Ports

Service & Game Server IP Address

[rree = [ [ [

i?\ Service Name
-
ol

1 Fe
2| H

_Stan PmﬂEnd Pon_! Server IP Ad(iress‘

21

21

192.168.0.100

TTP

80

80

192.168.0101

Add Custom Service

I Edit Service | Delete Sen|

Figure 6-1: Port Forwarding Menu
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s | Note: If you areunfamiliar with networking and routing, refer to Appendix B, “Network, Routing, Firewall,
and Basics,” to become more familiar with the terms and procedures used in this manual.

Use the Port Forwarding menu to configure the router to forward incoming protocol s to computers
on your local network. In addition to servers for specific applications, you can also specify a
Default DMZ Server to which all other incoming protocols are forwarded. The DMZ Server is
configured in the Security Menu.

Before starting, you'll need to determine which type of service, application or game you'll provide
and the |P address of the computer that will provide each service. Be sure the computer’s |P
address never changes. To configure port forwarding to alocal server:

1. From the Service & Game box, select the service or game that you will host on your network.
If the service does not appear in the list, refer to the following section, “ Adding a Custom
Service'.

2. Enter the IP address of the local server in the corresponding Server |P Address box.
3. Click the Add button.

Adding a Custom Service

To define a service, game or application that does not appear in the Services & Gameslist, you
must determine what port numbers are used by the service. For this information, you may need to
contact the manufacturer of the program that you wish to use. When you have the port number
information, follow these steps:

1. Click the Add Custom Service button.
2. Enter thefirst port number in an unused Start Port box.

3. Toforward only one port, enter it again in the End Port box. To specify arange of ports, enter
the last port to be forwarded in the End Port box.

4. Enter the IP address of thelocal server in the corresponding Server |P Address box.
5. Typeanamefor the service.

6. Click Apply at the bottom of the menu.
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Editing or Deleting a Port Forwarding Entry

To edit or delete a Port Forwarding entry, follow these steps.
1. Inthetable, salect the button next to the service name.
2. Click Edit or Delete.

Local Web and FTP Server Example

If alocal PC with aprivate |P address of 192.168.0.33 acts asaWeb and FTP server, configure the
Ports menu to forward HTTP (port 80) and FTP (port 21) to local address 192.168.0.33

In order for aremote user to access this server from the Internet, the remote user must know the | P
address that has been assigned by your ISP, If thisaddressis 172.16.1.23, for example, an Internet
user can access your Web server by directing the browser to http://172.16.1.23. The assigned |IP

address can be found in the Maintenance Status Menu, where it is shown as the WAN |P Address.

Some considerations for this application are:

» If your account’s | P addressis assigned dynamically by your ISP, the IP address may change
periodically as the DHCP lease expires.

» |If the P address of thelocal PC isassigned by DHCP, it may change when the PC is rebooted.
To avoid this, you can manually configure the PC to use afixed address.

» Loca PCsmust accessthelocal server using the PCs’ local LAN address (192.168.0.33 in this
example). Attempts by local PCsto access the server using the external |P address
(172.16.1.23 in this example) will fail.

Multiple Computers for Half Life, KALI or Quake Il Example

To set up an additional computer to play Half Life, KALI or Quake llI:
1. Click the button of an unused port in the table.
2. Select the game again from the Services/Games list.

3. Change the beginning port number in the Start Port box.
For these games, use the supplied number in the default listing and add +1 for each additional
computer. For example, if you've already configured one computer to play Hexen Il (using
port 26900), the second computer's port number would be 26901, and the third computer
would be 26902.
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4. Typethe same port humber in the End Port box that you typed in the Start Port box.
5. Typethe P address of the additional computer in the Server |P Address box.
6. Click Apply.

Some online games and videoconferencing applications are incompatible with NAT. The
FWAG114 wireless firewall is programmed to recognize some of these applications and to work
properly with them, but there are other applications that may not function well. In some cases, one
local PC can run the application properly if that PC’'s I|P address is entered as the default in the
PORTS Menu. If onelocal PC acts asa game or videoconferencing host, enter its | P address as the
default.

Configuring the WAN Setup Options

The WAN Setup options let you configure aDMZ server, change the MTU size and enable the
firewall to respond to a Ping on the WAN port. These options are discussed bel ow.

Setting Up a Default DMZ Server

The default DM Z server feature is helpful when using some online games and videoconferencing

applicationsthat areincompatible with NAT. The router is programmed to recognize some of these
applications and to work properly with them, but there are other applications that may not function
well. In some cases, onelocal PC can run the application properly if that PC's |P addressis entered
asthe default DMZ server.

_ | Note: DMZ servers pose asecurity risk. A computer designated as the default DMZ server loses much of the
protection of the firewall, and is exposed to exploits from the Internet. If compromised, the DMZ server can
— | beusedto attack your network.

Incoming traffic from the Internet is normally discarded by the router unlessthetrafficisa
response to one of your local computers or a service that you have configured in the Ports menu.
Instead of discarding thistraffic, you can haveit forwarded to one computer on your network. This
compulter is called the Default DMZ Server.
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The WAN Setup menu, shown below lets you configure a Default DMZ Server.

WAN Setup

Default DMZ Server 192 | |168 |0 |0

O Respond To Ping On Internet Port

MTU Size {in bytes) 1500

Figure 6-2: WAN Setup menu.

To assign a computer or server to be a Default DMZ server, follow these steps:

1. Click WAN Setup link on the Advanced section of the main menu.

2. Typethe|P address for that server. To remove the default DMZ server, replace the IP address
numbers with all zeros.

3. Click Apply.

Respond to Ping on Internet WAN Port

If you want the router to respond to a 'ping' from the Internet, click the * Respond to Ping on
Internet WAN Port’ check box. This should only be used as a diagnostic tool, since it allows your
router to be discovered. Don't check this box unless you have a specific reason to do so.

Setting the MTU Size

The default MTU sizeisusually fine. The normal MTU (Maximum Transmit Unit) value for most
Ethernet networksis 1500 Bytes. For some | SPs, particularly some using PPPOE, you may need to
reduce the MTU. This should not be done unless you are sure it is necessary by your | SP.

Any packets sent through the router that are larger than the configured MTU size will be
repackaged into smaller packets to meet the MTU requirement. To changethe MTU size:

1. Under MTU Size, enter a new size between 64 and 1500.

2. Click Apply to save the new configuration.
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Using the LAN IP Setup Options

The second feature category under the Advanced heading is LAN IP Setup. This menu allows
configuration of LAN |P services such as DHCP and RIP. From the Main Menu of the browser
interface, under Advanced, click on LAN IP Setup to view the LAN IP Setup menu, shown below.

LAN IP Setup

LAN TCPAP Setup

IP Address 192 |[168 [[o [
IP Subnet Mask (255 | [255 | 255 | [0
RIP Direction | Both v |
RIP Yersion RIP-1 &

[“]use Router As DHCP Server
Starting IP Address 192 |[168 [[o |2
Ending IP Address Moz |[1es [0 [[s0 |

Address Reservation
Z| IP Address Device Name MAC Address

Figure 6-3: LAN IP Setup Menu

Configuring LAN TCP/IP Setup Parameters

The router is shipped preconfigured to use private IP addresses on the LAN side, and to act.asa
DHCP server. The router’s default LAN IP configurationis:

* LAN IPaddresses—192.168.0.1

*  Subnet mask—255.255.255.0

These addresses are part of the IETF-designated private address range for use in private networks,
and should be suitable in most applications. If your network has aregquirement to use adifferent IP
addressing scheme, you can make those changes in this menu.
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The LAN IP parameters are:

IP Address
Thisisthe LAN |P address of the router.

IP Subnet Mask

Thisisthe LAN Subnet Mask of the router. Combined with the | P address, the | P Subnet Mask
alows a device to know which other addresses are local to it, and which must be reached
through a gateway or router.

RIP Direction

RIP (Router Information Protocol) allows a router to exchange routing information with other
routers. The RIP Direction selection controls how the router sends and receives RIP packets.
Both is the default.

— When set to Both or Out Only, the router will broadcast its routing table periodically.
— When set to Both or In Only, it will incorporate the RIP information that it receives.

— When set to None, it will not send any RIP packets and will ignore any RIP packets
received.

RIP Version
This controls the format and the broadcasting method of the RIP packets that the router sends.
(It recognizes both formats when receiving.) By default, thisis set for RIP-1.

— RIP-1isuniversally supported. RIP-1 is probably adequate for most networks, unless you
have an unusual network setup.

— RIP-2 carries more information. RIP-2B uses subnet broadcasting.

Note: If you changethe LAN IP address of the router while connected through the browser, you will be

disconnected. You must then open a new connection to the new IP address and log in again.

Using the Router as a DHCP server

By default, the router will function asa DHCP (Dynamic Host Configuration Protocol) server,
allowing it to assign IP, DNS server, and default gateway addresses to all computers connected to
the router's LAN. The assigned default gateway addressis the LAN address of the router. IP
addresses will be assigned to the attached PCs from a pool of addresses specified in this menu.
Each pool addressistested before it is assigned to avoid duplicate addresses on the LAN.
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For most applications, the default DHCP and TCP/IP settings of the router are satisfactory. See 1P
Configuration by DHCP” on page B-10 for an explanation of DHCP and information about how to
assign | P addresses for your network.

If another device on your network will be the DHCP server, or if you will manually configure the
network settings of all of your computers, clear the ‘Use router as DHCP server’ check box.
Otherwise, leave it checked.

Specify the pool of 1P addresses to be assigned by setting the Starting |P Address and Ending IP
Address. These addresses should be part of the same | P address subnet as the router’'s LAN IP
address. Using the default addressing scheme, you should define arange between 192.168.0.2 and
192.168.0.253, although you may wish to save part of the range for devices with fixed addresses.

The router will deliver the following parametersto any LAN device that requests DHCP:
* An|P Address from the range you have defined

*  Subnet Mask

» Gateway IP Address (the router’s LAN IP address)

*  Primary DNS Server (if you entered a Primary DNS address in the Basic Settings menu;
otherwise, the router's LAN |P address)

»  Secondary DNS Server (if you entered a Secondary DNS address in the Basic Settings menu

Using Address Reservation

When you specify areserved |P address for a PC on the LAN, that PC will always receive the
same | P address each time it access the router's DHCP server. Reserved | P addresses should be
assigned to servers that require permanent | P settings.

To reserve an | P address:

1. Click the Add button.

2. InthelP Address box, type the |P address to assign to the PC or server.
(choose an IP address from the router’s LAN subnet, such as 192.168.0.X)

3. Typethe MAC Address of the PC or server.
(Tip: If the PC is already present on your network, you can copy its MAC address from the
Attached Devices menu and paste it here.)

4. Click Apply to enter the reserved address into the table.
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Note: The reserved address will not be assigned until the next time the PC contacts the router's
DHCP server. Reboot the PC or accessits | P configuration and force a DHCP release and renew.

To edit or delete areserved address entry:
1. Click the button next to the reserved address you want to edit or delete.
2. Click Edit or Delete.

Using a Dynamic DNS Service

If your network has a permanently assigned | P address, you can register adomain name and have
that name linked with your IP address by public Domain Name Servers (DNS). However, if your
Internet account uses a dynamically assigned | P address, you will not know in advance what your
IP address will be, and the address can change frequently. In this case, you can use a commercial
dynamic DNS service, who will alow you to register your domain to their | P address, and will
forward traffic directed at your domain to your frequently-changing I P address.

== | Note: If your ISP assigns a private WAN | P address (such as 192.168.x.x or 10.x.x.X), the dynamic DNS
service will not work because private addresses will not be routed on the Internet.

The router contains aclient that can connect to many popular dynamic DNS services. You can
select one of these services and obtain an account with them. Then, whenever your |SP-assigned
I P address changes, your router will automatically contact your dynamic DNS service provider,
log in to your account, and register your new |P address.

From the Main Menu of the browser interface, under Advanced, click on Dynamic DNS. To
configure Dynamic DNS:

1. Register for an account with one of the dynamic DNS service providers whose names appear
in the ‘ Select Service Provider’ box. For example, for dyndns.org, go to www.dyndns.org.

Select the Use adynamic DNS service check box.
Select the name of your dynamic DNS Service Provider.
Type the Host Name (or domain name) that your dynamic DNS service provider gave you.

Type the User Name for your dynamic DNS account.

o o &~ W N

Type the Password (or key) for your dynamic DNS account.
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7. If your dynamic DNS provider allows the use of wildcardsin resolving your URL, you may
select the Use wildcards check box to activate this feature.
For example, the wildcard feature will cause *.yourhost.dyndns.org to be aliased to the same
| P address as yourhost.dyndns.org

8. Click Apply to save your configuration.

Configuring Static Routes

Static Routes provide additional routing information to your router. Under normal circumstances,
the router has adequate routing information after it has been configured for Internet access, and
you do not need to configure additional static routes. You must configure static routes only for
unusual cases such as multiple routers or multiple 1P subnets located on your network.

From the Main Menu of the browser interface, under Advanced, click on Static Routes to view the
Static Route menu, shown below.

IP Static Routes

f{\ Name Deslinalign N Galgway
1| isdn_rtr 134.177.00 192.168.0.100

[Esit]

Figure 6-4. Static Route Summary Table

To add or edit a Static Route:
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1

Click the Add button to open the Add/Edit Menu, shown below.

Route Name W
W Private
Destination IP Address W
IP Subnet Mask IW
Gateway P Address Im
Metric ll]_

Apply Cancel

Figure 6-5. Static Route Entry and Edit Menu

9.

Type aroute name for this static route in the Route Name box under the table.
(Thisisfor identification purpose only.)

Select Privateif you want to limit accessto the LAN only. The static route will not be reported
inRIP.

Select Active to make this route effective.
Type the Destination |P Address of the final destination.

Type the |P Subnet Mask for this destination.
If the destination is a single host, type 255.255.255.255.

Type the Gateway |P Address, which must be arouter on the same LAN segment as the router.

Type a number between 1 and 15 as the Metric value.
This represents the number of routers between your network and the destination. Usually, a
setting of 2 or 3 works, but if thisis adirect connection, set it to 1.

Click Apply to have the static route entered into the table.

As an example of when a static route is needed, consider the following case:

* Your primary Internet accessis through a cable modem to an ISP,

* You have an ISDN router on your home network for connecting to the company where
you are employed. Thisrouter’s address on your LAN is 192.168.0.100.

* Your company’s network is 134.177.0.0.
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When you first configured your router, two implicit static routes were created. A default route was
created with your |SP as the gateway, and a second static route was created to your local network
for all 192.168.0.x addresses. With this configuration, if you attempt to access a device on the
134.177.0.0 network, your router will forward your request to the ISP. The I SP forwards your
reguest to the company where you are employed, and the request will likely be denied by the
company’sfirewall.

In this case you must define a static route, telling your router that 134.177.0.0 should be accessed
through the ISDN router at 192.168.0.100. The static route would look like Figure 6-5.

In this example:

* TheDedgtination IP Address and IP Subnet Mask fields specify that this static route applies to
all 134.177.x.x addresses.

e The Gateway |P Address fields specifiesthat all traffic for these addresses should be
forwarded to the ISDN router at 192.168.0.100.

A Metric value of 1 will work sincethe ISDN router is on the LAN.

» Privateisselected only as a precautionary security measure in case RIP is activated.

Enabling Remote Management Access

Using the Remote Management page, you can allow a user or users on the Internet to configure,
upgrade and check the status of your FWA G114 wireless firewall.

_ | Note: Be sure to change the router's default configuration password to a very secure password. The ideal
password should contain no dictionary words from any language, and should be a mixture of letters (both
— | upper and lower case), numbers, and symbals. Your password can be up to 30 characters.

To configure your router for Remote M anagement:
1. Select the Turn Remote Management On check box.

2. Specify what external addresses will be allowed to access the router’s remote management.

Note: For enhanced security, restrict accessto as few external 1P addresses as practical.
a To alow access from any IP address on the Internet, select Everyone.

b. To allow access from arange of |P addresses on the Internet, select | P address range.
Enter a beginning and ending | P address to define the allowed range.
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c. Toalow accessfrom asingle IP address on the Internet, select Only this PC.
Enter the IP address that will be allowed access.

3. Specify the Port Number that will be used for accessing the management interface.

Web browser access normally uses the standard HT TP service port 80. For greater security,
you can change the remote management web interface to a custom port by entering that
number in the box provided. Choose a number between 1024 and 65535, but do not use the
number of any common service port. The default is 8080, which is a common alternate for
HTTPR.

4. Click Apply to have your changes take effect.

Note: When accessing your router from the Internet, you will type your router's WAN |P address
into your browser's Address (in |E) or Location (in Netscape) box, followed by acolon () and the
custom port number. For example, if your external addressis 134.177.0.123 and you use port
number 8080, you must enter in your browser:

http://134.177.0.123: 8080
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Using Universal Plug and Play (UPnP)

Universal Plug and Play (UPNnP) helps devices, such as Internet appliances and computers,
access the network and connect to other devices as needed. UPnP devices can
automatically discover the services from other registered UPnP devices on the network.

UPnP

Turn UPHP On

Advertisement Period {in minutes) 30
Advertisement Time To Live (in hops) 0

UPnP Portmap Table

Active | Protocol Int. Port Ext. Port IP Address
Yes TCP 9198 11913 192.168.0.2
Yes UDP 5339 7102 192.168.0.2

[Apply H Cancel ][ Refresh ]

Figure 6-6. UPNnP Menu

From the Main Menu of the browser interface, under Advanced, click on UPnP. Set up UPnP
according to the guidelines below.

Turn UPNnP On: UPnP can be enabled or disabled for automatic device configuration. The default
setting for UPnP is enabled. If disabled, the router will not allow any device to automatically
control the resources, such as port forwarding (mapping), of the router.

Advertisement Period: The Advertisement Period is how often the router will broadcast its UPnP
information. This value can range from 1 to 1440 minutes. The default period is 30 minutes.
Shorter durations will ensure that control points have current device status at the expense of
additional network traffic. Longer durations may compromise the freshness of the device status but
can significantly reduce network traffic.
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Advertisement Time To Live: Thetimeto live for the advertisement is measured in hops (steps)
for each UPnP packet sent. The time to live hop count is the number of steps a broadcast packet is
allowed to propagate for each UPnP advertisement before it disappears. The number of hops can
range from 1 to 255. The default value for the advertisement time to liveis 4 hops, which should
be fine for most home networks. If you notice that some devices are not being updated or reached
correctly, then it may be necessary to increase this value alittle.

UPNnP Portmap Table: The UPnP Portmap Table displaysthe | P address of each UPnP device that
is currently accessing the router and which ports (Internal and External) that device has opened.
The UPnP Portmap Table also displayswhat type of port is opened and if that port is till active for
each |P address.
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Chapter 7
Troubleshooting

This chapter givesinformation about troubleshooting your Model FWA G114 Cable/DSL Wireless
ProSafe Firewall . After each problem description, instructions are provided to help you diagnose
and solve the problem.

Basic Functioning

After you turn on power to the router, the following sequence of events should occur:
1. When power isfirst applied, verify that the Power LED @ ison.
2. After approximately 10 seconds, verify that:

a  TheTest LED isnot lit.

b. TheLAN port LEDs arelit for any local ports that are connected.

c. TheWAN port LED islit.

If aport’s LED islit, alink has been established to the connected device. If aLAN port is
connected to a 100 Mbps device, verify that the port’s LED is green. If the port is 10 Mbps, the
LED will be amber.

If any of these conditions does not occur, refer to the appropriate following section.

Power LED Not On

If the Power and other LEDs are off when your router is turned on:

e Make sure that the power cord is properly connected to your router and that the power supply
adapter is properly connected to a functioning power outlet.

*  Check that you are using the 7.5V DC power adapter supplied by NETGEAR for this product.
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If the error persists, you have a hardware problem and should contact technical support.

LEDs Never Turn Off

When the router is turned on, the LEDs turns on for about 10 seconds and then turn off. If all the
LEDs stay on, there is afault within the router.

If all LEDs are still on one minute after power up:

* Cyclethe power to seeif the router recovers.

» Clear therouter’s configuration to factory defaults. Thiswill set the router’s |P address to
192.168.0.1. This procedure is explained in “ Restoring the Default Configuration and
Password” on page 7-7.

If the error persists, you might have a hardware problem and should contact technical support.

LAN or WAN Port LEDs Not On

If either the LAN LEDs or WAN LED do not light when the Ethernet connection is made, check
the following:

 Make sure that the Ethernet cable connections are secure at the router and at the hub or
workstation.

» Make surethat power isturned on to the connected hub or workstation.
» Besureyou are using the correct cable:

— When connecting the router’s WAN port to acable or DSL modem, use the cable that was
supplied with the cable or DSL modem. This cable could be a standard straight-through
Ethernet cable or an Ethernet crossover cable.
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Troubleshooting the Web Configuration Interface

If you are unable to access the router’s Web Configuration interface from a PC on your local
network, check the following:

Check the Ethernet connection between the PC and the router as described in the previous
section.

Make sure your PC's | P address is on the same subnet as the router. If you are using the
recommended addressing scheme, your PC’s address should be in the range of 192.168.0.2 to
192.168.0.254. Refer to “Verifying TCP/IP Properties’ on page 4-5 or “Verifying TCP/IP
Properties (Macintosh)” on page 4-8 to find your PC's |P address. Follow the instructionsin
Chapter 4 to configure your PC.

Note: If your PC's |P address is shown as 169.254.x.x: Recent versions of Windows and
MacOS will generate and assign an | P address if the computer cannot reach a DHCP server.
These auto-generated addresses are in the range of 169.254.x.x. If your |P addressisin this
range, check the connection from the PC to the router and reboot your PC.

If your router’s | P address has been changed and you don’t know the current | P address, clear
the router’s configuration to factory defaults. Thiswill set the router’s | P address to
192.168.0.1. This procedure is explained in “ Restoring the Default Configuration and
Password” on page 7-7.

Make sure your browser has Java, JavaScript, or ActiveX enabled. If you are using I nternet
Explorer, click Refresh to be sure the Java applet is loaded.

Try quitting the browser and launching it again.

Make sure you are using the correct login information. The factory default login name is
admin and the password is passwor d. Make sure that CAPS LOCK is off when entering this
information.

If the router does not save changes you have made in the Web Configuration Interface, check the
following:

When entering configuration settings, be sure to click the APPLY button before moving to
another menu or tab, or your changes are lost.

Click the Refresh or Reload button in the Web browser. The changes may have occurred, but
the Web browser may be caching the old configuration.
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Troubleshooting the ISP Connection

If your router is unable to access the Internet, you should first determine whether the router isable
to obtain aWAN | P address from the | SP. Unless you have been assigned a static | P address, your
router must request an IP address from the I SP. You can determine whether the request was
successful using the Web Configuration Manager.

To check the WAN |P address:

1. Launch your browser and select an external site such as www.netgear.com
2. Accessthe Main Menu of the router’s configuration at http://192.168.0.1
3. Under the Maintenance heading, select Router Status
4

Check that an 1P address is shown for the WAN Port
If 0.0.0.0 is shown, your router has not obtained an I P address from your |SP.

If your router is unable to obtain an | P address from the I SP, you may need to force your cable or
DSL modem to recognize your new router by performing the following procedure:

1. Turn off power to the cable or DSL modem.

2. Turn off power to your router.

3. Wait five minutes and reapply power to the cable or DSL modem.
4

When the modem’s LEDs indicate that it has reacquired sync with the | SP, reapply power to
your router.

If your router is still unable to obtain an IP address from the ISP, the problem may be one of the
following:

* Your ISP may require alogin program.
Ask your ISP whether they require PPP over Ethernet (PPPoE) or some other type of login.

» If your ISP requires alogin, you may have incorrectly set the login name and password.

* Your ISP may check for your PC's host name.
Assign the PC Host Name of your | SP account as the Account Name in the Basic Settings
menu.

* Your ISP only allows one Ethernet MAC address to connect to Internet, and may check for
your PC's MAC address. In this case:

Inform your ISP that you have bought a new network device, and ask them to use the router’s
MAC address.
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OR

Configure your router to spoof your PC's MAC address. This can be donein the Basic Settings
menu. Refer to “Manually Configuring Your Internet Connection” on page 2-12.

If your router can obtain an | P address, but your PC is unable to load any web pages from the
Internet:

Your PC may not recognize any DNS server addresses.

A DNS server isahost on the Internet that trandates Internet names (such as www addresses)
to numeric |P addresses. Typically your ISP will provide the addresses of one or two DNS
servers for your use. If you entered a DNS address during the router’s configuration, reboot
your PC and verify the DNS address as described in “Verifying TCP/IP Properties’ on page
4-5. Alternatively, you may configure your PC manually with DNS addresses, as explained in
your operating system documentation.

Your PC may not have the router configured as its TCP/IP gateway.

If your PC obtains its information from the router by DHCP, reboot the PC and verify the
gateway address as described in “Verifying TCP/IP Properties’ on page 4-5.

Troubleshooting a TCP/IP Network Using a Ping Utility

Most TCP/IP terminal devices and routers contain a ping utility that sends an echo request packet
to the designated device. The device then responds with an echo reply. Troubleshooting a TCP/IP
network is made very easy by using the ping utility in your PC or workstation.

Testing the LAN Path to Your Router

You can ping the router from your PC to verify that the LAN path to your router is set up correctly.

To ping the router from a PC running Windows 95 or later:

1
2.

From the Windows toolbar, click on the Start button and select Run.

In the field provided, type Ping followed by the | P address of the router, asin this example:
pi ng 192.168.0.1

Click on OK.

You should see a message like this one:

Pinging <IP address> with 32 bytes of data
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If the path is working, you see this message:

Reply from< | P address >: bytes=32 tinme=NN ns TTL=xXxX

If the path is not working, you see this message:

Request tinmed out

If the path is not functioning correctly, you could have one of the following problems:
*  Wrong physical connections

— Makesurethe LAN port LED ison. If the LED is off, follow the instructionsin “LAN
or WAN Port LEDs Not On” on page 7-2.

— Check that the corresponding Link LEDs are on for your network interface card and
for the hub ports (if any) that are connected to your workstation and router.

*  Wrong network configuration

— Verify that the Ethernet card driver software and TCP/IP software are both installed
and configured on your PC or workstation.

— Verify that the IP address for your router and your workstation are correct and that the
addresses are on the same subnet.

Testing the Path from Your PC to a Remote Device

After verifying that the LAN path works correctly, test the path from your PC to aremote device.
From the Windows run menu, type:

PING -n 10 <IP address>
where <IP address> isthe |P address of aremote device such asyour ISP’s DNS server.
If the path is functioning correctly, replies asin the previous section are displayed. If you do not
receive replies:

— Check that your PC hasthe | P address of your router listed as the default gateway. If the IP
configuration of your PC is assigned by DHCP, thisinformation will not bevisiblein your
PC’'s Network Control Panel. Verify that the IP address of the router islisted as the default
gateway as described in “Verifying TCP/IP Properties’ on page 4-5.

— Check to see that the network address of your PC (the portion of the | P address specified
by the netmask) is different from the network address of the remote device.

— Check that your cable or DSL modem is connected and functioning.
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— If your ISP assigned a host name to your PC, enter that host name as the Account Namein
the Basic Settings menu.

— Your ISP could be rejecting the Ethernet MAC addresses of all but one of your PCs. Many
broadband 1SPs restrict access by only allowing traffic from the MAC address of your
broadband modem, but some | SPs additionally restrict access to the MAC address of a
single PC connected to that modem. If thisis the case, you must configure your router to
“clone” or “spoof” the MAC address from the authorized PC. Refer to “Manually
Configuring Your Internet Connection” on page 2-12.

Restoring the Default Configuration and Password

This section explains how to restore the factory default configuration settings, changing the
router’s administration password to passwor d and the |P addressto 192.168.0.1. You can erase the
current configuration and restore factory defaults in two ways:

» Usethe Erase function of the router (see “Erasing the Configuration” on page 5-8).

» Usethe Default Reset button on the rear panel of the router. Use this method for cases when
the administration password or 1P address is not known.

To restore the factory default configuration settings without knowing the administration password
or IP address, you must use the Default Reset button on the rear panel of the router.

1. Pressand hold the Default Reset button until the Test LED turns on (about 10 seconds).
2. Releasethe Default Reset button and wait for the router to reboot.

Problems with Date and Time

The E-Mail menu in the Content Filtering section displays the current date and time of day. The
FWA G114 wireless firewall uses the Network Time Protocol (NTP) to obtain the current time
from one of several Network Time Servers on the Internet. Each entry in the log is stamped with
the date and time of day. Problems with the date and time function can include:

» DateshownisJanuary 1, 2000. Cause: The router has not yet successfully reached a Network
Time Server. Check that your Internet access settings are configured correctly. If you have just
completed configuring the router, wait at least five minutes and check the date and time again.

» Timeisoff by one hour. Cause: The router does not automatically sense Daylight Savings
Time. In the E-Mail menu, check or uncheck the box marked “ Adjust for Daylight Savings
Time".
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Appendix A
Technical Specifications

This appendix provides technical specifications for the Model FWA G114 Cable/DSL Wireless
ProSafe Firewall .

Network Protocol and Standards Compatibility

Data and Routing Protocols: TCP/IP, RIP-1, RIP-2, DHCP
PPP over Ethernet (PPPOE)

Power Adapter

North America: 120V, 60 Hz, input

United Kingdom, Australia 240V, 50 Hz, input

Europe: 230V, 50 Hz, input

Japan: 100V, 50/60 Hz, input

All regions (output): 7.5V DC @ 1A output, 20W maximum
Physical Specifications

Dimensions: 28x 175x 118 mm (1.1x 6.89x 4.65in.)
Weight: 0.3kg (0.66 Ib)
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Environmental Specifications

Operating temperature:
Operating humidity:
Electromagnetic Emissions

Meets requirements of ;

Interface Specifications
LAN:

WAN:

Wireless

Radio Data Rates

Frequency
Data Encoding:
Operating Range:

Maximum Computers Per
Wireless Network:

Operating Frequency Ranges:

Encryption:

0°to40° C (32°t0 104°F)
90% maximum relative humidity, noncondensing

FCC Part 15 Class B
VCCI Class B
EN 55 022 (CISPR 22), Class B

10BASE-T or 100BASE-Tx, RJ-45
10BASE-T, R}45

1,2,55,6,9, 12, 18, 24, 36, 48, and 54 Mbps
Auto Rate Sensing

2.4-2.5Ghz
Direct Sequence Spread Spectrum (DSSS)
QOutdoor environment Indoor environment

@ 11 Mbps 398 ft (120 m) 198 ft (60 m)
@ 5.5 Mbps 561 ft (170 m) 264 ft (80 m)
@ 2 Mbps 890 ft (270 m) 430 ft (130 m)
@ 1 Mbps 1485ft (450 m) 660 ft (200 m)

Limited by the amount of wireless network traffic generated
by each node. Typically 30-70 nodes.

2.412~2.462 GHz (US) 2.457~2.462 GHz (Spain)
2.412~2.484 GHz (Japan) 2.457~2.472 GHz (France)
2.412~2.472 GHz (Europe ETSI)

40-bits (also called 64-bits), 128-bits WEP data encryption
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Appendix B
Network, Routing, Firewall, and Basics

This chapter provides an overview of |P networks, routing, and networking.

Related Publications

Asyou read this document, you may be directed to various RFC documents for further
information. An RFC is a Regquest For Comment (RFC) published by the Internet Engineering
Task Force (IETF), an open organization that defines the architecture and operation of the Internet.
The RFC documents outline and define the standard protocols and procedures for the Internet. The
documents are listed on the World Wide Web at www.ietf.org and are mirrored and indexed at
many other sites worldwide.

Basic Router Concepts

Large amounts of bandwidth can be provided easily and relatively inexpensively in alocal area

network (LAN). However, providing high bandwidth between alocal network and the Internet can
be very expensive. Because of this expense, Internet accessis usualy provided by a slower-speed
wide-area network (WAN) link such asacable or DSL modem. In order to make the best use of the
slower WAN link, amechanism must bein place for selecting and transmitting only the data traffic
meant for the Internet. The function of selecting and forwarding this datais performed by arouter.
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What is a Router?

A router is adevice that forwards traffic between networks based on network layer information in
the data and on routing tables maintained by the router. In these routing tables, arouter builds up a
logical picture of the overall network by gathering and exchanging information with other routers
in the network. Using this information, the router chooses the best path for forwarding network
traffic.

Routers vary in performance and scale, number of routing protocols supported, and types of
physical WAN connection they support. The Model FWA G114 Cable/DSL Wireless ProSafe
Firewall isasmall office router that routes the IP protocol over a single-user broadband
connection.

Routing Information Protocol

One of the protocols used by arouter to build and maintain a picture of the network isthe Routing
Information Protocol (RIP). Using RIP, routers periodically update one another and check for
changes to add to the routing table.

The FWA G114 wireless firewall supports both the older RIP-1 and the newer RIP-2 protocols.
Among other improvements, RIP-2 supports subnet and multicast protocols. RIP is not required
for most home applications.

IP Addresses and the Internet

Because TCP/IP networks are interconnected across the world, every machine on the Internet must
have aunique address to make sure that transmitted data reaches the correct destination. Blocks of
addresses are assigned to organizations by the Internet Assigned Numbers Authority (IANA).
Individual users and small organizations may obtain their addresses either from the IANA or from
an Internet service provider (ISP). You can contact IANA at www.iana.org.

The Internet Protocol (IP) uses a 32-bit address structure. The address is usually written in dot
notation (also called dotted-decimal notation), in which each group of eight bitsiswrittenin
decimal form, separated by decimal points.

For example, the following binary address:
11000011 00100010 00001100 00000111

is normally written as:
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195.34.12. 7
The latter version is easier to remember and easier to enter into your computer.

In addition, the 32 bits of the address are subdivided into two parts. The first part of the address
identifies the network, and the second part identifies the host node or station on the network. The
dividing point may vary depending on the address range and the application.

There are five standard classes of | P addresses. These address classes have different ways of
determining the network and host sections of the address, allowing for different numbers of hosts
on a network. Each address type begins with a unique bit pattern, which is used by the TCP/IP
software to identify the address class. After the address class has been determined, the software
can correctly identify the host section of the address. The follow figure shows the three main
address classes, including network and host sections of the address for each address type.

Class A

Network Node

Class B

Network Node

Class C

Network Node

Figure 7-1: Three Main Address Classes

The five address classes are;

+ ClassA
Class A addresses can have up to 16,777,214 hosts on a single network. They use an eight-bit
network number and a 24-bit node number. Class A addresses are in this range:
1.x.x.x to 126.X. X. X.

 ClassB
Class B addresses can have up to 65,354 hosts on a network. A Class B address uses a 16-bit
network number and a 16-bit node number. Class B addresses are in this range:

Network, Routing, Firewall, and Basics B-3



Reference Manual for the Model FWAG114 Cable/DSL Wireless ProSafe Firewall

128.1.x.x to 191. 254. x. x.

e ClassC
Class C addresses can have 254 hosts on a network. Class C addresses use 24 hits for the
network address and eight bits for the node. They arein this range:

192.0.1.x to 223. 255. 254. x.

 ClassD
Class D addresses are used for multicasts (messages sent to many hosts). Class D addresses are
in this range:

224.0.0.0 to 239.255.255. 255.
+ ClassE
Class E addresses are for experimental use.

This addressing structure allows | P addresses to uniquely identify each physical network and each
node on each physica network.

For each unique value of the network portion of the address, the base address of the range (host
address of al zeros) is known as the network address and is not usually assigned to a host. Also,
the top address of the range (host address of al ones) is not assigned, but is used as the broadcast
address for simultaneously sending a packet to all hosts with the same network address.

Netmask

In each of the address classes previously described, the size of the two parts (network address and
host address) isimplied by the class. This partitioning scheme can also be expressed by a netmask
associated with the P address. A netmask isa 32-bit quantity that, when logically combined (using
an AND operator) with an IP address, yields the network address. For instance, the netmasks for
Class A, B, and C addresses are 255.0.0.0, 255.255.0.0, and 255.255.255.0, respectively.

For example, the address 192.168.170.237 is a Class C | P address whose network portion is the
upper 24 bits. When combined (using an AND operator) with the Class C netmask, as shown here,
only the network portion of the address remains:

11000000 10101000 10101010 11101101 (192.168.170.237)

combined with:
11111111 11111111 11111111 00000000 (255. 255. 255. 0)

Equals:
11000000 10101000 10101010 00000000 (192.168.170.0)
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Asashorter alternative to dotted-decimal notation, the netmask may also be expressed in terms of
the number of ones from the left. This number is appended to the IP address, following a backward
dash (/), as“/n.” Inthe example, the address could be written as 192.168.170.237/24, indicating
that the netmask is 24 ones followed by 8 zeros.

Subnet Addressing

By looking at the addressing structures, you can see that even with a Class C address, there are a
large number of hosts per network. Such astructure is an inefficient use of addressesif each end of
arouted link requires adifferent network number. It isunlikely that the smaller office LANswould
have that many devices. You can resolve this problem by using a technique known as subnet
addressing.

Subnet addressing allows us to split one IP network address into smaller multiple physical
networks known as subnetworks. Some of the node numbers are used as a subnet number instead.
A Class B address gives us 16 bits of node numbers translating to 64,000 nodes. Most

organi zations do not use 64,000 nodes, so there are free hits that can be reassigned. Subnet
addressing makes use of those bits that are free, as shown below.

Class B

______ I

Network Subnet Node

Figure 7-2: Example of Subnetting a Class B Address

A Class B address can be effectively trandated into multiple Class C addresses. For example, the
IP address of 172.16.0.0 is assigned, but node addresses are limited to 255 maximum, allowing
eight extrabitsto use as a subnet address. The IP address of 172.16.97.235 would be interpreted as
IP network address 172.16, subnet number 97, and node number 235. In addition to extending
the number of addresses available, subnet addressing provides other benefits. Subnet addressing
allows a network manager to construct an address scheme for the network by using different
subnets for other geographical locations in the network or for other departmentsin the
organization.
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Although the preceding example uses the entire third octet for a subnet address, note that you are
not restricted to octet boundaries in subnetting. To create more network numbers, you need only
shift some bits from the host address to the network address. For instance, to partition a Class C
network number (192.68.135.0) into two, you shift one bit from the host address to the network
address. The new netmask (or subnet mask) is 255.255.255.128. The first subnet has network
number 192.68.135.0 with hosts 192.68.135.1 to 129.68.135.126, and the second subnet has
network number 192.68.135.128 with hosts 192.68.135.129 to 192.68.135.254.

Note: The number 192.68.135.127 is not assigned because it is the broadcast address of the first subnet.
= | The number 192.68.135.128 is not assigned because it is the network address of the second subnet.

The following table lists the additional subnet mask bits in dotted-decimal notation. To use the
table, write down the original class netmask and replace the 0 value octets with the dotted-decimal
value of the additional subnet bits. For example, to partition your Class C network with subnet
mask 255.255.255.0 into 16 subnets (4 bits), the new subnet mask becomes 255.255.255.240.

Table 8. Netmask Notation Translation Table for One Octet

Number of Bits Dotted-Decimal Value

128
192
224
240
248
252
254
255

0o N o o b W N P

The following table displays severa common netmask values in both the dotted-decimal and the
masklength formats.

Table 9. Netmask Formats

Dotted-Decimal Masklength
255.0.0.0 8
255.255.0.0 /16
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Table 9. Netmask Formats

255.255.255.0 124
255.255.255.128 125
255.255.255.192 126
255.255.255.224 127
255.255.255.240 128
255.255.255.248 129
255.255.255.252 /130
255.255.255.254 /31
255.255.255.255 132

Configure all hosts on aLAN segment to use the same netmask for the following reasons:
»  So that hosts recognize local |P broadcast packets

When a device broadcasts to its segment neighbors, it uses a destination address of the local
network address with all onesfor the host address. In order for this schemeto work, all devices
on the segment must agree on which bits comprise the host address.

» Sothat alocal router or bridge recognizes which addresses are local and which are remote

Private IP Addresses

If your local network isisolated from the Internet (for example, when using NAT), you can assign
any |P addresses to the hosts without problems. However, the IANA has reserved the following
three blocks of 1P addresses specificaly for private networks:

10.0.0.0 - 10. 255. 255. 255
172.16.0.0 - 172.31. 255. 255
192.168.0.0 - 192. 168. 255. 255

Choose your private network number from thisrange. The DHCP server of the FWA G114 wireless
firewall is preconfigured to automatically assign private addresses.

Regardless of your particular situation, do not create an arbitrary |1P address; always follow the
guidelines explained here. For more information about address assignment, refer to RFC 1597,
Address Allocation for Private Internets, and RFC 1466, Guidelines for Management of 1P
Address Space. The Internet Engineering Task Force (IETF) publishes RFCs on its Web site at
www.ietf.org.
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Single IP Address Operation Using NAT

In the past, if multiple PCson a LAN needed to access the Internet simultaneously, you had to
obtain arange of | P addresses from the ISP. This type of Internet account is more costly than a
single-address account typically used by a single user with amodem, rather than arouter. The
FWA G114 wireless firewall employs an address-sharing method called Network Address
Tranglation (NAT). This method allows several networked PCs to share an Internet account using
only asingle IP address, which may be statically or dynamically assigned by your | SP.

The router accomplishes this address sharing by trandating the internal LAN |P addressesto a
single address that is globally unique on the Internet. Theinternal LAN IP addresses can be either
private addresses or registered addresses. For more information about | P address trand ation, refer
to RFC 1631, The IP Network Address Translator (NAT).

The following figure illustrates a single | P address operation.

Private IP addresses
assigned by user

IP addresses
assigned by ISP

192.168.0.2

192.168.0.3
192.168.0.1 172.21.15.105

192.168.0.5

[ ]
[ AR
[ ]
[AR——
192.168.0.4 D
)
[ ]
[ AR

Figure 9-1: Single IP Address Operation Using NAT
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This scheme offers the additional benefit of firewall-like protection because the internal LAN
addresses are not available to the Internet through the trand ated connection. All incoming
inquiries are filtered out by the router. This filtering can prevent intruders from probing your
system. However, using port forwarding, you can allow one PC (for example, a Web server) on
your local network to be accessible to outside users.

MAC Addresses and Address Resolution Protocol

An |P address alone cannot be used to deliver data from one LAN device to another. To send data
between LAN devices, you must convert the |P address of the destination device to its media
access control (MAC) address. Each device on an Ethernet network has a unique MAC address,
which is a48-bit number assigned to each device by the manufacturer. The technique that
associates the | P address with a MAC address is known as address resol ution. I nternet Protocol
uses the Address Resolution Protocol (ARP) to resolve MAC addresses.

If a device sends data to another station on the network and the destination MAC addressis not yet
recorded, ARP isused. An ARP request is broadcast onto the network. All stations on the network
receive and read the request. The destination | P address for the chosen station isincluded as part of
the message so that only the station with this IP address responds to the ARP request. All other
stations discard the request.

Related Documents

The station with the correct | P address responds with its own MAC address directly to the sending
device. The receiving station provides the transmitting station with the required destination MAC
address. The | P address data and MAC address data for each station are held in an ARP table. The
next time datais sent, the address can be obtained from the address information in the table.

For more information about address assignment, refer to the IETF documents RFC 1597, Address
Allocation for Private Internets, and RFC 1466, Guidelines for Management of |P Address Space.

For more information about | P address trand ation, refer to RFC 1631, The |P Network Address
Trandator (NAT).
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Domain Name Server

Many of the resources on the Internet can be addressed by simple descriptive names such as
WWW.NETGEAR.com. This addressing is very helpful at the application level, but the descriptive
name must be translated to an |P addressin order for a user to actually contact the resource. Just as
atelephone directory maps names to phone numbers, or as an ARP table maps | P addresses to
MAC addresses, adomain name system (DNS) server maps descriptive names of network
resources to | P addresses.

When a PC accesses aresource by its descriptive name, it first contacts a DNS server to obtain the
I P address of the resource. The PC sends the desired message using the IP address. Many large
organizations, such as | SPs, maintain their own DNS servers and allow their customers to use the
servers to look up addresses.

IP Configuration by DHCP

When an IP-based local area network isinstalled, each PC must be configured with an | P address.
If the PCs need to access the Internet, they should also be configured with a gateway address and
one or more DNS server addresses. As an alternative to manual configuration, thereis a method by
which each PC on the network can automatically obtain this configuration information. A device
on the network may act as a Dynamic Host Configuration Protocol (DHCP) server. The DHCP
server storesalist or pool of |P addresses, along with other information (such as gateway and DNS
addresses) that it may assign to the other devices on the network. The FWA G114 wireless firewall
has the capacity to act asa DHCP server.

The FWA G114 wireless firewall also functions as a DHCP client when connecting to the ISP. The
firewall can automatically obtain an |P address, subnet mask, DNS server addresses, and a
gateway addressif the ISP provides this information by DHCP.

Internet Security and Firewalls

When your LAN connects to the Internet through arouter, an opportunity is created for outsiders
to access or disrupt your network. A NAT router provides some protection because by the very
nature of the process, the network behind the router is shielded from access by outsiders on the
Internet. However, there are methods by which a determined hacker can possibly obtain
information about your network or at the least can disrupt your Internet access. A greater degree of
protection is provided by afirewall router.
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What is a Firewall?

A firewall is a device that protects one network from another, while allowing communication
between thetwo. A firewall incorporates the functions of the NAT router, while adding features for
dealing with a hacker intrusion or attack. Several known types of intrusion or attack can be
recognized when they occur. When an incident is detected, the firewall can log details of the
attempt, and can optionally send email to an administrator notifying them of the incident. Using
information from the log, the administrator can take action with the ISP of the hacker. In some
types of intrusions, the firewall can fend off the hacker by discarding all further packets from the
hacker’s IP address for a period of time.

Stateful Packet Inspection

Unlike simple Internet sharing routers, afirewall uses aprocess called stateful packet inspection to
ensure secure firewall filtering to protect your network from attacks and intrusions. Since
user-level applications such as FTP and Web browsers can create complex patterns of network
traffic, it is necessary for the firewall to analyze groups of network connection states. Using
Stateful Packet Inspection, an incoming packet isintercepted at the network layer and then
analyzed for state-related information associated with all network connections. A central cache
within the firewall keeps track of the state information associated with all network connections.
All traffic passing through the firewall is analyzed against the state of these connectionsin order to
determine whether or not it will be allowed to pass through or rejected.

Denial of Service Attack

A hacker may be able to prevent your network from operating or communicating by launching a
Denial of Service (DoS) attack. The method used for such an attack can be as smple as merely
flooding your site with more regquests than it can handle. A more sophisticated attack may attempt
to exploit some weakness in the operating system used by your router or gateway. Some operating
systems can be disrupted by simply sending a packet with incorrect length information.
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Ethernet Cabling

Although Ethernet networks originally used thick or thin coaxial cable, most installations currently
use unshielded twisted pair (UTP) cabling. The UTP cable contains eight conductors, arranged in
four twisted pairs, and terminated with an RJ45 type connector. A normal straight-through UTP
Ethernet cable follows the EIA568B standard wiring and pinout as described in Table 10.

Table 10. UTP Ethernet cable wiring, straight-through

Pin Wire color Signal

1 Orange/White Transmit (Tx) +
2 Orange Transmit (Tx) -
3 Green/White Receive (Rx) +
4 Blue

5 Blue/White

6 Green Receive (Rx) -
7 Brown/White

8 Brown

Uplink Switches, Crossover Cables, and MDI/MDIX Switching

In the wiring table above, the concept of transmit and receive are from the perspective of the PC,
which iswired as M edia Dependant Interface (MDI). In thiswiring, the PC transmits on pins 1 and
2. At the hub, the perspective is reversed, and the hub receives on pins 1 and 2. Thiswiring is
referred to as Media Dependant Interface - Crossover (MDI-X).

When connecting a PC to a PC, or a hub port to another hub port, the transmit pair must be
exchanged with the receive pair. This exchange is done by one of two mechanisms. Most hubs
provide an Uplink switch which will exchange the pairs on one port, allowing that port to be
connected to another hub using a normal Ethernet cable. The second method is to use a crossover
cable, which is a specia cablein which the transmit and receive pairs are exchanged at one of the
two cable connectors. Crossover cables are often unmarked as such, and must be identified by
comparing the two connectors. Since the cable connectors are clear plastic, it is easy to place them
side by side and view the order of the wire colors on each. On a straight-through cable, the color
order will be the same on both connectors. On a crossover cable, the orange and blue pairs will be
exchanged from one connector to the other.
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The FWA G114 wireless firewall incorporates Auto Uplink™ technology (also called MDI/
MDIX). Each LOCAL Ethernet port will automatically sense whether the Ethernet cable plugged
into the port should have a normal connection (e.g. connecting to a PC) or an uplink connection
(e.g. connecting to arouter, switch, or hub). That port will then configure itself to the correct
configuration. This feature also eliminates the need to worry about crossover cables, as Auto
Uplink™ will accommodate either type of cable to make the right connection.

Cable Quality

A twisted pair Ethernet network operating at 10 Mbits/second (10BASE-T) will often tolerate low
quality cables, but at 100 Mbits/second (L0BASE-Tx) the cable must be rated as Category 5, or
Cat 5 or Cat V, by the Electronic Industry Association (EIA). Thisrating will be printed on the
cable jacket. A Category 5 cable will meet specified requirements regarding loss and crosstalk. In
addition, there are restrictions on maximum cable length for both 10 and 100 Mbits/second
networks.
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Appendix C
Preparing Your Network

This appendix describes how to prepare your network to connect to the Internet through the Model
FWAG114 Cable/DSL Wireless ProSafe Firewall and how to verify the readiness of broadband
Internet service from an Internet service provider (ISP).

Note: If an ISP technician configured your computer during the installation of a broadband modem, or if
you configured it using instructions provided by your | SP, you may need to copy the current configuration
== | information for use in the configuration of your firewall. Write down this information before reconfiguring
your computers. Refer to “Obtaining | SP Configuration Information for Windows Computers” on page C-19
or “Obtaining ISP Configuration Information for Macintosh Computers” on page C-20 for further
information.

Preparing Your Computers for TCP/IP Networking

Computers access the Internet using a protocol called TCP/IP (Transmission Control Protocol/
Internet Protocol). Each computer on your network must have TCP/IP installed and selected as its
networking protocol. If a Network Interface Card (NIC) is already installed in your PC, then TCP/
IPisprobably aready installed aswell.

Most operating systems include the software components you need for networking with TCP/IP:
*  Windows® 95 or later includes the software components for establishing a TCP/IP network.

*  Windows 3.1 does not include a TCP/IP component. You need to purchase a third-party TCP/
I P application package such as NetManage Chameleon.

» Macintosh Operating System 7 or later includes the software components for establishing a
TCP/IP network.

* All versions of UNIX or Linux include TCP/IP components. Follow the instructions provided
with your operating system or networking software to install TCP/IP on your computer.
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In your IP network, each PC and the firewall must be assigned a unique IP addresses. Each PC
must also have certain other | P configuration information such as a subnet mask (netmask), a
domain name server (DNS) address, and a default gateway address. In most cases, you should
install TCP/IP so that the PC obtains its specific network configuration information automatically
from a DHCP server during bootup. For a detailed explanation of the meaning and purpose of
these configuration items, refer to “ Appendix B, “Network, Routing, Firewall, and Basics.”

The FWA G114 wireless firewall is shipped preconfigured as a DHCP server. The firewall assigns
the following TCP/IP configuration information automatically when the PCs are rebooted:

» PC or workstation IP addresses—192.168.0.2 through 192.168.0.254
*  Subnet mask—255.255.255.0
» Gateway address (the firewall)—192.168.0.1

These addresses are part of the IETF-designated private address range for use in private networks.

Configuring Windows 95, 98, and Me for TCP/IP Networking

As part of the PC preparation process, you need to manually install and configure TCP/IP on each
networked PC. Before starting, locate your Windows CD; you may need to insert it during the
TCP/IP ingtallation process.

Install or Verify Windows Networking Components

To install or verify the necessary components for | P networking:
1.  Onthe Windows taskbar, click the Start button, point to Settings, and then click Control Panel.
2. Double-click the Network icon.

The Network window opens, which displays alist of installed components:
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Corfiguration | Identificationl Access Controll

T he following network. components are installed:

Network 2]

Client for Microsoft Metwork z
NETGEAR FA3T0T Fast Ethernet PCI Adapter
TCRAP

| Bemayve I Braperties |
Primary Metwark Logon:
I Client for Microsoft Metwarks j
File and Print Sharing... |
D escription
oK | Cancel |

You must have an Ethernet adapter, the TCP/IP protocol, and Client for Microsoft Networks.

Note: Itisnot necessary to remove any other network components shown in the Network window in order

to install the adapter, TCP/IP, or Client for Microsoft Networks.

If you need to install a new adapter, follow these steps:

a Click the Add button.
b. Select Adapter, and then click Add.

c. Select the manufacturer and model of your Ethernet adapter, and then click OK.

If you need TCP/IP:

a.  Click the Add button.

b. Select Protocol, and then click Add.
c. Select Microsoft.

d. Select TCP/IP, and then click OK.

Preparing Your Network
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If you need Client for Microsoft Networks:

a Click the Add button.

b. Select Client, and then click Add.

c. Select Microsoft.

d. Sdect Client for Microsoft Networks, and then click OK.
3. Restart your PC for the changes to take effect.

Enabling DHCP to Automatically Configure TCP/IP Settings in
Windows 95B, 98, and Me

After the TCP/IP protocol components are installed, each PC must be assigned specific
information about itself and resources that are available on its network. The simplest way to
configure thisinformation is to alow the PC to obtain the information from a DHCP server in the
network.

You will find there are many similarities in the procedures for different Windows systems
when using DHCP to configure TCP/IP.

The following steps will walk you through the configuration process for each of these
versions of Windows.

Locate your Networ k Neighbor hood icon.

« If the Network Neighborhood icon is on the Windows desktop, position your mouse
pointer over it and right-click your mouse button.

« If theiconis not on the desktop,
* Click Sart on thetask bar located at the bottom left of the window.
e Choose Settings, and then Control Panel.

» Locate the Network Neighborhood icon and click on it. This will open the Network
panel as shown below.
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Verify the following settings as shown:
e Client for Microsoft Network exists
*  Ethernet adapter is present

e TCP/IPispresent

e Primary Network Logon isset to
Windows logon

Click on the Properties button. The
following TCP/IP Properties window will

display.

Network E E3 I

Configuration l Identificationl broress Contmli

The fnllowing network companents are installad:

= Clignt for Miciosoft Metworks

3Com Fast EtherLink =L 10/100Mb T Ethernet Adapter
. TCRAP

Add.., Hemne Eiopeiies |
Frimary Metwork. Logar;
Client for Microsoft Networks _'_l

Clignt for Microsoft Metwork s

i~ Description

The primary network logon is the client that iz used to validate
POUr User name and password, process any login scrpts. and
perfarm other startup basks.

ak, l Caticel
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TCP/IP Properties EE3|
Bindngs | Advariced | Megios |

. DS Configuration i [Fateway i WINS Configuration  |P Address
* By default, the |P Address tab is open on

thlS WI ndOW &n P address can be automatically assigned to this computer,
) I pour network does not actomatically assign [P addresses, ask
your netwaork. administrator for an address; and then twpe it in

* Verify the following: the space below.
Obtain an | P address automatically is
salected. If not Selectaj, click intheradio ' {Ohtain an IP address autamaticall?
button to the left of it to select it. This 1" Specity an |P address:—

setting isrequired to enable the DHCP server
to automatically assign an |P address.

* Click OK to continue. Butie et . . |

I EdaiEss | H ] |

Restart the PC.

Repeat these steps for each PC with this
version of Windows on your network.

0K I Cancel

Selecting Windows’ Internet Access Method

1. Onthe Windows taskbar, click the Start button, point to Settings, and then click Control Panel.
2. Double-click the Internet Optionsicon.

3. Select “I want to set up my Internet connection manually” or “1 want to connect through a
Local Area Network” and click Next.

4. Select “I want to connect through a Loca Area Network” and click Next.
5. Uncheck all boxesinthe LAN Internet Configuration screen and click Next.
6. Proceed to the end of the Wizard.

Verifying TCP/IP Properties

After your PC is configured and has rebooted, you can check the TCP/IP configuration using the
utility winipcfg.exe:

1. On the Windows taskbar, click the Start button, and then click Run.
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2.

Typewi ni pcf g, and then click OK.

The I P Configuration window opens, which lists (among other things), your | P address, subnet
mask, and default gateway.

From the drop-down box, select your Ethernet adapter.

Thewindow is updated to show your settings, which should match the values below if you are
using the default TCP/IP settings that NETGEAR recommends for connecting through a
router or gateway:

¢ ThelPaddressis between 192.168.0.2 and 192.168.0.254
*  Thesubnet mask is 255.255.255.0
e Thedefault gateway is192.168.0.1

Configuring Windows NT4, 2000 or XP for IP Networking

As part of the PC preparation process, you may need to install and configure
TCP/IP on each networked PC. Before starting, locate your Windows CD; you may need to insert
it during the TCP/IP installation process.

Install or Verify Windows Networking Components

To install or verify the necessary components for | P networking:

1
2.
3.

On the Windows taskbar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dialup Connections icon.

If an Ethernet adapter is present in your PC, you should see an entry for Local Area
Connection. Double-click that entry.

Select Properties.

Verify that ‘ Client for Microsoft Networks' and ‘ Internet Protocol (TCP/IP)’ are present. If
not, select Install and add them.

Select ‘ Internet Protocol (TCP/IP)’, click Properties, and verify that “ Obtain an |P address
automatically is selected.

Click OK and close all Network and Dialup Connections windows.
Then, restart your PC.
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DHCP Configuration of TCP/IP in Windows XP, 2000, or NT4

You will find there are many similarities in the procedures for different Windows systems when
using DHCP to configure TCP/IP,

The following steps will walk you through the configuration process for each of these versions of
Windows.

DHCP Configuration of TCP/IP in Windows XP

L ocate your Networ k Neighborhood icon.
e Sdect Control Panel from the Windows XP new Start Menu.

e Sdlect the Network Connectionsicon on the Control Panel. Thiswill take you to the next
step.

. W ocal Area Connectiag =
[_-;,l Create a new connection Repair

@ Disable this network device
&, Repair this connection

Bridge Connections

Eﬂ Rename this connection LS

* Now the Network Connection window © View status of this i
. connection
dl Spl ayS Chanw;isettirwgs of this Properties
The Connections List that shows al the
network connections set up on the PC, il i
located to the right of the window. Details

* Right-click on the Connection you will
use and choose Satus.
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» Now you should be at the Local Area
Network Connection Status window. This
box displays the connection status, duration,
speed, and activity statistics.

» Administrator logon access rights are needed
to use thiswindow.

» Click the Properties button to view details
about the connection.

RIX

-4 Local Area Connection Status

General | Support
Connection
Status: Connected
Duration: 01:40:23
Speed: 100.0 Mbps
Activity u)]
Sent E: Received
Packets: 138,143 243,057
| Propetties | [ Disable ]

» The TCP/IP details are presented on the
Support tab page.

 Select Internet Protocol, and click
Propertiesto view the configuration
information.

-L- Local Area Connection Properties @@

General l Authentication | Advanced|

Connect using:

[ B8 Intel(R) PRO/100 VE Netwark Connection

L J

This connection uses the following items:
(%20~ Client for Microsoft Networks
.@ File and Printer Sharing for Microsoft Networks

[ J= Q65 Packet Scheduler
%= Internet Protocol (TCP/IP)

[ Install... ] [ Uninstall ] [ Properties |
Description
Allows your computer to access resources on a Microsoft
network.

Show icon in notification area when connected

OK ] [ Cancel
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o Internet Protocol {TCP/IP) Properties

* Verify that the Obtain an | P address General | Atermate Configuration|
automati Cal Iy radl 0 bUtton IS $I eCted W'ou can get IP gettings azsighed automatically if your network, supports
A i this capability, Othenwise, vou need to azk your network administrator for
* Verify that Obtain DNS server address the appropiate [P setlings.
aUtomaticaI Iy radl 0 bUtton iS %I eCted () Obtain an P address automatically
N CI | Ck the OK button. () Use the fallowing IP address: e |
This completes the DHCP configuration of TCP/ B

IPin Windows XP. B 3

Repeat the$ geps for eaCh PC Wlth th|S Vers' on (%) Obtain DNS server address automatically
of Windows on your network. || e oeemeee

[ oK H Cancel ]

DHCP Configuration of TCP/IP in Windows 2000

Once again, after you have installed the network card, TCP/IP for Windows 2000 is configured.
TCP/1P should be added by default and set to DHCP without your having to configure it.
However, if there are problems, follow these steps to configure TCP/IP with DHCP for Windows
2000.
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* Click on the My Network Placesicon on the Windows desktop. Thiswill bring up awindow
called Network and Dial-up Connections.

* Right click on Local Area Connection and select Properties.

o Local Area Connection Propetties ’, 2l
General |

» The Local Area Connection Properties

dialog box appears. Connect using:
I H3 3Com 104100 Mini PCI Ethernet Adapter

* Verify that you have the correct Ethernet

card selected in the Connect using: box.

) . . Components checked are uzed by this connection;
* Verify that at least the following two items : :
disolaved and selected in the box of Chent for Microzoft Metworks
?re splay . [1Z4File and Printer Sharing for Microsoft Metworks
Components checked are used by this 'R ntemet Fratocal [TCRAP)

connection:”

Install... Uringtall Properties

* Internet Protocol (TCP/IP) ~ Descriptian

e Client for Microsoft Networks and |

. Transmiszion Control Pratocal/lnternet Protocal. The default
* Click OK. wide area netwark, protocol that provides communication
across diverse interconnected networks.

¥ Show icon in taskbar when connected

0K Cancel
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» With Internet Protocol (TCP/IP) selected,
click on Propertiesto open the Internet
Protocol (TCP/IP) Properties dialogue box.

* Verify that
* Obtain an IP address automatically is

selected.

e Obtain DNSserver address
automatically is selected.

* Click OK toreturnto Local Area
Connection Properties.

Internet Protocol {TCP/IP) Properties

21|

General

‘r'ou can get IP settings aszzigned automatically if pour network, supports
thiz capability. Othenwize, you need ta ask your network. administrator for
the appropriate |F settings.

& (Obtain an [P address automatically

% (Obtain DNS server address automatically

—" Use the following IP address:
|F address:

Subnet mask:

[refault gateway:

—" Use the following DNS server addresses——————————————————
Advanced... |

o1

Freferred DHS senver:

Alternate DMS semver:

Cancel |

» Click OK again to complete the
configuration process for Windows 2000.

Restart the PC.

Repeat these steps for each PC with this version
of Windows on your network.

2%

Local Area Connection Properties

General I

Connect uzing:

I 3Com EtherLink ¥L 104100 PCI MIC (3C305-T)

Components checked are uzed by this connection:
Client for Microsoft Metwarks

"= File ahd Prititer Sharing for Microzaft M et
W Intemet Pratacal [TCPAP)

Install... Uninztall | Froperties |

— Description

Allows other computers to access resources on your computer
uzing a Microsoft network.

[~ Show icor in taskbar when connected

Ok Cancel
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DHCP Configuration of TCP/IP in Windows NT4

Once you have installed the network card, you need to configure the TCP/IP environment for
Windows NT 4.0. Follow this procedure to configure TCP/IP with DHCP in Windows NT 4.0.

Thiswill display Control Panel window.

» Double-click the Network icon in the
Control Panel window.

The Network panel will display.
» Select the Protocols tab to continue.

* Choose Settings from the Start Menu, and then select Control Panel.

Network
Identification | Services I Protocols | Adapters I Bindings I
‘windows uses the following information to identify wour

=4 computer on the network. You may change the name for
= this computer and the workgroup o domain that it will

appear in.

Compuiter Mame: |DDCBEHT-NT

‘winrkgroup: I@MEDIA

Ehange

ok | Cancel |

C-13
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Hetwork EHE
|dentification I Services  Protocols | Adaplersl Bindings I
Metwark Protocols:

* Highlight the TCP/IP Protocol in the TCR/P Frotocal
Networ k Protocols box, and click on the
Properties button.

Add.. Femove Eraperties... [ pdate
r— Diescription:
Cocel_|
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» The TCP/IP Properties dialog box now
displays.
* Click the IP Address tab.

* Select the radio button marked Obtain an | P
addressfrom a DHCP server.

* Click OK. Thiscompletesthe configuration
of TCP/IPin Windows NT.

Restart the PC.

Repeat these steps for each PC with this version
of Windows on your network.

Microsoft TCFAIP Properties

IP Address | DN | WINS Addiess | Routing |

An P address can be automatically azzigned to this network card
by a DHCP server. |f your network does nat have a DHCP server,
azk your network administrator for an address, and then tupe it in
the space below.

Adapter:

# Obtain an IP address from a DHCP server

" Specify an IP address

1R Eddress: I . .
Subnet b ask: I . .
[efEull Eaterap: I . .
Advanced... |
’TI Cancel | Al |

Verifying TCP/IP Properties for Windows XP, 2000, and NT4

To check your PC's TCP/IP configuration:

1. On the Windows taskbar, click the Start button, and then click Run.

The Run window opens.
2. Typecmd and then click OK.
A command window opens

3. Typeipconfig /all

Your IP Configuration information will be listed, and should match the values below if you are
using the default TCP/IP settings that NETGEAR recommends for connecting through a

router or gateway':

e ThelP addressis between 192.168.0.2 and 192.168.0.254

e The subnet mask is 255.255.255.0

Preparing Your Network
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» Thedefault gateway is192.168.0.1
4. Typeexit

Configuring the Macintosh for TCP/IP Networking

Beginning with Macintosh Operating System 7, TCP/IP is already installed on the Macintosh. On
each networked Macintosh, you will need to configure TCP/IP to use DHCP.

MacOS 8.6 or 9.x

1. From the Apple menu, select Control Panels, then TCP/IP.
The TCP/IP Control Panel opens:

Connect via: | Ethernet k3

— Setup

=

Configure: | Using DHCP Server 52

IP Address: < will be supplied by server >
Subnet mask: < will be supplied by server >

Router address: < will be supplied by server >

Search domains :

Namne server addr.: < will be supplied by server >

2. From the“Connect via’ box, select your Macintosh’'s Ethernet interface.
3. Fromthe“Configure” box, select Using DHCP Server.
You can leave the DHCP Client 1D box empty.
4. Closethe TCP/IP Control Panel.
5. Repeat thisfor each Macintosh on your network.

MacOS X

1. From the Apple menu, choose System Preferences, then Network.
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2. If not already selected, select Built-in Ethernet in the Configure list.
3. If not already selected, Select Using DHCP in the TCP/IP tab.
4. Click Save.

Verifying TCP/IP Properties for Macintosh Computers

After your Macintosh is configured and has rebooted, you can check the TCP/IP configuration by
returning to the TCP/IP Control Panel. From the Apple menu, select Control Panels, then TCP/IP.

=—————  TPIP=—————H

Connect via: [Ethernet =)

— Setup

Configure: [ Using DHCP Server =]

DHCP Client ID: | |

IP Address: 192.168.0.2

Subnet mask: 255.255.255.0

Router address: 192.168.0.1

Search domains :

Narne server addr.: 192.168.0.1

The panel is updated to show your settings, which should match the values below if you are using
the default TCP/IP settings that NETGEAR recommends:

« ThelP Addressis between 192.168.0.2 and 192.168.0.254
e The Subnet mask is 255.255.255.0
 The Router addressis 192.168.0.1

If you do not see these values, you may need to restart your Macintosh or you may need to switch
the “Configure” setting to a different option, then back again to “Using DHCP Server”.
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Verifying the Readiness of Your Internet Account

For broadband access to the Internet, you need to contract with an Internet service provider (ISP)
for asingle-user Internet access account using a cable modem or DSL modem. This modem must
be a separate physical box (not a card) and must provide an Ethernet port intended for connection
to aNetwork Interface Card (NIC) in acomputer. Your firewall does not support a USB-connected
broadband modem.

For asingle-user Internet account, your ISP supplies TCP/IP configuration information for one
computer. With atypical account, much of the configuration information is dynamically assigned
when your PC is first booted up while connected to the ISP, and you will not need to know that
dynamic information.

In order to share the Internet connection among several computers, your firewall takes the place of
the single PC, and you need to configure it with the TCP/IP information that the single PC would
normally use. When the firewall’s Internet port is connected to the broadband modem, the firewall
appearsto be asingle PC to the ISP. The firewall then allows the PCs on the local network to
masguerade as the single PC to access the Internet through the broadband modem. The method
used by the firewall to accomplish thisis called Network Address Trandation (NAT) or IP
masguerading.

Are Login Protocols Used?

Some | SPs require a special login protocol, in which you must enter alogin name and password in
order to access the Internet. If you normally log in to your Internet account by running a program
such as WinPOET or EnterNet, then your account uses PPP over Ethernet (PPPOE).

When you configure your router, you will need to enter your login name and password in the
router’s configuration menus. After your network and firewall are configured, the firewall will
perform the login task when needed, and you will no longer need to run the login program from
your PC. It is not necessary to uninstall the login program.

What Is Your Configuration Information?

More and more, 1SPs are dynamically assigning configuration information. However, if your ISP
does not dynamically assign configuration information but instead used fixed configurations, your
ISP should have given you the following basic information for your account:
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e An|IP address and subnet mask

» A gateway IP address, which is the address of the ISP's router

e One or more domain name server (DNS) |IP addresses

* Host name and domain suffix
For example, your account’s full server names may look like this:
mai | . Xxxx.yyy.com

In this example, the domain suffix isxxx. yyy. com

If any of these items are dynamically supplied by the ISP, your firewall automatically acquires
them.

If an | SP technician configured your PC during the installation of the broadband modem, or if you
configured it using instructions provided by your ISP, you need to copy the configuration
information from your PC’s Network TCP/IP Properties window or Macintosh TCP/IP Control
Panel before reconfiguring your PC for use with the firewall. These procedures are described next.

Obtaining ISP Configuration Information for Windows Computers

As mentioned above, you may need to collect configuration information from your PC so that you
can use this information when you configure the FWA G114 wireless firewall. Following this
procedure is only necessary when your | SP does not dynamically supply the account information.

To get the information you need to configure the firewall for Internet access:
1. Onthe Windows taskbar, click the Start button, point to Settings, and then click Control Panel.
2. Double-click the Network icon.
The Network window opens, which displays alist of installed components.
3. Select TCP/IP, and then click Properties.
The TCP/IP Properties dialog box opens.
4. Select the IP Addresstab.

If an |P address and subnet mask are shown, write down the information. If an addressis
present, your account uses a fixed (static) 1P address. If no address is present, your account
uses adynamically-assigned | P address. Click “Obtain an |P address automatically”.

5. Select the Gateway tab.
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If an |P address appears under Installed Gateways, write down the address. Thisisthe ISP's
gateway address. Select the address and then click Remove to remove the gateway address.

6. Select the DNS Configuration tab.

If any DNS server addresses are shown, write down the addresses. If any information appears
in the Host or Domain information box, write it down. Click Disable DNS.

7. Click OK to save your changes and close the TCP/IP Properties dialog box.
You are returned to the Network window.
8. Click OK.
9. Reboot your PC at the prompt. You may also be prompted to insert your Windows CD.

Obtaining ISP Configuration Information for Macintosh
Computers

As mentioned above, you may need to collect configuration information from your Macintosh so
that you can use this information when you configure the FWA G114 wireless firewall. Following
this procedure is only necessary when your ISP does not dynamically supply the account
information.

To get the information you need to configure the firewall for Internet access:
1. From the Apple menu, select Control Panels, then TCP/IP.

The TCP/IP Control Panel opens, which displays alist of configuration settings. If the
“Configure” setting is“Using DHCP Server”, your account uses a dynamically-assigned |P
address. In this case, close the Control Panel and skip the rest of this section.

2. If an |P address and subnet mask are shown, write down the information.

3. If an IP address appears under Router address, write down the address. Thisisthe ISP's
gateway address.

4. If any Name Server addresses are shown, write down the addresses. These are your ISP’'s DNS
addresses.

5. If any information appears in the Search domains information box, write it down.
6. Changethe “Configure” setting to “Using DHCP Server”.
7. Close the TCP/IP Control Panel.
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Restarting the Network

Once you' ve set up your computers to work with the firewall, you must reset the network for the
devicesto be able to communicate correctly. Restart any computer that is connected to the firewall.

After configuring all of your computers for TCP/IP networking and restarting them, and
connecting them to the local network of your FWA G114 wireless firewall, you are ready to access
and configure the firewall.

Preparing Your Network C-21



Reference Manual for the Model FWAG114 Cable/DSL Wireless ProSafe Firewall

C-22 Preparing Your Network



Appendix D
Wireless Networking Basics

This chapter provides an overview of Wireless networking.

Wireless Networking Overview

The FWA G114 wireless firewall conforms to the Institute of Electrical and Electronics Engineers
(IEEE) 802.11b standard for wireless LANs (WLANS) and a product update will bring the

FWA G114 into conformance to the 802.11g standard when it isratified. On an 802.11b or g
wireless link, datais encoded using direct-sequence spread-spectrum (DSSS) technology and is
transmitted in the unlicensed radio spectrum at 2.5GHz. The maximum data rate for the 802.11b
wirelesslink is 11 Mbps, but it will automatically back down from 11 Mbpsto 5.5, 2, and 1 Mbps
when the radio signal isweak or when interference is detected. The 802.11g auto rate sensing rates
arel, 2,55, 6,9, 12, 18, 24, 36, 48, and 54 Mbps. Likewise, the 802.11awirdesslink offersa
maximum data rate of 54 Mbps, but will automatically back down to rates 48, 36, 24, 18, 12, 9,
and 6 Mbps.

The 802.11 standard is also called Wireless Ethernet or Wi-Fi by the Wireless Ethernet
Compatibility Alliance (WECA, see http://mww.wi-fi.net), an industry standard group promoting
interoperability among 802.11 devices. The 802.11 standard offers two methods for configuring a
wireless network - ad hoc and infrastructure.
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Infrastructure Mode

With awireless Access Point, you can operate the wireless LAN in the infrastructure mode. This
mode provides wireless connectivity to multiple wireless network devices within afixed range or
area of coverage, interacting with wireless nodes via an antenna.

In the infrastructure mode, the wireless access point converts airwave datainto wired Ethernet
data, acting as a bridge between the wired LAN and wireless clients. Connecting multiple Access
Points via awired Ethernet backbone can further extend the wireless network coverage. Asa
mobile computing device moves out of the range of one access point, it movesinto the range of
another. Asaresult, wireless clients can freely roam from one Access Point domain to another and
still maintain seamless network connection.

Ad Hoc Mode (Peer-to-Peer Workgroup)

In an ad hoc network, computers are brought together as needed; thus, thereis no structure or fixed
points to the network - each node can generally communicate with any other node. There is no
Access Point involved in this configuration. This mode enables you to quickly set up a small
wireless workgroup and allows workgroup members to exchange data or share printers as
supported by Microsoft networking in the various Windows operating systems. Some vendors also
refer to ad hoc networking as peer-to-peer group networking.

In this configuration, network packets are directly sent and received by the intended transmitting
and receiving stations. Aslong as the stations are within range of one another, thisisthe easiest
and least expensive way to set up a wireless network.

Network Name: Extended Service Set Identification (ESSID)

The Extended Service Set Identification (ESSID) is one of two types of Service Set |dentification
(SSID). In an ad hoc wireless network with no access points, the Basic Service Set Identification
(BSSID) isused. In an infrastructure wireless network that includes an access point, the ESSID is
used, but may still be referred to as SSID.

An SSID is athirty-two character (maximum) a phanumeric key identifying the name of the
wireless local area network. Some vendors refer to the SSID as network name. For the wireless
devicesin a network to communicate with each other, all devices must be configured with the
same SSID.
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The ESSID isusually broadcast in the air from an access point. The wirel ess station sometimes can
be configured with the ESSID ANY. This means the wireless station will try to associate with
whichever access point hasthe stronger radio frequency (RF) signal, providing that both the access
point and wireless station use Open System authentication.

Authentication and WEP Data Encryption

The absence of aphysical connection between nodes makes the wireless links vulnerable to
eavesdropping and information theft. To provide a certain level of security, the IEEE 802.11
standard has defined these two types of authentication methods:

*  Open System. With Open System authentication, a wireless PC can join any network and
receive any messages that are not encrypted.

» Shared Key. With Shared Key authentication, only those PCs that possess the correct
authentication key can join the network. By default, IEEE 802.11 wireless devices operate in
an Open System network.

Wired Equivalent Privacy (WEP) data encryption is used when the wirel ess devices are configured
to operate in Shared Key authentication mode.

802.11 Authentication

The 802.11 standard defines several services that govern how two 802.11 devices communicate.
The following events must occur before an 802.11 Station can communicate with an Ethernet
network through an access point such as the one built in to the FWAG114:

Turn on the wireless station.

The station listens for messages from any access points that are in range.
The station finds a message from an access point that has a matching SSID.
The station sends an authentication request to the access paint.

The access point authenti cates the station.

The station sends an association request to the access point.

The access point associates with the station.

@ N o g b~ 0w D P

The station can now communicate with the Ethernet network through the access point.
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An access point must authenticate a station before the station can associate with the access point or
communicate with the network. The IEEE 802.11 standard defines two types of authentication:

Open System and Shared Key.

*  Open System Authentication allows any device to join the network, assuming that the device
SSID matches the access point SSID. Alternatively, the device can usethe “ANY” SSID
option to associate with any available Access Point within range, regardless of its SSID.

» Shared Key Authentication requires that the station and the access point have the same WEP

Key to authenticate. These two authentication procedures are described bel ow.

Open System Authentication

The following steps occur when two devices use Open System Authentication:
1. The station sends an authentication request to the access point.
2. The access point authenticates the station.

3. The station associates with the access point and joins the network.

Thisprocessisillustrated in below.

Open System
Authentication Steps I
1) Authentication request sent to AP Access Point (AP)

o 2) AP authenticates
= |-
&
) 3) Client connects to network
Client

attempting
to connect

A
>

S—- i
Cable or
DLS modem

\J

Figure 10-1: Open system authentication

Shared Key Authentication

The following steps occur when two devices use Shared Key Authentication:
1. The station sends an authentication request to the access point.

2. The access point sends challenge text to the station.

\
INTERNET
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3. Thestation usesits configured 64-bit or 128-bit default key to encrypt the challenge text, and
sends the encrypted text to the access point.

4. The access point decrypts the encrypted text using its configured WEP Key that corresponds
to the station’s default key. The access point compares the decrypted text with the original
challenge text. If the decrypted text matches the original challenge text, then the access point
and the station share the same WEP Key and the access point authenticates the station.

5. The station connects to the network.

If the decrypted text does not match the original challengetext (i.e., the access point and station do
not share the same WEP Key), then the access point will refuse to authenticate the station and the
station will be unable to communicate with either the 802.11 network or Ethernet network.

Thisprocessisillustrated in below.

Shared Key
Authentication Steps

1) Authentication
request sent to AP

Access Point

Y

\

r g <— 2) AP sends challenge text “ ;blg- - MEE)
able or

Client DLS modem

attempting

to connect

3) Client encrypts
challenge text and
sends it back to AP

Servers

4) AP decrypts, and if correct,

<~ ; .
authenticates client

5) Client connects to network ———>»

Figure 10-2: Shared key authentication

Overview of WEP Parameters

Before enabling WEP on an 802.11 network, you must first consider what type of encryption you
require and the key size you want to use. Typically, there are three WEP Encryption options
available for 802.11 products:

1. Do Not Use WEP: The 802.11 network does not encrypt data. For authentication purposes, the
network uses Open System Authentication.
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2.Use WEP for Encryption: A transmitting 802.11 device encrypts the data portion of every
packet it sends using a configured WEP Key. The receiving device decrypts the data using the
same WEP Key. For authentication purposes, the network uses Open System Authentication.

3. Use WEP for Authentication and Encryption: A transmitting 802.11 device encryptsthe data
portion of every packet it sends using a configured WEP Key. The receiving device decrypts the
data using the same WEP Key. For authentication purposes, the wireless network uses Shared Key
Authentication.

Note: Some 802.11 access points also support Use WEP for Authentication Only (Shared Key
Authentication without data encryption).

Key Size
The |IEEE 802.11 standard supports two types of WEP encryption: 40-bit and 128-hit.

The 64-bit WEP data encryption method, allows for afive-character (40-bit) input. Additionaly,
24 factory-set bits are added to the forty-bit input to generate a 64-bit encryption key. (The 24
factory-set bits are not user-configurable). This encryption key will be used to encrypt/decrypt all
data transmitted via the wireless interface. Some vendors refer to the 64-bit WEP data encryption
as 40-bit WEP data encryption since the user-configurable portion of the encryption key is 40 bits
wide.

The 128-bit WEP data encryption method consists of 104 user-configurable bits. Similar to the
forty-bit WEP data encryption method, the remaining 24 bits are factory set and not user
configurable. Some vendors allow passphrases to be entered instead of the cryptic hexadecimal
characters to ease encryption key entry.

128-bit encryption is stronger than 40-bit encryption, but 128-bit encryption may not be available
outside of the United States dueto U.S. export regulations.

In NETGEAR’s802.11asolutions, there are three shared key methods implemented: the standards
based 40-bit and 128-bit WEP data encryption; and an extended 152-bit WEP data encryption.

When configured for 40-bit encryption, 802.11 products typically support up to four WEP Keys.
Each 40-bit WEP Key is expressed as 5 sets of two hexadecimal digits (0-9 and A-F). For
example, “12 34 56 78 90" is a40-bit WEP Key.
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When configured for 128-bit encryption, 802.11 products typically support four WEP Keys but
some manufacturers support only one 128-bit key. The 128-bit WEP Key is expressed as 13 sets of
two hexadecimal digits (0-9 and A-F). For example, “12 34 56 78 90 AB CD EF 12 34 56 78 90"
isal128-bit WEP Key.

Table D-1: Encryption Key Sizes

Encryption Key Size | # of Hexadecimal Digits | Example of Hexadecimal Key Content

64-bit (24+40) 10 4C72F08AE1
128-hit (24+104) 26 4CT72F0SAE19D57A3FF6B260037
152-bit (24+128) 32 4C72F08AE19D57A3FF6B26003715DAC2

Note: Typically, 802.11 access points can store up to four 128-bit WEP Keys but some 802.11
client adapters can only store one. Therefore, make sure that your 802.11 access and client
adapters configurations match.

WEP Configuration Options

The WEP settings must match on all 802.11 devices that are within the same wireless network as

identified by the SSID. In general, if your mobile clients will roam between access points, then all
of the 802.11 access points and all of the 802.11 client adapters on the network must have the same
WEP settings.

Note: Whatever keysyou enter for an AP, you must aso enter the same keysfor the client adapter
in the same order. In other words, WEP key 1 on the AP must match WEP key 1 on the client
adapter, WEP key 2 on the AP must match WEP key 2 on the client adapter, etc.

Note: The AP and the client adapters can have different default WEP Keys aslong asthe keys are
in the same order. In other words, the AP can use WEP key 2 asits default key to transmit while a
client adapter can use WEP key 3 asits default key to transmit. The two devices will communicate
aslong asthe AP'sWEP key 2 isthe same asthe client's WEP key 2 and the APsWEPkey 3is
the same as the client’'s WEP key 3.

Wireless Channels

The wireless frequencies used by 802.11a and 802.11b/g networks are different. These channel
frequency options are discussed bel ow.
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802/11b/g Wireless Channels

|EEE 802.11b/g wireless nodes communicate with each other using radio frequency signalsin the
ISM (Industrial, Scientific, and Medical) band between 2.4 GHz and 2.5 GHz. Neighboring
channels are 5 MHz apart. However, due to spread spectrum effect of the signals, a node sending
signals using a particular channel will utilize frequency spectrum 12.5 MHz above and below the
center channel frequency. As aresult, two separate wirel ess networks using neighboring channels
(for example, channel 1 and channel 2) in the same general vicinity will interfere with each other.
Applying two channels that allow the maximum channel separation will decrease the amount of
channel cross-talk, and provide a noticeable performance increase over networks with minimal
channel separation.

The radio frequency channels used in 802.11b/g networks are listed in Table D-2:

Table D-2: 802.11b/g Radio Frequency Channels

Channel Center Frequency Frequency Spread

1 2412 MHz 2399.5 MHz - 2424.5 MHz
2 2417 MHz 2404.5 MHz - 2429.5 MHz
3 2422 MHz 2409.5 MHz - 2434.5 MHz
4 2427 MHz 2414.5 MHz - 2439.5 MHz
5 2432 MHz 2419.5 MHz - 2444.5 MHz
6 2437 MHz 2424.5 MHz - 2449.5 MHz
7 2442 MHz 2429.5 MHz - 2454.5 MHz
8 2447 MHz 2434.5 MHz - 2459.5 MHz
9 2452 MHz 2439.5 MHz - 2464.5 MHz
10 2457 MHz 2444.5 MHz - 2469.5 MHz
11 2462 MHz 2449.5 MHz - 2474.5 MHz
12 2467 MHz 2454.5 MHz - 2479.5 MHz
13 2472 MHz 2459.5 MHz - 2484.5 MHz
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Note: The available channels supported by the wireless productsin various countries are different.
For example, Channels 1 to 11 are supported in the U.S. and Canada, and Channels 1to 13 are
supported in Europe and Australia.

The preferred channel separation between the channé s in neighboring wireless networksis 25
MHz (5 channels). This means that you can apply up to three different channels within your
wireless network. There are only 11 usable wireless channelsin the United States. It is
recommended that you start using channel 1 and grow to use channel 6, and 11 when necessary, as
these three channels do not overlap.

802/11a Legal Power Output and Wireless Channels

|IEEE 802.11a utilizes 300 MHz of bandwidth in the 5 GHz Unlicensed National Information
Infrastructure (U-NII) band. Though the lower 200 MHz is physically contiguous, the FCC has
divided the total 300 MHz into three distinct domains, each with a different legal maximum power
output. Below is atable of summary for different regulatory domains.

Table D-3: 802.11a Radio Frequency Channels
U-NII Band Low Middle High
Frequency (GHz) 5.15-5.25 5.25-5.35 5.725 — 5.825
Max. Power Output | 50 mW for US 250 mw for US 1 W for US and Australia
200 mW for Can- | 200 mW for Europe and Australia | 4 W for Canada
ada, Europe,
and Australia 1 W for Canada 25 mW for Europe

Note: Please check your local Authority for updated information on the available frequency and
maximum power outpuit.

|EEE 802.11a uses Orthogonal Frequency Division Multiplexing (OFDM), a new encoding
scheme that offers certain benefits over a spread spectrum in channel availability and data rate.
The 802.11a uses OFDM to define atotal of 8 non-overlapping 200 MHz channels across the 2
lower bands; each of these is divided into 52 sub carriers and each carrier is approximately 300
KHz wide.
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Figure 4-3: IEEE 802.11a Channel Allocations

The FWA G114 user can use thirteen channelsin non-tur bo mode.
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802.11a Turbo Mode Off Radio Frequency Channels

Table D-1:
Turbo mode: OFF
Channel Channel
36 36
40 40
44 44
48 48
52 52
56 56
60 60
64 64
149 5.745 GHz
153 5.765 GHz
157 5.785 GHz
161 5.805 GHz
165 5.825 GHz

The FWA G114 user can use five channelsin turbo mode.

Turbo mode: ON

Channel Frequency
42 5.21 GHz
50 5.25 GHz
58 5.29 GHz
152 5.76 GHz
160 5.8 GHz

Note: The available channels supported by the wireless productsin various countries are different.
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10BASE-T
100BASE-Tx

802.11b

802.11g

Denial of Service
attack

DHCP
DNS

domain name

Domain Name Server

Dynamic Host
Configuration
Protocol

Glossary

|EEE 802.3 specification for 10 Mbps Ethernet over twisted pair wiring.
| EEE 802.3 specification for 100 Mbps Ethernet over twisted pair wiring.

| EEE specification for wireless networking at 11 Mbps using direct-sequence
spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.5GHz.

An as yet to be approved | EEE specification for wireless networking at 54
Mbps using direct-sequence spread-spectrum (DSSS) technology and
operating in the unlicensed radio spectrum at 2.5GHz. 802.11g is backwards
compatible with the existing 802.11b standard. When the standard is ratified,
if necessary, afirmware upgrade may be offered bring your Netgear product
into compliance with the standard.

DoS. A hacker attack designed to prevent your computer or network from
operating or communicating.

See Dynamic Host Configuration Protocol.
See Domain Name Server.

A descriptive name for an address or group of addresses on the Internet.

Domain names are of the form of aregistered entity name plus one of a

number of predefined top level suffixes such as.com, .edu, .uk, etc. For

example, in the address mail. NETGEAR.com, mail is a server name and
NETGEAR.com is the domain.

A Domain Name Server (DNS) resolves descriptive names of network
resources (such as www.NETGEAR.com) to numeric | P addresses.

DHCP. An Ethernet protocol specifying how a centralized DHCP server can
assign network configuration information to multiple DHCP clients. The
assigned information includes | P addresses, DNS addresses, and gateway
(router) addresses.
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Gateway

IP

IP Address

ISP

Internet Protocol

LAN

local area network

MAC address

Mbps
MTU

Maximum
Transmission
Unit

NAT

netmask

Network Address
Translation

A local device, usually arouter, that connects hosts on alocal network to other
networks.

See Internet Protocol.

A four-byte number uniquely defining each host on the Internet. Ranges of
addresses are assigned by Internic, an organization formed for this purpose.
Usually written in dotted-decimal notation with periods separating the bytes
(for example, 134.177.244.57).

Internet service provider.

The main internetworking protocol used in the Internet. Used in conjunction
with the Transfer Control Protocol (TCP) to form TCP/IP.

See local area network.

LAN. A communications network serving userswithin alimited area, such as
one floor of abuilding. A LAN typically connects multiple personal
computers and shared network devices such as storage and printers. Although
many technol ogies exist to implement a LAN, Ethernet is the most common
for connecting personal computers.

Media Access Control address. A unique 48-bit hardware address assigned to
every Ethernet node. Usually written in the form 01:23:45:67:89:ab.

M egabits per second.
See Maximum Transmission Unit.

The sizein bytes of the largest packet that can be sent or received.

See Network Address Trand ation.

A number that explains which part of an IP address comprises the network
address and which part is the host address on that network. It can be
expressed in dotted-decimal notation or as a number appended to the IP
address. For example, a 28-bit mask starting from the MSB can be shown as
255.255.255.192 or as /28 appended to the I P address.

A technique by which several hosts share a single I P address for access to the
Internet.
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packet

PPP

PPP over Ethernet

PPTP

Point-to-Point
Protocol

RFC

RIP

router

Routing Information
Protocol

subnet mask
UPnP

Universal Plug and
Play

UTP

WAN

A block of information sent over a network. A packet typically contains a
source and destination network address, some protocol and length
information, ablock of data, and a checksum.

See Point-to-Point Protocol.

PPPOE. PPP over Ethernet is a protocol for connecting remote hosts to the
Internet over an always-on connection by simulating a dial-up connection.

Point-to-Point Tunneling Protocol. A method for establishing avirtual private
network (VPN) by embedding Microsoft’s network protocol into Internet
packets.

PPP. A protocol allowing a computer using TCP/IP to connect directly to the
Internet.

Request For Comment. Refers to documents published by the Internet
Engineering Task Force (IETF) proposing standard protocols and procedures
for the Internet. RFCs can be found at www.ietf.org.

See Routing Information Protocol.

A device that forwards data between networks. An | P router forwards data
based on | P source and destination addresses.

A protocol in which routers periodically exchange information with one
another so that they can determine minimum distance paths between sources
and destinations.

See netmask.
See Universal Plug and Play.

UPnP. A networking architecture that provides compatibility among
networking equipment, software and peripherals of the 400+ vendors that are
part of the Universal Plug and Play Forum. UPnP compliant routers provide
broadband users at home and small businesses with a seamless way to
participate in online games, videoconferencing and other peer-to-peer
services.

Unshielded twisted pair. The cable used by 10BASE-T and 100BASE-Tx
Ethernet networks.

Sece wide area network.
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WEP Wired Equivalent Privacy. WEP is a data encryption protocol for 802.11b
wireless networks. All wireless nodes and access points on the network are
configured with a 64-bit or 128-bit Shared Key for data encryption.

wide area network WAN. A long distance link used to extend or connect remotely located local
areanetworks. The Internet is alarge WAN.

Windows Internet WINS. Windows Internet Naming Service is a server process for resolving

Naming Service Windows-based computer names to | P addresses. If aremote network

contains a WINS server, your Windows PCs can gather information from that
WINS server about itslocal hosts. Thisallowsyour PCsto browse that remote
network using Network Neighborhood.

WINS See Windows Internet Naming Service.
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