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NETGEAR

Installation Guide

Connect with Innovation™

ProSafe Broadband VPN Firewall FVS318v3

Follow these instructions to set up your VPN firewall. You can also click the
documentation links on the resource CD.

* For cable modem service. When you perform the VPN firewall setup steps, be
sure to use the computer you used when you first set up your cable Internet
connection.

* For DSL service. To complete the VPN firewall setup you might need
information such as the DSL login name or e-mail address and password.

Package Contents

The FVS318v3 package contains the following:
e FVS318v3 VPN Firewall

e Ethernet cable

*  Rubber feet

e Power adapter

e Installation guide

e Resource CD

Connect the FVS318v3

1. Connect the cables between the FVS318v3, computer, and modem.
a. Turn off your computer.
b. Unplug and turn off the broadband modem.

c. Locate the Ethernet cable (cable 1 in the figure) that connects your modem
and computer.

d. Disconnect the cable at the computer end only, point A in the figure.

Cable 1
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e. Securely insert the Ethernet cable from your modem (cable 1 in the figure)
into the INTERNET port of the FVS318v3 as shown in point B of the
second figure. The ports are on the back of the FVS318v3.
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f. Insert the cable that came with your firewall into a LOCAL port on the
firewall such as LOCAL port 8 (point C in the following figure). Insert, and
the other end into the Ethernet port of your computer (point D in the
diagram).

D

©©)
&2

=
=

NETGEAR

ble
ca

o0
==

ll
o

Internet

VPN Firewall
Computer g : L- T 110, BN e

Local ports

Your network cables are connected, and you are ready to restart your network.
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2. Restart your network in the correct sequence.

WARNING: Failure to restart your network in the correct sequence could prevent
you from connecting to the Internet.

a. Plug in the power cord to your broadband modem, turn it on, and wait 2
minutes.

b. Plug in the power cord to your FVS318v3, turn it on, and wait 1 minute.
c. Turn on your computer.

Note: For DSL customers, if ISP-provided software logs you in to the Internet, do not
run that software. You might need to go to the browser and disable auto dialing.

NETGEAR _ prosafe VPN Firewall WOOEL FV/S318

- 100 - - - - - - - 100

1 8
= PWR == TEST == LINK/ACT - - - - - = LINK/ACT

IN RNET

/
PWR Telst Inkrnet
d. Check the FVS318v3 LEDs to verify the following:

* PWR: The PWR LED should turn green. If it does not turn green, check
the adapter or the power switch.

e TEST: The TEST LED lights when the router is first turned on and then
turns off. If after 2 minutes it is still on, see the Troubleshooting Tips in this
guide.

¢ INTERNET: The INTERNET port LINK LED should be lit. If it is not, make

sure that the Ethernet cable is securely attached to the FVS318v3 Internet
port and the modem. Also, make sure that the modem is turned on.

* LOCAL: The LOCAL LINK/ACT LED for the port you use should be lit. If
the 100 LED is lit, the computer is communicating at 100 Mbps. If it is off,
the computer is communicating at 10 Mbps. If the LOCAL LINK/ACT LED
is not lit, check that the Ethernet cable from the computer to the firewall is
securely attached at both ends, and that the computer is on.

Local ports

Configure the FVS318v3 for Internet Access

Use your browser to access and configure the FVS318v3.

1. From the Ethernet-connected computer you just set up, open a browser such
as Internet Explorer. With the VPN firewall in its factory default state, your
browser automatically displays the NETGEAR Smart Wizard page.
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If you do not see this page, type http://lwww.routerlogin.net in the browser
address bar and click Enter.

NETGEAR

contiguration assistant
Prosafe VPN Frewall

Welcome

ected to your NETGEAR router!

Next, we will guide you through connecting to the Intemet.

2. Click OK to proceed.

3. If you still cannot connect to the FVS318v3, verify your computer networking
setup. Your computer should be set to obtain both IP and DNS server
addresses automatically. See the reference manual or tutorials on the resource
CD.

4. Follow the Smart Wizard prompts to connect to the Internet.
5. Click Done on the Success screen, and be sure to click OK at the last prompt
to close the screen and finish.

NETGEAR

configuration assistant
Prosafe VPN Firewall

Success

“our connection to the Internet is working!

“Your network is enabled. You can now connect your ather
o the Internet through this router

This configuration assistant only appears when the router is in its
factory default state,

In the future, go to http:/fwww routerlogin.net to change the router

settings
when prompted, enter admin as the user name and password for the
a d both lower case lstters.

Done
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Note: The Smart Wizardonly appears when the FVS318v3 is in its factory default
state. After you configure the FVS318v3, it will not display again. You can always
connect to the router configuration menu to change its settings. To do so, open a
browser and visit http://www.routerlogin.net. Then, when prompted, enter admin for
the user name and password for the password.

Troubleshooting Tips

Here are some tips for correcting common problems you might encounter.

Be sure to restart your network in this sequence:

1. Turn off and unplug the modem, turn off the FVS318v3, and turn off the
computer.

2. Plug in and turn on the modem, and wait 2 minutes.
3. Turn on the FVS318v3, and wait 1 minute.
4. Turn on the computer.

Make sure that the Ethernet cables are securely plugged in.

e If the Ethernet cable to the FVS318v3 from the modem is plugged in securely
and the modem and FVS318v3 are turned on, the INTERNET LINK LED on the
FVS318v3 is lit.

* For each powered-on computer connected to the FVS318v3, the corresponding
FVS318v3 LOCAL port LINK LED is lit.

Make sure that the network settings of the computer are correct.

e Ethernet cable and wirelessly connected computers should be configured to
obtain IP and DNS addresses automatically by DHCP whenever possible. For
help with configuration, see the reference manual.

e Some cable modem ISPs require you to use the MAC address of the computer
registered on the account. If this is the case, in the Router MAC Address section

For the complete EU Declaration of Conformity, visit
http://support.netgear.com/app/answers/detail/a_id/11621/.

For indoor use only in all EU countries and Switzerland.
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of the Basic Settings screen, select “Use this Computer’s MAC Address.” The
firewall then detects and uses the MAC address of the computer that you are
now using. You must use the computer that is registered with the ISP. Click
Apply to save your settings. Restart the network in the correct sequence.

Use the FVS318v3 LEDs to verify correct operation.

If the FVS318v3 Power LED does not turn solid green within 2 minutes after you
turn the firewall on, or if the Test LED does not turn off, reset the firewall as
described in the reference manual.

Technical Support

After installing your device, locate the serial number on the label of your product and
use it to register your product at https://my.netgear.com.

You must register your product before you can use NETGEAR telephone support.
NETGEAR recommends registering your product through the NETGEAR website.
For product updates and web support, visit http./support.netgear.com.

NETGEAR recommends that you use only the official NETGEAR support
resources.

You can get the reference manual online at http://downloadcenter.netgear.com or
through a link in the product’s user interface.

Electrical and Electronic Equipment (the WEEE directive). If you dispose of this product in the
European Union, treat and recycle it in accordance with your jurisdiction’s laws that implement the

i This symbol appears in accordance with the European Union Directive 2002/96 on the Waste
= VEEE directive.

NETGEAR, the NETGEAR logo, and Connect with Innovation are trademarks and/or registered trademarks of
NETGEAR, Inc. and/or its subsidiaries in the United States and/or other countries. Information is subject to
change without notice. Other brand and product names are registered trademarks or trademarks of their
respective holders. © NETGEAR, Inc. All rights reserved.

*

.

O


http://support.netgear.com/app/answers/detail/a_id/11621/
https://my.netgear.com
http://support.netgear.com
http://support.netgear.com
http://downloadcenter.netgear.com 
http://downloadcenter.netgear.com


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


