NETGEAR

Connect with Innovation™

This document describes the activities undertaken to deploy a Wireless solution using the Wireless
Controller WFS709TP and multiple Lightweight Access Points (WGL102).

The description will encompass how to create an environment with multiple SSIDs, with VLAN
separation, VLAN routing and DHCP enabled for each VLAN to serve the Wireless clients with the
relevant TCP/IP settings.

NOTE:

To ensure the configuration changes are retained in case of Power cycles please ensure
that the configuration is saved at all time using the IEERSRIEUEIIN tab.
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VLAN1: Ports 1/0 — 4

Connected to the Corporate network via Trunk to a Layer2/Layer3 switch (in the
Diagram below a Netgear Layer 2/Layer 3 switch)

VLAN2: Port 1/5

Connected to the Public via a Trunk to a Layer 2/Layer 3 switch

VLAN2100:

Separate the APs traffic from the rest of the network

APs Wireless Configuration

VLANL1: SSID = Corporate
Authentication WPA-PSK

VLAN2: SSID = Public
Authentication Captive Portal (Internal Database)

Wireless Controller Configuration:
VLANI: 10.35.1.200 DHCP 10.35.1.0/24
VLANZ2: 192.168.100.1 DHCP 192.168.100.0/24
VLAN100: 172.16.0.1 DHCP 172.16.0.0/24

Port: VLAN1 VLAN2 VLAN100 U = Untagged T= Tagged
1/0 U

1/1
1/2
1/3
1/4
1/5 U

1/6 U
1/7 U
Gigl1/s8 T T

cCccCcc



APs Wireless configuration
Corporate
| . | A | VLANL : SSID = Corporate
7] i i Public 1] i = Authentication WPA-PSK

VLANZ2 : SSID = Public
Authentication Captive Portal (Internal DataBase)

B niroear

B niroear NETGEAR

1.2.6
ATTOTAR i 1 1] Wireless Controller config:
VLAN1: 10.35.1.200 DHCP 10.35.1.0/24
POE Switch POE Switch
VLAN2: 192.168.100.1 DHCP 192.168.100.0/24
VLAN100: 172.16.0.1 DHCP 172.16.0.0/24
Port: VLAN1 VLAN2 VLAN100
LT ST T e 1/0 U
"""" 11 U
1/2 U
1/3 U
WFS709TP 1/4 U
Trunk (VLAN1, VLAN2) 1/5 u
1/6 U
1/7 U
Gig 1/8 T T

Layer 2/ Layer 3 switch

To Corporate Network — VLAN 1

To Public Network — VLAN 2

———

. =



Initial configuration

When connecting the first time to the unit via the Web Interface (default IP address 192.168.0.250)
the User is presented with the following page:

{= Initial Setup - Windows Internet Explorer |;H§”X|
%y - \gl https:/§192, 168,0,250:4343/setup. html V|® Certificate Error HEHZ\ |L|ve Search ||P =|
Filg Edt wiew Favorites  Tools  Help
o o- ‘Searchweb‘.. \,O|v|~ @ v ) v N v o Fevortes v [ Boglt = (1) - @8Spaces v AT - @ @ -
W I@]nmal Setup lil 5o @ - hPage ~ (FTodk -+
NET G EA R: Initial Setup
T mosare]

System Information

System Mame WFS709TP Country Code US - United States ~

IP Connectivity

WVLAN 1 IP Address 192.168.0.250 WVLAN 1 Subnet Mask 255.255.255.0

Role Information
Controller Role @ Master O Local

User Password

Date & Time

Sate [mar [+ w2008 | Time [16 {53 {1 ]
Timezone (GMT Offset/Name)

[ Reset to Factory Default | [ Save & Reboot |

The default configuration can be kept or changes can be made to suit the local LAN setup.

In this scenario the unit will be connected to a Corporate network via VLAN1 which is also retained as
the management VLAN.

NETGE ? R | initial setup
B

System Information ‘

Systemn Mame WFS709TP Country Code GB - United Kingdom %

1P Connectivity

VYLAM 1 IF Address 0.35.1.200 MLAN 1 Subnet Mask 255.255.255.0

==
=
@
@
N
N
@

Default IP Gateway

Controller Role © master O Local

User Password

Retype Admin Password

Admin Password

apr wI[1w]zo09 | Time

Timezone (GMT Offset/Name) GMT +01:00 * |GDT

[=}
2
b

|
==

|

=

[_Reset to Factory Default | [ save & Reboot |

Hit the Save & Reboot button is and the unit will Reboot.



= Initial Setup - Windows Internet Explorer

G—';ﬁ' - ‘E https: {192, 166.0.250:4343 setup.html

File Edt View Faworites Tools  Help

| certficate Error HE\ |g| [ve search HEB

& - ‘Sear(hwehm

[P+ @ - @ - @ - scravortes - £ [ Eloglt - 7 v @55paces - 8 - G @ -

w @ Ieln\t\a\ Setup I 1 LM R AL R
NETGEAR' | initiol setwp
B e

Initial Setup Complete and Reboot Process is in Progress.

Flease wait between 3-5 minutes for the reboot process to complete. Click here to try accessing the login page.

The next picture shows the Network summary, after reconnecting to the unit Web Interface upon its
reboot.

& uniluring - Windows Internet Explorer

Gﬁ'\:}, [ ] httos:}/10.35.1.200:4343/screens/wmsiimonitar.summary. fkml

| 1 certficate Error HEHX\ [cive search [[2]-]
Fle Edt View Favorltss Tools Help

&) v [ searchweb...

[P @& - B - @ - sk ravorkes - £ [FfBoglt + [ ~ B9Spaces ~ &8 * @ @ -
o I@Mumtunng lil

B - B - v [Frage» (FTooks

NETGEAR' NETGEAR
%' Monitoring T rooarE] WFS709TP
Monitoning
Network
ietwork Summary Network Summary

All WLAN Controllers

2l Access Points WLAN Network Status

All Air Moniters Total Total

Rogue AP Classification Summary

Last5  Last
Win Hour
All wired Access Paints Up Down

Al VLA Client WLAN Centrellers 0 Rogue APs Detected 0 0
ients
Access Points Regue APs Disabled 0 0

Interfering APs 5 5
Detected

= Known Interfering APs 0 0
Unprovisioned Access Points

Duplicate Location Codes

Enterprise Clients

RADIUS Servers

Clients LDAP Servers

Elacklist Clients

Global Events

1]
Air Moniters 0
Controller o

Wired Access Points
Controller Summary

Access Points
Wired Access Points
Air Monitors

Ports WLAN Performance Summary

Last 5
I t
nventory i

Load Balancing Events 0
Interference Events 0
Bandwidth Exceeded 0

Error Threshold
Exceeded

Local Events
WLAN
<No S5IDs Found=>
Debug
Local Clients ¢
Frocess Logs
Custom Logs
=Mo Custom Logs Found>

Creating a new SSID

To create a new SSID access Configuration - Basic - WLAN.

In the two pictures below and as described in the Physical setup section, two SSIDs will be created:

- Corporate, with WPA-PSK authentication (Password = 12345678 )



indows Internet Explorer

G@ ~ 2] https:]j10.35.1.200:4343/screens/switchfulan_new.htmiZessid=new |44 certicate Error HE\ \X\ [Live Sesrcn [[2]-]
File Edit wiew Favorites Tools  Help
@) - [Searchweb... [P+ @ - £ - 9@ - s Favoites ~ £ [ Boglt + [ v @8spaces v &3 - @ @ -

b4 IQWLAN Configuration I } & i v [ Page - {FTodks -

| cont NETGEAR
NETGEAR'| contg NETGEAR

27| WFS709TP

Configuration

Basic | Adwvanced WLAN > New
WLAN

Security netgear-ap/Global

Network
Network

Network Name (SSID) Corporate
Access Point
Installation Wizard Radio Type 802.11a/b/g v

802.11 Security

Management

Network Authentication C None © B02.1x/WEP " WPA @ wrA-PSK " wPaz  WPA2-PSK
Encryption @ TrIP

Advanced Authentication @ None " Registration Web Page  Captive Pertal (web) © MAC
Auth Server Type RADIUS

Keys

PSK TKIP Key/Passphrase
Format PSK Passphrase (%

The PSK TKIP Hex Key should be a 64 character hexadecimal string
The PSK TKIP Passphrase should be an ASCII string 8-63 characters in length

Authentication Server
Server Name TP Address Authentication Port Acct Port Shared Key, Actions
Add

VLAN

Apply

Commands View Commands

figeestain  Windews b

P r—— B e e Ot

sbanied Wi AN > New

WLAN
Securtty metgear-ap/Gobal  Coponaterciona RN
Netwark
Tetwork
Ransgement
Netesd Name ($510) Pt
Accass Point
Instalistion Wizard Sada Type 2 Many &
B02.11 Security
Netesre LsRectceten Fmore Tocsiuwer Twsa Coaradse T weaz T arasree
Erorypten ® cpen Cuw
Advencesd dstrerscaton T tore © 2agutrescn Web Fage ¥ Cagtve Ponal (et © Mac

Mers ¥ Show Imtarmal Detatace




To create Users in the Internal Database, click on Show Internal Database — Add User to add a New

user:

802.11 Security

Metwork Authentication ® Mome T g02.1x/WEP © wea U wea-psk O wpaz O WPAZ-PSK
Encrypticn * open  WEP
Advanced Authentication " Mene  Registration Web Page ™ Captive Portal (web)  MAC
Auth Server Type Imtemal | W Hide Internal Database |
Users
User Name Password Role E-mail Enabled Expiry Action
Add User
The example shows the creation of the Portal_Test user:
New User
User Name
Password
Verify Password
E-mail test@test.com
Enabled v
& Entry does not expire
Expiration " Set Expiry time (mins) l:l
" Set Expiry Date (mm/dd/vyyy) l:H:H:l Expiry Time(hh:mm) l:“:l
Cancel
Users
User Name Password Role E-mail Enabled Expiry Action
Portal_Test g guest test@test.com Yes Disable Delete Madify
Add User

1 |1-10f1



VLAN 1 is the default VLAN for the WFS709TP — by default all the ports (Fa1/0-7, Gig 1/8) are
members of VLAN1 — therefore access to the Controller Web Interface can take place connecting to

any of the ports.

To create a new VLAN, access the menu via Configuration — Basic - Network — VLAN.

This menu will allow creation of the VLAN, but the IP address assigned to the VLAN and the VLAN
Port membership will require to be setup separately.

To combine the setup of all the above settings please use the menu Configuration — Advanced —

Controller — VLAN as in the examples below.

Controller > VLAN > Add New VLAN

Configuration
WLAN ID 2
IP Settings
" Obtain an IP address from DHCP
@ Use the following IF address
1P Address [192.168.100.1

Net Mask 255.255.255.0

Assign this VLAN to Ports

Commands

DHCP Helper Addresses

Add

NAT

Enable source NAT for this VLAN

« Back

Apply

View Commands

The example shows how to create VLAN 100 and configure Port 0/6 and 0/7 to be part of the VLAN.

Controller > VLAN > Add New VLAN
Configuration
VLAN ID i00
IP Settings
" Obtain an IP address from DHCP

{* Use the following IP address
IF Address  |172.16.0.1

Net Mask 255.255.255.0

Assign this VLAN to Ports

Commands

3

DHCP Helper Addresses

Add

NAT

Enable source NAT for this VLAN

AIRIRERE

The result after apply the changes to both VLANSs will be the following:

VLAN ID 1P Address Net Mask
2 152.168.100.1 255.255.255.0 Fal/a-3
100 172.16.0.1 255.255.255.0 Fal/g-7

Add

Associated Ports

Admin State

Enabled Down

Enabled Down

Operation State

« Back

Apply

View Commands

Actions

Disable | Edit‘ Delete |

Disable | Edlt‘ Delete |




This confirms the IP address assigned to the VLAN interface, what ports are members of the VLAN
and whether the Admin state is enabled or not.

In our scenario VLAN 2 will be created and port 5 associated to it, and the IP address assigned as

192.168.100.1

Controller > VLAN > Add New VLAN

« Back
Configuration DHCP Helper Addresses
vian o e Fslper Addresses
IP Settings Add
" Obtain an IF address from DHCP
% Use the following IP address NAT
1P Address Enable source NAT for this VLAN r
et Mask
Assign this VLAN to Ports
o] Le] ‘
Apply
Commands

View Commands



To configure the IP interface of a VLAN — access the menu at Configuration — Basic — Network — IP
Interfaces.

Edit the VLAN in question and configure the VLAN IP address and Subnet mask according to the
requirements.

This procedure may be used if the IP interface address of the VLAN is not being setup during the
VLAN creation.

Network > IP Interfaces > Edit IP Interface (VLAN 100) Help
Port | VLAN IP Routing
Details
VLAN ID
IP Address 172.16.0.1
Metworle Mask 255.255.255.0

DHCP Server

Server/Helper None -

2pply || Cancel

Commands View Commands



Rename VLANL1 to Corporate (for reference). Create VLANZ called Public.

NETGEAR’

Caonnect with Innovation ™

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAM | STP | Multicast | Address Table | Ports |

Basic VLAN Configuration

Reset @
Reset Configuration [l
= WLAN Membership
= WLAN Status
» Port PWID VLAN Configuration @

| [wawo  [vianmeme 0000 [viANType
VILAN Group —
O
]

Configuration

Configuration 1 Caorporate Default

» Protocol Based ) X
z Public Static
VLAN Group
Membership
» GARP Switch
Configuration
» GARP Port
Configuration

Add ports 1 to 12 untagged to VLAN1. Add port 28 tagged to VLANLI.

NETGEAR

Connect with Innovation ™

System Switching Routing QoS Security Monitoring Maintenance Help Index

WVLAM | STP | Multicast | Address Table | Ports |

Basic VLAN Membership

. VLAN VLAN Membership @

Configuration VLAN ID Group Operation Untag &l v
H!:I:m Corporate UNTAGGED PORT MEMBERS _
= WLAN Status
VLAN Type Default TAGGED PORT MEMBERS —
» Port PVID

Configuration 'J Unit 1
s Protocc| Baszed Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
WLAN Group Uuvuuvwuwuvuuuvuwuu
25 26 27 28

Configuration
» Protocol Based
WVLAN Group
Membership
» GARP Switch
Configuration

» GARP Port
Configuration



Add ports 13 to 24 untagged to VLAN2. Add port 28 tagged to VLAN2.

NETGEAR

Connect with Innovation ™

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

VLAM | STP | Multicast | Address Table | Ports |

Basic VLAN Membership

» VLAN VLAN Membership @

Configuration Group Operation

m Public UNTAGGED PORT MEMBERS _
# WVLAMN Status .
VLAN Type TAGGED PORT MEMBERS —

» Port PVID

Configuration 'J (Lorizal

» Protocol Based Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
VLAN Group Uuuvwuvwuvuvuuwuuuu
Configuration 25 26 27 l:f

» Protocol Based
VLAN Group
Membership

+ GARP Switch
Configuration

» GARF Port
Configuration

Configure PVID settings — ports 1 to 12 with PVID of 1, ports 13 to 24 with PVID of 2. PVID on trunk
port (port 28) is not relevant.

NETGEAR’

Connect with Innovation ™

System Switching Routing QoS5 Security Monitering Maintenance Help Index

VLAN | STP | Multicast | Address Table | Ports §

Basic O 1/0/1 1 Admit All Disable 0
| 1/0/2 1 Admit All Dizable 0
» VLAN O 1/0/3 1 Admit All Disable 0
Configuration i a 1/0/4 1 admit Al Disable 0
= VLAN Membership o L .
- A St O 1/0/3 1 Admit All Dizable 0
| 1/0/6 1 Admit All Disable 0
O 1/0/7 1 Admit All Disable 0
» Protocol Based | 1/0/8 1 Admit Al Dicable 0
VLAN Grou
- t,p O 1/0/9 1 Admit All Disable 0
cnfiguratucn
» Protocol Based ] 1/0/10 1 Admit Al Disable 0
VLAN Group O 1/0/11 1 Admit All Disable 0
Membership | 1/0/12 1 Admit All Disable 0
» GA S . .
G“Rf Saiteh O 1/0/13 2 Admit Al Disable 0
Configuration . .
- | 1/0f14 2 Admit All Disable 0
Configuration O 1/0/15 2 Admit All Disable i
| 1/0/16 2 Admit All Disable 0
O 1/0/17 2 Admit All Dizable 0
| 1/0/18 2 Admit All Disable 0
O 1/0/19 2 Admit All Disable 0
| 1/0/20 2 Admit All Disable 0
O 1/o/21 2 Admit All Disable 0
| 1/0/22 2 Admit All Disable 0
O 1/0/23 2 Admit All Disable 0
| 1/0/24 2 Admit All Disable 0
O 1/0/25 1 Admit All Disable 0
| 1/0/26 1 Admit All Disable 0
O 1/0/27 1 Admit All Disable 0
| 1/0/28 1 Admit All Disable 0



Configuration | Monitoring

Basic

Controller

Management
WLAN
Network
Radic
Advanced
RF Management
Calibraticn
Optimization
Protection
Monitoring
Advanced
Security
Rogue AP
ARA Servers
Authentication Methods
Firewall Settings
RF Policies
Policies

Diagnostics | Maintenance vents | Reports

Save Configuration | Logout admin
Controller > Port Help
General VLAN | IPRouting =~ VRRP | DHCP Server
Port Selection - Click port to configure
o123 4||5(]e][7 g

Configure Selected Port 1/8
Enable Port I3
Enable 802.3af Power Over Ethernet I3
Enable Cisco Power Over Ethernet r
Make Port Trusted I3
Port Mode " Access ™ Trunk

Native VLAN (1 <1 [v]

O |allow &1l vians

Enter VLAN(s) @ |allowed VLAN list

allowed WLANS[1,2 <|[1 [+]
Disallowed VLANS =-|[1 []

¥ Enabled

. 15 Port Cost
Spanning Tree o

128 Priority

™ Port Fast

Apply

Commands view Commands

- Connect WFS709TP on gigabit port to FSM7328PS on port 28

- Connect PC to port 1 on FSM7328PS (VLAN1)

- PC obtains IP address from DHCP server on WFS709TP in the range 10.35.1.0/24

- Connect laptop wirelessly to ‘Corporate’ SSID

- Laptop obtains IP address from DHCP server on WFS709TP in the range 10.35.1.0/24
- Verify that PC can ping laptop and vice versa



1. Starting position for this exercise: Any previously provisioned AP’s were reset to factory
defaults and disconnected from the WFS, any previously existing buildings were deleted, old
entries were cleared from WFS database. Configuration was saved and WFS was rebooted.

2. Click on “Plan”. The following screen appears, with the default building setup which is to be

customised. Click “Building Dimension”.

A Plan > building 1 > Overview - Microsoft Internet Explorer

Fle Ed Yew Favorkes looks Heb »
- 0 ANl C <4 A. DG T B4 S
Qe - © (%] [B] @ Psewch Fiorovnes &) - R 0 J &K 3
Agdress | ] htps:/10.35.1.200:4 i 7carnpus-id wg-id=1
NETGEAR | pn » —
PROGATE L
| Coiiguration | Monitring | Diagnostis | Maintenance | Plan | Events [ Repots | Logout admin |
; Plan > building 1 > Overview _seve| __Building Dimension > _ |
Dimension
Modeling: AP Building Dimensions
Modeling: AM Building 1D 1 Name building 1
Planning Width 200 feet Length 100 feet
Floors Inter Floor Height 30 feet Floors 0
AP Plan Modified Time 16:47:59 3/25/2009
AM Plan
Access Point Modeling Parameters
Hoors Radio Type 802.11a|bjg AP Type WAG102
Overlap Factor 100 %
802.11b|g Desired Rate 11 Mbps 802.115 Desired Rate 54 Mbps
Number of required APs: 1
Number of APs to support total users: 1
Number of APs to meet desired rate: 1
Air Monitor Modeling Parameters
802.11b|g Monitor Rate 5.5 Mbps 802.11a Monitor Rate 36 Mbps
Number of required AMs: 1
E-mail Support

3. On this screen, select “Unit” as Feet or Metres, and fill in the rest of the details. In this
example, the RF plan is only for the top floor of a 2-floor building, so “Floors” =1. Note that the
dimensions are for the full area covered by the floorplan .jpg that will be loaded at a later
step, which may be slightly larger than the area covered by the physical building. Click

“Apply”, then “AP Modelling Spec”.

A Plan » building 1 » Specification - Micresoft Internet Explorer

Bl Edt Yew Favorkes ook e
Q- © KRG QEBR E -

_\_:_,,,____._.'ﬂmw”m“., f i fpban b7 campus-id=1 Bbuiding-id=1

/.‘seuch k.‘_/‘\,:'f-‘mm £

Building Specification

Plan > building 1 > Specification

Madeling: AP Edit
Modeling: AM
el Building 1D 1 Name NetgearCorki
Planning =
Width 36 Length (32

Floors

S Inter Floor Height |4 Unit | meters (&

AM Plan Floors 1
peployed Apply

Floors

Save | AP Modeling Spec. »

E-mail Support




This screen shows the default Access Point parameters.

2 Plan > NetgearCork1 > AP Modeling Parameters - Microsoft Internet Explorer Ji
Fie Edt View Favorkes Tooks Hebp &

Q- Q HEAG P foren @ R- LR & -JAK B

Agidress | ] https:/]10.35.1.200:4 ps-id=1 8buidng-id:

NETGEAR | pin

v Ge Unks *

NETGEAR

(FROSATE] WFST09TP

Building Specification  plap > NetgearCorkl > AP Modeling Parameters _Save| _AMModeling Spec. »
Dimension
) Edit
LG Radio Type 80211ablg v AP Type WAGI02 v
Planning " N r
Floors @ Coverage | © Capacity | © Custom  Overlap Factor 100 |%[low ¥
Floor 1 Total Users Users / AP B
AP Plan 802.11b|g Desired Rate |11 ¥ Mbps 802.11a Desired Rate |54 ¥ Mbps
AM Plan A
Deployed Number of required APs: 3
Floors Number of APs to support total users: 1
Floor 1 Number of APs to meet desired rate: 3
Apply

Edit the default AP parameters as required. “Coverage” will calculate required number and
location of APs based on the area to be covered, while “Capacity” will calculate this based on
number of users to be supported. 100% Overlap Factor indicates that the AP coverage areas
should just touch, increasing this parameter will make roaming more reliable. The parameters
specified on this screen will determine how many APs are required. Click “Apply”, then “AM
Modelling Spec.”.

2 Plan > NetgearCork1 > AP Modeling Parameters - Microsoft Internet Explorer CIIE‘QE
Fle ER Yew Favokes ook Heb ar

Q- © HEAG P Jors @ R- LR & -[JEE B

Address | ) 3.1 ! id=18buiding-id:

NETGEARf| Plan

NETGEAR'

PRoSArE] WFSTO9TP

Building Specification  plap > NetgearCorkl > AP Modeling Parameters _Save| _ AM Modeling Spec.» |
Dimension
e Edit
e Radio Type @211k v AP Type Wo102_ v
Planning -
Floors © Coverage |  Capacity | © Custom  Overlap Factor 150 | % Medum ¥
Floor 1 Total Users [30° Users / AP 10
AP Plan 802.11b|g Desired Rate |54 ¥ Mbps 802.11a Desired Rate  * ! Mbps
AM Plan APs [
Deployed Number of required APs: §
Floors Number of APs to support total users: S
Floor 1 Number of APs to meet desired rate: S
Apply

The Air Monitor Modelling Parameter screen determines how many AMs will be required. In
most cases, default settings will be suitable. Click “Apply”, the “Save”, then “Planning”.

3 Plan > NetgearCork1 > AM Modeling Parameters - Microsoft Internet Explorer M=
Be €& Yow Faortes look b o
O © X [@ G P Jorms @ - LR & -LJAE B

&) rps:fj10.35.1. fsexeensfumsijplan hen id=1Bbuiding-id=1 v| Do ks »

NETGEAR | pin NETGEAR'
(PROSAFE

Frotare| WFST09TP

| Monitoring | Diagnostics | Maintenance | Plan | Events [ Repots | Logoutadmin |

"‘;“""“.5“"“““““ Plan > NetgearCorkl > AM Modeling Parameters _save| planning »_|
Imension
Modeling: AP Edit

& Coverage | T Custom
Planning

Floors
Floor 1 AMs [
AP Plan Number of required AMs: 1
AM Plan Apply
Deployed
Flaors
Floor 1

802,11b| Monitor Rate | 55 | Mbps 802,11 Monitor Rate |3 v | mbps




7. On the Planning screen, click “Add New Floor”.

8. Fillin “Level” and “Name” text boxes, and browse to a .JPG image of the floorplan of the floor
to be added. Click “Apply”.

A Plan > NetgearCork1 = Planning - Microsoft Internet Explorer

O - © HEAG Pt orone @ - SR € -JEK B

Address | ] hetps: 110,35, 1. mi?c ampus-4dm 1 8bulding-id

NETGEAR | nn

Areas | Expand [ | New

Suggested Access Points and Alr Monitors | Collapse = | New | Clear

Fixed Loc. Mame X ¥ .blgType .blgChfPow .aType .acCh/Pow
No APs defined.

Deployed Access Points and Air Monitors | Collapse =

Loc. Mame X ¥ AP Type .blg TypefChfPow .b|g Bssid .a Type/ChfPow .a Bssid
No &Fs defined.

9. Adjust “Zoom” value to adjust the size of the image for comfortable viewing.

2 Plan > NetgearCork1 > Planning - Microsoft Internet Explorer

X)
Fle Edit Wew Favorites Tooks  Help ar
Q- © ARG Lot frroons @ 3 2R E -JENE B
Address | ] https: /10.35.1,200:4343/screenswmsijplan. htmizcampus-id=1 &bulding-id=1 v Go Links >
. |
. NETGEAR =
NETGED?A!E!_l Plan T ProswE] WESTO9TP CER

| tonitoring | Diagnostics | Maintenanee | Plan [ Event= | feport= | Losoutadnin ]

Building Specification  play > NetgearCorkl > Planning save|  Add New Floor | AP Planning» |
Dimensian
Modeling: AP Control
Madeling: AM Zoom [1200 [ 1200 v % Approx. Caverage Coverage Rate Channel
Planning
Flaors Floor 2: NetgearCorkFloorl | Edit Floor
Floar 2
AP Plan
AM Plan
Deplayed | 1 | I stairs
Floors
Floar 2

lifts & —[—ﬂ ‘ | )
stairs |

currently unused

Areas | Expand | New

suggested Access Points and Air Monitors | Collapse 1 | New | Clear

Fixed Loc. Name X Y .blaType .blgCh/Pow .aType .aCh/Pow
Mo APs defined,

Deployed Access Points and Air Monitors | Collapse B

Loc. Name X Y APType .blgTypefCh/Pow .blgBssid .aType/Ch/Pow .a Bssid
Mo APs defined

Building Specification  plap > NetgearCorkl > Planning Save|  Add New Floor | AP Planning > |
Dimension
Modeling: AP Control - -
Modeling: AM Zzoom [100 (100 v % App 3 Floor Editor - Web Page Dialog,
Planning Floor Editor
Floors Floor 1 | EditFloor Level [ ] Name petgearcCorkFloort]
Fleor 1 1 Current BG Image
AF Plan New BG Image :C:\m' Piwures\ﬁoorpla: PO,
AM Plan | Apply | Cancel | Delete
Deployed .
Floors hittps: 10.35.1 i dialog. 4 Intermet
Floor 1

S @ Internet




10.

11.

If there are any areas on the floorplan where coverage is not required or is optional, click
“New” in the “Areas” menu. In the Area Editor, specify coordinates to indicate the area where
coverage is not required, select “Don’t Deploy” or “Don’t Care”, and click “Apply”.

Q- ©  [x] & @ O sewen

] bitps: 710,55, 1.200:434 3 screrswmsi{plan. htmi2c ampus ide| Sbubding =1 v He o
|_configuration | Honitoring | Diagnostics | Maintznance | | Events [Repots | Loooutadmin [
Building Specification  plan > NetgearCorkl > Planning Save | add New Floor | AP Planning > |
Dirmension
Maodeling: AP Control
Modeling: AM Zoom [1200 | 1200 % | % Approx. Coverage None ~ | Coverage Rate N/ » Channel |Hi v
Planning
Flaors Floor 2: NetgearCorkFloorl | &di Floor
AP Plan
AM Plan i
ir
Deployed stairs
Floors
Floor 2

‘3 Area Lditor -- Web Page Dialog

Area Editor
Name Unused Area Type Dignit Daphoy w
fits & | I l —l Left 0 Bottern o
ifts -
stairs J Right 36 Top 15
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Repeat for each area on the floorplan where coverage is not required or is optional. Then
click “Save”, then “AP Planning”.

2 Plan > NetgearCork1 > Planning - Microsoft Internet Explorer
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12. Click “Initialize”. Access points will appear on the floorplan. Click “Start”. The software will
adjust the position of the AP’s to optimize coverage. When it has finished, you can manually
drag AP’s to improve coverage in high-use locations like conference rooms, or to specify the
locations where AP’s will really be installed (or already are installed). It is important that this
picture gives an accurate representation of where the APs are physically located relative to
each other. Click “Save” then “AM Planning”.

2 Plan > NetgearCork1 » AP Planning - Microsoft Internet Explorer
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13.

Click “Initialize”. Air Monitor access point(s) will appear on the floorplan. Click “Start”. The
software will adjust the position of the AM’s to optimize effectiveness. When it has finished,
you can manually drag AM’s to specify the locations where AM’s will really be installed (or
already are installed). It is important that this picture gives an accurate representation of
where the AM'’s are physically located relative to each other and the AP’s. Click “Save”. The
RF plan is now complete. Make a note of the AP/AM location codes that have been generated
by the RF Plan (1.2.1 to 1.2.6 in the screenshot).

3 Plan > NetgearCork1 > AM Planning - Microsoft Internet Explorer
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14. Connect an access point to the network. Click on “Monitoring” in the main menu, then
“Network Summary”. Once the AP has established communication with the WFS, the
“Unprovisioned Access Point ” counter will increment and turn red.

2 Monitoring - Microsoft Internet Explorer

Be ER Vew Favores Jook Help &
Qo - ©Q M BG Psowd Gorons @ R-L R & -LJAK B

Address | ) bitps:{10.35.1.200:4343screens wnsifmankor summary. bkl

NETGEAR'

NETGEAR’
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i Network Summary
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Access Points
Wired Access Points

Process Logs
Custom Logs
<No Customn Logs Found>

15. Click “Maintenance”, then “Program AP”

Duplicate Location Codes

1
1
]
[}
Unprovisioned Access Points 1
o
Enterprise Clients 1

o

0

Air Monitors RADIUS Servers 0
Clients LDAP Servers 0
Blacklist Clients
Ports WLAN Performance Summary
Inventory "'::‘ 5 :-:o):r All
LocsEvents Load Balancing Events 0 0 0
WLAN Interference Events 0 0 0
fepparap Bandwidth Exceeded 0 0 )
Corporete Error Threshold 0 ° °
Public Exceeded
Debug
Local Clients

Set. Click “Provision”.
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. Select an AP from the list whose Location is Not

et Explorer
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Reboot AP
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WLAN = Program AP

Search
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r Mot set
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Search
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16. Enter one of the location codes generated in the RF Plan. Click “Apply and Reboot”.

Fle Ed Wiew Favortes Took Help
Q- © HRAG P formm: @ 3- 5
Agdress | 8] hitps:i110.35.1 action. himimods v v.Go ks *

NETGEAR
oo

Controller
Image Management
Reboot Controller

WLAN > Program AP > Provision

Location

Clear Config Bulding i ] Floor B ] Location f

Synchronize Database

Boot Parameters ‘Antenna Parameters
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Copy Logs
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S EEA R Master Discovery
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Reboot AP
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P = Provisioned U = Unprovisioned 1P = In Prograss
Apply and Reboot | Canesl |
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17. Connect the rest of the AP’s to the network, and provision them one at a time.

NETGEAR

I” WFS709TP

controller
Image Management WLAN > Program AP
Reboot Coml\er Search Search
Clear Config r Location AP IP - AP Type = AP MAC Address = AP Serial Number ~ Status ~

Synchronize Database

r 121 172.16.0.254 AP-WG102 00:1b:2f:76:89:df . up
Boot Parameters
File r 1.2.2 172.16.0.253 AP-WG102 00:1b:2f: 76:a9:F5 - up
Copy Files r 123 172.16.0.252 AP-WG10Z 00:1b:2f:98:44:00 - up
LA r 124 172.16.0.251 AP-WG102 00:1b:26:76:49:76 . up
Copy Crash Files
r 125 172.16.0.250 APWG102 00:1b:2f:98:43:72 . up
Backup Flash
Restore Flash r 1.26 172.16.0.249 AP-WGL0Z 00:1 B e - up
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Reboot AP

WMS Database
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Section 3 — Captive Portal

First, we will create a Remote Access Policy and RADIUS Client in our IAS Server:

Settings |

Specify the conditions that connection requests must match,

Policy conditions:

Windows-Groups matches "METGEARLABSD amain Users”

L | o

agd. |

Edit... Bemove

If connection requests match the conditions specified in this policy, the
associated profile will be applied to the connection.

Edit Profile... |

Urless individual access permissions are specified in the user profile, thiz
policy contrals access to the netwark.

If a connection request matches the specified conditions:
" Deny remote access pemission

¢ Grant remote access permission

Lpply

o]

Cancel |

WFSCORPORATE Properties
Settings |

FEriendly name:

ORPORATE

Address [IF or DMS]:

|1n.35_1_2nu

IF you are uzing remote access policies bazed on the client vendor's
attribute, specify the vendor of the RADIUS client.

Cligrt-endor [RADIUS Standard =l

[~ Request must contain the Message Authenticator attribute

Shared zecret;

Ixxxxxxxx

Ixxxxxxxx

Confirm shared secret:

Cancel

o]

Zpply

Remote Access policy:

Create a new Remote Access Policy in your
IAS server, note that the authentication will
be done by simple PAP.

RADIUS Client:

Create a RADIUS Client to match your
Controller’s IP and Shared key.



teskt user Properties

tember OF | Diakin I Erwiranment I
Remate control | Termninal Services Profile I
General I Address  Account | Profile I Telephones I Organization

User logon name:

E
Sessionz I
com+ |

Uzer logon name [pre-wWindows 2000

I (@netgearlab.local

=
NOTE:

|NETGEAHL.-’-‘-.B\ Itest

Logon Hours. .. LogOnTa.. |

™| Accountis locked out

Account options:

When you create users that are meant to
connect via Captive Portal, be sure that your
user has the option to “Store password using

™ User must change password at nest logon
[~ User cannot change passwaord

[V Password never expires

Iv Store password using reversible encryption

- reversible encryption” is ticked on. Otherwise
:| it will fail to authenticate.

—Account expires
' Never

€ Endot. |15 May 2003

o |

Cancel |

Apply |

To enable Captive Portal as the security method for the Public VLAN, go to Configuration > Basic

and WLAN:

In there, we will select the SSID

802.11 Security

that we wish to have under

Metwork Authentication ®none Osozaywer Owpa Owpa-psk Owpaz Captive Portal security (Pub.|IC, in
Encryption ®open Owep our case) and select the option of
Advanced Authentication Otane O Registration eb Page Captive Portal under advanced
Auth Server Type Authent|cat|on.

For authentication we will use
RADIUS.

Authentication Server
Server Name IP Address

Choose an Authentication Server

-MEW- v Cancel

Server Mame

IP Address

Authentication Port 1812
Acck Port 15813
Shared Key

Retype Shared Key

Authentication Port

Click on Add under
“Authentication Server”, and Add
again under “Choose an
Authentication Server”

There we will input our RADIUS
Server and Client settings.

There are additional settings to configure in the Configuration > Advanced > Security >
Authentication Methods > Captive Portal > Authentication page:



502, 1x MaAC Address S5ID L2 Encryption Advanced

Captive Portal

Authentication Enabled

Enable Guest Logon
Enable User Logan

Enable Logout Popup Window
Protocal Type

Redirect Pause Time(secs)
Welcome Page Location
Laogin Page Location

Logon Wait Interyval

CPU Utilization Threshold

Match ESSID List
Proxy Host : Port

Wired-to-Wireless Roarming ESSID List

O EEO

http (O] https

=
o

- seconds
60 |

Add Delete

I )
|:| M Delete

Testing Performed

2 Portal Login - Microsoft Internet Explorer,
File Edt View Favorites Tools Help

Qe - © ¥ [B @) POsach Joraoies @ -l R E B

EEX
a

muze v (e ok ?

=00: 14:6c:d7:

Address [@) etgear.comfcgi-binjlogin 168.100.

EPSON Web-ToPage ~ | (& print

BEGISTERED USER.

USERNAME

NETGEAR
[PROSAFE

PASSWORD

Logging in as a registered
user indicates you have
read and accepted the
Acceptable Use Policy.

2 hitps:#/securelogin.netgear.com/cgi-binflogin - Microsoft Internet Explorer

Fle Edt view Favorites Tools Help

v Be

Q- © (X [@ G| P Joroons @ 2- L RE B
address (@)1 in. et fegibinflogn
EPSON Web-To-Page ~ | @print | =1)Print Preview

] Pop-up blacked. To see this pop-up or additional aptions click here. ..

User Authenticated
In 10 seconds you will be automatically redirected to http://whatismyip.com/.
Click here to go there directly.

Click here to bookmark this page.

For our example, we will use
all the default settings.

Notably, HTTPS as our
protocol and no guest
access.

Also, note that the SSID is
already listed in the Match
ESSID List.

Once you connect with a
wireless client to the “Public’
SSID and try to browse
anywhere, you'll be
redirected to the Captive
Portal page.

3

After inputting your
credentials, it will redirect you
to the site you were trying to
reach originally.



Useful procedures

Reset the switch to Factory Defaults:
Bring up the console and on the hyper-terminal type the following commands.

a. Reboot the box and hit enter when you see “Hit any key to stop autoboot” on the console.
b. On the cpboot prompt enter
i. cpboot > setenv cfgfile foo
ii. cpboot >saveenv
iii. boot
c. The system will reset to factory default and when it boot up it will go to the initial setup
screen.



