NETRONIX
R R A RA T

User’'s Guide

Wireless 802.11n PCI Card
W403



FCC Certifications F@

Federal Communication Commission I nterference Satement

This equipment has been tested and found to comptythe limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These liamésdesigned to provide reasonable protection
against harmful interference in a residential it&ti@n. This equipment generates, uses and can
radiate radio frequency energy and, if not insthed used in accordance with the instructions,
may cause harmful interference to radio commurooati However, there is no guarantee that
interference will not occur in a particular inssibn. If this equipment does cause harmful
interference to radio or television reception, vih@an be determined by turning the equipment off
and on, the user is encouraged to try to correcirtterference by one of the following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipmenteaeier.

-Connect the equipment into an outlet on a cirdiffierent from that to which the receiver is
connected.

-Consult the dealer or an experienced radio/TVrggtan for help.

This device complies with Part 15 of the FCC Rul@peration is subject to the following two
conditions: (1) This device may not cause harmitérference, and (2) this device must accept any
interference received, including interference thay cause undesired operation.

FCC Caution: Any changes or modifications not eggle approved by the party responsible for
compliance could void the user's authority to ofgetiais equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Satement:

This equipment complies with FCC radiation exposiimits set forth for an uncontrolled
environment. This equipment should be installed apérated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or opegaiim conjunction with any other antenna or
transmitter.

IEEE 802.11b/g or 802.11n operation of this prodad¢he U.S.A. is firmware-limited to channels 1
through 11.



Europe — EU Declaration of Conformity

This device complies with the essential requiremefthe R&TTE Directive 1999/5/EC. The
following test methods have been applied in ordearbve presumption of conformity with the
essential requirements of the R&TTE Directive 19%RC:

EN 60950-1: 2001
Safety of Information Technology Equipment

- EN50392: 2004
Generic standard to demonstrate the complianckedtfrenic and electrical apparatus with the
basic restrictions related to human exposure wrelmagnetic fields (0 Hz - 300 GHz)

- EN 300 328 V1.6.1 (2004-11)
Electromagnetic compatibility and Radio spectrunttita (ERM); Wideband transmission
systems; Data transmission equipment operatinigeir2t4 GHz ISM band and using wide band
modulation techniques; Harmonized EN covering dsseequirements under article 3.2 of the
R&TTE Directive

- EN 301 489-17 V1.2.1 (2002-08) and EN 301 489-15u11(2004-11)
Electromagnetic compatibility and Radio spectrunttita (ERM); ElectroMagnetic
Compatibility (EMC) standard for radio equipmentlaervices; Part 17: Specific conditions for
2,4 GHz wideband transmission systems and 5 GHz egformance RLAN equipment

This device is a 2.4 GHz wideband transmissionesggtransceiver), intended for use in all EU mendtates and EFTA countries,

except in France and Italy where restrictive ugdiagp.

In Italy the end-user should apply for a licensthatnational spectrum authorities in order to ibbta
authorization to use the device for setting up oatdadio links and/or for supplying public access
to telecommunications and/or network services.

This device may not be used for setting up outdadio links in France and in some areas the RF
output power may be limited to 10 mW EIRP in thexjiiency range of 2454 — 2483.5 MHz. For
detailed information the end-user should contaetdtional spectrum authority in France.

C€ 0560 ©



[e] Cesky [Czech] [Jméno vyrobcelimto prohlaSuje, Ze tenftyp za‘izeni] je ve shod
se zakladnimi poZadavky a dalSimigtuSnymi ustanovenimi
smernice 1999/5/ES.

[d] Dansk [Danish] Undertegnedi@brikantens navnlrklaerer herved, at falgende
udstyr[udstyrets typebetegnelseyerholder de veesentlige krav og
gvrige relevante krav i direktiv 1999/5/EF.

Deutsch [German] | Hiermit erklgflame des Herstellerspass sich das Gerat
[Geratetyp] in Ubereinstimmung mit den grundlegenden
Anforderungen und den Ubrigen einschlagigen Bestingan der
Richtlinie 1999/5/EG befindet.

¢t Eesti [Estonian] Kaesolevaga kinnitgbotja nimi = name of manufacturedeadme
[seadme tuilip = type of equipmengstavust direktiivi 1999/5/EU
pdhinduetele ja nimetatud direktiivist tulenevatelstele
asjakohastele satetele.

English Herebyjname of manufacturer]declares that thisype of
equipment]is in compliance with the essential requirements a
other relevant provisions of Directive 1999/5/EC.

Espanol [Spanish] | Por medio de la pres¢gmbenbre del fabricantefleclara que el
[clase de equipofumple con los requisitos esenciales y cualesajuier
otras disposiciones aplicables o exigibles de faddiva 1999/5/CE.

[l EAAnvicr [Greek] | ME THN ITAPOYZA [name of manufactureAHAQNEI OTI [type
of equipmentEYMMOP®ONETAI ITPOX TIZ OYZIQAEIX
AITAITHZEIX KAI TIZ AOINIEX EXETIKEX AIATAZEEIX THX
OAHT'TAX 1999/5EK.

Francais [French] Par la présefriem du fabricant]déclare que l'appardtype
d'appareil] est conforme aux exigences essentielles et avgsaut
dispositions pertinentes de la directive 1999/5/CE.

Italiano [Italian] Con la presenfaome del costruttoreflichiara che quesf{tipo di
apparecchio]e conforme ai requisiti essenziali ed alle altre
disposizioni pertinenti stabilite dalla direttiv@29/5/CE.

Latviski [Latvian] | Ar So[name of manufacturer /izgatavga nosaukumsileklag, ka
[type of equipment / iéktas tips] atbilst Direkivas 1999/5/EK
butiskapm prasbam un citiem ar to saighjiem noteikumiem.



Lietuviy
[Lithuanian]

[l Nederlands
[Dutch]

[] Malti [Maltese]

Magyar
[Hungarian]

[ell Polski [Polish]

[etl Portugués
[Portuguese]

Slovensko
[Slovenian]

Slovensky

[Slovak]

[fl Suomi [Finnish]

Svenska [Swedish]

Siuo[manufacturer namefeklaruoja, kad Sigquipment type]
atitinka esminius reikalavimus ir kitas 1999/5/EBdBtyvos
nuostatas.

Hierbij verklaartfnaam van de fabrikantflat het toestdtype van
toestel]in overeenstemming is met de essentiéle eisere amdere
relevante bepalingen van richtlijn 1999/5/EG.

Hawnhekklisem tal-manifattur] jiddikjara li dan[il-mudel
tal-prodott] jikkonforma malhtigijiet essenzjali u ma provvedimenti
ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [gyartd neve]nyilatkozom, hogy &.. tipus] megfelel a
vonatkozo alapvetd kdvetelményeknek és az 1999/54f@elv
egyeb eldirasainak.

Niniejszynjnazwa producentapswiadcza,ze [nazwa wyrobu]jest
zgodny z zasadniczymi wymogami oraz pozostatynsstmymi
postanowieniami Dyrektywy 1999/5/EC.

[Nome do fabricantefleclara que esfépo de equipamentogsta
conforme com os requisitos essenciais e outrassligjes da
Directiva 1999/5/CE.

[Ime proizvajalcalizjavlja, da je tdtip opreme]v skladu z
bistvenimi zahtevami in ostalimi relevantnimi délodirektive
1999/5/ES.

[Meno vyrobcu]tymto vyhlasuje, Zftyp zariadenia]sgiia zakladné
poziadavky a vSetky prislusné ustanovenia Smef868/5/ES.

[Valmistaja = manufacturerjvakuuttaa taten etféype of equipment
= laitteen tyyppimerkintatyyppinen laite on direktiivin 1999/5/EY
oleellisten vaatimusten ja sita koskevien direktimuiden ehtojen
mukainen.

Harmed intygafféretag] att denndutrustningstyp]star |
Overensstdmmelse med de vasentliga egenskapskrawoga
relevanta bestammelser som framgar av direktiv /538.
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Thank you for purchasing this product. Read this chapter to know about your
IEEE 802.11n Wireless PCIl/ Mini PCI Adapter.

Unpacking Information

Before getting started, please verify that your package includes the following items:

1. IEEE 802.11n Wireless PCI/ Mini PCI Adapter.
2. One Utility/ Manual CD.

Introduction to the IEEE 802.11n Wireless PCI/ Mini PCI Adapter

The IEEE 802.11n Wireless PCI/ Mini PCI adapter provides users to launch IEEE 802.11n wireless
network at 300 Mbps in the 2.4GHz band, which is also compatible with IEEE 802.11b/g wireless
devices at 11/54 Mbps. You can configure this adapter with Ad-hoc mode to connect to other
2.4GHz wireless computers, or with Infrastructure mode to connect to a wireless AP or router for
accessing to Internet. This adapter includes a convenient Utility for scanning available networks
and saving preferred networks that users usually connected with. Security encryption can also be
configured by this Utility.

Internet

S0

N / Wireless Router/ Access Point

USB/PCI Wireless Adapter USB/CardBus ‘Wreless Adapter



Key Features

« Complies with IEEE 802.11n/b/g wireless « Supports driver for Windows 2000, XP 32/64,
standards Vista 32/64, Linux (2.4.x/2.6.x), and Mac
(10.3.x/10.4.x).

e 2.4GHz Frequency band, MIMO 2T3R « Supports QoS: WMM, WMM-PS

« Complies with PCI 2.3 or Mini PCI type III e Supports wireless data encryption with
64/128-bit WEP, WPA, WPA2

« High Speed transfer data rate up to 300 Mbps Supports Multiple BSSID

« Supports auto-installation.

Installation Guide

Software Installation

Note:

e For Linux or Mac driver installation guide, please refer to the instruction in /Driver/Linux or
/Driver/Mac in the CD-Rom.

¢ The following driver installation guide uses Windows XP as the presumed operation system. The
procedures and screens in Windows 2000 and Vista are familiar with Windows XP.

1. Insert this product to your computer. The system finds the newly installed device

automatically. Click Cancel to close this window.

Found Hew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helpz you install softveare for:

802171 niwLAN

\':}I If your hardware came with an installation CD
2 or Hloppy disk, insert it now.

What do you want the wizard to do’?

() Install the software automatically [Fecommended)
) Install from a list or specific lacation [Advanced)

Click Mext to continue.

[ MHext > ]I EanceIQJ

2. Insertthe CD-Rom that came with this product to your CD-Rom drive. The menu window pops
up automatically. Please click the Driver button of this product.
Note: If the CD-Rom fails to auto-run, please click on My Computer> your CD-Rom drive>
(folder of this product)> Driver then double-click the Setup icon to start this menu.



3. Select if you are going to configure your wireless network with this device or with Microsoft

Zero Configuration tool.
Note: This can be changed after installing this software.

802.11n PCI Wireless LAN - InstallShield Wizard

Setup Type

etup type that

figuration Tool

Configuration Tool

T

——— ——

Instal

4. Select to optimize this adapter in WiFi mode or performance mode.

Note: The performance mode is only available while connecting to a TX Burst supported AP.

Users that uses the AP without TX Burst please select WiFi mode (standard mode).

802.11n PCI Wireless LAN - InstallShield Wizard

Setup Type
. p type that b

InstailSfield <Back || Mew> | Concal |




5. Click the Install button to start installing.

802.11n PCI Wireless LAN - InstallShield Wizard

Ready to Install the Program

ko,

hange any of your

Instart {5l . < Back H

Cancel l?l

6. Click the Finish button to complete installation.

802.11n PC| Wireless LAN - InstallShield Wizard

InztallShield Wizard Complete

Cance IF'I

Instali




Management Guide

Read this chapter to understand the management interface of the device and

how to manage the device.

Making a Basic Network Connection

Select a configuration tool

In the following instruction for making a network connection, we use the Utility we provide to

configure your wireless network settings.

Note: You could use either the software we provide or Microsoft Zero Configuration tool to
configure this adapter. To switch between the two configuration tools, please right click on the

icon on system tray to select.

Launch Config Ukilities

IJse Zero Configuration as Configuration utility
Exit

To connect with Microsoft Zero Configuration tool

After specifying the Microsoft Zero Configuration tool to configure your wireless network, right

click on the ﬂ icon on system tray. Select View Available Wireless Networks to specify your
wireless network.

Change Windows Firewall setkings

Cpen Metwark Conneckions

Repair

¥Yiew Available Wireless Networks _

10



The tool shows the available wireless networks. Select your demanding network to connect with.
To connect to a wireless network with more security settings, please click Change advanced

settings to be compatible with your wireless network security settings.

1 = = |
“i" Wireless Network Connection |£|
RN s i Choose a wireless network
ﬁ Refresh network list Click. an item in the lisk below o connect to a wireless netwark in range or ko get mare
information,
<2 Set up a wirsless netwark (@) AP1 Connected ﬁ il
far & home or small office i [
Unsecured wireless network IIII! i= |
I
Related Tasks (!i}} 242 =
».,i Learn about wireless i Seruricy-enabled wireless network (WPA) II["][I
nebworking 202
()
¢ Change the order of !
preferred netiworks Unsecured wireless netivork IIII
"gﬁ Change advanced (l: };l nl
setkings
i Seruricy-enabled wireless network (WPA) IIII[I
219
ﬂi”
i’ Seruricy-enabled wireless network (WPA) IIII!
ﬂiﬂ Baron_PC_AP4
' security-enabled wireless netwarlk II["][I =
Conneck

11



To connect with 802.11n Wireless LAN Utility

We provide this Utility for users to connect to a wireless network easily. It provides more
information and configuration for this adapter. As default, the Utility is started automatically upon
starting your computer and connects to a connectable wireless network with best signal strength.
Right click on the E icon and select Launch Config utilities if the Utility does not start. Please
refer to the following chapters to get information regarding to the functions of this Utility.

2 802.11n PCI Wireless LAN Utility |
e :
E o @ & @
Profile MNetuwork Advanced Statistics WA, WPS = ¢
Sorted b 2 @ 581D & Channel i@ Siznal [] Show dBm
AP et =s
P ireless-11n-Router b g 100%  E—
WLAN-11g-4P g B A%
FRescan Connect, Add ta Profile

Status =3 Wircless-11n-Rolter <> 00-46- 12-34-00-08"
Extra Info z= Link iz Upe [TxPower: 1005%]

Athentication == Linknown

|.

Channel == 1 <2412 MHz; central channel +3 | 3
|
|

Encryption == Mone

Metwork Type == Infrastructure

Transmit
[P Address == 192,168, 1,102 Link Speed #= 300.0 Mi:ups
Sub Mask == 255255, 255.0 Thioughpist == 0,000 Kbps
Default Gateway ==
ket Receive
B == 40 SHEE #5027 Link Speed == 300.0 Mbps
Gl = shart MCS 22 15 SMRT =228 Thiroughpt == 23640 Kbps

12



Introduction to the 802.11n Wireless LAN Utility

Note: The Utility in Windows Vista, Linux and Mac are different from the following.

e For instructions on using the Utility included in Windows Vista please refer to the instruction in
Appendix.

e For instructions on using the Utility included in Linux please refer to the instruction in
/Driver/Linux/readme.txt in the CD-Rom.

e For instructions on using the Utility included in Mac please refer to the instruction in
/Driver/Mac/readme.txt in the CD-Rom.

Interfaces

This Utility is basically consisted of three parts:
1. Functional buttons: on top of the window. You can click each button to access each

configuration window.

Note: Click {;;} on the top right window to enable/disable wireless connection status.

Click B to show the wireless information.

-~ @ & @ ©

Frofila Metwork Advanced Statistics i, WPs

2. Configuration column: Center of the Utility window. Make your changes for each function in
this part.
3. Status information: bottom of the utility window. Shows the connection status and system

information.

13



Information

Statuz == &P <--= 00-03-7F-00-D7-44
Extra Info == Link is Up [TxPawer: 100%]
Channel == & <--= 2437000 MHz
Authentication == Unknown
Encryption == Mone
Metwork Type == Infrastructure
IP &ddress =» 192,168, 5.40

Moise Strength == 265

Tranzmit

Max

Sub Mask == 28E,28E.ZEE.0
Default Gateway == 192,168,5.254

Lirk Speed == B4.0 Mbps
Throughput == 0,000 Mbps

0,004
Mbi ps

Receive

BWY == Afa SMRO == nia Link Speed == 54,0 Mbps
Gl == nfa MCS => nfa SMR1 =3 nfa Thraughput == 0,111 Mbps 0.2
Mbps
Items Information
Status Shows the connecting status. Also shows the SSID while connecting to a
valid network.
Extra Info Display link status in use.
Channel Display current channel in use.
Authentication Authentication mode in use.
Encryption Encryption type in use.
Network Type Network type in use.
IP Address IP address of current connection.
Sub Mask Subnet mask of current connection.
Default Gateway Default gateway of current connection.
Link Speed Show current transmit rate and receive rate.
Throughput Display transmit and receive throughput in Mbps.

Link Quality

Display connection quality based on signal strength and TX/RX packet
error rate.

Signal Strength 1

Receive signal strength 1, user can choose to display as percentage or
dBm format.

Signal Strength 2

Receive signal strength 2, user can choose to display as percentage or
dBm format.

Signal Strength 3

Receive signal strength 3, user can choose to display as percentage or
dBm format.

Noise Strength

Display noise signal strength.

HT

Display current HT status in use, containing BW, GI, MCS, SNRO, and
SNR1 value.

14




Profile

This profile page allows users to save different wireless settings, which helps users to get access

to wireless networks at home, office or other wireless network environments quickly.

Frofile List

Profie Mame ==
5510 ==

Metwork Type ==
Authentication ==
Encryption »=

=g 802, 1x ==
Channel ==

Power Sawe Mode ==
Tx Power ==

RT3 Threszhald ==

Fragment Threshold ==

Add

To add a new profile:

1. Click the Add button. The add profile window pops up.

Note: you could also add a new profile quickly by selecting an available network in the
Network function then click the Add to Profile button.

2. Fill in information for this profile in the system config section:

System Config  Auth. \ Ercry.

Profile Mame =»

PROF1 Metwork Type =*  |nfrastructure W

550D == |AP1 j T Power == ke -

Power Save Mode == () Cat @@ PSM

[] RTS Threshold

o

[] Fragment Threshold

Lol -

Ok Cancel
Items Information
Profile Name Choose a name for this profile, or use default name defined by system.
SSID Fill in the intended SSID name or use the drop list to select from

available Aps.

Power Save Mode |Choose from CAM (Constantly Awake Mode) or PSM (Power Saving
Mode).

Network Type There are two types, infrastructure and 802.11 Ad-hoc modes. Under
Ad-hoc mode, you could also choose the preamble type; the available
preamble type includes auto and long. In addition to that, the channel
field will be available for setup in Ad-hoc mode.

RTS Threshold For adjusting the RTS threshold number by sliding the bar or key in the
value directly. The default value is 2347.

Fragment Adjust the Fragment threshold number by sliding the bar or key in the

Threshold value directly. The default value is 2346.

15



Select an encryption type and fill in the corresponding wireless network information:

Sys_tem Cunf_ig

suthentication ==

A__u_th._ | Encry.

Open - Encryption == pone - [] 8oz

WPA Preshared Key =: |

Wep Key

=l Hexadecimal  w |

@ Key a2 Hexadecimal - |

@ Keves Hexadecimal W |

@ ey Hexadecimal W | [] Show Password

(814 Cancel

Items Information
Authentication There are 7 types of authentication modes supported by Utility including
Type open, Shared, LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK.

Encryption Type

For open and shared authentication mode, the selection of encryption
type are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both TKIP and AES.

802.1x Use 802.1x to make WPA and WPA?2 certification. This functions only
works when connecting to a WPA and WPA2 supported device.

WPA Pre-shared|This is the shared secret between AP and STA. For WPA-PSK and

Key WPA2-PSK authentication mode, this field must be filled with character
longer than 8 and less than 32 length.

WEP Key Only valid when using WEP encryption algorithm. The key must matched

AP's key.

Specify the 802.1x information if you are using the 802.1X certification method.

Users that do not use this function or connecting to an open-wireless network please skip this

part.
Auth. & Encry. BOZ1X
EAP Method = PE&P - Tunnel suthentication == EAP-MECHAR w2 - [] session Resumption
1D & PASSYWORD Client Certification Server Certification

suthentication ID f Password

|dentity ==

Tunnel I f Passward

|dentity ==

- | [
I R

Passiard ==

(9]¢ Cancel

Items

Information

EAP method

To select an EAP method.

Tunnel Authentication

Select a Tunnel authentication mode.

Session Resumption

Select to enable this function or unmark it to disable.

16




ID\ PASSWORD

Auth. % Encry. BOZTK
EAP Method == FE&P - Tunnel suthentication == EAP-MECHAR w2 - D Session Resumption
1D\ PASSWORD Client Certification Senver Certification

suthentication ID f Passward

Identity == g K

Tunnel 10§ Passward

Identity == Paszward ==

Ok Cancel

Items Information

Authentication ID / Password The identity, password and domain name for server. Only
"EAP-FAST" and "LEAP" authentication can be key in
domain name. Blank space can be key in domain name.

Tunnel ID / Password Identity and Password for server.

Client Certification

Auth. \ Encry. B0Z21X
E4P Method == RE&P - Tunnel duthentication == EAP-MECHAR w2 - [] session Resumption
D % PASSWORD ~ Client Certification Server Certification
[] UseClient certificate |wpatestz 3003sery 492008 -]
lssued To == wpatestZ2
lzsued By == 2003serv
Expired On == 47972003
Friendly Mame ==
84 Cancel
Items Information
Use Client certificate Client certificate for server authentication.

17



EAP Fast

Auth. % Encry. BO21%

EAF dethod == EAP-FAST v

[0 % PASSWORD @PFESI.

Tunnel Authentication ==

[] session Resumption

@ Use protected authentication credential Remove Impart
File Path ==
8,4 Cancel
Items Information

Allow unauthenticated provision mode

Mark to enable unauthenticated provision mode.

Use protected authentication
credential

Mark to use protected authentication credential.

Server Certification

Auth, % Encry. BOZ1X
EAP #iethod == PE&F - Tunnel Authentication == E&P-MICHAR w2 - D Session Resumption
D\ PASSWORD Client Certification Server Certification
[] Use certificate chain _,J
O Cancel
Items Information
Use Certificate chain Mark the checkbox to enable using certification chain.
Allow intimidate certificates |Mark to allow intimidates certification.
Server name Enter an authentication sever root.

18




Network

This network lists the available wireless networks. The Utility connects to a wireless network with

best signal strength automatically. You can change the connecting network by clicking on the

network name and click the Connect button. To see detail information of each network, please

double click on each item to pop up the information window.

2 802.11n PCI Wireless LAN Utility ﬂ
Bz Ly & N
| LTT—— i
Profile Metwork Advanced Statistics LA, WPS =
Sarted by #s @ 5510 @ Channel @ Signial [] Shiow dBm
AP st =5
P ireless-11n-Router b g 100%  E—
WLAN-112-4P g B 81%
s RS s i el
Status == Wirsless-11n-RoUter <> 00-46-12-34-00-03° | ]
Extra Info z= Link iz Upe [TxPower: 1005%] |
Chanmel =x 1 2= 2412 MHz: central channel =3 |
Authen‘i:icatinn =5 LInknown |
Encryption == Mone |
Metwork Type == Infrastructure e
IF Address +5 192,168.1,102 ' Link Speed s+ 300.0 Mbps
SubiMask 5 255,255,255.0 Throughput »» 0,000 Kbps
Default Gateway ==
i Receive
B 5 40 SHRD #5227 Link Speed == 300.0 Mbps
Gl == shart MCS 22 15 SHRT 2 28 Throughput == 23640 Kbps
Items Information

SSID, Channel and Signal buttons

Click each button to sort the listing networks by SSID,

channel and Signal strength.

Show dBm Mark the checkbox to show the signal strength in dBm.
Rescan To rescan available wireless networks.
Connect Click this button to connect to a designated network.

Add to Profile

Click this button to add a network to profile after selecting

a network.
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Advanced

This page provides advanced configurations to this adapter. Please refer to the following chart for
definitions of each item.

Items Information

Wireless mode Click the drop list to select a wireless mode.

Enable TX Burst Select to enable connecting to a TX Burst supported device.

Enable TCP Window Size |Mark the checkbox to enable TCP window size, which help enhance
throughput.

Fast Roaming at ___ dBm |Mark the checkbox to enable fast roaming. Specify the transmit
power for fast roaming.

Show Authentication Mark the checkbox to show “Authentication Status Dialog” while

Status Dialog connecting to an AP with authentication. Authentication Status
Dialog displays the process about 802.1x authentication.

Enable CCX (Cisco Select to enable CCX. This function can only be applied when

Compatible extensions) |connecting to a Cisco compatible device.

20



Statistics

Statistics page displays the detail counter information based on 802.11 MIB counters. This page

translates the MIB counters into a format easier for user to understand.

Transmit Facaiye
Frames Transmitted Successtully = 1432
Frames Retransmitted Successfully = 4
Frames Fail To Receive ACK After Al Retries = o
RTS Frames Successfully Receive CTS = 1]
RTS Frames Fail To Receive CTS = a
Reset Counter
Items Information
Use Client certificate Client certificate for server authentication.
Frames Transmitted Successfully |Frames successfully sent.
Frames Retransmitted Successfully|Successfully retransmitted frames numbers.
Frames Fail To Receive ACK After|Frames failed transmit after hitting retry limit.
All Retries
RTS Frames Successfully Receive|Successfully receive CTS after sending RTS frame.
CTS
RTS Frames Fail To Receive CTS Failed to receive CTS after sending RTS.
Restart Counter Reset counters to zero.
Transmit Recaive
Frames Received Successfully = 3163
Frames Received With CRCZ Error = 201964
Frames Dropped Due To Out-of-Resource = a
Duplicate Frames Received = o
Rezet Counter
Items Information
Use Client certificate Client certificate for server authentication.
Frames Received Successfully Frames received successfully.
Frames Received With CRC Error Frames received with CRC error.
Frames Dropped Due To Out-of-Resource |[Frames dropped due to resource issue.
Duplicate Frames Received Duplicate received frames.
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WMM

This page allows users to activate the WMM function for this device. Please note that this function

only works while connecting to a WMM compatible device.

WM Setup Status
WikAkd => Enabled Power Save == Disabled Direct Link => Disabled

[ dhih Enable

[ veébidt - Power Save Enable

[] Direct Link Setup Enable

EEREEE s

Items Information

Use Client certificate Client certificate for server authentication.

WMM Enable Enable Wi-Fi Multi-Media.

WMM - Power Save Enable Enable WMM Power Save. Please enable WMM before
configuring this function.

Direct Link Setup Enable Enable DLS (Direct Link Setup). Please enable WMM before
configuring this function.

WPS

WPS Configuration: The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is to
simplify the security setup and management of Wi-Fi networks. This adapter supports the
configuration setup using PIN configuration method or PBC configuration method through an

internal or external Registrar.

WPS AP List
14 Unknown AP WPS 00-10-18-90-2E-27 ; I Rezcan
10 ; Unknawn bicom_Sample 00-0C-43-28-60-20 1 Information
ID': Unknown arvint-28604F D0-0C-43-28-60-60 3 = BILEE
a 126460203
10 Uriknon default 00-15-02-44-0h-68 & | |
_ WP5 Profile List Config Mode

Enrolles -

Dizconnect
EIN @ WRS fssociate [E Progress == 0%

PEC @ WPS Probe |E WPS status is disconnected
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Items Information

Use Client certificate Client certificate for server authentication.

WPS AP List Display the information of surrounding APs with WPS IE from last
scan result. List information includes SSID, BSSID, Channel, ID
(Device Password ID), and Security-Enabled.

Rescan Click to rescan the wireless networks.

Information

Display the information about WPS IE on the selected network. List
information include Authentication Type, Encryption Type, Config
Methods, Device Password ID, Selected Registrar, State, Version, AP
Setup Locked, UUID-E and RF Bands.

PIN Code 8-digit numbers. It is required to enter PIN Code into Registrar using
PIN method. Each Network card has only one PIN Code of Enrollee.
Config Mode Enrollee or an external Registrar.

Table of Credentials

Display all of credentials got from the Registrar. List information
includes SSID, MAC Address, Authentication and Encryption Type. If
STA Enrollee, credentials are created as soon as each WPS success.
If STA Registrar, Utility creates a new credential with
WPA2-PSK/AES/64Hex-Key and doesn't change until next switching
to STA Registrar.

Detail Information about Security and Key in the credential.

Connect Command to connect to the selected network inside credentials.

Rotate Command to connect to the next network inside credentials.

Disconnect Stop WPS action and disconnect this active link. And then select the
last profile at the Profile Page of Utility if exist. If there is an empty
profile page, the driver will select any non-security AP.

Delete Delete an existing credential. And then select the next credential if
exist. If there is an empty credential, the driver will select any
non-security AP.

PIN Start to add to Registrar using PIN configuration method.

PBC Start to add to AP using PBC configuration method.

WPS associate IE

Send the association request with WPS IE during WPS setup. It is
optional for STA.

WPS probe IE

Send the probe request with WPS IE during WPS setup. It is optional
for STA.

Progress Bar

Display rate of progress from Start to Connected status.

Status Bar

Display currently WPS Status.

Note: When you click PIN or PBC, please don't do any rescan within two-minute connection. If

you want to abort this setup within the interval, restart PIN/PBC or click Disconnect to stop WPS

action.
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Appendix

Introduction to the configuration utility for Vista Users

This utility helps Vista users to configure the wireless network. Please refer to the following
sections for introduction.

Profile

This profile page allows users to save different wireless settings, which helps users to get access

to wireless networks at home, office or other wireless network environment quickly.

Profile Name | SSID | Channel | Authentication | Encryption | Netwark Ty |
PROF1 241 Ao WPAPSK  TKIP ' Infrastructure
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To add a new profile:

1. Click the Add button. The add profile window pops up.
Note: you could also add a new profile quickly by selecting an available network in the Site
Survey function then click the Add to Profile button.

2. Fill in the information of this wireless network and its relative security settings. Please note

that the information should be corresponding to the wireless network you are connecting to.

Corfiguration | & thentication and Semrit.rl
Profile Name iF‘HOFE SSID =
Metwork Type - T Power I_&.Lrt-:n _ﬂ
Items Information
Deleting profile  |Click the Delete button to delete the selected profile.
Editing profile Click the Edit button to pop up the profile-setting page
for users to edit the existing profile.
Activating profile |Click the Activate button to activate the selected
profile.
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Link Status

This Link status shows the information about the connecting. Please refer to the following chart
for definition.

Status 1241 <> 00-14-6C-DFL9-BO
Extra Irfo Iu.—.k is Up [TxPower; 100%]
Channel : |4 <~ 2427000 KHz
ik Spsed: T (Vbpe) [ %0 Rxibes) D
Throughput : T (Kbps) 00 R (Kops) I_EE
Good 100%
wkasty: | ARNEINEENEREEREENERREN
Good 73% [ dBm
%WHH®:IEEIIEEFiiIIIIIiiI
0o

sond svength2: [T NRERRERRERREREEN|
Low 26%
Moize Level : |llllll

Items Information

Status Display current connection status.

Extra Info Display link status and current channel in use.

Link Speed |Display current transmitting and receiving rates.
Throughput |Display transmitting and receiving throughputs.

Link Quality |Display connecting quality based on signal strength and
TX/RX packet error rate.

Signal Display receiving signal strength either in percentage or dBm
Strength format.

Noise Level |Display noise signhal strength.
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Site Survey

This page shows the available wireless networks within the coverage of this network adapter. You

could check the status of wireless network around your computer or add a network into your

profile.
551D | BssID [Py | Sgnal | & C.| Encryption | Authentic.. | Network =
ﬁ?ﬁ? OOHOF-F7-EB-2560 | G G1% 1 Mone Urkniown Infrastric
215 00-06-25-45-B1-76 G 6h% 1 THIP WPA Infrastnuc
Z21WWEP ... | D0-141CI5EE20 | G % 1 TKIP WPA Infrastruc
janbb FHIC-43-2860072 N 5L 1 MNone Unlcnown Infrastnuc
arscadre O00-0C-43-28-70-11 N 100 1 Maone Unkniown Infrastruc
243 00-14-AR-B06A-01 N ER% 1 MNone Unlcnown Infrastric
Claude AP 00-0C-76-6FCE97 G T6% 1 TKIP WPAPSK  Infrastruc
59 DO-DFCCOB-AC-AD G hh% 1 TEIF-AES  WPA-PS... | Infrastruc
132 B-E0-BE-76196E G 0% 2 Mone Unknown Infrastruc
RN i
[Cannected <> 202 Hescan Addto Profie |
Items Information
SSID Name of the network.
BSSID AP MAC address or random numbers generated for IBSS.
Phy Type Phy Type of the network.
'Signal Signal strength of the network.
Channel The channel in use.
Encryption Encryption algorithm. The supported algorithms are WEP, TKIP, AES,
and Not Use.
Authentication Authentication mode. The supported modes are Unknown,
WPA-PSK, WPA2-PSK, WPA and WPA2.
Network Type Infrastructure or Ad-Hoc.
Rescan Click the rescan button to perform re-scanning.
Add to profile Select a network then click the Add to Profile button to bring up the
profile-setting to add a wireless network profile.

27



Statistics

This page provides the statistics about the connection of this adapter.

- Transmit Statistics
Frames Transmitted Successfully =
Frames T-ansmitted Successtully Mter Retnds) =
Frames Faill To Recewve ACK After Al Retries =
RTS Frames Successfully Recene CTS =
RTS frames Fail To Receive CTS =

- Receive Statistics
Frames Feceived Successfully = 2
Frames Feceived With CRE Emor =
Frames Cropped Due Tec Out-of-Resource =
Duplicate Fremes Received &

Items Information

Frames Transmitted Frames sent successfully.
Successfully

Frames Transmitted Frames sent successfully with retry.

Successfully After Retry
Frames Fail To Receive Frames transmitted failed after hitting

ACK After All Retries the retrying limit.

RTS Frames Successfully |CTS frames received successfully after
Receive CTS sending RTS frames.

RTS Frames Fail To The missing CTS frames after sending
Receive CTS RTS frames.

Frames Received Frames received successfully.

Successfully

Frames Received With CRC|Frames received with CRC error.

Error

Frames Dropped Due To |Frames dropped due to insufficient
Out-of-Resource resource.

Duplicate Frames Duplicate frames received.

Received
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WPS Configuration

This page provides users to connect this adapter to a WPS (Wi-Fi Protected Setup) AP. Those
available WPS supported AP are listed on the upper column. Select the AP that you want to
connect to and click the Connect button to activate.

WPS Associate IE:

If the "WPS Associate IE" option is checked, station sends a association request with WPS IE
during WPS setup.

WPS Probe IE:
If the "WPS Probe IE" option is checked, station probes a request with WPS IE during WPS setup.

550 | BSSID | Channel | 1D | Authertic.. | Encrption
D0-0C-43-28-60-31 371 ]| Unknown
WPSAP 00-0C-43-22-60.60 6 WPAPSK  TKIP Resoan
ClaudeWps AP 00-14-85-E3-D7-BB 1 WPAPSK  TKIP
WPS Information
Pin Code
“55351332
4| |
5sID | MAC Address | Authertication | Encryption Detai
i 2860AF 00-0C-43-28-60-31 OPEN NONE
Connect
H_utaig
Disconnect
LI l LI Delete
PIN W WPS Associate IE L T o o el
PEC ¥ WPS Probe IE [WPS status is connected successfully - RT2860AP_Baron

Re-scanning:
Click the Rescan button to perform the re-scanning.

WPS AP Information:
Click the WPS information button to bring up the WPS capable AP information dialog window.
The window shows the information including:

Authentication Type:

There are three types of supported authentication modes including Open, Shared, WPA-PSK and
WPA modes.

Encryption Type:
For Open and Shared authentication modes, the available encryption types are None and WEP.
For WPA, WPA2, WPA-PSK and WPA2-PSK authentication modes, the available encryption types
are TKIP and AES.
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Config Methods:
This attribute contains the config methods supported and enabled by the selected Registrar.

Device Password ID:
Device Password ID indicates the method or identifies the specific password that the selected
Registrar intends to use.

Selected Registrar:
Selected Registrar indicates if the user has recently activated a Registrar to add an Enrollee.

State:
This attribute is used to indicate the current configuration state. This attribute is either
"Un-configured" or "Configured".

Version:
This attribute is the specified WPS version.

AP Setup Locked:
AP Setup Locked indicates if AP has entered a setup locked state.

UUID-E:
UUID-E is universally unique identifier (UUID) generated by the Enrollee.

RF Bands:
RF Bands indicate the available RF bands.

WPS Information I |

lal._lt_ﬁenticatinn |WF',-'1'-.-F'SK
|E neryption |TKIF'
||:|:-'nfig hethodz il:l:-;EIEIB.-'E-.

|D evice Pazsword [0 |

|Selectad Fegistrar |

|State iLInu:u:unfigured

[\fersinn |1 0

l-’-‘-.F' Cetup Locked |

|L|L||D-E iEDB'I 323330303 336433366264 303760

|H F Bands I

Configure WPS profiles:
The user can configure WPS profiles with either PIN method or PBC method.

PIN Method:
Step 1: The Registrar enters the pin code generated by station.
Step 2: Push the PIN button.

PBC Method:
Push the PBC button within 2 second while the Registrar pushes the button.
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Manage WPS profiles:

The received WPS profiles are listed in the lower frame, and the listed WPS profile attributes are

SSID, MAC address, authentication type, and encryption type.

WPS profile detail information:

Selecting a profile then pushing the Detail button brings up the WPS profile.

duthentication Type: IWP-&-'PSK Encruption Type: |TKIF‘
Few Length: !B ey | ndes: I
Koy Material |12345678

¥ Show Passward

This profile shows information including:

Connect with WPS profile:

Clicking the Connect button will connect to AP with the selected WPS profile.

Rotate WPS profiles:

If there are more than two WPS profiles, clicking the Rotate button will rotate to next profile and
connect to AP with this profile. If the connection can't be established successfully, station will

perform the WPS profile rotation repeatedly.

Disconnect from WPS AP:
Click the Disconnect button to stop the WPS connection.

Delete WPS profile:
Click the Delete button to delete the selected WPS profile.
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AP mode management guide

This adapter can be configured as AP mode. To function this adapter as an AP, please right click
the E icon on system tray and select Switch to AP mode. Please refer to the following
introduction to information about this AP-mode utility.

Note: In windows XP, it provides WPA support at hotfix Q815485 However; you have to make
sure that hotfix Q815485 (require XP SP1 installed) has been installed in your system before you
can start using WPA features. You can check the installation of hotfix in add/remove software
page under control panel.
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Security Settings

This page pops up after clicking the Security Settings button. Please follow the instructions

below:

Security Setting F§|

B 2ithentication Type ¥ ||| Encroption Type  |Mot Lze jb

0k, Cancel

Items Information
1. Authentication Type |Select to be open or WPA-PSK system.
2. Encryption Type Select an encryption type from the drop list.

3. WPA Pre-shared Key |A shared string between AP and STA. For
WPA-PSK authentication mode, this field must
be filled with character longer than 8 and less
than 32 length. (PCI only)

4. Group Rekey Interval |Only valid when using WPA-PSK encryption
algorithm. The key will change compliance
with seconds or beacon that user set. (PCI
device only)

5. WEP Key Only valid when using WEP encryption
algorithm. The key must match the key on AP.
There are several formats to enter the keys.
a. Hexadecimal (40bits): 10 Hex characters.
b. Hexadecimal (128bits): 32Hex characters.
c. ASCII (40bits): 5 ASCII characters.

d. ASCII (128bits): 13 ASCII characters.
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Access Control

This function filters users to use this device by designating MAC address. Please refer to the
following chart for introduction.

Config Access Control lMan: Table | Event Log Statisticsl A baut ]

d Accesz Policy

MAL Address | Access List 9

0

& Apply

Items Information
1. Access Policy |Choose a method to process access control from the drop list to determine
the MAC addresses that you designated are allowed to access the AP or not.

2. MAC Address |Add allowed (or denied) MAC addresses to the MAC address list.
3. Access List Display all Mac Addresses that you designated.

4. Delete Delete Mac addresses that you selected.

5. Remove All Remove all Mac address in [Access List].

6. Apply Apply changes.
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MAC Table
This page displays the station detail information of current connection.

Cu:unfig] #ccess Control  Mac Table l Ewent Lu:ug] Slatistics] About ]
MAC Address | AlD | Power 5 aving Mode |
] 00-0C-4311-22-33 1 No |
Items Information
MAC Address The station MAC address of current connection.
AID Raise value by current connection.
Power Saving Check if the connected station supports power
Mode saving.
Event Log
Record Soft AP all event time and message.
Eu:unfig] Access Cu:untru:ul] Mac Table EwentlLog I Statistics] About ]
Ewvent Time [we/mmsdd- hb:mm;:zz) | heszage
2004 /09/21-16:38: 44 Restart Access Point
2004/09/21-16:42: 29 00-0C-43-11-22-33 azzociated
2004 /09/21-16:43: 44 00-0C-43-11-22-33 left this BSS
2004 /09/21-16:43: 46 00-0C-43-11-22-33 azzociated
Clear
Items Information
Event Time (yy/mm/dd-hh:mm:ss) |Record event time.
Message All event messages.
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Statistics

Statistics page displays the detail counter information based on 802.11 MIB counters.

Ennfig] Aroocess I:u:untrcul] b ac: Table] Ewvent Log

Statistics ] About ]

oTransmit Statizticz

Framesz Transmitted Succeszsfully = 14
Frames Fail To Receive ACK After All Retries = 0
RTS Frames Successfully Receive CTS = 1]
RTS Frames Fail To Receive CTS = 0
Frames Transmitted Successfully After Betr = 1]
éF\ eceive Statistics
Frames: Received Successfully = 1]
Frames Received With CRC Errar = 2108
Framez Dropped Due To Dut-of-Rezource = N
Duplicate Frames Received = I}

?EESET COUMTERS:

1. Transmit Statistics

Items

Information

Frames Transmitted Successfully

Frames that successfully sent.

Frames Fail To Receive ACK After
All Retries

Frames that failed to transmit after
hitting retry limit.

RTS Frames Successfully Receive
CTS

Counts of CTS that successfully
received after sending RTS frame.

RTS Frames Fail To Receive CTS

Counts of CTS that fail to be received
after sending RTS frame.

Frames Retransmitted
Successfully

Successfully retransmitted frames

numbers.

2.Recieve Statistics

Items

Information

Frames Received Successfully

Frames received successfully.

Frames Received With CRC Error

Frames received with CRC error.

Frames Dropped Due To
Out-of-Resource

Frames dropped due to resource
issue.

Duplicate Frames Received

Duplicate received frames.

3. Reset Counters: Reset counters to zero.
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Product Specification

Standard

IEEE 802.11n draft 2.0, IEEE 802.11b, IEEE 802.11g
Interface

PCI 2.3 or Mini PCI type III

Antenna

Antenna gain: 2dB

Antenna type: Dipole

Antenna connector type: Reverse SMA

LED indication

Link/Act (Green)

Security

64/128-bit WEP, WPA, WPA2

Receiver Sensitivity

802.11b-88dBm, 802.11g-75dBm, 802.11n-65dBm
Channel

USA 11, Europe 13

Transmit Power

802.11b 18dBm, 802.11g 15dBm, 802.11n 20MHz and 802.11n 40MHz 18dBm

Network Data Rate

802.11b: 1,2,5.5 and 11Mbps

802.11g: 6,9,12,18,24,36,48 and 54Mbps
802.11n: up to 300Mbps

Range Coverage

Indoor 35~100 meters
Outdoor 100~300 meters

Operating Temperature

0- 40C (32 - 1047C)
Operating Humidity

10% ~ 90% (non-condensing)
Emission

FCC Class B, CE

FCC Part 15.247 for US (2.142~2.462 MHz)
ETS 300 328 for Europe (2.400~2483.5 MHz)
DGT LP0002 for Taiwan (2.412~2.462MHz)

37

61NB-W40300+217



