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Debug Mode

Description:

This command sets the NRM into debug mode, sending debug information out the serial port. The debug
information is generated by the “Radio Resource Manager” (RRM) portion of the modem’s internal
software. This piece of code oversees the operation of the modem, monitoring the physical connection,
channel management and data transport. Debug information is generated only while the modem is in AT
Command mode. Once the modem enters a data mode, the debug information stream is suspended
since this would interfere with the data transfer operation.

An alternative to the debug mode is to use the MSCI protocol and monitor the modem’s operation
interactively. The MSCI protocol requires a PPP or SLIP link to be used and then sends special UDP
messages directly to the modem. The modem responds to the UDP messages returning the requested
modem operation data.

Format:
AT#X=1 Enter debug mode
AT#X=0 Exit debug mode
Validity:

Valid in AT Command mode only.

Other Considerations:

Debug mode cannot be entered in Program mode since the modem is disconnected from the network and
the RRM is not running.

Related Topics:

J AT Command Specification-Vespa CDPD Modem




NOVATEL WIRELESS TECHNOLOGIES LTD. 39

Destination |P Address/Port

Description:

This command is used to store the default IP address for the remote host. When the modem is directed
to establish a session using TCP, or send UDP packets, without specifying an IP address, the IP address
specified by register S53 is used at the destination IP. The addition of a preceding “T” or “P" is used to
define a default mode of operation when one is not supplied with the ATD command. The ‘port value’ is
the TCP/UDP port number used to identify the application in the remote host to be used for the
connection-oriented service.

The Destination IP is also used as an incoming data qualifier. When in TCP or UDP the modem will
screen incoming IP packets and pass only those that were sent from the |P Source specified in S53. If the
modem is in “TCP Listen” mode, the modem will permit a session connection with only the host IP as
stored in register S53. When the register is programmed with a null string or a 0.0.0.0 value, the modem
will accept incoming data from any 1P source.

Format:
ATS537 Query destination IP Addr /Port
General Command format: AT&Z<mode><address>/<port>
Where: <mode> = Optional access mode for remote host
T = TCP (default).
P=UDP
<address> = |P address: XxxX. XXX.XXX.XXX
<port> = TCP/UDP port number [1 - 65535]
Example ATS53=166.140.73.2/2100
IP = 166.140.73.2
Port = 2100
Validity:

Valid in either AT Command or Program modes. The value specified is stored immediately in NVM.

Other Considerations:

If set to a non- zero string, this port number is attached to all transmitted packets in UDP-Data mode.

Related Topics:

TCP mode, UDP mode, Default mode,

AT Command Specification-Vespa CDPD Modem
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Save Current Profile

Description:

This command is used to save any changes made to register settings or configuration parameters. Ali
values are stored in the modems Non-Volatile Memory (NVM). Upon power-up or after a soft reset, the
configuration parameters are retrieved from NVM and used to determine the modem’s operation. A Soft
reset is generated automatically, once the values are stored in NVM. By performing the soft reset, the

modem will temporarily drop its connection to the network. The modem will then scan for channels and
reconnect to the network as soon as it has completed the registration process.

Format:
AT&W Save changes
Validity:

The Save Current Profile is valid only in Program mode.

Other Considerations:
Once executed, the profile parameters are saved and the modem exits Program Mode by doing a soft

reset. After Reset, the modem will first enter AT Command mode and may then carry on and enter a
default mode if configured accordingly.

Related Topics:

Soft Reset, Default Mode,
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View Active Profile

Description:

This command displays the current active configuration state of most NRM data registers.

Format:

AT&V View active profile

Validity:
Valid in AT Command and Program modes.

Other Considerations:

If for some reason the NVM cannot be written to, an ERROR is returned and the soft reset is not
performed.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Line Speed and Format

Description:

This command allows the user to specify the data bit rate or “line speed” and format of the host serial port
for all subsequent communications. Some applications have the need for operating at a different line
speed, other than 9600, because of existing or established wire-line software. The line speed change will
not take effect until the registers have been saved and the modem reset.

Format:
To determine the current line setting

ATS237

General format AT&L <speed>,<databits><parity><stopbits>

Where: <gpeed> = Baud rate in bits/second: [1200 | 2400 | 4800 | 9600 | 19200]
<databits>=  Number of data bits [7 | 8]
<parity> = Parity [O | E{N | M]
<stopbits> = Number of stop bits [1 | 2]

Examples (all have 8 bits, no parity, 1 stop bit)

For 19200 enter AT&L19200,8N1
For 9600 enter AT&L9600,8N1
For 4800 enter AT&L4800,8N1
For 2400 enter AT&L2400,8N1
For 1200 enter AT&L1200,8N1
Default Setting 9600,8N1

Note:

When AT&L is entered the modem will interpret this as AT&L1200,701 (7 bits, odd parity, 1 stop)

Validity:

This command is valid only in Program Mode. Serial port change will not occur until settings are saved
and a soft reset occurs.

Other Considerations:

The NRM does not support the auto-baud detection function. Characters received with parity errors are
ignored by the NRM with no indication to the Host.

Related Topics:
Software Reset

“J AT Command Specification-Yespa CDPD Modem
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Restore Factory Defaults

Description:

The restore factory default command sets the foliowing S registers to their default factory setting. The
settings are stored in RAM only and will not be saved unless a Save Settings command is issued before

power down or a soft reset,

Format:
AT&F Restore factory defaults

Validity:

This command is valid only in Program mode.

Other Considerations:

Not all registers are altered by the Restore factory default command. For a complete iisting of S register
settings see the S Register summary.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Disconnect (Hang-up)

Description:

The Disconnect or Hang-up Command is used to end a TCP or UDP session and possibly power the
modem off. When the ATHO-3 command is used, it ends the data mode session and puts the modem into
AT Command mode. When the ATH4 command is used, the data mode session is terminated, the

modem will perform a de-registration from the network and initiate a shutdown.

Format:
ATHO
ATH1
ATH2

ATH3
ATH4

Validity:
Valid for TCP and UDP data modes.

Other Considerations:

Related Topics:

Data Mode, Program Mode, Hardware Interface.

Terminate session & return to AT Command mode
Terminate session & return to AT Command mode
Terminate session & return to AT Command mode
Terminate session & return to AT Command mode
Terminate session, de-register and shutdown

"J AT Command Specification-Vespa CDPD Modem
_AANTH NNTLEES




NOVATEL WIRELESS TECHNOLOGI!ES LTD. 33

Hardware Flow Control

Description:

The set flow control command is used to configure the modem to either respond to the hardware flow
control signal Request To Send (RTS) and generate Clear To Send (CTS) or ignore them and pass data
without regard to the RTS input. When flow control is turned off, CTS is set active.

Format:
AT\Q? Query current flow control setting
ATVQO Set flow controt off {(Default)
AT\Q2 Set Flow control on (Hardware)
Validity:

Flow control can be set while in AT Command Mode or Program Mode. Changes made to the flow control
setting take effect immediately. There is no need to enter program mode and save the settings.

Other Considerations:
Due to the asynchronous nature of sending and receiving data over a wireless channel, it is recommended

that flow control be set on so that the host and modem can eliminate data overflow problems. Should the
application require only sporadic data reception and transmission of short data packets, the use of

hardware flow control is considered optional.

Related Topics:

Data Mode, Program Mode, Hardware interface.
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Escape Sequence

Description:

The Data Mode Escape seguence is used to discontinue use of the internal UDP or TCP stack. The
escape sequence does not cause any deviation to SLIP or PPP operation and woulid not normally be used
in this manner. Unless the modem has been set to use the TCP Suspend feature, once the escape
sequence is encountered by the modem it will terminate the current session, tear down the stack and

enter AT Command mode.

If the modem has been programmed to use the TCP Suspend feature, the modem will not tear down the
stack but will temporarily suspend the TCP session and enter AT Command mode. This would permit the
host time to access other parameters to alter the manner of communications.

The escape sequence consists of the string “+++” followed by the program mode password (normally
NRM6812). There is no requirement for a guard time or other special pauses before, after or in between
escape sequence characters. The string must be an exact match, matching both letter/number and case.
The password can be set to a string of alpha, the letters a to z in both upper and lower case and the
numeric digits 0 to 9. Spaces are not allowed. Upper and lower case alpha characters are distinguished
as different characters. A null string, one containing no alpha or numeric characters is considered valid. It
is recommended that the password string be 6 to 8 characters in length for optimal security.

Format:

+++<password> Escape Sequence

Example +++NRM6812 Default Password

Hayes Compatible +++ Password is set to null string
Validity:

The escape sequence can be used to exit the internal TCP or UDP data modes.

Other Considerations:
For users that make use of the Escape sequence, setting the password to the null string configures the
modem to operate in a manner similar to the Hayes modems. The NRM6812 escape sequence does not

support the idle time requirement. It simply scans the data stream for the escape characters followed by
the password. When the password is a null string, the modem operates similar to a Hayes Modem.

Related Topics:

Set Password, Program Mode, Data Modes

-J AT Command Specification-Vespa CDPD Modem
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Password

Description:

The set password command is used to change the alphanumeric password string used to secure the entry
to program mode and aiso as a qualifier for the activation of the escape sequence. The password can be
set to a string of alpha, the letters a to z in both upper and lower case and the numeric digits 0 o 9.
Spaces are not allowed. Upper and lower case alpha characters are distinguished as different characters.
A null string, one containing no alpha or numeric characters is considered valid. It is recommended that

the password string be 6 to 8 characters in length for optimal security.

Format:
AT\P=0ldpwd,newpwd,newpwd To change the password the command
Example AT\P=NRME812,NEWE812 NEWES12

In the above example, NRM6812 is the old password (set at the factory) while NEW6812 is the new
password being entered. Two copies are required as can be seen by the entry of NEW6812,NEW6812.
To enter a null string as a password the command would take the form of

AT\P=NRM&6812,,

There is no way to read back and determine the password once it has been set.

Validity:
The change password command is valid for Program mode.

Other Considerations:

Care should always be exercised when changing the password. While not all applications warrant altering
the password, the need for additional security may be partly satisfied by configuring the password.

For users that make use of the Escape sequence, setting the password to the null string configures the
modem to operate in a manner similar to the Hayes modems. The NRM6812 escape sequence does not

support the idle time requirement. It simply scans the data stream for the escape characters followed by
the password. When the password is a null string, the modem operates similar to a Hayes Modem.

Related Topics:

Escape Sequence, Program Mode, Data Modes

AT Command Specification-Vespa CDPD Modem
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Side Preference

Description:

This command allows the user to specify the CDPD Service Side preference. Since there are two sides
within a CDPD service area this command makes it possible to specify one side over the other or simply
force the unit to either side only. Check with your carrier to determine on which cellular side CDPD
service is provided.

Format:
AT\N? To determine current setting use
AT\N1 To set the unit to A side only
AT\N2 To set the unit to B side only
AT\N3 To set the unit to A side Preferred
AT\N4 To set the unit to B side Preferred
Validity:

The AT\N command can be used at any time while the unit is in Command or Program Mode. The unit
does not need to be in Program Mode for this command to take effect. The setting is stored in NVM each
time the setting is changed.

Other Considerations:
Along with the side preference, it is often recommended that a user specify a Service Provider identifier

(SPI) or Service Provider Network Ildentifier (SPNI) to direct the modem to search for a preferred carrier
as that carrier may not be on one side throughout the country.

Related Topics:

Setting SPI, SPN!, WASI; Setting Carrier Preference;

J AT Command Specification-Vespa CDPD Modem
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Soft Reset

Description:
The soft reset command is used to return the modem to the initial conditions upon power up. The Soft
Reset will return S Registers to their stored values, restart the channel scan process, clear all data buffers

including any pending data that is still contained within the modem. The modem will shut down any
existing stack in an orderly manner. A soft reset will de-register a modem from the CDPD network if

necessary.

in PROG mode, this command may be used to exit without saving any NVM changes.

Format:
Command: ATZ
Validity:
Valid for AT Command and Program Modes.

Other Considerations:

Upon issuing a Soft Reset, the modemn will disconnect from the CDPD Network and restart the channel
scan procedure. This results in a temporary lapse in the modem’s ability to send or receive data. Before
initiating a data mode session (PPP, SLIP, UDP or TCP) immediately following a soft reset, it is
recommended that the application verify that the modem is registered on the network.

Related Topics:

S Registers, Enter Program Mode, Saving Settings

AT Command Specitication-Vespa CDPD Modem
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Selection Codes

0 -- o Defaults by modem type

1 0 GPIO1-6 High

2 O GPIO1-6 Low

3 O GPIO1-6 Ready (binary, ON once registered, OFF if modem has to
hunt for service}.

4 Q GPIO1-6 Service (current flashing scheme for service detection).

5 0 GPIO1-6 Alert (provides positive pulse if PUSH message queued).

6 0] GPIO1,2,4,6 Ring (negative logic, OFF if RING, ON once data mode
started).

7 0 GPIC1-6 RF (Tx).

8 9] GPIO1-B RF (BRx).

9 0 GPIO1-6 RF {(Rx or Tx).

10 O GPIO1-6 Low Battery indication. Will be asserted when first threshold
in NVM is reached.

11 O GPIO1-8 Message Waiting (like Alert, ON if PUSH message queued,
OFF when last PUSH released).

12 O GPIO1,24,6 RS 232 Power Down (asserted when the unit is in sleep
mode, de-asserted during normal op).

13 0] GPIO1-6 Power Fail (asserted when a detection is made that the tx
power is no longer in regulation).

100 i GPIO1-6 Power Down indication (when asserted, modem will de-
register and power off).

101 | GPIO1-6 Power Boost indication (when asserted, modem wili enter
Power Boost mode ).

Validity:

If the register is set to zero, the modem will use the default setting.
Setiing can be changed at any time by the host when in Program Mode but will not be saved uniess a

AT&W is performed.
Other Considerations:

For additional information on the electrical characteristics of the pins and their placement on the
connector, please consult the Vespa Hardware Interface Specification.

Related Topics:
Host Interface/Power Connector, Program Mode, Low Battery Warnings, Power Boost feature,
Push Technology

‘J AT Command Specification-Vespa CDPD Modem




NOVATEL WIRELESS TECHNOLOGIES LTD. 27

Programmable 1/O

Description:

Commands used to configure the General Purpose /O lines for predefined functions. Any of these signals
can be associated with any of the GPIO pins on the interface. However, due to the nature of the power up
state of these pins, recommendations on which signals should be associated with which pins will be
provided.

Format:

All changes to the state of the GPIO signal associations will only be allowed while in Program Mode of the
modem. Also, any changes will only take place only upon device power up.

To enter program mode: at\aprog,<password>
PinName | Quetycommand ~— | Set Com mand. )
GPIO1 ATION? ATIO1=code
GPIO2 ATIO27 ATIO2=code
GPIO3 ATIO3? ATIO3=code
GPIO4 ATIO4? ATIO4=code
GPIOS ATIOS? ATIOS5=code
GPIO6 ATIOE? ATIO6=code
To save the profile: at&w

Default Configuration:

OEM:
Pin - TType | Signal =~ - - Cenll e
GPIO ) RF All
GPIO2 Q Ring Indication
GPIO3 0 Service Indication
GPIO4 O Undefined
GPIOS 0 Low Battery Indication
GPIO6 I Power Down

Speedboat:
GPIO1 @) RS232 Control
GPIO2 0 Service Indication
GPIO3 O Hot Sync / Alert
GPI1O4 O Message Waiting Indication
GPIOb O Low Battery Indication
GPIO6 O Power Fail Indication

AT Command'Specilicalion-Vespa CDPD Modem
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Response Format

Description:

The Set Response Format command is used to define what manner the modem returns when commands
are sent to it. Responses can be defined to be either plain text messages or a single numeric digit.
Numeric control is better suited for machine applications while plain text is better for interpretation by
humans.

Terse | Verbose mode | Description of Response

mode | (Plain Text)

0 OK Command accepted.

1 CONNECT Connection established.

2 RING Network origination indication.

3 NO CARRIER Connection terminated, not established or command aborted.

4 ERROR Invalid command parameter/state (e.g. DTR must be active before ATD can be

accepted.)

5 NO SOCKETS | No free TCP sockets within S7 seconds.

<] NO DIALTONE | CDPD link not established.

7 BUSY Refused by destination or network, OR: Operation in progress.

8 NO ANSWER No response received from the destination within S7 seconds.

9 HELLO Issued at power on/reset.

Format:
ATVD To enable the response to be in the numeric format
ATV To enable the response to be in plain text

Validity:

Changes to the Response Format setting are valid during program or AT command modes. Changes
made while not in program mode will be lost upon power down. Changes made and saved while in
program mode will be retained by the modem.

Other Considerations:

Some machine applications use the plain text response as it saves reformatting the information for
presentation to a human operator.

Related Topics:

Saving Settings, AT Command Mode

") AT Command Specification-Vespa CDPD Modem
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| ocal Echo

Description:

The Set Local Echo command permits the user to select whether the modem should echo the characters
sent to it back to the host. For some applications, local echo is not required as the host does not need to
confirm what has been sent to the modem. For terminal operation, local echo can be used to verify what
has been sent to the modem and aids in sending commands, since each keystroke is displayed on the

terminal.

Format:
ATEO Disable Local Echo
ATE1 Enable Local echo
Validity:

Changes to the local echo setting are valid during program or AT command modes. Changes made while
not in program mode will be lost upon power down. Changes made and saved while in program mode will

be retained by the modem.

Other Considerations:
For a wide variety of applications, local echo is not required or desired. When using local echo with a

terminal, it is wise to keep in mind that the application being used may require local echo to be off rather
than on. Always ensure that the echo setting is set in the proper mode for the application when re-

installing a modem.

Related Topics:

Saving Settings, AT Command Mode

AT Command Specitication-Vespa CDPD Modem
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Program Mode

Description:

Program mode permits the user to change S register parameters that affect the modems operation.
Program mode was created as a means of protecting the configuration of the modem from spurious or
unwanted attempts to change them. The addition of the password protects the equipment from
unauthorized access and modification. While in program mode, the modem is disconnected from the
network. Data cannot be sent or received over the wireless link.

Format:
AT\APROG,NRM6&812 Enter program mode
ATEW Save changes and exit program mode
ATZ Exit without saving changes

The password field is case sensitive. The modem will distinguish upper and lower case letters to be
different. In the above example, NRM6812 is the default password. NRM must be entered as capital

letters otherwise the password will not be accepted. Passwords shouid be more than six characters
however the software will accept any number of characters up to 8.

Validity:
The user can enter program mode while in AT Command mode.

Other Considerations:

Besides being used as the password for entry into Program mode, the password is also used as a qualifier
for the escape sequence used to exit data modes. Care should be used when changing passwords.

Related Topics:

Changing Password, Saving Settings, Soft Reset, S Registers,

“J AT Command Specification-Vespa CDPD Modem
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Profile Configuration Commands

Description:

Upon power-on/reset, the NRM issues a HELLO (verbose) or a 9 (terse) result code and proceeds to
register with the CDPD system. AT commands are active by default. This state is referred to as AT-

CDPD mode.

These commands affect settings that are stored in the modems Non-Volatile Memory (NVM). These
commands are used by service personne! when the unit is installed and as required thereafter to update
service access information. Note that some configuration changes will not be permanently saved until
they have been written to Non-Volatile Memory (NVM} with the AT&W command.

AT Command Specification-Vespa CDPD Modem
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Set Hardware Configuration

Command to set the hardware release version number, i.e. Rev 3.2, Rev 3.3, Rev SM-1 etc.. The
hardware configuration setting is set at the factory and should not normally be set by the user. The
hardware configuration version can only be set in Diagnostic mode.

ATI3 Set Hardware configuration
AT#NH=number Set Hardware configuration
AT#NH? Query Hardware configuration

") AT Command Specification-Vespa CDPD Modem
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Power-up Default Mode

Description:

The power up default mode command permits the user to define how the modem will act after power is
applied and the modem begins operating. Upon power up. the modem will perform a quick self test,
determine its configuration and then enter the programmed default mode. This can be either the standard
AT Command mode or PPP, SLIP or UDP data modes.

The use of PPP or SLIP as the default mode permits the user to eliminate the start up commands and
hence have the unit register and activate the data mode more quickly. Since there is no requirement for
data exchange to set up SLIP, the host can proceed to set up its stack once the CONNECT message is
received from the modem. Because PPP requires some data to be exchanged to set up the IP and other
parameters, the host must complete the PPP link before data can be sent or received.

The use of UDP as a default mode permits a host 1o begin sending or receiving data over the modem
connection as soon as the modem has registered on the network. The modem will power up, perform the
quick self test, determine its configuration, enter AT Command mode and then, once the modem has
registered on the network, enter UDP mode. Upon entering UDP mode a “CONNECT" message is sent 10
the host. The UDP mode can make use of the half-open or standard UDP features.

Format:

ATMDO Eor AT Command mode at power-up

ATMD1 For SLIP Data mode at power-up

ATMD2 For PPP Data mode at power-up

ATMD3 For UDP Data mode at power-up

ATMD13 UDP Modbus ASCI1 at power-up

ATMD23 UDP Modbus Binary at power-up

ATMD33 UDP Modbus Bristol Standard Async Protocol

ATMDS83 UDP with no IP address verify on incoming packets
Validity:

power-up default mode changes can be made at anytime. Default modes were introduced in software
release on September 97 and are valid for all later software revisions.

Other Considerations:

Because the default mode takes effect once the modem has registered with the network, it is important to
make any desired changes as soon after power up as possible.

Related Topics:
UDP, Enter PPP Mode, Enter SLIP Mode, AT Command Mode

AT Command Specification-Vespa CDPD Modem
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Sleep Mode Feature Enable/Disable

Description:

This command permits the user to define what sleep mode the modem should use. Since various
applications and host computers have different requirements for communicating with a modem that
utilizes sleep mode, this command encompasses several different options that should satisfy any
application. If sleep mode does not appear to work with your application, please contact Novatel Wireless
for assistance. The default setting for this mode is off.

Format:
ATHZZ? Sleep status query command
AT#22=0 Disable sleep feature
AT#ZZ=1 Enable Long cycle sleep
ATHZZ=2 Enabie short cycle sleep
Validity:

Changes must be entered in program mode.

Other Considerations:

Sieep mode can be activated by sending the command AT#ZZ=1, AT#ZZ=2 or deactivated by the
command AT#ZZ=0. The module should be reset after changing the sieep mode activation since
the module will have registered and informed the network that it has sleep mode or not. The
module will enter sleep mode if activated after the inactivity timer has expired and a Network TEI
notification message has been received by the modem. No notification message or signal is given
to the host that sleep mode is engaged. The host must assume that if the modem has been
inactive for more than the number of seconds specified in the inactivity timer that the modem has
gone to sleep.

To wake the modem up from sleep mode, the wake-up signal can be asserted for a minimum of
10 ms or a break character of 20 ms duration followed by a 2 ms pause or 2 character spaces at
19200 bps can be sent. The module wil! de-assert CTS when entering sleep mode to inhibit the
host from sending data but will periodically assert CTS and check for incoming serial data from
the host to prevent any loss of data.

No indication is given to the module that the host is in sleep mode. The module will assume the
host is sleeping if the module is sleeping and send a break character to initialize communications
with the host.

Related Topics:

‘J AT Command Specification-Vespa CDPD Modem
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Sleep Mode Description

Sleep mode can be activated by sending the command AT#ZZ=1, AT#HZZ=2 or deactivated by the
command AT#ZZ=0. Changes must be entered in program mode. The module should be reset
after changing the sleep mode activation since the module will have registered and informed the
network that it has sleep mode or not. The module will enter sleep mode, if activated, after the
inactivity timer has expired and a Network TEI notification message has been received by the
modem.

In areas with low signal strength or where the signal strength varies to a high degree, the unit may
not enter sleep mode in a regular fashion. The unit must have conditions where the unit can
decode the TEI notification messages from a reliable signal.

No notification message or signal is given to the host that sleep mode is engaged. The host must
assume that if the modem has been inactive for more than the number of seconds specified in the
inactivity timer that the modem has gone to sleep.

To wake the modem up from sleep mode, the wake-up signal can be asserted for a minimum of
10 ms or a break character of 20 ms in duration followed by a 2 ms pause or 2 character spaces
at 19200 bps can be sent. The module will de-assert CTS when entering sleep mode to inhibit the
host from sending data but will periodically assert CTS and check for incoming serial data from
the host to prevent any loss of data.

No indication is given to the module that the host is in sleep mode. The module will assume the
host is sleeping if the module is sleeping and send a break character to initialize communications
with the host.

Related Topics:

Sleep Mode Feature Enable/Disable

AT Command Specitication-Vespa CDPD Modem
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Data Reception Mode
Packet Disassembiy

The NRM begins transmitting the character stream associated with a received packet to the Host
as soon as all the associated blocks have been received and processed.

Buffering and Flow Control
The NRM has an output data buffer which is intended to be set larger than the longest receive
message used by existing protocols in the Host application. The size of this buffer is 2144
characters.

When the NRM is sending the characters associated with a received packet to the Host, the
remote host processor should not send additional data as this may result in output buffer overflow.
NRM buffer overflow shall resuit in a loss of data with no indication to the Host or remote host. In
order to avoid data loss, it is recommended (and anticipated) that the Host application protocol
operates using a half-duplex ACK/NAK protocol. The remote host acknowledgment time-out
should be lengthened as described above.

') AT Command Specification-Vespa CDPD Modem
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Data Transmission Mode

Packet Assembly
The NRM provides a local Packet Assembly and Disassembly (PAD) function. For transmission,
the character stream from the Host is assembled into packets for RF transmission under the

following conditions:
_ldie time-out: If the time between successive characters exceeds the time interval specified in

register S50, any pending data is assembled for transmission.

Buffering and Flow Control

The NRM has an input data puffer which is intended to be set larger than the longest transmit
message used by existing protocols in the Host. The size of this buffer is 578 characters.

if hardware flow control is disabled and, the NRM is formatting and transmitting data blocks
associated with a packet, the Host should not send additional data as this may cause input buffer
overflow. Buffer overflow will result in a loss of data with no indication to the Host. In order to
avoid data loss, it is recommended (and anticipated) that the Host application protocol operates
using a haif-duplex ACK/NAK protocol. 1t should be expected that the Host acknowledgment
time-out should be set greater than that required for circuit-switched modem configurations. This
is to account for propagation delays through the NRM, CDPD base station and CDPD and Internet

networks.

AT Command Specification-Vespa CDPD Modem
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Point to Point Protocol (PPP)

Description:

The command to enter Point to Point Protocol mode (PPP) is used when an external stack configuration is
needed. PPP is useful if the stack resides in the host computer, providing multiple sessions and complete
control over all aspects of each session. PPP is quickly becoming the new standard for dial-in-networking.
PPP provides more flexibility and less items that need to be explicitly set.

The PPP session is usually controlled by DTR, unless the modem has been configured to ignore DTR by
programming register S211. DTR, when used, must be asserted to initiate a session and de-asserted to
terminate a session. If the modem has been programmed not to use DTR Control, then the command
AT\APPP can be sent without asserting DTR. To exit PPP in this case, the host must either power down
the modem or use the escape sequence. To terminate a PPP session, DTR must be de-asserted or the
escape sequence can be activated or the modem can be powered down.

Format:
AT\APPP The command to enter PPP Mode
The response will be CONNECT or ERRCR
The alternate command to use is SERVER
The response will be CLIENT
Validity:

PPP can only be entered from Command Mode. In Program or Diagnostic modes, the modem is not
actively connected to the network.

Other Considerations:

While 2 modem can enter PPP mode from command mode at any time, the intent of PPP is to connect 1o
the network. Until there is a network connection established and the modem has registered, it is better to
delay entering PPP mode as you may report errors that will only persist until the modem registers. It is
generally recommended that the host check the status of the modem before proceeding with a PPP
connection. The Status can be checked using the “ATS577" command.

An alternate method of entering PPP mode is to send the word CLIENT to the modem. The modem will
respond with SERVER and then follow with CONNECT. This is NOT an AT command. It is neither

preceded by an "AT" nor succeeded by a CR. Exiting PPP mode is performed using the DTR control
signai.

Related Topics:
SLIP Mode, DTR Control, Program Mode, Data Mode, Diagnostic Mode. Checking Status

) AT Command Specification-Vespa CDPD Modem
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Slip Mode

Description:

The command to enter Serial Line Internet Protocol mode (SLIP) is used when an external stack
configuration is needed. SLIP is useful if the stack resides in the host computer, muttiple sessions and
complete control over all aspects of each session can be obtained. SLIP is one of the more common
protocols used for splitting the functionality between the modem and the host. SLIP does, however,
require certain parameters to be set up prior to activating a session. SLIP does not extract the IP address
from the modem. This must be set up in dial-up-networking before starting. SLIP is less flexible than
Point to Point Protocol (PPP) which is quickly winning over most users.

The SLIP session is usually controfled by DTR, unless the modem has been configured to ignore DTR by
programming register S211. DTR, when used, must be asserted to initiate a session and de-asserted 10
terminate a session. If the modem has been programmed not to use DTR Control, then the command
AT\ASLIP can be sent without asserting DTR. To exit SLIP in this case, the host must either power down
the modem or use the escape sequence. To terminate a SLIP session, DTR must be de-asserted or the
escape sequence can be activated or the modem can be powered down.

Format:
ATASLIP The command to enter SLIP mode

Validity:

Slip can only be entered from Command Mode. In Program or Diagnostic modes, the modem is not
actively connected to the network.

Other Considerations:

While a modem can enter SLIP mode from command mode at any time, the intent of SLIP is to connect to
the network. Until there is a network connection established and the modem has registered, it is better to
delay entering SLIP mode as you may report errors that will only persist until the modem registers. It is
generally recommended that the host check the status of the modem before proceeding with a SLIP
connection. The Status can be checked using the “ATS57?” command.

Related Topics:

Enter PPP Mode, DTR Control, Program Mode, Data Mode, Diagnostic Mode. Checking Status, Escape
Sequence

AT Command Specitication-Vespa GDPD Modem
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Push Technology

To receive data while the modem is unattended by the host, the modem has been incorporated with the
means to receive the data packet, determine the type of message and the source IP address. This push
technology feature can be enabled or disabled by setting or resetting register $250. The modem can
signal the host that there are messages queued up, waiting to be retrieved by the host, using any or all of
the following signais. The “message waiting” signal can be asserted when a message arrives and will be
de-asserted when all messages have been retrieved or deleted. In the case of multiple messages, the
“message waiting” signal will be asserted when the first arrives and wilt only be de-asserted when ali
messages have been retrieved. Another signal, the “alert” signal, can also be used to provide a 500msec
pulse to the host on its associated pin for each message that arrives. These signals can be made
available on any of the programmable pins of the interface. Their assignment is made using the
programmable GPIO features of the Vespa CDPD Modem.

The modem can hold up to 4 messages, determined by reading register S251, before the buffer overflows
and message data is lost. When the host accesses the modem to retrieve the stored messages, the host
first determines which messages it wants to retrieve based upon the source IP address. The host can
discard messages by setting register S254. This will cause the current message 10 be flushed from the

gueue and the next message made available to the host.

PUSH Technology Enable

ATS2507 Query Wake Up Protocol State

ATS250=1 Enable Push Technology

ATS250=0 Disable Push Technology

ATS2517 Query Number of Pending Messages
Response [0.4]

ATS2527 Query First Push Message
Response [IPaddress/port]
Format NNN.NNN.NNN.ANNYXXXXX

ATS2537 Query Type of First Push Message

Response [0, 1] O indicates UDP, 1 indicates TCP

ATS254=1 Discard Current Message

J AT Command Specification-Vespa CDPD Modem
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DTR Control Description

The Data Terminal Ready (DTR) line is used by the modem as a qualifier for its operation in a data mode,
TCP, UDP, SLIP or PPP. The DTR line is to be asserted before entering & data mode to indicate to the
modem that the host computer is available for operation. The DTR line is de-asserted to terminate a data
session. The modem will not sustain a data mode session without DTR being active. The use of DTR
can be overridden by setting register 521110 1: the equivalent of asserting DTR permanently.

The DSR Signal is driven by the modem to indicate the existence of a data session. When DTR is
asserted by the local host, the modem will respond with the DSR signal to indicate that the modem has
entered data mode. DSR is de-asserted to indicate that the modem has exited data mode.

For Listen mode applications, the modem must see DTR asserted when the TCP Session request is
received. If DTR is not asserted the session request will be rejected. When the DTR signal is asserted,
the modem will issue a RING followed by a CONNECT to indicate the beginning of a incoming data
session. Here RING indicates the source of the session as being a remote server while the CONNECT
indicates the transition from AT Command mode to Data mode. . In this mode, the NRM will “Listen” for
TCPP packets with port numbers which match that specified with the NRM's |P address (re: S1 10). Any
TCP packets received in AT-COPD mode, or packets received in TCP-Data mode without a matching port
number, are rejected by the NRM with no indication 1o the Host. DTR can be used to terminate the
session or the remote server can initiate the termination.

A session may be terminated by the Host using the DTR line. The remote host may also terminate a
session. Connection status is maintained on the DSR line. Once the session has been terminated, the
NRM returns to AT-CDPD mode. Note that session termination is the only method to return to AT-CDPD

mode”.

The DTR line de-asserted can also be optionally used to power the modem off in addition to the
termination of the session. If the S211 register is set 10 4, then the de-asserting of the DTR line will make
the modem terminate any current data session, perform a de-registration with the network and power itself

off.

* The Hayes compatible escape sequence is not supported.

AT Command Specitication-Vespa GCDPD Modem
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- Connection failed to complete within the time specified in register $7 (sec). Normat values are about
30 seconds, but is very dependent upon the application requirements. Many applications, which
provide their own time-out for connection failure, will have this value set to 60+ seconds.

PAD (Packet Assembly and Disassembly) function will transmit data when the inter-character idle time-out
occurs or when the PAD buffer is full. (256 or 512 bytes). The idle time-out is specified in register S50 in
1/10 seconds.

Receiving Data - Once the session is started, any packets sent to the modem's IP address with the port
number specified in register $110 will be processed and the data portion will be transmitted over the serial
link to the host application. Any packets received with a different port number specified will be discarded.

Termination - A TCP connection is terminated by dropping DTR or by the remote end of the TCP
connection terminating the session.

J AT Command Specification-Vespa CDPD Modem
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TCP Mode Description

Transport Control Protocol, is a reliable, connection-oriented transport protocol that uses
acknowledgments and retransmissions to guarantee delivery. This is an obvious advantage for
applications where the data is critical and the application cannot provide the required reliability. There is
more overhead in the protocol to provide this reliability, making it less efficient than UDP. For larger data
transfers, TCP is the easiest protocol to use to get reliable service.

TCP sessions may be originated by the local application host or by the network. The DTR signal must be
asserted or $211=1 (pretand DTR is always asserted} for the unit to enter into a data communications
session. The session is terminated by powering the modem off, dropping DTR or by the remote host
terminating the connection. If the session is terminated by a power down, the remote host may not tear
down its part of the session properly, leaving the remote host waiting for further information for that
session. This can pose problems for some applications. Care in session tear down is essential for
reliable operation.

TCP Modes of Operation

TCP Listen mode is established by having $0=1 when the modem powers up. . The port specified in
S110 will be used for the TCP Listen mode. The DTR signal must be asserted or $211=1 (ignore signal on
DTR pin and proceed as if DTR is always asserted) for the unit to enter into a data communications
session. When a connection request for the correct port is received by the modem, the modem will
establish the connecticn notify the focal host with:

Verbose Terse
RING 2
CONNECT 1

and begin the TCP session.

Termination - A TCP connection is terminated by dropping DTR, or by the remote end of the TCP
connection terminating the session.

Originating a TCP Session

A session is originated by the host application by issuing the ATD (Dial) command:
ATDTnnn.nnn.nnn.nNn/ppppp

ATDT specifies a TCP session. hnn.nnn.nnn.nnn is the destination IP address and ppppp is the
destination application port number. The modem will attempt to establish a connection with the destination
host. If it is successful, a CONNECT [terse 1] resuit code will be issued and ail ensuing data sent from the
app host will be assembled into a TCP packet and transmitted to the destination application.

ERROR [terse 4] result code will be generated if the modem is not currently registered on a CDPD
network.

Connection Failure will be signaled by a BUSY [terse 7] result code, and may be caused by one of the

following:

- Wrong IP address or port number

- The destination device does not have a TCP Listen process open on the port specified.

- The destination host already has a connection established with another client on the specified port.

AT Command Specification-Vespa CDPD Modem
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UDP Mode Description

User Datagram Protocol is a basic transport protocol that provides a best-effort, connectionless delivery
service with minimum overhead. The protocol does not guarantee delivery of packets. There is no
checking or retransmission of the data packets. It does provide minimum overhead as it only adds the
source and destination port numbers to the header. Since the protocol is unreliable, the application must
provide checking, acknowledgments and retransmissions if the data is critical. In many applications, the
data is not critical because updates are sent periodically and occasional losses can be tolerated.

UDP sessions may be originated by the local application host or by the network. The DTR signal must be
asserted or $211=1 (pretend DTR is always asserted) for the unit to enter into a data communications
session. The session is terminated by dropping DTR or resetting the unit.

UDP Modes of Operation

Command: ATS83 = <mode>

Where <mode> = Timer value in seconds
0 = Regular mode
1 = Not used (reserved)
2 = Half-Open mode

Originating a UDP Session

A session is originated by the application host issuing the ATD (Dial} command:
ATDPnnn.nnn.nnn.nniv/ppppp

ATDP specifies a UDP session. nnn.nnn.nnn.nnn is the destination |P address and ppppp is the
destination application port number. If no port is specified then a port number of 0 is assumed. It should
be noted that UDP and TCP make extensive use of port numbers, please be aware that the modem will
use the port number as a criteria for accepting and passing data to the host application.

CONNECT [terse 1] result code will be issued and all ensuing data sent from the host application will be
assembled into a UDP packet and transmitted to the destination application.

ERROR [terse 4] result code will be generated if the modem is not currently registered on a CDPD
network,

PAD (Packet Assembly and Disassembly) function will transmit data when the inter-character idle time-out
oceurs or when the PAD buffer is full. (256 or 512 bytes). The idle time-out is specified in register 850 in
1/10 seconds.

Receiving Data - Once the session is started, any packets sent to the modem’s IP address with the port
number specified in register $110 will be processed and the data portion will be transmitted over the serial
link to the host application. Any packets received with a different port number specified will be discarded.

Termination - The session is terminated by dropping DTR or resetting the unit.

) AT Command Specification-Vespa CDPD Modem
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Internal Stack Description

1P (Internet Protoco!) is the basic network protocol that routes packets on an 1P network. CDPD networks
and the Internet are IP networks. Transport protocols deliver packets between applications. Transport
protocols use the IP service to deliver data packets between network devices.

in order for an application to communicate across a network, it will first open a port on the local device.
The IP address of the local device and this port number becomes the unique address for this application,
and is sometimes referred to as a socket. When the local appiication communicates with a distant
application, it will send a packet addressed to the P address and port number of that remote application.
This address is the destination address of the packet. The packet will also contain the source address, the
|P address and port number of the local application. The remote application may use the source address
of the packet received to communicate back to the local application.

There are two common transport protocols used in TCP/IP networks:

AT Command Specification-Vespa CDPD Modem
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Data Mode Description

The modem contains an integrated TCP/IP protocol stack. It is accessed via AT commands that put the
modem into either a TCP or UDP data communications mode. If the application host contains a TGP/IP
stack, PPP or SLIP can be used to transfer IP packets between the application host and the modem,

The Data Terminal Ready (DTR) line is used by the modem as a qualifier for its operation in a data mode,
TCP, UDP, SLIP or PPP. The DTR line is to be asserted before entering a data mode to indicate to the
modem that the host computer is available for operation. The DTR line is de-asserted to terminate a data
session. The modem will not sustain a data mode session without DTR being active. The use of DTR
can be overridden by setting register S211 to 1: the equivalent of asserting DTR permanently.

The DSR Signal is driven by the modem to indicate the existence of a data session. When the local host
asserts DTR, the modem will respond with the DSR signal to indicate that the modem has entered data
mode. DSR is de-asserted to indicate that the modem has exited data mode.

The NRM provides Host and Network originated access to the connection-oriented service using TCP/IP.
Host origination is accomplished via the DIAL (ATDT) command. Upon successful completion of the DIAL
command (i.e. CONNECT result code), the NRM switches to TCP-Data mode. DTR must be asserted
prior to issuing the ATDT, ATDP, ATNASLIP or AT\APPP. If this is not followed the modem will not engage
the session in a manner where it can be sustained. The NRM signals a network origination to the Host
using the RING result code. Failure to have DTR asserted while in “Listen” mode, network origination, will
result in a dropped session. The PAD functions are active during TCP-Data mode only, however, the
data buffering functions apply in all modes.

For Listen mode applications, the modem must see DTR asserted when the TCP Session request is
received. If DTR is not asserted the session request will be rejected. When the DTR signal is asserted,
the modem will issue a RING followed by a CONNECT to indicate the beginning of an incoming data
session. Here RING indicates the source of the session as being a remote server while the CONNECT
indicates the transition from AT Command mode to Data mode. . In this mode, the NRM will “Listen” for
TCPP packets with port numbers which match that specified with the NRM's IP address (re: S110). Any
TCP packets received in AT-CDPD mode, or packets received in TCP-Data mode without a matching port
number, are rejected by the NRM with no indication to the Host. DTR can be used to terminate the
session or the remote server can initiate the termination.

A session may be terminated by the Host de-asserting the DTR line. The remote host may aiso terminate
a session. Connection status is maintained on the DSR line. Once the session has been terminated, the
NRM geturns to AT-CDPD mode. Note that session termination is the only method to return to AT-CDPD
mode”.

For UDP/IP, a connection-oriented service is “fabricated” within the NRM. The DIAL command (ATDP} is
used to place the NRM into UDP-Data mode. In this mode, the NRM wiii “Listen” for UDP packets with
port numbers which match that specified with the NRM's IP address (re: $110). Any UDP packets
received in AT-CDPD mode, or packets received in UDP-Data mode without a matching port number, are
rejected by the NRM with no indication to the Host. In UDP-Data mode, the port number for transmitted
UDP packets is specified with the destination address associated with the DIAL command. Only the Host
Origination and Host Termination scenarios described above apply to UDP operation. The DTR and DSR
lines, and the PAD functions, operate as in TCP-Data mode.

¥ The Hayes compatible escape sequence is not supported.

AT Command Specification-Vespa CDPD Modem
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MOVATEL WIRELESS TECHNOLOGIES LTD. 6

PHYSICAL INTERFACE

Protocol
CDPD System Specification Part 400 Version 1.1 (CDPD Forum inc.) This is the protocol stack
for the Vespa CDPD Modem:
To Host
x x
Communication Driver
Host
AT Interface OEM
SLIP PPP Application
UubDP TCP Layers
i 4
SNDCP
MDLP CDPD
Layers
MAC
Physical

N

The Vespa CDPD Modem does not support V.42 compression in SNDCP.

The TCP/UDP interface is capable of supporting up to 3 sessions simultaneously . ,
The AT-command set described herein is derived from “CDPD Implementor Guidelines”, Release 115 It
contains a subset of the commands described in Part 2014 that are supported by the Novatel Vespa CDPD
Modem.

For the purposes of this specification, “NRM” refers to the Novatel Vespa CDPD Modem:; “Host" refers to
the OEM application controller.

' This is provided to solve the problem presented by delays encountered when closing a TCP session. That is, in order to process
Host transactions in rapid succession (and since it is required to establish a new TCP session for each transaction) it is
necessary to establish a new TCP session before the previous one has had a chance to close.

2 CDPD Forum makes no representations about the suitability of any material, comprising the CDPD system specification (or any
derivative work incorporating any element thereof) for any purpose; it being provided “as is” and without any warranties
whatsoever, express or implied. The CDPD Forum shall not be responsible for any damages of any kind related to the use of
the CDPD system specification {or any derivative work incorporating any element thereof), including without limitation,
actual, direct, indirect, incidental, consequential, special, or general damages.

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 2

The information disclosed herein is the exclusive property of NOVATEL WIRELESS TECHNOLOGIES
LTD. and is not to be disclosed without the written consent of NOVATEL WIRELESS TECHNOLOGIES
LTD. No part of this publication may be reproduced or transmitted in any form or by any means including
electronic storage, reproduction, execution or transmission without the prior written consent of NOVATEL
WIRELESS TECHNOLOGIES LTD. The recipient of this document by its retention and use, agrees to
respect the security status of the information contained herein.

The information disclosed herein is the exclusive property of Novatel Wireless Technologies Ltd. and is
not to be disclosed without the written consent of Novatel Wirgless Technologies Ltd. No part of this
publication may be reproduced or transmitted in any form or by any means including electronic storage,
reproduction, execution or transmission without the prior written consent of Novate! Wireless Technologies
Ltd. The recipient of this document by its retention and use, agrees to respect the security status of the
information contained herein.

This document is intended for limited circuilation.

The information contained in this document is subject to change without notice and should not be
construed as a commitment by NOVATEL WIRELESS TECHNOLOGIES LTD. unless such commitment
is expressly given in a covering document.

© Copyright NOVATEL WIRELESS TECHNOLOGIES LTD. (1998)
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NOVATEL WIRELESS TECHNOLOGIES LTD, 41

Auto Answer (TCP Listen)

Description:

Register S0 is used to put the NRM into a state where the modem will accept a TCP session request from
a remote server or another modem. The modem can remain in AT Command mode while the modem is

waiting for a session request to be received.

The session activation process begins when the host asserts DTR (if DTR operation is selected) to inform
the modem that it can accept the session request.

The modem will issue a “RING” string to the host to indicate that a session has been initiated. The
modem may also generate a CMOS and/or a RS-232 RING signal coincident with sending the RING string
if programmed to do so. The IP address port number, stored in register 553, is used as a qualifier for the

session request.

Format:
ATS0? Auto Answer Query
ATS0=1 Set Auto Answer mode ON
ATS0=0 Set Auto Answer mode OFF
Validity:

Auto answer mode can be set in either AT Command or Program mode. Setting changes to auto answer
are saved immediately.

Other Considerations:

Related Topics:

Register S63

AT Command Specification-VYespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 43

Data Forwarding Idle Time-out

Description:

When using the internal stack either UDP or TGP, the data being sent to the modem is automatically
encapsulated in an IP packet using the preset protocol. The packet size may vary depending upon the
rate at which the data characters are received. If the data is received in a very sporadic manner, the
modem will assemble and send a packet after an idle period has elapsed, no data is received in this
interval. This keeps the data moving, retaining some time relevance instead of waiting for a specific
number or a full buffer. The modem will aiso send a packet if a return character is encountered in the

data stream.

The timer value is programmable from 0.1 to 25.5 seconds in 1/10"™ of a second resolution.

Format:
ATS50? Data Forwarding Idle Time-out
General command format ATSB0=<time-out value>
Where: <time-out value> = Time-out value in 1/1 0" seconds [0 -
255]
Example command ATS50=15 the time out value is set to 1.5 seconds
Default factory setting is 0.5 seconds
Validity:

Other Considerations:

For most applications, data is sent in bursts, with each burst of data having relevance within the
application. To define the length of each packet, it is recommended to send the data in bursts followed by
a return. Packet length will vary as both UDP and TCP include overhead information in each packet.
Typically TCP will include a 40 byte header while UDP uses less than 20 bytes for header information.
UDP is generally used to reduce data transmission costs but requires the application to handle lost

packets and retries.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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UDP Haif Open Mode

Description:

Once the modem is configured to operate in the half-open mode, it can accept AT commands from the
keyboard, it can also receive UDP packets through the RF channels for the duration specified by the user
without performing and ATD command.

If the destination IP address (ATS53) is set to 0.0.0.0, it can accept UDP packets from any destination.
But once it receives a packet, it locks onto that destination and automatically goes into the regular UDP
mode. It stays in that mode until either the DTR is dropped, the escape sequence is sent or the Half-
Open timer expires. The timer restarts every time a packet is received or sent. For example, if the timer
is set to 30, the Monitor will stay in the UDP mode until 30 seconds after the last UDP packet is received
or sent. Once the modem exits active UDP, it returns to the Half-Open mode.

If the destination address is set to a nonzero vaiue, everything will work the same as the above except that
it will only accept UDP packets from that specific destination and ignore the rest.

Format:

ATSB2=0 reguiar mode

ATS82=1 not used (reserved)

ATS82=2 Half-Open mode enabled
Query: ATS82?

Command: ATS82=<mode>

Where <mode> 0 = Regular mode
1 = Not used (reserved)
2 = Half-Open mode

Validity:
This command can only be issued in command mode.

Other Considerations:

Register S83 is used as the half-open timer. Setting this register fo a non-zero value permits the
automatic UDP stack to remain active for that amount of time (measured in seconds).

ATS83? Query UDP Open Timeout
ATS83=60 Set UDP Open Timeout

sets the timer to 60 seconds.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOQOLOGIES LTD. 47

The status reporting can be enabled or disabled in either AT Command or Program modes. Changes
made in AT Command mode and not saved with the AT&W command in Program mode will not be

retained after powar down.

Other Considerations:

Status reporting, if enabled, will continue to operate in PPP and SLIP modes but will be suspended in TCP
and UDP modes.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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example above. An IP address must have four numbers to be valid. Numbers must be limited to 0 to 255
in value. Check with your carrier before making any changes to your IP address setting.

Related Topics:

AT Command Specification-Vespa CDPD Modem




wapow addadm pdsap-volleoty1oedsg pPUBWWOYD LV

:so1do| pole|ey

-pasn aJe seouasejaid | 19pIA0Id 9DIAIBS JI () 0}
198 8Q PINOYS Jayluap] JOPIAGId 80IA18G By} (Ino peseyd Buiaq Jo ss800.d U} i) SHIOMIBU ' | UOISIBA 104

:SUOIIBISPISUOY) JBaYI0

:Auplre
00ECI = ISYM
9021 = INdS
8JB0 1,10(] = |dS
00€21/9021/0=1 1 LSLY sidiuexy
0 Buias anjea aJed jucq
GEGGY 010 sanjea jo sbuel 8|qe1dasoy
saouBie)Rld (I 801eS 188 <|SY M>/<INdS>/<idS>=1 | IS1V
saouassdld A aaneg Aienp LLLISLY
Jlewliod

-109)j0 pa.isep ayl aAey Jou Aew 11} J81s163) J0 senjea ay) ‘Apadoid
195 s1 9118 Ja)sibal ssaun 9LLS Jois1081 yum uonouniuod Ul suom sbumes aousiaeld al aoInas aul

-sanjes asay) Humes elojeq J8lIed
INOA 10BILOD 8SE3)d -AIUNOD 2iud 8y} 10) PaX) Bie SI8LI0 UM uoiBas yoes 0} Jyi0ads ase sbulmss
swosg "elesado Aayy assym Ajunod au} Jo suoiBal SNOLBA AU} Ul SBA|@sLWIaL Ajluapi 0) 888U JC |IB JO BLLOS
asn 0} }IOMIBU 118y} SeinByuod JaLIed yde3 "Jalied syl Aq ues aq 0} paau jou op sialeweled 8s8yl 4O |1V

“(JSYM) J8LIUBP| 9OISS BBIY BPIAM BY) PUB (INJS)
JB1usp| YIOMISN JBpIAGId 8RS B8] (1dS) 18ynuap| J8PIA0Id BOIAISS Bl Ble sisjiiusp) essy| ‘Jeiled
ay) Ajiusp| 0} pasn uojewIoul JO seoeid 981yl apnjour AW omisu dui Aq 15eOpEOIQ UGHEWICU] 8]
JO SUB4 "UiIM SPEW 3G PINOYS UOROBLLOD ayl Jeul 1a11e0 peusjeid ay) Ajroeds osje ueD Jasn 8y} ‘wapow
ay) AQ pasn apis {BUUBYD Jen|s sy Buikpoads pue ‘aouassiaid epis syl 18s 0} 8|qe Buiag 01 uonpPe Y|

:uonduosaq

aoualajald Q| 8ones

0§ “dl1 S3IDO0TONHD3IL §5373HIM T31YAON




NOVATEL WIRELESS TECHNOQLOGIES L TD. 51

Channel Scan Mode

Description:

The Vespa CDPD Modem modems can be programmed to scan for available CDPD channels in three
different manners. Each manner has different operating characteristics and is targeted for specific

applications.

Channel scan mode O has the NRM performing an initial scan of all cellular channels associated with the
selected side preference (see AT\N). Service is initially obtained on the CDPD channel with the highest
RSSI. This mode was the first mode developed and was the default mode until mode 2 was developed.
New issue modems default to mode 2 operation.

Channel scan mode 1 has the NRM using only those cellular channels defined in the channel scan list,
regardless of which side they are on. Service is initially obtained on the CDPD channel with the highest
RSSI. This is useful in restricting the modem to obtaining service on only a selection of channels. Once
service is obtained, automatic handoffs may occur sending the modem to a channel not present in the
channel list. If the modem looses the channel, it will only re-scan those channels present in the channel

list.

Channel scan mode 2 has the NRM using the channel list as a “Hot List” scanning those channels first
before scanning outside the list. If service cannot be found on a channel contained in the channel list the
modem will perform a wide scan in an effort to located a suitable channel. If a channel is found which is
not present in the list, it is appended to the list for future use. The modem automatically updates and

maintains the channel list.

The addition of mode 2 operation also expanded the channel list from 16 to 32 entries. The use of the "Hot
List”, offers the advantage of faster connection times since there is a good chance that the channel fist will
contain an active channel. Because the modem maintains this list itself, there is no need for the operator
to initiaize the modem channel list, the modem will do this itself. When the modem has filled the 32
location list the software will overwrite the oldest entry in the list and continue rewriting old values with new

ones.

Format:
ATS1127 To determine the current channel scan mode
ATS112=0 Any channel
ATS112=1 Hot List Only
ATS112=2 Hybrid
Validity:

The channel scan mode can only be altered in Program mode.

Other Considerations:

To optimize performance for mobile apptications which use many channels and may roam from city to city,
it may be advantageous to clear the channel scan list when entering a new area. This would eliminate
channels that are not active in one city from affecting the operation of the modem. Doing this will result in
a longer time for primary initialization of the modem as it refills the channel list.

AT Command Specification-Vespa CDPD Modem
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Channel List

Description:

Register S113 is used to contain the channel list. This is the list of cellular channeis on which the NRM
may use to search for CDPD service, depending on the setting of S112. Up to 32 channel numbers may
be entered. If no channel numbers are entered, the NRM will scan the entire CDPD channe! set

associated with the side preference.

Format:
ATS1137 Channel List guery
ATS5113=<chan1><chan2> eic. Set channel list
Where: <ghan1-32> = All valid CDPD channels [1-798, 991-1023]
To zero the channel list ATS113=
No value is entered
Validity:

The channel scan list can only be altered in Program mode.

Other Considerations:

A channel number of zero is not valid.

Related Topics:

AT Command Specification-Vespa GCDPD Modem
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CDPD Operating Version

Description:

The CDPD specification has gone through two revisions; the first established version 1.0 networks using
dedicated channels. The second version introduced channel hopping and maintained dedicated channels.

Format:
ATS1177? CDPD QOperating Version
ATS117=10 To set it for Version 1.0
ATS117=11 To set it for Version 1.1
Validity:

This command is valid in Program mode only.

Other Considerations:

Version 1.0 systems are quickly being replaced with version 1.1 systems. Please check with your local
carrier before altering this value.

Related Topics:

AT Command Specification-VYVespa CDPD Modem
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Set DTR Control

Description:

For applications or situations where hardware control of the modem is not possible, DTR control can be
over-ridden and the host can avoid the necessity of adding extra controf lines. Negating DTR contro!
poses a problem for exiting a data mode as the normal manner is to de-assert DTR to exit. To exit a data
mode while DTR control is off, the escape sequence can be used.

Format:
ATS2117? Query DTR control setting
ATS211=0 To set DTR conirol ON
ATS211= To set DTR control OFF
ATS211=2 Always assert DSR
ATS211=4 Dropping DTR gracefully powers off modem
ATS211=8 DSR Control asserted after registration
0: Default behavior (not 4)
1: Ignore DTR
2: Always assert DSR
4: Asserting DTR does nothing. Dropping DTR gracefully powers off modem.
8: Delay assertion of DSR {when entering data modes) until modem has registered.

Validity:
This command is valid in Program mode only.

Other Considerations:
As stated above, when DTR control is over-ridden, the only way to exit from a data mode is with the

escape sequence. When using TCP auto answer, once a session tear down command is received from
the remote host, the modem will revert to AT Command mode. This transition from data mode to AT

Command mode was initiated remotely, not locally.

Related Topics:
DTR Mode Setting, DSR Mode control

AT Command Specification-Vespa CDPD Modem
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DSR Control Setting

Description:

This setting provides more complete control of the DSR configuration. The DTR mode and control settings
provide inferred control of the DSR pin, but this control register allows more specific control of the DSR

configuration.

Format:
AT&S? To query the current DSR control setting
AT&S 0 No control of DSR. It is asserted all of the time
AT&S1 Control of DSR is enabled after modem registration.
Validity:

This register is available only in AT Command mode.

Other Considerations:

This register may perform corresponding configuration of the S211 register to reflect any changes
here. As an example, if the current S211 is 2 and this register is set to 1, the 3211 will be returned to a

value of 8.

Related Topics:

AT Command Specitication-\lespa CDPD Modem
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Identity Registers

Description:

The identity registers are used to identify the modem to the host. These read only registers present the
following information:

The modems Electronic Identifier Number {EID)
The Software Version, creation date and time
The copyright header

The modem manufacturer

The model and hardware revision number

Format:
ATIO To determine the EID
ATH To determine sw version & copyright information
ATI2 To determine the manufacturer
ATI3 To determine the hardware version
Validity:

This command is valid in AT Command and Program modes.

Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. €3

Because the modem is disconnected from the network in Program mode, this command will return an
ERROR code if used in program mode.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Last network registration error code

Description:

Should the modem fail to register within a sizable window of opportunity, typical times vary from 3 to &
seconds for a “Hot List” match to 30 seconds for a “Wide Scan” match, it may have encountered a
network registration error. To determine if this is the case, the network registration error register can be
read to see if there is a non-zero value. If the value is zero, then the modem has yet to attempt to register
on a valid channel as it has yet to find a channel or form a link to the network.

For non-zero values consult the table beiow.

Response | Meaning

1 No particular reason given

2 MD-IS not capable of handling the M-ES at this time

3 NEI is not authorized to use this subnetwork

4 M-ES gave insufficient authentication credentials

5 M-ES gave unsupported authentication credentials

6 NEI| has exceeded usage limitations

7 Service denied on this subnetwork; service may be obtained on alternate Service
Provider network

8-255 Reserved

For further assistance if a non-zero value is present, please contact your carrier and provide them with this
information.

Format:

ATS2007? To determine last registration error
Validity:
Valid for AT Command mode only.

Other Considerations:

Most Network Registration problems are due to a mismatch of the authentication credentials. These
values are stored in both the modem and the Network MDIS Information database. If these values get out
of sync, registration may not be possible. Problems can be experienced when trying to register on an
alternate carrier through an “interop” agreement link. Because the modems use the internet for
communications, information may be slow in arriving at the intended destination or may be lost along the
way. Interop links introduce additional delays in delivering registration information that can result in
temporary failure to register. This situation should typically not persist for more than 2 minutes.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Query Current RSSI Value

Description:
To determine the current Receive Signal Strength Intensity, RSSI, value for the current channel being
scanned, register S202 can be read. The RSS! value is presented as the relative signal strength above

the modem noise floor. The absolute value is determined by adding the relative vaiue from register $202
to the noise floor value of —115 dBm.

It is important to remember that the modem can be scanning while this inquiry is made, thus the value
read back may not be valid for the channel that is later retrieved from the current channel register.

Format:
ATS2027? To determine the current RSSI value

Validity:
This command id valid for AT Command mode only.

Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Current RF Channel in use

Description:

To determine the current channel that the modem is currently locked to, the contents of register S204 can
be read. This value represents the cellular channel number and does not, by itself, indicate that this is a
CDPD channel, a voice channel or even if there is any RF signal being received. Because the modem
periodically scans for better channels trying to improve service, the channel number returned may not be a
valid CDPD channel. The modem will eventually scan all channels on the desired side or sides, even
those which are not CDPD enabled. This results in the channel value being returned by the modem may
have been one which was being scanned when the command was accepted by the modem. This means
that the user must take care in interpreting the channel number as being a CDPD channe! as it may not

be.

Format:

ATS2047 To determine the current channel
Validity:
This command is valid in AT Command mode only.

Other Considerations:

Frequeng and Channel Assignments

Mobile Transmit Base Transmit Channel Use Band
824.04 — 825.00 869.04 - 870.00 991 - 1023 Voice A
825.03 — 834 36 870.03 - 879.36 1-312 Voice A
834.39 — 834.99 879.30 - 879.99 313 - 334 Conirol A
835.02 — 835.62 880.02 - 880,62 335 - 356 Control B
835.65  844.08 880.65 - 889,93 357 - 666 Voice B
845.01 — 846.45 890.01 - 891.48 ~ 1667-716 Voice A
846.51 — 848.97 891.51 - 893.97 717 - 700 Voice B

Related Topics:

AT Command Specification-Vespa CDPD Modenm
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Area Color Code in Use

Description:

The CDPD Network is composed of a multitude of cellular towers transmitting their signals over a portion
of the total coverage area. By reusing frequencies, a greater density of coverage can be maintained and
more calls supported. To distinguish the same channel frequency used on two towers, carriers assign

each one a different color code. The color code is a number from zero to seven. This information assists
the network in routing the information being sent to the modem through the right cell site tower.

Format:

ATS2067 To determine the current color code
Validity:
Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Symbol Error Rate Query

Description:

A percentage rate of symbol errors encountered by the modem on the Forward channel is provided to
assist in identifying sub-optimal signal conditions. The value returned is a percentage representing the

number of symbol errors per 100.

Format:
ATS2087? To query the current Symbol Error Rate.

Validity:
Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Format:

ATAF?
ATAF=0

Validity:

Other Considerations:

Related Topics:

Query the authen
0 reset the regis

tication failures.
ter to zergg.




wWapow 04G70 edsap-uoilenijlosdg puBwWWO) LV

-AUO SPOW PUBWIWIOD 1V 10} PHEA S} PUBLIWOD SIUL

ApireA
aA0(E SE 108lo 3WeS
(0005S/€'60 ' 1991 d=€GS) lav uonsauuoD HNejeq
0008S = Hod
£'60L 1991 = dl
(palyoads Jaquinu Lod) 000SS/E'604 1'991dALY Josuuod dan
0 =Hod
£'601°1°991 =d!
(pownsse @ ‘ueaib Lod ou) £'801 1'99L1ALY 108UU0) dO1
sajdwexd
[5E5G9 01 0] JBqunu B sI XXXXX 818um
XXXXX 1ew.o} #uod
[gce 01 0] 18quinu B S| XXX 8i8um
OO XXX XA XXX Jewo} sselpped)
J1a1s160y linejeg syl esn oL aiv
‘pawINsse S| £g Hod "U0ISSas jJeua) e alenul oy <ssaippedi>NQLY
UoIBULOD dAN € 3eRiul O] <#110d>/<S$2IpPRdI>ddLY
uOISSAS 401 € alelul Of <#u0d>/<ssaipped|>La1V
:Jeulio

‘puUBWILWES [Bi] B BUiNSs) 810}9q YI0MIBU U} 0} PalIBUU0D
S| WSpoW Ayl aIns xew uoyeoydde 1soy 8yl 1By} PapuUaWIWooal St il -(penss) s| asuodsas HOHY3 ve
-9'l) peLIesse Jou Si aull H1Q Bui i PUBLLLIOD Sy} $58004d 10U {iiM WHN SUL 18151584 UOIJEUNSSP YNejep
oy} Ul PAIOIS 9SO} WIOY) USYE] BJB SN[EA ‘yue|q Yo| 8Je Jeu spray Aue 1od -uod/ssalppe d| paiosds
au} 1B 1SOY Bl UiIM UOROBULOD B ySHqeISe O} WHN U} SaSned puBLLWod dniag uonodauuod (B sul

-sjop Aq palesedas s1aquinu Jnoj Jo salses yibua| paxy e esn Apua.iino sessalppe d|
Iy -eul apisino ue $$adde Ol peau OU ‘s3p0d AIunod ou ‘Sep0o BAJE OU 8JE BJ8\) SE 8SNn O} Asea ada
SeyeW leuIdiu| aul JO asn au Je giay S | "peaIsul pesn sl SsaIppe dl ue ‘“Jaquinu auoyd e Jo pesisul
dan 1o di/ddL 18yue Buisn JoAes jauleiu| 910Las B LM uoISSas B alelyul 0} pasn s pUBLILWOD A1V
ay; ‘ABojouydal Adad fuIsSn SWepowl 1aUIBI| SSOjaNM 104 ‘daly ‘Buielp asind 0 ‘1qLy ‘Bulelp 8uUl
Jeyys Buisn Jo sUEBW Byl UM 188N Bu) SepIAcId gLV PUBLILIOD [BIP gyl -eoAIes Jaindwod pallsep s
10} Jaquinu suoydajal € [B1p O} pejonAsul I Wapow 8y} usym apew § UOIO3UU0D B swspow Ui~ Ul

-uondiiosag

(dmag uonossuuo)) [eq

9/ ‘@11 S31D0T0NHDO3L §s3134Im 13LYAON




NOVATEL WIRELESS TECHNOLOGIES LTD.

77

Other Considerations:

Related Topics:

AT Command Specitication-Vespa CDPD Modem
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Format:
AT#HLBM? Queries the current power condition mode setting
AT#LBM=0 No power condition monitoring
ATH#LBM=1 Enable power condition monitoring
AT#LBT? Query power condition thresholds
AT#LBT=x,y Set the thresholds for the power condition monitor.
AT#LBH=x Sets the hysteresis value
AT#LBR? Queries the current AN_IN reading from ADC.

In the case of the thresholds, the values entered will represent the raw ADC readings at which the Low
Battery Indication and the modem shutdown will occur, respectively. The hysteresis value entered is a
representation of how much the voltage reading must rise once the Low Battery Indication has been given
before the Low Battery Indication will be de-asserted.

There will be cases where the AN_IN measurement would be useful to customers/users as an extra ADC
measurement block, but where the power condition monitoring use of the readings are not desired. In this
case, the configuration would be to disable the power condition mode ( AT#L.BM=0 ) but still use the
AT#L.BR? queries to identify the reading at the ADC in raw form. The host software is then free to use this
reading however they wish.

Example:

As an example of how this may be used, we will assume the following conditions:

* the supply voltage on the board is externally connected to the AN_IN pin on the connector
an LED is connected to GPIO 2, which we want to use for Low Voltage indications.

we wish for the Low Voltage indication to trigger at 3.5V, from a regulated 4.0V regulator.
we wish to initiate a shutdown of the modem if the modem identifies a voltage of 3.3V.

we wish to de-assert any Low Voltage indication if the voltage rises to 3.6V.

In order to use these features, we must perform some configuration of the system to reflect our desires.
The order of events to configure the system is as follows:

AT\APROG, NRM6812 *enter program mode

< feed in a 3.5V signal to AN_IN >

ATHLBR? * queries the ADC reading representing this voltage
< note the return reading. For the sake of this example, assume that this read value is 180>

< feed in a 3.3V signal to AN_IN >

ATH#LBR? * queries the ADC reading representing this voltage
< note the returned reading. For the sake of this example, assume that the read value is 160>

AT#LBT=180,160 * configures the warning and shutdown thresholds

< feed a 3.6V signal on AN_IN >

ATHLBR? * gueries the ADC reading representing this voltage
< note the returned reading. For the sake of this example, assume that the read value is 200>

ATH#LBT=20 * configures the hysteresis according to the formula of
3.6V reading — 3.5V reading = 200 - 180 = 20

AT Command Specification-vespa CDPD Modem
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Ping Command

Description-
The Ping Ommand causeg the modem 1o fransmit g single ICMPp packet of thg Specified sizg 1 the
ICMP/PING entity of the Specified address, The data sent is g gj andom attern that the targatad

The ping command can be used to seng messages up 1o 128 bytes in length by adding a forwarg slash
and a number, 1 to 128, afterwargs, |t no forward stagh is included the Ping message will bg 32 bytes in

length.

Format:
ATPING<XXX.XXX.XXX.XXX>/<Length> To send 3 ICMP Ping Mmessage
IPaddress format XXX.XXX.XXX.XXX
where XXX is a number [0 to 255]
Length vajye range [1to 128]
Validity:

Other Considerations:

In earlier versions of the modem software a BUSY resyit code was emitted upon transmitﬁng the ICMP
Ping message. There js Currently no trace route function within the modem. Thijg function js resident in
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Message Waiting

Description:

This command turns on the Message Waiting signali if it exists.

Format:
ATMW? To query the state of the signal
ATMWA1 To turn on the Message Waiting signal
ATMWO To turn off the Message Waiting signal
Validity:

Obviously, this feature is only valid if there is an output pin associated with this signal.
Other Considerations:

Related Topics:

AT Command Specificalion-Vespa CDPD Modem
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Appendix A: AT Command Set Quick Reference

AT Command Specification-Vespa CDPD Modem
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ATS0=0
ATST?
ATS50?
ATS51?
ATS51=0
ASS51=aa
ATS82=0
ATS82=1
ATS82=2
ATS83?
ATS83=60
ATS103?
ATS103=1
ATS103=0
ATS110?
ATS111?
ATS111=<SPI>/<SPNI>/<WASI>
ATS112?
ATS112=0
ATS112=1
ATS112=2
ATS113?
ATS113=<chanl>,<chan2 >etc.
ATS116?
ATS116=0
ATS116=1
ATSI116=2
ATS116=3
ATS117?
ATS117=10
ATS117=11
ATS210?
ATS210=0
ATS210=1
ATS211?
ATS211=0
ATS8211=1
ATS211=2
ATS211=4
ATS211=8
AT&D?
AT&DO
AT&D?2
AT&S?
AT&S 0
AT&S1
ATTCPT?
ATTCPT=value [ 0 to 255 minutes]
ATTCPT=0
ATIO

ATI1

ATI2

ATI3
ATS577?
ATS200?

Set Auto Answer mode OFF .... .41
Connection Timeout value ... 42
Data Forwarding Idle Time-out 43
Query Data Forwarding Idle Character ........uorunro.. . 44
Disabled Data Forwarding Idle Character............. F— wvere 44
Data Forwarding Idle Character values of | 3.1 SO 44
regular mode 45
not used (reserved) . 45
Half-Open mode enabled . .45
Query UDP Open Timeout ......... 45
Set UDP Oper Timeout - .45
To determine the current setting.. . - 46
To enable status reporting 46
To disable status reporting 46
IP Address and Port 48
Query Service ID Preferences ........ 50
Set Service ID Preferences 50
To determine the current channel scan mode ..................... .51
ARY CHABNEL oot teensssssenansen s ionesesestmesss oo 51
Hot List Only ............... 51
Hybrid ......ccorsnmn.... 51
Channel List query .. 53
Set channel list ............... 53
Query Service ID preference 54
To only use S111 service ID - 54
To prefer S111 service ID " 54
To net use S111 service ID - 54
To use any service ID ..... 54
CDPD Operating Version 55
To set it for Version 1.0 55
To set it for Version 1.1 55
Query Wireline Compatibility setting 56
To enable the line feed character 56
To suppress the line feed character 56
Query DTR control setting 57
To set DTR control ON 57
To set DTR control OFF 57
Always assert DSR 57
Dropping DTR gracefully powers off modem....................... 57
DSR Control asserted after registration 57
Queries DTR mode setting 58
ignore DTR transitions ( $211=1) . 58
de-asserted DTR powers modem off (8211 =4)......... coreene 38
To query the current DSR control setting 59
No control of DSR. It is asserted all of the time.............. N L
Control of DSR is enabled after modem registration, .......... 59
Query TCP Timer setting ... 60
To set the timer value (minutes) 60
To disable the timer.. 60
To determine the EID . 61
To determine sw version & copyright information............... 61
To determine the manufacturer ..........oveeeesrvosnnn.. .61
To determine the hardware version 61
To determine current network status .. » 62
To determine last registration error 65

AT Command Specification~Vespa CDPD Modem
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