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Air Live

Step 3:
Setup the LAN IP and
WAN Type.

Step 4:

Please fill in PPPoE
service information which
is provided by your ISP.

Step 5:
Set up your Wireless.

3. Making Configuration
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3. Making Configuration

)
Air Live

Set up your Authentication - | —m=
and Encryption. '

Fadss cisarkad Tl A 1 e w10 P e s e e L 1 L R R R
HPTE

Step 6: ﬂﬂ'—,‘lﬂpﬂ' Wirsess TR :-:-.ir..:':::j:ﬁ"l'. ..n.:
Then click Apply Setting. - Y = -

And then the device will
reboot.
Pledaw conbfim ™ ol mition Besss
5 —
Sararmy (I
I ] oy ey v s el Bl |
Step 7:

Click Finish to complete it.

Configuration is Completed,

Fmmin b Feved b Back S Ml gigm

B R L L T

I

.E —— Framich’ ! i |
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3.2 System Status

GW-300R Wirciess 2T2R J00Mbps Giga Router
R S vizand 7 [ J— Engiiah =

- Primary Semup 1 Pasic Selbng
= NECP BErrsl I —
ey s - Confgurg LN IF, and 5elect WAH hpe
* Chenge Fessword " HCP S
- The ssmings inciucs Host P Subnat Liasi. Gadwaay. D8NS and WIRIE
cambpuriang
= hrdess

- iireless seings Flow you o configure e wineles s configuration fems

& Change Passyword
* Rk pou b changs Sysbim passaaid

This option provides the function for observing this product’s working status:

WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button
on the Sidenote column. You can click this button to renew or release IP manually.

Statistics of WAN: enables you to monitor inbound and outbound packets
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Air Live
3.3 Advanced

3.3.1 Basic Setting

Please Select “Advanced Setup” to Setup

= DL, (oo alive.com)
: All" Live GW-300R wWireless 2728 J00Mbps Gige Router
3 ACEANES THATOR S BLAIN MER . S Wi T Advances v Logout | Engliah (v
| ﬁ-
= DIWCP beresl . -
"‘w = - Canfigure LN IP. and s6lect VAN hpe
- The ssmings inciucs Host P Subnat Liasi. Gadwaay. D8NS and WIRIE
canbounsons
= Areess
- Wiredess Bedings alow pou o configure e winsless configuration fems
& Change Fassword
* BlGw youa B ohafga Spsham fadswddd
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3.3.1.1 Primary Setup — WAN Type, Virtual Computers

Press “Change”

GW-J00R Wireless 2T2R 300Mbps Glga Route

English o

T ki 4 Pramany Soup . | HELF |
+ Phahean ® LAN P Address 102.160.1.254
# Charge Pasywosd AN TDE Dynamss B Addneas

» Houltarme {ophomal

o WARE LS Andress G5 18-21-04-57

b REnaw P Foreer [C] Enases pdute-recanmpe

*lGMP [ Enakss

|Save || Undo ||  virkesd Compuiers. || Rabeot |
Sawed? This Change SRENT IAKS SITECT (il roudss i4 faboabs,

This option is primary to enable this product to work properly. The setting items and the
web appearance depend on the WAN type. Choose correct WAN type before you start.
LAN IP Address: the local IP address of this device. The computers on your network must
use the LAN IP address of your product as their Default Gateway. You can change it if
necessary.

i Primary Setup [HELP]

|’>§ Item Setting

b LAN IP Address 192.168.1.254 |

WAN Type: WAN connection type of your ISP. You can click Change button to choose a
correct one from the following four options:

Static IP Address: ISP assigns you a static IP address.

Dynamic IP Address: Obtain an IP address from ISP automatically.

PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.
PPTP: Some ISPs require the use of PPTP to connect to their services.

F. L2TP: Some ISPs require the use of L2TP to connect to their services
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Static IP Address: ISP assigns you a static IP address:

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper
setting provided by your ISP.

4 ADMUHSTRATOR s LR LENL Al Stans W Wi Hl Advanced ! |Engiisn & |

+ Primiary Lt |5 Primany Tecn [HELP]
« DWCP Server s g
ST b LAN 1P 2001958 [192 188 1254
+ Change Password r WAl Type suncmln:n“

b WAN P Address 0.0.0.0

¥ WA Submel Magk :'-‘5.5-.?5-"3&5':'

¥ WAH Sateway 0.0.0.0

¥ Priman D8NS £.0.0.0

v Secondsy DHE :f'._f.'_d_.'_]-

" IGIP [ Enatie

[Eee] [unee] [ Vel Comewters_ | [ Reboct |
Saved The Change dosan't ke sflect unal router (5 rebonted.

Dynamic IP Address: Obtain an IP address from ISP automatically.

Host Name: optional. Required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables this product to renew your IP address automatically
when the lease time is expiring-- even when the system is idle.

i i ADMINISTRATOR 8 LA LIEI Al Stanss Ny Wiz a1 Asvances v Liang English  |a

o i Sk ¥ Pramary Seiup [HELR] |
e n-u-w-n I ' Satiing
P aep— * LAK IF Address 183 168 " Ty .
o Clangs Paamword » Wk Type Dynamic IP Adress @

¥ HoslHams [pfnal)

b e 1 Mg 0001010447 | Cona T )

» FRenaw iF Foraves . [] Enatte j&urormconnect

» IGHP Ll Enatie

[Sawe || Undo || Virusl Computers . || Reboot |
el Thar Cheaangpe doesn jake eMect werhil iouber ke iebgdded.
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PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their
services. PPPoE Account and Password: the account and password your ISP assigned to
you. For security, this field appears blank. If you don't want to change the password, leave
it empty. PPPoE Service Name: optional. Input the service name if your ISP requires it.
Otherwise, leave it blank.
Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE
session.
Set it to zero or enable Auto-reconnect to disable this feature.
Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common MTU value is 1492.
Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.
Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually : The device will not make the link until someone clicks the connect-button in the
Staus-page.

i ADRIRNISTRATOR' S KM MEIR) 1l Shatiss WY WWirand il sdvanced ¢ Lol | ENglSh bt

i Framary Sabap HELP]
* Prunary Lehiag e, I =
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5 i edELE ¢ LA I AOdress 15218081254
= W palregE DeE e ¢ AN Type PRE ower 1'-|r.-:-|11p|:|_ SNANgE |

v FRFOE

v PPPOE ¥

¥ Primary LIS 0.0

¢ Sacondany D [

i | i |l Thit d

: nac Connat-Sn-damand o

[Save | [ Unde || Rebaet |

sawed This Chanifd AonanT tAKe SITAE] il roumer B reboodod
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PPTP: Some ISPs require the use of PPTP to connect to their services

First, Please check your ISP assigned and Select Static IP Address or Dynamic IP
Address.

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your
ISP assigned to you.

2.  Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If
you don't

want to change the password, keep it empty.

4. Connection ID: optional. Input the connection ID if your ISP requires it.

5. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this
product will connect to ISP automatically, after system is restarted or connection is
dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually: The device will not make the link until someone clicks the connect-button in the
Staus-page.
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Air Live

Rem 0]

L2TP: Some ISPs require the use of L2TP to connect to their services

First, Please check your ISP assigned and Select Static IP Address or Dynamic IP
Address.

For example: Use Static

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your
ISP assigned

to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If
you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISP requires it.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this
product will connect to ISP automatically, after system is restarted or connection is
dropped.
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3. Making Configuration

Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.
Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.
Manually :The device will not make the link until someone clicks the connect-button in the
Staus-page.
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Virtual Computers(Only for Static and dynamic IP address Wan type)

i ADMINSTRATOR S MAIN W1 Al Slatus W Whienrd NI advanced v Logout |Engish & |

= Sanip -[:&"-I'Irluul‘tl:l-lllmlﬂ'l [HELP]
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» s o Global IP | Locsl 1P Enages
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sodress and locs 5 152 180.1) Ll
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[zawe] [Lnde |

Virtual Computer enables you to use the original NAT feature, and allows you to setup the
one-to-one mapping of multiple global IP address and local IP address.

Global IP: Enter the global IP address assigned by your ISP.

Local IP: Enter the local IP address of your LAN PC corresponding to the global IP
address.

Enable: Check this item to enable the Virtual Computer feature.
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3.3.1.2 DHCP Server

Ly I':." DASK 54T IG | . FOSARDNG RULLE | 43 SECURITY SETTIG, 571 ADVANGER SLTTRG |1 TOOLBOX

- L P S TLE |
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Press “More>>"

DHCP Server: Choose “Disable” or “Enable.”

Lease time: This is the length of time that the client may use the IP address it has been
Assigned by dhcp server.

IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP
server will automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the IP address
pool.

Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers
Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server offers
an IP to your PC.
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DHCP Client List:

3. Making Configuration

* Prumary Setud
= W Laraer

+ Warsienn
* Change Passvwesnd

3.3.1.3 Wireless
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Wireless settings allow you to set the wireless configuration items.
Wireless : The user can enable or disalbe wireless function.

Wireless On/Off by time Schedule: The device can turn off Wireless depend as Schedule.
Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client

stations can roam freely over this product and other Access Points that have the same
Network ID. (The factory setting is “default”)
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Air Live

SSID Broadcast: The router will Broadcast beacons that have some information, including
ssid so that the wireless clients can know how many ap devices by scanning function in
the network. Therefore, this function is disabled, the wireless clients can not find the device
from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory
Domain.

WPS (WiFi Protection Setup)
WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and
easy way in Wireless Connection.

i ' EAEH. b1 TG A FOHGIAHDONG BULES | b-.00 BECEHLIY BET TG '{- | ALY ANLED BET ERNG I '.'Ju".- sl BEER, |
i | D : | ) |

Wi Beling

WITEFEEE

Changn Paaaweisel ¥ Tph

gligs Slalg

| Generpte New PIN

¥ WNPE ghal |l

F3 SLafis andvipim el | Hedtain

i:.‘l-l:l ||:.1-| I Reboal
Thae o-luamips o { Macd

WDS(Wireless Distribution System)

WDS operation as defined by the IEEE802.11 standard has been made available. Using
WDS it is possible to wirelessly connect Access Points, and in doing so extend a wired
infrastructure to locations where cabling is not possible or inefficient to implement.
Hybrid Mode

It means the device can support WDS and AP Mode simultaneously.
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Security: Select the data privacy algorithm you want. Enabling the security can protect your
data while it is transferred from one station to another.

There are several security types to use:

WEP :

When you enable the 128 or 64 bit WEP key security, please select one WEP key to be
used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is
enabled, the Wireless user must authenticate to this router first to use the Network service.
RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.
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WPA-PSK

1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.
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2. Fill in the key, Ex 12345678
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WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server |IP address or the 802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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WPA2(AES)
Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server
IP address or the 802.1X server’s domain-name.
Select RADIUS Shared Key
If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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WPA/WPA2

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server

The router will detect automatically which Security type(Wpa-psk version 1 or 2) the client
uses to encrypt.

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

Wireless Client List
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You can change Password here. We strongly recommend you to change the system
password for security reason.
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3.3.2 Forwarding Rules

3. Making Configuration

3.3.2.1 Virtual Server
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all
hosts behind this product are invisible to the outside world. If you wish, you can make some
of them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected
to the computer specified by the Server IP.  Virtual Server can work with Scheduling Rules,
and give user more flexibility on Access control. For Detail, please refer to Scheduling
Rule.

3.3.2.2 Special AP

W
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Some applications require multiple connections, like Internet games, Video conferencing,
Internet telephony, etc. Because of the firewall function, these applications cannot work
with a pure NAT router. The Special Applications feature allows some of these applications
to work with this product. If the mechanism of Special Applications fails to make an
application work, try setting your computer as the DMZ host instead.

Trigger: the outbound port number issued by the application..

Incoming Ports: when the trigger packet is detected, the inbound packets sent to the
specified port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to
add the predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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3.3.2.3 Miscellaneous Items
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IP Address of DMZ Host

DMZ ( DeMilitarized Zone) Host is a host without the protection of firewall. It allows a
computer to be exposed to unrestricted 2-way communication for Internet games, Video
conferencing, Internet telephony and other special applications.

NOTE: This feature should be used only when needed.

Super DMZ (IP Passthrough)

Super DMZ (IP Passthrough) is a useful feature if a host computer or server on the Local
Area Network needs to have access into it from the internet with a real public IP address.
With IP Passthrough configured, all IP traffic, not just TCP/UDP, is forwarded back to the
host computer. This can be necessary with certain types of software that do not function
reliably through Network Address Translation.

Non-standard FTP port

You have to configure this item if you want to access an FTP server whose port number is
not 21. This setting will be lost after rebooting.

Xbox Support

The Xbox is a video game console produced by Microsoft Corporation. Please enable this
function when you play games.
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UpnP Setting
The device also supports this function.If the OS supports this function enable it,like
Windows Xp.When the user get ip from Device and will see icon as below:

"

.j‘_.-' Internet Gateway Device UPNP E

& neww device is now available on yvour network, For more

information, click here.
L

=

| B crazy Broweser. .. | &) (untitled) - Et... | ,

3.3.3 Security Settings
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3.3.3.1 Packet Filters
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Packet Filter enables you to control what packets are allowed to pass the router. Outbound
filter applies on all outbound packets. However, Inbound filter applies on packets that
destined to Virtual Servers or DMZ host only. You can select one of the two filtering

policies:

Allow all to pass except those match the specified rules
Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can

define the following:

Source IP address

Source port address
Destination IP address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#

40
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For source or destination IP address, you can define a single IP address (4.3.2.1) or a
range of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53,
U2000-2999. No prefix indicates both TCP and UDP are defined. An empty implies all port
addresses. Packet Filter can work with Scheduling Rules, and give user more flexibility on
Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet
Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server
(21), and News Server (119) defined in Virtual Server or DMZ Host.

Example 1:

i W an ' - i o

"' B4 5 T T 4 o s - BCENTY WITHRG N AAELER BETTEG | Y e B

oI

| |E~|_

(1.2.3.100-1.2.3.149) Remote hosts are allow to send mail (port 25), and browse the
Internet (port 80)

(1.2.3.10-1.2.3.20) Remote hosts can do everything (block nothing)

Others are all blocked.
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Example 2:
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(1.2.3.100-1.2.3.119) Remote hosts can do everything except read net news (port 119) and
transfer files via FTP (port 21) behind Router Server.
Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:
To enable Outbound Packet Filter click the check box next to Enable in the Outbound

Packet Filter field.
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Example 1:
Router LAN IP is 192.168.12.254
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(192.168.12.100-192.168.12.149) Located hosts are only allowed to send mail (port 25),
receive mail (port 110), and browse Internet (port 80); port 53 (DNS) is necessary to
resolve the domain name.

(192.168.12.10-192.168.12.20) Located hosts can do everything (block nothing)
Others are all blocked.
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Example 2:
Router LAN IP is 192.168.12.254
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(192.168.12.100 and 192.168.12.119) Located Hosts can do everything except read net
news (port 119) and transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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3.3.3.2 Domain filters

o

Domain Filter

Let you prevent users under this device from accessing specific URLs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLs.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.
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URL include “www.msn.com” will be blocked, and the action will be record in log-file.
URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
URL include “www.baidu.com” will be blocked, but the action will not be record in log-file.
IP address x.x.x.1~x.x.x.99 can access Internet without restriction.
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3.3.3.3 URL Blocking
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URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require
user to input suffix (like .com or .org, etc), while URL Blocking require user to input a
keyword only. In other words, Domain filter can block specific website, while URL Blocking
can block hundreds of websites by simply a keyword.

URL Blocking Enable

Checked if you want to enable URL Blocking.

URL

If any part of the Website's URL matches the pre-defined word, the connection will be
blocked.

For example, you can use pre-defined word "sex" to block all websites if their URLs contain
pre-defined word "sex".

Enable

Checked to enable each rule.
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In this example:
1. URL include “msn” will be blocked, and the action will be record in log-file.
2. URL include “sina” will be blocked, but the action will be record in log-file

3.3.3.4 Internet Access Control

The device provides "Administrator MAC Control" for specific MAC to access the device or
Internet without restriction. It also provides 3 features to access Internet: MAC Control by
host, Group MAC Control and Interface Access Control depend as user-defined time
Schedule.

Administrator MAC Control

Regardless the MAC access configuration of administrator, specific MAC can access the
device.
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This device can record 3 sets. When the host(should be admin) logins Web management,
the device will record MAC address of this host. Before this host configures Internet Access
Control , Suggest end-user to enable this feature, first.
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MAC Address Control allows you to assign different access right for different users and to
assign a specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settings in this page will take effect only when “Enable” is checked.

Connection control ~ Check "Connection control" to enable the controlling of which wired
and wireless clients can connect to this device. If a client is denied to connect to this device,
it means the client can't access to the Internet either. Choose "allow" or "deny" to allow or
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deny the clients, whose MAC addresses are not in the "Control table"
(please see below), to connect to this device.

Association control ~ Check "Association control" to enable the
controlling of which wireless client can

associate to the wireless LAN. If a client is

denied to associate to the wireless LAN, it

means the client can't send or receive any data

via this device. Choose "allow" or "deny" to

allow or deny the clients, whose MAC

addresses are not in the "Control table", to

associate to the wireless LAN.

Control table

0 MAC Address IP Address C | A |Schedule Rule#
1 192.168.1) oo e
2 K7 1921881 ool e
3 1921881 | ool e
4 . -f 192.168.1] O|a) o

"Control table" is the table at the bottom of the "MAC Address Control" page. Each row of
this table indicates the MAC address and the expected IP address mapping of a client.
There are four columns in this table:

MAC Address |MAC address indicates a specific
client.

IP Address Expected IP address of the
corresponding client. Keep it empty
if you don't care its IP address.

C When "Connection control" is
checked, check "C" will allow the
corresponding client to connect to
this device.

A When "Association control" is
checked, check "A" will allow the
corresponding client to associate
to the wireless LAN.
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In this page, we provide the following Combobox and button to help you to input the MAC
address.

DHCP clients | select one - ~| Copyto |]Ij I vl

You can select a specific client in the “DHCP clients” Combobox, and then click on the
“Copy to” button to copy the MAC address of the client you select to the ID selected in the
“ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided
the “Control table” into several pages. You can use these buttons to navigate to different
pages.

Example:

5 ADISERETRATOR S BAIN BENY A Simms N Wzand Ui jcivances [ ! i | Englnn  w

1 StCuRTY SETTmG | 67 A

: l._lﬂllivlr':lﬂtrl..l'_u'

AL § — LRy |
e Tkt T i MALC Adidress Conlrol [FELP ]
B Sasil
# Pammumin Filleiws g
- LR Bk . r UAC Addrigs l.|||| L] Enatas

# lnlsinidt Aotews Condinl Sirsee s And wired ClemE wiin C Cracked CAn COnect 10 his geavice; and
7] Connection contre g W ynspeciied MAD sodresses i cannsa

= i eriareeTim

WirElBEs ciienis wiin A checsd can SEECCiEE io e wirsless Lad, and
] Associston control RNy (% unapscfed MAC Bddragses o aEECciale
Flode; dissociamon coemrol s noafect onowinsd clisms

O CE clmnin Selt Ghib W

Cehadule nae piiadways || Coppla o= ™

0| MAC Address | IP Address € | A [Schudus Rues
i D12 34-58- 7050 ! b2 188 /100 I|:| Eii o I
2| , 192 148.1 @ o
00-88- F8-S2-22=10 I fRE 148 1700 IEIDE 5]
[ == Fradoun || bgaies || Zave | | Undo |

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are
wireless, and client 3 is wired.

1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the
"Control table" are "allowed" to connect to this device.
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3."Association control" is enabled, and all of the wireless clients not listed in the "Control
table" are "denied" to associate to the wireless LAN.

4 Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or
manually assigned:

ID 1 -"00-12-34-56-78-90" --> 192.168.1.100
ID 3 - "00-98-76-54-32-10" --> 192.168.1.101

Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server"
page or can use a manually assigned static IP address.

If, for example, client 3 tries to use an IP address different from the address listed in the
Control

table (192.168.12.101), it will be denied to connect to this device.

5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control
table are all allowed to connect to this device. But client 1 is denied to connect to this
device.

6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a
MAC address not specified in the Control table is denied to associate to the wireless LAN.
Client 3 is a wired client and so is not affected by Association control.

Group MAC Access Control

Administrator can define hosts in which Group to allow Internet. For example, Father and

Mother are in Group1 without limitation and hosts Brother and Sister are in Group2 to
access according as Schedule Rule2.
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For example,
Schedule Rule 1 sets “always” everyday with limitation.
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Interface Access Control
The device defines 5 Interfaces as Lan1,Lan2, Lan3,Lan4 and WiFi. The device
allows different interface to access Internet by time schedule
For example, Schedule Rule 1 sets “always” everyday with limitation.
Schedule Rule 2 sets 08:00~23:00 Monday ~ Friday.
Administrator can set guests in Lan3 and Lan4 to access Internet according as Schedule
Rule
2. Set Friends in Lan1 ,Lan2 and WiFi according as Schedule Rule 1.
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3.3.3.5 Miscellaneous Items
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Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration
task. This feature enables you to perform administration task from remote host. If this
feature is enabled, only the specified IP address can perform remote administration. If the
specified IP address is 0.0.0.0, any host can connect to this product to perform
administration task. You can use subnet mask bits "/nn" notation to specified a group of
trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88.
You can change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.
Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the
router like IP address, port address, ACK, SEQ number and so on. And the router will
check every incoming packet to detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the
Internet. Currently, the router can detect the following DoS attack: SYN Attack, WinNuke,
Port Scan, Ping of Death, Land Attack etc.

AirLive GW-300R User’s Manual 55



)
Air Live

VPN IPSec Pass-Through

3. Making Configuration

It is a setting/feature on routers which is required to implement secure exchange of packets

at

the IP layer and allow IPSec tunnels to pass through the router.

VPN PPTP Pass-Through

It is a setting/feature on routers which is required in order to connect to a Remote PPTP

VPN account.

3.3.4 Advanced Settings
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3.3.4.1 System Time
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Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.
Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Function of Buttons

Sync Now: Synchronize system time with network time server
Daylight Saving:Set up where the location is.
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3.3.4.2 System Log
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This page support two methods to export system logs to specific destination by means of
syslog(UDP) and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.

Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":". If you do not specify port
number, the default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using *;' or
') to separate these email addresses.
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3.3.4.3 DDNS Service

To host your server on a changing IP address, you have to use dynamic domain name
service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic
DNS will map the name of your host to your current IP address, which changes each time
you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these
Dynamic DNS servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name

Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.
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In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal
values and monitoring network events.

Enable SNMP

You must check Local, Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response
request from WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

IP1,IP2,IP3,IP 4

Input your SNMP Management PC’s IP here. User has to configure to where this device
should send SNMP Trap message.

SNMP Version

Please select proper SNMP Version that your SNMP Management software supports.
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3.3.4.5 Routing
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Routing Tables allow you to determine which physical interface address to use for outgoing
IP data grams. If you have more than one routers and subnets, you will need to enable
routing table to allow packets to find proper routing path and allow different subnets to
communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing

Routing Information Protocol (RIP) will exchange information about destinations for
computing routes throughout the network. Please select RIPv2 only if you have different
subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the
destination IP address, subnet mask, gateway, hop for each routing rule, and then enable
or disable the rule by checking or unchecking the Enable checkbox.
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Configuration on NAT Router

Destination SubnetMask Gateway Hop Enabled
192.168.3.0 255.255.255.0 192.168.1.216 1 i
192.168.0.0 255.255.255.0 192.168.1.103 1 i

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use
the above table to determine that it had to go via 192.168.1.103 (a gateway),

And if it sends Packets to 192.168.3.11 will go via 192.168.1.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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3.3.4.6 Schedule Rule
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You can set the schedule time to decide which service will be turned on or off. Select the
“‘enable” item.

Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time”
to “End Time”. The following example configure “ftp time” as everyday 14:10 to 16:20
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease
one automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanple1: Virtual Server — Apply Rule#1 (ftp time: everyday 14:20 to 16:30)
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Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:20 to 16:30).
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3.3.4.7 QoS Rule
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Local IP:
Please input Client IP,ex192.168.1.161.

Remote Priority:
Please input Global IP and port,ex:168.96.2.3 and port 21
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