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You can View system log by clicking the View Log button
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3.3.5.2 Firmware Upgrade

AU TR T LA RIT A A Slat W Vizerd o —— WL Dl i |

o Pt @ Ligay e
i
| s
- By befeey i ... 5
gt BT varpasn 18 B0 2900 The epg T . ¥
o Bguat o Dt wld
|
= RFTe
U] wr =f T " ¥
= AE g wlg—rn gy
B i ¥ i Lo Eltil Iudtetib
[Ty’ |
| Lbpitae || e |

You can upgrade firmware by clicking Firmware Upgrade button.

3.3.5.3 Backup Setting
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You can backup your settings by clicking the Backup Setting button and save it as a bin file.
Once you want to restore these settings, please click Firmware Upgrade button and use
the bin file you saved.

3.3.5.4 Reset to default

Microsoft Internet Explorer [

\ ? ) Reset all setting to default?

| ok ]| cancel |

You can also reset this product to factory default by clicking the Reset to default button.
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3.3.5.5 Reboot

Microsoft Internet Explorer

\:.t’) Feboot right now?

| (078 ;I Cancel ]

You can also reboot this product by clicking the Reboot button.

3.3.5.6 Miscellaneous Items
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MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely.
In order to enjoy this feature, the target device must be Wake-on-LAN enabled and you
have to know the MAC address of this device, say 00-11-22-33-44-55. Clicking "Wake up"
button will make the router to send the wake-up frame to the target device immediately.

Domain Name or IP Address for Test
Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it
is alive.
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802.1x Setting

1 Equipment Details

PC 1
(USER A) ~ |
- I
Wireless = .
PC2 “‘E‘*—' Wired LAN
(USER B) DU~

! AuthanScator R\"@ e
192.168.1.254 T N

i
] Authentication Server

i { Windows 2000 Radius server)
192.168.0.33
Figure 1: Testing Environment (Use Windows 2000 Radius Server)
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AirLive WN-200USB
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AirLive WN-200USB
Driver version: 1.7.29.0 (Driver date: 10.20.2001)
Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.
Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and
HotFix Q313664 (You can get more information from
HHhttp://support.microsoft.com/default.aspx?scid=kb; en-us;313664UHH)
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2DUT
Configuration:
Enable DHCP server.
WAN setting: static IP address.
LAN IP address: 192.168.1.254/24.
Set RADIUS server IP.
Set RADIUS server shared key.
Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)
using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
Setup Windows 2000 RADIUS Server
We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
Setup DUT
Enable the 802.1X (check the “Enable checkbox®).
Enter the RADIUS server IP.
Enter the shared key. (The key shared by the RADIUS server and DUT).
We will change 802.1X encryption key length to fit the variable test
condition.
Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)

Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users upgrade to
service pack 1, then they can’t see MD5-Challenge from EAP type list any more, but they
will get a new Protected EAP (PEAP) option.

Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.1f choosing use smart card or the certificate as the EAP type, we select to
use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

-~ Wireless Network Connection Properties Ejg|

General || Wirelass Networks | Authentication | Advanced

Select thiz option to provide authenticated nebwork, access for
wired and wirelezs Ethernet networlk s,

Enable network, access control uzing IEEE 8021
EAP type: | Smart Card or ather Certificate w

MDB-Challenge

Smart Card or other Certificate

Authenticate asz computer when computer information iz awvailable

[[] Authenticate as guest when uger or camputer information iz
unavailable

I Ok l [ Cancel

Figure 2: Enable IEEE 802.1X access control
Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1 DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)
Download and install the certificate on PC1. (Fig 4)
PC1 choose the SSID of DUT as the Access Point.
Set authentication type of wireless client and RADIUS server both to EAP_TLS.
Disable the wireless connection and enable again.
The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

Windows XP will prompt that the authentication process is success or fail

and end the authentication procedure. ( Fig 6)
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Terminate the test steps when PC1 get dynamic IP and PING remote host
successfully.

Certificates

Intended purpose: | <All= L¥S |

Personal | Cther People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Is Issued By Expiratia. .. FIE

< [Elrael WirelessCa, 2612004 =Mone
"“"-l-u...__‘_____ _______,..---—

Certificate intended purposes

Wi

Cloze

Figure 4: Certificate information on PC1
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Figure 5: Authenticating

" Matwork Connections
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Figure 6: Authentication success

4.2 DUT authenticate PC2 using PEAP-TLS.

PC2 choose the SSID of DUT as the Access Point.

Set authentication type of wireless client and RADIUS server both to PEAP_TLS.
Disable the wireless connection and enable again.

The DUT will send the user's certificate to the RADIUS server, and then

send the message of authentication result to PC2.

Windows XP will prompt that the authentication process is success or fail and end the
authentication procedure.

Terminate the test steps when PC2 get dynamic IP and PING remote host
successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPvV2 and PEAP-TLS.
Note.
PC1 is on Windows XP platform without Service Pack 1.
PC2 is on Windows XP platform with Service Pack 1a.
PEAP is supported on Windows XP with Service Pack 1 only.
Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption
function is enable.
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WPA Settings
PC 1
(USER A) ~ !
-, I Wan IP:192.168.122.216
¥ ]
nC 2 Wireless .M : _ Wired LAN
(USER B) \\(D\
Lan IP: 192 168.1.254 E
i kuthentication Server

{ Windows 2000 Radius server )
192.168.122 .1

Wireless Router: LAN IP: 192.168.1.254
WAN IP: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XP Wireless Card:Ti-11g
Tool: Odyssey Client Manager
Refer to: HHUwww.funk.comUHH
Download: HHUhttp://www.funk.com/News&Events/ody ¢ wpa preview pn.aspU

Or Another Configuration:

PC 1
(USER A) =, l
-
. !
oC 2 Wireless .M : Wired LAN

(USER B)
192. 153 1.254 E

Authentication Server
{ Windows 2000 Radius server )

192.168.1.33
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For this function, we need the server to authenticate. This function is like 802.1x.

PC1

(USER A) ‘x

Wan IP:192.168.122.216

PC 2

erel-ess
““ Wired LAN
(USER B)
Lan IP: 192 168.1.254 E

Authentication Server
{ Windows 2000 Radius server )
192.168.122 .1

The above is our environment:

Method 1:

1. The UserA or UserB have to get certificate from Radius, first.
HHUhttp://192.168.122.1/certsrvU

account : fae1

passwd : fae1

Connect to 192.168.122.1

'F‘ﬂi A

Connecting ko 192.165.122.1

User name: |ﬁ | vl i

Passwiord; | |

[ ]remember my passwaord

[ Ok ] [ Cancel

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork 1055100 51_23kk .
Channel :@i

Security I_".-':-JE'.E_ ¥

RADIUS Server IP 192.168.122.1 |

RADIUS port 11812 |

RADIUS Shared Key |costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

W Prafile name: |1

User Info 1.-“-‘-.uthenticati-::n1 TTLS Settings | FEAP Settings

n Lagin narne; Ifae1

- Pazzword -
¥ Pemit login using paszword

" uzeWindows pazsword
" prompt for password
* uze the following password:

1fae1

¥ Unmask

Certificate -

[+ Permit login using my certificate:

fael

Wiew . ‘ Browsze .. ‘

] | Cancel |
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Login name and passwd are fae1 and fae1.
Remember that you get certificate from Radius in Step1.

5. Then Choose “certificate” like above.

select Certificate

Personal Certificates

lzzued To | Iszued By | E

mE | B |
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Edit Profile Properties

Prafile name; |'I
UserInfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocaolz, in arder of preference:;
EAP /TLS o | b I
Add .. |
Bemove |

W Walidate server certificate

k. Cancel

AirLive GW-300R User’s Manual 79



)
Air Live

7. Go “Network” and Select “1” and ok

Network Froperties

Appendices and Index

i~ Metwark,

Metwark, name [S5100; 11 23kk

[ Cormect to any available netwark

Dezcnption [ophional): |

MHetwork, bope:

Azsociation mode;

Encryphion method:

J.-’-‘-.u:u:ess point [infrastructure mode)

- Authentizat

v Authenticate uzing profile:

i Pre-zhared key [wFd) -

¥ Feyz will be generated adtomatically for data privacy

r

o]

Cancel

80

AirLive GW-300R User’s Manual



e
i Live

Appendices and Index

8. Back to Connection and Select “123kk.
If successfully, the wireless client has to authenticate with Radius Server, like below:
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1. The UserA or UserB have to get certificate from Radius,first.

HHUhttp://192.168.122.1/certsrvU

account:fae1
passwd:fae1

Connect to 192.168.122.1

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:

Connecting ko 192.165.122.1
User name: |ﬁ | vl i
Passwiord; | |
[ ]remember my password
[ (04 ] [ Cancel
MNetwork ID(S5I0) 123Kk
Channel |8 %
. rr—
Security P, v |

B02.1X Settings
RADILIS Server |P
RADIUS port
RADIUS Shared ey

1192168122 1

1812

||:|:-stra

82
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:
-+ Wirabaws Natwork Connection 4 Proparties | 7 | %

Gansisl | Autwnteston | Advancad| Smart Card or other Cartificate Properiiss

Tebact i opdon b ptovids suthertcsied nebworh scosqs b Y
vl ol warke Ebrrdd vk

1 Ll o el el
[E-Erile retvans. accees conbiol uting [EEE BT EE RN AL MM 4 hen o
{ H = -
Fifae,_ St Cad o o Costhicals g il

———— || Cwnten oy il st ruams: pracls ey

| Propties [ |

_'l.-*llu.d aly S !
TP a— v || ——————

—— —

— = ——

[ ] At be b grasit wdvsdet catis i o iBai and el o full.ln-uﬁﬂﬂﬂl—ﬂw-'ﬂhm

[ ok || Camd |

L Wirsless Matwark Cannection Frosperties 17 [%| 123Kk properties
Denersl| Wrsiess Retmorhs | Achanced| TBROOn fuberbcaten
[ Line wiinckows bo configune: my seeleas rsbwork: pekings Pleswork e FE2I0 )
Srwatiable mahunr ) Wit nedwodt, by
1o oot 1o am aralables mete, ook Combguee Tha - -
4 wmﬁqhmw ———
I dee " -~ = |
it i st | IR ¥ ™,
: Crmnd || )
1 Jonver g [n - — =
e _F__-.rl"'-‘
Prastainad rshrx ————
Autisnabcaly correel 18 aeakalln netwerks m ik oidal iiod
bedwr
i 12Ek
Lmar abund jfired. ) o sie cestonh, —
senboeaien, ]
Lo [ conca | Lor J[ coen |

Then, if the wireless client wants to associate, it has to request to authenticate.
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FAQ and Troubleshooting

What can | do when | have some trouble at the first time?

1. Why can | not configure the router even if the cable is plugged in the ports of Router and
the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please
change to plug in Lan port 1 or Lan port 4:

4 3 2 1 | WAN

Then, please check if the Pc gets ip address from Router. Use command mode as below:

C:“Documents and Settings“airlive—hpnbX*ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IF Addiess. = = = = o oo s e s w2 8 A9 1681199
Subnet Mazk = 255 255 _25%5.8
Default Gateway : 192.168.1.254
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If yes, please execute Browser, like Mozilla and key 192.168.1.254 in address.
If not, please ipconfig /release, then ipconfig /renew.

snipeconfig Arelease

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DNS Suffix . :
TP Addy¥ess. o0 5w 258 % 5w = B
Subnet Mazk :
Default Gateway

swripoonfig srenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix . : 192_.168.1.199

P Addyess, 7o w0 oy ey o, o :
Subnet Maszk i oAb dan . dah ]

Default Gateway : 192.168.1.254

Whatever | setup, the pc can not get ip. Please check Status Led and refer to the Q2:

2.Why can | not connect the router even if the cable is plugged in Lan port and the led is
light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to
try again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and
please refer to Q4.

3.How to reset to factory default?

A: Press Wireless on /off and WPS button simultaneously about 5 sec

Status will start flashing about 5 times, remove the finger. The RESTORE process is
completed.
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4 \Why can | not connect Internet even though the cables are plugged in Wan port and Lan
port and the leds are blink. In addition, Status led is also normal and | can configure web
management?

A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of
Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please
check which wan type you use. If you are not sure, please call the isp. Then please go to
this page to input the

information isp is assigned.

- Choose WAN Type

Twpe Usage
O Static IP Address ISP assigns you a static IP address.
® Dynamic IP Address Obtain an IP address from ISP automatically.
O Dynamic IP Address with Road Runner Session Managerent (e.g. Telstra BigPond)
) PPF over Ethernet Some I5Ps require the use of PPPOE to connect to their sernices.
) PPTR Some |SPs require the use of PPTP to connectto their semvices.
O L2TP Some |SPs require the use of L2TP to connect to their services.

5.When | use Static IP Address to roam Internet, | can access or ping global IP
202.93.91.218, But | can not access the site that inputs domain name, for example
HHUhttp://espn.comUHH ?

A: Please check the dns configuration of Static IP Address. Please refer to the information
of ISP and assign one or two in dns item.
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How do | connect router by using wireless?

1.How to start to use wireless?

A: First, make sure that you already installed wireless client device in your computer. Then
check the Configuration of wireless router. The default is as below:

- Wireless Setting [ HELFP ]
ltem Setting

Fifireless OEnable @ Disable

F Metwork ID(SSI0) default

b Wireless Mode O 11 bigin Mixed O 110 only

» S5ID Broadeast ®Enable O Disable

¥ Channel 11 el

b Security Mane ]

| save || Undo || wDS Setting... |
| MAC Address Control... | | wireless Client List... |

About wireless client, you will see wireless icon:

L5 ‘-j-'!

Then click and will see the ap list that wireless client can be accessed:

" default Signal Strength: onllll
Related Tasks " Nomesecure wireless network
\_1 Change preferred " BombTest Signal Strength: |:|I]|]|][|
wireless network a

Security-enabled wirsless network y
K

:, Learn about wireless

If the client can not access your wireless router, please refresh network list again. However,
| still can not fine the device which ssid is “default”, please refer to Q3.
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Mebwork Tasks Choose a wireless network
z Refresh i Click. an item in the list below to connect to a wireless network in range or to get more
metwark list infFarmation,
" default Signal Strength: I]|:||:||:|[|§_
7 Moresecure wireless nebwork Connected

Choose the one that you will want to connect and Connect:

¥ = diefault Signdl Frength: |11

Fialslo Tacks \.I- RO paouns warslsss netwaork,

— . e - gy . b - w e
1 ....,"t?hﬁ r...,;..-..,.r.k Wiralass Metwork Connection

) ke Sk wirgly
. networking L] "l mult” dowes. ol repae & retwaork kery, Information sent cver e reteork 5 |
nok encrypeed and may b sl bo obhers.
S e ool of
¥ connection
IF i Sré sure wou weand B0 oonneck B0 thes network, ceck Conrect, Obhensss, ]
chck Camcs,

Correct Cancel |

If successfully, the computer will show

-
jrj Wireless Network Connection 5 is now connected | X

Speed: 54.0 Mbps

ntmand Prompt | Y untitled - Paint | “ li\?gll

and get ip from router:

Ethernet adapter Local Area Connection 5:

Connection—specific DHS Suffix

IP Address. . . . . 192 _168.1.165

Subnet Mask . . . . 255._255.255.8
Default Gateway . 172.168.1.254
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2.When | use AES encryption of WPA-PSK to connect even if | input the correct pre-share
key?

A: First, you must check if the driver of wireless client supports AES encryption. Please
refer to the below:

Related Tasks ‘[ MNon-secure wireless network,
|£| Change preferred o) 217 Signal Strength: gl
wireless netwark *r Security-enabled wireless network

L
Lt
+ . Learn about wireless

1 -
=~ netwarking C e Zy¥EL Signal Strength: poplll
) |
%&I Chanae_settinqs of thiﬂ r MNon-secure wireless network,
connection
7 Aaron2 Signal Strength: |:|I]|]|]|]

If SSID is default and click “Properties” to check if the driver of wireless client supports AES
encryption.

default properties ﬂﬂ

Azzociation l.ﬁ.uthenticatiun] Eunnectinn]

Metwork, name [SSI0); |

Wireless netwark key

Thiz netwark requires a key for the following:

Metwark, Authentication:

Data encryptiorn:

Metwiork key: |

Confirm nebwork, key: |

k. | Cancel
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——S FAQ and Troubleshooting

i Live

3. When | use wireless to connect the router, but | find the signal is very low even if | am
close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the
seller and verify what the problem is.
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FCC statement in User's Manual (for class B)

"Federal Communications Commission (FCC) Statement

This Equipment has been tested and found to comply with the limits for a class B digital

device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.



FCC Caution:

1.The device complies with Part 15 of the FCC rules. Operation 1s subject to the following

two conditions:
(1) This device may not cause harmiul interference, and
(2) this device must accept any interference received, including interference that may

cause undesired operation.

2.This device and its antenna(s) must not be co-located or operating in conjunction with
any other antenna or transmitter.

2. Changes or modifications to this unit not expressly approved by the party responsible
for compliance could void the user authority to operate the equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.
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