Item

Port and IP Redirect

Public Accessible Server

External Local Server IP

Service Port Address

Local Server Port

(Total:40) First Prev Mext Last

Type  Enable

O TCcP
O upp
Q TCP
O uop
Q TCcP
O upp
Q TCP
O uop
Q TCcP
O upp
C TCP
O uoP
O TcP
O uppP
QO TCP
O uoP
O TP
O Upp
O ToP
O uoP

|

OO0/ OoO| O oo o, o, O
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This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When

the user attempts to connect to a destination IP address listed here, the connection packet will be converted and

redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination, and the

“IP Address” and “Port” of Translated to Destination. According to the different services provided, choose

the “TCP” protocol or the “UDP” protocol. These settings will become effective immediately after clicking

Apply.

Iem

Destination Translated to Destination

IP Address Port

IP Address

Port

Type

(Tatal:40) First Prev Mext Last
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4.3.2 Privilege List
There are two parts, Privilege IP Address List and Privilege MAC Address List, can be set.

Privilege List
Privilege IP Address List

Privilege MAC Address List

* Privilege IP Address List
If there are some workstations belonging to the managed server that need to access the network without
authentication, enter the IP addresses of these workstations in this list. The “Remark” blank is not necessary
but is useful to keep track. AirLive WIAS-1200G allows 100 privilege IP addresses at most. These settings will

become effective immediately after clicking Apply

Privilege IP Address List

1 L ] L ]
: L 1 L ]
g L 1 L ]
‘ L ] L ]
g L 1 L ]
0 L ] L ]
7 L 1 L ]
0 L ] L ]
g I I
0 L 1 L ]

(Total: 1003 First Prev Mest Last

Note: Permitting specific IP addresses to have network access rights without going through standard authentication

process at the Public LAN (LAN1/LAN2) may cause security problems.

* Privilege MAC Address List
In addition to the IP address, the MAC address of the workstations that need to access the network without
authentication can also be set in this list. AirLive WIAS-1200G allows 100 privilege MAC addresses at most.
When manually creating the list, enter the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as the remark

(not necessary). These settings will become effective immediately after clicking Apply.
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Item MAC Address
1 [ ]
2 [ ]

5 L ]
7 L ]
: L ]
: L ]
0 L ]

(Total 100y Eirst Prev MNest Last

Remark

AirLive WIAS-1200G
User's Guide

Note: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the Public LAN (LAN1/LAN2) may cause security problems..

85




AirLive WIAS-1200G
User's Guide

4.3.3 Monitor IP List

AirLive WIAS-1200G will send out a packet periodically to monitor the connection status of the IP addresses on the
list. If the monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the related information, click Apply and these settings will become
effective immediately. Click Monitor to check the current status of all the monitored IP. The system provides 40 IP

addresses for the “Monitor IP List”.

Admin Email

Send To | |
*zeparate email addresses with a comma
|M0nit0r Reszult |

Subject *The host name and detection time will be appended to
suhject automatically.

=
Email Body ﬂ
*The host name, remark, and detection time infarmation will
be appended ta email body automatically.
Send From | |
SMTP Server | | Port: |
Auth Method
Send Test Email
Settings
Enable Monitor IP List
Interval
Probe Retry Retry if no response: {Range: 1 ~10)
Item IP Host Name Remark

L [ 1 [ ]
2 [ ] [ ]

* Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

* Send To: The e-mail address of the person whom the monitoring result is for. This will be the receiver’s e-mail.

* Interval: The time interval to send the e-mail report.

* SMTP Server: The IP address of the SMTP server.

* Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method selected, enter the Account
Name, Password and Domain.

* Send Test Email: To test the settings correct or not.

* Monitor IP Address: The IP addresses under monitoring.

Monitor IP result

No IP Address Result
1 192.168.1.200 @
2 192.168.1.100 (]
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4.3.4 Walled Garden List

This function provides some free services to the users to access websites listed here before login and authentication.
Up to 20 addresses or domain names of the websites can be defined in this list. Users without the network access
right can still have a chance to experience the actual network service free of charge. Please enter the website IP

Address or Domain Name in the list and these settings will become effective immediately after clicking Apply.

Walled Garden List

tem IPHost Hame lem IP Host Hame

1 2

3 4

1"

13

15

17

15
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AirLive WIAS-1200G supports Internal Proxy Server and External Proxy Server functions. Please select an Access

Gateway and then perform the necessary configurations.

External Proxy Server

em Server IP
L]
2

o [

Internal Proxy Server

Built-in Proxy Server (JEnable @ Disable

* External Proxy Server: Under the AirLive WIAS-1200G security management, the system will match the

External Proxy Server list to the end-users’ proxy setting. If there isn’t a match, then the end-users will no be

able to reach the login page and thus unable to access the network. If there is a match, the end-users will be

directed to the system first for authentication. After a successful authentication, the end-users will be redirected

back to the desired proxy servers depending on various situations.

* Internal Proxy Server: AirLive WIAS-1200G has a built-in proxy server. If this function is enabled, the end users

will be forced to treat AirLive WIAS-1200G as the proxy server regardless of the end-users’ original proxy

settings.

Note: For more details about how to set up the proxy servers, please refer to Appendix E and Appendix F.
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4.3.6 Dynamic DNS

AirLive WIAS-1200G provides a convenient DNS function to translate the IP address of WAN port to a domain name
that helps the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port, this function
will also update the newest IP address regularly to the DNS server. These settings will become effective immediately

after clicking Apply.

Dynamic DNS
DDNS O Enable @ Disahle

Provider DynDMS. orgDynamic) »

| 1L alysly
DynDME argi{Custarm)
DynDME orgiStatic)
dhs.arg

myip.us

no-ip.com

3322 org(Cynamic)
3322 org(Static)

zoneedit.com
ARy =3 el |

Host name
Username E-mail

PasswordHKey

* DDNS: Enabling or disabling of this function.

* Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.

* Password/Key: The register password for the DNS provider.
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4.4 Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Setting, Firmware Upgrade and Restart.

m User Hetwiork | r wtiliti ] | 5
Enalgur;‘mn Authentication Configuration | ) |

k& Utilities

Hetwork Wilities Utilities
Systermn provides netwoark diagnostic tools like PING, Trace Route,
and Show ARF Tahle.
Change the administration passwords for accounts of admin,
manager and operator,

Backup/Restore Backup and restore system settings. Administrator may also reset
Firmware Upgrade Settings systern settings to factory default.

Change Password Network Utilities

Backup/Restore Settings Change Password

Firmware Upgrade  Update WIAS-1200G firmwvare.
Restart
Restart Restart the system.

ST
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4.4.1 Network Utilities

The system provides three network diagnostic tools like PING, Trace Route, and ARP Table, for the administrator to

diagnose the network status.

Hetwork Wilities

PING
Trace Route
ARP Table
Status

* PING: Enter the desired IP address such as “10.30.1.254" and click PING button to execute PING. The ping

result will be shown on the screen. Click Back button to go back to the Network Utilities page.

PING 10.20.1.254 (10.30.1.254): 56 octets data

64 octets from 10.20.1.254: 1cmp_seg=0 ttl=64 time=1.3 ms
64 octets from 10.20.1.254: 1cmp_seg=1 ttl=64 time=1.2 ms
64 octets from 10.20.1.254: 1cmp_seg=2 ttl=64 time=1.4 ms
64 octets from 10.20.1.254: 1cmp_seg=3 ttl=64 time=1.3 ms
--- 10.30.1.254 ping statistics ---

4 packets transmitted, 4 packets receiwed, 0% packet loss
round-trip minfavgimax = 1.2/1.4/1.8 ms

e Trace Route: Enter the desired IP address such as “10.30.1.254" and click Start button. The Trace Route result

will be shown on the screen. Click Back button to go back to the Network Utilities page.

traceroute to 10.30,1.254 (10.30.1.254), 20 hops max, 40 byte packets
1 gw.private {10.30.1.254) 2,125 ms 1.925 ms

* ART Table: Click Show button to get the ART table of the system. The ART Table result will be shown on the
screen. Click Back button to go back to the Network Utilities page.

Address Hitvpe HWaddress Flazs Mask Iface
10.30.1.254 ether 00:11:43:02:69:42 gthi
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4.4.2 Change Password

There are three levels of authorities to use: admin, manager or operator. The default usernames and passwords
are as follow:
Admin: The administrator can access all configuration pages of the AirLive WIAS-1200G.

User Name: admin

Password: airlive

ﬁ User Hame: admin

P assword: T

! s

— —
| User | Network | m— | Sl
]

| Authentication I Configuration | |

Welcome to System Administration
This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.

Functions are separated into 5 main categories:
System Confi. ion , User Auth ication , Network Confi, ion ,

lities and Status.

Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and Schedule.

User Name: manager

Password: airlive [ ° 3
7] User Namae: manaper

Ell Fasswond: Emsee

e -

m | et | Hetwork | o | |
onfiguration | Authentication | |7 Configuration | | |

(&) User Authentication

Authentication Configuration User Authentication

BlackList.Configuration System provides 3 authentication servers. Each serer allows only
one type of authentication method and one Black List Profile. An
authentication policy may be assighed to any policy. Systam

Palicy Configuration supporis the following external authentication serers: POP3(S),
Authentication RADIUS, LDAF and MT Damain.

Guest User Configuration Configuration System also has embedded user database storing 2500 user
accounts for local user group (500) and Or-demand user group
(2000). System may print oul On-demand user accounts

Additional Configuration infarmation using an external printer. By default, the On-demand
user database is empty.

Syste supports § Black List profiles for used within the
Black List Configuration authentication server. On-demand users are NOT hounded by the
Black List

System provides 3 policies, sach policy can apply independant
Policy Configuration  firewall profile, specific route profile, login schedule profile and
handwidth cantrals.

Guest User Configuration | Systern provides up to 10 guest accounts

Uszers will be lagged out automatically afier being idle far &
specified period of time. Mulliple login of the same user accaunt
eould e enabled or disabled (not available to On-demand users).
System provides Friendly Logout options, Login Fage and Logout
Page customization, and login notification erail to client

When MAC Atcess Control is enabled, systam will only provide
Iogin page to those devices listed. SMTP Redirect can be enahbled
to redirect outgoing emails 1o the selected SMTP server,

e8a

Additional Configuration
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Operator: The operator can only access the configuration page of Create On-demand User to create and print out

the new on-demand user accounts.

User Name: operator

Password: airlive

-
ﬁ User Hame: operalor
a Passwaonl: annrnen

"

ser

Hetwork |

I Cantiguration ™|~ sisensssion

|
y

e o

Create On-df
Type

Black List Configuration
Policy Configuration

GuestUser Configuration

e ———

Additional Configuration

Create On-demand User

Plan

1

2

3

4

1 hrs 0 mins

4 hrs 0 ming

500 Mayte

2000 i

MIA

MIA

i

MiA

i

MIA

byte

Status

Enabled

Enabled

Enabled

Disahled

Disabled

Disabled

Disahled

Disabled

Disahled

Disabled

&

Function
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The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Change Admin Passwaord

Old Password | |w
Hew Password | |w
Verify Password | F

Change Manager Password

New Password | }'

Verify Password | F

Change Operator Password

Hew Password | |w

Verify Password | |w

Note: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial console port.
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4.4.3 Backup/Restore Setting

This function is used to backup/restore the AirLive WIAS-1200G settings. Also, AirLive WIAS-1200G can be
restored to the factory default settings here.
[Backup current system settings]

[Restore system settings]
File Name

[Reset to the factory-default settings]

* Backup Current System Setting: Click Backup to create a .db database backup file and save it on disk.
x
Do you want bo open or save this fila?
E’l Mame: 20050303.db
: Type: Data Base File

From; 10.2.3.70

Open Save | Cancel I

¥ &lways ask before opening this type of file

“while files from the Intemet can be uzeful. some files can patentially
harm pour computer. If pou do not tust the source, do not open or
save this file, "What's the rigk?

* Restore System Setting: Click Browse to search for a .db database backup file created by AirLive
WIAS-1200G and click Restore to restore to the same settings at the time the backup file was created.
* Resetting to the Factory-Default configuration: Click Reset to load the factory default settings of AirLive

WIAS-1200G.
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4.4.4 Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It might be a few minutes

before the upgrade process completes and the system needs to be restarted afterwards to make the new firmware

effective.
Note: For maintenance issues, we strongly recommend you backup system settings before
upgrading firmware.
Firmware Upgrade
Current Version 1.10.00-EMN-E
File Name
Note:

1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the limitation
before upgrading the firmware.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the upgrade or the

restart process. It may damage the system and cause it to malfunction.

4.4.5 Restart

This function allows the administrator to safely restart AirLive WIAS-1200G and the process should take about three
minutes. Click YES to restart AirLive WIAS-1200G; click NO to go back to the previous screen. If the power needs to
be turned off, restarting AirLive WIAS-1200G first and then turning off the power after completing the restart process

is highly recommended.

Do you want to Restart WIAS-120067

Note: The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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This section includes System Status, Interface Status, Current Users, Traffic History, and Notification

Configuration to provide system status information and online user status.

Fm User Hetwork |
onfiguration entication Configuration |

.

i status

System Status

Interface Status System Status

Current Users Interface Status

Traffic History Current Users

Hotify Configurati
otify Configuration Traffic History

Naotify Configuration

Status

Display current system settings.
Display WAM, LAMT & LAMZ, LAMI & LAN4 and Wireless LAN
canfigurations and status.

Display online user infarmation including: Username, 1P, MAC,
packet count, byte count and idle time. Administrator may also kick
out any online user from here.

Dizsplay detail usage information by day. A minimum of 3 days of
history can be logged in the systern volatile memaory.

Historical usage log can be sent automatically to a specific e-rmail
address defined here.
External syslog server can be canfigured here.

aWd
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This section provides an overview of the system for the administrator.

System Status

Current Firmware Version
Build
System Name
Admin info

Home Page

1.00.00-ENM-E
0o0B00
AlrLive WIAS-1200G
Sorryl The service is temporarily unavailable.

hitpifwanei Airlive com/

Syslog server-Traffic History AT,
Syslog server-On demand User log A A
Proxy Server Disabled
Friendly Logout Enahled
Internet Connection Detection Dizabled
Remote Management IP Disabled
Management
SNMP Disahled
Retained Days 3 days
History Traffic log Email To R
On-demand log Email Te iA,
NTP Server {tock usno.nawy.mil)
Time
Date Time 2007/08/08 06:57:33 +0800
Idle Timer 10 Mings)
User Multiple Login Disabled
Guest Account Dizabled
Preferred DNS Server 168.895.11
DNS
Alternate DNS Server iA,
The description of the table is as follows:
Iltem Description

Current Firmware Version

The present firmware version of AirLive WIAS-1200G

System Name

The system name. The default is AirLive WIAS-1200G

Admin Info

The information to be shown on the login screen when a

user has a connection problem.

Home Page

The page the users are directed to after initial login

Success.

Syslog server-Traffic History

The IP address and port number of the external Syslog

Server. N/A means that it is not configured.
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The IP address and port number of the external Syslog
Syslog server-On demand User log o ]
Server. N/A means that it is not configured.

Enabled/disabled stands for that the system is currently
Proxy Server .
using the proxy server or not.

Enabled/disabled stands for the setting of
Friendly Logout hiding/displaying an extra confirmation window when

users click the logout button.

Enabled/Disabled stands for the connection at WAN is

. ) normal or abnormal (Internet Connection Detection)
Internet Connection Detection . . ]
and all online users are allowed/disallowed to log in the

network.
The IP or IPs that is allowed for accessing the
Remote Management IP ]
management interface.
Management
SNMP Enabled/disabled stands for the current status of the
SNMP management function.
) The maximum number of days for the system to retain the
Retained Days . )
users’ information.
) _ ) The email address that the traffic history information will
History Traffic log Email To
be sent to.
On-demand log Email |The email address the history information about
To on-demand users is sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time(GMT+0:00) |The system time is shown as the local time.
The number of minutes allowed for the users to be
Idle Timer ] _
inactive.
_ _ Enabled/disabled stands for the current setting to
User Multiple Login ) ) .
allow/disallow multiple logins form the same account.
Enabled/disabled stands for the current status of allowing
Guest Account )
Guest Accounts to log in.
Preferred DNS Server |IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
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This section provides an overview of the interface for the administrator including WAN, LAN1 & LAN2, LAN3 &

LAN4, and Wireless Port.

WAN

Wireless

Wireless
DHCP Server

LANT & LANZ

LAN1 & LANZ
DHCP Server

LAN3J & LAN4

LAN3 & LAN4
DHCP Server

Interface Status
MAC Address
IP Address
Subnet Mask
Operation Mode
MAC Address
IP Adiress
Subnet Mask
SSID
Channel
Encryption Function
Status
WINS IP Address
Start IP Address
End IP Address
Lease Time
WMode
MAC Address
IP Adilress
Subnet Mask
Status
WINS IP Address
Start IP Address
End IP Address
Lease Time
Mode
MAC Address
IP Adiress
Subnet Mask
Status
WINS IP Address
Start IP Address
End IP Address

Lease Time

100

001 2:00:00:01:01
16925411
255255255255
MAT
001 A4026:E3:00
192168.3.254
25512552550
aitlive
1
Dizsabled
Enabled
I
19216831
1921683100
1440 Min(s)
AT
0o:12:0000:01:02
192168.1.254
25512552550
Enahled
I
19216811
192.168.1.100
1440 Min(s)
MAT
00:12:00:00:01:02
192168.2.254
25512552550
Enahbled
[R1EY
19216821
1921682100

1440 Min(s)
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The description of the table is as follows.

ltem Description
MAC Address The MAC address of the WAN port.

WAN IP Address The IP address of the WAN port.

Subnet Mask The Subnet Mask of the WAN port.

Operation Mode  |The mode of the wireless port.

MAC Address The MAC address of the wireless port.

IP Address The IP address of the wireless port.

Subnet Mask The Subnet Mask of the wireless port.

Wireless ssIb The ESSID of the wireless port, such as AirLive
WIAS-1200G.
Channel The assigned Channel of the Wireless port.
. . Enabled/disabled stands for the status of the encryption
Encryption Function ] ]
function of the wireless port.
Enable/disable stands for status of the DHCP server on
Status .
the Wireless port.
WINS IP Add The WINS server IP on DHCP server. N/A means that it is
; ress
Wireless not configured.
DHCP Server Start IP Address  |The start IP address of the DHCP IP range.
End IP address The end IP address of the DHCP IP range.
Lease Time Minutes of the lease time of the IP address.
Mode The mode of the LAN1 & LAN2 port.
MAC Address The MAC address of the LAN1 & LANZ2.
LAN1 & LAN2
IP Address The IP address of the LAN1 & LAN2.
Subnet Mask The Subnet Mask of the LAN1 & LAN2.
Enable/disable stands for status of the DHCP server on
Status
the LAN1 & LAN2.
The WINS server IP on DHCP server. N/A means that it is
WINS IP Address ]
LAN1 & LAN2 not Conflgured.

DHCP Server Start IP Address  |The start IP address of the DHCP IP range.

End IP address The end IP address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.

LAN3 & LAN4 Mode The mode of the LAN3 & LAN4.

MAC Address The MAC address of the LAN3 & LAN4.
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IP Address

The IP address of the LAN3 & LAN4.

Subnet Mask

The Subnet Mask of the LAN3 & LANA4.

Status

Enable/disable stands for status of the DHCP server on
the LAN3 & LAN4 port

LANS & LAN4

WINS IP Address

not configured.

The WINS server IP on DHCP server. N/A means that it is

DHCP Server

Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP Address of the DHCP IP range.

Lease Time

Minutes of the lease time of the IP address.

4.5.3 Current Users

In this function, each online user’s information including Username, IP Address, MAC Address, Packets In, Bytes

In, Packets Out, Bytes Out, Idle Time and Logout can be obtained. Administrator can use this function to force a

specific online user to log out. Click the hyperlink of Logout next to the online user’s name to logout that particular

user. Click Refresh to renew the current users list.

Current Users List

Bytes In

Username
lem

IP MAC
i guestd
1921681107 00DO:CSEO:01:04
5 guests
1821681100 00D0CEAD:0105
5 guests
1921681131 00.DO:CEB0:01:06
guesty

192.168.1.165

0000 CE60:01.07

102

Plts In

Kick
Idie Out

Pkts Ot Bytes Out

12
12
15
| 5
24
28
25
24

1008
Tocs 454 Logout
12€0
T 454 Logout
2100
2100
2100

2100

G4 Logout

G4 Logout
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This function is used to check the history of AirLive WIAS-1200G. The history of each day will be saved separately in
the DRAM for at least3 days.

Date

Traific History

2007-03-27
2007-03-28

On-demand User Log

Size (Byte)

Date

2007-03-27
2007-03-28

Size (Byte)

105
a04

Note: Since the history is saved in the SDRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

If the History Email has been entered under the Notify Configuration page, then the system will automatically

send out the history information to that email address.

e Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

2005-03-22
2005-03-22
2005-03-22
2005-03-22
2005-03-22

+0800
+0800
+0&00
+0800
+0&00

* On-demand User Log

Type
LOGIN
LOGOUT
LOGIN
LOGOUT
LOGIN

Traffic History 200503-22

Name

uszerl@local .
userl@local .
user@local .
user2@local .
uszerl@local .

tw
tw
tw
tw
twr

192.
192.
192.
192.
192.

IF

168
168
168.
168,
168.

HH e

.143
.143
.143
.143
.1

Phis In Bytes In Pkts Out Bytes Out

oW oW o

1]
252
1]

252
1]

=N R

1]
252
1]

252
1]

As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System

Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validation and Remark, of

user activities.

Date

2005-03-22
17:55:58
+0800
2005-03-22
17:56:03
+0800
2005-03-22
17:56:07
+0800

System
MName

My
Service

My
Service

Hy
Service

Type

On-demand User Log 200503-22

Mame P

MAC

Fkts Bytes Pkts Bytes

I

Create 0D UserP4SP O0.0.0.000:00:00:00:00:000

Create 0D Uzer62He O0.0.0.000:00:00:00:00:000

Create_OD User 886D 0.0.0.000:00:00:00:00:000
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1]

out

Out

Expiretime
2005-03-25
17:55:58
2005-03-25
17:56:03

2005-03-25
LB D7

Yalidtime Remark

Hone 2 hrs 0
mins

Hone 2 hrs 0
mins

s 2 hrs 0

mnins
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4.5.5 Notify Configuration

The AirLive WIAS-1200G will save the traffic history into the internal DRAM. If the administrator wants the system to
automatically send out the history to a particular email address, please enter the related information in these fields.

Motify Configuration

Send Fram:
Send To:
Interval: 1 Hour  w

Traffic History Email  SMTF Server:

SMTP Server Port: 25

Auth Method: MOME v

Send Test Email

IF Fort:
Syslog Server Facility: | Iocall v | Severity: | Emergency v

Tag:

Notify Configuration

Send From:

Send To:

Interval: 1Hour  »
Ou-(le_umml Use! Log SMTP Server:
History Email
SMTP Server Port: 24
Auth Method: MOME 4
Send Test Email
IF: Fort:
Syslog Server Facility, | 10call % | Severity, | Emergency

Tau:

. Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

. Send To: The e-mail address of the person whom the history email is for. This will be the receiver’s e-mail.

. Interval: The time interval to send the e-mail report.

. SMTP Server: The IP address of the SMTP server.

. Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method you select, you have to enter
the Account Name, Password and Domain.
NTLMv1 is not currently available for general use.
Plain and CRAM-MD5 are standardized authentication mechanisms while Login and NTLMv1 are Microsoft
proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape uses Plain.
Outlook and Outlook express uses Login as default, although they can be set to use NTLMv1.
Pegasus uses CRAM-MD5 or Login but you are not able to configure which method to use.

. Send Test Email: To test the settings correct or not.

. Syslog Server: It specifies the IP and Port of the Syslog server.
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4.6 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

Online Help

Overview
System Configuration
System Information
WAN Configuration
LAN1T & LANZ Configuration
LANF & LAN4 Configuration
Wireless Configuration
Security (Wireless Security Configuration - WEP)

Advance (Advanced Wireless Configuration

User futhentication
Autherntication Configuration
802.1x authentic ation configuration
802.1x
WPA w02, 1%
WPA-PSK
Authentication Server configuration
Local User Setting
POP3 Configuration

BADIUS Confiiuration
I DAR C anfianrationm
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Appendix A — Console Interface

Via this port to enter the console interface for the administrator to handle the problems and situations occurred

during operation.

1. In order to connect to the console port of AirLive 21

WIAS-1200G, a console, modem cable and a terminal Part Setiings |
simulation program, such as the Hyper Terminal are
needed.
) . Bits per second: IEIEEIEI _'J
2. If a Hyper Terminal is used, please set the parameters
as 9600,8,n,1. Data bits: [@ |
Parity: INDne j
Stop it -
Flows contral: INDne ;I

Rezstore Defaults |

] I Cancel | Apply |

Note:
The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the keyboard to

browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of AirLive WIAS-1200G is connected properly, the console main screen will appear
automatically. If the screen does not appear in the terminal simulation program automatically, please try to press
the arrow keys, so that the terminal simulation program will send some messages to the system and the
welcome screen or the main menu should appear. If you are still unable to see the welcome screen or the main
menu of the console, please check the connection of the cables and the settings of the terminal simulation

program.

Crviglink WIAS-17r00G Basic Configuration
Please selsct functions:

A L1icics for netvork debugging

sword Change admin password
1_E_ 11 Feload factory default
mACArt Restart OvisLink WIAS-1r:0D0G
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Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follow:

YV V VYV V

Ovislink WIAS-1300G Configuration Utility
Please select utcility:

me TR
ace Trace routing path
owlIF Display interface settings

owRT Display routing table
owARF Display ARF teble
Time Display system up time

atus Check service status

fe Set device into 'safe mode!
tPower Set Outputpower

P Synchroniee clock with NTP server
3G Print the kernel ring buffer

in Hain menu

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. Administrator can choose this utility and set IT into safe
mode, then administrator can management this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their boot-up messages instead of copying the messages by hand.

Main menu: Go back to the main menu.
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Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, we do not need to enter administrator’s password to enter the console management
interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web
management interface. You can use this option to change the administrator’s password. Even if you
forgot the password and are unable to log in the management interface from the web or the remote end of
the SSH, you can still use the null modem to connect the console management interface and set the

administrator’s password again.

Note:

Although it does not require a username and password for the connection via the serial port, the same management

interface can be accessed via SSH. Therefore, we recommend you to immediately change the AirLive WIAS-1200G

Admin username and password after logging in the system for the first time.

Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
Restart AirLive WIAS-1200G

Choosing this option will restart AirLive WIAS-1200G.
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Appendix B — Accepting Payments via Authorize.Net

This section is to show independent Hotspot owners how to configure related settings in order to accept credit card
payments via Authorize.Net, making the Hotspot an e-commerce environment for end users to pay for and obtain

Internet access using their credit cards.

fars instant (on-demand
guest access to Internet

|

eeds 1o charge
Internet access on
credil cards?

Mo

. 4

Disakle
Credit Card Billing function

Make sure two types
of accounts are

upened and ready \ElnlﬁrnﬂlMﬂrchHrﬂ AGcount

. Payment Gateway Account

L 4

Obtain
information from 1. Merchant Login 1D
Authorize. Nel 2 Merchant Transaction Key

3. Paymen! Gateway LIRL
4 MD5 Hash Value

Enable and configure the
Credit Card Billing function

Mo

esting OK?

L,
Check and retry
Yes (or ask for technical support)

redit Card Billing function
Up and runnirg
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1. Setting Up
1.1 Open Accounts

To set up AirLive WIAS-1200G to process credit card billing, the merchant owner will need two accounts (Internet
Merchant account and Authorize.Net account).
If you are looking for a merchant account or Internet payment gateway to process transactions, you can fill out the

Inquiry Form on http://www.authorize.net/solutions/merchantsolutions/merchantinquiryform/.

Authorize.Net Your Gateway to IP Tr‘ansactions‘"l wﬁ

Merchants Resellers Developers Resources Company

'@ Merchant Inquiry

Ifyou are looking for a merchant account andiar payment gateway to
pracess transactions, please call us at B66-437-0476 (Monday - Friday, &
Aht - 5 PM Pacific time) ar fill outthe form below.

* Reqguired field

First Marme:

*

Last Mame:

*

Company hame:

Address:

City:
State:

|
|
|
Joh Title: |
|
|
|

-- Please Select -- V|

1.2 Configure AirLive WIAS-1200G using an Authorize.Net account
Please log in AirLive WIAS-1200G. User Authentication — Authentication Configuration — Click the server
On-demand User — On-demand User Server Configuration — Click Payment — Payment Configuration

— External Payment Gateway — Select Authorize.Net

Payment Configuration

G"ﬂ"mm" C‘mﬁg"ram'q External Payment Gateway
Black List Configuration (® Authorize Net QOPayPal C Disable

Authorize.Net Payment Page Configuration
Additional Configuration Merchant Transaction Key I:I -

Policy Configuration

Guest User Configuration

Payment Gateway URL |https:h’secure.authorize.netl'gatewa'y'rtransal:tclll
Verify SSL Certificate ® Enable O Disable

Test Mode OEnable ® Disable [ Ty Test |-

MD5 Hash (OEnable @ Disable
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Setting

Description

Merchant Login ID

This is the “Login ID” that comes with the Authorize.Net account.

Merchant Transaction Key

To get a new key, please log in Authorize.Net — Click Settings and Profile
— Go to the “Security” section — Click Obtain Transaction Key — Enter

“Secret Answer” — Click Submit.

Payment Gateway URL

https://secure.authorize.net/gateway/transact.dll (default payment gateway)

MD5 Hash

To enhance the transaction security, merchant owner can choose to enable this

function and enter a value in the text box: “MD5 Hash Value”.

Note:

For detailed description, please see 4.2.1.6 Authentication Method — On-demand User — Payment

1.3 Configure the Authorize.Net Merchant Account to Match the Configuration of AirLive WIAS-1200G

Settings of the merchant account on Authorize.Net should be matched with the configuration of AirLive

WIAS-1200G:
Setting Description
MD5 Hash To configure “MD5 Hash Value”, please log in Authorize.Net — Click

Settings and Profile — Go to the “Security” section — click MD5 Hash —

Enter “New Hash Value” & “Confirm Hash Value” — Click Submit.

Required Card Code

If the “Card Code” is set up as a required field, please log in Authorize.Net —
Click Settings and Profile — Go to the “Security” section — click Card

Code Verification — Check the Does NOT Match (N) box — Click Submit.

Required Address Fields

After setting up the required address fields on the “ Credit Card Payment Page
Billing Configuration” section of AirLive WIAS-1200G, the same requirements
must be set on Authorize.Net. To do so, please log in Authorize.Net — Click

Settings and Profile — Go to the “Security” section — click Address

Verification System (AVS) — Check the boxes accordingly — Click Submit.

1.4 Test The Credit Card Payment via Authorize.Net
To test the connection between AirLive WIAS-1200G and Authorize.Net, please log in AirLive WIAS-1200G. User

Authentication — Authentication Configuration — Click the server On-demand User — On-demand User

Server Configuration — Payment — Payment Configuration — Select Authorize.Net —Go

to "Authorize.Net Payment Page Configuration” section — Enable the “Test Mode” — Click Try Test and

follow the instructions
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Payment Configuration

External Payment Gateway
@ Authorize Net O PayPal { Disable

Authorize.Net Payment Page Configuration

Merchant Login 1D |y'-:|ur|-:|gini|:| | -

Merchant Transaction Key |y'-:|urtransactiu:|nker' | -

Payment Gateway URL |https:.-'.-'secure.autharize.netu'gatewaf.-‘transact.dll
Verify SSL Certificate ® Enable O Disable

Test Mode (® Enable O pisable [ Ty Test ] -]

MD5 Hash O Enable @ Disable

2. Basic Maintenance

In order to maintain the operation, merchant owners will have to manage the accounts and transactions via

Authorize.Net as well as AirLive WIAS-1200G.

2.1 Void A Transaction and Remove the On-demand Account Generate on AirLive WIAS-1200G

Sometimes, a transaction (as well as the related user account on AirLive WIAS-1200G) may have to be canceled

before it has been settled with the bank.

a. To void an unsettled transaction, please log in Authorize.Net. Click Unsettled Transactions — Locate the
specific transaction record on the “List of Unsettled Transactions” — Click the Trans ID nhumber — Confirm
and click Void.

Note:

To find the on-demand account name, click Show Itemized Order Information in the “Order Information” section

— Username can be found in the “Item Description”

b. To remove the specific account from AirLive WIAS-1200G, please log in AirLive WIAS-1200G. User
Authentication — Authentication Configuration — Click the server On-demand User — On-demand
User Server Configuration — Users List — Click Delete on the record with the account name.

c. Click Delete All to delete all users at once.

On-demand Users List
Username Passwori Bemammg Status Expiration Time Delete All
TimeAolume

2007/02/01-
Y340 KPIIER4C 2 hour Marrial v
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2.2 Refund A Settled Transaction and Remove the On-demand Account Generated on AirLive WIAS-1200G

a. Torefund a credit card, please log in Authorize.Net. Click Virtual Terminal — Select a Payment Method —
Click Refund a Credit Card — Payment/Authorization Information — Type information in at least three
fields: Card Number, Expiration Date, and Amount — Confirm and click Submit.

b. To remove the specific account from AirLive WIAS-1200G, please log in AirLive WIAS-1200G. User
Authentication — Authentication Configuration — Click the server On-demand User — On-demand

User Server Configuration — Users List — Click Delete on the record with the account name

2.3 Find the Username and Password for A Specific Customer
Please log in Authorize.Net. Click Unsettled Transactions — Try to locate the specific transaction record on the
“List of Unsettled Transactions” — Click the Trans ID number — Click Show Itemized Order Information in

the “Order Information” section — Username and Password can be found in the “Item Description”.

2.4 Send An Email Receipt to A Customer

If a valid email address is provided, AirLive WIAS-1200G will automatically send the customer an email receipt for
each successful transaction via Authorize.Net. To change the information on the receipt for customer, please log in
AirLive WIAS-1200G. User Authentication — Authentication Configuration — Click the server On-demand
User — On-demand User Server Configuration — Payment — Payment Configuration — External
Payment Gateway — Select Authorize.NET — Scroll down to Client's Purchasing Record section of the page

— Type in information in the text boxes: “ Description and E-mail Header” — Confirm and click Apply.

Client's Purchasing Record

Irvoice Murmber - = [|Reset
Diescription Internet access
E-mail Header Enjoy Onlinel

2.5 Send An Email Receipt for Each Transaction to the Merchant Owner

A copy of email receipt with payment details for each successful transaction will also be automatically sent to the
merchant owner/administrator via Authorize.Net.

To configure the contact person who will receive a receipt for each transaction, please log in Authorize.Net. Click
Settings and Profile — Go to the “General” section — click Manage Contacts — click Add New Contact to

— Enter necessary contact information on this page — Check the “Transaction Receipt” box — Click Submit.
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3. Reporting

During normal operation, the following steps will be necessary to generate transaction reports.

3.1 Transaction Statistics by Credit Card Type during the Period
Please log in Authorize.Net. — Click Reports — Check “ Statistics by Settlement Date” radio button

— Select “Transaction Type”, “Start Date”, and “End Date” as the criteria — Click Run Report

3.2 Transaction Statistics by Different Location

a. To deploy more than one AirLive WIAS-1200G, the way to distinguish transactions from different locations is to
make the invoice numbers different. To change the invoice setting, please log in AirLive WIAS-1200G. User
Authentication — Authentication Configuration — Click the server On-demand User — On-demand
User Server Configuration — Payment — Payment Configuration — External Payment Gateway —
Scroll down to “Client's Purchasing Record” section of the page — Check the “Reset” box — A
location-specific ID (for example, Hotspot-A) can be used as the first part of “Invoice Number” — Confirm and

click Apply.

Client's Purchasing Record

Invaice Mumber . = [Reset
Description Internet access
E-mail Header Enjoy Online!

b. Please log in Authorize.Net — Click Search and Download — Specify the transaction period (or ALL Settled,
Unsettled) in “ Settlement Date” section — Go to “Transaction” section — Enter the first part of invoice
number plus an asterisk character (for example, Hotspot-A*) in the “Invoice #” text box — Click Search — If
transaction records can be found, the number of accounts sold is the number of search results — Or, click

Download To File to download records and then use MS Excel to generate more detailed reports.

3.3 Search for The Transaction Details for A Specific Customer
Please log in Authorize.Net. Click Search and Download — Enter the information for a specific customer as

criteria — Click Search — Click the Trans ID number to view the transaction details.

For more information about Authorize.Net, please see http://www.authorize.net.
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Appendix C — Accepting Payments via PayPal

This section is to show independent Hotspot owners how to configure related settings in order to accept payments
via PayPal, making the Hotspot an e-commerce environment for end users to pay for and obtain Internet access

using their PayPal accounts or credit cards.

ffers instant (on-demand
guest access to Internet

eeds to charge
Internet access and
accept payments via
PayPal?

</

Disable
Yes External Payment Gateway,

L
Make sure PayPal
“Business Account”
is opened and ready

r
Obtain
information from 1. Business Account D
PayPal.com 2. Payment Gateway LRL
! 3. dentity Token

¥
Enable and configure the
PayPal-related settings

b

M
esting OK? °

k

Check and retry
Yes {or ask for technical support)

L

Fayment function via PayPal
Up and running
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1. Setting Up

As follows are the basic steps to open and configure a “Business Account” on PayPal.

1.1 Open An Account
Step 1: Sign up for a PayPal Business Account and login.

Here is a link: https://www.paypal.com/cgi-bin/webscr?cmd=_registration-run

Choose AccountTiie —+ _Enter Information —*  Confirm  —* Done

Sign Up for a PayPal Account

Anyone with an email address can use PayPal to send and receive money

y : Already have a
online, ¥hat is PayPal? ¥

PayPal Account?
Uparade your account
() Personal Account

Ideal for shopping online. It's a free, secure, and fast way to send
payments, ¥ou can also accept bank account or PayPal balance-funded
payments for free and a limited number of credit or debit card pavments per
year for a low fee, Learn more

() Premier Account

Perfect for buying and selling on eBay or merchant websites, Accept all
payment types for low fees. Do business under your own name.

(%) Business Account

The right choice for your online business. Accept all payment types for low
fees. Do business under a company or group name. Learn maore

Forgot your email address?
Forgot wour password?

Member Log-In

Email Address | |

Passwaord | | [Lngln]

Step 2: Edit necessary settings in “Website Payment Preferences”

Click Profile — Click Website Payment Preferences in the Selling Preferences section
Pa,yPaf Log Out | Help | Security Center

My Account Send Money Request Money Merchant Tools Auction Tools

Overview Add Funds Withdraw History Resolution Center

Profile Summary

To edit your Profile information, please click on a link below.

Account Tnformation Financial Information Selling Preferences
Email Credit Cards Auctions
Street Address Bank Accounts Regional Tax
Phone Currency Balances Shipping Calculations
Password Gift Certificates Payment Receiving
Hotifications Monthly Account Statements Freferences
Multi-User sccess Breapproved Payments Instant Payment Motification
Preferences
API Access - —
- . eputation
Business Information X
Customer Service Message
Close Accaunt

Seller Eligibility for PayPal
Buyer Protection

|Website Payment Preferences|

Encrypted Payrent Settings
Custom Payment Pages
Invoice Templates
Language Encoding

Administrators should scroll down to edit each setting as shown in the table below. To activate all the changes,

please click Save at the end of the page.
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Settings Screenshots
AUtO Return (On) PaJyPa,, Log Out | Help | Security Center

Return URL (Redirect Webpage)

Auction Tools

My Account Send Money Request Money Merchant Tools
Type http://www.www.com or other

Profile

Overview Add Funds Withdraw History Resolution Center

URL. Website Payment Preferences Back to Profile Summary

Auto Return for Website Payments

Auto Return for Website Payments brings your buyers back to your website immediately
after payment completion. Auto Return applies to PayPal website Payments, including Buy
MNow, Donations, Subscriptions, and Shopping Cart. Learn Mare

Auto Return: () On

O Off

Return URL: Enter the URL that will be used to redirect your customers upon payment completion,
This URL must meet the guidelines detailed below. Learn More

Return URL: | bttt wow. com

Return URL Requirements: The following items are required in order to set up Auto Return.

Payment Data Transfer (On) Payment Data Transfer {optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made, The use of Payment Data Transfer depends on your systerm configuration and
your Return UREL, Please note that in order to use Payment Data Transfer, wou must turh
on Auto Return.

Payment Data & On

Transfer: ~ Off
Block Non-encrypted Website Encrypted Website Payments
Using encryption enhances the security of website payments by decreasing the possibility
Payment (Off) that a 3rd party could manipulate the data in your button code, If you plan on only using

ehcrypted buttons you can block payments from non-encrypted ones.

Learn more about Encrypted Website Payments

Mote: If you enable Encrypted Website Payments, all of yvour Buy Mow, Donations, and
Subscriptions buttons must be encrypted via one of the following methods:

s Using the Button Factory with the security settings enabled.

s Using your own code, you encrypt all website payments before sending them to
PayPal.

By enabling this feature, any Buy Mow, Donation, or Subscription button that is not
encrypted will be rejected by PayPal.

Block Mon-encrypted ¢ COn
Website Payment: @& Off

PayPal Account Optional (Off) PayPal Account Optional

When this feature is turned on, your customers will go through an optimized checkout
experience, This feature is available for Buy Mow, Donations, and Shopping Cart buttons,
but not for Subscription buttons, Learn More

PayPal Account { QOn
Optional: & Off

Contact Telephone Number (Off) Contact Telephone Number
When you activate this option, your customers will be asked to include a Contact
Click Save. Telephone Mumber with their payment information. Learn More

Note: Selecting On {(Required Field) could have a negative effect on buyer conversion,

Contact Telephone ¢ On (Cptional Field)
¢ On {Required Field)
@ Off (PayPal recarnmends this option)

[ Save ] [ Cancel l
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1.2 Configure AirLive WIAS-1200G with a PayPal Business Account

Please log in AirLive WIAS-1200G:

User Authentication — Authentication Configuration — Click the server On-demand User — On-demand User

Server Configuration — Click Payment — Payment Configuration — External Payment Gateway — Select

PayPal

Payment Configuration

G"ﬂ pentication, C"““‘-"‘“‘“‘"ﬂ External Payment Gateway

Blaclelizlfonfiouistion O Authorize Net @ PayPal C Disable
Policy Configuration
PayPal Payment Page Configuration

Guest User Configuration
Business Account | | .

Additional Configuration Payment Gateway URL | hitps: /i paypal.comicgi-binfwebs or | .
Identity Token | | -
Verify SSL Certificate ® Enable O Disable
Currency |USD (U.5. Dollar) |-

Three fields are required:
Setting Description

Business Account ID

This is the “Login ID” (email address) that is associated with the PayPal

Business Account.

Payment Gateway URL

https://www.paypal.com/cgi-bin/webscr (default URL for PayPal)

Identity Token

Please log in PayPal after saving the above settings — Click Profile
— Click Website Payment Preferences in the Selling Preferences

section — Scroll down to the section, Payment Data Transfer (optional).

Payment Data Transfer {optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made. The use of Payment Data Transfer depends on your systerm configuration and

your Return URL, Please note that in order to use Payment Data Transfer, you must turn
on Auto Return.

Payment Data () 0On
Transfer:

O Off
Identity Tuken:|FIY40qL\.l'-EMdUbg8D_3yTkLG1C8iGdpr-26f6kCU-KBdeSSQUKZkCBQru

Copy the Identity Token in the above page to the section “PayPal
Payment Page Configuration” of AirLive WIAS-1200G.

PayPal Payment Page Configuration

Business Account |test_hu5iness_au:u::uL|nt@h-:utmai|.c-:um | -
Payment Gateway URL |httpS:.-'.-‘-f\.-'-n.-'-f\a'.pay'paI.c-:um.-'cgi-hin.-‘wehscr | -
(I-d entity Token |F|YOE|L"v"—El".'1C|UI'JQBD_31'?|‘:LG 1 CBideDF—zEfEkCDI—] -
Verify SSL Certificate CEnable @ Disanle

Currency | USD (U.3. Dollar) -
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1.3 Requirements for Building a Secure PayPal-based E-Commerce Site
To deploy the PayPal function properly, it is required that the merchant register an Internet domain name (for

example, www.StoreName.com) for this subscriber gateway device.

e L B L e e S e

k.J System Information

Aormhgue RO w6 oard

Vel lo Loan fagairagimn Adruresbrmtor info

Systerm mlonmanon

LAk & LAND Configurmmsn [u.- vice Name V toreliams n |

LAND & AL Configis sl
Home Paps o

Vet de b ©nfaguration

In addition, it is necessary to sign up for a SSL certificate, licensed from a “Certificate Authority” (for example,

VerSign), for this registered Internet domain name.

Thus, by meeting these two requirements, it will allow end customers or subscribers to pay for the Internet access in

a securer and convenient way.

2. Basic Maintenance

In order to maintain the operation, the merchant owner will have to manage the accounts and payment transactions

on PayPal website as well as AirLive WIAS-1200G.

2.1 Refund a completed payment and remove the on-demand account generated on AirLive WIAS-1200G
(1) To refund a payment, please log in PayPal — Click History — Locate the specific payment listing in the activity
history log — Click Details of the payment listing — Click Refund Payment at the end of the details page — Type in
information: Gross Refund Amount and/or Optional Note to Buyer — Click Submit — Confirm the details and

click Process Refund
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(2) To remove the specific account from AirLive WIAS-1200G, please log in AirLive WIAS-1200G:
User Authentication — Authentication Configuration — Click the server On-demand User — On-demand User

Server Configuration — Users List — Click Delete on the record with the account ID. Click Delete All to delete all

On-demand Users List

users at once.

Username Passwori flemammg Status Expiration Time Delete All
TimeAolume
2007/02/01-
Y340 KFI3EB4T 2 hour Marmal 133541 Delete

2.2 Find the username and password for a specific customer
(1) To find the username, please log in PayPal — Click History — Locate the specific payment listing in the activity

history log — Click Details of the payment listing — Username can be found in the “Item Title” field

(2) To find the password associated with a specific username, please log in AirLive WIAS-1200G:
User Authentication — Authentication Configuration — Click the server On-demand User — On-demand User

Server Configuration — Users List. Search for the specific username. Password can be found in the same record

On-demand Users List

Remaining

TimeAolume Status Expiration Time Delete All
Va4Q | KP23ER4C 7 hour Normmal 2303?;052;011 Delete

Username Password

Note:
As stated by PayPal, you can issue a full or partial refund for any reason and for 60 days after the original payment
was sent. To find the on-demand account name for a specific payment, click Details of the payment listing in the

activity history log — Username can be found in the “Item Title” field

2.3 Send an email receipt to a customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
automatically sent to the customer via PayPal. To change the information on the receipt for customer, please log in
AirLive WIAS-1200G:

User Authentication — Authentication Configuration — Click the server On-demand User — On-demand User
Server Configuration — Payment — Payment Configuration — External Payment Gateway— Select PayPal
— Go to “Client's Purchasing Record” section — Type in information in the text boxes: Invoice Number and

Description (Item Name) — Confirm and click Apply

Client's Purchasing Record

Irvoice Murmber | || | = [|Reset
Description(ltem MName) |Wire|ess Internet Access | "
Title for Message to Seller |Specia| Mote to Seller | =
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2.4 Send an email receipt for each transaction to the merchant

A copy of email receipt with payment details (including available message note from buyer) for each successful

transaction will also be automatically sent to the merchant owner/administrator via PayPal.

3. Reporting

During normal operation, the following steps will be nhecessary to generate transaction reports.

3.1 Transaction activity during a period

(1) Please log in PayPal — Click History — Choose activity type from the Show field as the search criteria

— Specify the dates (From and To fields) for the period — Click Search

Overview Add Funds Withdraw Resolution Center Profile

History

Wiew up to three months of [ﬁ
monthly account stat ts Wiew this
Search

All Activity - Simple View v

O Within: | The pagt Day v

® From:

12 F3 / |2006
Month Day Year

i /m s
Month Day rear

All Activity - Simple View from Dec. 31, 2006 to Jan. 30, 2007

Date Type TofFrom MamefEmail Status Details Action Gross Fee | Met Amount

3.2 Search for the transaction details for a specific customer
Please log in PayPal — Click History — Click Advanced Search — Enter the name for a specific customer as

criteria in the Search For field and Choose Last Name or Last Name, First Name in the In field — Specify the time

period — Click Submit — Click Details to view the transaction details

Overview Add Funds Withdraw Resolution Center

History History

Download My History

. View up to three manths of
Dispute Reparts monthly account statements VST
Advanced Search

History

Search
For:

O Within: | The Past Day |+

Hot S pot00000001 Ind | jnyaice 1D v

@ From: [;5 /|3 / 2008 | 1O [4 / |30 / |2007
Manth Day Tear Maonth Day rear

For more information about PayPal, please see http://www.paypal.com
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Appendix D — Examples of Making Payments for End

Users

1. Making Payments via Authorize.Net
Step 1: Click the link below the login window to pay for the service by credit card via Authorize.Net.

f User Login Page

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

e
DY —
password: [

( e Grres oy )

(Cliclz here to purchase by Credit Card Online.]

Step 2: Choose | agree to accept the terms of use and click Next.

Service Disclaimer

We may collect and store the following personal
information:

email address, physical contact information,
credit card numbers and transactional
information based on your actiwvities on the
Internet service provided by us.

|»

If the information you provide cannot be
wverified, we may ask wyvou to send us additional
information (such as your driver license, credit

card statement, and/or a recent utility bill or

other information confirming your address), or

to answer additional questions to help verify :j
® | agree.

9 | disagree.

L =)
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Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Wireless Internet Access

Rate Plan Price
@ 2nhrs 0 mins $4
O 12 hrs 0 mins $a
) 600 Mbyte $a
O 2000 Wbyte $a

Credit Card & Contact Information

|Credit Card Mumber
e e =
|Credit Card Expiration Date |

[1208 (MY
ECard Type |\f|537v|x
| T
Card Code 527 .

|E-mnail |1223@;.-'ah0-3.c-3m
First Name [Tom 8

|Last Name |Lee i

[company

|Address . :I
zip [

ounty |
Prone [ ]
Fax L |
Fields denoted by an asterisk(*) are required.

Note:

You must fill in the correct credit card number and expiration date. Card code is
the last 3 digits ofthe security code located on the back of your credit card. If you
choose to enter your e-mail address, you will receive a confirmation letter for
your own reference.

[ =

Step 4: Please confirm the data and the click OK to go on the transaction or click Cancel to revise the data or cancel

this transaction. After clicking OK, there will be another dialog box showing up to confirm this transaction again.

Microsoft Internet Explorer [ x|

\:p/- Flzase check the data you input:
-

Credit Card Mumber: 4567123456750000
Credit Card Expiration Date: 1203
Card Type: Visa

Card Code: 527

E-mail: 1223@yahoa.com

Roaomn Murnber:

First Mame: Tom

Last Mame: Lee

Company:

Address:

Ciky:

State:

Zip:

Counkry:

Fhone:

Fa;

Do you want to continue the credit card payment process?

Cancel |
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Step 5: Click OK to complete the process or click Cancel to revise the data or cancel this transaction.

Microsoft Internet Explorer [ ﬂ

2 ) The process may take several minnutes,
\_:J Please DO MOT close or leave this page before getting the result,

Do you want to continue the credit card payment process?

Cancel

Step 6: Click Start Internet Access to use the Internet access service.

Welcome!

Login D 3739@ovislink
Password 46R22E2U
Price usD 4
Usage 2 hrs 0 mins
ESSID : ovislink

Your firsttime login must be done before 2007/03/289 17:31:12

The account is valid within & days after your first login.
Please write down the Login ID and Password immediately!

[ Start Internet Access

| =

Note: The clients must fill in the correct credit card number and expiration date. Card code is the last 3 digits of the
security code located on the back of your credit card. If clients choose to enter the e-mail addresses, clients will

receive confirmation letters for reference.
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2. Making Payments via PayPal

Step 1: Click the link below the login window to pay for the service via PayPal.

" User Login Page

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

L
& vsertame: [
Password: ||

\ 0 O R0 )

(Click here to purchase by PavPal or Credit Card Online]

Step 2: Choose | agree to accept the terms of use and click Next.

Service Disclaimer

We may collect and store the following personal
information:

email address, physical contact information,
credit card numbers and transactional
information based on your actiwvities on the
Internet service provided by us.

|»

If the information you provide cannot be

u to send us additional
ur driver license, credit
card statement, and/or a recent utility bill or
other information confirming yo address), or
to answer additional questions to help verify j

wverified, we may ask w
information (such as

® | agree.
9 | disagree.

L Nex )

Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Wireless Internet Access

Rate Plan Price
@& 1hrs0mins EUR 4
O 4hrs 0 mins EUR &
O 500 Mbyte EURS

Note:

( AJPaymentis accepted via PayPal. PayPal enables you to send payments
securely enline using PayPal account, a credit card or bank account. Clicking on
"Buy Mow” button, you will be redirected to PayPal’s site to make payment (B}
Please dontmanually close the browser when you reach PayPal's payment
confirmation page. lttakes about 30 seconds or mare before you are
automatically redirected back to our website with a set of Login ID and
Password.

il - 4
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Microsoft Internet Explorer.

9 Do you want 1o porchase the intrrnet service through PayPal's websie?
-
Mote: You don't necessarly need a PayPal sccount to do a credit cand payment on PayPal's webste )

K ][ Cancel ]

Step 4: You will be redirected to PayPal website to complete the payment process.

YK Cafe

Wireless Internet Access (1 hrs 0 mins) Total: €4.00 EUR
g
Pay Fast With PayPal FERTFEY] =) secure Payments

PayPal securely processes payments for YK Cafe. You can finish paying in a few clicks.

Why use PayPal?

- It's free to send money and shop onling LOG IN TO PAYPAL

-You can shop without sharing your financial infarmation with

merchants Email personal_account@hotmail col
- Qwver 50,000 cnline merchants accept PayPal Password:

Don't have a PayPal account?
Mo problem, continue checkout.

Forgotten email addreas or

password?
YK Cafe
JL, Review Your Payment FEREllT S secure Payments

Review the payment details below and click Pay to complete your secure payment. Eind out how
this paymentis made

tem Unit Price aty Total
Wireless Internet Access (1 hrs 0 mins) €400 1 €400
Username: @D2U, Your first time login must be done before 2007/ 9 17:59:45.:
The account is worth 1 hrs 0 mins of usage and is valid within 5 days after your
first login.

Total €400

[ Add special instructions for the Merchant

Total:  £€4.00 EUR

FPayment Method: PayPal Funds £2.84 GBP
PayPal Conversion Rate as of 26 Mar. 2007: 1 Pound Sterling = 1.41305 Euros
Chanage

YK Cafe

You Made A Payment (el £ sesue paments

Your payment for €4.00 EUR has been completed.
You are now being redirected to YK Cafe

If you are not redirected within 10 seconds click here.
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Step 5: Click Start Internet Access to use the Internet access service.

Login i QDZUE Airliwve
Password HETTECOS
Price EUR 400 { Tax EUR0.00 )
Usage 1 hee 0 mins

ESSID . AirLive
Your first ime login most be done before 20070228 17-50.45

The account is valid within § days afler your first login
Please write down the Login ID and Password immediately!

[ Start internet Access

' =4

Note:

1. Paymentis accepted via PayPal. PayPal enables you to send payments securely online using PayPal account,
a credit card or bank account. Clicking on Buy Now button, you will be redirected to PayPal’s site to make
payment.

2. Please do not manually close the browser when you reach PayPal’'s payment confirmation page. It takes
about 30 seconds or more before you are automatically redirected back to our website with a set of Login

ID and Password.
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Appendix E — Proxy Setting for Hotspot

HotSpot is a place such as a coffee shop, hotel, or a public area where provides Wi-Fi service for mobile and

temporary users. HotSpot is usually implemented without complicated network architecture and using some proxy

servers provided by Internet Service Providers.

=7’

In Hotspots, users usually enable their proxy setting of the browsers such as IE and Firefox. Therefore, so we need

herium Gatewa

1
to set some proxy configuration in the Gateway nee]tJj to be set. Please follow the steps to complete the proxy

configuration :

1. Login Gateway by using “admin”.

2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.

Hetwork Address
Translation

Privilege List

Maonitor IP List
Walled Garden List

Proxy Server
Properties

Dynamic DNS

Network Configuration
WiAS-1 200G provides 3 types of network address translation:
Static Assignments, Public Accessible Server and IP/IFort Redirect.

Systern provides Privilege P Address List and Privilege MAC
Address List. Systern will BOT contral the network access ofthose
listed dewices.

Systern can monitor up to 40 network devices with the defined
probe interval and retrying.

Jpto 20 hosts' URL could he defined in Walled Garden List. Clients
may access these URL without authentication.

WiAS-1000GY2 supports up to 10 external proxy servers.
Systern can redirect traffic to external proxy server into built-in proxy
SEmnver,

WilAS-1200G supports dynamic DNS (DDRS) feature.

128
Notebook

Inter



AirLive WIAS-1200G
User's Guide

3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

tem

9

10

11

Server IP

L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]

Proxy Server Properties

Internal Proxy Server

O Enable @ Disable

External Proxy Server

Port

L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]

4. Add the ISP’s proxy Server IP and Port into External Proxy Server Setting.

10

11

Proxy Server Properties

Internal Proxy Server

O Enable & Disable

External Proxy Server

| [ozazes ] bsee | |
L ] L ]
L ] L ]
L ] L ]
L ] L ]
L ] L ]
L ] L ]
L ] L ]
L ] L ]
L ] L ]
S S
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5.

6.

Enable Built-in Proxy Server in Internal Proxy Server Setting.

Internal Proxy Server

External Proxy Server

1

2

Proxy Server Properties

nable ' Disahle

Server IP

10.2.3.203

Click Apply to save the settings.
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Appendix F — Proxy Setting for Enterprise

Enterprises usually isolate their intranet and internet by using more elaborated network architecture. Many

enterprises have their own proxy server which is usually at intranet or DMZ under the firewall protection.

Desktop @

Router

Esi
¢
7

ore Switch Firewall

(([5)) (B)

Access Point Access Point

Notebook Notebook . .

Proxy Server Web Server Mail Server

DMz

In enterprises, network managers or MIS staff may often ask their users to enable their proxy setting of the browsers

such as IE and Firefox to reduce the internet access loading. Therefore some proxy configurations in the Gateway

need to be set.

Note:
Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7 devices. By the

way, the clients don’t need to enable their browsers’ proxy settings, and administrators don’t need to set any proxy

configuration in the Gateway.

Please follow the steps to complete the proxy configuration :
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Gateway setting

Login Gateway by using “admin”.
Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.

Network Configuration
Network Address WiAS-1 200G provides 3 types of network address translation:
Translation Static Assignments, Public Accessible Server and IP/IFort Redirect.

Systern provides Privilege P Address List and Privilege MAC
Privilege List Address List. Systern will BOT contral the network access ofthose
listed dewices.

Systermn can monitor up to 40 network devices with the defined

Monitor P List prabe interval and retrying.
. Jpto 20 hosts' URL could he defined in Walled Garden List. Clients
Walled Garden List may access these LURL without authentication.
WiAS-1000GY2 supports up to 10 external proxy servers.
Proxy Server : . L
Properties System can redirect traffic to external prowy server into built-in promxy
SEmnver,
Dynamic DNS WilAS-1200G supports dynamic DNS (DDRS) feature.

Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

Proxy Server Properties

Internal Proxy Server

O Enable @ Disable

External Proxy Server

1 L ] L ]
2 L ] L ]
3 L ] L ]
4 L ] L ]
5 L ] L ]
5 L ] L ]
7 L ] L ]
8 L ] L ]
: L ] L ]
10 L ] L ]
1 L ] L ]
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4.  Add your proxy Server IP and Port into External Proxy Server Setting.

Item

1

2

Proxy Server Properties

Internal Proxy Server

) Enable & Disable

External Proxy Server

[ [ozsams ol
R R
R R
R R
] ]
R R
R R
R R
I I
] ]
1 1

5. Disable Built-in Proxy Server in Internal Proxy Server Setting.

Proxy Server Properties

Internal Proxy Server

O Enable & Disable

. wmmmeey ]
[ Ccweooewe |
I ===

ltem

1

2

Server IP

10.2.2.202

I

6. Click Apply to save the settings.

External Proxy Server

Port

G52R8

L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
L ]
1
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Note. If your proxy server is disabled, it will make the user authentication operation abnormal. When users open the

browser, the login page won't appear because the proxy server is down. Please make sure your proxy server is

always available.
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It is necessary for clients to add default gateway IP address into proxy exception information so the user login

successful page can show up normally.

1. Use command “ipconfig” to get Default Gateway IP Address.

psoft Wine

20 Copyright 19 Bl Microseft Corp.

:\Documents and Settingssduke.hung?ipconf iy

Windows IP Conf iguration

Ethernat adapter

Connect ' DS

Default Gateway . . .

Ethernet adapter

2.  Open browser to add default gateway IP address (e.g. 192.168.1.254) and logout page IP address

“1.1.1.1” into proxy exception information.
® ForlE

Exceptions

[

,.

A Type Proxy address to use

Servers
- %
HTTF: 10235330
Secure:
ETP:
Socks:

Use the same prowxy server For all protocols

| B Do not use proxy server for addresses beginning with:

192.168.1.254,1.1.1.1|

Use semicolons () 1 ko separate enkries,
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® For Firefox

Connection Sethings

X

Configure Proxes to Access the Internet
() Direct comnection to the Infernet
() Auto-detect proxor settings for this network
(%) Manuval proxgr configuration:
HTTF Proxy: | 102.2.203 | Fort; | 6588 |

Use this proxy server for all protocols

|ﬂo Prosor for: |192.1se.1_254,1_1.1_1| ||
Example: .mozilla.org, netne, 192,168,104
() Antomatic proxy configuration TRL:

0K ][ Cancel ][ Help
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Appendix G — Disclaimer for On-Demand Users

In AirLive WIAS-1200G, the end user first gets a login page when she/he opens its web browser right after

associating with an access point. However, in some situations, the hotspot owners or MIS staff may want

to display “terms of use” or announcement information before the login page. Hotspot owners or MIS staff

can design a new disclaimer/announcement page and save the page in their local server. After the

agreement shown on the page is read, users are asked whether they agree or disagree with the

disclaimer. By clicking “I agree,” users are able to log in. If users choose to decline, they will get a popup

window saying they are unable to log in. The basic design is to have the disclaimer and login function in

the same page but with the login function hidden until users agree with the disclaimer.

Here the codes are supplied. Please note that the blue part is for the login feature, the red part is the

disclaimer, and the green part can be modified freely by administrators to suit the situation better. Now

the default is set to “I disagree” with the disclaimer. Administrators can change the purple part to set

“agree” as the default or set no default. These codes should be saved in local storage with a name

followed by .html, such as login_with_disclaimer.html.

<html>

<head>

<META HTTP-EQUIV="Pragma" CONTENT="no-cache">

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<META HTTP-EQUIV="Cache-Control* CONTENT="no-cache">

<link href="../include/style.css" rel="stylesheet" type="text/css">

<title>Login</title>

<script language="javascript1.2">

var pham = document.cookie;

var disableButton=false;

function getCookie(name)

{

name +="="; /[ append '=' to name string

var i = 0; // index of first name=value pair

while (i < pham.length) {

var offset = i + name.length; // end of section to compare name string
if (pham.substring(i, offset) == name) { // if string matches

var endstr = pham.indexOf(";", offset); //end of name=value pair

if (endstr == -1) endstr = pham.length;

return unescape(pham.substring(offset, endstr));
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}

i = pham.indexOf(

, 1) +1; // move i to next name=value pair

if (i == 0) break; // no more values in cookie string

}

return null; // cookie not found

function CodeCookie(str)

{

var strRtn="";

for (var i=str.length-1;i>=0;i--)

{
strRtn+=str.charCodeAt(i);
if (i) strRtn+="a";

}

return strRtn;

}

function DecodeCookie(str)

{

var strArr;

var strRtn="";

strArr=str.split("a");

for(var i=strArr.length-1;i>=0;i--)

strRtn+=String.fromCharCode(eval(strArr[i]));

return strRtn;

function MM_swaplmgRestore() { //v3.0

var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.0Src;i++) X.Src=x.0Src;

}

function MM_preloadimages() { //v3.0

var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();

var i,j=d.MM_p.length,a=MM_ preloadimages.arguments; for(i=0; i<a.length; i++)
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if (a[i].indexOf("#")!=0){ d.MM_p[jl=new Image; d.MM_pl[j++].src=ali];}}
}

function MM_findObj(n, d) { //v4.01

var p,i,x; if('d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms[i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers[i].document);
if(Ix && d.getElementByld) x=d.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0

var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length-2);i+=3)
if (x=MM_findObj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.0Src=x.src; x.src=a[i+2];}

}

function init(form)

{
id = getCookie("username");
if(id!'="" && id!=null)
{

form.myusername.value = id;

disclaimer.style.display=",

login.style.display="none";

}

function Before_Submit(form)

{

if(form.myusername.value =="")
alert("Please enter username.");
form.myusername.focus();
form.myusername.select();

disableButton=false;

return false;

}

if(form.mypassword.value =="")
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alert("Please enter password.");
form.mypassword.focus();
form.mypassword.select();

disableButton=false;

return false;

if(disableButton==true)

alert("The system is now logging you in, please wait a moment.");

return false;

disableButton=true;

return true;

return true;

function reminder_onclick(form)

Reminder.myusername.value = form.myusername.value;

Reminder.mypassword.value = form.mypassword.value;

Reminder.submit();

function cancel_onclick(form)

form.reset();

{
}
else
{
}

}

{

}

{

}

function check_agree(form)

{

if(form.selection[1].checked == true)

{

alert("You disagree with the disclaimer, therefore you will NOT be able to log in.");

return false;
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disclaimer.style.display="none’;

login.style.display=",

return true;

</script>

</head>
<body style="font-family: Arial" bgcolor="#FFFFFF"
onload="init(Enter);MM_preloadimages('../images/submit0.gif',"../images/clear0.gif',"../images/remaining0.gif')">
<ilayer width=&{marquee_width}; height=&{marquee_height}; name="cmarquee01">
<layer name="cmarquee02" width=&{marquee_width}; height=&{marquee_height};></layer>

<lilayer>

<form action="userlogin.shtml" method="post" name="Enter">

<table name="disclaimer" id="disclaimer" width="460" height="430" border="0" align="center"
background="../images/agreement.gif">
<tr>
<td height="50" align="center" valign="middle"><div align="center" class="style5">Service
Disclaimer</div></td>
</tr>
<tr>
<td height="260" align="center" valign="middle"><table width="370" height="260" border="0" align="center">
<tr>
<td>
<textarea hame="textarea" cols="50" rows="15" align="center" readonly>
We may collect and store the following personal information:
e-mail address, physical contact information, credit card numbers and transactional information based on your

activities on the Internet service provided by us.

If the information you provide cannot be verified, we may ask you to send us additional information (such as your
driver license, credit card statement, and/or a recent utility bill or other information confirming your address), or to

answer additional questions to help verify your information.)

Our primary purpose in collecting personal information is to provide you with a safe, smooth, efficient, and
customized experience. You agree that we may use your personal information to: provide the services and customer
support you request; resolve disputes, collect fees, and troubleshoot problems; prevent potentially prohibited or

illegal activities; customize, measure, and improve our services and the site's content and layout; compare
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information for accuracy, and verify it with third parties.

We may disclose personal information to respond to legal requirements, enforce our policies, respond to claims that

an activity violates the rights of others, or protect anyone's rights, property, or safety.

We may also share your personal information with:

members of our corporate family to help detect and prevent potentially illegal acts; service providers under contract
who help with our business operations; (such as fraud investigations and bill collection) other third parties to whom
you explicitly ask us to send your information; (or about whom you are otherwise explicitly notified and consent to
when using a specific service) law enforcement or other governmental officials, in response to a verified request
relating to a criminal investigation or alleged illegal activity; (In such events we will disclose name, city, state,

telephone number, email address, User ID history, and fraud complaints)

XXXXX participants under confidentiality agreement, as we in our sole discretion believe necessary or appropriate in
connection with an investigation of fraud, intellectual property infringement, piracy, or other unlawful activity; (In such
events we will disclose name, street address, city, state, zip code, country, phone number, email, and company
name.) and other business entities, should we plan to merge with, or be acquired by that business entity. (Should
such a combination occur, we will require that the new combined entity follow this privacy policy with respect to your

personal information. If your personal information will be used contrary to this policy, you will receive prior notice.)

Without limiting the above, in an effort to respect your privacy and our ability to keep the community free from bad
actors, we will not otherwise disclose your personal information to law enforcement, other government officials, or
other third parties without a subpoena, court order or substantially similar legal procedure, except when we believe
in good faith that the disclosure of information is necessary to prevent imminent physical harm or financial loss or to

report suspected illegal activity.

Your password is the key to your account. Do not disclose your password to anyone. Your information is stored on
our servers. We treat data as an asset that must be protected and use lots of tools (encryption, passwords, physical
security, etc.) to protect your personal information against unauthorized access and disclosure. However, as you
probably know, third parties may unlawfully intercept or access transmissions or private communications, and other
users may abuse or misuse your personal information that they collect from the site. Therefore, although we work
very hard to protect your privacy, we do not promise, and you should not expect, that your personal information or

private communications will always remain private.

By agreeing above, | hereby authorize xxxxx to process my service charge(s) by way of my credit card.
</textarea>
</td>
</tr>
</table></td>

</tr>
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<tr>

<td height="40"><table width="170" height="20" border="0" align="center" cellpadding="2">

<tr>
<td align="left"><input name="selection" value="1" type="radio"></td>
<td><span class="style4">| agree.</span></td>
</tr>
<tr>
<td align="left"><input name="selection" value="2" checked type="radio"></td>
<td><span class="style4">| disagree.</span></td>
</tr>
</table></td>
</tr>
<tr>
<td height="30"><table width="110" height="20" border="0" align="center" cellpadding="2">
<tr>
<td width="45" align="center" valign="middle"><input name="next_button" type="button" value="Next"
onclick="javascript:check_agree(Enter)"></td>
</tr>
</table></td>
</tr>
<tr>
<td height="20">&nbsp;</td>
</tr>

</table>

<div align="center">
<table name="login" id="login" width="497" height="328" border="0" align="center" cellpadding="2" cellspacing="0"
background="../images/userlogin.gif'>
<tr>
<td height="146" colspan="2">&nbsp;</td>
</tr>
<tr>
<td width="43%" height="53">&nbsp;</td>
<td><input type="text" name="myusername" size="20"></td>
</tr>
<tr>
<td height="42">&nbsp;</td>
<td><input type="password" name="mypassword" size="20"></td>

</tr>
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<tr>
<td colspan="2">
<div align="center">
<a onclick="javascript:if(Before_Submit(Enter)){Enter.submit();}" onMouseOut="MM_swaplmgRestore()"
onMouseOver="MM_swaplmage('Image3',","../images/submit0.gif',1)">
<img src="../images/submit.gif" name="Image3" width="124" height="38" border="0" >
<la>
<a onclick="cancel_onclick(Enter)" onMouseOut="MM_swaplimgRestore()"
onMouseOver="MM_swaplmage('Image5',","../images/clear0.gif',1)">
<img src="../images/clearl.gif" name="Image5" width="124" height="38" border="0">
<la>
<a onclick="javascript:if(Before_Submit(Enter)){reminder_onclick(Enter);}"
onMouseOut="MM_swaplmgRestore()" onMouseOver="MM_swaplmage('Image4',","../images/remaining0.gif',1)">
<img src="../images/remaining.gif' name="Image4" width="124" height="38" border="0">
<la>
</div>
</td>
</tr>

</table>

<table>
<tr>
<td width="100%">
<font color="#808080" size="2"><script language="JavaScript">if( creditcardenable == "Enabled" )
document.write("<a href=\"../loginpages/credit_agree.shtm\">Click here to purchase by Credit Card
Online.<a>");</script></font>
</td>
</tr>

</table>

</div>

</form>

<form action="reminder.shtml|" method="post" hame="Reminder">
<input type=hidden name=myusername value="">

<input type=hidden name=mypassword value="">

</form>

<br>

<div align="center">

<table>

<tr>
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<td width="100%">

<font color="#808080" size="2"><script language="JavaScript">document.write(copyright);</script></font></td>
</tr>

</table>

</div>

</body>

</html>
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Appendix H — Network Configuration & External Network

Access

1. Network Configuration on PC

After AirLive WIAS-1200G is installed, the following configurations must be set up on the PC: Internet Connection

Setup and TCP/IP Network Setup.

* Internet Connection Setup
€ Windows 9x/2000
1) Choose Start > Control Panel > Internet

Options.

2) Choose the “Connections” label, and then click

Setup.

145

151x]
J File Edit View Favorites Tools Help ‘

| Bk - = - 5| @search LiFolders CAHistory | B2 BX X ) | E-

J Address I@ Control Panel j @G0

"] r
!

E Accessiblity  AddfRemove  AddjRemove  Administrative  DatsfTime

Control Panel Options Hardware Programs Tools
) j
Internet Dptions Eﬁr X % q
Configures your Internet display =
and connections settings Display Folder Options Fonts Game
Controllers
Windows Update "h.
Windovs 2000 Support, @ ¥
e
Keyboard Mouse Metwork and  Phone and  Power Options
Diskup Co...  Modem ...
® a2 4
=
Printers Regianal Scanners and  Scheduled Sounds and
Options Cameras Tasks Multimedia
2 & &
System Users and  WMware Tools e
Baceumerre [~ |

‘Conﬁgures wour Internet display and connections settings ‘ |LQ.1 My Computer

Internekt Properkties

General I Security I Content  Connections IPngrams I Advanced I

21|

Use the Internet Connection Wizard ko
connect your computer to the Internet.

—Dial-up settings

add. ..

Remove |
Sethings. .. |

| Dial whenever anebwork conneckion is not present

) always dial my. default conmection
Seb Default |

% rdewer dislla commection

Zurrent [one

—Local Area Metwork (LAN) settings

LAk Settings... |

[=].4 Cancel I Aoy I




3) Choose “l want to set up my Internet
connection manually, or | want to connect
through alocal Area network (LAN)”, and then

click Next.

4) Choose “I connect through alocal area
network (LAN)” and click Next.

5) DO NOT choose any option in the following LAN
window for Internet configuration, and just click

Next.
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Internet Conne LI

Welcome to the Internet
Connection Wizard
The Intermet Connection wizard helps pou connect vour computer

to the Internet. Wou can uge this wizard to st up a new o
existing Intemet account.

7 | want to sign up for a new Intemet account. My telephone line
iz connected to my madem.]

| want to bramsfer my existing Intemet account o this computer.
[My telephong line is connected ta my modem.]

€% | want to set up my Internet connection manually, o | want to
connect through a local area network, [LAN].

To leave pour Internet zettings unchanged, click Cancel.

Toleam more about the Internet, click. Tutorial Tutarial

<Back‘ i Mext > I’ Cancel

S ——

Internet Connection Wizard 1[

Selting up your Internet connection

If you have an Intemet service provider account, you can use your phone ine and a madem
to connect ko it IF your computer iz connected to a local area netwark (LAN), pou can gain
access to the Internet over the LAN.

How do you connect ta the Internet?

| connect thiough a phane line and & modem

@t thiough a local area netwark [LAM]

<Back‘| Mext » I} Cancel |

TSsS——

Internet Connection Wizard x|

Local area k1

Select the method you would like to use to configure pour proxy settings. 1f you are not
sure which option to select, select automatic discovery or contact your network,
administrator. Automatic configuration may override manual settings. To ensure the uze
of manual settings, disable automatic configuration,

Automatic Configuration
[T Automatic discovery of prowy server [recommended]

™ Use automatic configuration script

Address:

™ Manual Prowy Server

< Back (INext ﬁl Cancel

S ——




6) Choose “No”, and click Next.

7) Finally, click Finish to exit the Internet
Connection Wizard. Now, the set up has been

completed.

€ Windows XP
1) Choose Start > Control Panel > Internet

Option.
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Internet Connection Wizard il

Set Up Your Internet Mail Account

An Internet mail program iz installed on your computer. Intermet mail allaws pou to
receive and send e-mail meszages.

To successfully st up your Internet mail account, you must have already signed up for
an e-mail account with an Intermet service provider and obtained important connection
information. If pou are missing any information the wizard asks you to provide, contact
wour Internet service provider.

Do you want to gt up an Internet mail account now?

 Yes

<Back< I Next > I >Eanc:e| |

TS

x|
Completing the Internet Connection
Wizard

“r'ou have successfully completed the Internet Connection wizard.
“Tour computer is now configured to connect bo vour Intermet
account.

After you cloge this wizard, you can connect ta the
Internet at any time by double-clicking the Internet
Explorer icon on your desktop.

r To connect to the Intemet immediately, select this box and then
click Finish

To close the wizard, click Finish

< B ac(lﬂn\sml Cancel
————

B Control Panel E”E‘EI
b

File Edit Wiew Favorites Tools Help "

<k > ‘ﬁ' ,,'" Search ||~ Folders

= k=
3
4

Administrative Date and Time

address |3 Control Panel
ﬂ‘ Control Panel 5’ '% D
Accessibilty  AddHardware  Add or

B Switch ta Catagary Yiew Options Rema, ..

See Also % ’ﬂ —‘J

Display  Folder Options  Fonts

@
g ig
2
£

& Windows Update Contrallers

@) Help and Support

= T @
= &) =4
Keyboard Mouse Network
Connections

e @ =2

Printers and  Regional and  Scanners and
Faxes Language ... Cameras

Speech System

Taskbar and

v

Phone and  Power Options

Modem ...
9

Scheduled Sounds and

G

Tasks Audio Devices
User Accounts WMware Tools bt
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2) Choose the “Connections” label, and then click RLICUGEEETE @)X
Setup General | Security | Privacy | Content | Connections | Programs | Advanced

3 " "
. o ) To set up an Inkernet connection, click
_gj. Setup. Setup...

Dial-up and “irtual Private Hetwork, settings

Choose Settings if vou need to configure a proxy
server for a connection.

Local Area Metwork, [LAMN] zettings

LaM Settings do not apply ko dial-up connections, L&k Settings. ..
Choose Settings above For dial-up settings.

[ ak ] [ Cancel

3) Click Next when Welcome to the New New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helps you:

Connection Wizard screen appears.

* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwark.

* Setup ahome or small office netwark.

To continue, click Nest.

[ Mest> | D Cancel

CliCk Next Metwork Connection Type @

‘wihat do you want to do?

ou ca browse the Web and read email

() Connect to the network at my workplace
Connect to a buginess network [uzing dial-up or YPN] 20 you can work, from home,
a field office, or another location.

() Set up a home or small office network

Connect to an existing home or small office netwark or set up a new one.

() 5et up an advanced connection

Connect directly to another computer uzsing your senal. parallel. or infrared part, or
zet up this computer 3o that other computers can connect to it,

P —
[ <Eac( ” MNext » ID Cancel
—
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5) Choose “Set up my connection manually” and

then click Next.

6) Choose “Connect using a broadband
connection that is always on” and then click

Next.

7) Finally, click Finish to exit the Connection

Wizard. Now, you have completed the setup.
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New Connection Wizard
Getting Ready

The wizard is preparing to set up vour Intermet connection.

How do you want to connect to the Intermet?

ternet service providers [I5Ps]

will need your account name, password, and a
phone number for your ISP, For a broadband account, you won't need a phone
number.

() Use the CD | got from an ISP

P ——
[ <Eac:|( ” Mext > ]D Cancel
—

New Connection Wizard

Internet Connection
Haw do you want ta connect ta the Intermet?

() Connect using a dial-up modem
Thiz type of conhection uzes a modem and a regular or ISDN phane line.

dhand b

(Z) Connect uging a b that

password
This iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

quires a user name and

T g "
connection. |t is always active, and doesn't require pou to sigh in.

P —
[ < Back (H Mext » ]) Cancel
~—

New Connection Wizard

)

Completing the New
Connection Wizard

“Your broadband connection should already be configured
and ready ta uze. IF your connection i nat working
properly, click the following link.

Learn more about

To cloge this wizard, click Finish.

[ < Back H Finish l) Cancel
V
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TCP/IP Network Setup

If the operating system of your PC is Windows 95/98/ME/2000/XP, keep the default settings without any change
to directly start/restart the system. With the factory default settings, during the process of starting the system,
AirLive WIAS-1200G with DHCP function will automatically assign an appropriate IP address and related
information for each PC. If the Windows operating system is not a server version, the default settings of the
TCP/IP will regard the PC as a DHCP client, and this function is called “ Obtain an IP address automatically”.
If you want to check the TCP/IP setup or use the static IP in the LAN1/LAN2 or LAN3/LAN4 section, please

follow the following steps:

€ Check the TCP/IP Setup of Window 9x/ME

E3 Control Panel 18] %]
1) Choose Start > Control Panel > Network.
J File Edt View Go Favoites Help ‘
J . | B @K .
Eack Famard| Up Cut Caopy Paste Unda Delete  Properties | Wiews
| Adess I@ Contral Panel [
Accessibity  AddMew  Add/Remove  Date/Time
Cpti Hard Fi
Contr0| pliotis ardware o
 Panel 4 &
Display Fonts Game Intemet
Network Contrallers Optiong
Configures network
hardware and software. @ @‘} @ %
&
Keyboard Modems Mouse ultimedia
Microsoft Horne
Technical Support =
ODBCData  Passwords Power
Sources [32bit] Management
[ETE W | |
‘Conliguras hetwark hardware and zol ‘ Iy Computer
H H Met k
2) Choose “Configuration” label and select Network K|

Configuration I Identification I Accezs Contral I

“TCP/IP > AMD PCNET Family Ethernet
Adapter (PCI-ISA)", and then click Properties.

T he following network components are installed:

Client for Microzoft Metworks
5 a0 PCHET Farmily Ethernet AdaEter [PCI-154]

Now, you can choose to use DHCP or specific IP

Y TCPAF >

AkD PCHET Family Ethernet sdapter [PCI-154]
Dialllp Adapter

address.

Prirnany Metwork Logon:
ICIient far Microsoft Metworks LI

File and Print Sharing... I

Dezcription

TCRAR iz the protocol vou uze ta connect to the Internet and
wide-area networks.

ak. I Cancel I
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3) Using DHCP: If you want to use DHCP, please
“ . . N Bindings | Advanced | MetBIOS |
choose “Obtain an IP address aUtomatlca”y DMS Configuration I G ateway I WIMS Configuration  |P Address
on the “IP Address" |abe| and C”Ck OK. Thls iS A |P addreszz can be automatically assigned to this computer.
If pour network. does ot automatically aszign IF addreszes. ask
aISO the defau|t Setting of WindOWS Then reboot wour hebwork, administrator for an address. and then type it in
: ’ the space below.
the PC to make sure an IP address is obtained —
L. i+ iObtain an |P address automaticall
from AirLive WIAS-1200G. C B
" Specify an IP address:
B Eddress: | i i H |
SuEriet kasks | A A . |
Carcel

4) Using Specific IP Address: If you want to use specific IP address, you have to ask the network
administrator for the information of AirLive WIAS-1200G: IP address, Subnet Mask, New gateway and

DNS server address.

Note:

If your PC has been set up completed, please inform the network administrator before proceeding to the following

steps.

«  Please choose “ Specify an IP address”
. . . Bindings 1 Advanced | NetBIOS |
and enter the information given by the DNS Configuration | Gateway | WINS Configuration P Address
network administrator in “1P Address” and An IP address can be automatically assigned to this computer,
If your network. does not automatically assign IP addiesses. ask
“Subnet Mask” on the “IP Address” label your network administrator for an address, and then type it in

the space below.

and then click OK.

1P Address: I | . . . |

Subnet M ask: I & i i |
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¢ Choose “Gateway” label and enter the
gateway address of AirLive WIAS-1200G in
the “New gateway:” and then click Add
and OK.

e Choose “DNS Configuration” label. If the
DNS Server column is blank, please click
Enable DNS and then enter the DNS
address or the DNS address provided by
ISP. Then, click Add and click OK.

€ Check the TCP/IP Setup of Window 2000
1) Select Start > Control Panel > Network and

Dial-up Connections.
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TCF/IF Properties 4 B3

Advanced I

MetBI0S ]
G ateweay I

WwiNS Configuration | IP Address |

Eindingsz |
DMS Configuration

The first gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used.

Mew gateway:
(1. -~ @ s

Inztalled gatewaps:

Hemove I

Carncel

TCP/IP Properties I B3

Bindings | Achanced MetBI0s ]
DHS Configuration I Gateway | "WINS Configuration | IF Address |
L]

Host: I Diomair: I
DMS Server Search Order

| Bemove |

Cromain Suffix Search Order

| ol

| Hemove I

Cancel

—loix

J File Edit VMiew Favaorites Tools Help |

J d=Eack « = - | @SEarch L4 Folders @Histury ||E' 0 X w5 | Ed-

J Address I@ Contral Panel j ao
= =l — Date/Time Display  Folder Options  Fonts -]
!
e
Control Panel % %& @ @
(zame Inkernet Keyboard Mouse
Network and Dial-up Contrallers Options

Connections
Connects to other computers,
networks, and the Internet

g a

Phone and  Power Options

Maodem ...
=
e =
4=
o

‘windows Lpdste Printers

‘windows 2000 Support

Regional Scanners and  Scheduled Sounds and

Cplions Cameras Tasks Multimedia

= <)

System Users and  YMware Tools LI
Connects to other computers, networks, and the Internet | |@‘ My Computer A
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, , . s
2) Click the right button of the mouse on “Local [ ST _\Lm
. " - | &Back = = - 7] | @search [LFolders (BHstory |05 W X | EE-
Area ConneCtlon |C0n and then SeIeCt Jnddress I Metwork and Dial-up Connections j WGD

“Properties”. ] =,

- Make Hew

Network and Dial- Connection

up Connections Disable
Status

Local Area Connection P ——

Type: LAN Connection Delete
R

Status: Enabled

AMD PCNET Family PCI Ethernet
Adapter

\S Displays the properties of the selected connection.

3) Select “Internet Protocol (TCP/IP)” and then x|

) ) General I
click Properties. Now, you can choose to use

Connect uzing:

DHCP or specific IP address, please proceed to I 24D PCMET Family PCI Ethermet Adapter

the following steps.

Components checked are used by this connection:
Client for Microzoft Metworks
) E il sma-Rrinte ing for Microsoft Nebwoarks

Il Wrinstol [ Propeties ]

— Description

Transmission Control Protocol/lnternet Pratocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

[ Show icon in taskbar when connected

Ok Cancel I

4) Using DHCP: If want to use DHCP, please 2]

General
choose “Obtain an IP address automatically” |

Y'ou can get I[P settings assigned automatically if your network supports

and click OK. This is also the default setting of e

Windows. Then, reboot the PC to make sure an @ ST e A

. . - — U he fallowing IF add 3

IP address is obtained from AirLive WIAS-1200G. 2= the falowing [ address
P address: I
Subnet mask: |
Lefault gatewan: |

{* Obtain DMS server address autamatically
—{" Uze the following DMS server addresses:

Erefered DHS servern |

Alternate DHNS server: I

Advanced... |

ak Cancel I
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5) Using Specific IP Address: If you want to use specific IP address, you have to ask the network

administrator for the information of the AirLive WIAS-1200G: IP address, Subnet Mask, New gateway
and DNS server address.

Note:

If your PC has been set up completed, please inform the network administrator before proceeding to the following
steps.

+ Please choose “Use the following IP Intemnet Protocol (TCP/IP) Properties 21l

General I

address” and enter the information given

*ou can get I[P settings assigned automatically if pour netwaork. zupports

from the network administrator in “IP
address” and “Subnet mask” If the DNS
Server column is blank, please choose
“Using the following DNS server
addresses” and then enter the DNS

address or the DNS address provided by

thiz capability. Otherwize, vou need to ask vour nebwork administrator for
the appropriate |P settings.

i Obtai utormatically
i+ Lze the following IP address:
1P addreszs: |

Subnet maszk: |

Diefault gatewaw: I

T

ISP and then click OK.

Preferred ZEIVET !
Alternate DNS zerver: I
Ok Cancel
. Then, click Advanced in the window of ed |

General
“Internet Protocol (TCP/IP)”. |

“r'ou can get I[P settings assigned automatically if pour network, supports
thiz capability. Othenwize, vou need to aszk vour network. administrator for
the appropriate IP zettings.

* Ohbtain an IP address automatically
—{ Uge the following IP address:
|F address: |

Subnet mask: I

Default gatewaw: I

= Obtain M5 server address automatically
—i* |Jse the following DHS server addresses:

Preferred DMS server: I |

alternate DMNS server: |

T T

k. I Cancel I
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* Choose the “IP Settings” label and click 2=

IP Settings | DNS | WwiNS | Options |
Add below the “Default Gateways” column

— P addresses

and the “TCP/IP Gateway Address” IP address | Subnet mask
DHCF Enabled

window will appear. Enter the gateway

address of AirLive WIAS-1200G in the

“Gateway” of “TCP/IP Gateway Address” JS———

window, and then click Add. After back to e | Metic |

the “IP Settings” label, click OK to finish.

sdd.. | Edit Femove |

Add. . EdiL... Femove

Interface metric: |1

TCP/IP Gateway Address T
Gatewan:
W Automatic metnic
et I
Cancel |
€ Check the TCP/IP Setup of Window XP
1) Select Start > Control Panel > Network # Control Panel IZHE\
File Edit ‘iew Favorites Tools Help I
Connection. Qe - © - (¥ Psexch [ raes | [

address | [ Control Panel "‘ &
= . 3 A
& ¥ D W & |
E’ Control Panel & o =
Accessibiity  Add Hardware Add or Administrative Date and Time
[} Switch to Categaory View Options Remav... Toals

T, ¥ 2 e P

Display  Folder Options ~ Fonts Game Intermet
Contrallers  Options

-

Phame and  Power Options

% Windows Updats
(7)) Help and Support

& D

Keyboard Maouse
Moden ...

5 eF 2 e

Printers and  Regional and  Scanners and  Scheduled Sounds and

Faxes Language ... Cameras Tasks Audio Devices
=3 Q! g a E D
Speech System  Taskbar and Lser Accounts WMware Tools v
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2) Click the right button of the mouse on the “Local  [EREEEEIEIED -

File Edit View Favorites Tools Advanced Help A

Area Connection” icon and select “Properties” | Qs - () (# Dsewch | roes [

Gu

Adddress | & Network Connections b

#| LAN or High-Speed Internet

Network Tasks

[5) create s new
connection

% Setup a home or smal
office network

& Disabls this network
device:

R Repair this connection Bridge Connections

B Rename this connection

&) View status of this
connection

Change settings of this =
conneckion

Disable
Status
Repair

Create Shorkout

Pefame

Other Places

B Control Panel
& My Network Places
[} My Documents

3) Select “General” label and choose “Internet -~ Local Area Connection Properties

Protocol (TCP/IP)" and then click Properties. General | Authentication || Advanced]

Connect using:

| HE AMD PCMET Family POl Ethernet Adapter ‘

address, please proceed to the following steps.

Thiz connection uzes the fallowing iterms:

g Client for Microsoft Metwarks
g Filz and Printer Sharing for Microsoft Mebaworks
AP = becdile

Now, you can choose to use DHCP or specific IP

col [TCP/F] I

De=zcription

Tranzmizzion Control Protocol/lntermet Protocol. The default
wide area network. pratocal that provides communication
acrozs diverse interconnected networks.

Intemet Proto

[ Show icon in notification area when connected

[ Ok ] [ Cancel ]

4) Using DHCP: If want to use DHCP, please Internet Protocol (TCPAIP) Properties
choose “Obtain an IP address automatically” General | Atemate Configuration]
. L. ) You can get I[P settings assigned automatically if pour network supports
and Clle OK ThlS IS also the default Sett”‘]g Of thiz capability. Othenwize, you need ta ask your network. administrator for

the appropriate IF zettings.

Windows. Then, reboot the PC to make sure an Qumam T aDmauca”
IP address is obtained from AirLive WIAS-1200G. ) DU e ELE TR | |

() Obtain DMS server address automatically

() Use the following DMS server addresses:

I Ok ] [ Cancel ]
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5) Using Specific IP Address: If want to use specific IP address, you have to ask the network administrator
for the information of the AirLive WIAS-1200G: IP address, Subnet Mask, New gateway and DNS server

address.

Note:
If your PC has been set up completed, please inform the network administrator before proceeding to the following

steps.

* Please choose “Use the fO”OWing P Internet Protocol (TCP/IP) Properties E|E|

address” and enter the information given CEEEY

“ou can get P settings assigned automatically if wour netwark, supports

from the netWOI"k administrator in “ IP thiz capability. Otherwize, pou need to ask your network, administrator for

the appropriate I[P zettings.
address” and “Subnet mask” If the DNS _
O a omatically

(#ilze the following |F address;
1P addreszs: | . . . |

Server column is blank, please choose

“Using the following DNS server

Subnet maszk: |

addresses” and then enter the DNS Default gateway: [ =+ = = |

address or the DNS address provided by

ISP and then click OK. ProfeneT TS = ]
.

I

I [].% l [ Cancel ]

Alternate DMS zerver:

¢ Then, click Advanced in the window of Internet Protocol (TCP/IP) Properties

“Internet Protocol (TCP/IP)". Beneral | Altamate Configuraion

“'ou can get |P settings assigned automatically if wour network, supports
thiz capability. Othenwize, you need to ask vour network. administrator for
the appropriate |P settings.

(®) Obtain an IP address autamatically
() Use the fallowing IP address:

() Obtain DMS server address automatically

(&) Use the following DMS server addresses:
Preferred DMNS server: | . . . |

Alternate DNS server: | . . . |

Cromee 1)

I aE. l [ Cancel ]
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* Choose the “IP Settings” label and click

“Add” below the “Default Gateways”
column and the “TCP/IP Gateway
Address” window will appear. Enter the
gateway address of AirLive WIAS-1200G in
the “Gateway” of “TCP/IP Gateway
Address” window, and then click Add. After
back to the “IP Settings” label, click OK to

finish.

User’s Guide
nce d P AP B
IF Settings | DNS || wWiINS || Options
IP addrezszes
IF address Subnet mask
DHCF Enabled
Add.. Edit... Remove
Diefault gatewaps:
G atevway ketric
Add. . EdiL... Femove
Aytomatic metric
(DK ] D Cancel ]
~——

TCP/IP Gateway Address

Gateway:

Autamatic metrnic

2. External Network Access

If all the steps are set properly, AirLive WIAS-1200G can be further connected to the managed network to

experience the controlled network access environment. Firstly, connect an end-user device to the network at AirLive
WIAS-1200G’s LAN1/LAN2 and set to obtain an IP address automatically. After the network address is obtained at

the user end, open an Internet browser and link to any website. Then, the default logon webpage will appear in the

Internet browser.

1) First, connect a user-end device to LAN3/LAN4 port of the
AirLive WIAS-1200G, and set the dynamical access
network. After the user end obtains the network address,
please open an Internet browser and the default login
webpage will appear on the Internet browser.

Key in the username and password created in the local
user account or the on-demand user account in the

interface and then click Submit button. Here, we key in
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Welcome To User Login Page.

]
@) User Name: Itest@Loca\
Password: qu

User Login Page

Please Enter Your User Name and Password To Sign In .

\m/




2)

3)

4)

AirLive WIAS-1200G
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the local user account (e.g. test@Local for the username and test for the password) to connect the network.

Login page appearing means AirLive WIAS-1200G has
been installed and configured successfully. Now, you can

browse the network or surf the Internet!

If the screen shows “Sorry, this feature is available for
on-demand user only”, the “Remaining” button has
been clicked. This button is only for on-demand users. For
users other than on-demand users, please click the
Submit button.

An on-demand user can enter the username and
password in the “User Login Page” and click the

Remaining button to view the remaining time the account.
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|
o Hello, testi@local

Please close this window or click this button to

Thank you.

Login time: 2005-8-24 17:19:34

Sorry. this feature
is available for
on-demand user only.

L | J

User Login Page i

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

[ ]
@) User Name: |9AC?@Ondemand
Password: [sesese
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Hello, SACYG@COndemand

5) When an on-demand user logs in successfully, the

following Login Successfully screen will appear. There is

an extra line showing “Remaining usage” and a

“Redeem” button.

Flease close this window or click this button to

Thank yout

Rernaining Usage:

i3 | Haur :_3_5__: Nlin i_gg_' Sec
Login time: 2005824 14:18:7

« Remaining usage: Show the rest of use time that the —
Redeem Page

on-demand user can surf Internet.

Welcome To Redeem Page!

¢ Redeem: When the remaining time or data size is
Please Enter Your User Name and Password To Sign In .

insufficient, the user has to pay for adding credit at the

® A A i
counter, and then, the user will get a new username @ UserName: | |

and password. After clicking the Redeem button, you Password:

will see the following screen. Please enter the new e
username and password you got and click Redeem |\ [V ENTER ' Clear ] J

button to merge the two accounts and add up the

available use time and data size by the system, and then, you will see the total available use time and data

size after adding credit.

Note: The maximum session time/data transfer is 24305 days/9,999,999 Mbyte. If the redeem amount exceeds this

number, the system will automatically reject the redeem process.

160




AirLive WIAS-1200G
User's Guide

Appendix | — Common Settings

AirLive WIAS-1200G is an all-in-one product specially designed for small wireless network environment. It integrates
“Access Control” and “Wireless Network Access” into one system to fulfill the needs in Hotspot and SMB.

In the Quick Installation Guide, two common scenarios are described below that allows you to use the
Configuration Wizard utility to speed up the configuration process of AirLive WIAS-1200G. Please refer to section 1.

Hotspot for hotspot environment and section 2. SMB for small & medium size business environment.

1. Hotspot
AirLive WIAS-1200G used in the hotspot environment is usually connected to the Internet through ADSL. Please

refer to the following diagram on connecting AirLive WIAS-1200G with an ADSL modem.

Internet

Administrator

PC JJ
4

PC/Notebook PC'Notebook
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After completing the hardware installation and successfully logging into the web management interface, AirLive
WIAS-1200G can then be configured from the web browser. In the hotspot environment, it is convenient to use the

built-in authentication server to quickly setup the services. One example is to set Local User authentication method

in the Configuration Wizard for employees and for visitors.

Click the System Configuration from the top menu and the
System Configuration page will appear. Then, click

Configuration Wizard.

System Configurati

[ Configuration Wizar«d ]

| System Information Configuration Wizard  This wiz

| . Configu

WAHN Configuration S
Clients

LAN1 & LAN2 Configuration SUCCRS:

F Adminis

Luctom Infarmatinn

Click Run Wizard to begin the Configuration Wizard. B L
WIAS-1200G is an Ethernet Broadband Router with access control features ideal for
hotspot, small business and enterprise networking. The wizard will guide you through the

process of creating a baseline strategy. Please follow the wizard step by step to configure
WIAS-12006G.

. . . . . Configuration Wizard
The Configuration Wizard will appear in a separated

window. Welcome to the Setup Wizard. The wizard will guide you through these
T quick steps. Begin by clicking on Next.

Click Next to begin.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Set Authentication Methods

Step 6. Set Wireless-Access Point Connection

Step 7. Save and Restart WIAS-1200G
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Step 1. Change Admin’s Password

Enter a new password for the admin account and retype it in
the Verify Password field (maximum characters are twenty and
no spaces are allowed).

Click Next to continue.

Step 2. Choose System’s Time Zone
Select a proper time zone via the drop-down menu.

Click Next to continue.

Step 3. Set System Information

* Home Page: Enter the URL that clients should be initially
redirected to after successfully authenticated to the
network.

* NTP Server: Enter the URL of the external time server for
AirLive WIAS-1200G time synchronization or use the
default.

* DNS Server: Enter a DNS Server provided by your ISP
(Internet Service Provider). Contact your ISP if you are not
sure of the DNS IP Address.

Click Next to continue.
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Step 1. Change Admin's Password

You may change the Admin's account password by entering in a
new password. Click Next to continue.

New Password: Iouooo- *
Verify Password : Ioooooo. ®

Step 2. Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to
continue.

[ (GMT+08:00)Taipei =]

Step 3. Set System Information

Enter System Information. Click Next to continue.

Home Page: |hnp:#www.air|ive.com.f

{e.g. hito:/iwerw . airlive.com/)

NTP Server: Itock.usno.navy.mil -

{e.g. todousno.navy mil)

DNS Server: I -
- @ e



Step 4. Select the Connection Type for WAN Port

There are three types of WAN connection types: Static IP
Address, Dynamic IP Address and PPPoE Client. Select a
proper Internet connection type.

PPPOE connection type is chosen as an example, so select

PPPoE Client. Then, click Next to continue.

Step 4 (Cont). Set PPPoE Client’s Information
Enter the Username and Password provided by your ISP.

Click Next to continue.

Step 5. Select Authentication Methods

Please specify the postfix name for this authentication method.
The Postfix field (e.g. Local) will be used as the postfix name
(e.g. username@Local). A policy can be chosen to apply to this
authentication method. An authentication method has to be
selected from one of the five options appeared in this window
(Local User is selected for this example). Local User is an
authentication method that uses the built-in user database
supported by AirLive WIAS-1200G.

Click Next to continue.
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Step 4. Select the Connection Type for WAN Port

Select the connection type for WAN port. Click Next to continue.

) Static IP Address Choose it to set static IP address.

Choose it to obtain an IP address
autematically. (For most cable modem
Uusers.)

Choose it to setthe PPPoE Client's
Username and Password. (For most
DSL users.)

' Dynamic IP Address

%) PPPoE Client

Step 4 (Cont). Set PPPoE Client's Information

Choose it to set the PPPoE Client’s Username and Password. (For
most DSL users.)

Usermname: I -

Password: I .

(SRR G S———

Step 5. Set Authentication Methods

Select a default User Authentication Method. Click Next to continue.

Postiix: IPostﬁx‘i -

{Its postfix nams. )
PoﬁcylPoIic:yA vl
@ Local User ' LDAP
< pPOP3 ' NT Domain

€' RADIUS
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Step 5 (Cont). Add User

A new user can be added to the local user database. To add a Step S (Cont). Add User
user here, enter the Username (e.qg. test), Password (e.g. test),

. . . . . Click "ADD" button to add Local User. Click Next to continue.
and MAC (optional). Assign a policy to add this particular local

user (or use the default). Upon completing to add a user, more

Usemname: |
users can be added to this authentication method by clicking passworg:[ |
the ADD button. MAC: | pomoososnc)
Click Next to continue. Policy [None =]

ADDl

Step 6. Set Wireless — Access Point Connection

» SSID: Enter a SSID (up to 32 characters) for the system. =iep S et Wiireiess frcens  sint Connecton

The default is airlive. SSID (Service Set Identifier) is a
Enter the S5ID name and channel number to be used for the

unique identifier used for the wireless client’s devices to Wireless Access-Point. Click Next to continue.
associate with the built in AP of AirLive WIAS-1200G. sso:fme -

* Transmission Mode: AirLive WIAS-1200G supports two Transmission Mode [B0211(0+0) 2
transmission modes, 802.11b and 802.11 (b+g). Select channet [T ]

the appropriate transmission mode to work with the

wireless clients n the network T T TS

e Channel: If the default channel is occupied by many

other APs, it is necessary to select another channel from the Channel field for a better performance.

Click Next to continue.

Step 7. Save and Restart AirLive WIAS-1200G

Click Restart to save the current settings and restart AirLive op L-Saveand Reetwt MAD 100G

WIAS-1200G. The Setup Wizard is now completed. ) ) )
The Setup Wizard has completed. Click on Back to modify changes

or mistakes. Click Restart to save the current settings and reboot.

— oo o o

165



During AirLive WIAS-1200G restarting, a “Restarting now.
Please wait for a moment...” Message will appear on the
screen. Please do not interrupt AirLive WIAS-1200G until the
Configuration Wizard window has disappeared. Then the
Administrator Login page will appear. This indicates that the

restart process has completed.

Now, the basic configuration for Hotspot environment has
been finished!

If all the steps are done properly, AirLive WIAS-1200G can be
further connected to the managed network to experience the
controlled network access environment. Firstly, connect a
client’s networking device to Public Port or Wireless interface of
WIAS-1200G to obtain an IP address automatically. After the IP
address is obtained, launch an Internet browser and link to any
website. The User Login Page will appear.

Key in the username and password created previously by
Setup Wizard in the local user database (e.g. test@Local for
the username and test for the password) or from on-demand

user account, click Submit to connect to the network.

Congratulation!
Login success page appearing means AirLive WIAS-1200G
has been installed and configured successfully. Now, you can

browse the network or surf on the Internet!
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Setup Wizard

Restarting now. Please wait for a moment...

Configuration Wizard

WIAS-1200G is an Ethernet Broadband Router with access control features ideal for
hetspot, small business and enterprise networking. The wizard will guide you through the
process of creating a baseline strategy. Please follow the wizard step by step to configure
WIAS-1200G.

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

]
@ User Name: festglocal |
Password: [sees

G R R R R R

| s GorEs @ )

Hello, test@local

Fleaze close this window or click this bufton to

Thank yotL.

Login time:  2005-8-24 17:19:34




2. SMB (Small & M
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edium Size Business)

AirLive WIAS-1200G used in the enterprise environment (mostly small and medium size business) is usually

connected Internet through ADSL. Please refer to the following figure on connecting AirLive WIAS-1200G with ADSL

modem.

. -
\

.

PC Notebook

-

/

"

PC Natebook

—

o

"1‘j
) —

PC Notebook

H ry
e )
-

\ PC "ﬂ‘li.l-l-ﬂh
\

—

[Toranet] /
\ ¥

/
/

PC Hotebook

% PCNetebook

™
™

™
S

|Conference Room |

T —

_-—

After completing the hardware installation and successfully logging into the web management interface, AirLive

WIAS-1200G can then be configured from the web browser. Please refer to the following steps.
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Click the System Configuration from the top menu and the
System Configuration page will appear. Then, click on

Configuration Wizard.

Click Run Wizard to begin the Configuration Wizard.

The Setup Wizard will appear in a separated window.

Click Next to begin.
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System Configurati

[ Configuration Wizar«d ]
| y

| System Information . Configuration Wizard  This wiz
g |

| . Configu
| WANConfiaueation . adrminis
| Clients
| LA & LANZ Configuration SUCCES:
| )

Luctom Infarmatinn Adminis

Configuration Wizard

WIAS-1200G is an Ethernet Broadband Router with access control features ideal for
hotspot, small business and enterprise networking. The wizard will guide you through the
process of creating a baseline strategy. Please follow the wizard step by step to configure
WIAS-12006G.

Configuration Wizard

Welcome to the Setup Wizard. The wizard will guide you through these
T quick steps. Begin by clicking on Next.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Set Authentication Methods

Step 6. Set Wireless-Access Point Connection

Step 7. Save and Restart WIAS-1200G




Step 1: Change Admin’s Password

Enter a new password for the admin account and retype it in
the Verify Password field (maximum characters are twenty and
no spaces are allowed).

Click Next to continue.

Step 2: Choose System’s Time Zone
Select a proper time zone via the drop-down menu.

Click Next to continue.

Step 3: Set System Information

* Home Page: Enter the URL that clients should be initially
redirected to after successfully authenticated.

* NTP Server: Enter the URL of the external time server for
AirLive WIAS-1200G time synchronization or use the
default.

* DNS Server: Enter a DNS Server provided by your ISP
(Internet Service Provider). Contact your ISP if you are not
sure of the DNS IP Address.

Click Next to continue.
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Step 1. Change Admin's Password

You may change the Admin’s account password by entering in a
new password. Click Next to continue.

New Password: quu. #
Verify Password : quu. =

Step 2. Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to
continue.

[ (GMT+08:00)Taipei =]

Step 3. Set System Information

Enter System Information. Click Next to continue.

Home Page: |hnp:#www.air|ive.com.f

{e.g. hito:/iwerw . airlive.com/)

NTP Server: Itock.usno.navy.mil -

{e.g. todousno.navy mil)

DNS Server: I -
- @ e
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Step 4: Select the Connection Type for WAN Port Step 4. Select the Connection Type for WAN Port
Select a proper Internet connection. Static IP Address is

chosen as the example for SMB scenario. Static IP Address is Select the connection type for WAN port. Click Next to continue.
an assigned IP address from the ISP used to connect to the

Internet. Click Next to continue. & static IP Address Choose itto set static IP address.

Choose itto abtain an IP address

" Dynamic IP Address automatically. (For most cable modem
users.)
Choose itto setthe PPPoE Client's

"' PPPOE Client Username and Password. (For most
DSL users.)

Step 4 (Cont). Set WAN Port’s Static IP Address
Enter the IP Address, Subnet Mask and Default Gateway Step 4 (Cart]. SCLWAN Ror€a Static iE: Addreas

provided by your ISP.

. . Click Next to continue.
Click Next to continue.

IP Address: I L
Subnet Mask: I *
Default Gateway: I =

Step 5: Set Authentication Methods

Please specify the postfix name for this authentication method. Step 0pet Autientication Mt s

The Postfix field (e.g. NT Domain) will be used as the postfix
Select a default User Authentication Method. Click Next to continue.

name (e.g. username@NTDomain). An authentication method

has to be selected from one of the five options appeared in this Postfix: W
window (NT Domain is selected for this setup example). NT Policy im
Domain is an authentication method that uses the external NT © Local User © LDAP

server for authentication. ' poP3 & NT Domain
Click Next to continue. ' RADIUS
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Step 5 (Cont). NT Domain
When NT Domain User is selected, please enter the NT
Domain Server information for Server IP Address, and

enable/disable Transparent Login. Click Next to continue.

Step 6: Set Wireless — Access Point Connection

e SSID: Enter a SSID (up to 32 characters) for the system.
The default is airLive. SSID (Service Set Identifier) is a
unique identifier used for the wireless client’'s device to
associate with the built in AP of AirLive WIAS-1200G.

e Transmission Mode: AirLive WIAS-1200G supports two
transmission modes, 802.11b and 802.11 (b+g). Select
the appropriate transmission mode to work with the
wireless clients in the network.

e Channel: If the default channel is occupied by many

AirLive WIAS-1200G
User's Guide

Step 5 (Cont). NT Domain

Configure NT Domain Server information. Click Next to continue.

Server IP Address: I *

Transparent Login [

Step 6. Set Wireless Access-Point Connection

Enter the 5510 name and channel number to be used for the
Wireless Access-Point. Click Next to continue.

SSID: Iairlive -

Transmission Mode | 802 11(b+g) =

Channel |1 'I

other APs, it is necessary to select another channel from the Channel field for a better performance.

Click Next to continue.

Step 7: Save and Restart AirLive WIAS-1200G
Click Restart to save the current settings and restart AirLive
WIAS-1200G. The Setup Wizard is now completed.
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Step 7. Save and Restart WIAS-1200G

The Setup Wizard has completed. Click on Back to modify changes
or mistakes. Click Restart to save the current settings and reboot.

- TS @



During AirLive WIAS-1200G restarting, a “Restarting now.
Please wait for a moment....” message will appear on the
screen. Please do not interrupt AirLive WIAS-1200G until the
Configuration Wizard window has disappeared. Then the
Administrator Login page will appear. This indicates that the

restart process has completed.

Now, the basic configuration for SMB environment has

been finished!

If all the steps are done properly, AirLive WIAS-1200G can be
further connected to the managed network to experience the
controlled network access environment. Firstly, connect a
client’s networking device to Public Port or Wireless Interface
of WIAS-1200G to obtain an IP address automatically. After
the IP address is obtained, launch an Internet browser and
link to any website. The User Login Page will appear.

Key in the username and password (e.g. test@NTDomain

for the username and test for the password) created in the

AirLive WIAS-1200G
User's Guide

Setup Wizard

Restarting now. Please wait for a moment...

process of creating a baseline strategy. Please follow the wizard step by step to configure
WIAS-12006.

e

User Login Page

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

@
@) User Name: Itesl@NTDDmain

(| s Cores @omm )

NT Domain server user account in the interface and then click Submit to connect the network.

Congratulation!
Login success page appearing means AirLive WIAS-1200G
has been installed and configured successfully. Now, you can

browse the network or surf on the Internet!
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Hello, test@MTDomain

Please close this window or click this button to

Thank yoi.

Logintime; 2005-8-24 17:19:34

P/N: V10020070525
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