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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user

is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.
3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

This device and its antenna must not be co-located or operating in conjunction with any other antenna or transmitter.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including

interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the

authority to operate equipment.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment must be installed and operated in accordance with
providednstructions and the antenna(s) used for this transmitter must be installed
toprovide a separation distance of at least 20 cm from all persons and mustnot be
co-located or operating in conjunction with any other antenna or transmitter.

End-users and installers must be provide with antenna exposure compliance.



R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN PARLIAMENT
AND THE COUNCIL of March 9, 1999 on radio equipment and telecommunication terminal Equipment and the
mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal Equipment
and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical equipment.
All guidelines of this and of the computer manufacture must therefore be allowed at all times to ensure the safe use

of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria, Belgium, Denmark, Finland, France,
Germany, Greece, Ireland, Italy, Luxembourg, the Netherlands, Portugal, Spain, Sweden, and the United Kingdom.
The ETSI version of this device is also authorized for use in EFTA member states: Iceland, Liechtenstein, Norway,

and Switzerland.

COPYRIGHT

Copyright ©2007/2008 by this company. All rights reserved. No part of this publication may be reproduced,
transmitted, transcribed, stored in a retrieval system, or translated into any language or computer language, in any
form or by any means, electronic, mechanical, magnetic, optical, chemical, manual or otherwise, without the prior

written permission of this company

This company makes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any software
described in this manual is sold or licensed "as is". Should the programs prove defective following their purchase,
the buyer (and not this company, its distributor, or its dealer) assumes the entire cost of all necessary servicing,
repair, and any incidental or consequential damages resulting from any defect in the software. Further, this company
reserves the right to revise this publication and to make changes from time to time in the contents thereof without

obligation to notify any person of such revision or changes.



Declaration of Conformity
We, Manufacturer/Importer
OvisLink Corp.
5F., NO.6, Lane 130, Min-Chuan Rd.,
Hsin-Tien City, Taipei County, Taiwan

Declare that the product
802.11G Internet Access Server
WIAS-1200G

is in conformity with
In accordance with 89/336 EEC-EMC Directive and 1999/5 EC-R & TTE Directive

Clause Description

B EN 300328 V1.6.1  Electromagnetic compatibility and Radio spectrum Matters (ERM);
(2004-11) Wideband transmission equipment operating in the 2.4GHz ISM band
And using spread spectrum modulation techniques; Part 1: technical
Characteristics and test conditions Part2 : Harmonized EN covering
Essential requirements under article 3.2 of the R&TTE Directive

H EN 301 489-1 V1.6.1 Electromagnetic compatibility and Radio spectrum Matters (ERM);

(2005-09) Electromagnetic compatibility(EMC) standard for radio equipment and
B EN 301 489-17 V1.6.1 Services; Part 17 : Specific conditions for wideband data and
(2005-09) HIPERLAN equipment

W EN 60950-1:2006 Safety for information technology equipment including electrical
business equipment

B CE marking C € G)

Manufacturer/Importer

Signature : % /

Name : Albert Yeh
Position/ Title : Vice President ’ Date : 2007/6/7
(Stamp)




WIAS-1200G CE Declaration Statement

Dansk [Danish]

at falgende udstyr WIAS-1200G overholder de
veesentlige krav og @vrige relevante krav i
direktiv 1999/5/EF.

Nederlands [Dutch

Country Declaration Country Declaration
cs OvisLink Corp. timto prohlasuje, Ze tento WIAS- It Siuo OvisLink Corp. deklaruoja, kad Sis WIAS-1200G
Cesky [Czech] |1200G je ve shodé se zakladnimi pozadavky a  |Lietuviy atitinka esminius reikalavimus ir kitas 1999/5/EB
dal$imi pfislusnymi ustanovenimi smérnice [Lithuanian] Direktyvos nuostatas.
1999/5/ES.
da Undertegnede OvisLink Corp. erkleerer herved, [nl Hierbij verklaart OvisLink Corp. dat het toestel WIAS-

1200G in overeenstemming is met de essentiéle
eisen en de andere relevante bepalingen van richtlijn
1999/5/EG.

pdhinduetele ja nimetatud direktiivist tulenevatele
teistele asjakohastele satetele.

[Hungarian]

de Hiermit erklart OvisLink Corp., dass sich das mt Hawnhekk, OvisLink Corp, jiddikjara li dan WIAS-
Deutsch Gerat WIAS-1200G in Ubereinstimmung mit den |Malti [Maltese] 1200G jikkonforma mal-htigijiet essenzjali u ma
[German] grundlegenden Anforderungen und den (brigen provvedimenti ohrajn relevanti li hemm fid-Dirrettiva
einschlagigen Bestimmungen der Richtlinie 1999/5/EC.
1999/5/EG befindet.
et Ké&esolevaga kinnitab OvisLink Corp. seadme hu Alulirott, OvisLink Corp nyilatkozom, hogy a WIAS-
Eesti [Estonian] |WIAS-1200G vastavust direktiivi 1999/5/EU Magyar 1200G megfelel a vonatkozo alapvetd

kovetelményeknek és az 1999/5/EC iranyelv egyéb
elbirasainak.

EAANvIKA [Greek]

OTI WIAS-1200G XYMMOP®QNETAI MPOX TIX

Slovensko

en Hereby, OvisLink Corp., declares that this WIAS- (pl Niniejszym OvisLink Corp o$wiadcza, ze WIAS-
English 1200G is in compliance with the essential Polski [Polish] 1200G jest zgodny z zasadniczymi wymogami oraz
requirements and other relevant provisions of pozostatymi stosownymi postanowieniami Dyrektywy
Directive 1999/5/EC. 1999/5/EC.
es Por medio de la presente OvisLink Corp. declara |pt OvisLink Corp declara que este WIAS-1200G esta
Espafiol que el WIAS-1200G cumple con los requisitos  [Portugués conforme com os requisitos essenciais e outras
[Spanish] esenciales y cualesquiera otras disposiciones [Portuguese] disposigbes da Directiva 1999/5/CE.
aplicables o exigibles de la Directiva 1999/5/CE.
el ME THN MAPOYZA OvisLink Corp. AHAQNEI sl OvisLink Corp izjavlja, da je ta WIAS-1200G v skladu

z bistvenimi zahtevami in ostalimi relevantnimi dologili

Francais [French]

I'appareil WIAS-1200G est conforme aux
exigences essentielles et aux autres dispositions
pertinentes de la directive 1999/5/CE

Slovensky [Slovak]

OYZIQAEIZ ANAITHZEIZ KAI TIZ AOINEZ [Slovenian] direktive 1999/5/ES.
IXETIKEZ AIATAZEIZ THX OAHTIAZ
1999/5/EK.
fr Par la présente OvisLink Corp. déclare que sk OvisLink Corp tymto vyhlasuje, ze WIAS-1200G

spifia zakladné poziadavky a vSetky prislusné
ustanovenia Smernice 1999/5/ES.

it
Italiano [Italian]

Con la presente OvisLink Corp. dichiara che
questo WIAS-1200G & conforme ai requisiti
essenziali ed alle altre disposizioni pertinenti
stabilite dalla direttiva 1999/5/CE.

fi
Suomi [Finnish]

OvisLink Corp vakuuttaa taten ettd WIAS-1200G
tyyppinen laite on direktiivin 1999/5/EY oleellisten
vaatimusten ja sité koskevien direktiivin muiden
ehtojen mukainen

Iv
Latviski [Latvian]

Ar So OvisLink Corp. deklarée, ka WIAS-1200G
atbilst Direktivas 1999/5/EK batiskajam prasibam
un citiem ar to saistitajiem noteikumiem.

islenska [Icelandic]

Hér med lysir OvisLink Corp yfir pvi ad WIAS-1200G
er i samraemi vid grunnkréfur og adrar krofur, sem
gerdar eru i tilskipun 1999/5/EC.

sv
Svenska
[Swedish]

Harmed intygar OvisLink Corp. att denna WIAS-
1200G star | dverensstammelse med de
vasentliga egenskapskrav och évriga relevanta
bestammelser som framgar av direktiv
1999/5/EG.

no
Norsk [Norwegian]

OvisLink Corp erklaerer herved at utstyret WIAS-
1200G er i samsvar med de grunnleggende krav og
gvrige relevante krav i direktiv 1999/5/EF.

A copy of the full CE report can be obtained from the following address:
OvisLink Corp.

5F, No.6 Lane 130,
Min-Chuan Rd, Hsin-Tien City,
Taipei, Taiwan, R.O.C.

This equipment may be used in AT, BE, CY, CZ, DK, EE, FI, FR, DE, GR, HU, IE, IT, LV, LT, LU, MT, NL, PL, PT, SK,
SI, ES, SE, GB, IS, LI, NO, CH, BG, RO, TR




This device uses software which is partly or completely licensed under the terms of the GNU General Public License. The author of the
software does not provide any warranty. This does not affect the warranty for the product itself.

To get source codes please contact: OvisLink Corp., 5F, No. 96, Min-Chuan Rd, Hsin-Tien City, Taipei, Taiwan, R.O.C. A fee will be

charged for production and shipment for each copy of the source code.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free Software Foundation software
is covered by the GNU Lesser General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that
you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free
programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the
rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors
of a free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we
have made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program", below, refers to any such program
or work, and a "work based on the Program” means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee
is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running the Program is not restricted, and the output from the Program is covered only if its contents
constitute a work based on the Program (independent of having been made by running the Program). Whether that is
true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all
of

these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.
c) If the modified program normally reads commands interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: if
the Program itself is interactive but does not normally print such an announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and
its terms, do not apply to those sections when you distribute them as separate works. But when you distribute the
same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on
the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than
your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source
code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even
though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate

your rights under this License. However, parties who have received copies, or rights, from you under this License will
not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not
accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply and the section as a whole is intended to apply in other circumstances.

Itis not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution
system, which is implemented by public license practices. Many people have made generous contributions to the wide
range of software distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version”, you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS

IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT

NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL

ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve
this is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to
where the full notice is found.

one line to give the program's name and an idea of what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later
version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public
License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author Gnomovision comes with ABSOLUTELY NO
WARRANTY; for details type “show w'. This is free software, and you are welcome to redistribute it under certain
conditions; type “show c' for details.

The hypothetical commands “show w' and “show ¢’ should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright
disclaimer" for the program, if necessary. Here is
a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision'
(which makes passes at compilers) written by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is
a subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is
what you want to do, use the GNU Lesser General Public License instead of this License.
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1. Before You Start

1.1 Audience

This manual is for Hotspot owners or administrators in enterprises to set up network environment using AirLive
WIAS-1200G. It contains step by step procedures and graphic examples to guide MIS staff or individuals with slight

network system knowledge to complete the installation.

1.2 Document Conventions

. For any caution or warning that requires special attention of readers, a highlight box with the eye-catching italic

font is used as below:

Note: For security purposes, you should immediately change the Administrator’s password.

indicates that clicking this button will return to the homepage of this section.

G indicates that clicking this button will return to the previous page.

m indicates that clicking this button will apply all of your settings.

m indicates that clicking this button will clear what you set before these settings are applied.
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2. System Overview

2.1 Introduction of AirLive WIAS-1200G

AirLive WIAS-1200G is an all-in-one product specially designed for small wireless network environment. It integrates
“Access Control” and “Wireless Network Access” into one system to fulfill the needs in Hotspot environment.
AirLive WIAS-1200G supports 802.11b and 802.11g dual wireless transmission modes and at the same time

incorporates “convenience”, “efficiency”, “friendly” and other useful characteristics for services.

* Quick Installation Get Online Immediately
The installation and setup of AirLive WIAS-1200G can be easily done without changing the existing network
architecture. The system can be installed and logged within a short amount of time to establish the security
mechanism. With the protection by AirLive WIAS-1200G, users must be authenticated before logging in to the
network, and the administrator can assign a fine-grained priority to each user stratifying the scope and right of

using network resources.

* Friendly Management and Application Interfaces
AirLive WIAS-1200G is easy to install. All of the functions of the system can be performed with a simple few
clicks. The full web-based management interface allows users to operate and manage the system online via

browsers. Users can easily log on to the system via browsers without any additional software installation.

* Integrating the Existing User Password Database
In general, most organizations use specific database system to centrally manage user passwords. AirLive
WIAS-1200G supports POP3 (+SSL), RADIUS, LDAP and NT Domain external authentication methods, and
allows integration of the current user password database. This system also provides a built-in local user

database.
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2.2 System Concept

AirLive WIAS-1200G is responsible for user authentication, authorization and management. The user account
information is stored in the local database or a specified external databases server. The user authentication is
processed via the SSL encrypted web interface. This interface is compatible to most desktop devices and palm
computers. The following figure is an example of AirLive WIAS-1200G set to control a part of the company’s intranet.

The whole managed network includes the cable network users and the wireless network users.

Internet

Administrator
PC

PC/Notehook PC'Notebook
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The users located at the managed network will be unable to access the network resource without permission. When
the browser of a user attempts to connect to a website, the AirLive WIAS-1200G will force the browser to redirect to
the user login webpage. The user must enter the username and password for authentication. After the identity is

authenticated successfully, the user will gain proper access right defined on the AirLive WIAS-1200G.

T
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/ p==s L — | |
| PCMNetebook \1 —
/ _ \ Router
[ & — O et
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I ] | s
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\ / /
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1\ i ,.' / Administator \
\ Sowl? — / : / \ . :
\ PCNatebook j"' Il‘ J'II: J l:\ :
\ [Entranet] L EE )
\ 7/
% PCNetebook PO Hotebook P o/
~ -~
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~ . |Conference Room| _ -~
— e o e —

2.3 Specification

2.3.1 Hardware Specification

* Dimensions: 300mm(W) x156mm(D) x 43mm(H)
*  Weight: 1.4Kg

* Power: DC12V/2A

* 5 Fast Ethernet

* 1 RS-232 DB9 Console Port

*  Built-in 802.11b/g Access Point



2.3.2 Technical Specification

* Standards
This system supports IEEE 802.1x, 802.11b and 802.11g
* Networking
WAN interface supports Static IP, DHCP client, PPPoE client, and PPTP client
Supports NAT mode and Router mode
Built-in DHCP server
Built-in NTP client
Supports Redirect of network data
Supports IPSec (ESP), PPTP and H.323 pass through (under NAT)
Customizable static routing table
Supports Virtual Server
Supports DMZ Server
Supports machine operation status monitoring and reporting system
* Firewall
Supports DoS
Customizable packet filtering rules
Customizable walled garden (free surfing area)
* User Management
Supports at least 500 on-line users concurrently
Supports Local, POP3 (+SSL), RADIUS, LDAP, and NT Domain authentication mechanisms
Can choose MAC address locking for built-in user database
Can set the time for the user to log in to the system
Can set the user’s idle time
Can specify the MAC addresses to enter the managed network without authentication
Can specify the IP addresses to enter the managed network without authentication
Supports the setting to pass or block all the connections when the WAN interface failed
Supports web-based login
Supports several friendly logout methods

Supports RADIUS accounting protocol to generate the billing record on RADIUS server

AirLive WIAS-1200G
User's Guide



Administration

Provides online status monitoring and history traffic

Supports SSL encrypted web administration interface and user login interface
Customizable user login & logout web interface

Customizable redirect after users are successfully authenticated during login & logout
Supports Console management interface

Supports SSH remote administration interface

Supports web-based administration interface

Supports SNMP v2

Supports user’s bandwidth restriction

Supports remote firmware upgrade

Accounting

Supports built-in user database and RADIUS accounting

AirLive WIAS-1200G
User's Guide



3. Base Installation

3.1 Hardware Installation

3.1.1 System Requirements

* Standard 10/100BaseT including five network cables with RJ-45 connectors

* All PCs need to install the TCP/IP network protocol

3.1.2 Package Contents

The standard package of AirLive WIAS-1200G includes:
e AirLive WIAS-1200G x 1

*  Quick Installation Guide x 1

e CD-ROMXx 1

* Console Cable x 1

» Straight-through Ethernet Cable x 1

* Power Adaptor x1

* Power Cord x 1

¢ 5dBi Omni-antenna x 2

AirLive WIAS-1200G
User's Guide

Note: Using a power supply with different voltage rating will damage this product.
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3.1.3 Panel Function Descriptions
Front Panel
== WIAS-1200G
A.Il" Liwve Powsr Status WLAN WAN [ ——LAN———
/ \ l\.s L\
EGI"'_-' ER: 5 WLAN: WIAN: LANJLANS: LANT/LANZ:
phis up indicates Lights up indicates Lights up indicates Lights up indicales Lights up indicales
@ proper connection proper AP funetion, 8 good conneclion o good connection & good connection
to the power supply. to the WAN port. i thes LAN part to thee LAM part
Rear Panel
LANILAMNA:
Connects to the trusted
Internet network. Authenticaton WAN:
is not required to access Connects 1o
network resources. Internet or Intranet.

e /
JDO' ' OOO

o 1 2 3 4 Rewwt  DC+I2Y
o . LANT/LANZ: / \
Console: .
Configures the system Connects to the open network RESET: _ DO IN:
via Hy:’er Terminal environment. it can be chosen Presses this button -Th'E" F}U‘Ner Edaptﬁr
. - to require or not require to restart the system) |attaches here.

authentication to access network
resources and Internet.

* DC IN: The power adaptor attaches here.

* RESET: Press this button to restart the system.

*  WAN: The WAN port is used to connect to a network which is not managed by the AirLive WIAS-1200G, and this
port can be used to connect the ATU-Router of ADSL, the port of Cable Modem, or the Switch or Hub on the
LAN of a company.

* LANZ1/LAN2: The two LAN ports are connected to the managed network or WLAN. They can be selected to
require or not require authentication to access network resources and Internet.

*  LANBS3J/LAN4: The two LAN ports are connected to a trustful network where the users can always use the
network resources without authentication. This port can be connected to a server such as File Server or a
Database Server, etc.

* Console: The system can be configured via HyperTerminal. For example, if you need to set the Administrator’s
Password, you can connect a PC to this port as a Console Serial Port via a terminal connection program (such
as the super terminal with the parameters of 9600, 8, N, 1, None flow control) to change the Administrator’s

Password. Meanwhile, it also can connect to TP-1000 ticket printer for printing On-demand User ticket.

8
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3.1.4 Installation Steps
Please follow the following steps to install AirLive WIAS-1200G:
o O LAN | WAN ® )
] o O
= 1 2 3 4 Powrt  DO12Y
Comols

3 4 2 1

2.2 4 Ethemst Cable 1 - DC Powaor Adaptor

1. Connect the power adapter to the power socket on the rear panel. If the power supply and connection is normal,
the Power LED on the front panel will light up.

2. Connect an Ethernet cable to the WAN Port on the rear panel. Connect the other end of the Ethernet cable to an
ADSL modem, a cable modem or a switch/hub of the internal network. The LED of the WAN on the front panel
should be on to indicate a proper connection.

3. Connect an Ethernet cable to the LAN1/LAN2 Port on the rear panel. Connect the other end of the Ethernet
cable to an AP or a switch. The LED of LAN1/LAN2 should be on to indicate a proper connection. (Note:
Authentication is required for the clients to access the network via the LAN1/LAN2 Port. The LAN port with
authentication required is referred to as Public LAN.)

4. Connect an Ethernet cable to the LAN3/LAN4 Port on the rear panel. Connect the other end of the Ethernet
cable to a networking device such as the administrator’s PC. The LED of LAN3/LAN4 should be on to indicate a
proper connection. (Note: Authentication is NOT required for the clients to access the network via the
LAN3/LAN4 Port. The LAN port without authentication required is referred to as Private LAN.)

After the hardware of AirLive WIAS-1200G is installed completely, the system is ready to be configured in the

following sections. The manual will guide you step by step to set up the system using a single AirLive WIAS-1200G

to manage the network.
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3.2 Quick Software Configuration

There are two simple ways to configure the system: Instant Account and Configuration Wizard.

3.2.1 Instant Account

WIAS-1200G provides three different level account; admin, manager and operator. The default username and

password as follows:

Admin: The administrator can access all area of the AirLive WIAS-1200G.

User Name: admin

Password: airlive
Manager: The manager only can access the area under User Authentication to manager the user account, but no
permission to change the settings of the profiles of Firewall, Specific Route and Schedule.

User Name: manager

Password: airlive
Operator: The operator only can access the area of Create On-demand User to create and print out the new
on-demand user accounts.

User Name: operator

Password: airlive

Each account owns the specific access right:
The network constructor can deploy the default system by admin account;
The system manager can change or create further authentication rule by manager account;

The operator just needs to create new account and print out the ticket for customer by operator account.

Following is the example to configure the system per different user account:
For admin account:

1. Select the Connection Type for WAN Port

2. Choose System'’s Time Zone

3. Configure Policy setting based on customer’s request

For manager account:

1. Set up Authentication Configuration for on-demand User Server Configuration

2. Change Billing Configuration

3. Select the Policy, Total bandwidth, Individual Maximum Bandwidth, and Individual Request Bandwidth.

For operator account:
1. Create new account

2. Print out the ticket

10
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Please check the following steps to complete the quick configuration
Login with admin account:
1. Select System Configuration - WAN Configuration,
G WAN Configuration
and set up the WAN type and enter the necessary data. L
. . VUAN Configuration
For more detail information please check chapter 4.1.3 _
@ static IP Address
WAN configuration. IP Address: [fozs015865 |-
Subnet Mask: 255255 2550 *
Default Gateway: 60.250.158 254 *
WAN Port
Preferred DNS Server: 168.95.1.1 %
Alternate DMNS Server.
' Dynamic IP Address
' PPPOE Client
' PPTP Client
2. Select System Configuration > System Information, Device Time : 2007/06/04 20:17:26
configure the correct Time Zone and select to enable T
. | (GMT+08:00)Taipei =l
NTP server or set up time by manually.
& NTF Enable
NTP Server 1 IW “(e.g. tok.usno,navy.mil)
Time

3. Select User Authentication - Policy Configuration,

to define Policy A with configuring specific Firewall

Profile, Route Profile, and Schedule Profile.

Login with manager account:

NTP Server i lntpﬂT
NTP Server 3 lm
NTP Server 4 lm
NTP Server 5 lm

" Set Device Date and Time

Policy Configuration

Policy Configuration
Select Poiicy:lm
Firewall Profile Setting
Specific Route Profile Setting
Schedule Profile Setting
Total Bandwidth [1mbps =]

Individual Maximum Bandwidth | 256 Kbps 'l

Individual Request Bandwidth 128 Kbps vl

e@a

11



1. Select User Authentication - Authentication

Configuration - On-demand User; in this item you

can define the Postfix name, Monetary Unit, WALN

ESSID and the other information if needed.

2. Select User Authentication - Authentication
Configuration > On-demand User > Billing
Configuration, define the related information based
on your policy. The contents include Pay for data or
Pay for time, account expiration time, account valid

time, policy name and price.

3. Select User Authentication - Policy Configuration,

and define the Total Bandwidth, Individual

Maximum Bandwidth, and Individual Request

Bandwidth.

Login with operator account:

12
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On-demand User Server Configuration
On-demand User Server Configuration
Server Status Enabled
Postfix lAirLi\re— *f=.g. aitlive. Max: 40 char)
Receipt Header 1 [Welcomel (e wetcomen
Receipt Header 2 |—

Receipt Footer

Printer Baud Rate

Monetary Unit

VWLAN ESSID
Wireless Key
Remark
Billing Notice Interval

Twin Ticket

Pls wait for login PAYE (= g Thank You!)
9600 =

Conone © $usp © £cer & €EUR

& {Input other desired monetary unit, e.g. AU}

airlive (=.g. airlive )
{for customer}

& 1omins € 15mins € 20mins

€ Enable ' Disable

Users List Billing Configuration Create On-demand User Billing Report Payment

Billing Configuration

Billing Configuration

Plan Status
' Data

; % Enable
© Disable & Time

7 Data
' Enable

@ Disable | ¢ Time

0 Data
' Enable

@ Disable | ¢ Time

 Data
) Enable

@ Disable | ¢ Time

Expiration Valid
Type Time  Duration

[ Mby’te|3

B Jnes Iduai Isdays [Foicya =] [z0

IU mins hours

[ Moyte |

| hrs Idai Idays INone v‘I I
mins hours

[ Moite |

| hrs IdaL Idays INone vI I

I mins nhours

[ Moyte |

| hrs IdaL |day5 |None v'I I

I mins hours

Policy Name  Price

Policy Configuration

Select Policy:l Policy A 'l

Firewall Profile
Specific Route Profile

Schedule Profile

Total Bandwidth

Paolicy Configuration

Setting
Setting

Setting

8 Mbps vl

Individual Maximum Bandwidth | 256 Kbps 'l

Individual Request Bandwidth = | 128 Kbps 'I




1. Click Create to create a new account.

2. Click Printout to print ticket.

AirLive WIAS-1200G
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k&l Create On-demand User
Plan Type Status Function

1 2 hrs 0mins Enabled @
2 NI Disabled @

3 NI Disabled @
4 NI Disabled @

5 NI Disabled @

6 NI Disabled @

7 NI Disabled @

8 NI Disabled @

9 NI Disabled @

0 NI Disabled @
& Welcome!

Username Uv4s3@airlive
Password VBAK3NCS
Price 20
Usage 2 hrs 0 mins
ESSID : airlive
Wireless Key :

You first time login must be done before 2007/06/07 20:57:05

The account is valid within 5 days after your first login.

Pls wait for login page.

Following is the list to display the access right of WIAS-1200G feature per each account:

admin manager | operator
System Configuration Y -- --
Authentication Configuration Y Y --
Black List Configuration Y --
User Authentication Policy Configuration Y -- --
Guest User Configuration Y Y --
Additional Configuration Y Y -
Network Configuration Y -- --
Utility Y - -
Status Y -- --

13
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3.2.2 Configuration Wizard

The Configuration Wizard has 7 steps providing a simple and easy way to guide you through the setup of AirLive

WIAS-1200G. You just need to follow the procedures and instructions given by the Wizard to enter the required

information step by step. After saving and restarting AirLive WIAS-1200G, it is ready to use. There will be 7 steps as

listed below:

N o g > w D PRE

Change Admin’s Password

Choose System’s Time Zone

Set System Information

Select the Connection Type for WAN Port
Set Authentication Methods

Set Wireless — Access Point Connection
Save and Restart AirLive WIAS-1200G

Please follow the following steps to complete the quick configuration

1. Use the network cable of the 10/100BaseT to connect PC to the LAN3/LAN4 port, and then start a browser
(such as Microsoft IE). Next, enter the gateway address for that port, the default is https://192.168.2.254. Next,
the Administrator Login Page will appear on the browser. Enter “admin”, the default username, and “airlive”,
the default password, in the User Name and Password fields. Click Enter to log in.

2 Yahoo! - Microsoft Internet Explorer
File Edit “iew Favorites Tools  Help
._,-"I _,)' \iLI \ELI _IJ 'l I
Address https://192.165.2, 254/
Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.
-
. . ; )
“ User Name: |a-_i|r in
Passwoid: [ln--n- ]
| Enrer |
“ .
Note:

If you can’t get the login screen, you may have incorrectly set your PC to obtain an IP address automatically from

authentication LAN port or the IP address used does not have the same subnet as the URL. Please use default IP

address such as 192.168.2.xx in your network and then try it again.

14
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2. After successfully logging into AirLive WIAS-1200G, a web management interface with a welcome message

will appear. To logout, simply click the Logout on the upper right corner of the interface to return.

/= Logout
”:' Help

www.airlive.com

Welcome to System Administration

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to ge user and to itor user status.

Functions are separated into 5 main categories:
System Configuration , User Authentication , Network Configuration , U

es and Status.

3. Then, run the configuration wizard to complete the configuration. Click System Configuration to the System

Configuration homepage.

A.'.' ‘-..ve WIAS-1200G 802.11G Internet Access Server www.airlive.com

System Configuration

LonfigucatignWizerd System Configuration
System Information ) Configuration Wizard | This wizard will guide you through basic system setup
™ Configure systern and network related parameters: system name,
gl Configuation, - atrinistratar information, SMMP, and time zone
Clients will be directed to URL entered in the ‘Home Page' field afer
LAHA & LAH2 Configuration successhul login.

o Administrator may limit remaote administration access to a specific
. System Information 15 yuece or network segments. Yihen enabled, only devicas with

LANY & LAN4 Configuration such IP address ar fram this network segment may enter system's

administration web interface remotely.

Meteark Tirne Protocol (NTF) Server sefting allows the eystem to

Wireless Configuration . itk i
— synchronize its timeidate with external time server,

WAN Configuration Configure static IP, DHCF or PPPOE client on WARN part

Clients from LANT & LANMZ must login before accessing network,
LAN1 & LANZ exceptthose devices listed on the IFIMAC Privilege List The LANT &
Configuration LAMZ operates in NAT made or Router mode.
Ayailahle options include DHCP Server and DHCP Relay.
Clients from LAMI & LAN4 will not be authenticated. The LANI &
LAMN4 operates in NAT maode or Router maode
Avallable options include DHCP Server and DHCP Relay.
Clients frarn wireless must login before accessing netwark, except
those devices listed on the IP/MAC Privilege List The wireless
aperates in MAT mode or Router made
Avallable options include DHCP Server and DHCP Relay.

LAN3 & LAN4
Configuration

Wireless Configuration

4. Click the System Configuration from the top menu and the homepage of System Configuration will appear.

Then, click on Configuration Wizard and click the Run Wizard button to start the wizard.

Configuration Wizard

System Information
WIAS-12006G is an Ethernet Broadband Rowter with access control features ideal for

- hotspot, small business and enterprise networking. The wizard will guide you through the
WA Configuration process of creating a baseline strategy. Please Tollow the wizard step by step to configure

WIAS-12006G.
LAH1 & LAN2 Configuration
LAN3 & LAN4 Configuration

Wireless Configuration

15
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5. Configuration Wizard ) .
Configuration Wizard
A welcome screen that briefly introduces the 7 steps will

Welcome to the Setup Wizard. The wizard will guide you through these

appear. Click Next to begin.

Step 1. Change Admin’s Password

Enter a new password for the admin account and
retype it in the Verify Password field (maximum
characters are twenty and no spaces are allowed).

Click Next to continue.

Step 2. Choose System’s Time Zone
Select a proper time zone via the drop-down menu.

Click Next to continue.

Step 3. Set System Information

Home Page: Enter the URL that clients should be
initially redirected to after successfully authenticated
to the network.

NTP Server: Enter the URL of the external time
server for AirLive WIAS-1200G time synchronization
or use the default.

DNS Server: Enter a DNS Server provided by your
ISP (Internet Service Provider). Contact your ISP if
you are not sure of DNS IP Address.

Click Next to continue.
16

T quick steps. Begin by clicking on Next.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Set Authentication Methods

Step 6. Set Wireless-Access Point Connection

Step 7. Save and Restart WIAS-1200G

Step 1. Change Admin's Password

You may change the Admin’s account password by entering in a
new password, Click Next to continue,

T AT (T

Step 2. Choose System’s Time Zone

Select the appropriate time zone for the system. Click Next to
continue,

| (GMT+DE:00)Taipei -

IS TN TS

Step 3. Set System Information

Enter System Information. Click Next to continue.

Home Page: ihtlp:waw.airlive.cumI |=

(&g, hitp: o, girlive. com

MTP Server: ﬁock.usno.naw.mil !

fe.g. todk usno.navy.mil)

DNS Server: | 1-
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Step 4. Select the Connection Type for WAN Port Step 4. Select the Connection Type for WAN Port
Three are three types of WAN port to select: Static IP
Address, Dynamic IP Address and PPPoE Client. Select the connection type for WAN port. Click Next to continue.
Select a proper Internet connection type and click
. O Static IP Address Choose itto set static IP address.
Next to continue. Choose itto obtain an IP address
. ami : tarmatically. (F t cable mod
> Dynamlc IP Address & Dynamic IP Address E:eorr;;wa . (For most cable modem
. . . . Choose itto setthe PPPOE Client's
If this option is selected, an appropriate IP O PPPoE Client Username and Passward. (For most

i . . . DSLusers)
address and related information will automatically

be assigned.

Click Next to continue. T T T

> Static IP Address: Set WAN Port’s Static IP
Address
Enter the “IP Address”, “ Subnet Mask” and

Step 4 (Cont). Set WAN Port's Static IP Address

Click Next to continue.

“Default Gateway” provided by the ISP.

Click Next to continue. PAddress: [ |
Subnet Mask: l:l ’
Default Gateway: I:I *

T T T

» PPPoE Client: Set PPPoE Client’s Information Step 4 (Cont). Set PPPoE Client's Information

Enter the “Username” and “Password” provided

Choose it to set the PPPoE Client's Username and Password. (For

by the ISP. most DSL users.)
Click Next to continue.

Step 5. Set Authentication Methods Step 5. Set Authentication Methods

Please specify the postfix name for this authentication
method. The Postfix field (e.g. Local) will be used as  Select a default User Authentication Method. Click Next to continue.
the postfix name (e.g. username@Local). A policy

postioc PO |

can be chosen to apply to this authentication method. Chs postfix name.)

@ LocalUser O LDAP

An authentication method has to be selected from

one of the five options appeared in this window (Local

. . . O PoP3 O NT Domain
User is selected for this example). Local User is an

L o O RaDWS
authentication method that uses the built-in user

database supported by AirLive WIAS-1200G. [ Next N Exit

Click Next to continue.

17



» Local User: Add User

A new user can be added to the local user data
base. To add a user here, enter the Username
(e.g. test), Password (e.g. test), and MAC
(optional). Assign a policy to add this particular
local user (or use the default). Upon completing a
user adding, more users can be added to this
authentication method by clicking the ADD
bottom.

Click Next to continue.

POP3 User: POP3

Enter IP/Domain Name and server port of the
POP3 server provided by your ISP, and then
choose enable SSL or not.

Click Next to continue.

RADIUS User: RADIUS
Enter RADIUS server IP/Domain Name,

authentication port, accounting port and secret key.

Then choose to enable accounting service or not,
and choose the desired authentication method.

Click Next to continue.

LDAP User: LDAP

You can add a new user to the LDAP user data
base. Enter the “LDAP Server”, “Server Port”,
and “Base DN”.

Click Next to continue.

18
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Step 5 (Cont). Add User

Click "ADD™ button to add Local User. Click Next to continue.

Username: | |

Passwori: l:l
B
potcy [one |

Step 5 (Cont). POP3

Configure POP3 Server information. Click Next to continue.

pop3sever: [ |romintemenr)
Server Port: l:l [Default: 110]
Enable SSL O

Step 5 (Cont). RADIUS

Configure RADIUS Server information. Click Next to continue.

RADIUS Server:

[ Troomsnamerm)

Aurthentication Port: [ Default: 1812]

[ ]
I:I"[Default: 1813)

Accounting Port:

e —
Accounting Service ]
Authentication Method FAP  w|-

I GEIES T

Step 5 (Cont). LDAP

Configure LDAP Server information. Click Next to continue.

waesover:| o omer)
Server Port: l:l * [Default: 383
O S T

Account Attriburte: |

|" [Default: uid)

IS TS TS



» NT Domain User: NT Domain

When NT Domain User is selected, enter the

information for “ Server IP Address”, and choose

to enable/disable “ Transparent Login”.
If “Transparent Login” is enabled, users are
logged in AirLive WIAS-1200G’s NT Domain

active directory and authenticated automatically

when they log into their Windows OS domain.

Click Next to continue.

Step 6. Set Wireless — Access Point Connection

SSID: Enter a SSID (up to 32 characters) for
system. The default is AirLive. SSID (Service Set

Identifier) is a unique identifier used for the wireless

client’s devices to associate with the built in AP of
AirLive WIAS-1200G.

Transmission Mode: AirLive WIAS-1200G
supports two transmission modes, 802.11b and

802.11 (b+g). Select the appropriate transmission

mode to work with the wireless clients in the network.

AirLive WIAS-1200G
User's Guide

Step 5 (Cont). NT Domain

Configure NT Domain Server information. Click Next to continue.

Server IP Address: 2

Transparent Login []

Step 6. Set Wireless Access-Point Connection

Enter the 5510 name and channel number to be used for the
Wireless Access-Point. Click Next to continue.

SSID: |airlive
Transmission Mode | 802.11(h+0) v"_

Channel [1 v

T T (T

Channel: Select a channel from the “Channel” field for AirLive WIAS-1200G to function properly.

and Channel 1-13 are available in Europe.

Note: The available channels depend upon the region. For instance, Channel 1~11 are available in Taiwan,

Step 7. Save and Restart AirLive WIAS-1200G

Click Restart to save the current settings and restart

AirLive WIAS-1200G. The Setup Wizard is now

completed.

19

Step 7. Save and Restart WIAS-1200G

The Setup Wizard has completed. Click on Back to modify changes

or mistakes. Click Restart to save the current settings and reboot.
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e Setup Wizard. During AirLive WIAS-1200G restart, a Setup Wizard
“Restarting now. Please wait for a while.” message
will appear on the screen. Please do not interrupt
AirLive WIAS-1200G until the message has Restarting now. Please wait for a moment...
disappeared. This indicates that a complete and

successful restart process has finished.

Note: During every step of the wizard, click the Back button to go back to the previous step if you wish to go

back to modify the settings. For more details about Network Configuration, please refer to Appendix H.
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This chapter will guide you through further detailed settings. The following table shows all the functions of AirLive

WIAS-1200G.
-.—6%%:%;;.-1 Alrthgst?::a‘tion i CD’:I?:J:‘:;:DH i Wijilitiem i S
Welcome to System Administration
This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.
Functions are separated into 5 main categories:
System Confiquration , User Authentication , Network Configuration , Utilities and Status.
System User Network o
OPTION ) ) o ) ) Utilities Status
Configuration Authentication Configuration
Configuration Authentication Network Address .
) ] ] . Network Utilities System Status
Wizard Configuration Translation
System Black List o . Change
. ] ) Privilege List Interface Status
Information Configuration Password
WAN Policy ) ) Backup/Restore
] ] ] ] Monitor IP List . Current Users
Configuration Configuration Settings
FUNCTION -
LAN1 & LAN2 Guest User Walled Garden Firmware o
] ] ] ] . Traffic History
Configuration Configuration List Upgrade
LAN3 & LAN4 Additional Proxy Server Notify
] ] ] ] . Restart ] ]
Configuration Configuration Properties Configuration
Wireless ]
Dynamic DNS

Configuration

Note: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart

message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.

21




AirLive WIAS-1200G
User's Guide

4.1 System Configuration

This section includes the following functions: Configuration Wizard, System Information, WAN Configuration,

LAN1 & LAN2 Configuration, LAN3 & LAN4 Configuration and Wireless Configuration.

[ System ] | User | Hetwork | wtilities |
|| Configuration | | Authentication | Configuration | |

System Configuration

Configuration Wizard -
- System Configuration

System Information Configuration Wizard  This wizard will guide you thraugh basic systerm setup.

Configure systern and netwark related parameters: system name,
administratar infarmation, SMMP, and time zane.
Clients will be directed to URL entered in the Home Page'field after
LAN1 & LAN2 Configuration successiul login,
. Administratar may limit remote administration access to a specific
System Information IF address or network segments. When enabled, only devices with

WAH Configuration

LaNa& AN, Contiguration such IP address or from this network segment may enter systerm's
administration web interface remotely.
Wireless Configuration Metwork Time Protocol (MTPY Server setting allows the systermn to

synchronize its timefdate with external time server.
WAN Configuration Configure static IP, DHCP or PPROE client on WAN port.

Clients from LANT & LAMZ must login before accessing netwarl,
LAN1 & LAN2 exceptthose devices listed on the IPAMAC Privilege List. The LANT &
Configuration LAMZ operates in MAT mode or Router mode.

Awailable options include DHCP Server and DHCP Relay.

Clients from LAMN3Z & LANS will not be authenticated. The LANZ &
LAM4 operates in MAT mode ar Router mode.
HAwailable options include DHCP Server and DHCP Relay.

Clients from wireless must login hefare accessing network, except
those devices listed on the IPMIAC Privilege List The wireless
operates in MAT mode or Router mode.

Awailable options include DHCP Server and DHCP Relay.

=T

LAN3 & LAN4
Configuration

Wireless Configuration

4.1.1 Configuration Wizard

There are two ways to configure the system: using Configuration Wizard or change the setting by demands
manually. The Configuration Wizard has 7 steps providing a simple and easy way to go through the basic setups of
AirLive WIAS-1200G and is served as Quick Configuration. Please refer to 3.2.2 Quick Configuration for the

introduction and description of Configuration Wizard.
Configuration Wizard

WIAS-1200G is an Ethernet Broadband Rowter with access control features ideal for
hotspot, small business and enterprise networking. The wizard will guide you through the
process of creating a baseline strategy. Please follow the wizard step by step to configure
WIAS-120006.

T wizard )
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These are some main information about AirLive WIAS-1200G. Please refer to the following description for these

blanks:

System Name
Administrator Info

Device Name

Home Page

Access History IP

Remote Management
IP

SNMP

User Logon SSL

Time

System Information
[AirLive WIAS-1200G

.Surr\,r! The service is temporarily unavailahle. x

(It appearwhen Internet connection fails.)
| (FQDN for this dewice)

® Enable O Disable

'http:IMww.airlive.comI
(&.q. hitp:fhamas, airlive. come)

EEe.g. 192.182.2.1)

i Enable @ Disable
( Enable @ Disahle
® Enable O Dizable

Device Time : 2007/06/08 06:34:05

Time Zone:

| (GMT+08:00)Taipei v|
(%) MTP Enable

TP Server 1:

EIDCK.USHD.HSW.m” | *te.g. tock.usnonawemily

TP Server e fntm.fau.de
TP Server e} éclnck.cuhk.edu.hk
TP Server 4 ?ntps1.pads.ufrj.br
MNTF Server A ?ntm.cs.mu.OZ.AU

(71 5et Device Date and Time

* System Name: Set the system’s name or use the default.

* Administrator Info: Enter the Administrator’s information here, such as administrator’s name, telephone

number, e-mail address, etc. If users encountered problems in the connection of the WAN port to the system,

this information will appear on the user’s login screen.

* Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will

be directed to the homepage set. Usually, the homepage is the company’s website, such as

http://www.airlive.com. Regardless of the original webpage set in the users’ computer, they will be redirect to this

page after login.

* Access History IP: Specify an IP address of the administrator’s computer or a billing system to get billing

history information of AirLive WIAS-1200G.
Traffic History : https://10.2.3.213/status/history/2005-02-17
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-ahltps:-",.-"lll,z.:j.:v_'13_-='slalus_.-"h|story.-"Zl.lu.‘)—l:lz—l 1 - Microsoft Internet Explorer
Fie Edt Wew Favortes Tools Help o
(Back » ) - [x] 2] 2|, Seach ' Favortes @ Media & v i |
Address |83 tkps 11 :1 atsu | Lirks **

=
#Date TYPE Mame IF MAC Packets In Bvtes In Packets Out Bwtes Out
2005-02-17 18:09:03 +0800 LOGIN aaabul 300, tw 192,168,230, 189 00:0C:F1:28:BF:D& 0 0 1] 1]

On-demand History : https://10.2.3.213/status/ondemand _history/2005-02-17

ahltps:.-",.-"111.2.3,21 3/status/ondemand_history /2005-02-17 - Microsolt Internet Explorer

fie Edt View Favortes Tooks Help r
QBack » () ~ [x] 2] 4| search ' Favortes oF Meda & v i

Address [&7 hitps://10.2,3.213/stabusfondemand_history/2005-02-17 = EJco |unks ?|
#ate Sys tem Name Type Name 1P MAC Packets In Bytes In Packets Out Bytes OutExpiretime Valid
2005-02-17 16:44:19 +0%00  QA-WI200-Casper-213 Create 0D _User NTEY 0.0.0,0 00:00:00:00:00:00 O 0 0 0
2005-02-17 16:44:57 +0800 QA-W1300-Casper-213 OD_User_Login NTED 192.168,30,189 00:0C:F1:28:BF:D8 O 0 0
2005-02-17 16:45:22 0800 QA-W1300-Casper-213 OD_User_Logont N7ES 192, 168,30, 189 00:0C:F1:28:BF:D& 32 14499 30

Remote Management IP: Set the IP block with a system which is able to connect to the web management
interface via the authenticated port. For example, 10.2.3.0/24 means that as long as you are within the IP
address range of 10.2.3.0/24, you can reach the administration page of AirLive WIAS-1200G. Another example
is 10.0.0.3, if you are using the IP address 10.0.0.3, you can reach the administration page of AirLive
WIAS-1200G. If you would like to allow any IP address to access the remote management, enter the address
range with 0.0.0.0/0.0.0.0. The default setting is to disable remote managed function.

SNMP: AirLive WIAS-1200G supports SNMPv2. If the function is enabled, you can assign the Manager IP
address and the SNMP community name used to access the management information base (MIB) of the
system.

User logon SSL: Enable to activate https (encryption) or disable to activate http (non encryption) login page.
Time: AirLive WIAS-1200G supports NTP communication protocol to synchronize the network time. Please
specify the IP address of a server in the system configuration interface for adjusting the time automatically.
(Universal Time is Greenwich Mean Time, GMT). You can also set the time manually when you select “ Set

Device Date and Time”. Please enter the date and time for these field.
Device Tirme  2005/03/03 10:43:08

" NTF Enable

Time * Set Device Date and Time
Year:l—— jnﬂonth:l—— jDa\;: | 'I
Hnur:l—— 'I Minute:l—— '|Secnnd:|—— 'I
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There are 4 methods of obtaining IP address for the WAN Port: Static IP Address, Dynamic IP Address, PPPoE

and PPTP Client.

WAN Port

WAN Configuration

) Static IP Address

IF Address: *
Subnet Mask: -
Default Gateway: *

Prefarred DS Server: T68.95.1.1 *

Alternate DMNS Server:

O Cvynamic P Address
O PPPOE Client
O PPTP Client

e Static IP Address: Manually specifying the IP address of the WAN Port is applicable for the network

environment where the DHCP service is unavailable. The fields with red asterisks are required to be filled in.
IP address: the IP address of the WAN port.

Subnet mask: the subnet mask of the WAN port.

Default gateway: the gateway of the WAN port.
Preferred DNS Server: The primary DNS Server of the WAN port.
Alternate DNS Server: The substitute DNS Server of the WAN port. This is not required.

®* Dynamic IP address: It is only applicable for the network environment where the DHCP Server is available in

the network. Click the Renew button to get an IP address.

WAN Port

WAN Configuration

O Static IP Address

® Dynamic IP Address

(O PPPOE Client
O PPTP Client

®* PPPoE Client: When selecting PPPoE to connect to the network, please set the “User Name”, “Password”,
“MTU” and “CLAMPMSS". There is a Dial on Demand function under PPPoE. If this function is enabled, you

can set a Maximum Idle Time. When the idle time is reached, the system will automatically disconnect itself.

WAN Port

WAN Configuration

O Static IP Address
O Dynarmic IP Address
® PPPOE Client

Usernarme:
Password:
RATL: 1482 | fwytes (Range:1000-1432)
CLAMPMSS: 1400 | fytes (Range:980~1400)F

Dialon Demand: () Enable & Disable
O PPTF Client
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PPTP Client: Select STATIC to specify the IP address of the PPTP Client manually or select DHCP to get the IP

address automatically. The fields with red asterisks are required to be filled in. There is a Dial on Demand

function under PPPoE. If this function is enabled, a Maximum Idle Time can be set. When the idle time is

reached, the system will automatically disconnect itself.

WAN Port

WAN Port

WAN Configuration

(O static IP Address
O Dynamic P Address
) PPPOE Client
& PFTF Client
Type @ Static O DHCP

IF Address:

Subnet Mask:

Default Gateway:
Preferred DMS Server:
Alternate DMS Server:
PPTF Server IF:
LIsernarne:

Pasgword:

PPTF Connection IDiMame:

Dial on Demand:

WAN Configuration

O static IP Address
O Dynamic IP Address
) PPFOE Clignt
@& PPTF Client
Type O Static & DHCP

FFTF Semer P
Usermame:

FPassward:

FFTF Connection IDMMame:

Dial on Demand:

26
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4.1.4 LAN1 & LANZ2 Configuration

User authentication for the two LAN ports can be enabled or disabled.

LAN1 & LAN2 Port

LANT & LANZ

DHCP Server
Configuration

LANT & LANZ Port

LAN1 & LANZ Configuration

IF PHP O Enable @& Disable

User Authentication (& Enahle O Disable

Cperation Mode MAT  w
IP Address: 192.168.1.254 *

Subnet Mask: 255.255.255.0 *

& Disable DHCP Server
© Enable DHCF Server
© Enable DHCP Relay

IP PrP " Enable & Disable

User Authentication & Enable ¢ Disable

COperation Mode MAT =

IF Address I192.158.1.254 *
Subnet Mask |255.255.255.D *

IP PNP: Users can use any IP address to connect to the system. Regardless of what the IP address at the user

end is, users can still be authenticated through AirLive WIAS-1200G and access the network.

User Authentication: Choose to enable or disable this function. If “User Authentication” is disabled, users

can access Internet without being authenticated.

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.
IP Address: Enter the desired IP address for the LAN1 & LAN2 port.
Subnet Mask: Enter the desired subnet mask for the LAN1 & LAN2 port.

DHCP Server Configuration
There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable

DHCP Relay.

1. Disable DHCP Server: Disable DHCP Server function.

DHCP Server
Configuration

& Disahle DHCP Server
 Enable DHCP Sernver
7 Enable DHCP Relay

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red asterisks are required to be filled in.
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) Disable DHCP Server
&) Enable DHCP Server

DHCP Scope
StartIP Address: [19216801 |+
End IP Address: [192168.1.100 |+
Freferred DMS Server, W!*
DHCP Server B
Configuration Alternate DNS Server: [ ]
Domain Mame: W!*
WINE Server IP; [ ]
Lease Time [:I__I:_)E!r" _v_l

Reserved IP Address List

(2 Enable DHCF Relay
DHCP Scope: Enter the “Start IP Address” and the “End IP Address” of this DHCP block. These fields
define the IP address range that will be assigned to the Public LAN clients.
Preferred DNS Server: The primary DNS server for the DHCP.
Alternate DNS Server: The substitute DNS server for the DHCP.
Domain Name: Enter the domain name.
WINS IP Address: Enter the IP address of WINS
Lease Time: Choose the time to change the DHCP.
Reserved IP Address List: For reserved IP address settings in detail, please click the hyperlink of
Reserved IP Address. If using the Reserved IP Address List function for IP address outside the DHCP
range is desired, click on the Reserved IP Address List on the management interface. Then, the setup of
the Reserved IP Address List as shown in the following figure will appear. Enter the related Reserved IP

Address, MAC, and some description (not mandatory). Click Apply to complete the setup.

Reserved IP Address List - LAN1 & LAN2

ftem Reserved IP Address MAC Description

1

Z

| |
| |
| |
| |
| |
8 | |
| |
| |
| |
| |
irst

{Total:40) First Prev Mext Last

3. Enable DHCP Relay: If enabling this function is desired, other DHCP Server IP address must be specified.

See the following figure.

" Disable DHCP Server
DHCP Server " Enable DHCP Server
Canfiguratior & Enable DHCP Relay

DHCF Server IP I -
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4.1.5 LAN3 & LAN4 Configuration
In this section, set the related configuration for LAN3/LAN4 port and DHCP server.
LAN3 & LAN4 Configuration

Operation Mode BAT
LAN3 & LAN4 IF Address: 192 168.2.254 =
Suhnet Mask: 255.255.254.0 *

# Dizahle DHCP Server

‘?3:;;3?]'1}’;: € Enable DHCP Server
) Enahle DHCP Relay
e LAN3 & LAN4 Port
LAN3 & LAN4 Configuration
Cperation Mode NAT  »
LAN3 & LAN4 IP Address: 192.168.2.254 *

Subnet Mask: 255.255.255.0 *

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.
IP Address: Enter the desired IP address for the LAN3 & LAN4 port.
Subnet Mask: Enter the desired subnet mask for the LAN3 & LAN4 port.
* DHCP Server Configuration
There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable DHCP Server function.
@ Disahle DHCP Server

" Enable DHCP Server
" Enable DHCP Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for
the DHCP server. The fields with red asterisks are required to be filled in.

) Digable DHCP Server
(& Enable DHCP Server

DHCP Scope
StartIP Address: [182.188.2.1 IE
End IF Address: [192168.2100 |

Preferred DNS Server: [192168.2254 |+

DHCP Server

Configuration Alternate DMNS Server:
Dormain Marme: |airlive.com *
WINE Server P
Lease Time 1 Day v

Reserved IP Address List

) Enable DHCF Relay
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DHCP Scope: Enter the “Start IP Address” and the “End IP Address” of this DHCP block. These fields
define the IP address range that will be assigned to the Private LAN clients.

Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS IP Address: Enter the IP address of WINS.

Lease Time: Choose the time to update the DHCP.

Reserved IP Address List: For reserved IP address settings in detalil, please click the hyperlink of
Reserved IP Address. If using the Reserved IP Address List function for IP address outside the DHCP
range is desired, click the Reserved IP Address List on the management interface. The setup of the
Reserved IP Address List as shown in the following figure will appear. Enter the related Reserved IP

Address, MAC, and some description (not mandatory). Click Apply to complete the setup.

Reserved IP Address List - LAN3 & LAN4

ftem Reserved IP Address MAC Description

1

2

&

| ||
| |||
| |||
| | ||
| | ||
: | | ||
| | ||
| | |
| | |
| ||

{Total:40} First Prev Next Last

3. Enable DHCP Relay: If enabling this function is desired, other DHCP Server IP address must be specified.
See the following figure.
" Disahle DHCP Server

DHCP Server " Enahle DHCF Server
Configuration & Enable DHCF Relay

DHCP Server IP | *
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This section is for setting related configurations for the wireless port.

Basic Configuration

Wireless Port

DHCP Server
Configuration

WDS Configuration

Wireless Configuration

SEID

Transmission Mode
Channel

SSI0 Broadcast
Layer? Client Isolation

Security Advance

IF PP

User Authentication
Operation Mode

IF Address:

Subnet Mask

[zeers
ialrlwe |*

Syne To Ticket

802 11(h+g) v |

»

I Y

O Enable @ Disable

@ Enable O Disable

) Disable DHCP Server

(® Enable DHCF Server

DHCF Scope
Start IP Address:

End IP Address:

Preferred DMNS Server:

Alternate DMNS Server

Comain Mame:

WIS Server |F:

Lease Time

fezieann |-
fezieasion |-
fezieaazss |-
]
i
]
[1oay v

Eeserved IP Address List

) Enable DHCF Relay

(2 Enable @ Disable
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Wireless Configuration
Wireless Configuration
8D [airiive IE

Syric To Ticket

Transmission Maode 5-802.11(b+g) v
Basic Configuration Channel 5_1 \u
550 Broadeast

Layer? Client Isolation

Security Advance

SSID: The SSID is the uniqgue name shared among all devices in a wireless network. The SSID must be the
same for all devices in the wireless network. It is case sensitive, must not exceed 32 characters and may be any
character on the keyboard.

Sync to Ticket: Synchronize the SSID of ticket with this system.

Channel: Select the appropriate channel from the list to correspond with your network settings; for example, 1
to 11 channels are suitable for the North America area. All points in the wireless network must use the same
channel in order to make sure correct connection.

Transmission Mode: There are 2 modes to select from, 802.11b (2.4G, 1~11Mbps) and 802.11 (b+g) (2.4G,
1~11Mbps and 2.4G, 54Mbps).

SSID Broadcast: Select to enable the SSID broadcast in the network. When configuring the network, this
function may be enabled but should be disabled when configuration is finished. Since when SSID Broadcast is
enabled, someone could easily obtain the SSID information with the site survey software and get unauthorized
access to the network.

Layer2 Client Isolation: This function can be enabled to isolate any client from each other.

Security: For security settings in detail, please click the hyperlink Security to go into the Security page.

Choose “Enable” to configure the setting.

Security
WEP Key @ Enable O Dizable
WEP Key Encryption ® a4bits O 128bits

Mode HEX |»

1. WEP Key: Wired Equivalent Privacy. If using this function is desired, please choose “Enable”.

2. WEP Key Encryption: This is a data privacy mechanism based on a 64-bit or 128-bits shared key
algorithm.

3. Mode: There are two types of encryption, HEX and ASCII. After selecting one of them, please enter the

related information in the blanks below.
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Authentication Type
Transmission Rates
CTS Protection Mode
Basic Rates
Beacon Interval

RTS Threshold

Fragmentation
Threshold

DTIM Interval

ACK Timeout
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For advance settings in detail, please click the hyperlink Advance to go into the Advance page.

Advanced
Auta M |iDefault: Auto)
Auto M | (Default: Aute)
Digable % | (pefault: Disable)
Setl ™| pefault: Sett)
100 milliseconds  “Range: 20-1000; Default: 1007
OFF ¥ | *Range: 256-2346; Detault: OFF)
2346 *(Range: 256-2346; Default: 2248)

20 *Range: 1-255; Default: 20)

43 microseconds  f(Range: 0-372; Default: 48

1. Authentication Type: The default value is Auto. When “Auto” is selected, it will auto-detect to

authenticate by Shared Key type or Open System type. Shared Key is used such that both the sender and
the recipient share a WEP key for authentication. Open Key is that the sender and the recipient do not
share a WEP key for authentication. All points on the network must use the same authentication type.
Transmission Rates: The default value is Auto. The range is from 1 to 54Mbps. The rate of data
transmission should be set depending on the speed of this particular wireless network. Select from a range
of transmission speeds or keep the default setting, Auto, to make the Access Point use the fastest possible
data rate automatically.

CTS Protection Mode: The default value is Disable. When enabled, a protection mechanism will ensure
that the 802.11b devices can connect to Access Point and not be affected by many other 802.11g devices
existing at the same time. However, the performance of this 802.11g devices may decrease.

Basic Rate: The basic rate offers three options, All, Setl and Set2 and the default value is Set1.
Depending on the wireless mode selected, AirLive WIAS-1200G will deliver a pre-defined data rate. Select
“All” to activate all transmission rates to be compatible with the majority of the devices.

Beacon Interval: Enter a value between 20 and 1000 msec, default value is 100 milliseconds. The entered
time means how often the signal transmission occurs between the access point and the wireless network.
RTS Threshold: Ready To Send threshold. The range is from 256 to 2346 and the default is OFF. The
administrator could set the value which is the time to wait before sending another packet. It is recommended
that the value remains in the range of 256 to 2346.

Fragmentation Threshold: The range is from 256 to 2346 and the default is OFF. The value specifies the
maximum size of packet allowed before data is fragmented into multiple packets. It should be remained in
the range of 256 to 2346. A smaller value results smaller packets but with a larger numbers of packets in
transmission.

DTIM Interval: This function indicates the interval of the Delivery Traffic Indication Message (DTIM). DTIM
is a countdown function to inform clients to listen to broadcast and multicast messages. When an Access
Point has buffered broadcast or multicast message from an associated client, it sends the next DTIM at this
interval rate (from 1~255), the client will hear the beacons.

ACK Timeout: This function is to define ACK timeout parameter of Atheros wireless LAN chipset. Generally,
the higher the ACK timeout is, the lower the throughput is. Thus, ACK timeout should be the optimization of

distance over throughput.
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Wireless Configuration

IPPHP O Enable @ Disable

User Authentication (%) Enahle O Disahle
Wireless Port Operation Mode AT w

IF Address: 192168.3.2594 *

Subnet Mask: 255.255.2550 =

IP PNP: Use any IP address to connect to the system. Regardless of what the IP address at the users end is,
they can still be authenticated through AirLive WIAS-1200G and access the network.

User Authentication: If “User Authentication” is disabled, “ Specific Route Profile” needs to be specified for
the users to access Internet.

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.

IP Address: Enter desired IP address for the wireless port.

Subnet Mask: Enter desired subnet mask for the wireless port.

DHCP Server Configuration
There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable the DHCP Server function.
% Disable DHCP Server

" Enahle DHCF Server
" Enable DHCF Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for
the DHCP server. The fields with red asterisks are required to be filled in.

) Disable DHCP Server
& Enable DHCP Server

DHCF Scope
Start IP Address: 1192.168.3.1 IE
End IP Address: 1921683100 |+

Preferred DNS Server: 1921683254 |+

DHCP Server

Configuration Alternate DMNS Server;
Domain Marrne: |airlive.com *
WINE Server IF;
Lease Time 1 Day v

Resered P Address List

) Enable DHCP Relay

DHCP Scope: Enter the “Start IP Address” and the “End IP Address” of this DHCP block. These fields
define the IP address range that will be assigned to the Wireless LAN clients.

Preferred DNS Server: The primary DNS server for the DHCP.
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Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS IP Address: Enter the IP address of WINS.

Lease Time: Choose the time to change the DHCP.

Reserved IP Address List: For reserved IP address settings in detail, please click the hyperlink of
Reserved IP Address. If using the Reserved IP Address List function for IP address outside the DHCP
range is desired, click on the Reserved IP Address List on the management interface. The setup of the
Reserved IP Address List as shown in the following figure will appear. Enter the related Reserved IP

Address, MAC, and some description (not mandatory). Click Apply to complete the setup.

Reserved IP Address List - Wireless

Item Reserved IP Address MAC Description

1 | | | | || |
2 | | | | || |
3 | | | || |

3. Enable DHCP Relay: If enabling this function is desired, other DHCP Server IP address must be specified.
See the following figure.

7 Disable DHCF Server
DHCP Server " Enakle DHCF Server
Configuration ' Enahle DHCF Relay

DHCP Server IP | *

WDS configuration
This function can extend the range of accessing the network. It has to work with a repeater. A repeater is a
peripheral device supporting AirLive WIAS-1200G to extend the wireless access by receiving requests from APs

or clients and passing the requests to AirLive WIAS-1200G to obtain authentication.

WS Configuration  Enable ™ Disable

When “Enable” is clicked, there will be a warning box showing up.
Microsoft Internet Explorer j x|

:'i) Enabling WS will prohibit §02. 1% Functionalicy,
ey

Are you surey
Cancel |

If this function is enabled, please enter the MAC address of repeater in the blanks. A maximum of three

repeaters are supported.

& Enable © Disable
tern WS Client MAC Address

WDS Configuration ; |
2 |
3 |
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This section includes the following functions: Authentication Configuration, Black List Configuration, Policy

Configuration, Guest User Configuration and Additional Configuration.

m

Ser | Hetwork |

Tguration entication  J | Configuration | Ll |
&) User Authentication
Authentication Configuration User Authentication

Black List Configuration

Policy Configuration

Guest User Configuration

Additional Configuration

Authentication
Configuration

Black List Configuration

Policy Configuration

Guest User Configuration

Additional Configuration

4.2.1 Authentication Configuration

Systern provides 3 authentication servers. Each server allows anly
one type of authentication method and one Black List Profile. An
authentication policy may be assigned to any policy. Systerm
supports the following external authentication servers: POP3(S),
RADIIS, LDAF and MNT Domain.

Systermn alzo has embedded user datahase storing 2500 user
accounts for local user group (500 and On-dermand user group
2000y, Systern may print out On-dermand user accounts
information using an external printer. By default, the On-demand
user datahase is empty.

Systern supports 8 Black List profiles for used within the
authentication server. On-demand users are MOT bounded by the
Black List.

Systermn provides 3 policies, each palicy can apply independent
fireweall profile, specific route profile, login schedule profile and
handwidth controls.

Systern provides up to 10 guest accounts.

Uszers will be logged out automnatically after being idle for a
specified period of time. Multiple login of the same user account
could be enabled or disahled {not available to On-demand users).
Systern provides Friendly Logout options, Login Page and Logout
Fage customization, and login notification email to client.

When MAC Access Control is enabled, system will only provide
login page to those devices listed. SMTP Redirect can be enabled
to redirect outgoing emails to the selected SMTP servar.

BT

This function is to configure the settings for 802.1x authentication, authentication server, and on-demand user

System User | Nelwork: | wiliti |
jguration entication || Configuration | |

authentication.

Eﬂmthentic:ation Confignratiorq

Black List Configuration

Policy Configuration

Guest User Configuration

Additional Configuration

Authentication Configuration

802.1x Authentication Configuration

802.1x Authentication Configuration O

Server Name
Server 1
Server 2
Server 2

On-demand User

Authentication Server Configuration

Auth Method Fostfix Policy Default Enabled

LOCAL Postfix1 Policy A O 0
FOP3 FPostfix2 Policy A O 0
RADIUS Postfix3 Palicy A O 0
ONDEMAND ovislink | Mone ®
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802.1x Authentication Configuration

802.1x Authentication Configuration

202.1x Authentication Caonfiguration

Microsoft Internet Explorer

P Enabling 802, 1 will prohibit WD3 Functionality and other Authentication Configurations,
‘-'(/ fire you sure?

OF, ] [ Cancel
Serier o ZrAm L Fochlee | POy & o =]
On-dernand User OrRDEMARD owislink Mane [ &) |

There are two kinds of 802.1x authentication methods and one encryption mechanism: 802.1x, WPA w/802.1x
and WPA-PSK. Click the hyperlink 802.1x Authentication Configuration to set the related configurations. After
completing and clicking Apply to save the settings, go back to the previous page to check the item box next to
802.1x Authentication Configuration to enable this function. When using 802.1 x authentications, the RADIUS
attributes such as idle timeout or session timeout have no effect.

1. 802.1x: Enable the 802.1x authentication method. The fields with red asterisks are required to be filled in.

802.1x Authentication Configuration

® 802.1x% O WPAw 8021 O WPAPSK

Authentication Server [P:
Authentication Port: 1812 “(Default: 18121
Secret Key:

Accounting Serer [P:

Accounting Port: H(Default: 1513)
Secret Key:
Accounting Service Enabled »
Falicy Folicy & »

Authentication Server IP: The IP address or domain name of the Authentication server.
Authentication Port: The port of the authentication server. The default value is 1812.
Secret Key: The secret key of the authentication sever for encryption and decryption.
Accounting Server IP: The IP address or domain name of the accounting server.
Account Port: The port of the accounting server. The default value is 1813.

Secret Key: The secret key of the accounting sever for encryption and decryption.
Accounting Service: Enable or disable accounting service.

Policy: There are three policies to select from.
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2. WPA w/802.1x: Enable the supported WPA-Enterprise, Wireless Protection Access with 802.1x.

802. 1x Authentication Configuration

O 802.1x ® wrPaw 8021 O WPA-PSK

Authentication Server IP:
Authentication Port: 1812 *Default: 18121
Secret Key:

Accounting Server [P

Accounting Port: “(Default: 1813)
Secret Key:
Accounting Service Enabled
Palicy Policy A& |+
Group Re-key Time: g00 seconds  “Range: 060007

Authentication Server IP: The IP address or domain name of the Authentication server.
Authentication Port: The port of the authentication server. The default value is 1812.
Secret Key: The secret key of the authentication sever for encryption and decryption.
Accounting Server IP: The IP address or domain name of the accounting server.
Account Port: The port of the accounting server. The default value is 1813.
Secret Key: The secret key of the accounting sever for encryption and decryption.
Accounting Service: Enable or disable accounting service.
Policy: There are three policies to select from.
Group Re-key Time: Time interval for re-keying broadcast/multicast keys in seconds. The maximum is
6000 sec.

3. WPA-PSK: Wireless Protection Access-PreShared Key, when using WPA-PSK, there is no user
authentication required.

802.1x Authentication Configuration

O a0z.1x O WPAW 802.1x & WPA-PSK

Group Re-key Tirme: (] seconds  “(Range: 0-8000)
O Pak:
() Passphrase: 00000000

Group Re-key Time: Time interval for re-keying broadcast/multicast keys in seconds. The maximum is
6000 sec.

PSK: The Pre-Shared Key uses 64 hexadecimal.

Passphrase: Akind of password using 8 to 63 ASCII characters.

Note: After clicking Apply, there will be a restart message. You must click Restart to apply the settings.
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Authentication Server Configuration

The system provides 3 servers and one on-demand server that the administrator can apply with different policy.
Click on the server name to set the related configurations for that particular server. After completing and clicking
Apply to save the settings, go back to the previous page to choose a server to be the default server and enable
or disable any server on the list. Users can log into the default server without the postfix to allow faster login

process.

Authentication Server Configuration

Server Mame Auth Methaod Fostfix Folicy Default Enabled
Server 1 LOCAL Postfix Policy A ) O
Server 2 POP3 Postfix2 Palicy A O O
Server 3 RADIUS Postfix3 | Policy A ) O

On-demand User OMNDEMAND ovislink MNane ®

1. Server 1~3: There are 5 kinds of authentication methods, Local User, POP3, RADIUS, LDAP and

NTDomain to setup from.

Authentication Server - Server 1

Server Name Server 1 Filtz zerver name)
Server Status Disabled
Postfix Postfix Filts postfiz: name)
Black List Mone A
Authentication Method Laocal Lser + Local User Setting
Policy Folicy & |+

Allow username without postfix  []

Server Name: Set a name for the server using numbers (0~9), alphabets (a~z or A~Z), dash (-), underline
(1) and dot (.) with a maximum of 40 characters, all other letters are not allowed.

Sever Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0~9), alphabets
(a~z or A~Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not

allowed.

Note: The Policy Name cannot contain these words: MAC and IP.

Black List: There are 5 sets of the black lists. Select one of them or choose “None”. Please refer to 3.2.2
Black List Configuration

Authentication Methods: There are 5 authentication methods, Local, POP3, RADUUS, LDAP and NT
Domain to configure from. Select the desired method and click the link besides the pull-down menu for

more advanced configuration. For more details, please refer to 4.2.1.1~5 Authentication Method.

Note: Enabling two or more servers of the same authentication method is not allowed.

Policy: There are 3 policies to choose from to apply to this particular server.
Allow username without postfix: To enable the function, the user name could be set up without postfix.
2. On-demand User: This is for the customer’s need in a store environment. When customers need to get

wireless access to the Internet in the store, they have to get a printed receipt with username and password
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from the store to log in the system for wireless access. There are 2000 On-demand User accounts available.

Server Status
Postfix
Receipt Header 1
Receipt Header 2
Receipt Footer

Printer Baud Rate

Monetary Unit

WLAN ESSID
Wireless Key
Remark
Billing Notice Interval

Twin Ticket

On-demand User Server Configuration

Enabled
Iairlive | *le.g. airlive, Max: 40 char)
|'Welcamel | (e.g. Welcomel)

Fls weait for login page (e g. Thank Youl)
[s60n v
® none © $usp © £oer © €EUR

o ___I {Input other desired rmonetary unit, e.g.
ALl

!airlive |(e_g_ aitlive)
i—,(fur customer)

@ 10mins O 18mins O 20mins

(D Enable & Disable

Users List Billing Configuration Create On-demand User  Billing Report  Payiment

For detailed information about configuration, please see 4.2.1.6 Authentication Method — On-demand User

4.2.1.1 Authentication Method — Local User Setting

Choose “Local User” in the Authentication Method field, the hyperlink besides the pull-down menu will become

“Local User Setting”.

Authentication Server - Server 1

Server Name |Senfer1 |ar(nS zemver name)
Server Status Disabled
Postiix [Postixt itts posthix name)
Black List

Awthentication Method Local User Sefting

Allow username without postfix [

Policy

Click the hyperlink for further configuration.

Local User Setting

Edit Local UserList

e Edit Local User List: Click this to enter the “Local User List” screen.

[ Add Lser ][ Upload User ][ Download User ][ Refresh
| |[ Search ]
Policy
Username Password MAC
Remark

(Total:0p Eirst Previous Mext Last
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Add User: Click this to enter the Add User interface. Fill in the necessary information such as “Username”,
“Password”, “MAC” and “Remark” (optional). Then, select a desired Policy and click Apply to complete

adding the user or users.

Add User
. Username P xﬂg&:xx:xm Policy
Password Expiration Time Remark
\ | |l |
N | s [ ]
\ | |l |
* [ || P .
L || |
\ | |l | Select [ ]
N || |
\ | |l | Select [ 1
\ | |l |
° [ || PR —
Add User
- Username (xx:xx:xrfa?xi:xx:xx) Policy
Password Expiration Time Remark
o B |
[tony | |[ozm12007 ] selent [ ]
[Lamy | [ooorz3sFeDTE |
llarmy | |[o1mi2007 ] seleat [ ]
m H |
fjudy | |[ozzzonr | seledt [ ]
=D H |
) ‘oksana ‘ | | Select
L | |
\ ||l | selegt [ ]
Uzer Tony" has been added!
Uszer'Lary” has been added!
User Judy’ has been added!
User'Oksana’ has been added!
Add User
- Username (xx:xx:)?lx?fx:xx:xx) Policy
Password Expiration Time Remark
L | |
| | | | gelect [ 1
L | | |
| | | | Select I:l
| | | |
i || PR —
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Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text file for the
user account upload. Then click Submit to complete the upload process.

Note: The format of each line is "ID, Password, MAC, Policy,Expiration Time{MM DD ¥¥YY),
without the quotes. There must be no space hbetween the fields and commas. The
nd expiration-time fields could be omitted but the trailing commas corresponding to

them must be retained. When adding user accounts by uploading afile, existing accounts in
the embedded database that are also defined in the data file will not be replaced by the new
ones.

Upload User Account

File Name | |[ Browse...

The uploading file should be a text file and the format of each line is "ID, Password, MAC, Policy, Remark"
without the quotes. There must be no spaces between the fields and commas. The MAC field could be omitted
but the trailing comma must be retained. When adding user accounts by uploading a file, the existing accounts in
the embedded database will not be replaced by new ones.

password Policy
D MAC remark

( cadon,cadon,00:00:00:00:00:00, 1,the admin ]

( testtest,,2,testing account |
il 1 L L

1D Policy

password remark

Download User: Click this to enter the Users List page and the system will directly show a list of all created

user accounts. Click Download to create a .txt file and then save it on disk.

MAC Paolicy
Username Password
Expiration Time Remark
1
Tany tony
0201 2007
00:01:23:3F6D:7E 1
Larry larrry
01 31 2007
0
Judy judy
02 25 2007
2
Oksana oksana
Lang Term
Download
password Policy
D MAC remark

( cadon,cadon,00:00:00:00:00:00, 1,the admin ]

( testtest,,2,testing account |
il 1 L L

1D Policy

password remark
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Refresh: Click this to renew the user list.

[ AddUser | [ Upload User | [ Download User | [ Refresh
| |[ Search ]
MAC Policy
Username Password Del All
Expiration Time Remark
FPolicy A
Tony tony Delete
0201 2007
00:01:23:3F 60 TE Folicy A
Larry larrry Delete
01 31 2007
Mane
Judy judy Delete
02252007
Folicy B
Oksana oksana Delete
Long Term

(Total:4) First Previous Mext Last

Search: Enter a keyword of a username to be searched in the text field and click this button to perform the

search. All usernames matching the keyword will be listed.

[ Add User ] [ Upload User ] [ Download User ] [ Refrash
|0ksana |[ Search ]

MAC Policy

Usermame Password el All
Expiration Time Remark
Palicy B

Oksana oksana Delete

Long Term

(Total:1) First Previous Mext Last

Del All: This will delete all the users at once.

Delete: This will delete the users individually.

Edit User: If editing the content of individual user account is desired, click the username of the desired user
account to enter the Edit User Interface for that particular user, and then modify or add any desired information
such as “Username”, “Password”, “MAC” and “Remark” (optional). Then, click Apply to complete the

modification.

Edit User

Username *
password [okeara |+
Policy
Remark

Expiration Time

H

Select

~
w
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Choose “POP3” in the Authentication Method field, the hyperlink beside the pull-down menu will become “POP3

Setting”.

Server Hame
Server Status
Postfix
Black List
Authentication Method

Policy

Authentication Server - Server 1

Serer 1 Filts server name)
Dizahled

Postii Fllts postfi=: name)
Mone “

POP3 Setting

Palicy A (v

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the secondary
server (the secondary server is not required). The blanks with red star are necessary information. These settings will

become effective immediately after clicking the Apply button.

Primary POP3 Server

Serer IP FiDamain HameflF)
FPort F(Default: 1107
S5L Setting [ Enahle S5L Connection
Secondary POP3 Server
Server [P
Port
SEL Setting [ Enable 3L Connection

* Server IP: Enter the IP address/domain name given by your ISP.
* Port: Enter the Port given by the ISP. The default value is 100.

* Enable SSL Connection: If this option is enabled, the POP3 protocol will perform the authentication.

4.2.1.3 Authentication Method — Radius

Choose “Radius” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“Radius Setting”.

Authentication Server - Server 1

Server Name Server 1 Filts server name)
Server Status Dizabled
Postfix Postfix Felts pastiioe name)
Black List Mone w

Authentication Method Radius W Radius Setting

Paolicy Folicy A«

Click the hyperlink for further configuration. The Radius server sets the external authentication for user accounts.
Enter the related information for the primary server and/or the secondary server (the secondary server is not

required). The blanks with red star are necessary information. These settings will become effective immediately after

clicking the Apply button.
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Radius Setting
@ Enable O Disable
Radius Client List
Trans Full Mame @ Enable © Disable
NASID

802.1x Authentication

Primary RADIUS Server

Server IP I:I
Authentication Port l:I"(Default' 1812)
Accounting Port l:l"(Default: 1813)
Secret Key l:l*
Accounting Service O Enable ® Disable

Authentication Protocol PAP
Secondary RADIUS Server
Server IP
Authentication Port

Accounting Part

]

Secret Key
Accounting Service ® Enable O Disable

Authentication Protocol CHAP

802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the
hyperlink to get into the Radius Client Configuration list for further configuration. In the Radius Client
Configuration table, the clients, which are using 802.1X as the authentication method, shall be put into this
table. AirLive WIAS-1200G will forward the authentication request from these clients to the configured Radius

Servers.

Radius Client Configuration

No. Type IP Address Segment Secret
1 [Bozax v] [192188.1.0 | | 255.255.255.255 (32) v [ 12345678
2 | |Disable | || | | 255.255.255.255 32) v |

3 |Disable v

|
|
| | | 255.255.255.255 (32) v | |
4 | |Disable v| || | | 255.255.255.255 (32) v | |
| |

5 |Disable v | | 255.255.255.255 (32) v |

Trans Full Name: When enabled, the ID and postfix will be transferred to the RADIUS server for authentication.
When disabled, only the ID will be transferred to RADIUS server for authentication.

NASID: Enter a line of characters, for example “meeting room”, for identify the server using numbers (0~9),
alphabets (a~z or A ~Z), dash (-), underline () and dot (.), all other letters are not allowed.

Server IP: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.
Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.

Secret Key: Enter the key for encryption and decryption.

Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.

Authentication Protocol: There are two methods, CHAP and PAP for selection.
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Choose “LDAP” in the Authentication Method field, the hyperlink beside the pull-down menu will become “LDAP

Setting”.

Server Name
Server Status
Postfix
Black List
Authentication Method

Paolicy

Authentication Server - Server 1

Server 1 F(lts server name)
Disahled

Fostiix Filts postfi=x name)
Mone hd

LDAP w LDAF Setting
FPolicy & »

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the secondary

server (the secondary server is not required). The blanks with red asterisks are necessary information. These

settings will become effective immediately after clicking the Apply button.

Server IP
Paort
Base DM

Account Attribute

Server IP
Port
Base DN

Account Attribute

Primary LDAP Server
Fromain Hame/lIF)
FDefault: 207
F(CN=,do=,de=)
(Default: uid)

Secondary LDAP Server

e Server |IP: Enter the IP address or domain name of the LDAP server.
e Port: Enter the Port of the LDAP server, and the default value is 389.
* Base DN: Enter the distinguished name of the LDAP server.

e Account Attribute: Enter the account attribute of the LDAP server.
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4.2.1.5 Authentication Method — NTDomain

Choose “NTDomain” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“NTDomain Setting”.

Authentication Server - Server 1

Server Name Server Filts server name)
Server Status Dizabled
Postfix Postfix Filts pastfix name)
Black List Mone w
Awhentication Method MTCOomain Jid T Domain Setting
Paolicy FPolicy &

Click the hyperlink for further configuration. Enter the server IP address and enable/disable the transparent login
function. These settings will become effective immediately after clicking the Apply button.
Domain Controller
Server IP address e
Transparent Login (> Enable @& Disable
» Server IP address: Enter the server IP address of the domain controller.
* Transparent Login: If the function is enabled, users will log into AirLive WIAS-1200G automatically when they

log into the Windows domain.
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Authentication Method — On-demand User

On-demand User Server Configuration: Administrators can enable and configure this authentication method to

provide wireless access in a Hotspot environment. Major functions include accounts creation, users monitoring list,

billing plan, billing report statistics, and external payment gateway support.

on-demand User Server Configuration

Server Status Enahled
Postfix |airlive _. *(e.g. airlive. Max: 40 char)
Receipt Header 1 [welcome! |te.q. Welcomel)

Receipt Header 2
Receipt Footer P13 wait for login pagé: {e.g. Thank Youl)
Printer Baud Rate QEUD s

® none © $usp O £o8r O €EUR

Monetary Unit o ;(Input other desired monetary unit, e.g.
)
WLAN ESSID [aiiive fe.q. airlive)
Wireless Key .
Remark |

(for customer)
Billing Notice Interval ® 10mins O 18mins ) 20mins
Twin Ticket (O Enable & Disahble

Users List Billing Configuration Create On-demand User  Billing Report  Payvinent

Server Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0~9), alphabets
(a~z or A~Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’s header.
Enter receipt header message or use the default.

Receipt Footer: Enter receipt footer message here or use the default.

Printer Baud Rate: Select the desired transmission baud rate. The default value is 9600.

Monetary Unit: Select the desired monetary unit.

WLAN ESSID: Enter the ESSID of the AP. Administrators can supply a new name or use the default name.
Wireless Key: Enter the Wireless key of the AP such as WEP or WPA.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Billing Notice Interval: While the on-demand user is still logged in, the system will update the billing notice
of the login successful page by the time interval defined here.

Twin Ticket: Enable this function to print duplicate receipts.
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Users List: Click to enter the On-demand Users List page. In the On-demand Users List, detailed

information will be documented here. By default, the On-demand user database is empty.

YV V V V

YV V V V

Upload Lser I Ciownload User |

I Search |
On-demand Users List
Username Password ] Status  Expiration Time  Delete All
Time Volume
QIFK  GINHTWYK  Outof Gouta  Motavailable 2000/05/04- Delete
10:22:59
200B(05/05-
B 4hdhd WELIF3967 2 haur Marmal 101215 Delete
MITX | BEMGSTAE  OutofGouta  Motavailabls 200B/05/03 Delsts
103544
Y89 | 5357PTE6  Redeemed before Mot available  2D0B05/03- Delste
11:02:02
BNEX  788vZ9B8 10 min Expire oo Delete
111516
: 2006(05/02-
2797 M 4ETI54 10 min Mormal 11-56:09 Delete
2006/05/05-
2HD4 TRISZRRZ 2 haur Marmal 10EEE Delete
4HC4  Ragegazy  ThourddmindZ o 2006050 Delete
=14 111016
. 2006/05/02-
2TP4 ZUFTHESA 10 min Marmal 13 0R-51 Delete

(Tatal:9) First Previous hlext Last

Search: Enter a keyword of a username that needs to be searched in the text field and click this button
to perform the search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remaining Time/Volume: The total time/Volume that the user can use currently.

Status: The status of the account. Normal indicates that the account is not in-use and not overdue.
Online indicates that the account is in-use and not overdue. Expire indicates that the account is
overdue and cannot be used.

Expiration Time: The expiration time of the account.

Del All: This will delete all the users at once.

Delete: This will delete the users individually.

Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text
file for the user account upload. Then click Submit to complete the upload process.

Hote 1:The format of each line is "ID {Username), Password, Type, Status, Available Data
transfer or Session length ivation d {Date), E 1 Date, Validity duration, Plan,
Price, Toltal Data fer or Se
Last Logout Date, Logout Caus 10ut the quotes. The separator betw
i . When uploading a fil ) b or or duplcated

the database, tl
1length is sec

and Password must be gi 1 Upper case.

Upload On-demand User Account

File Name

The uploading file should be a text file and the format of each line is " ID (Username), Password,
Type, Status, Available Data transfer or Session length, Activation deadline (Date), Expired Date,
Validity duration, Plan, Price, Total Data transfer or Session length when bought, Generated
Date, First Login Date, Last Logout Date, Logout Cause” without the quotes. The separator
between two columns in a line is a comma. When uploading a file, any format error or duplicated

username will terminate the uploading process and no account will be uploaded. Please correct the
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format in the uploading file or delete the duplicated user account in the database, then try again. The
unit of data transfer is byte. The unit of session length is second. ID (Username) and Password must be
given in upper case.

Examplel: For Session Length type

The Type must be written as TIME, Set Status must be set as 0. Set Session Length in seconds.
Activation Deadline must be in the format of yyyy/mm/dd hh:mm:ss. Set Validity Duration as 1, and
give a Plan that's already been generated and enabled from Billing Configuration page. Provide a
price in any monetary unit defined in On-demand User Server Configuration page. Finally, set

Session Length when bought the same as Session Length. Leave other fields blank.

T Namme
}I‘pe #ession Length Validity Durstion  Price
ISER 1), ASSWGRD TIME] @ 006409413 11:35: 43,, . 21
ISERZ), ASSWGRD TIH DDEHDQHB 11:35: 43,, \ 2 1
|
Pass‘-.l.ﬂ:urd Status Activation Deadline iﬁfﬁjﬁg}lﬂ%ﬂ‘

Example2: For Total Data Transfer type

The Type must be written as DATA, Set Status must be set as 0. Set Total Data Transfer in bytes.
Activation Deadline must be in the format of yyyy/mm/dd hh:mm:ss. Set Validity Duration as 1, and
give a Plan that's already been generated and enabled from Billing Configuration page. Provide a
price in any monetary unit defined in On-demand User Server Configuration page. Finally, set Total

Data Transfer when bought the same as Session Length. Leave other fields blank.

zer Naine Tvpe  Total Data Transfer Validity Duration  peje.
=ER1 HSSWC'RDI 209?152 UUE.-"UQ.-" 12 11 43, \ 1 209?15 R
=ERZ F'HSSWC'RD 209?15 UUE.-"UQ.-" 12 11 43, \ 1 209?15 R
|
Atatuz & ctivation Dead line
— ot " e

> Download User: Click this to create a .txt file and then save it on disk.

File Download ] x|
Do oy want bo open ar zave thiz file?

Mame; ondemanduserZ0060331 kxt
Type: Text Document
From: 10.30.1.20

i 'l.'- |1

Open Save

harm wour computer. IF you do not tast the zource, do not open o

@ Whhile filez from the Intermet can be uzeful, zome files can potentially
zave this file. What's the risk?
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Billing Configuration: Administrators can configure up to 10 billing plans.

Billing Configuration

Plan

Status

® Enable
O Disable

@& Enable
O Disable

& Enahle
O Disable

® Enable
O Disable

O Enable
@ Disahle

O Data
® Time
® Data
O Time
O Data
@ Time
@ Data
OTime
O Data

O Time

Type

L]

il

Expiration Valid

Time Duration
vtz 3|
days
hrs EI days
ming hours
iyte 5|
days
hrs days
mins hours
Mt
® law
hrs days
mins hours
Mt
) days
hrs EI days
Ming hours
wote ||

hrs

days l:l
l:l days

ming hours

» Status: Select to enable or disable this billing plan.

Policy Name Price

e —
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» Type: Set the billing plan by “Data” (the maximum volume allowed is 9,999,999 Mbyte) or “Time” (the

maximum days allowed is 999 days).

» Expiration time: This is the duration of time that the account has to be activated after generation of the

account. If the account is not activated during this duration the account will self-expire.

> Valid Duration: This is the duration of time that the user can use the Internet after activation of the

account. After this duration, the account will self-expires.

» Price: The price charged for this billing plan.

Create On-demand User: Administrators can create on-demand user accounts.

Create On-demand User

Type

Plan

1

2

3

4

1 hrs 0 mins

4 hrs 0 ming

500 Mhyte

2000 hikwyte

Price Status
4 Enahled
G Enahled
] Enahled
] Disahled

Function
Create :
Create

Create

Create

Press Create button for the desired plan; an On-demand user account will be created, then click Printout

to print a receipt which will contain this on-demand user’s information.
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T
Welcome!

Username PMBN@ airlive
Password A4HETESK
Price € 4
Usage 1 hrs 0 mins
ESSID : airlive
Wireless Key :

You first time login must be done before 200706511 064932

The account is valid within 5 days after your first login.

Pls wait for login page.

Billing Report: Administrators can get a complete report or a report of a particular period.
On-demand Users Report Summary

From:l-- w Yearl-- w Mnnthl-- w Day

To: | “ ‘r’earl-- - Mnnthl-- w [Day| Search

» Report All: Click this to get a complete report including all the on-demand records. This report shows

the total expenses and individual accounting of each plan for all plans available.

Report All
Accounts sold in total
Plani
Planz2
Plan3
Pland
Plan5
Plané
Plan7
Plang
Plan9
Plan0

ool oo o o O] O | e

a0
=

Total income

Income from tickets sold for time
users

oo
=

Income from tickets sold for
volume users
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» Search: Select a time period to get a period report. The report tells the total expenses and individual

accounting of each plan for all plans available for that period of time.

Report from 2007:03/01 ~ 20070331

Accounts sold in total
Plani
Planz2
Plan3
Pland
Plan5
Plané
Plan7
Plang
Plan9
Plan0

ool oo o o O] O | e

a0
=

Total income

Income from tickets sold for time
users

oo
=

Income from tickets sold for
volume users

Payment: This section is for merchants to set up an external payment gateway to accept payments in order to
provide wireless access service to end customers who wish to pay for the service on-line.

On-demand User Server Configuration

Server Status Enahled

Postfix |air|i\-'e | *le.g. airlive, Max: 40 char)

Receipt Header 1 WV—BIW (e.g. Welcomel)
Receipt Header 2 [ ]

Receipt Footer Wluginpagel(e_g_ Thank Youl)
Printer Baud Rate (o600 v |

® none © $uso © £eer O €EuR
Monetary Unit o I:I(Input other desired monetary unit, e.q.
ALl

WLAN ESSID [airlive |(e.q. ailive)
Wireless Key | |
Remark (for customer)
Billing Notice Interval @ 10mins O 15mins O 20mins
Twin Ticket (O Enable & Disable

Users List Billing Confiquration Create On-demand User  Billing Report mnem

Three payment selections include Authorize.Net, PayPal and Disable.

L Payment Configuration

External Payment Gateway

O Authorize. Met ® PayPal O Disable
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Authorize.Net

Before setting up “Authorize.Net”, it is required that the merchant owners have a valid Authorize.Net
account. Please see Appendix B — Accepting Payments via Authorize.Net, Appendix E — Examples of
Making Payments for End Users for more information about opening an Authorize.Net account and

related maintenance functions.

External Payment Gateway/ Authorize.Net Payment Page Configuration

External Payment Gateway

(®) Authorize Met O PayPal O Dizable
Authorize.Net Payment Page Configuration
Merchant Login ID |cnpdev1 421 | =

Merchant Transaction Key | 34M49ETEKStZRESK | -

Payment Gateway URL | http s test authorize netigatewayitrans act.dll

Verify SSL Certificate (@ Enable O Disable
Test Mode @ Enable O Disahle ,
MD5 Hash O Enable @ Disable
We way collect and store the following personal ﬂ
information: L

» Authorize.Net Payment Page Configuration
Merchant ID: This is the “Login ID” that comes with the Authorize.Net account
Merchant Transaction Key: The merchant transaction key is similar to a password and is used by
Authorize.Net to authenticate transactions.
Payment Gateway URL: This is the default website address to post all transaction data.
Verify SSL Certificate: This is to help protect the system from accessing a website other than
Authorize.Net
MD5 Hash: If transaction responses need to be encrypted by the Payment Gateway, enter and confirm
a MD5 Hash Value and select a reactive mode. The MD5 Hash security feature enables merchants to
verify that the results of a transaction, or transaction response, received by their server were actually
sent from the Authorize.Net.
Test Mode: In this mode, merchants can post test transactions for free to check if the payment

function works properly.
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Service Disclaimer Content/ Credit Card Payment Page/Client’s Purchasing Record

Service Disclaimer Content

information:

We may collect and store the following personal

etnail address, physical contact information, credit card
nukbers and transactional inforwation based on your
aotivities on the Internet service provided by us.

[]
]

‘ |L

Credit Card Payment Page Billing Configuration

Plan

=

@ Enanle
@ Enahle
(& Enahle
& Enanle
(& Enahle
@ Enanle

Enable

Enable

LR TR R DR R U )

Enable

-
=

Enahle

Enable Disable

O Digahle
O Disahle
O Dizahle
O Disahle
O Dizahle
O Digahle
Disahle
Disahle
Disahle

Dizahle

Client's Purchasing Record

Quota

2 hrs D mins
B hrs 0 mins

12 hrs 0 mins
GO0 hbyte
1000 hbyte
2000 hbyte

Price

4.00
.00
12.00
f.00
g.00
12.00

Inwaice Mumber

Description Wireless Internet Accas| =
E-mail Header Thank you very much fal =

» Service Disclaimer Content

* [JResget

View service agreements and fees for the standard payment gateway services here as well as adding

new or editing services disclaimer.

» Credit Card Payment Page Billing Configuration

These 10 plans are the plans in Billing Configuration, and desired plan can be enabled.

» Client’'s Purchasing Record

Invoice Number: An invoice number may be provided as additional information against a transaction.

This is a reference field that may contain any format of information.

Description: This is the item information to describe the product (wireless access service).

Email Header: Enter the information that should appear in the header of the invoice.
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Credit Card Payment Page Fields Configuration/ Credit Card Page Remark Content

Credit Card Payment Page Fields Configuration

tem Displayed Text Required
Credit Card Number |Credit Card Mumber | "
Cradit Card Expiration Date |Credit Card Expiration Date | =
|czard Type |-
M cara Type lvisa [ arrerican Express

Master Card [#] Discover

[ card Code [card Code |
E-mail |E-mail |
CJcustomer ID |Rnom Mumber | F
First Name |First Mame |
Last Name |Last Name |
Company [compary | O
Address |address E F
city |city | O
State |state | O
zip |zip | O
Country |Cuuntr\,f | [l
[ Phone [Phane | O
Fax [Fax | O

*Displayed text fileds must be filled.

Credit Card Payment Page Remark Content

Tou rmmst £ill in the correct credit card number and
expiration date. Card code i=s the last 3 digits of the
security code located on the back of yvour credit card. If

[ [

» Credit Card Payment Page Fields Configuration
Item: Check the box to show this item on the customer’s payment interface.
Displayed Text: Enter what needs to be shown for this field.
Required: Check the box to indicate this item as a required field.
Credit Card Number: Credit card number of the customer. The Payment Gateway will only accept
card numbers that correspond to the listed card types.
Credit Card Expiration Date: Month and year expiration date of the credit card. This should be
entered in the format of MMYY. For example, an expiration date of July 2005 should be entered as
0705.
Card Type: This value indicates the level of match between the Card Code entered on a transaction
and the value that is on file with a customer’s credit card company. A code and narrative description are
provided indicating the results returned by the processor.
Card Code: The three- or four-digit code assigned to a customer’s credit card number (found either on
the front of the card at the end of the credit card number or on the back of the card).
E-mail: An email address may be provided along with the billing information of a transaction. This is the
customer’s email address and should contain an @ symbol.

Customer ID: This is an internal identifier for a customer that may be associated with the hilling
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information of a transaction. This field may contain any format of information.
First Name: The first name of a customer associated with the billing or shipping address of a
transaction. In the case when John Doe places an order, enter John in the First Name field indicating
this customer’s name.
Last Name: The last name of a customer associated with the billing or shipping address of a
transaction. In the case when John Doe places an order, enter Doe in the Last Name field indicating
this customer’s name.
Company: The name of the company associated with the billing or shipping information entered on a
given transaction.
Address: The address entered either in the billing or shipping information of a given transaction.
City: The city is associated with either the billing address or shipping address of a transaction.
State: A state is associated with both the billing and shipping address of a transaction. This may be
entered as either a two-character abbreviation or the full text name of the state.
Zip: The ZIP code represents the five or nine digit postal code associated with the billing or shipping
address of a transaction. This may be entered as five digits, nine digits, or five digits and four digits.
Country: The country is associated with both the billing and shipping address of a transaction. This
may be entered as either an abbreviation or full value.
Phone: A phone number is associated with both a billing and shipping address of a transaction. Phone
number information may be entered as all number or it may include parentheses or dashes to separate
the area code and number.
Fax: A fax number may be associated with the billing information of a transaction. This number may be
entered as all number or contain parentheses and dashes to separate the area code and number.

» Credit Card Payment Page Remark Content
Enter additional details for the transaction such as Tax, Freight and Duty Amounts, Tax Exempt status,

and a Purchase Order Number, if applicable.
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PayPal

Before setting up “PayPal”, it is required that the merchant owners have a valid PayPal “Business Account”.
Please see Appendix D — Accepting Payments via PayPal, Appendix E — Examples of Making
Payments for End Users for more information about setting up a PayPal Business Account, relevant
maintenance functions, and example for end users.

After opening a PayPal Business Account, the merchant should find the “Identity Token” of this PayPal
account to continue “PayPal Payment Page Configuration”. For more details, please see the steps in
Appendix D/ 1. Setting Up.

External Payment Gateway/ PayPal Payment Page Configuration

External Payment Gateway
O Authorize. Met ® PayPal O Disable

PayPal Payment Page Configuration

Business Account | | .

Payment Gateway URL |hﬁps:s'.i‘\-\-'-,\-w.|3a'y'pal.cnms’cgi—him‘u\iehscr | -

Identity Token | |-

Verify SSL Certificate ® Enable O Disable

Currency |USD (LS. Daollar) V|-

We may collect and store the following personal j
information: -

» PayPal Payment Page Configuration
Business Account: This is the “Login ID” (email address) that is associated with the PayPal Business
Account.
Payment Gateway URL: This is the default website address to post all transaction data.
Identity Token: This is the key used by PayPal to validate all the transactions.
Verify SSL Certificate: This is to help protect the system from accessing a website other than PayPal

Currency: Itis the currency to be used for the payment transactions.
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Service Disclaimer Content /Billing Configuration for Payment Page

Service Disclaimer Content

We may collect and store the following personal :ﬂ
information: 1

etnail address, physical contact information, credit card
nurnbers and transactional information hased on your
activities on the Internet service provided by us.

If the information you provide cannot he wverified, we may :j*

Plan Enable Disable Cuota Price
1 (¥ Enable ) Disable 2 hrs 0 mins 0.01
2 @Enable O Disanle 2 Mbyte 0.02
3 & Enable (O Disable 3 Wbyte 0.03
4 Enable Disable
5 Enable Disakle
6 Enahble Disable
7 Enable Disahle
8 Enable Disable
9 Enable Disable
10 Enahle Dizable

» Service Disclaimer Content
View service agreements and fees for the standard payment gateway services here as well as adding
new or editing services disclaimer.

» Billing Configuration for Payment Page
These 10 plans are the plans in Billing Configuration, and desired plan can be enabled.
Enable/Disable: Choose to enable or cancel the plan.
Quota: The usage time or condition of each plan.

Price: The price charged for this plan.
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Client’'s Purchasing Record/ PayPal Payment Page Remark Content

Client's Purchasing Record

Invaice Mumber | |-|

| - [Reset
Description (Item Name) |Internet ACCESS | -

Title for Message to Seller || Special Note to Seller |-

PayPal Payment Page Remark Content

{ A )Payment is accepted via PayPal. PayPal enables you to j
send payments securely online using PayPal account, a
credit card or bank account. Clicking on "Buy Now" button, j

» Client’s Purchasing Record
Invoice Number: An invoice number may be provided as additional information against a transaction.
This is a reference field that may contain any format of information.
Description: This is the item information to describe the product (wireless access service).

Title for Message to Seller: Administrators can edit the header “title” of the message note, used in the
PayPal payment page.

» PayPal Payment Page Remark Content

The message content will be displayed as a special notice to end customers in the page of “Rate Plan”.

For example, it can describe the cautions for making a payment via PayPal.
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4.2.2 Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 40 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator

can use the pull-down menu to select the desired black list.

Black List Configuration
Select Black List:
Name |El|ack|ist1
User Remark

(Total:0) First Prew Mewxt Last

Add User to List

e Select Black List: There are 5 lists to select from for the desired black list.
* Name: Set the black list name and it will show on the pull-down menu above.

* Add User to List: Click the hyperlink to add users to the selected black list.

Add Users to Blacklist Blacklist1

Item Username Remark

1 | | | |
2 | | | |
3 | | | |

After entering the usernames in the “Username” blanks and the related information in the “Remark” blank (not
required), click Apply to add the users.

Llser 12345 has heen added!
L] Add Users to Blacklist

Add Users to Blacklist Blacklist 1

Item Username Remark
1 —
2 ———

If removing a user from the black list is desired, select the user’s “Delete” check box and then click the Delete

button to remove that user from the black list.

Black List Configuration

Select Black List : I 1:Blacklisti 'I
Name Blacklist1

Llser Rermark
12345 v

Add User to List



4.2.3 Policy Configuration

AirLive WIAS-1200G

Every Policy has three profiles, Firewall Profile, Specific Route Profile, and Schedule Profile as well as

Bandwidth setting for that policy and for individual clients.

Policy Configur ation

Select Policy: | Folicy & |

Firewall Profile Sefting
Specific Route Profile Setting
Schedule Profile Setting

Total Bandwidth Unlimited s
Indrnadual Maximum Bandwidth | Unlimited

Individual Request Bandwidth Mone w

e Firewall Profile

Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear. Click the numbers of

Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will show on the list.

Check “Active” to enable that rule.

Profile Name: |Firewall Profile 1 |

Firewall Profile

Source
Filter Rule temn  Active Action Name Protocol MAC
Destination
AN
) [0 Block AL
A
AR
2 .| Block ALL
AR

Edit Filter Rule

Rule ltem:(T)

Rule Name: I:I [J Enable this Rule
Action : Pf°t°'3°|
Source MAC Address: I:I {For Specific MAC Address Filter)

Intetface IP Subnet Mask g;ar? Egﬂ
Source | ALL | || 255.256.256.256 (132) ~ I |
Destination| ALL v| || 255.255.255.255 ¢32) v || I |

Rule Item: This is the rule that you have selected.
Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to permit

packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three protocols.
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Source MAC Address: The MAC address of the source IP address. This is for specific MAC address filter.
Source/Destination Interface: There are four interfaces to choose, WAN, Wireless, Public LAN (LAN1/LAN2)
and Private LAN (LAN3/LAN4).

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.

Source/Destination Start/End Port: Enter the range of source and destination ports.

Specific Route Profile

Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile list will appear.

Profile Nnme:|F'U|iCY Route 1 |

Specific Route Profile

Destination Gateway
Route kem Default
IP Address Subnet Netmask IP Address
1 | | [ 255.255.255.255 (32) v | | @
2 | | [ 255.265.255.265 (32) v | (=

Profile Name: The profile name can be changed here.

IP Address: The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.

IP Address: The IP address of the next router to the destination.

Default: Check this option to apply the default value.

Schedule Profile

Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list. Select “Enable” to show
the list. This function is used to restrict the time the users can log in. Please enable/disable the desired time slot
and click Apply to save the settings. These settings will become effective immediately after clicking the Apply

button.

Profile Nalne:lSChEdU|E1 " Enable  Disahle

Profile Name: |Sthedulet % Enable © Disakle

Login Schedule Profile

HOUR SUN MON TUE WED THU FRI SAT
0 ~ [ ~ [ " [ [
1 ~ " ~ " ~ " "
2 ~ [ ~ [ 3 [ [
3 " [ ~ " ~ [ "
4 v 2 ~ 2 3 2 [
5 " [ ~ " ~ [ "
B v 2 ~ " ~ 2 [
7 " " ~ [ ~ " [
8 ~ 4 4 7 o4 4 [
5 " " ~ [ ~ " [
10 ~ " ~ " ~ " "
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e Bandwidth

Choose one bandwidth limit for that particular policy.

Paolicy Configuration

Select Policy: | Policy A

Firewall Profile
Specific Route Profile

Schedule Profile
Total Bandwidth

Individual Maximum Bandwidth

Individual Request Bandwidth

128 kKhps
256 kKbps -
1 Mbps
2 Mhps
3 Mbps
A Mbps
& Mhps 3
11 Mbps
22 Mbps
54 Mbps

4.2.4 Guest User Configuration

This function can permit guests to log into the system. Select “Enable Guest User” and click Apply to save the

settings.

Guest User Configuration

& Enable GuestUser O Dizable Guest User

GuestUser List

Guest User Configuration ellis) _nne .’
Sessian Length hours
Idle Timer minutes *(Range: 1-1440)

e Guest User List: AirLive WIAS-1200G offers 10 guest users for log in. To activate a guest user, just enter the
password in the corresponding “Password” text field for that guest account. Guest accounts with blank

password will not be activated.

Guest Users List

Item Username Password
1 guestl 12345

* Policy: Select one policy to apply to.

e Session Length: This restricts the connection time of the guest users. The default session length is 6 hours and
the available session time ranges from 1 to 12 hours or unlimited.

* Idle Time: If a user has been idled with no network activities, the system will automatically kick out the user. The

logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
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4.2.5 Additional Configuration

Additional Configuration

Idle Tirner: |10 minutes  “Range: 1-14407
User Control | Multiple Login [J¢on-demand and RADIUS authentication do HOT support
multiple login.)
Friendly Logout
Internet
Connection hitp:fi
Detection
Upload File Cedificate Lodin Page LogoutPage Lodin Success Page

Login Success Page for On-Demand  Logout Success Page

valume O Enabled & Dizable
Credit Reminder

Time O Enabled & Disable
POP3 Message Edit Mail Message

Enhance User
Authenticate

SMTP Redirect (O Enabled @& Disable

Permit MAC Address List

* User Control: Functions under this section applies for all general users.

Idle Timer: If a user has been idled with no network activities, the system will automatically kick out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.

Multiple Login: When enabled, a user can log in from different computers with the same account. (This function
doesn’t support On-demand users and RADIUS accounting.)

Friendly Logout: When a user logs into the network with wireless connection, a small window will appear to
show the user’s information and there is a logout button for the logout. If enabled. When the users try to close
the small window, there will be a new popup window to confirm the logout in case the users click the logout
button by accident.

* Internet Connection Detection: Enter a specific URL or IP address and AirLive WIAS-1200G will try to detect
the network connection by sending packets directly to that specific URL or IP address. If there is a problem in the
connection of the WAN port of the system such that the URL or IP address specified cannot be reached, there
will be a connection failed message showing on the users’ login screen.

* Upload File
1. Certification: The administrator can upload new private key and customer certification. Click the Browse

button to select the file for the certificate upload. Then click Submit to complete the upload process.
Upload Private Key

File Name

Upload Customer Certificate

File Name

Use Default Certificate |
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Click Use Default Certificate to use the default certificate and key.

You just overwrite with default KEY & default CA file

Login Page: The administrator can use the default login page or get the customized login page by setting
the template page, uploading the page or downloading from the specific website. After finishing the setting,
click Preview to see the login page.

a. Choose Default Page to use the default login page.

Upload Login Page
Lagin Page Selection for Users

(® Default Page O Temnplate Page
O Uploaded Page O External Page

Default Page Setting

This is default login page for users.
You could click preview link to preview the default login page.
Thanks.

Frewiew

b. Choose Template Page to make a customized login page here. Click Select to pick up a color and then

fill in all of the blanks. Click Preview to see the result first.
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Upleoad Login Page
Login Page Selection for Users

O Default Page ® Template Page
O Uploaded Page O Eternal Page

Template Page Setting
Color for Title Background | | Select (RGB values in hex mode)
Color for Title Text I:l Select (RGH values in hex mode)

Color for Page Background I:l Select (RGB values in hex mode)

Color for Page Text I:l Select (RGB values in hex mode)

Title |Useangin FPage |
Welcome |We|cnme To User Login Page |
Information |F'Iease Enter Your Mame and Password to Sign In |
Username |Username |
Passworid |F'asswcurd |
Subimit |Submit |
Clear |Clear |
Remaining |Remaining |
Copyright |Cnp\,rright c) |

Previey

c. Choose Uploaded Page and you can get the login page by uploading. Click the Browse button to select

the file for the login page upload. Then click Submit to complete the upload process.
Upload Login Page
Login Page Selection for Users

ODefauItF'age OTemplate Fage
® Uploaded Page ) External Page

Uploaded Page Setting

File Name |[ Browse ]

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 K
Upload Image Files
Upload Images |[(Browss... |
Erewicwy
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After the upload process is completed, the new login page can be previewed by clicking Preview button

User Login Page

Welcome To User Login Page!

at the bottom.

Please Enter Your User Name and Password To Sign In .

]
@) User Name: |
Password: |

| O e @mmn

Click here to purchase by Credit Card Online.

The user-defined login page must include the following HTML codes to provide the necessary fields for
username and password.

=form action="us erlogin.s htmI” method="post” name="E nter”=

<input type="text” name="myus ername”>

<input type="password” name="mypassword”=

<input type="submit™ name="submit" value="Enter"-

input type="reset” name="clear” value="Clear”>
=/form=

If the user-defined login page includes an image file, the image file path in the HTML code must be the

image file you will upload.
<img src="images/ xx.jpg”=

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size
of the image file of 512K. If the administrator wishes to restore the factory default of the login page, click

the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload limage Files

Upload Images | Browse... |
Submit |

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the

file and click Delete to delete the file.

Existing Image Files :
1102474548 732cn.gif [

In AirLive WIAS-1200G, the end user first gets a login page when she/he opens its web browser right after
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associating with an access point. However, in some situations, the hotspot owners or MIS staff may want
to display “terms of use” or announcement information before the login page. Hotspot owners or MIS staff
can design a new disclaimer/announcement page and save the page in their local server. After the
agreement shown on the page is read, users are asked whether they agree or disagree with the
disclaimer. By clicking | agree, users are able to log in. If users choose to decline, they will get a popup
window saying they are unable to log in. The basic design is to have the disclaimer and login function in
the same page but with the login function hidden until users agree with the disclaimer.

For more details about the codes of the disclaimer, please refer to Appendix E.

If the page is successfully loaded, an upload success page will show up.
Successful!

You just uploaded page:default_login_with_disclaimer.html|
Previgmy

“Preview” can be clicked to see the uploaded page.

We may collect and store the following personal :J
information:

e-mail address, physical contact information,

credit card numbers and transactional information
hased on your activities on the Internet serwvice
provided by us.

If the information you provide cannot be
verified, we mway ask you to send us additional
information [(such as your driver license, credit
card statement, and/or a recent utility bhill or
other information confirming your address), or to
answer additional guestions to help wverify your

information. |
hd|
@ | agres.
i | dizagree.
et

Click here to purchase by Credit Card Online.

If user checks “I agree” and clicks Next, then he/she is prompted to fill in the login name and password.

f User Login Page

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In .

]
@) User Name: |
Password: |

(| O s emmm )

Click here to purchase by Credit Card Online.

If user checks “I disagree” and clicks Next, a window will pop up to tell user that he/she cannot log in
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[
We mway collect and store the following personasl J
information:

e-mail address, physical contact information,
credit card numbers and transactional information
based on your activities on the Internet service
provided by us.

Microsoft Internet Explorer x|

] E ‘fou disagree with the disclaimer, therefore you will NOT be able ko login.
L

I
K
i
[ad
f | agres.
i+ | disadres.
Mext

d. Choose the External Page selection and you can get the login page from the specific website. Enter the

website address in the “ External Page Setting” field and then click Apply.

Login Page Selection for Users

O Default Page ) Termplate Page
OUpIUaded FPage @E}demalPage

External Page Setting

External URL : | http:/

Prewiaw

The External Page prepared to be loaded here needs to have the following code as well to let the system
work properly

=form action="us erlogin.s htmI” method="post” name="E nter”=

<input type="text” name="myus ername”>

<input type="password” name="mypassword”=

<input type="submit™ name="submit" value="Enter"-

input type="reset” name="clear” value="Clear”>
=/form=

After applying the setting, the new login page can be previewed by clicking Preview button at the bottom

of this page.
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3. Logout Page: The users can apply their own logout page here. The process is similar to that of Logout
Page.
Upload Logout Page

Upload Logowut Page

File Name
[ Subrnit ][ Llse Default Fage ]

Existing Image Files:

Total Capacity: 512 K
Now Used: 0K

Upload Image Files

Upload images
Subimit

The different part is the HTML code of the user-defined logout interface must include the following HTML
code that the user can enter the username and password. After the upload is completed, the user-defined
login user interface can be previewed by clicking Preview at the bottom of this page. If want to restore the

factory default setting of the logout interface, click the “Use Default Page” button.

4. Login Success Page: The administrator can use the default login success page or get the customized login
success page by setting the template page, uploading the page or downloading from the specific website.
After finishing the setting, you can click Preview to see the login success page.

a. Choose Default Page to use the default login success page.

Upload Login Success Page
Lagin Success Page Selection for Users

& Default Page OTempIate Page
() Uploaded Page () External Page

Default Page Setting

This is default success login page for users.
You could click preview link to preview the default success login page.
Thanks.

Preview
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b. Choose Template Page to make a customized login success page here. Click Select to pick up a color

and then fill in all of the blanks. You can click Preview to see the result first.

Upload Login Success Page
Lagin Success Page Selection for Users

O Default Fage @Template Fage
(O Uploaded Page (O External Page

Template Page Setting

Color for Title Background I:I Select (RGBEvalues in hex mode)

Color for Title Text I:I Select (RGHEwvalues in hex mode)

Color for Page Background I:I Select (RGBEvalues in hex mode)

Color for Page Text [ |select (ReBvalues in hex made)

Title |L0gin Succeed Page |
Welcome | Hello |
Information |Please click this buttor to |
Logout |L0g0ut |
Information2 [Thank yau |
Login Time |L0gin Tirme |

c. Choose Uploaded Page and you can get the login success page by uploading. Click the Browse button

to select the file for the login success page upload. Then click Submit to complete the upload process.

Upload Login Success Page
Login Success Page Selection for Users

O Default Page O Ternplate Page
& Uploaded Page O External Page

Uploaded Page Setting

File Name | H Browse...

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 K
Upload Image Files
Upload Images | Browse_|
Preview

After the upload process is completed, the new login success page can be previewed by clicking Preview

button at the bottom.
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Enter or browse the filename of the images to upload in the Upload Images field on the Upload Images
Files page and then click Submit. The system will show the used space and the maximum size of the image
file of 512K. If the administrator wishes to restore the factory default of the login success page, click the Use

Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload lmages | Browsze... I
Submit |

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files :
1102474548_732cn.gif [

d. Choose the External Page selection and get the login success page from the specific website. Enter the
website address in the “External Page Setting” field and then click Apply. After applying the setting,
the new login success page can be previewed by clicking Preview button at the bottom of this page.

Upload Login Success Page
Login Success Page Selection for Users

(O Default Page O Ternplate Page
O Uploaded Page & External Page

External Page Setting

External URL @ | hitp:if

Prreview

Login Success Page for On-Demand: The administrator can use the default login success page for
On-Demand or get the customized login success page for On-Demand by setting the template page,
uploading the page or downloading from the specific website. After finishing the setting, you can click
Preview to see the login success page for On-Demand.

a. Choose Default Page to use the default login success page for On-Demand.

Upload Login Success Page for on-demand
Login Success Page Selection for on-demand Users

() Default Page O Template Page
(O Uploaded Page ) External Page

Default Page Setting

This is default success login page for on-demand users.
You could click preview link to preview the default login success page.
Thanks.

Preview
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b. Choose Template Page to make a customized login success page for On-Demand here. Click Select to
pick up a color and then fill in all of the blanks. You can click Preview to see the result first.

Upload Login Success Page for on-demand

Login Success Page Selection for on-demand Users

O Default Page & Template Page
O Uploaded Page (O External Page
Template Page Setting

Color for Title Background [ | Selert (ROB values in hex mode)

Color for Title Text l:l Select (RGB values in hex mode)

Color for Page Background l:l Select (RGBvalues in hex mode)

Color for Page Text :IM (RGB walues in hex mode)

Title |L0gin Succeed Page for on-demand |

Welcome |We|come |
Information |Please click this button to |

Logout |Logout |
Information2 [Thank you |

Remaining Usage |Remaining Usage |

Day |Day |

Hour |H0ur |

Min [in |

Sec |Sec | ‘
Login Time |L0gin Time | ‘
Redeem |Redeem |

|
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c. Choose Uploaded Page and click the Browse button to select the file for the login success page for

On-Demand upload. Then click Submit to complete the upload process.
Upload Login Success Page for on-demand

Login Success Page Selection for on-demand Users

O Default Page OTempIate Fage
® Uploaded Page O External Page

Upload Login Success Page for on-deman
File Name
Subrnit

Existing Image Files:

Total Capacity: 512 K

Now Used: 0K
Upload Image Files
Upload Images
Preview

After the upload process is completed, the new login success page for On-Demand can be previewed by
clicking Preview button at the bottom.

If the user-defined login success page for On-Demand includes an image file, the image file path in the
HTML code must be the image file you will upload.

<img src="images/ xx.jpg”=

Enter or browse the filename of the images to upload in the Upload Images field on the Upload Images
Files page and then click Submit. The system will show the used space and the maximum size of the image
file of 512K. If the administrator wishes to restore the factory default of the login success page for

On-Demand, click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload lmages l Browsze... I
Submit |

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files :
1102474548_732cn.gif [
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d. Choose the External Page selection and you can get the login success page for On-Demand e from the
specific website. Enter the website address in the “ External Page Setting” field and then click Apply.
After applying the setting, the new login success page for On-Demand can be previewed by clicking
Preview button at the bottom of this page.

Upload Login Success Page for on-demand
Login Success Page Selection for on-demand Users

() Default Page O Template Page
O Uploaded Page (& External Page

External Page Setting

External URL: | hitpaf

P rewiew

Logout Success Page: The administrator can use the default logout success page or get the customized
login success page by setting the template page, uploading the page or downloading from the specific
website. After finishing the setting, you can click Preview to see the logout success page.

a. Choose Default Page to use the default logout success page.

Upload Logout Success Page

Logout Success Page Selection for Users

& Default Page O Ternplate Page
OUpIoaded Fage OE}cternaIPage

Default Page Setting

This is default logout success page for users.
You could click preview link to preview the default logout success page.
Thanks.

Preview
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b. Choose Template Page to make a customized logout success page here. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.

Upload Logout Success Page
Lagout Success Page Selection for Users

() Default Page (& Template Page
O Uploaded Page O External Page

Template Page Setting

Color for Title Background Select (RGB values in hex mode)
Color for Title Text Belect (RGB walues in hex mode)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Belect (RGB walues in hex mode)
Title Logout Succeed Page

Information Logout successfully

c. Choose Uploaded Page and click the Browse button to select the file for the logout success page

upload. Then click Submit to complete the upload process.

Upload Logout Success Page
Logowut Success Page Selection for Users

O Default Page O Ternplate Page
® Uploaded Page ) External Page

Upload Logowut Success Page

File Name

Existing Image Files:

Total Capacity: 512 K

Now Used: 0K
Upload Image Files
Upload Images
Preview

After the upload process is completed, the new logout success page can be previewed by clicking Preview
button at the bottom.

If the user-defined logout success page includes an image file, the image file path in the HTML code must
be the image file you will upload.

<img src="images/ xx.jpg”=
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Enter or browse the filename of the images to upload in the Upload Images field on the Upload Images
Files page and then click Submit. The system will show the used space and the maximum size of the image
file of 512K. If the administrator wishes to restore the factory default of the login success page, click the Use
Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload lmages l Browsze... I
Submit |

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548_732cn.gif [

d. Choose the External Page selection and you can get the logout success page from the specific website.
Enter the website address in the “ External Page Setting” field and then click Apply. After applying the
setting, the new logout success page can be previewed by clicking Preview button at the bottom of this
page.

Upload Logout Success Page
Logout Success Page Selection for Users

O Default Page O Template Page
OUpIDaded Page & External Fage

External Page Setting

External URL: |hitpf

Presiew

Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit
run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is
1Mbyte and the level for Time is 5 minutes.

Yolume () Enabled O Disable
1 hbyte  *(Range: 1-10; Default: 1)
Credit Reminder

Time & Enabled O Disable

5 minutes  “Range: 1-30; Default: 5)
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« POP3 Message: Before the users log into the network with their usernames and passwords, the users will

receive a welcome mail from AirLive WIAS-1200G. The administrator can edit the contents.

Edit Mail Message

<!DOCTYFE HTML FUEBLIC "-//W3C//DTD HTML ﬂ
4.0 Transitional//EN™>

<HTHL><HEALD>

<META HTTP-EQUIV="Content-Type"
CONTENT="text/html; charset=us-ascii'>
</HEAD>

<BODY>

<DIV= —
<DIV=

<FCNT face="Times New Roman" size=6>
<ITRONG>We loome ! </ STRONG:

</ FONT>

</DIV>

<DIV=

<FONT gize=4><3TRONG:></3TRONG:>

</ FONT=> =

Text

* Enhance User Authentication: With this function, only the users with their MAC addresses in this list can log
into AirLive WIAS-1200G. However, user authentication is still required for these users. Please enter the Permit

MAC Address List to fill in these MAC addresses, select Enable, and then click Apply.

MAC Address Control

(& Enable O Disable
Ikem MAC Address Ikem MAC Address
1 [ ] 2 [ ]
3 [ ] ! [ ]

Note: The format of the MAC address is: XX:XX: XX XX:XX:XX O XX-XX-XX-XX-XX-XX.

e SMTP Redirect: Redirection of the IP address of the SMTP server

® Enabled O Disable
SMTP Redirect

SWTF Sernve Fort| |
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4.3 Network Configuration

This section includes the following functions: Netwo

Walled Garden List, Proxy Server Properties and

AirLive WIAS-1200G

rk Address Translation, Privilege List, Monitor IP List,

Dynamic DNS.

m User Hetwork ) | . |
Enﬁlguramn Authentication E Configuration ) | | Btn
B Network Configuration
Hetwork Address Translation Network Configuration

Metwork Address

Privilege List
Translation
Monitor IP List oL .
Privilege List
Walled Garden List
Monitor IP List

Proxy Server Properties
Walled Garden List

Dynamic DHS

Proxy Server
Properties

[ynamic DNS

WiAS-1200G provides 3 types of network address translation:
Static Azsignments, Public Accessible Server and IP/Font Redirect.

System provides Privilege IP Address List and Privilege MAC
Address List. Systern will MOT control the network access ofthose
listed dewices.

Systermn can monitor up to 40 network devices with the defined
prahe interval and retrying.

Upto 20 hosts' URL could he defined inWalled Garden List. Clients
may access these URL without authentication.

WIAS-1000GY2 supports up to 10 external proxy servers.
System can redirect traffic to external proxy server into built-in progy
SEVEr.

WisS-1200G supports dynamic DME (DDMS) feature.

ST

81




AirLive WIAS-1200G
User's Guide

4.3.1 Network Address Translation
There are three parts, Static Assignments, Public Accessible Server and Port and Redirect, need to be set.

Network Address Translation
Static Assignments
Public Accessible Server

Port and IP Redirect

* Static Assignments
A computer within the Static Assignments is unprotected by firewall and typically all port accesses are routed
through to that computer. A router will forward all traffic to the computer specified in the Static Assignments if it
does not otherwise have a rule for how to forward traffic on a given port. There are 40 sets of static Internal IP
Address and External IP Address available. These static IP addresses can be set to the any host which itself
needs a static IP address to access the network through WAN port. These settings will become effective

immediately after clicking the Apply button.

Static Assignments

Item Internal IP Address External IP Address
1

2

(Total:40) First Prev Mext Last

* Public Accessible Server
This function allows the administrator to set 40 virtual servers at most, so that the computers not belonging to
the managed network can access the servers in the managed network. Please enter the “ External Service
Port”, “Local Server IP Address” and “Local Server Port”. According to the different services provided, the
network service can use the TCP protocol or the UDP protocol. In the Enable column, check the desired server

to enable. These settings will become effective immediately after clicking the Apply button.
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