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Safety and Regulatory Notices

Thank you for purchasing this INTELLINET NETWORK SOLUTIONS™ Network Camera. This
user manual includes instructions for using and managing the camera on your network.
Experience in networking will be helpful when setting up and using this product. Updated versions
of this document will be posted to www.intellinet-network.com as they become available. The
latest version of this user manual can also be found on the Installation CD accompanying this
product, along with user manuals in other languages.

This equipment has been tested and found to comply with the limits for a Class B

computing device pursuant to Subpart B of Part 15 of FCC rules, which are

designed to provide reasonable protection against such interference when operated

in a commercial environment. Operation of this equipment in a residential area is
likely to cause interference, in which case the user, at his own expense, will be required to take
whatever measures may be required to correct the interference. This digital equipment fulfills the
requirements for radiated emission according to limit B of EN55022/1998, and the requirements
for immunity according to EN55024/1998 residential, commercial and light industry.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE

EUROPEAN PARLIAMENT AND THE COUNCIL of March 9, 1999 on radio

equipment and telecommunication terminal Equipment and the mutual recognition of

their conformity (R&TTE). The R&TTE Directive repeals and replaces in the directive

98/13/EEC (Telecommunications Terminal Equipment and Satellite Earth Station
Equipment) as of April 8, 2000.

Safety
This equipment complies with EN 60950, Safety of Information Technology equipment.

Waste Electrical & Electronic Equipment

Disposal of Electric and Electronic Equipment

(Applicable in the European Union and other European countries with separate collection
systems)

This symbol on the product or its packaging indicates that this product shall not be

treated as household waste. Instead, it should be taken to an applicable collection

point for the recycling of electrical and electronic equipment. By ensuring this product

is disposed of correctly, you will help prevent potential negative consequences to the
= environment and human health, which could otherwise be caused by inappropriate

waste handling of this product. If your equipment contains easily removable batteries
or accumulators, dispose of these separately according to your local requirements. The recycling
of materials will help to conserve natural resources. For more detailed information about recycling
of this product, contact your local city office, your household waste disposal service or the shop
where you purchased this product. In countries outside of the EU: If you wish to discard this
product, contact your local authorities and ask for the correct manner of disposal.

Electromagnetic Compatibility (EMC)
This equipment generates radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

- Re-orient or relocate the receiving antenna



- Increase the separation between the equipment and receiver

- Connect the equipment to an outlet on a different circuit than the receiver

- Consult your dealer or an experienced radio/TV technician for help

- Check that shielded (STP) network cables are being used with this unit to ensure
compliance with EMC standards

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria,

Belgium, Denmark, Finland, France, Germany, Greece, Ireland, Italy, Luxembourg, the
Netherlands, Portugal, Spain, Sweden, and the United Kingdom.

The ETSI version of this device is also authorized for use in EFTA member states: Iceland,
Liechtenstein, Norway, and Switzerland.

EU Countries Not intended for use
None.

Important Information

1.

2.

10.

1.

12.

Camera surveillance laws may differ for each country. Contact the local authorities to avoid any
surveillance law violations.

Note that the image sensor of this network camera can be damaged permanently if exposed to direct
sunlight. Defective image sensors that have been damaged by prolonged exposure to direct sunlight are
excluded from the product warranty.

Indoor network cameras are not weatherproof. Refer to the environmental specifications included in the
back of this manual. For outdoor use, use a weatherproof case to protect the camera from water,
moisture or temperature (higher or lower than specifications). To keep the camera clean, gently wipe it
with a clean, dry cloth.

Be sure to use only the DC adapter provided with your camera. If your network camera supports Power
over Ethernet (see the product information at the end of this user manual for details), you can use an
IEEE 802.3af-compliant PoE injector (mid- or endspan) to provide power to the camera.

Always handle the camera with care, as physical shocks can cause serious damage to the hardware.
Be sure to mount the camera securely to avoid any personal injuries. Keep the camera out of the reach
of children.

If the camera does not operate properly, contact your local distributor. Do not disassemble the product,
as that will void the warranty.

Technical product support is provided by your dealer or distributor via e-mail and phone. Additional
technical support is provided by INTELLINET NETWORK SOLUTIONS via the Web site
www.intellinet-network.com.

Before contacting technical support, be sure to verify that your camera has the latest firmware version
installed (you can access the camera’s system information page to find out). To expedite your technical
support request, it is recommended to include a very detailed error description in your message.
Should the camera not power up upon initial installation, you need to discontinue the use of the product
immediately.

Returns and replacements of defective products are handled by our network of authorized dealers.
Contact the place of purchase.

Used cameras, especially those that they were purchased on auction Web sites, are excluded from the
product warranty.



Chapter I: Network Camera Overview

1.1 Package Contents

Before you start to use the network camera, check the package contents. If

anything is missing, please contact the dealer.

Item Name

Quantity

NSC11/NSC11-WN Network Camera

Power Adapter

Ethernet Cable

Quick Installation Guide

Driver and User Manual CD-ROM

O~ WN I~

Wall Mount

—_— | | -

O|oo|o|og




1.2 Basic Introduction

Thank you for purchasing this INTELLINET NETWORK SOLUTIONS™ NSC11
Network Camera.

Network cameras are closed-circuit television (CCTV) cameras that use the
Internet Protocol (TCP/IP) to transmit image data over an Ethernet or Wireless
LAN connection. As such, network cameras are also referred to as IP cameras. IP
cameras are primarily used for surveillance applications. A number of IP cameras
are normally deployed together with a digital video recorder (DVR) or a network
video recorder (NVR) to form a video surveillance system. Since network cameras
are equipped with an operating system, they do not require the presence of a
DVR or NVR in order to function. In addition, a network camera can transmit data
in a local network as well as over the Internet. Access to a network camera is
typically achieved with a standard Web browser, such as MS Internet Explorer or

Firefox.

-
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Network Camera Wireless Router PC / Notebook
Example showing a wireless network camera in a typical setup.

L

Network Camera LAN Switch

Server with NVR Software

Example showing a network camera in a typical setup with an NVR recording
solution.



1.3 Product Highlights

Excellent image quality with 30 fps full-motion video in all resolutions
Progressive-scan image sensor provides excellent image quality
Supports image resolutions up to 640 x 480 (VGA)

Including easy-to-use 16-channel camera viewing and recording utility
(only compatible with NSC10, NSC11 and NSC18 cameras)
Integrated multi-window motion detection

Supports simultaneous MPEG4 and Motion-JPEG image compression
Supports UPnP with UPnP port forwarding capability

Integrated e-mail, FTP, DDNS and DHCP client

High transfer data rate — up to 150 Mbps (NSC11-WN only)

Supports Wi-Fi Protected Setup (WPS) (NSC11-WN only)

Supports WEP and WPA/WPA2 (TKIP and AES) data encryption
(NSC11-WN only)

Event-triggered FTP and e-mail upload of still images

Integrated scheduler for FTP and e-mail uploads of still images
Ultra-compact and easy to install

Three-Year Warranty

*Some functionality like ‘fit to window’ only works on Microsoft Internet Explorer.



1.4 Key Components

Front View

Antenna

A

Camera

Power LED
Link LED

Antenna: Wireless network antenna
Link LED: Indicates LAN / WiFi activity
Power LED: Indicates system status
Camera: Video camera with lens



Back View

Camera Stand Connector

Powar
WPs s LAN
Aezal

VAR

WPS / Reset Button Power Jack LAN Jack

Camera Stand Connector: Connects to any standard tripod / camera wall holder.
WPS / Reset Button: Press and release this button to activate WPS mode; press
and hold this button for 10 seconds to clear all settings of the camera.

Power Jack: Connect to 5V power adapter.
LAN Jack: Connect to LAN by Ethernet cable.



1.5 LED Indicators

Power @

Link Status

10



LED Power Link Status | Remark

Booting Flash Flash

System Ready ON Off

LAN connected ON ON

Data transferring ON Quick Flash

Activate WPS, push | ON Slow Flash | heserfaurtor o be e
button for less than 5 Status LED will go back to the original
sec. status

Reset to default, push Quick Flash | ON 2 LEDs will turn off when reset fo

button for longer than 10
sec.

default is taken effect, then system
will start booting

11




1.6 Camera Installation

1. Unpack the product package and check if anything’s missing.

2. Connect the LAN cable to ‘LAN’ jack as shown below.

T ™

0]

12



3. Plug the power adapter into a wall socket and connect the power connector to
the power jack located at the back of the network camera.

O]

©

\“ﬁ\L——qJ

4. Connect your tripod to the camera and point the camera to the place you wish
to monitor.

13



1.7 Find the camera on your network

Connect the RJ45 network cable from the camera’s LAN port to your network; e.g.,
the router or a LAN switch, then power on the camera. The boot sequence will
take about one minute. By default, the network camera searches for a DHCP
server on the network and obtains an IP address automatically. A very common
DHCP server is a router, a device that is found on most networks. The presence
of a DHCP server on your network simplifies the installation and users with limited
knowledge of TCP/IP networks can install the network camera in minutes. If no
DHCP server is found, the network camera will revert to its default IP address:
192.168.1.221.

On Windows systems, you want to use the IPCam Admin
Utility that finds the camera on the network and lets you ®INTELLINET

make changes to the configuration.

T

e

WWW.INTELLINET-NETWORK.COM

14



Insert the Installation CD

into the CD or DVD drive.
After a few moments, the

CD will automatically start
and display the screen to the
right. If that does not happen,
you need to browse the CD
with Windows Explorer and
double-click the autorun.exe
file.

Click on IP Admin for
Windows to start the
installation. The IPCam
utility is designed to find the
network camera on your

[% s 7007

% INTELLINET

NETWORK SOLUTIONS

CIEX]

MAC Address | IP &ddress | Camera Mame

Model |

00AFTE1R70 e 10.10, 8.217 NSC-1F70D8

*®NLe

NSC18°WH PandTilt Network Camera

network and lets you make changes to the configuration.

|ﬁ';zr' Saiuy - [PCu Adi Uiilivy

continuing.

Welcome to the IPCam Admin
Utility Setup Wizard

Thiz will inztall IPCarn Admin 3.0.17 on pour computer.

It iz recommended that you cloze all other applications before

Click Mext to continue, or Cancel to exit Setup.

- [B][x]

[ Ment> |[ Cancel ]

Click on “Next” to begin the installation and follow the instructions on the screen.

When the program starts, you are presented with the screen shown above. The IP
Installer utility lists all cameras that can be found on your network. With this utility
you can make changes to the TCP/IP configuration (tools icon), or you can quickly
open the camera in the Web browser by clicking on the blue MS Internet Explorer
icon. If you do not use Internet Explorer, then you can see the camera’s IP

address on the screen and manually open it in your browser; e.g.,

http://192.168.1.221.

If these steps do not work for you, you should follow the steps shown on the
following pages. In all other cases you want to skip the section and go straight to
chapter “1.8 Connecting to the camera.”

15



1. Click ‘Start’ -> ‘Control Panel’

, ‘j home user

Internet Explorer

) i b My Recent Documents F
f -l E-mail

Cutlook Express

n Zommand Prompk
® Windows Media Plaver

é Internet -_) My Documents

E" Control Panel

= |
- Paf jr it

m a.h—'hw Wil » Set Program Access and
n Defaults

\Q iT'!"'EE J;% Printers and Faxes
]

%’ ‘1’4@0! Music Jukebox 9) Help and Suppart
(] =
] L

\g iy r) Search
]

n 7] Run...
AE Programs D

@ Lag Ff | m | Turm 2FF Compuker

-"r.' start a IP Camera- Microsoft, .,

16



2. Double-click ‘Network Connections’ icon.

¥ Control Panel

File Edit “iew Favorites Tools Help

O Back -O L@ p Seatch HE‘ Folders v

Address & Control Panel

V|G|:u

_ﬁ-« Control Panel # 6 § @ @

» -

Accessibility  Add Hardware Add or Administrative  Automatic
E} Switch to Category Yiew Ciptions Remo, .. Tools IJpdates

P & w B

Date and Time Display Folder Optiun;‘ Fonts ..

¥

& 'windows Update 'S ®ontrollers

Q) Help and Support ?

Internet Keyboard
Options

L%

‘3 :
ork Setup

T4
RS

Phone and  Power Options  Prinkers and QuickTime  Readional and
Madem ... Faxes Language ...

3. Right-click ‘Local Area Connection’, and click ‘Properties’.

‘E. Network Connections

File Edit ‘Wiew Favorites  Tools  Advanced  Help

eﬁack - \) L‘E pSearch [EL' Folders *

fddress % Metwork Connections

# |  LAN or High-Speed Internet

Metwork Tasks

Create a new ’—r
connection

H ocal Area Conneckion
H_onnected, Firew
A RAC D RIET E =il O

(- .

Set up a home or small = Disable
office network Status
Change Windows Repair
Fireswall settings
Disable khis nekwark, | Bridge Connections
device
Repair this connection Create Shorteut

Delet
Fenarme this conneckion e

Rename
Wigw stabus of this
connection Properties
Change settings of this v
conneckion Q‘

.0
L 4

17




4. Select ‘Internet Protocol (TCP/IP)’, and then click ‘Properties’.

-+ Local Area Connection Properties

General | Advanced

Connect uzing:
B8 AMD PCMET Family PCI Ethernet Ad

Thiz connection uzes the follmsing items:;

QE!DS Packet Scheduler ~
T AEGIS Pratocal [IEEE 802.1%) +3.5.3.0
Internet Pratacal [TCRAF] —
b
< * | =
Yo
[ Inztall... Uninztall * Froperties
Dezcription

Tranzmizzion Control Protocal/Internet Protocol. The default
wide area netwark protocaol that provides communication
across diverse intkerconnected netwarks.

[ ] Show icon in notification area when connected
Muatify me when this connection hag limited or no connechivity

] ] [ Cancel

18



5. In the ‘IP address’ field, fill in any IP address that begins with “192.168.1°, and
ends with a value greater than 2 and less than 254, for example 192.168.1.100.
In the Subnet mask field, enter'255.255.255.0’. Please keep all other fields
empty, and click ‘OK’.

Inigrpat Mroioeal TR ] Moy ijzs _J ﬂ]
General

'ou can get P settings aszigned automatically if pour network, zupports
thiz capability. Othenwize, you need to azk pour nebwork, adminiztrator for
the appropriate [P settings.

(") Obtain an IP addresz automaticallp

() Uze the follawing IP address: gn® nEENy,
L g
|P address: “ 192 0168 . 1 . 100 .0‘
N
Subnet mazk: v 285 .028R 28500 :
¢ *

. q

Default gateway: o, Anggun® )

(%) Usze the follawing DMS server addresses:
Preferred DMNS server:

Alternate DMS zerver:

H Cancel ]

%‘IIII'IIIIIIII

If you change the IP address of this IP camera and you forget it, there’re two ways
you can recover it:

a. Press and hold the ‘Reset’ button located at the bottom of this IP camera
to clear all settings of the IP camera and reset the IP address back to
192.168.1.221. You'll lose all settings in the IP camera.

b. Ask your network administrator to check the DHCP release table, if the
camera was set to obtain the IP address by DHCP. A new record will be
added to the DHCP release table on the DHCP server when the IP
camera is connected to the local area network.

19



1.8 Connecting to the camera
Make sure the IP camera is correctly powered (Power LED is on), and then launch

Internet Explorer and type the IP address of the IP camera in the address bar of
Internet Explorer. You should be prompted to input the user name and password:

Connect to 192.168.2.2

A

Internet Camera

Liser narme: | | & w |

Passwiord: | |

[ 1remember my passwaord

[ Ok l [ Zancel ]

The Default user name is ‘admin’ (in lower case) and the password is ‘1234’. Click
‘OK’ to continue after the user name and password have been entered.

You should see the following message at the top of Internet Explorer: Depending
on your system settings, operating system or Web browser settings, the message
may not show. However, the message is optional. Users of Mozilla Firefox or
Apple’s Safari Browser will not see it.

= LE n |
‘@-Tm?vhﬁs@e wants to run the Following add-on: 'TPCamPluginDM, ocx' From "Contral name is not available'. IF wou krusk the websﬂ:e andﬂﬁattl.ag and want X
»* ko allows it ko run, click here., *

’IN"!IL-I"ET..........Nﬁg.:!-.:l..ﬂﬂﬂﬂtmrkﬁhmera

NETWORE, SFsadafan@saueeeemunnnssnnnsnnnnnnnnnny

v Camera + LAN + WLAN + Video + E-mail/FTP + Motion Dectection +* Schedule +* System + Status » Acucart  Log
» + -

.
ay Py )
L un®
"sagy muun®
........Illllllllllllllllllllllllllllllllllll--.-.-.

Fun &dd-on on All Websites I"

what's the Risk? v

'..
L 4
L

Information Bar Help

20



When you're prompted, click ‘Run Add-on’ to continue.

'&' User Account Control | P |

5 Do you want to allow the following program to make

"/ changes to this computer?

@ Program name:  [1]IPCamPluginDM[1].cab
Verified publisher: INTRACOM U.S.A. INC
File crigin: Downloaded from the Internet
“ LN | I3
(%) Show details Yes No
i " .
L "
Change when %gsgnntificatinns appear

Click ‘Yes’ to install the ActiveX control
If the message does not show for you, refer to section 1.8.1 ‘Install ActiveX'.

21



You should be able to see the image from the camera now:

% INTELLINET

NETWORK SOLUTIONS
v Camera

NSC11-WN Network Camera

“ LAN + WLAN + Video + E-mail/FTP + Motion Dectection + Schedule + System * Status + Account " Log

2010.10.15 13:41:01

% Video Format WPEGH [
# Snapshot CA
% Record : C
# Auto Exposure Normal [

Full Screen ][ Digital Zoom ][ Fitto Window

Note: If you see one of these messages (or both) ...

Display hardware is not capable of blit operations O R Can't initialize Directy.

... your computer may not have the display capability that this IP camera requires,
or you don’t have Microsoft DirectX® installed. Please download Microsoft
DirectX® from Microsoft's Web site (http://www.microsoft.com), and try again.

22



1.8.1 Install ActiveX manually

If you use MS Internet Explorer and ActiveX is not present on your computer, you
need to install it before you can use this Internet camera. This section explains

how to manually install the ActiveX control.

If you see this message when you log onto IP camera, you need to click the link to

download the ActiveX control:

@ Video Format: | MPEG4 v

@ Snapshot: Cci
uEEy

" ™,

@ Record ch Please install ActweXgiﬁt, Download ActiveX ¢

. .

L 4 a "

Sgggunt '..
Ful Screen | [ Digital Zoom | [ Fitto Window o
L 4 s N
L 4
L 4
L 4
) Error on page. B Internst

Press ‘Run’ to download ActiveX installation package:

File Download - Security Warning

Do you want to run or save this file?

Mame: Setup_wl.0.0.8.8xe
Type: Application, 507 KB
From: 192,168.2.3
pEEEYN
* »
Run ]

*
[ ]
4
L4

Iﬁave ] [ Cancel
q
4

*sanmns*’

YWhile files from the Intermet can be useful, this file wpe can
potentially harm pour computer. [ pou do not trust the zource, do not
un or zave this zoftware, What's the rigk’?

Press ‘Run’ to install ActiveX:

23



Internet Explorer - Security Warning E|

The publisher could not be verified. Are you sure you want to run this
software?

Mame: Setup_1.0.0.8.exe
Publisher: Unknown Publisher gsuEEN,
Yo

[ A f
Py Fun ] L. Dan't Run
4

..lllll‘

This file does not have a valid digital signature that verifies its publisher, Yaou
should only run software From publishers wou brust, How can I decide what
software ko run?

Press ‘Next’ to start installation; press ‘Next’ when you’re prompted, until
installation is complete:

& Setup - GLP IPCamPluginDM Eox

Welcome to the GLP
IPCamPluginDM Setup Wizard

Thiz will ingtall Internet Camera Actives 1.0.0.8 on vour
cornpuker.

It iz recommended that you cloze all other apphcations before
continuing.

Click Mest to continue, or Cancel o exit Setup.

‘|ll.l..
s

L
.‘ m.gz-:t > L" Cancel ]
- —

‘..lll“

24



Press ‘Finish’ when you see this message.
& Setup - GLP IPCamPluginDM =)

Completing the GLP
IPCamPluginDM Setup Wizard

Setup has finizhed instaling GLF IPCamPluginhitd on wour
computer. The application may be launched by zelecting the
inztalled icong.

Click Finizh bo exit Setup.

L 4

*
q
‘-‘

.‘ . Finish
*

-
®agguunt

25



Chapter II: Using the Web Management Interface

2.1 Camera Settings

After login you are being forwarded to the live view page. From here you have
access to all camera-related settings.

S INTELLINET NSC11-WN Network Camera

TWORK SOLUTIONS

+ Camera ' LAN + WLAN + Video +” E-mailiFTP * Motion Dectection + Schedule + System * Status + Account " Log

% Video Format WPEGH [ 2010.10.15 13:41:01
# Snapshot CA

& Record C\

# Auta Exposure Hormal [

Full Screen ][ Digital Zoom ][ Fitto Window

Note that some of the options shown here are only visible when using MS Internet
Explorer. Other Web browsers do not support snapshot, recording, full screen or
digital zoom.

The bar running across the top of the interface lets you open the various camera
configuration screens. Click ‘Camera’ to return to the live view page.

- --.

“ Camera " LAN  WLAN +* Video +* E-mail{FTP * Mofion Dectection +* Schedule * System +* Status +* Account + Log

[}

". [ ] o?

Items on the live view page (* = MS Internet Explorer only)

Item Description

Video Format Specifies video encoding format. You can choose
MPEG4 or MJPEG (Motion-JPEG).
MPEG4 mode also supports motion detection (see
chapter 2.2.1).

ltem Description

Snapshot * Take a snapshot picture and save the picture to your
computer’s hard drive. Click on the directory field and
you’ll be prompted to select a folder to save the
snapshot.

26



NOTE: Please see chapter 4-4 for instructions if you're
using Windows Vista or Windows 7.

Record *

Start video recording and save recorded video clip to
your computer’s hard drive. Click on directory display and
you’ll be prompted to select a folder to save snapshot file.

Auto Exposure

Enable or disable automatic exposure control. There are
3 levels of automatic exposure control: Dark, Normal and
Bright. Select one of them to control the brightness of
image. Select ‘Disable’ to disable automatic exposure
control and control brightness and contrast manually.

Full Screen *

Click this button or double-click the video image and the
image captured by camera will be displayed in full-screen
mode. To resume, double-click the image or press
‘Escape.’

Digital Zoom *

Click this button to enable the digital zoom (video
magnification) function:

Digitail Zuus

v Enable

Zoom Factor 182 %

Check ‘Enable’ box to enable digital zoom. You can set
the zoom factor from 100% (no magnification) to 400%.
You can also drag the green square with your mouse and
put it on the area of the image to be magnified.

To exit digital zoom, press ]

Fit to Window

Click this button to resize the video so that it fits in the
current window without displaying horizontal scroll bars.

27




2.1.1 About

This function will provide you with the version number of current IP camera
plugin, which is useful when you need online support.

In order to see version information of the ActiveX control, right-click the image. A
pop-up menu will appear:

201n.1n.15 14:n2: 28

Select ‘About’ and the version information will appear:

Ay a‘

Internet Camera Software Information

Activer Plugin Version: V1.0.0.14

Note that this function is only available in MS Internet Explorer.

28



2.2 LAN Settings

Click on ‘LAN’ to open an interface that lets you change all network-related
settings of the network camera.

« Camera " LAN . *WLAN + Video +* E-mail/FTP + Motion Dectection +* Schedule +* System + Status + Account + Log

2.2.1 IP Address

You can define IP address and select the port number you wish to use here.

LAN
% Network Type : @ DHCP O Static IP Address
% |IP Address 92.168.1.22 |
#% Subnet Mask: |“55.“55.“55.E |
% Gateway : 192.168.1.1 |
#% Primary DMS : 92.168. |
|

# Secondary DMS : |

% AV Control Port:
% Web Port-

29



Iltem

Description

Network Type

Select “DHCP” to obtain an IP address automatically

or “Static IP Address” to assign the camera a fixed IP

address.

NOTE:

When “DHCP” is selected, the IP address parameters
below are grayed out.

IP Address

Specify the IP address here.

Subnet Mask

Specify the subnet mask here. The default value
255.255.255.0 will work for most networks.

Gateway Specify the gateway address of the local network here.
Normally this is the IP address of the router in your
network.

Primary DNS Enter the IP address of the DNS server. If you don’t know

it, ask a network administrator or your ISP for help.

Secondary DNS

Enter the IP address of a backup server, which
the camera will use if the primary address is unavailable.
(Optional)

AV Control Port

Enter the video transfer port number. If you have a
firewall on your network, you need to allow computers on
the Internet to access this port; otherwise, you won’t be
able to view video from the Internet.

Web Port

Enter the port number of the Web management interface.
NOTE: Ifit's not 80, you need to add “:port” after the
camera’s |IP address / hostname. For example, if the
HTTP port number entered here is 90 and the IP address
of the camera is 10.20.20.30, then you need to input
“http://10.20.20.30:90” in the address bar of Internet
Explorer.

Click “Apply” to save the settings.

30




2.2.2 RTSP

RTSP stands for Real Time Streaming Protocol. RTSP is supported by most
media clients, such as Real Player, VLC and QuickTime. If you only plan to view
the camera video with your Web browser or with one of the provided software
utilities, you do not need to activate this option.

RTSP

# Enable RTSP (® Enable O Disable

% RTSP Fort: 554

% RTSPF Path : video sdp
#% RTF Port Range 50000 |- 60000

ltem Description

Enable RTSP Enables or disables the function.

RTSP Port Enter the port number that RTSP will use. The default
value is 554 and normally that value does not need to be
changed.

RTSP Path Customize the URL to your liking.

RTP Port Range | Enter the port range of RTP. The default range is from
50000 to 60000.

Click “Apply” to save the settings.
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2.2.3 Dynamic DNS

If you are not planning on connecting to the network camera over a remote
connection, but only in your local network, you can skip this section.

Dynamic DNS is a network service that provides the capability for a networked
device, such as a router or computer system, to notify a domain name server to
change, in real time (ad-hoc), the active DNS configuration of its configured host
names, addresses or other information stored in DNS.

In simpler terms: Users of private Internet services are often faced with a problem:
The ISP typically changes the IP address assigned to the user based on a time
interval. This may be as often as once every 24 hours or as seldom as once every
30 days. For the average user this is not a problem. However, if you want to be
able to connect to the local camera (e.g., in your house) from a remote location
(e.g., the office), you need to know under which Internet address the camera can
be reached. However, you don’t know what the current Internet IP address is. So
you are beginning to see the problem.

DDNS solves this problem by allowing you to create a domain name for your
home network, which you can always use to access the camera. To use the
DDNS function, you will need to do the following two things.

1. Create a DDNS hostname with a DDNS service provider

2. Set up a DDNS client in the home network that contacts the DDNS service
provider and updates the IP information.

The INTELLINET NSC11 network camera supports the DDNS provider DYNDNS,
as of December 2010 a free service (be aware that this may change).

You first need to register and create an account on www.dyndns.org.

1. Connect to http://www.dyndns.org and click “Create Account.”

2. Follow the step-by-step instructions on the DYNDNS screens, inputting all
information requested.

3. Log in with the new account and go to Account — My Hosts — Add

Host Services.

4. Enter the domain in the Hostname field and select a sub-domain from the
drop-down menu. Follow the check-out procedure.

5. After entering the information, check your service and make sure that the
DDNS domain name is listed under Account — My Hosts.

6. On the camera’s LAN screen, fill in the fields and reboot the camera (see next

page).
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Dvnamic DNS

#% Enable DDMNS - (*)Enable ) Disable
% Provider : dyndns.org
% HostMame : ddns-host
% User Mame ; ddns-account
% Password : TIIIITIIIIIIL
ltem Description
Enable DDNS Enables or disables the DDNS service.
Provider Select the dynamic DNS service provider here. Only

dyndns.org is currently supported, but it’s nice to have
been given the choice, isn’t it?

Host Name You need to enter the full host name that you have
created in your dyndns.org account here.
User Name Enter the same user name here that you use to log in to

your account settings on www.dyndns.org. Do not enter
your DSL user account information here.

Password Enter the password for your dyndns.org user account
here.

Click “Apply” to save the settings.

Refer to chapter 4.3 to get detailed instruction on how to obtain a free dynamic
DNS account and host name from dyndns.org.
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2.2.4 UPnP

UPNP stands for Universal Plug and Play. A UPnP-enabled device, such as your
network camera, announces its presence in the local network to other computers
that support UPnP as well. The operating systems Windows XP, Windows Vista
and Windows 7 support UPnP. When the network camera is connected to the
network, Windows will alert the computer user of the presence of the new device
(a new icon will be added to your My Network Places folder) and lets the user
connect to the device instantaneously.

UPnP
# Enable UPnP : () Enable ) Disable

Enable or disable the UPnP function and click on ‘Apply’ to save the settings.
After the UPnP function is activated, a popup message will appear:

i IC-4469F9

& new device is now available on your network., For more
information, click here,

Note:

In Windows Vista and Windows 7, UPnP has been renamed Network Discovery,
and is disabled by default in all editions of Vista as the Windows Firewall blocks
network discovery.

To enable and turn on UPnP service or Network Discovery in Windows Vista,
simply follow these steps:
1. Click on the Start button, and then select Control Panel.
2. Click on Network and Internet link, and then click on Network and Sharing
Center.
3. You will see that Network Discovery is off. Click on the corresponding
arrow button '* to expand the section.
4. Click “Turn on Network Discovery”, and then click Apply. Administrator
permission is required. If you are prompted for an administrator password
or confirmation, type the password or provide confirmation.

The procedure for Windows 7 is quite similar. In the Network and Sharing Center
find and open “Advanced Sharing Settings” where you can find the Network
Discovery service.

On Windows XP systems the UPnP function should work by default. In case it
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does not work for you, open Control Panel, and then click on “Administrative
Tools.” Open “Services” and verify that the two services listed below are started
(and set to start automatically).

- Universal Plug and Play Device Host
- SSDP Discovery Service

Click the message to open ‘My Network Places’, and you’ll see the IP camera:

p My NMetwork Places LS
File Edit Wiew Fawvorites Tools  Help ﬂ"

@Eack - \‘_’)l l.ﬁ pSearch H_ Folders v

Address g My Metwork Places ~ | S

#| Local Network

Metwork Tasks

g Add a netwark place IC 44EaFa:

t_‘, Wigw network
conneckions

Sek up a home or small
office netwaork,

Set up a wireless
nebwork for & home or —
small office

Wiew workgroup
compukers

_ Hide icons For
nebwiorked LPRP
devices

You can double-click the icon to launch Internet Explorer and log on to the
network camera’s Web management interface.
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2.2.5 LoginFree

LoginFree is a function that allows unauthorized users to view images
captured by the camera. It also lets you integrate images with your own
Web applications.

LoginFree
% Filename : loginfree ipg

Enter a filename and click “Apply” to save the settings. Other users can now
access the image by this filename with a “.jpg” extension and the camera’s
IP address as the prefix. For example, if your camera’s IP address is
192.168.2.4 and the filename entered is “picture,” then anyone on the Web
can access the image using the address “http://192.168.2.4/picture.jpg.

NOTE: No authentication will be required to see the captured image. To
disable the function, clear the text in the “Filename” field and click “Apply.”
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2.3 WLAN Parameters (NSC11-WN only)

R o',

V LAN + WLAN + Video " E-mail/FTP  +* Motion Dectection +* Schedule + System +* Status  + Account + Log

.
e’

If you wish to use a wireless network instead of the wired network connection, you
have to set wireless LAN parameters here.

WES
% Self PinCode : 00000161

% Configure via Push Button Start FBC
% Configure via PinCode Registrar SSI0 Start PIM

Wireless LAN

% \Wireless Connection ) Enable @ Disable

% Metwork Type Infrastructure L

% Available Metworks :

Connect S5ID MAC Address Signal | Channel Encryption Network Type

O GUESTGATE_TH QDTFAF.CCa3 AR g4 1 Dizabled Infrastructure
O [CU-YLE 00:0F-A329:E9:84 94 a LInknownAES) Infrastructure
O IMNTELLINET O0AFAF46:36:FC ar 11 Disabled Infrastructure
O CU-Equip 00:0F:A3:5B:D4:AT ar 11 WEP Infrastructure

#% 551D any

% Channel

% Basic Rate : Auto ;

#% Authentication : Mone v

% Encryption Type :

% \WPA Pre-Shared Key
% WEP Key Length :

% \WEP ey Format ;

% Default Key

% WEP Key 1

% WEP Key 2

% WEP Key 3

% \WEP Key 4
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Iltem

Description

Self PinCode

This is the WPS pin code used to connect to WPS-
enabled wireless access points. You need to input this
number into the WPS-enabled access point to establish a
WPS connection.

Configure via
Push Button

Click to put the camera in a PBC-style WPS connection
state for 120 seconds. Push or click the “Start PBC”
button on the wireless access point you want to connect
to within 120 seconds to establish a WPS connection.
(The time remaining will be displayed on the button.)
NOTE: If the connection can’t be made within 120
seconds, you'll be prompted by a message box that you
can click “Start PBC” to try again.

Configure via
PinCode

If you have a wireless access point’'s WPS PIN code, you
can enter it here and click “Start PIN” to start to establish
a PIN-style WPS connection.

Wireless
Connection

Select ‘Enable’ to activate wireless network function of
this IP camera, select ‘Disable’ to disable it.

Network Type

Options are “Infrastructure” and “Ad Hoc.”

Set to “Infrastructure” when you have a wireless access
point and computers with wired network connections.
Set to “Ad Hoc” when you don’t have a wireless access
point but your computer has a wireless network card. The
camera will become a stand-alone wireless access point,
and other wireless computers and devices can discover
and connect to it without a wireless AP.

Available
Networks

This is a list of all wireless access points found by the
camera. Not all access points will be displayed at the
same time, so if the AP you expected to connect to
doesn’t appear you may need to click “Refresh” several
times until it does.

Connect: Select a device you want to connect to.

SSID: Unless a wireless AP’s SSID is hidden (meaning
you'll need to identify the device by its MAC address), it'll
display here.

MAC Address: If there are a lot of wireless access points
in proximity (or if a wireless access point hides its SSID),
you can use the MAC addresses to distinguish them.
Signal: This indicates the radio signal strength.

Channel: This is the WAP’s radio channel.

Encryption: You need to use the same encryption type as
the AP you want to connect to. If the wireless access
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point does not use encryption, “Disabled” will be
displayed here.

SSID

Enter the SSID of the wireless access point you want to
connect to. It should be fewer than 32 alphanumerical
characters. When you select a wireless access point from
the Available Networks list, its SSID will be displayed in
this field automatically unless it's hidden, in which case
you won't be able to connect to it.

Channel

When the network type is set to “Infrastructure,” the radio
channel is auto-selected according to the channel that
wireless AP uses. You can only select the channel
number when the network type is set to “Ad Hoc.”

Basic Rate

Select the maximum wireless data transfer rate from 1
Mbps to 54 Mbps. The maximum transfer rate for 802.11b
wireless network is 11 Mbps, and the maximum transfer
rate for 802.11g wireless network is 54 Mbps. Under
normal conditions this value should be left at “Auto” as
there is normally very little reason for artificially slowing
down the connection speed.

Authentication

When you select a wireless access point from the list of
available networks, it's authentication type will be
selected automatically. You should not modify it or you
will not be able to connect to the wireless access point
correctly.

Available options are: None (no authentication), Open
System, Shared Key System, WPA-PSK, WPA2-PSK,
and WPANone (the last one is only for Adhoc).

Encryption Type

Available options are: None, WEP, TKIP and AES. The
value is automatically filled out when you select the
wireless network from the list. It should not be modified.

WPA Pre-Shared
Key

Enter the WPA pre-shared key here.This field is only
available when the authentication type is WPA-PSK or
WPA2-PSK. It will be grayed out when a different
authentication type is selected.

WEP Key Length

Select the key length when you use WEP encryption.
Available options are 64-bit and 128-bit.

If the key length is 64-bit, you should input 10 HEX
characters or 5 ASCII characters, like 112233aabb (HEX)
or MYWEP (ASCII).

If the key length is 128-bit, you should input 26 HEX
characters or 13 ASCII characters, like
11223344556677889900abcdef (HEX) or
myweppassword (ASCII).

Note: Using WEP encryption is not advisable because
the level of security it provides is rather small. Programs
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that break a WEP-based encryption key in minutes are
available on the Internet.

WEP Key Format

Select the Key Format of the WEP key here. Available
options are ‘HEX’ and ‘ASCII’.

When you select ‘HEX’ WEP key format, you can only
use numbers (0 to 9), and letters a to f as WEP key;
when you select ‘ASCII’ WEP key format, you can use all
alphanumerical characters, and is case sensitive.

Default Key Select the default key that the camera should use for the
wireless access point when WEP encryption is used.
Available options are 1 to 4.

WEP Key 1 Input the 1% set of WEP key here. At least a set of WEP
key is required and you should use 1% WEP key if you
only have one WEP key.

WEP Key 2 Input the 2" WEP key here.

WEP Key 3 Input the 3" WEP key here.

WEP Key 4 Input the 4™ WEP key here.

Click “Apply” to save the settings.
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You can specify thé vided and audio parameters of this network camera

here.

Dual Mode

#% Default Video Format

MPEG4

# Video Resolution :
% Video Cuality :

# Video Frame Rate :

MJIPEG

% Video Resolution
% Video Cluality
% Video Frame Rate

2.4 1 Dual Mode

This IP camera supports two video encoding formats: MPEG4 and MJPEG. You

MPEG4 [0

VGA (640 x 480) [
O cBR

® vBR | Highest [
30 B2

vGA (640 x 480) |4

MNormal Q
30 4

can select the default encoding format here.

2.4.2 MPEG4

The MPEG4 video related settings can be specified in this section.

Iltem

Description

Video Resolution

Define the output resolution of the MPEG4 video. You
can select from three different resolutions.
vea 640 x430) [

VGA (640 x 480)
QVGA (320 x 240)
QQVGA (160 x 120)

Video Quality

There are two video quality types: CBR (Constant Bit
Rate) and VBR (Variable Bit Rate). Both types control the
image quality and the amount of network bandwidth the
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camera uses.

CBR: Set the maximum bit rate the camera must not
exceed. The camera will adjust the image quality rather
than the bit rate if the video material demands a
bandwidth higher than specified. The higher the value,
the better the quality of the resulting video.

VBR: Variable bit rate allows the ® VER | Highest
camera to adjust the bit rate to keep a0 03 |Lowest
the video quality at the desired level. . ;‘;’;’:ﬂal
You can choose from five different High
values. M Lo—
Video Frame Specify video refresh rate of MPEG4 video
Rate encoder. Higher video refresh rates provide a 3” ..........
smoother video, but require more network 5]
bandwidth. 10
3

2.4.3 MJPEG

The Motion-JPEG video settings are configured in this section. The parameters
are essentially identical to those of MPEG4, with the exception of the video quality.
You can only select the variable bit rate mode and choose from five available
options.

Mormal

Lowest
Low

...............................

Highe=t

Click “Apply” to save the settings.
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2.5 E-mail & FTP

a
W
W

This network camera is capable of sending out snapshots via e-mail or uploading
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them via FTP. There are two trigger events: Motion detection and schedule-based.

In order to use any of these functions, you first must set up the FTP and e-mail

configuration. We begin with the e-mail settings.

2.5.1 E-mail Settings

E-Mail

% Recipient E-Mail Address :

% SMTP Server .
% SMTP Port
Sender E-Mail Address :

©
% 35L:

% SMTP Authentication (If needed) :

% User Mame :

[Apply][ Send a tezt email ]

‘usert@serverl.com,; user2@sener2.com’ multi-user format

25

() Enable (& Disable
(2 Enable & Disable

% Password :

ltem Description

Recipient E-Mail | Enter the address files are to be sent to. If you have more

Address than one e-mail recipient, you need to add a “;”
(semicolon) between every e-mail address. All e-mail
addresses combined cannot exceed 127 characters.

SMTP Server Enter the IP address or hostname of the SMTP server
(the server that delivers your e-mail). If you don’t know it,
refer to your e-mail software (e.g., Outlook or Outlook
Express) or ask your network administrator or ISP.

SMTP Port Input mail server’'s SMTP port here. Most e-mail servers
use port number 25.

Sender E-Mail Enter the address of the e-mail sender. This will make the

Address e-mail more readily identifiable as to its purpose and
importance.
NOTE: Some servers won’t forward e-mail from unknown
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senders, so it’s highly recommended that you enter a
valid address.

SSL

If SSL encryption is required to connect to the SMTP
server, select ‘Enable’. Select ‘Disable’ if your SMTP
server doesn’t support or require SSL encryption. If in
doubt, ask your ISP or e-mail server’s administrator.

SMTP
Authentication

Some SMTP servers require e-mail senders to be
authenticated. If you're not sure whether to select
“Enable” or “Disable,” refer to your e-mail software (e.qg.,
Outlook or Outlook Express) or ask your network
administrator or ISP.

User Name

If your SMTP server requires authentication, enter your
SMTP server username.

Password

If your SMTP server requires authentication, enter your
SMTP server password.

Click “Apply” to save the settings.

After that click on ‘Send a test e-mail’ to verify that the e-mail function is working

properly.

2.5.2 FTP Settings

FTP Configuration
% FTF Server:

#% FTF Port ;

% User Mame :

% Password :

% Remote Folder :

% Passive Mode :

[Appry][ Upload a test file

21

(*)Enable O Disable

ltem

Description

FTP Server

Enter the address of your FTP server here. Valid entries
are either the IP address of the server (format:
111.222.333.444), or the domain name of the server
(format: domainname.com). Invalid entries are
ftp.domainname.com or http://domainname.com.

FTP Port

Input the port number of the FTP server you wish to use
here. Normally you should use the default port 21.

User Name

Key in a valid FTP user name here. Make sure that the
user account you wish to use has read and write
privileges on the FTP server.

Password

The password for the FTP user account goes here.

Remote Folder

Key in the folder name on the FTP server in which the
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camera uploads the files. The folder is a sub-directory of
the home (root) folder of the FTP user account. Leave
this value empty and the camera will upload the files into
the home directory of the FTP user.

Passive Mode

There are two types of FTP connections: Active and
passive. While the most common method is passive FTP,
your server may be set up to only accept FTP
connections that utilize active FTP. The correct value
here depends on the FTP server setup. When in doubt,
we recommend using passive mode, trying active mode
only if you experience problems connecting to the FTP
server.

Click “Apply” to save the settings.

Next, click on ‘Upload a test file’ to make sure the settings you specified are
correct and working.
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2.6 Motion Detection

V) % W (% (%

2.6.1 Basic Settings
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The Network Camera features integrated motion detection. The camera does a
frame-by-frame comparison and then determines, based on the motion detection
window sensitivity settings (see section 2.6.2), whether or not a motion has
occurred. In the basic settings you specify the general behavior of the camera in
case of an occurring motion event.

Motion Detection

% Motion Detection Enable

% Mext Event Detected Interval
% Send snapshotfile to E-Mail :
% E-Mail Subject :

% Send snapshotfile to FTP :

(0 Enable (& Disable

seconds

Yes Mo

Yes Ma

ltem

Description

Motion Detection Enable

Enable or disable the motion detection function.

Next Event Detected Interval

Specify the minimum time interval between two motion
events from 0 seconds to 60 seconds. The lower the
number the more motion events in any given time will be
captured and the more snapshot images are uploaded to
your FTP server or sent out via e-mail. Raise the value if
you do not want to receive too many snapshots for a
single motion event.

For example: If you set the value to 20 seconds and the
camera detects motion, then the camera will upload 1
snapshot image to the FTP server and wait for 20
seconds before it starts analyzing the live video for the
next event.

Send snapshot file to E-mail

Activate the E-mail function of the camera here.

E-Mail Subject

Set up the e-mail subject line; e.g., “Camera 1 Motion
Detected.”

Send snapshot file to FTP

Activate the FTP upload function of the camera here.

Click “Apply” to save the settings.
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2.6.2 Setup Motion Detection Regions

The Network Camera features integrated motion detection. The camera does a
frame-by-frame comparison and then determines, based on the motion detection
window, sensitivity settings and threshold, whether or not a motion has occurred.
The motion detection does not use infrared. It requires a visible image in order to
function.

2010.11.18 11:46:47
F] ”g By

v Regionl [v Region2 v Region3

Sensitivity A0 90 &0

The camera supports three independent motion detection windows that can be
placed and resized individually.

ltem Description

Region1 Click to activate the motion detection window. Once
Region2 clicked, you will see a rectangle appear on the screen.
Region3 Use the mouse to move the rectangle to a different

position or to resize it.
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Sensitivity

The higher this value, the more sensitive the motion
detection becomes. You will need to experiment to find
the best value for your application.

Set the parameter too high and the chance of receiving
false alarms rises (potentially spamming your e-mail
inbox or FTP server). Set it too low, however, and you
may be missing a few motion events (potentially missing
that one important event you wish you had).

This is about finding the compromise that works best for
you.

Refresh Click this button to display a new picture allowing you to
make adjustments to the motion detection region.
Save Save the current motion detection settings.
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2.7 Schedule

e % V) % % W

o ™,
'.'-": *;A ) e e
With this function you can program the camera to u5|5a'd'JI‘3EG images to an FTP
server, or send JPEG images to an e-mail address, based on a specified time

interval.

Schedule
# Enahle FTP Schedule {*) Enable ) Disahle
(®) Upload one image to FTP server every |42 second(s) [L/Frame

% Time Interval :
o Upload one image to FTP server every Frames/Second

) O Upload files with filename composed of date /Mtime
% File Control :

(& Overwrite file with the same filename ; |backyard ipg
% Enable E-Mail Schedule : (%) Enable ) Disable
#% Time Interval : Send one image every 30 minute(s)
Item Description
Enable FTP Schedule Enable or disable FTP scheduling.
Time Interval Select the time interval between 2 FTP file transfers.

The first option should be self-explanatory. Option
number 2 instructs the camera to send multiple
images per second to the FTP server. This option
should only be used if “Upload files with filename
composed of date / time” (below) is also selected,
otherwise the camera would simply be overwriting
one and the same file over and over again.

File Control Upload files with filename composed of date / time:
The file name consists of a combination of date and
time. Each upload generates a new file on the FTP
server.

Overwrite file with the same filename: Each new file
overwrites the existing file.

Enable E-Mail Schedule | Enable or disable E-mail scheduling.

Time Interval Specify the time interval between 2 e-mails.

Click “Apply” to save the settings.
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2.8 System

el N
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2.8.1 Camera Information

Camera information allows you to set the name and administrator’s password of
this camera.

Camera Information
#% Camera Name : MSCT1-WHN
# Password ssss
# Confirm Password ssss
ltem Description
Camera Name Specify the name of the network camera here, which can
be used to identify your camera on the network.
Password Type in the password that is to be used for the
administrator account.
Confirm Password Repeat the administrator password here.

Click “Apply” to save the settings.
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2.8.2 Date / Time Setting

The Network Camera is equipped with an internal clock. You can display the
current date and time information on the video, so that when you look at recorded
video material or images you can easily tell when the recording was made. Before
you can use this function, you need to define how the camera obtains the time.

Date / Time Setting [Appty] [ Synchronize to PC time ]

(¥ Set Date/Time manually I !

(Y NTP Server
% Time Zone ; (GMT-05:00) Eastern Standard Time (Bogota, Mew York, Lima, Montreal)
% NTP Server: 1
#% Enable Daylight Saving Time : & ves (Mo
ltem Description
Set Date/Time Date / time formatis YYYY /MM /DD HH:MM:SS
manually Time is in 24-hour format.
You can click ‘Synchronize to PC time’ to use the time of
the computer you're using.
Example: 24™ August 2007 = 2007/ 08 / 24,
and PM 9:24:30 = 21:24:30
Time Zone Please select the time zone of the country / city of
resident from dropdown menu here.
NTP Server Enter the IP address or hostname of the NTP server.
You can use the default value “pool.ntp.org” or ask your
ISP for the IP address or hostname, if they have one.
Enable Daylight | Select ‘Yes' if your area of residence uses Daylight
Saving Time Saving; if not, select ‘No'.

Click “Apply” to save the settings.
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2.8.3 Utilities

This menu allows you to upgrade firmware, clear all settings, reboot the network
camera and switch the LED lights on or off.

Utilities

% Upgrade Firmware : Browse. . Upgrade
#% Reset To Factory Defaults -
% Reboot Device :
#% LED Setting : [ Turn on LED light
Item Description
Upgrade The firmware is basically the operating system of the camera.
Firmware New functions are introduced from time to time, and

compatibility patches and fixes are released to make your
INTELLINET camera an even better product. A firmware
upgrade replaces the internal camera software with a new
version.

Note: A failed firmware upgrade can render your camera
inoperable.

Before you start with the firmware upgrade, ask yourself a few
guestions:

1. Has Technical Support instructed me to upgrade, or is my
camera operating erratically or do certain functions in the
camera not work as they should?

2. Am | absolutely sure that | downloaded the correct firmware
file for my camera from the Intellinet Web site?

3. Can | be reasonably certain that the power will not go out
during the next 10 minutes?

4. Are all unnecessary programs on my computer closed?

5. Will the battery in my notebook last for at least another 10
minutes?

6. Am | connected to the camera with an RJ45 cable (not
wireless)?

7. Is the camera | want to upgrade located in my local network?
8. Am | sure about what | am doing?

If you answer any of these questions with “no,” you should not
perform the firmware upgrade and skip this section.
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Click on ‘Browse’ to select the firmware file, and then click on
‘Upgrade’ to begin the upgrade procedure.

Reset

Click to erase all settings and reinstate the camera’s factory
default state. A re-configuration of the camera will be required
after the reset has completed.

Reboot Device

Click the button to reboot the camera. This may be useful if the
camera performs poorly, or if you have made changes to some
of the camera’s network settings.

LED Setting

You can turn on or off the LEDs (LAN / WLAN) on the front of the
camera. Turn them off if you don’t want other people to see
whether or not the camera is operational. Turn the LEDs on, if
you DO want to show other people that the camera is
operational; e.g., in a retail store to deter theft.

53




2.9 Status

"y

« Camera ' LAN ~ WLAN +* Video * E-mail/FTP + Motion Dectection +* Schedule +* System +* Status +* Account + Log

This menu provides all information about this IP camera, like firmware version,
system uptime, date / time and network information.

Status
#% Firmware Version v Jul 12 2010 11:17:.44)
#% Device Uptime 4 hours 9 min 54 sec
% Systern Time 20101118 15:55:03
LAN
% IP Address 10.10.10.93
% Subnet Mask: 2552552520
% Gateway 10.10.8.1
#% DMNS Server 10.10.8.10; 10.10.8.2; 10.10.8.51
% MAC Address : D0AFAF00:00:10
# AV Control Port: 4321
# AV Data Port 4322
% Web Port: 80
#% RTSP Port: 554

Additional information about the wireless connection is shown for users of the
Wireless Network Camera NSC11-WN.
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2.10 Account

- o “ N IS
T ) T A A T ) 4 A iy
o, v, v, v, v, v, o, v, v, ‘. Ve "

On this page you can set up user accounts for people that should have access to

the camera. This IP camera supports up to 16 user accounts. Each account can

either be set up as Operator or Guest.

-

Account

john : operator
guest: guest

Login | =arah
Passwaord |(sees
Confirm password | eews|

Authority & Operator O Guest
(Add] | Modify | | Remove |

ltem Description

Login Specify the user name here. Use alphanumerical
characters (0 to 9, Ato Z, and a to z) only. Symbols and
spaces are not allowed.

Password Specify the password for this user here.

Confirm Password Repeat the password here.

Authority Select ‘Operator’ and this user will be able to change
the video settings of the camera, but no other settings.

Select ‘Guest’ and this user can only view the image.

t t
Add Click ‘Add’ to add a new user account to the camera.
Modify To modify the information of an existing user, select the

user account from the list, then change the information,
and click this button to save changes.

Remove Select an existing user and click this button to remove
it.
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2.11 Log

V) %

here.

Svstem Log

1970/01/01
1970401701
1970401701
1970/01/01
1970/01/01
1970,s01/01
1970,s01/01
1970,s01/01
1970,s01/01
1970/01/01
1970401701
1970401701
1970/01/01
1970/01/01
1970s01/01

ono:
as5:
os5:
os5:
os5:
05:
05:
0s5:
05:
0a:
a9
1oz
lo:
lo:
10z

)

on:
oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:
on:
45:
135:
15:
16:
41:

)

19
19
19
19
20
0
0
23
24
26
40
12
44
32
oo

System startup [ wl.4 (Jan 2§ 2010 13:24:59)
Starting npegd pipe serwer for Spook
emhedded av stream controller started &35

)

7

Opened fdews/pl_grabh successfully

Opened fdews/pl_enc successfully (MPEGE)
Opened fdew/pl enc successfully (HNIPEG)
Opened fdew/pl enc successfully (MD)

Aocepted a new connection from spook...
Aocepted a new connection from spook. ..

Network

192,
192,
192,
192,
19z,

1a3.
1a3.
163,
163,
1ad.

initial status: LAN

[ SO G o N SN o]

-
$ 15115
119211
124075
141483

ononoon

110192

Joined AV
Joined AV
joined AV
joined AV
Joined AV

Click “Refresh” to get the latest update.
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Stream
Stream
SLream
SLream
Stream

-

A

[wideao)
[wideo)

o)

-

o N
< ‘..

v v,
v
All activities of this IP camera are being logged. You can view the log messages

-
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Chapter Ill: Using Surveillance Software

The INTELLINET NETWORK SOLUTIONS Network Camera comes with a
surveillance application that can monitor and record up to 16 network cameras.

You can record video permanently or based on a schedule, or you can use the
integrated motion detection function and only record motion events to preserve
disk space. You can select from nine different templates to display the camera
images on one screen.

@INTELLINET

e

/
!

WWW.INTELLINET-NETWORK.COM

The program installs by clicking the option “Video Surveillance Software” from the
CD menu. A detailed user manual is located on the Installation CD in the User
Manuals folder. It contains installation instructions and information on the use of

the software.
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Chapter VI: Appendix

4.1 Specifications

Standards

* IEEE 802.11b (11 Mbps Wireless LAN)

* |IEEE 802.11g (54 Mbps Wireless LAN)

* |IEEE 802.11n (150 Mbps Wireless LAN)
« IEEE 802.3 (10Base-T Ethernet)

+ IEEE 802.3u (100Base-TX Fast Ethernet)

General

* 32-bit ARM9 RISC CPU

* 4 MByte flash memory

* 32 MByte SDRAM

 Supported image resolutions: 640 x 480, 320 x 240 and 160 x 120

* Video frame rate: max. 30 fps

* Protocols supported: TCP/IP, DHCP, PPPoE, ARP, ICMP, FTP, SMTP, DNS, NTP, UPnP, RTSP,
RTP, HTTP, TCP, UDP

* Certifications: FCC Class B, RoHS, CE

Image Sensor and Lens

» Sensor: OmniVision OV7670 320K pixels 1/6" CMOS sensor

* Pixel array: 656 H x 488 V

* S/N ratio: 46 dB (max.)

* Pixel size: 3.6 ym x 3.6 ym

* Exposure: automatic and manual

* Aperture: F=2.8

* Minimum illumination: 1 lux at F2.8

* Lens: fixed focus

* Focal length 2.8 mm, angular field of view 55°, object distance 0.4 m to infinity

Wireless (NSC11-WN only)
* Chipset: RT3070
* Frequency band: 2.4000 — 2.483 GHz (Industrial Scientific Medical Band)
* Modulation technologies:
- 802.11b: Direct Sequence Spread Spectrum (DSSS): DBPSK, DQPSK, CCK
- 802.11g: Orthogonal Frequency Division Multiplexing (OFDM): BPSK, QPSK, 16QAM, 64QAM
- 802.11n: Orthogonal Frequency Division Multiplexing (OFDM): BPSK, QPSK, 16QAM, 64QAM
* Security:
- 64/128-bit WEP data encryption
- WPA and WPA2
* Transmit power:
- 150 Mbps, 14 dBm +/- 1.5 dBm
- 54 Mbps, 14 dBm +/- 1.5 dBm
- 11 Mbps, 17 dBm +/- 1.5 dBm

Power

» External power adapter: 5V DC, 1.0A
» Power consumption: 2.8 Watts (maximum)
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LEDs
* Power
* Network connection

Environmental

* Dimensions: 92 (H) x 60 (W) x 21 (D) mm (3.6 x 2.4 x 0.8 in.)
* Weight: 0.75 kg (1.6 Ibs.)

* Operating temperature: 0 — 40°C (32 — 104°F)

* Operating humidity: 10 — 90% RH, non-condensing

System Requirements
» Windows 2000, XP, Vista, Windows 7, Mac OS X
» Computer with network connection
* Web browser support:
- MS Internet Explorer 6.0 or higher (ActiveX)
- Mozilla 1.x, Mozilla Firefox (Java)
- Opera (Java)
- Safari (Java)

Package Contents

* NSC11-WN Network Camera
» Camera mounting bracket

* Quick installation guide

» External power adapter

* Software CD
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4.2 Troubleshooting

Problem: Can’t connect to the camera.

Confirm the IP address setting of the computer you’re using. If it’s not in the same
subnet as the camera, they won’t be able to communicate with each other.

Make sure the IP address you used to connect to the IP camera is correct. You
can use the IPCam utility to find the camera on the network.

Make sure the camera is correctly powered (the Power LED should be on), unless
you have deactivated the LEDs in the camera settings.

If you're trying to connect to the camera from the Internet, make sure the
Video/AV Control port and HTTP/Web port that the camera uses are not blocked
by a firewall or other software or hardware. Contact your dealer or the Intellinet
technical support for help.

Problem: The image refreshes very slowly.

Try a higher frame rate setting, if it's not 30.

Try a lower resolution setting.

If you’re connecting through the Internet, it could be due to a slow Internet
connection, and not a problem with the camera. However, whenever the network
connection is slow, you should use a lower frame rate and resolution setting.
Adjust the antenna if you’re using a wireless connection. The antenna should be
perpendicular to the floor/ground to get the best reception, and the distance
between the camera and the computer / wireless access point should not be too
far.

Try to adjust the MTU setting if you're using PPPoE to connect to the Internet. Ask
your ISP or network administrator for details.

Problem: The cameraisn’t responding.
Check the network cable or wireless connection.

60



4.3 Obtain a free Dyndns account

If your ISP is issuing a dynamic (non-static) IP address to you and you can’t
connect to your IP camera when you’re away from it, you can follow the following
steps to obtain a free Dyndns account, which will provide you free IP address to
host name mapping service:

1. Launch your Web browser and navigate to http://www.dyndns.org.

~ «*"® " ..\ﬂ. E L .'xj
L 2 .‘
.ﬁ.ddrs!s. hiktpe f vy dyndns,org v

Ty
"*apgpguunns®

2. Click the ‘Sign In’ button (located at upper-right corner of dyndns.org’s Web
page).

Search
e N
«®

'S
o .

L
Hawggan account?

|}
2
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3. Click ‘Create an Account’ in the pop-up menu.

Username

Password

Forgot Your Password?
“ guEHm l [ ] N

Create an Account ¢
*a

Sagguun®

4. Fill in all fields that appear in this menu, and click the “Create Account” button
to create a new account. You'll be prompted if the account you selected is not
available.

5. Create account or log in to continue

[ |
[
]
- Username: 'myusemame :
- [ |
™ Password: 1111111} | |
- [ |
Honfirm password: gessssss U
= [ |
: Email:  emailaddress@domain.com :
- ) _ _ [
r » PR Y gncladd s y@di G e s e s e e E N

[ ]
subscribe f7id [] DynDMS. com newsletter

(1 or 2 per month)
[] Dyn Inc. press releases

[] Remave HTML formatting from email

Security Imagg:

v I o R RN R

u ~ .
PRI TP ST A A L
AR T RS ISR A e DI RN
| T e "‘\\\\.\ﬂ‘i}\ I EARAS
R 1 EERNS SN WA AT TSR

b, 2 MR PN IR O O AR
ke SE a7 A | u B I B e ey T R
Tigergkh8 riinih i 0 omn bove image:
o he'a., ?

& 043337 'S

¢ |

.
&
.. . I agree with the acceptablg #:e paolicy (AUP) and privacy policy.

Seapgpgupuunt® “‘--.......

L
[ ] L 4
"UEEa }0‘ | Create Account | .
.
L 4

q
L 4

L “
....Illll-“
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6.

Ve

L

When you see this image, you’ll receive an e-mail confirmation at the e-mail box you
registered with dyndns.org.

Q DynDNS.con
Why DynDNS.com? Services & Pricing Support Have an account?

We've sent an email to edimax@ edimax.com, to verify your account. Please check your inbex and click on the

t b
canfirmation link.
__Ib
"
If you do not receive the email in the next few minutes you can try resending it. —

Thanks for choosing DynDNS.com!

Check your e-mail box and you should be able to get a confirmation e-mail. Click the
link to connect to dyndns.org Web site and complete the registration procedure. If you
didn’t get the mail, please re-check the e-mail address, or click the “resending it” link
in last step.

Also, if nothing happen after you click the link, please copy the link text and paste it in
Web browser’s address bar.

Your DynDN5.com Account "albhuang’ has been created.  You need to
visit the confirmation address below within 48 hours to complete the
account creation

rocess:

P -----.-Illllll-llllllll......

S S g,
https:/fwww.dyndns.com/account/confirm/a FW-tLER lwbWO0eRV7PhFR | 4
a . ®

x st

T. .
gy pun®
[ =
. .....?]._.-lIIIFIIIE%III------
Our basic service offerings are Tree, DUt they are supported by our
paid services. See http://www.dyndns.com/services/ for a full listing
of all of cur available services.
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7. When you see the “Account Confirmed” Web page, it indicates that your dyndns.org
account has been confirmed and activated. Now you can click on the “Create a

dynamic DNS host within our Free domains” link to continue.

Account Confirmed

The account albhuang has been confirmed. You
can now login and start using your account.

Getting Started

» Surf without the sharks and browse

the web faster with Internet Guide

» Create a dvnamic DNS host with your own
@ e EEEEEEE NN
‘--'mij_ """"..
v = Create a dynamic DNS host within our Free domains o
n ™
-.gefuﬂ!rﬂaﬂgawtms----------ll“

« Register a domain name

8. Click “Create Hostname” button.

Dynamic DNS Free

Stay Connected With DynDNS

DynDMS Free allows you to create a hostname that points to
your home or office IP address, providing an easy-to-
remember URL for quick access. We also provide an update
mechanism which makes the hostname work with your
dynamic IF address. We continue to offer this service free to
the Internet community as we have done so for nearly 10

years.
AN EE NN
“‘--l-- .........
** .h‘
.
-’ Create Hostname K

oy ‘I‘
.............-----‘
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9. On this page:

Input the hostname of your choice in the “Hostname” field.

Select a domain name from the dropdown menu.

Select “Host with IP address” as the “Service Type”.

Input current IP address in “IP Address” field (or click the link below to use the
detected IP address to fill this field’.

Hostname: [NSCll | . :ath.cx v

Wildcard Status: Disabled [Want Wildcard support?]

Service Type: (® Host with IP address [?]
(O WebHop Redirect [2]
O Offline Hostname [2]

IP Address:  |219.70.117.176 |
Your current location's IP address is 219.70.117.176

TTL value is 60 seconds. Edit TTL.

10.Click “Add to cart” to continue.

What do you want to use this host for?
Select services and devices you would like to use with this hostname.

Work From Home Office or VPN:

| vpn | | remote file access | | remote desktop | | mail sewer| |weh SEMVEr

| chat sewer| |1‘tp backup | | ssh | | database | |~.n:|ip |

Hosting and Design For Web Sites and Blogs:

| blog | | gallery | |wiki | | portfolio | | ECOMIMerce | |wet| page |

Femote Access For Devices:

| dvr | | webcam | | data storage | | ccb.f| | printer | | alarm and securit:.r|

| thermnstat| |weather station | | game sewer| | home automation |

aEEN Ny
“I ...

4 [ AddTo Cart

"®angpunns®

65



11.Click ‘Next’ to continue (button not shown).

- Upgrade Options
Free accounts allow only five Dynamic DNS hosts.

« To get Dynamic DNS for your own domain, use Custom DNS.

Dynamic DNS Hosts

NSC11.ath.cx remove $0.00
Please enter coupons in the box below and click "Add Coupon®.
[m Sub-Total: $0.00
Order Total: $0.00
12.Click ‘Activate Services’ to continue.
Service Period Price
Dynamic DNS Hosts
NSC11.ath.cx - $0.00
Sub-Total: $0.00
oo,

..[ Activate Senices >> "
Yeappuunt

13.Done. You have successfully created a DDNS domain name.
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4 4 Use this Network Camera with a router or firewall

To gain access to a camera in your local network over the Internet, certain ports need to
be opened and forwarded in your router. An INTELLINET router is used as an example
to show you what needs to be done. Other routers have similar functions and the setup

should be similar as well.

Port Forwarding
1 |

) ~©)

WIRRELL
VLAY

Router / Firewall

Remote Access Network Camera

4.4.1 Set up Dyndns Dynamic IP address Mapping

1. Go to your router’s setup page, and locate ‘DDNS’, ‘Dynamic DNS’, or a similar setup
item.

| Home | General Setup | Status | Tools |
% INTELLINET
NETWORK S5OLUTIONS
N n
suts Ll
% System ¢* DDNS LS
[ ]
£ WAN % ? “
i \g

i’ Dyn?mlc " & Ly 1™ (l‘rIm!D“S) allows users to map the static domain name to a dynamic P address. You must get

b Static IP an account, password and your static domain name from the DDNE service provider. This router supports

¥ PEFoE the services offered by for www. dyndns.org and wwew.tzo. com.

AR

b L2TP @ Enable O Disable

B Telstra Big Pond DynDNS

b DNS rmycamera. dyndns. org

D izt ryusername@domain. com
@ LAN SEEEEERERERERERE
% Wireless
% QoS APPLY CAMCEL
% NAT
% Firewall

2. Refer to the last chapter and obtain a Dyndns account, password and domain name.
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3. Enable the Dynamic DNS function and key in your DYNDNS account and host

information.

® Enable O Disable
|m3,r|:amera.d3,fndns.nrg |
m |myusername@dnmain.cnm |

4.4.2 Open Ports Required by the Network Camera

To access IP CAM located behind router or firewall, you must open ports on the router or

firewall so you can access IP CAM from Internet.

1. Go to your router’s setup page and open ‘NAT’ -> ‘Port Forwarding’.

| Horme | General Setup | Status | Tools |
NMET

W O RK

% System
« \WAN

% LAN

2 Wireless
% QoS

% NAT

¥ Fort Fonwarding

¥ Virtual Server

¥ Special Applications
b UPnP Settings

B ALG Settings

% Firewall

a0 LT O NS

“ i L/
» PortForwarding, =
*

L °

Em%s.n L [E i ] Im‘y& to automatically redirect common network serices to a specific machine
behind the WAT firewall. These settings are only necessary if you wish to host some sort of server like a
web server or mail server an the private local netwark behind your Gateway's MAT firewall.

Enable Port Forwarding

| Prvate | ComputerMame | Type | PortRange | Comment |
| || ------ Select-—m E

| Add || Reset |

® Current Port Forwarding Table

m Computer Name Private IP Port Range

‘ Delete | | Delete Al | | Reset |

| oapPy || camcEL |
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2. Enabile this function, and fill in the camera’s IP address under “Private IP” (or similar
field), select “TCP” or “BOTH” as the data type, and input these port numbers for the
services you wish to access from Internet:

Camera Web configuration and view live image: 80
AV Control Port: 4321
RTSP: 554 and 50000 to 60000

(default values)

Note: If you changed some of the port numbers in the camera’s LAN settings, you
have to change the port forwarding rules accordingly.

Enable Port Forwarding

so000 -
1921682100 | |<<|[—x Salach—- o [Both i NSC11 RTP
FO000
| Add | | Raset |

® Current Port Forwarding Table

I T S T TR

OFFLINE 1921682100  TCP+UDP NSC11 Weh
2 OFFLINE 1921682100  TCP+UDP 4321 NSC11 AV Contr D
3 OFFLINE 1921682100  TCP+UDP 554 NSC11 RTSP N
Delete | | Delete All ‘ | Resat ‘
| APPLY | CANCEL |

Example: Camera IP address = 192.168.2.100 (you need to use the true IP address
of your camera).
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4.5 Mobile Phone Image Viewer

You can use your mobile phone to view the video of the NSC11 Network Camera,
provided that you properly set up the port forwarding as described in the last chapter.
Currently supported are iPhone (Apple) and Google Android OS.

4.5.1 iPhone

1. Launch the Safari Web browser.

2. Input the camera’s IP address or host name in the address bar in the following format:

http://111.222.333.444/ipcam.asp or http://hostname/ipcam.asp
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3. Input username and password (default: admin/1234).

AlTW... = k& 10:45 3 = =3

*m_.*c..'r‘ Secure Website  togn

[ eoesl |

Passwaord will be sent in the clear

4. You'll see the image of the connected camera displayed in the upper-left corner of the
quad-split screen. You can add an additional three cameras to the quad-split screen.
To do that, click an unused corner and a yellow square will appear to indicate that it’s
being marked.
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6. Input the camera’s name, IP address, port number, username and password in
respective fields, then click ‘Done’. These fields are case-sensitive. You can click
‘Preview’ to check the connection.

i SN F = 10:40 AM 78%
= fir &5

2.168.2.143/setcam.

Preview Addvanced

Camerd Naine:
[P Address
Port

1ser Name

Password:

NOTE:

Windows Mobile phones running HTC sense can connect to the camera, but can only view one camera at
a time and won't have access to the settings menu. The camera viewer application isn’t fully supported by

Windows phones, but on a basic level it can be made to work even if some functions on the interface either

do not show or don’t work properly.
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4.6 Windows Vista / Windows 7 UAC Configuration

When you attempt to save a snapshot or record a video file, you will see UAC (User
Account Control) pop-up notification window to restrict you from saving the file like
below:

Uzer Account Contral ||

li::-r Windows needs your permission to continue

I you started this action, continue.

f Secunty Center
v Microsoft Windows

™ Details | Continue I Cancel

User Account Control helps stop unauthonzed changes to your computer.

To avoid this from happening, you can:

a. Switch UAC off in the control panel (NOT RECOMMENDED).

b. Select a lower security level in Internet Explorer’s security settings
(NOT RECOMMENDED).
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c. Add the camera’s IP address to “Trusted sites” in Internet Explorer’s

security settings (RECOMMENDED).

Select & zone

to view ar e security settings.

~

Internet

oA

Local infranet  Truste

o

Restricted

Trusted sites

This zone contains websites that you
trust not to damaage your computer or

Wehsites:

http://192.168.2.113
http://192.168.3.14

[ Require server verification (https:) for all sites in this zone

your files,
You have websites in this zone, \

S : | i N |
ECUMtY |8V Try sted sites "’"‘ .uj
Allowed le

[ You can add and remove websites from misx All websites in
this zone will use the zone's security settings. 4
-
[ Ena http://fw.msn.com

Remowve
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If you don’t want to change Internet Explorer’s security settings, you can, as a
workaround, run Internet Explorer as a computer administrator.

Frequent

£ | PLAMET Wireless H.264 Mega-Pix...
£ | IP Camera

W MSN, Messenger, Hotrail - MSN...
£ | PLAMET 80211n Mega-Pixel CM..,
£ | http://192.168.3.134/

£ | IP Camera

£ | http://192.168.3.134/IPCamPlugi...
£ | Internet MPEG-4 Pan/Tilt Camera
£ | Internet MPEG-4 Pan/Tilt Camera

VLC media
player

Wanderer re- “pen
- Shortcut £ Start InPrivie E '@' Run as administrator

| % Open new tab

Properties

|ﬁ Internet Explorer
@ Unpin this program from taskbar
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% |
INTELLINET

NETWORK SOLUTIONS

INTELLINET NETWORK SOLUTIONS™ offers a complete line
of active and passive networking products.

Ask your local computer dealer for more information or visit

www.intellinet-network.com

Copyright © INTELLINET NETWORK SOLUTIONS

All products mentioned are trademarks or registered trademarks of their respective owners.
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