delivering connected communities

Certificate Authority Infrastructure Hands-On Lab
Part 1: ADCS Installation & Configuration

Information Technology & Security

CLASS DESCRIPTION

The first of a two-part hands-on-lab series; this lab will take you step-by-step through the installation and configuration
of an enterprise Public Key Infrastructure (PKI) using Microsoft Active Directory Certificate Services (ADCS).

OVERVIEW

We will be deploying the PKI environment described below in Figure 1 and Table 1. The installation procedure will follow
these major steps:

e Provision a web server to host PKl information (CDP and AlA).
o Deploy a standalone root CA
e Deploy an enterprise subordinate CA

NOTE: All domain and local account passwords are set to pw

Domain

Controller Offline
Subordinate CA Root CA

PKI Info
Server

city.gov

Figure 1 - Lab Infrastructure
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Machine Roles FQDN [IP]

Domain Controller DC, DNS, DHCP, WINS dc.city.gov [10.10.10.10]

Root CA Certificate Authority rootca.city.gov [10.10.10.5]

Subordinate CA Certificate Authority, Web  subca.city.gov [DHCP]
Enrollment

PKI Info Server IS, File Share pkiinfo.city.gov [DHCP]

Web Application Server |IS webapps.city.gov [DHCP]

Workstation Windows Client OS workstation.city.gov [DHCP]

Table 1 - Listing of Lab Machines

ADCS INSTALLATION AND CONFIGURATION HANDS-ON-LAB

TIP: Before starting any VM in this lab for the first time, you should apply the Lab Start checkpoint

ElEg Domain Configured L "
=5 Computers Added | Apply Checkpoint x T
=-fl Lab Start :

“ P Now | Areyou sure you want to apply the selected checkpoint?

The virtual machine's current state will be lost.

Il Pleaze don't ask me again | Create Checkpoint and Apply |[ Apply ” Cancel |I

e tyler
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Provisioning the PKI Information Distribution Server

PKI Info
Server

1. Start the Domain Controller (DC) if it isn’t already running, wait for it to

Virtual Machines
Name a State CPUU
§oc . oFi |
E Pkilrfao Connect...
B RootCA .
Settings...
B subCA
B WebApps Start

2. Start the PKI Information server (Pkilnfo)

3. Start a Hyper-V Virtual Machine Connection to PKilnfo and login as domain administrator

NOTE: Domain administrator credentials are user name: CITY\Administartor password: pw

TIP: When logged in as the domain administrator you should see the following information in the top right of the
desktop wallpaper:

Host Name: PKIINFO
Machine Domain: CITY
IP Address: 10.10.10.12

If the information shown is different you may have logged in as local administrator, log out and try again.

. tyler
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4. Start Internet Information Services Manager (IS Manager) and verify that the certinfo directory is exists under
the Default Web Site and directory browsing is enabled

e dlZ e :] D|rect-§)ry B i
&5 Start Page Browsing B, Cancel
v q‘i PKIINFO_(CIT‘H\Edmmmtrator) Use this feature to specify the Disable
i @ Application Pools information that displays in a
v -[&] Sites directory listing. @ Helo
v & Default Web Site 5] Time
5 .| certinfo

5. Start Internet Explorer and verify that you can browse to http://pkiinfo.city.gov/certinfo

| <= |é http:// pkiinfo.city.gov/certinfo, 2~a ”

pklmfo city.gov - /certinfo/

[To Parent Directory]

% tyler
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offine  Deploying the Root Certificate Authority — Installation

Root CA

1. Start the Root CA server (RootCA) and login as local Administrator

NOTE: A DNS entry for rootca.city.gov [10.10.10.5] has already been manually created for this server since it is
not a domain member and hence will not self-register with the domain DNS.

2. Start Server Manager and select Add roles and features, under the Configure this local server section

o Configure this local server

| 2 Add roles and features

3 Add other servers to manage
4 (Create a server group

5 Connect this server to cloud services

3. On the Select installation type screen, select Role-based or feature-based installation and click next

DESTINATION SERVER

Select installation type RoorCA

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . A .
machine, or on an offline virtual hard disk (VHD).

Installation Type

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

% tyler
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On the Select destination server screen ensure the RootCA server is selected and click next

. . DESTINATION SERVER
Select destination server B
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type ®)| Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Mame IP Address Operating System

Microsoft Windows Server 2016 Datacenter

On the Select server roles screen, select Activity Directory Certificate Services then click Add Features in the
dialog window. Click Next.

S DESTINATION SERVER
elect server roles RootCA
— x

Select one or more roles to install on the selected server.

Roles Description
Active Directory Certificate Service Active Directory Certificate Services
Active IADY ) ic yicad #n rraata
Active [z, Add Roles and Features Wizard X | related
Active to issue
i . . . Bd ina
g‘"}’e Add features that are required for Active Directory
evice] - .
DHCP Certificate Services?
DNS S
The following tools are required to manage this feature, but do not
Fax Se q req g
| [M] Filean| have to be installed on the same server,
Heost G - .
Hyper 4 Remote Server Administration Tools
MultiP! 4 Raole Administration Tools
Netwol 4 Active Directory Certificate Services Tools
Netwol [Tools] Certification Authority Management Tools
Print a|
Remaot|
Remot|
Volum
Web S
Cancel
Include management tools (if applicable)
RI=TUAVE [ 10 AR o Ll | |_ —
Add Features | ‘ Cancel ‘
(]
®
= tyler
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selected. Click Next

Select role services

Before You Begin

Installation Type
Server Selection

Server Roles

Features
ADCS

N
Ny
LN
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Skip to the Roles Services screen under AD CS and verify that only the Certificate Authority role service is

DESTINATION SERVER
RootCA

Select the role services to install for Active Directory Certificate Services

Role services

Description

Certification Authority

[] Certificate Enrollment Policy Web Service
[] Certificate Enrallment Web Service
] Certification Authority Web Enroliment

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

[] Metwaork Device Enroliment Service
[] Online Responder

On the Confirm installation selections screen, check the box to allow automatic restarts during installation and
click Yes in the dialog box and finally click Install

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Rolas
Features

ADC5

Role Services

Confirmation

DESTINATION SERVER
RootCA

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools

Rold

Add Roles and Features Wizard

If a restart is required, this server restarts automatically, without
additional notifications. Do you want to allow automatic restarts?

Yes | Mo I

Export configuration settings
Specify an alternate source path

< Previous | | Mext » | | Install | | Cancel

. tyler
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8. Wait for the installation to complete then click Close. The Certificate Authority role is now installed.

DESTINATION SERVER

Installation progress Roorca

View installation progress

o Feature installation
| |
Installation started on RootCA

Active Directory Certificate Services
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > | | Close | | Cancel
@
. tyler
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Offline

omme  Deploying the Root Certificate Authority — Configuration

1. Inthe Server Manager notifications menu, find the Post-deployment Configuration notification and click the
Configure Active Directory Certificate Services on the destination server link

| Post-deployment Configuration

- Configuration required for Active Directory
Certificate Services at ROOTCA

Configure Active Directory Certificate Services on th...

o Feature installation
I ——

Configuration required. Installation succeeded on
RootCA.

Add Roles and Features

Task Details

2. On the Credentials screen of the AD CS Configuration wizard, accept the default local Administrator credentials
and click Next

X DESTINATION SERVER
Credentials RootCA

Credentials Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: |ROOTCAVAdministrator || Change...
@
. tyler
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On the Roles Services screen, select Certificate Authority then click Next
DESTINATION SERVER

Role Services RootCA
Credentials Select Role Services to configure
Setup Type Certification Authority
CA Type Cerl.:iﬁcation Authority Web Enrollment
Online Responder

Private Key Network Device Enrollment Service

Cryptography Certificate Enrollment Web Service

CA Mame Certificate Enrollment Policy Web Service

On the Setup Type screen ensure Standalone CA is selected then click Next.
DESTINATION SERVER

Setup Type RootCA

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD D5 to issue or manage

CA Type certificates.
Private Kay
Enterprise CA
Cryptography

Enterprise CAs must be domain members and are typically online to issue certificates or
CA Mame certificate policies.

Walidity Period

(®) Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

Certificate Database

On the CA Type screen ensure Root CA is selected then click Next
DESTINATION SERVER

CA Type RootCA

Credentials Specify the type of the CA

Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.
Cryptography @ Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

\alidity Period
Sietyreno 0 Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

(]
®
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6. On the Private Key screen select Create a new private key then click Next
DESTINATION SERVER

Private Key RootCA

Credentials Specify the type of the private key

Role Services

Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.

CA Type (®)i Create a new private key

Privat: Use this option if you do not have a private key or want to create a new private key.
Cryptograph
Sryprograpny () Use existing private key
CA Name Use this opticn to ensure continuity with previously issued certificates when reinstalling a CA.
Walidity Period Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

7. On the Cryptography for CA screen ensure RSA#Microsoft Software Key Storage Provider and SHA256 are
selected, however, change the Key Length to 4096 and check the Allow administrator interaction when the

private key is accessed by the CA option then click Next
DESTINATION SERVER

Cryptography for CA RootCA
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
e | RsA#Microsoft Software Key Storage Provider ~ | [ 1096 v
Ltvaielkey, Select the hash algorithm for signing certificates issued by this CA:
SHA256 (e
CA Name SHA284
Validity Period SHAS512
Certificate Database SHAT
MDS st

Caonfirmation

Allow administrator interaction when the private key is accessed by the CA.

8. Onthe CA Name screen, enter a common name for you Root CA, we will use CityRootCA for this lab
DESTIMNATIOM SERVER

CA Name RootCA

Cradentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
P certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAAIVEE be modified.
Private Key

R h Commeon name for this CA:

Cryptogra

— |cityRootcal |

Validity Pericd Distinguished name suffix:
Certificate Database | |
Confirmation . L

Preview of distinguished name:
|CN=CityRootca |
@
)
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9. On the Validity Period screen enter the period for which the Root CA certificate will be valid, we will use 15

years for this lab

Validity Period

Cradentials
Role Services
Setup Type
CA Type
Private Key

Cryptography
CA Name

DESTINATION SERVER
RootCA

Specify the validity pericd

Select the validity peried for the certificate generated for this certification authonty (CA):
|15 | | Years N |
CA expiration Date: 4/3/2033 4:03:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

TIP: Given cryptography settings of SHA256 and 4096 key length or stronger, 10 — 20 years is a reasonable range

for validity periods.

10. On the CA Database screen accept the default locations and click Next

CA Database

Credentials

Role Services

Setup Type

CA Type

Privata Key
Cryptography
CA Mame
Validity Period

Certificate Database

12

DESTINATION SERVER
RootCA

Specify the database locations

Certificate database location:
|C:\Wi ndows\system32Z\CertLog |

Certificate database log location:
|C:\Wi ndows\system32Z\CertLog |

..
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11. On the Confirmation screen, verify all choices then click Configure
DESTINATION SERVER

Confirmation RootCA
Credentials To configure the following roles, role services, or features, click Configure.
R (%) Active Directory Certificate Services
Setup Typs

Certification Authority
CA Type
CA Type: Standalone Root
Frivate Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAZ256
Ch MName Key Length: 4096
Validity Period Allow Administrator Interaction: Enabled
Certificate Datab Certificate Validity Period: 4/3/2033 4:03:00 PM
_eTcet Latanase Distinguished Name: CN=CityRootCA
confirmation Certificate Database Location:  C:\Windows\system32\Certlog
Certificate Database Log Ch\Windows\system32\Certlog
Location:

| < Previous | | Next > | | Configure | | Cancel

12. The Certificate Authority role service is now configured. Click Close.

DESTIMATION SERVER
Results RootCA

The following reles, role services, or features were configured:

(A) Active Directory Certificate Services

Certification Authority o Configuration succeeded
More about CA Configuration

NOTE: We now need to configure the locations of the CDP and AlA to point to the PKI Information Server, so that the
domain infrastructure has access to information published by the Root CA once it is offline

13. In the Tools menu of Server Manager, launch the Certificate Authority management console

Manage Tools

Certification Authority

Component Services

Computer Management

. tyler
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5l Certification Authority (Local)
> @ CityRootCA

7] Certification Authority (Local)

> @i CityRootCA
All Tasks H]
View »
Refresh
Export List...
Properties

14. Verify that the CityRootCA certificate authority service is running (green check mark)

15. Right click the CityRootCA node and select Properties

NOTE: It takes a few seconds for the Properties dialog box to show

CityRootCA Properties ? X
Enrollment Agents Auditing Recowvery Agents Security
General Paolicy Module Exit Module
Edensions Storage Cerfficate Managers
Select extension:
|CRL Distrbution Point {CDF) v

Specify locations from which users can obtain a certificate revocation list
{CRL

|dap:///CN= ﬂTn.lncatedNamﬁd:HLNameSuﬁbw CH= QSenrerShortNr
http://«ServerDNSMName=/Cent Enroll /<CaMame ><CRLName Suffics<Delta
file//<SernverDNSName:/Cert Enroll /<CaName ><CRLName Suffoc:-<DeltaC

£ >

Add.. || Remove

[ Publish CRLs to this location

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

Include in CRLs. Clients use this to find Delta CRL locations.
Include in the CDP extension of issued cenfficates

[] Publish Defta CRLs to this location
Include in the |IDP extension of issued CRLs

14

16. In the CityRootCA Properties dialog, select the Extensions tab
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17. Remove all entries for the CRL Distribution Point, except for the file system entry on drive C:

Extensions Storage Certificate Managers

Select estension:
CRL Distribution Point (CDF)

v|

Specify locations from which users can obtain a certificate revocation list
{CRL).

L Mame Suffix =<

18. Click Add... to open the Add Location dialog

Add Locatien

X

A location can be any valid URL or path. Enteran HTTF, LDAP, file address.

orenter a UMNC or local path. To insert a variable into the URL or path, select
the variable below and click Insert.

Location:

Variable:
|<CaName> ~ | |

Insert |

Description of selected variable:

Used in URLs and paths

Inserts the DNS name of the server

Example location: http://<ServerDMNSMName=/Cert Enroll/<CaMame><CRLNa

19. Enter for following URL to the PKI Information Server and click OK

http://pkiinfo.city.gov/certinfo/<CaName><CRLNameSuffix><DeltaCRLAllowed>.crl

Add Lecation >

A location can be any valid URL or path. Enter an HTTF, LDAP, file address,
or enter a UNC or local path. To insert a vanable into the URL or path, select
the variable below and click Insert.

Location:

[hitp ./ pkiiro.city gov/certinfo/ <CaName ><CRLName Suffic-<DetaCRLAllov|

Variable:
| <DeltaCRLAlowed> v] |

Insert |

Description of selected variable:

= name suffic for the CRL file name suffic, if appropriate
srverame =/ CertEnroll /<CaName»<CRLName Suffoc: <DetaCRLAllowed > cd

0K 1 | Cancel

TIP: Use the Variable dropdown to insert the URL parts to avoid typos

15
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20. For this location check both the Include in CRLs. Clients use this to find Delta CRL Locations and the Include in
the CDP extension of issued certificates options, then click Apply

CityRootCA Properties ? *
Enroliment Agents Auditing Recovery Agents Security
General Policy Module Exit Module
Extensions Storage Certificate Managers
Select extension:
|CRL Distribution Poirt {COF) v

Specify locations from which users can obtain a certficate revocation list
{CRL)

Add.. || Remove

Publish CRLs to this location

Include in all CRLs. Specifies where to publish in the Active Directony
when publishing manually.

Include in CRLs. Clients use this to find Delta CRL locations.
Include in the CDP extension of issued cerfficates

Publish Deltta CRLSs to this location
[]Include in the IDP extension of issued CRLs

| ok || Cancel | [ Apply ] Hep |

21. Click Yes in the Certificate Authority dialog box to restart the CA service

|CRL Distribution Point (CDP) ~|

Specify locations from which users can obtain a certfficate revocation list
(CRL).

Certification Authority

You must restart Active Directory Certificate Services for the changes to
! take effect. Do you want to restart the service now?

Publish CRLs to this location

Include in all CRLs. Specifies where tof
when publishing manually. E

. . 0
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22. In the Select extension dropdown, choose Authority Information Access (AIA)

Extensions Storage Certificate Managers
Select extension:
Authority Irformation Access (AlA) w

CRL Distribution Poirt (COP'
Authority Information A [

23. Just as we did for the CDP, remove all entries except for the file system entry on drive C:

Bxtensions

Storage Certificate Managers
Select extension:
|F|L.rthoﬁty Information Access (ALA) w |

Specify locations from which users can obtain the cerificate for this CA.

24. Click Add... and enter for following URL to the PKI Information Server then click OK

http://pkiinfo.city.gov/certinfo/<ServerDNSName>_<CaName><CertificateName>.crt

Add Location *

Alocation can be any valid URL or path. Enter an HTTP, LDAP, file address,
or enter a UNC or local path. To insert a variable into the URL or path, select
the variable below and click Insert.

Location:
|hﬁp:,-’fpkjinfo.d‘ty.go\r,-’certinfo,-’cSer\rerD MSMName=_<CaMName>«Certificate N|

Variable:
| <CaMame> ~ | | Insert |

Description of selected variable:
Used in URLs and paths
Inserts the DNS name of the server

Example location: hitp://<ServerDMSMName=/Cert Enroll/<ServerDNSName >
Or for OCSP)

http:/#<ServerDMSName>/ocsp

<

oKk | | Cancel
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25. For this location check the Include AIA extension of issued certificates options, click OK then click Yes to restart

the CA service

Extensions Storage Certfficate Managers
Select extension:
|Authority Information Access (AIA) e |

Specify locations from which users can obtain the certificate for this CA.

Certification Authority

! take effect. Do you want to restart the service now?

You must restart Active Directory Certificate Services for the changes to

Include in the AlA extension of issued certfficates
[ Include in the online certificate status protocol (OCSP) extension

26. Right-click the Revoked Certificates node and select Properties

T3l Certification Authority (Local)
v g CityRootCa
| Revoked Certificates

[ lIssu All Tasks »

] Pen y

O Faile  Yiew d
Refresh
Export List...
Properties

27. In the Revoked Certificates Properties dialog, set the CRL publication interval to 1 year, then click OK

Revoked Certificates Properties ? X
CRL Publishing Parameters  View CRLs

A Certificate Revocation List {CRL) describes cerificates that clients should
consider invalid.

CRL publication interval: |1 | |Years ~
Mext update: 4/25/2018 10:56 AM
[] Publish Detta CRLs
Publication interval: 1 Days w
MNext updata:

TIP: Expired CRLs will prevent online CA services from starting. Be careful to choose a publication interval that is

sensible for your organization

18

Empowering people who serve the public®

tyler

technologies



delivering connected communities

NN

NOTE: We now need to publish the certificate revocation list (CRL) along with the AIA certificate that signs the CRL

to All Tasks and click Publish
Il Certification Autherity (Local)
v g CityRootCA
| Revoked Certificates
Publish All Tasks >
|| Pending Hequests
[ ] Failed Requests

Refresh
Properties

Help

28. In the Certificate Authority management console, right click Revoked Certificates folder under CityRootCA, go

NOTE: It can take a few seconds for the Publish CRL dialog box to show

29. Ensure the New CRL option is selected and click OK

Publish CRL X

The |atest published Certfficate Revocation List (CRL)is still valid. Clients may not
receive a new CRL until after their curent one expires.

Type of CRLto publish:

(@) New CRL
lzzues a complete CRL, which contains upto-date revocation information
forthe CA.

Delta CRL onty

|ssues an abbreviated version of the CRL, which contains only the updates to
the CRL that have been made since the last time it was published.

[ ok ]| cancel |

revocation list and AlA cert
C:\Windows\System32\CertSrv\CertEnroll

» ThisPC » Local Disk(C) » Windows » System32 » CertSrv » CertEnroll

~

Mame Date modified Type
55
» CityRootCA.crl 4/4/201810:24 AM Certificate Revocation List
=) RootCA_CityRootCA.crt 4/3/2018 411 PM Security Certificate
Is
Open

Install Certificate
Ea Scan with Windows Defender...

Send to >

Cut
Copy

19
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31. Browse to the administrative share for drive C: on the PKI Information Server (Pkilnfo) and copy the cr/ and crt

32.

files to the certinfo folder of the web server

\\pkiinfo\CS\inetpub\wwwroot\certinfo

» Metwork * pkiinfo » C5 » inetpub » wwwroot » certinfo

o~

Mame Date modified Type Size

55
CityRootCA.crl 4472018 10:24 AM Certificate Revocation List 1KB
| RootCA_CityRootCA.crt 4/3/2018 411 PM Security Certificate 2KB

Use Internet Explorer to verify that the cr/ and crt files are available via the PKI Information Server URL

http://pkiinfo.city.gov/certinfo

Host Name: ROOTCA
Machine Domain: OFFLINE
IP Address: 10.10.10.5
e - o x
/()| @ nttpy//pkiinfo.city.gov/certinfo/ O~ & || @ pkiinfo.city.gov - /certinfo/ | | e &e
pkiinfo.city.gov - /certinfo/
[To Parent Directoryl]
4/4/2018 10:24 AM 707 CityRootCh.crl
4/3/2018 4:11 PM 1288 BootCA CityRootCA.crt

NOTE: Next we will make the Root CA certificate available via the PKI Information Server

33. In the Certificate Authority console, open the properties of the CityRootCA and go to the General tab

CityRootCA Properties 7 *
BExtensions Storage Cenficate Managers
Enrolment Agents Auditing Recovery Agents Security
General Palicy Module Exit Module
Certification authority (CA)
Mame: CityRootCA
CA certfficates:

Cerificate H0

View Certificate

. tyler
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34. Click View Certificate to open the Certificate dialog and go to the Details tab

n  Certificate *
General
Show: | <Al ~
Field Value L
Version V3
(=] serial number 2acdod 79e1f3 2000 4b2...

Signamre algorithm sha256R5A
Signature hash algorithm sha256

Issuer CityRootCA
Valid from Tuesday, April 3, 2018 4:01:0...
VaIid to sunday, April 3, 2033 4:11:04...
[l 2 hiart CituD antCA e

Edit Properties... Copy to File...

35. Click Copy to File... then click Next in the Certificate Export Wizard dialog. Ensure the DER encoded binary X.509

(.CER) option is selected then click Next
& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER. encoded binary ¥.509 {.CER)
(O Base-64 encoded ¥.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7B)
Indude &ll certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Indude &ll certificates in the certification path if possible

Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (\55T)

Mext I | Cancel

21
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36. Enter the following file path for the Root CA certificate export, then click Next
C:\Windows\System32\CertSrv\CertEnroll\CityRootCA.cer

€ L¢ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
|C:‘l,Windows\SystemSZ‘l,CertSrv‘l,CertEnroII\CityRoou:A.cer| | | Browse. .. |

37. Verify the information in the summary screen shows then click Finish

€ &* Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard,

‘You have spedified the following settings:

File Mame C\windows\System32\CertSrv\CertEr
Export Keys
Indude all certificates in the certification path Mo
File Format DER Encoded Binary X,509 (*.cer)
< >
Finish | = Cancel
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38. Copy the CityRootCA.cer file to the PKI Information Server
» ThisPC » Local Disk(C:) » Windows » System32 » CertSrv » CertEnroll

.

Mame Date modified Type Size
EX
=l CityRootCA.cer Security Certificate 2 KB
| CityRootCh.crl /4 v Certificate Revocation List 1KB
— Root ityRootCA.crt /32018 4 Security Certificate d
ds  RootCA_CityRootCA 437208411 PM S ity Certifi 2 KB
ats - -
[l + | certinfo
Home Share Wiew
1l “— v > MNetwork » pkiinfo » C5 » inetpub » wwwroot » certinfo
MName Date modified Type
5 Quick access
I Desktop & CityRootCA.cer 4/4/201811:24 AM  Security Certificate
#| CityRootCA.crl 4/4/201810:24 AM  Certificate Revocation List
) Root ityRootCA.crt 372008 4 Security Certificate
¥ Downloads 2] RootCA_CityRootCA 32018411 PM Security Certifi

NOTE: Lastly, we update the validity period of certificates created by the Root CA to 5 years

39. In PowerShell run the following command

certutil.exe -setreg CA\ValidityPeriodUnits "5"

EX Administrator: Windows PowerShell

: = . 16 11:3.F‘er"|-u s
WurrentControlseth Servi ertsvchConfigurationhCityRootCahValidityPeriodUnits:

0ld vValue:
validityPeriodUnits REG_DWORD = 1

Mew Value:
vValidityPeriodUnits REG_DWORD = &

Ler"tthﬂ: -zetreg command completed succe ully.

rvice may need to be restarted for changes to take effect.
ministrators> _

TIP: Whenever modifying validity period units, always verify that the validity period is set correctly, to years in this case

certutil.exe -getreg CA\ValidityPeriod

EN Administrator: Windows PowerShell

1dityPerioc
shCertsvchConfigurationCityRootCA\ValidityPeriod:

validityPeriod REG_5Z = Years
CertlUti1l: -getreg command completed succe

. . O
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40. Stop, then Start the Certificate Authority service to pick up these registry changes

| ] Certification Autharity (Local) | | 1 Certification Authority (Local) ‘
v o CitvRootCA v = CitvRootCA

Submit new request... Submit new reguest...

Refresh Refresh
TIP: You can also run the following commands to stop and start the CA service:
stop-service certsvc then start-service certsvc
. tyler
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amaie  Deploying the Root Certificate Authority — Trusted Root Certificate Group Policy

B

NOTE: Now we need to configure a domain group policy so that all machines in the domain will trust the RootCA

1. Open a Virtual Machine Connection to the Domain Controller (DC) and login

2. InServer Manager, launch Group Policy Manager from the Tools menu

| I F Manage Tools View
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Compaonent Services

Computer Management

Defragment and Optimize Drives

DHCP

Disk Cleanup

DNS

Event Viewer

| Group Policy Management

3. Create a new GPO for the city.gov domain named City PKI

[ Group Policy Management Default Domain Policy
¥ ‘ﬁ* Fr._:rrest: C|t¥.gov Scope  Details  Seftings Del
v (55 Domains .
“ .ii city.gov Links:
E?J De Create a GPO in this domain, and Link it here...

» [E] De Link an Existing GPO... |

> _?_:I T Block Inheritance I

» [5 Gr

MNew GPO x

Name:

|th PKI |

Source Starter GPO:

|(r10r1e‘) v |
oK 1 | cancel |
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Edit the City PKI GPO
v 3 city.gov H s

EET Defa Edit... \
? -:il Dom Enforced [

In the Group Policy Management Editor navigate to the following policy path then right click and select Import
from the Trusted Root Certification Authorities node

Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies > Trusted Root
Certification Authorities

~ || Public Key Policies
[ Encrypting File System
|| Data Protection
|| BitLocker Drive Encryption
|| BitLocker Drive Encryption Network Unlock Certificate
| Automatic Certificate Request Settings
| Trusted Root Certification Authaorities

|| Enterprise Trust Import...
] Intermediate Certification Authaoritie
] Trusted Publishers All Tasks ?
In the Certificate Import Wizard dialog click Next and then Browser... and enter the following path to the

Root CA certificate, then click Open then click Next

\\pkiinfo\CS\inetpub\wwwroot\certinfo\CityRootCA.cer

€ L¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
| | I Browse...
Note| 5/ Open X
P 4 Il » ThisPC » Desktop + O Search Desktop »p
Organize = Mew folder =~ @ @
~ MName - Date modified Type Size

7 Quick access

[ Desktop s Mo items match your search.
‘ Downloads #

Documents

[&] Pictures -

Scripts
System32 v
File name: |\\pkiinfo\CS\inetpubwwwroot\certinfol CityRootCA.cer v | | Certificate File (*.cer".crt) e |
E Open i | Cancel |
@
)
= tyler
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7. On the Certificate Store page of the Certificate Import Wizard, ensure the certificate store is set to Trusted Root
Certification Authorities, then click Next then click Finish
€ L# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities Browse...

I Mext || Cancel |

NOTE: It will take a few seconds to import the Root CA certificate. Once imported you will see the following dialog.
Click OK then refresh the Group Policy Manager Editor

Certificate Import Wizard *

o The import was successful.

@
®
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8. Go to the Properties of the imported CityRootCA certificate

vE Security Settings A || lssued To Issued By
> G Account P?I|C|es tyRootCA Lt
» j Local Policies Open
> _==i Event Log
» [4 Restricted Groups All Tasks ¥
> .__‘a Syst.em Services -
>[4 Registry .
» [ File System opy
> l::gj Wired Metwork (IEEE 802.3) Policies Delete
» ] Windows Firewall with Advanced Security .
Properties

[ Network List Manager Policies
> ;é Wireless Metwork (JEEE 802.11) Policies Help
~ [ | Public Key Policies

|| Encrypting File System

| Data Protection

[1 BitLocker Drive Encryption

[ | BitLocker Drive Encryption Network Unlock Certificate
[ Automatic Certificate Request Settings

| Trusted Root Certification Authorities

9. Here you can make updates to the Root CA certificate, we will update Friendly Name and Description
CityRootCA Properties ? X

General Cross-Certificates QCSP  Extended Validation

Friendly name: | City Root Certificate Authority |

Description: | The root certificate for City's Enterprise PKI |

Certificate purposes

(®) Enable all purposes for this certificate
(O Disable all purposes for this certificate
(C) Enable only the following purposes

Mote: You may only edit certificate purposes that are allowed by
the certification path.

Server Authentication A
Client Authentication

Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing
Microsoft Time Stamping

A ] =] =] = & [E [=

>

Add Purpose...

EDK3|Canoel||#pplv|

NOTE: We now have a fully configured Root Certificate Authority!
You may need to run gpupdate /force on domain members to immediately pull these GPO updates.

(]
®
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Subordinate CA

! Deploying the Enterprise Subordinate Certificate Authority — Installation

1. In Hyper-V Manager, start the Subordinate CA (SubCA) virtual machine
2. Open a Virtual Machine Connection to the Subordinate CA (SubCA) and login as domain Administrator

3. Start Server Manager and select Add roles and features, under the Configure this local server section

o Configure this local server

| 2 Add roles and features

3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services

4. On the Select installation type screen, select Role-based or feature-based installation and click next

. . DESTINATION SERWER
Select installation type Roorch
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

o tyler
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5. On the Select destination server screen ensure the SubCA server is selected and click next

- . DESTIMATION SERVER
Select destination server SubCAcitygov
Eefore You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type (®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

10.10.10.17 Microsoft Windows Server 2016 Datacenter

6. On the Select server roles screen, select Activity Directory Certificate Services then click Add Features in the
dialog window. Click Next.

S DESTINATION SERVER
elect server roles =
— x

Select one or more roles to install on the selected server.

Roles Description
Active Directory Certificate Service Active Directory Certificate Services
Active IADY €Y ic yicad #n rraata
Active iz Add Roles and Features Wizard 2| related
Active to issue
Active F . . Bd in a
iy Add features that are required for Active Directory
evice] - .
DHCP Certificate Services?
DNS S
Fax Se{ The following tocls are required to manage this feature, but do not
| [m] Filean| have to be installed on the same server,
Host g — -
Hyper 4 Remote Server Administration Tools
Multibl 4 Role Administration Tools
Netwol 4 Active Directory Certificate Services Tools
Netwo [Tools] Certification Authority Management Tools
Print 3|
Remot|
Remot|
Volum
Web 5
Cancel
Include management tools (if applicable)
BISrEUTS STTT FINT L [
 Add Features | ‘ Cancel ‘
(]
®
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Skip to the Roles Services screen under AD CS and select Certificate Authority Web Enrollment then click Add
Features to Add the IIS dependency.

DESTINATION SERVER

Select role services e
X

Select the role services tn inctall far Actim Diractan: Cartifirata Sanicac
= Add Roles and Features Wizard >

Role services

| Certification Al  Add features that are required for Certification
Certificate Enrg  Authority Web Enrollment?
Certificate Enr

You cannot install Certification Authority Web Enrollment unless the

Net?nurk Devid following role services or features are also installed.
Online Respen

4 Web Server (1I5) ~
4 Management Tools
4 15 6 Management Compatibility
II5 6 Metabase Compatibility
[Tools] 115 Management Conscle
4 Web Server
4 Application Development
ASP
ISAPI Extensions
4 Common HTTP Features
Default Document
Directory Browsing e

Include management tools (if applicable)

=

]

Ensure both the Certificate Authority and Certificate Authority Web Enrollment role services are selected, then
click Next

DESTINATIOM SERVER

Select role services SubCA ciy.gov

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

ISR Certification Authority Certification Aut_honty wEb

server Roles [] Certificate Enrollment Policy Web Service _Enrollment providesakimpleiVeh

Faztures [ certificate Enrallment Web Service interface that allows users to
perform tasks such as request and

AD C5 ] Metwork Device Enrollment Service rensw certificates, retrieve certificate
] Online Responder revocation lists (CRLs), and enroll for

smart card certificates.

Web Server Role (I15)

Role Services

(]
®
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9. Skip to the Configuration page and check Restart the destination server automatically if required, before
clicking Install

DESTIMATION SERVER

Confirm installation selections et

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically, If you do not want to install these optional features, click Previous to clear
=

EEVENHOES their check boxes.

Features

AD CS Active Directory Certificate Services
Certification Authority

Certification Authority Web Enrcliment

Role Services
Web Server Role (IIS)
Remote Server Administration Tools

Role Administration Tools
Confirm, Active Directory Certificate Services Tools
Certification Autharity Management Tools

Role Services

Web Server (115)
Management Tools

115 & Management Compatibility

e e wa . - PR

Export configuration settings
Specify an alternate source path

[[<previous || nNew> | [ instal |[ Cancel

10. Wait for the installation process to complete then click Close

DESTINATION SERVER

Installation progress SubCAcityge

View installation progress

o Feature installation
—
Installation started on SubCA.city.gov

Active Directory Certificate Services -
Certification Authority
Certification Authority Web Enrollment
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (IIS)
Management Tools
115 6 Management Compatibility
1S 6 Metabase Compatibility L4

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | | Close | | Cancel |

®
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Subordinate CA

1. Inthe Server Manager notifications menu, find the Post-deployment Configuration notification and click the
Configure Active Directory Certificate Services on the destination server link

Deploying the Enterprise Subordinate Certificate Authority — Configuration

| Post-deployment Configura... |

Configuration required for Active Directory
Certificate Services at SUBCA

Configure Active Directory Certificate Services on th...

o Feature installation

Configuration required. Installation succeeded on
SubCA.city.gov.

Add Roles and Features

Task Details

2. On the Credentials screen of the AD CS Configuration wizard, accept the default domain Administrator
credentials and click Next

DESTINATION SERVER

Credentials SubCA.city.gov
Credentials Specify credentials to configure role services
Fols Services
Setup Type To install the following role services you must belong to the local Administrators group:
* Standalone certification authority

CA Type
“A TP * Certification Authority Web Enrcliment
Private Key * Online Responder

Cryptography To install the following role services you must belong to the Enterprise Admins group:

CA Name Enterprise certification authority

Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service

.
.
.
* Network Device Enrollment Service

Certificate Reguest

Certificate Databasze

Confirmation Credentials: |CITY\Administrator | | Change...
(]
e tyler
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On the Roles Services screen, select Certificate Authority and Certificate Authority Web Enrollment for
configuration, then click Next

. DESTINATION SERVER
Role Services SubCA.city.gov

Credentials Select Role Services to configure

setup Type Certification Autharity
CA Type Certliﬁcatl'cn Authority Web Enrcliment
Orline Responder
Private Key Metwork Device Enrollment Service
Cryptography Certificate Enrollment Web Service
CA Mame Certificate Enrollment Policy Web Service

On the Setup Type screen ensure Enterprise CA is selected then click Next.
DESTINATION SERVER

Setup Type SubCALcity.gov

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authonties (CAs) can use Active Directory Domain Services (AD D5) to
simplify the management of certificates. Standalone CAs do not use AD D5 to issue or manage
certificates.

tup Ty
CA Type
Private Key

(@) Enterprise CA

AT EE Enterprise CAs must be domain members and are typically online to issue certificates or
CA Mame certificate policies.

Validity Period
ety Fere () Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation D5 and can be used without a network connection (offline).

On the CA Type screen ensure Subordinate CA is selected then click Next

DESTINATION SERVER

CA Type SubCA.city.gov

Credentials Specify the type of the CA
Role Services

Setup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its

CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.

Cryptography O Root CA

CA MName Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Certificate Reguest
1 ®) Subordinate CA

Certificate Database Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by

Confirmation the CA above them in the hierarchy.
(]
. tyler
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6. On the Private Key screen select Create a new private key then click Next
DESTINATION SERVER

Private Key SubCA.city.gov

Credentials Specify the type of the private key

Role Services

Setup Type Te generate and issue certificates to clients, a certification authority (CA) must have a private key.

CA Type (®) Create a new private key

Private Use this option if you do not have a private key or want to create a new private key.
Cryptography
rypregraeny ) Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Certificate Request Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

7. Onthe Cryptography for CA screen ensure RSA#Microsoft Software Key Storage Provider and SHA256 are
selected, however, change the Key Length to 4096 and uncheck the Allow administrator interaction when the

private key is accessed by the CA option then click Next
DESTINATION SERVER

Cryptography for CA SubCA.city.gov
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider N | | 4096 ¥
HITETR LS Select the hash algorithm for signing certificates issued by this CA:
SHAZ236 o
SHA3R4
Certificate Request SHA512
Certificate Database SHAT
X In%] w

Confirmation

[] Allow administrator interaction when the private key is accessed by the CA,

8. Onthe CA Name screen, enter a common name for you Root CA; we will use CitySubordinateCA for this lab
DESTINATION SERVER

CA N ame SubCA.city.gov
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
o certificates issued by the CA, Distinguished name suffix values are automatically generated but can
A= be modified.
Private Key
R h Commen name for this CA:
Cryptography
|CitySubordinateCa |
CA Name
Certificate Request Distinguishad name suffix:
Certificate Database |DC:city.DC:g:w |
Confirmation

Preview of distinguished name:

|CN=CitySubordinateCA, DC=city,DC=gov |

.0
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9. On the Certificate Request screen, save the request as a file

DESTINATION SERVER

Certificate Request SubCA.city.gov
Credentials Request a certificate from parent CA
Role Services
Setup Type You require a certificate from a parent certification authority (CA) to allow this subordinate CA to
) issue certificates. You can request a certificate from an anline CA or you can store your request to
CA Typs a file to submit to the parent CA.
Private Kay
h (0 Send a certificate request to a parent CA:
Crypt
ryptograpny Select:
CA Name ® CA name
Certificate Request Computer name
Certificate Database Parent CA;

Confirmation

(@) Save a certificate request to file on the target machine:

File name: | C:\SubCA.city.gov_city-SUBCA-CA req |

o You must manually get a certificate back from the parent CA to make this CA operational.

10. On the CA Database screen accept the default locations and click Next

DESTINATION SERVER

CA Database SubCAxity.gov
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type |C:\Windows\system3 2\CertlLog |
RUvaTElkey] Certificate database log location:
Cryptography |C:\Windows\system3 2\CertlLog |
CA Mame

Certificate Request

Certificate Database

Confirmation
@
. tyler
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11. On the Confirmation screen, verify all choices then click Configure
DESTINATIOM SERVER

Confirmation SubCA.city.gov
Credentizls To configure the following roles, role services, or features, click Configure.
Role Services {'~) Active Directory Certificate Services
Setup Type
Certification Authority
CA Type . .
CA Type: Enterprise Subordinate
Frivate Kay Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAZ256
CA Name Key Length: 4096
Certificate Request Allow Administrator Interaction: Disabled
D Certificate Validity Period: Determined by the parent CA
ertmca diabase
Distinguished Mame: CN=CitySubordinateCA, DC=city, DC=gov
confirmation Offline Request File Location:  C\SubCA.city.gov_city-SUBCA-CA.req
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log CA\Windows\system32\Certlog
Location:

Certification Authority Web Enrollment

| < Previous | | Next > | | Caonfigure | | Cancel |

12. Review to configuration results. The Certificate Authority Web Enrollment role service should be completely

configured, however, we still need to complete the configuration of Certificate Authority role service
DESTINATION SERVER

RE‘SU |tS SubCA.city.gov

The following roles, role services, or features were configured:

(~) Active Directory Certificate Services

Certification Authority /. Configuration succeeded with warnings

A The Active Directory Certificate Services installation is incomplete. To complete the installation,
use the request file "CA\SubCA.cty.gov_city-SUBCA-CArreq” to obtain a certificate from the
parent CA. Then, use the Certification Authority snap-in to install the certificate. To complete
this procedure, right-click the node with the name of the CA, and then click Install CA
Certificate. The operation completed successfully. 0x0 (WIN32: 0)

More about CA Configuration

Certification Authority Web Enrollment o Configuration succeeded
Maore about Web Enrollment Configuration

Results

NOTE: We now need to have the Root CA issue a certificate for the Subordinate CA. We will do this next by submitting
the certificate request file that was just created to the Root CA for issuance.

(]
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Deploying the Enterprise Subordinate Certificate Authority — Certificate Issuance

Offline
Root CA

1. Open a Virtual Machine Connection to the Root CA (RootCA) and login

2. InServer Manager, launch the Certificate Authority management console from the Tools menu

-@ 1 P

Certification Authority

Manage Tools

Component Services

Computer Management

3. Right click the CityRootCA node and under the All Tasks menu select Submit new request...

ﬁ certsrv - [Certification Authority (Lecal\City

File Action View Help

=z Ea:=H > =

I3 Certification Authority (Local)

v d CityRootCA
Start Service All Tasks »
Stop Service View -
Submit new request... Refresh
Back up CA... Expaort List...

4. In the Open Request File dialog box, browse the certificate request created on the Subordinate CA

\\subCA\CS$\SubCA.city.gov_city-SUBCA-CA.req

Open Request File *
s “« A » Network > subCh > C§ » v O Search C§ r
Organize = MNew folder B~ [ 0
MName Date modified Type ~
# Quick access
inetpub 4/9/2018 1215 PM File folder
3 This PC Labs 3/31/2018 1220 PM  File folder
T/16/. : i
i Network PerfLogs 7/16/20169:23 AM  Filefolder
- Pronram Files 2372018 f:37 PM File folder </
£ >
File name: | SubCA.city.gov_city-SUBCA-Ch.req V| |Requst Files (*.req; *.txt; *.cmc V|
| Open I | Cancel |

NOTE: It can a take up to 15 seconds for the request to be imported even though the console remains usable.

Refresh the console until you see the certificate request in the Pending Requests node.

38
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In the Pending Requests node, right click on the imported certificate request and select All Tasks > Issue
I3 Certification Authority (Local)

v gl CityRootCA
|| Revoked Certificates

Request [0 Binary Request Request Status Code Request Disposition Message

View Attributes/Extensions... All Tasks >

7 lssued Certificates
| Pending Requests Export Binary Data... Refresh
|| Failed Requests I
Help
Deny

In the Issued Certificates node, verify that the Subordinate CA certificate has been issued

.ﬁ Certification Authority (Local) Request ID Requester Name Binary Certificate Certificate Template  Serial NMumber Certificate Effective Date Certificate Expiration Date

v g CityRootCA 2 ROOTCA\Administrator  ----- BEGIN CERTI... SubCA 2d00D0D002031... 4/9/2018 3:24 PM 47972023 3:34 PM
| Revoked Certificates
| lIssued Certificates
[ Pending Requests

Double-click to open the issued certificate and go to the Details tab of the Certificate dialog

»  Certificate x>

General Detals  Certification Path

Shaow: | <All= -
Field Valug 2
Version V3
Serial number 240000000203 1cce fO51...
SignatJre algorithm sha256RSA
Signature hash algorithm sha2se
=) rssuer CityRootCA
=] vaiid from Monday, April 9, 2018 3:24:36...
[=]valid to Sunday, April 9, 2023 3:34:36...
=] 21 skt Fituihardinaters_city_nnv N

Edit Properties... Copy to File...

..
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Click Copy to File... then click Next in the Certificate Export Wizard dialog. Ensure the Cryptographic Message

Syntax Standard option is selected then click Next
€ £ Cerificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(") DER. encoded binary . 509 (,CER)
() Base-64 encoded ¥, 509 (,CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)
[indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible

Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Seriglized Certificate Store {55T)

Medt |

| Cancel

TIP Enabling the Include all certificates in the certificate path if possible options will include the root certificate

in the export file as well.

Enter the following file path for the Root CA certificate export, then click Next

\\subCA\CS$\SubCA.p7b

& ¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

VisubCaANCS\SubCA.p7b

| | Browse...

40
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10. Verify the information in the summary screen shows then click Finish

€ £* Certificate Export Wizard

41

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Mame VisubC

Export Keys Mo

Indude all certificates in the certification path No

File Format Cryptoaraphic Message Syntax Standz
£ >
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Deploying the Enterprise Subordinate Certificate Authority — Certificate Installation

Subordinate CA

1. Open a Virtual Machine Connection to the Subordinate CA (SubCA) and login as the domain Administrator
2. Inacommand prompt, force a group policy update to ensure the City PKI GPO has been applied

gpudate /force

B Administrator: Cornmand Prompt

3. In Server Manager, launch the Certificate Authority management console from the Tools menu

NOTE: The Certificate Authority service for the Subordinate CA is currently stopped

4. Right click the CitySubordinateCA node and select All Tasks > Install CA Certificate...

__:nj Certification Authority (Local)
w & CitySubordinateCa

Start Service All Tasks >
Stop Service Refresh

Submit new request... Properiies

Back up CA... Help

Restore CA..

Install CA Certificate...
Request CA Certificate...

@
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5. Inthe Select file to complete CA installation dialog, browse the certificate file (.p7b) that was issued and
exported from the Root CA

ﬁ Select file to complete CA installation X
« * 4 ‘a @ ThisPC » Local Disk (C) » v @ | Search Local Disk (C:) p
Organize + Mew folder ==« [ o
Mame Date modified Type Size 2
3+ Quick access Program Files 27372018 &:37 PM File folder
[0 This PC . Program Files (x26) T/16/2016 %:23 AM  File folder
o | Users 3/31/2018 2213 PM File folder
L‘ Metwork Windows 4/9/2018 4:20 PM File folder
5] SubCa 4/9/2018 4:05 PM PKICS #7 Certificates 2KB| w
File name: | SubCA | prcs#7¢pTH) v
| Open | | Cancel |

NOTE: The certificate will take a few seconds to install, during which time the mmc console will be unresponsive

6. Right-click the CitySubordinateCA node and select All Tasks > Start Service

. Certification Authority (Local) ”7
> = CitvSubordinateCA
Start Service All Tasks »
Stop Service Refrech

Submit new request... Properties

NOTE: The CA service will take a few seconds to start up.

I;] Certification Authority (Local)
v é CitySubordinateCA
| Revoked Certificates
[ Issued Certificates
[} Pending Requests
] Failed Requests
[7] Certificate Templates

NOTE: Lastly, we need to update the CDP and AIA extensions to point to the PKI Information Server

@

e tyler
Empowering people who serve the public® 0.. @
[ )

technologies

43



N
Ny
LN

J NI N

delivering connected communities

In the CitySubordinateCA Properties dialog, select the Extensions tab and remove the http and file entries for

the CRL Distribution Point then click Apply

CitySubordinateCA Properties ? *
Enrollment Agents Audtting Recovery Agents Securty
General Policy Module Exit Module
Edensions Storage Certficate Managers
Select extension:
CRL Distbution Poirt {CDF) v

Specify locations from which users can obtain a certificate revocation list
{CRLY

Click Yes in the Certificate Authority dialog box to restart the CA service

CitySubordinateCA Properties ? *

Enrollmert Agents Auditing Recovery Agents Security

General Policy Module Bxit Module
Extensions Storage Certificate Managers
Select extension:
|CRL Distribution Point (CDF) v

Specify locations from which users can obtain a cerfficate revocation list
{CRL).

Win : aName:<CRLName Suffic:-
Idap h’,-’CN ﬂTmncatedName><ﬁHLNameSuﬁ'm> Ch= =;ServerShortNar

Certification Authority

Publish CH

Include in

You must restart Active Directory Certificate Services for the changes to
take effect. Do you want to restart the service now?

when publ

Yes | | Mo

Inchide in
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9. Inthe Select extension dropdown, choose Authority Information Access (AIA)

Extensions Storage Certificate Managers
Select extension:
Authority Irformation Access (AlA) w

CRL Distribution Poirt (COP
Authority Information Acc |

10. Just as we did for the CDP, remove the http and file entries for the AlA then click Apply

CitySubordinateCA Properties ? et
Enroliment Agents Auditing Recovery Agents Security
General Policy Module Exit Module
Extensions Storage Certificate Managers
Select extension:
|.‘\L.rthor1ty Information Access (AlA) w

Specify locations from which users can obtain the certfficate for this CA.

[ Add_ ] Remove

11. Click Yes to restart the CA service

Extensions Storage Certificate Managers
Select extension:
|AuL|'1mity Information Access (Al1A) v

Specify locations from which users can obtain the certificate for this CA.

Idap J-WCN <C-°«Tn.|ncatedName:> CMN=AIACN= F'ubllc I{e'y Semces CN-S
Certification Authority

You must restart Active Directory Certificate Services for the changes to
! take effect. Do you want to restart the service now?

Yes | | Mo |

NOTE: We now need to publish the certificate revocation list (CRL) along with the AIA certificate that signs the CRL

. . 0
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12. In the Certificate Authority management console, right click Revoked Certificates folder under
CitySubordinateCA, go to All Tasks and click Publish

;) Certification Authority (Local)
v @i CitySubordinateCA
| Revoked Certificates

Publish All Tasks »
L FEMUINY REqUESLS
[ ] Failed Requests View *
[ Certificate Templat Refresh
Export List...
Properties
Help

NOTE: It can take a few seconds for the Publish CRL dialog box to show

13. Ensure the New CRL option is selected and click OK

Publish CRL >

The latest published Certficate Revocation List {CRL)is still valid. Clients may not
receive a new CRL urtil after their curent one expires.
Type of CRLto publish:

(®) New CRL
lssues a complete CRL, which contains upto-date revocation information
forthe CA.

Delta CRL only

lzzues an abbreviated version of the CRL. which containg only the updates to
the CRL that have been made since the last time it was published.

[ ok ]| cancel

NOTE: Congratulations! You have successfully deployed a Two-Tier Enterprise PKI.
You may now shut down the Root CA and keep it offline.
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