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Predix Developer Boot Camp

Getting Started

This guide provides step-by-step instructions for lab exercises. Each lab corresponds to a topic
covered in class and provides students with hands-on experience developing Ul components on
the Predix platform.

Course Prerequisites:
m Courses are intended to introduce developers to using the Predix Platform. It is assumed
that students have familiarity with:
¢ Development platforms and frameworks
& Java, HTML, JavaScript, CSS, Angular, Polymer and Sass

Log into the Hosted Environment

m You received an email prior to the start of class with your access code. Use that access
code to log into

https://predix.instructorled.training

Tip: You do not need to provide a password.

m Click the Lab Link and click Connect to the lab
m Click the Log in button (you do not need to change the Login or Password here)
m Click the Yes button to resize the desktop to your screen

You will see a message that the desktop is being resized and you are connected to the
remote session.

Note: All lab exercises will be completed in this hosted environment on the DevBox.
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How to Copy and Paste in your Environment

m Ina Terminal window
& Copy using Ctrl + Shift + C
& Paste using Ctrl + Shift + V
m All other applications
o Copyusing Ctrl +C
& Paste using Ctrl +V
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Lab 1: Getting Started with Cloud Foundry

Lab 1: Getting Started with Cloud Foundry

Learning Objectives

By the end of the lab, you will be able to:
m Loginto Cloud Foundry
m Explore the Predix Service Catalog/Marketplace
m Create a service instance

Lab Exercises

m Logging into Cloud Foundry, page 2
m Creating a Service Instance, page 5

Cloud Foundry Commands

Command Description

cf login Login to cloud foundry

cf marketplace Display all services in the catalog

cf create-service Create a new service instance

cf apps Display all applications in your space

cf push Deploy an application

cf services Display all service instances in your space
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Exercise 1: Logging into Cloud Foundry

Overview

In this exercise you will practice logging in to Cloud Foundry.

Steps

1. Loginto Cloud Foundry.

m Double-click the Terminal window icon on your desktop to open a Terminal window
_

Suslirmzs Teat

pre-inst

il N

Trai5h) &) cesoftware

m Enter this command to log into Cloud Foundry:
cf login -a https://api.system.aws-usw02-pr.ice.predix.io

Note: This command logs you into GE's APl endpoint for Cloud Foundry.

Page 2 Predix Training Programs


https://api.system.aws-usw02-pr.ice.predix.io

Lab 1: Getting Started with Cloud Foundry

2. Enter your Cloud Foundry credentials.

m You are prompted to enter your email
+ Type in your student account (your instructor will provide this)

m You are prompted to enter your password (your instructor will provide this)
¢ Press Enter

Tip: Your password will not appear on the screen as you are typing.

3. Select a space.

m You are prompted to select a space

& Enter the number of the targeted space that your instructor provides
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Predix Developer Boot Camp

The terminal displays the APl endpoint, user, and organization and space which you are
logged into.

Tip ~To change your space:
m [n the terminal, run this command:
cf target -s<Name of the Space>

You are now logged in.
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Lab 1: Getting Started with Cloud Foundry

Exercise 2: Creating a Service Instance

Overview

In this exercise, you will use Cloud Foundry commands to display all services in the marketplace
and create an instance of the postgres service in your Cloud Foundry space.

Steps

1. Display marketplace services.

m In the Terminal, run this command:
cf marketplace
All available services appear. You will be creating an instance of the postgres service.

in org {/ space
service plans description
free Logstash 1.4 serw

standard RabbitM(Q is a rob
formance multi-protocel messaging broker

shatedL shared-nr Reliable Fostgrsg

Beta, Enterprise® Use this service
1 framework than basiec User Account and Authorization

Beta, Enterprise® Add analytics to
with the Analytics Runtime Service

Beta, Enterprise® Use this service
ion of the analytic orchestration

Beta, Enterprise* Create and store

GE Digital Page 5



Predix Developer Boot Camp

2. Create a new postgres service instance in your space.

m Enter the command to create your own service instance with the following syntax:
cf create-service < > <plan> <your name-service name>

Example:

1 &

[predix@localhost ~13

Creating service instance in org

cf create-service postgres shared-nr sample-postgres

{ Epace

u

[predix@localhost ~] & I

n

3. Display all services instances in your space.

m |nthe Terminal, run the cf services command
The service instances in your space are listed.

name service
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Lab 2: Deploying and Monitoring Applications

Lab 2: Deploying and Monitoring Applications

Learning Objectives

By the end of the lab, you will be able to use the Cloud Foundry CLI (Command Line Interface)
tool to:

m Add a service
m Monitor a service

Lab Exercises

m Deploying an Application, page 8

m Using a Manifest File to Deploy an Application, page 11
m Managing your Environment, page 14

m Monitoring your Application, page 15

Directions

Complete the exercises that follow.
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Exercise 1: Deploying an Application

Overview

In this exercise, you will deploy an application to Cloud Foundry from the command line interface
(CLI).

Steps

1. Change to the spring-music directory in the Terminal window.

m To determine your current directory, enter pwd and press Enter

[predix@localhost ~]1§ pwd
/predix
[predix@localhost ~]8 I

m If you are not in the home directory (/predix), run the command: ed and then pwd again
to confirm you are in the root directory
m Change to the spring-music directory by entering the command below:

lixApps/training_labs/CloudFoundryLabs/spring-music

Fate b et e

m Runthe command c£ push to publish the application instance of the web application
The command fails because you have not provided the parameters it needs.
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Lab 2: Deploying and Monitoring Applications

FAILED

Error: Manifest file is not found in the current directory, please
provide either an app name or manifest

[predix@localhost spring-music]$ I

m Runthe command cf push -h and read through the information presented

Tip: -h is for help. Any command used with -h tells the CLI to return help
information for the command. You will see the command definition, its syntax,
and its options (parameters).

m Runthe cf push command with the following syntax to correctly publish your
application: cf push <app-name> -p <path/war filename>
Note: You should be in the spring-music directory, which contains the pre-built
sub-directory with the Web application ARchive (.war), or wrapper file with all of the
application files required for deployment.

&

[predizx@localhost sp:i:q—n:sic:ulcf push student55-spring-music -p p:e—b:iltfap:i:g—n:sic.wa:|

Creating app in org / space as

Your application should successfully publish to Cloud Foundry.

requested state: started
instances: 1/1
usage:

urls: student:
last uploaded: Thu Mar

atack: cflinuxfs?

buildpack: java-buildpack=v3.5.1-http://github.com/pivotal
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1. Testyour application in a web browser

m Enter the command c£ a to find the URL of your application

name requested state instances memory

Gl

m Copy your application URL (located in the URL column of the output)
m Open the Firefox Web browser, and paste your application URL
The Spring Music application displays in your browser.

« £ [ student55-spring-music.run.aws-usw02-pr.ice.predix.io

Albums

[ view as: =2 i= | sort by title artist year genre # | f=add an album ]

v Nevermind What's Going A
Led Zeppelin Nirvana o0 E
1971 1991 Marvin Gaye |
Rock Rock 1971

i s Rock ]
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Lab 2: Deploying and Monitoring Applications

Exercise 2: Using a Manifest File to Deploy an
Application

Overview

In this exercise you will edit a manifest file and use it to deploy your application instance. The
manifest file includes a list of parameters that indicate how the solution should be deployed.
Some of the parameters are required, and some are optional. You can also provide these
parameters in the command line, but a manifest file is usually used to reduce the complexity of
the command, and to save the information for later reuse.

Steps

1. Add deployment parameters to the manifest file.

m Open the gedit text editor from the Applications menu at the top left of the DevBox
¢ From the Applications menu, select Accessories>gedit Text Editor

ﬂ DevBox3.3.4T_1 [Running] - Cracle VM VirtualBox

Machine View Devices Help

% Places System @ &

BA (4] Character Map

@ Internet > @ Emacs @
il office 1E %Ef”
4 Oracle Database 11g Express Edition » o " Edit text files ':‘__'__;_;

m Enter Ctrl + O and browse to the manifest.yml filein the following folder
predix/PredixApps/training labs/CloudFoundrylLabs/cf-spring-mvc-demo
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Predix Developer Boot Camp

m Edit the manifest file as follows
& Change the application name to the name of the application (microservice) you created
in the previous exercise
- To verify the correct name, enter c£ a command and locate your application
(microservice) name

name requested state instances memory
urls

edlx.1

¢ Change the path to pre-built/spring-music.war

& Change the service listed to (keep the hyphen and space in the file)
- <your postgres service created in lab 1>
This binds the postgresSQL service to your application (microservice)

o To find your service name, enter c£ s (services) in the CLI and look for your
postgresSQL service

+ Save the file to the following folder
predix/PredixApps/training labs/CloudFoundryLabs/spring-music

Tip: You are saving the manifest file into the same folder from which you deployed the
spring-music application earlier so that you can use it to re-deploy the application without
entering the parameters into the command line.
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Lab 2: Deploying and Monitoring Applications

Your file should read as follows (but with your individual service and application names)

' & manifest.yml (~/PredixApps/training_labs/CloudFo!

File Edit View Search Tools Documents Help

| E@open v [save =

~| manifest.yml 3 |

1 applications:

2 - name: |studentS55-spring-music |

3 memory: 512M

4 [:at'_'_:] pre-built/spring-music.war |
5 services:

[ - |st'_':]e:tf-f-—[:astg:es'

2. Deploy the application to Cloud Foundry and confirm it is running,.

m Fromthe spring-music directory, deploy your spring-music service using the c£ push
command

4

*

L 4

Navigate to the spring-music directory in the CLI (you can check your directory by
using the pwd command)

Run the c£ push command (no parameters listed)
Copy the application URL into the web browser
Run the c£ a command to see the application URL
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Exercise 3: Managing your Environment

Overview

In this exercise you will scale, stop, and delete your application instance.

Steps

1. Stop the application in Cloud Foundry.

m Inthe Terminal,run cf stop <your-application-name>
Example: cf stop student55-spring-music
The application stops

2. Scale your application up to 3 instances.

m Runcf scale <your application name> -i 3
m Enter the command to scale your application back down to 1 instance

Tip: The command to delete an application is shown below. Do not delete this application
as you will use it in later labs.

cf delete <your application name> -r
Note: This deletes the application and any orphaned routes from Cloud Foundry.
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Lab 2: Deploying and Monitoring Applications

Exercise 4: Monitoring your Application

Overview

In this exercise you will create and bind a logging service instance to the spring-music
application. You will also create an instance of the Kibana logging service (web application) and
bind that to the logging service instance. Together, these three will provide a web-interface in
which you can view spring-music application logs. The relationship is shown below.

Logstash-instance
4 ¥
S o» L
\-’Dq".lr \\:’?‘?&
E;" ‘/L'ri'nding bindirk \\\\
Kibana-instance spring-music-app
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Steps

1. Create a Logstash service instance and bind it to your spring-music application.

m Run the following commands in the Terminal
¢ cf create-service logstash-5 free your name-logstash

Replace your_name with your first name. This creates a Logstash service instance.

[predixfilocalhost spring-music]$ cf create-service logstash-
5 free Hander-logstash

Creating service instanc in org

ii]

1y}

{ Bpace a

[predixf@localhost spring-musicls I

¢ cf bind-service your name-spring-music your name-logstash
Use your spring-music application name and the name of the Logstash service instance

you just created

[predix@localhost spring-musicly cf bind-service Xandersprin

g-music Xander-logstash
Binding service to app in

org

W
i
[wl]
9]
11
w1}
W

Page 16 Predix Training Programs




Lab 2: Deploying and Monitoring Applications

2. Restage your application and clone the Kibana logging application.

m cf restage your name-spring-music
This command re-deploys your application from the Cloud Foundry database.
m Clone the Kibana application from GitHub
git clone https://github.com/cloudfoundry-community/kibana-me-logs.git
This copies the Kibana logging application to your space

[predix@localhost spring-music]$ git clone https://github.co
m/cloudfoundry—community/kibana-me-logs.git

Cloning into 'kibana-me-logs'...

remote: Counting objects: 388, done.

remote: Total 388 (delta 0), reused 0 (delta 0), pack-reused

388
Receiving objects: 100% (388/388), 1000.67 KiB | 0 bytes/s,
done.
Fesclving deltas: 100% (84/84), done.
Checking connectivity... done.

[predixfilocalheost spring-music]3 I

3. Deploy the Kibana Ul to Cloud Foundry.

m Use this command to change to the kibana-me-logs directory
¢ cd kibana-me-logs

= Run this command to deploy the Kibana Ul application (change your name to your first
name)

¢ cf push kibana-your name --no-start --random-route -b
https://github.com/heroku/heroku-buildpack-go.git
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4. Bind the Kibana application to your Logstash service instance and start the application.

m Run this command to bind the Kibana application to your Logstash service instance
cf bind-service <your-kibana-app-name> <your-service-instance-name>

[predix@localhost kibana-me-logs]$ cf bind-service kibana-Xa
nder Hander-logstash
Binding service to app in org

/ space as

TIFP: Use ' kibana-¥ander' to ensure your env varia
ble changes take effect
[predix@localhost kibana-me-logs] s I
m Run this command to start the Kibana application
cf start <your-kibana-app-name>

requested state: started

instances: 1/1

usage: 1Z28M x 1 instances

urls: kibana-xander-wobegone-dicpsimeter.run.aws-uswlZ-pr.ic

e.predix.ic

last upleoaded: Fri Dec 11 19:54:28 UTC 2015

stack: cflinuxfsZ

buildpack: https://github.com/hercku/hercku-buildpack-go.git

5. Test the application.

m Use the URL of the Kibana application you just deployed and started in your Web browser
to test the application
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Lab 2: Deploying and Monitoring Applications

Your application shows logging information from your spring-music application.

Kibana 3 - Logstash... x | <=

predix.io/+

~nall Logstash Search

time must fleld mustMot

field : @timestamp fleld : syslog5424_app

from : now-24h query : “Jacc1c73-be2(-4065-
to : now a27a-eb3cBd57b7ad”

EVENTS OVER TIME

@ *(49) countper10m | (49 hits)

ALL EVENTS

Fields Q@

_source (select columns from the list to the left)

{"message™ 287 <14>1 2015-12-11T19:48:35.131971+00:00 loggregator d31112b7-7086-42
web application direciory home/vcap/app/ java-bulldpacktomcatwebappsROOT has finished

[‘message™ 255 <141 2015-12-11T19:48:34 .924135+00:00 loggregator d31112b7-7086-42
of type [class org.springframework.web servieLmve ParameternzableViewController],"@verslo

{"message™"333 <14>1 2015-12-11T19:48:34.915666+00:00 loggregator d31112b7-7086-42
kill) methodss{] params=([]headearss[).consumess(] producess(].customs([f}\" onto public void o

(‘message™" 373 <14>1 2015-12-11T19:48:34.91492+00:00 loggregator d31112b7-7086-422

“{linfo],methodss[| paramsa{] headers=({],consumess(] producess[l.cusioms={l}\" onto public org
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Lab 3: Building a Microservice

Learning Objectives

By the end of the lab, you will be able to:

m Use the manifest file to deploy an application
m Build and deploy a Java microservice to the Predix Cloud
m Provide a Ul for the microservice

Lab Exercises

m Adding a Maven Archetype, page 22
m Adding an Additional APl Endpoint to a Microservice, page 32

Directions

Lab 3: Building a Microservice

As part of this lab, you will be building an Alarm Service microservice using a maven archetype.
The service exposes two endpoints; one fetches data from the alarm table and the other fetch

data from the hospital table.

GE Digital

: Exposes two endpomnts Alurm
> = . Table
Alarm Service App €| PostgreSQL >
- Instance _
SN Hospital
Table
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Predix Developer Boot Camp Lab 3: Building a Microservice

Exercise 1: Adding a Maven Archetype

Overview

In this exercise you will build a Java microservice (application) and deploy it to the Predix Cloud.

In this lab we're testing an application locally before deploying it. To test locally, we're starting a
local postgreSQL instance. Once the application is deployed to the Predix Cloud, the local
database service is no longer needed.

Steps

1. Start the PostgreSQL service.

= [n the terminal, run this command:
sudo /etc/init.d/postgresql-9.3 start
A notice that postgresql has started appears.

[

udo fetc/init.d/postgresql-9.3 start

SEervice:

‘mredix@localhost ~15
|Predlxiiiocalnost ~ |4
- . -
otarting postgresgl-4.

"

[predix@localhost ~]3

s

Note: Every time you restart the DevBox, the local postgres service is shut down.
The local postgres service is started because it is required to build the alarmservice

project in the Eclipse-STS tool (your next task). This is not the same as the service
instance of postgres that you created in Cloud Foundry..
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Predix Developer Boot Camp Lab 3: Building a Microservice

2. Create a new maven project

m Open Eclipse-STS by double clicking the icon on the desktop

m From the File menu, select New > Maven Project

Edit MNavigate Search Project BRun Window Help

Spring Starter Project

Open File... Import Spring Getting Started Con

Close Ctr+W Spring Project

Close All shift+ctri+w | Java Project
Static Web Project

Dynamic Web Project

Project...
m Accept all defaults on the screen and click Next
- New Maven Project ®
New Maven project .
Select project name and location M ]

Create a simple project (skip archetype selection)

| Use default Workspace location

Browse...

Add project(s) to working set
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Lab 3: Building a Microservice

m Inthe Select an Archetype window, enter alarmin the Filter field
m Select predix-hospital-alarm-service-archetype (the text highlights in blue)

m Click Next

New Maven project

Select an Archetype

Catalog: [AII Catalogs

3l

Filter: [alarm

Group I

Artifact Id

Version

. L]

m Enter the archetype parameter as shown below:

New Maven project

Specify Archetype parameters

Group Id: [cnm.ge.predix.snlsvc.training

Artifact Id: [alanﬂsewice{

Version: [D.G.I-SNAPSHGT

2

Package: [cnm.ge.pr&dix.5DIsvc.training.alannsewice

Properties available from archetype:

m Click Finish

GE Digital
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Predix Developer Boot Camp Lab 3: Building a Microservice

The new alarm service project appears in the Package Explorer.

m In Package Explorer, right click on the project root (alarmservice) and select Run As >
Maven Install

Refactor Shift+AIL+T >
a Import...
P & = srcmainfjava Export...
P @ = src/main/resources Refresh F5
b % > sroftestjresources Close Project
b &% > srcftestfjava Close Unrelated Projects
b =k JRE System Library [JavasE-1.7] Assign Working Sets...
P =i Maven Dependencies Profile As 5
E & > config Debug A >
& t srct L 1Java Applet SH
& targe! Validate 2 Java Application S
|7 AlarmDatabaseSchema.sql Team > 3)Unit Test of
C: manifest.yml Compare With > 4 Maven build Sh
= nnm vml
a m I [ Replace With > 5 Maven build...
Restore from Local History... 6 Maven clean
M Servers 2 = Checkstyle > 7 Maven generate-sources
= Maven >| I I
GitHub 9 Maven test
No servers are available. Click this link to > _

At the bottom of the console in the center, the message, “BUILD SUCCESS” appears.

£l Console 2 Markers Progress

X % | Gwpl & &
<terminated> fusrfjava/jdk1.7.0_60/binfjava (Dec 18, 2015, 10:57:10 AM)

INFO] BUILD SUCCESS

time: 22.920s

= ) L o == T —
hed at: Fri Dec 18 1uU:a7:35 PST 2010
[ e T ] |
Memory 1TM/132M

¢ Click the maximize console button to maximize the console window
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Predix Developer Boot Camp Lab 3: Building a Microservice

Bl console 52 |[2¢ Markers =3 Progress X % & eEE o 0o~ =
<terminated= jusrfjava/jdk1.7.0_60/binjjava (Sep 21, 2015, 1:58:57 PM)
Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 12.351 sec - in com.ge.prelal

Notice that the name of the output JAR file is alarmservice-0.0.1-SNAPSHOT.jar. This
is the output of the build that is deployed to Cloud Foundry.

irmservice ---
ning/machine/alarmservice/target/alarmservice-0.0.1-5NAPSHOT. jar

ckage (default) @ alarmservice --—-

-install) @ alarmservice ---
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Predix Developer Boot Camp Lab 3: Building a Microservice

3. Update the manifest file.

Note: Application manifests provide application deployment parameters to Cloud
Foundry (how many instances to create, how much memory to allocate, what
services applications should use, and so forth).

m In Eclipse, double-click the manifest.yml file under the alarmservice project to open it

Package Explorer 3 = 0 [l manifest.yml 3

b @@ sro/mainjava R
b o src/main/resources path: target/alag 0.0.1-SMAPSHOT. 5
b @ srcftest/resources ———— tudent55-postgres|
b @@ srcitestfjava " db_service_name: student55-p
I =& JRE System Library [JavaSE-1.7]
I+ =4 Maven Dependencies
I (= config
P E&src
I (= target
[} AlarmDatabaseSchema.sql
manifest.yml

m Update the manifest file

¢ name: Append your first and last name to the service name
(example: alarm-service-FirstNamelLastName)

& path: Make sure the path is: “target/alarmservice-0.0.1-SNAPSHOT jar”

¢ services: Change the services element to use the name of the postgres service
instance you created in Lab 1

¢ db_service_name: Change the services element to the name of the postgresq|
service instance you created in Lab 1

& Press <ctrl> + <s> to save the file
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Predix Developer Boot Camp Lab 3: Building a Microservice

To do this: If you do not remember the name of the service instance you created in Lab 1,
follow the steps below to determine the name of your service instance.

m |nthe Terminal, run the command cf services
m Under the name column, find the instance service you created

4. Deploy the microservice to the Predix Cloud.

m In Eclipse, right click on the project root (alarmservice)
m Select Properties at the bottom of the menu to open the Properties window
m Copy the alarmservice location (select the text, right-click, copy)

Properties for alarmservice

o Resource
| Path: Jalarmservice
Type: Project
. Location: {predix/Documents/MyProject/alarmservice
t -
I I Last modified: March 10, 2016 at 10:36:55 AM
e
Y Text file encoding
ar
) Inherited from container (UTF-8)
tion @ Other: |UTF-8 v |
[] Store the encoding of derived resources separately
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Predix Developer Boot Camp Lab 3: Building a Microservice

m Inthe Terminal, navigate to the alarmservice directory by running this command:
cd <location of alarm service project>
& Type cd, then paste the copied path from Eclipse
m Deploy the microservice by running this command:
cf push
The Terminal shows the deployment steps of the application.
m Once it completes, select the URL, right-click and select Copy to copy the URL of your

application
Showing health and status for app in org
/ space as

requested state: started

instances: 1/1

usage: 1G x 1 instances
urls:|predix-alarmservice-student35.run.aws-uswlZ2-pr.ice.predix.io
last uploaded: Thu Mar 10 18:51:01 OTC 2016

stack: cflinuxfs?Z
buildpack: java_buildpack

state since cpu memory disk

ails
running 2016-03-10 10:51:48 AM 2.2% 505.6M of 1G 148.4M of 1G
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Predix Developer Boot Camp Lab 3: Building a Microservice

5. Test your application in a browser.

m Open the Firefox browser by clicking the Firefox icon at the top of your DevBox

Applications Places System w *Bﬁ @

Dzysios

m Paste the URL you copied from the Terminal into your browser
m Append “falarmservice” to the end of your URL and press Enter
The content of the alarm table appears

& [ predix-alarmservice-student55.run.aws-usw02-pr.ice.predix.id/alarmservice|

arm” : "ARTIFACT", "alarmClassification”™: "TECHNICAL", "patient":
ientId™:1,"title"null, "firstMam=":"Mike", "midInit":"", "lastlame": "Waldman", "email"™:"
irthDate":null}, "eventId”:1, "priocrity":1, "numberofAlarms":0},

rm" : "PVC", "alarmClassification” :"ARRHYTHMIA", "patient”™:
ientId"”:1,"title":null, "firstMam=":"Mike", "midInit":"", "lastHame": "Waldman", "email":"
irthDate":null}, "eventId":2, "pricrity" 4, "numberOfAlarm=":0},

rm"” : "COUPLET", "alarmClassification”: "ARRHYTHMIA", "patient”:

ientId":1, "title"::null, "firstHame": "Mike", "midInit":"", "lastMlame": "Maldman", "email":
irthDate":null}, "eventId":3, "priority" 4, "number0fAlarms":0},

rm" : "PVC", "alarmClassification" : "ARRHYTHHMIA", "patient”:
ientId”™:1,"title":null, "firstMam=":"Mike", "midInit":"","lastlHame" : "Waldman", "email":
irthDats":null}, "eventId”: 4, "priority": 4, "numberOfAlarma":0}, {"alarm”:"SPO2
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6. View the recent microservice logs.

m [nthe Terminal, run this command:
cf logs <yourMicroserviceName> --recent
¢ Replace <yourMicroserviceName> with your microservice name

Tip: To find your application (microservice) name, follow the instructions below:
m Inthe Terminal, type c£f a
m Locate your application name under the name column

[predix@localhost alarmservicel S cf logs predix-alarmservice-student55 --recent
Connected, dumping recent logs for app in org
{ space as

OUT Created app with guid 3b02fb43-Z6ed
-4025-9c88-3edddacdcZ 8

2UT Updated app with guid 3b02fb43-Z6ed
-4025-9c88-3edddacdcZ2fd ({"route"=>"f61b924c-feT8-43e0-a805-fe89£cTTaZ230"})

OUT Updated app with guid 3b02fh43-Z6ed

-4025-9c89-3edddacdcZ2fi ({"name"=>"predix-alarmservice-student55", "buildpack"==>
"java_lbuildpack”, "environment_json"=>"PRIVATE DATA HIDDEN"!}!)

2UT Got staging request for app with id
3b02fb43-26e4-4025-9c89-3edddacdcZfl

oUT ————- > Downloaded app package (24M)
ouT ————- > Java Buildpack Version: w3.5
.1 http://github.com/pivotal-cf/pcf-java-buildpack.git#d6cl5f8
Each log line contains these four fields:

- Time stamp

- Log type (origin code)

- Channel: either STDOUT or STDERR

- Message
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Exercise 2: Adding an Additional API Endpoint to a
Microservice

Overview

In this exercise, you will create another endpoint for the alarmservice microservice. This
endpoint will be used to query the hospital table.

Steps

1. Create an Entity.

m In Eclipse, under the “/src/main/java” directory, right click on the package
com.ge.predix.solsvc.training.alarmservice.entity

m Select New-> Class

Package Explorer 2 = = [Y] Hospitalentity.java &2

&3 alarmservice [~ New : J  sprin
- (& srgimainfjava Go Into Impa
- 1;, [gefault_package} Open in New Window Sprin
1] HospitalEntity.java ) Java
b @ com.ge predix.solsvc.training.alarmservie Open Type Hieranchy s Stati

i ) . .| Show In shift+alt+w >
b & com.ge predix.solsvc.training.alarmsenvie Dyn4
Copy |l
b & com.ge.predix.solsvc.training.alarmservic  Copy Qualified Name Proje

b @ com.ge.predix.solsvc.training.alarmservi{  Paste Ctri+V
b @ com.ge predix.solsvc.training.alarmservic  Delete Delete e
b (@ sro/mainjresources y Pack
b @@ srctestfresources Build Path > %

b @ sretestiava - Ehifes Alb i & A
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m In the Name field type HospitalEntity

(- New Java Class x
Java Class =
Create a new Java class. (\;)
Source folder: [alarmsewicefsrcfmainfjava l ‘ Browse... |
Package: [com.ge,predix,solsuc,training.alanﬂsewice,el | Browse... |

[ Enclosing type:

Name: Hospital Entity| l

m Click Finish
The entity is created

[J] HospitalEntity.java 22

backage com.ge.predix.solsvc.training.alarmservice.entity;

public class HospitalEntity

m In gedit, open the file

/predix/predixApps/training_labs/fundamentals/Lab2/HospitalEntity.txt

‘§| |T|@ predix || PredixApps ” training_labs ” Lab_z‘

Location: lHospita\ Entity.txt ]

Places Name v | Size Modified
&% Search || Archetype.txt 196 bytes 07/29/2015
&) Recently Used || HospitalAlarmService.txt 1.9 KB 07/21/2015
predix

Desktop |- IHospitalEntityRepository.txt 433 bytes 07/18/2015

m Copy all content of the file
m In Eclipse, replace everything in your HospitalEntity.java class
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& Press<ctrl> + <shift> + <o> to Organize Imports
¢ Press<ctrl> + <s> tosave thefile

2. Create aninterface.

m In Eclipse, under the “/src/main/java” directory on the package
com.ge.predix.solsvc.training.alarmservice.repository

m Right-click and select New -> Interface

[ Package Explorer i3 B % b [ ] HospitalEntity.java £
ar &: alarmsendice ;i__n_--'! J"‘Z-I.':."i'!t)"t'-!!!' ng-lab :-,-.,-__r_.\.-i packago ."_“.".gi:.p:i:-:::!.:u'. ve.trainds
= g% = sremainfjava import javax.persistence.Col
b & > com.ge.predix.solsvc.training.alarmsenvice import javax.persistence.Entity;
b & > com.ge predix solsve training. alarmservice.dto ﬁ:: :‘::‘;: il

P & > com.ge predix.solsvc.training.alarmservice.entity

b g = com.ge predix.solsvc.training.alarmservice. jpa

P & > com.ge.predix.solsvc.training.alammsernvice. jpa.init
h= :m,ge.mx,wﬁvc.Minim.arammice.Mtr

P @9 > sromainfresources . Spring Sta
b o = sroftestresources Go |nto Irnp.nn!‘.pr
b @& > srctestfjava Open in New Window Spring Prof
b mi JRE System Library [JavaSE-1.7] Open Type Hierarchy Fd lal.rat_ Projeq
@k Maven Dependencies Show In Shift+AlIL+W > Static Web
i ic
b & > config Py zynam:ﬂ
P g3 = s - aven
= Copy Qualified Name Project
pie . Paste ctrl+v
[+ MlarmDatabaseSchema.sql Delete Delete | Aspect
|5 manifest.ymil Package
i pom.xml e ' B Class
. - - e | Build Path > ke
b 5 predix-security-training-labl [predix-security-trainin P ehife s albie % =EE
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= In the Name field, enter IHospitalEntityRepository, then click Finish

Java Interface

Create a new Java interface.

Source folder: [alarmseruicefsrcfmainfjaua ]

Package: [com.ge.predix.snlsuc.training.alarmsewi ce.r]

(] Enclosing type:

Name: [IHospitaIEntityﬁepnsitnrﬂ ]

Modifiers: @ public ) package

m In gedit, open the file
/predix/predixApps/training_labs/fundamentals/Lab_2/IHospitalEntityRepository.txt

m Copy all content of the file

m In Eclipse, replace everything in your IHospitalEntityRepository.java class
m Press<ctrl> + <shift> + <o> to Organize Imports

m Press<ctrl> + <s>tosavethefile
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3. Add mapping to create the service.

m In Eclipse, under the package com.ge.predix.solsvc.training.alarmservice, double click
HospitalAlarmService.java to edit the file

& Package Explorer 2 = S = [J] Hospif]
- 28 alarmservice (]
= Esro/mainfjava
P g (default package)
- {1 com.ge.predix.solsvc.training.alarmservice
> [J] CorsFilterjava
I» [J] PredixHospitalAlarmServiceApplication.java
P H com.ge.predix.solsvc.training.alarmservice.dto
I H3 com.ge.predix.solsvc.training.alarmservice.entity

m In gedit, open the file
/predix/predixApps/training_labs/fundamentals/Lab_2/HospitalAlarmService.txt

m Copy all content of the file

m In Eclipse, replace everything in your HospitalAlarmService.java class

m Press<ctrl> + <s>tosave thefile

m Press<ctrl> + <shift> + <o> to Organize Imports

m Select java.util.iterator and press Finish, then press <ctrl> + <s> to save the file
- Organize Imports
Choose type to import: Page 1 of |

[

I java.util.lterator

(&% javassist.bytecode.Descriptor.lterator
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4. Populate the Alarm Service and Hospital data.

m In Eclipse, under the package com.ge.predix.solsvc.training.alarmservice.jpa.init,
double click InitAlarmServiceData.java to edit the file

m Uncomment the use of hospitalRepo by removing (/*) and (* /)
m Uncomment the use of HospitalEntity by removing (/*) and (*/)

private IHospitalEntityRepository hospitalRepo;

public veid initAlarmServiceDatal(] |
‘Dap italEntity he = new HospitalEntity();
ne . setAddress ("100, 2305 Camino Ramon, San Ramon, CA& 945837);
. setPhon EI"GZE 234 2345");
he.setName ("John Muir Medical Group");
he.setEmail ("mike.waldman@ge.com") ;

hospitalRepo.save (he);

m Press<ctrl> + <shift> + <o> to Organize Imports
m Press<ctrl> + <s>tosave thefile

5. Compile and deploy the microservice.

m Inthe Terminal, from the alarmservice directory, run this command:
mvn clean install
m The message “BUILD SUCCESS” indicates the microservice was built successfully

—

[INFZ] Installing fpredix/Documents/PredixiApps/ty
[INFO]
[INFC]
[INFO]
[INFO]

i3
2]

[INFZ]
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m From the same directory in the Terminal, run this command:

cf push
The message “App started” verifies that the application was successfully deployed.
0 of 1 instances running, 1 starting
1 of 1 instances running

App started

6. Testyour Alarm Service application (microservice).

m In Firefox, replace “alarmservice” at the end of the URL with “hospital” and refresh the
browser

Tip - If you do not remember the URL of your alarmservice follow the steps below:

m In the terminal run this command:
cf a

m Locate your microservice name under the “name” column and find the URL to
the right under the “urls” column

m Your data appears

@ £ [ predix-alarmservice-student55.run.aws-usw02-pr.ice.predix.io/hospital

{"id":0, "name":"John Muir Medical Group"”,"address":"100, 23205 Caminoc Ramon, San Ramon)
94583", "phone":"925 234 2345", "email”:"mike.waldman@ges.com"}
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Exercise 3: Updating the Microservice Ul

Overview

In this exercise you will create a Ul microservice to display the data fetched by the alarm service.
You will use the dashboard seed service pack and modify it to create the Ul microservice.

Steps

1. Import a table design into the project.

m Ingedit, openthe _settings.defaults.scss file fromthe
/PredixApps/training labs/fundamentals/predix-seed-1.1.3/public/bo
wer components/px-defaults-design/ folder

m Add the following code to the bottom of the file:

Sinuit-enable-table--fixed:true;
@import “px-tables-design/ base.tables.scss”;

& Press <ctrl> + <s> to save the file
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2. Edit an existing card to display alarm data.

m Openthe temperature-template.txt file from the
/predix/PredixApps/training labs/fundamentals/Lab_4/folder

¢ Copy all contents of the file
m In gedit, open the temperature-card.html fileinthe

/PredixApps/training labs/fundamentals/predix-seed-1.1.3/public/bo
wer components/px-sample-cards/ folder

m Inyour temperature-card.html file replace the <template> </template> tags
and everything within the tags with the content you just copied

7

o| temperature-card.html 3¢ | | temperature-template.txt 3¢ | | temperature-script.txt 3¢

WEICITs T Ty

margin: 0 auto;

N L
[ g Y = PR ) o I

J
1

P
-] O

U e I T T o 2

'>*Hospital MName :
'*Hospital Address :
'*Phone : I t

'>Email

R = I

Soaln Lad L) Lad Lad Ge) Lad Lad Gad Lad Lad P Pud P
1 om Lnobs L Bk

4L

m Openthe temperature-script.txt file underinthe
/predix/PredixApps/training labs/fundamentals/Lab_4 folder

& Copy all contents of the file
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m Inyour temperature-card.html file replace the <script> </script> tagand
everything within the tag with the content you just copied

30

40 </dom

(41

4z rip

42 Polymer ({

44 iz: 'temperatur: L .

45 init: function()

16 this.getTemperature(]);

47 ¥y

48 getTemperature: funetiem() {

—]g e

|20 * use card's getData api to get the temperature data

51 * using the URL from context

52 * see the predix-seed repo /public/scripts/controllers/data-control. jg
53 ol §

24 var self = this;

S this.getData (this.context . .hospitalurl) .then (funetion(data)
56 /f following data structure from http://api.wunderground.com/
A // alertidata.name);

38 self.hospitallame = data.name;

29 self.hospitaladdress = data.address;

&0 self.hospitalPhone = data.phone;

61 self.hospitalEmail = data.email;

|62 }, function(reason)

(83 f/f on rejection

qd console.error ("ERROR", reason);

65 Hg

(66 ¥y

(&7 behaviors: [px.card]

6B 3

m Press <ctrl> + <s> to save the file

Note: The highlighted “hospitalurl” will be used later to get data into the card and
display it.
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3. Edit an existing card to display hospital data.

m Openthe fetch-data-card-template. txt file from
/predix/PredixApps/training labs/fundamentals/Lab 4 and copy all the
contents

m |n gedit, open the fetch-data-card.html file from the
/PredixApps/training labs/fundamentals/predix-seed-1.1.3/public/bo
wer components/px-sample-cards folder

m Inyour fetch-data-card.html file, replace the <template> </template>tags
and everything within the tags with the content you just copied

Alarm h
Classification
Fatient First MName
FPatient Last Name
Patient Email</tl
Priority

Number of Alarms

item.alarm}
item.alarmClassification}}
item.patient.firstName} }
item.patient.lastMName}}
item.patient.emaill}
item.priority}!

item.numberfalarms}}

GE Digital Page 42




Predix Developer Boot Camp Lab 3: Building a Microservice

m Openthe fetch-data-card-script. txt fileinthe
/predix/PredixApps/training labs/fundamentals/Lab 4 folder

¢ Copy all contents of the file

¢ Inyour fetch-data-card.html file, replace the <script> </script> tagand
everything within the tag with the content you just copied

init: function()
this.getTemperature();

r
et Tem ri function()
* use card's ge D al t mpe lat
sing the URL fr contex

var self = this;
this.getData(this.context.alarmsurl) .then(function (dat3

follo wing data structure from htép://api.wundergrous
/self,.currentTemperature lata[*current_observation']
console., (data,length+" i I
console. (JSOM.stringify (data));

sell . .emplayees - data;

}, funetion(reason)

m Press <ctrl> + <s> to save the file
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4. Connect the Ul to the microservice.

m Openthe scope. txt file from the
/predix/PredixApps/training labs/fundamentals/Lab4 folder

¢ Copy all contents of the file

m In gedit, open the data-control. js file from the

/PredixApps/training labs/fundamentals/predix-seed-1.1.3/public/sc
ripts/controllers folder

¢ Replace the entire content of the file with the text you just copied

Sscope.context = |

name : .

ng api from weather underground: http:// www.wunderground. com/

didarmsurl.:

hospitalurl:

Dy

m Replace the alarm service URL with the URL of your alarm service and save the file

Tip: Be sure to leave “http://” at the beginning and the /alarmservice and /hospital at the end
when you paste in your replacements.

Tip: To determine the URL of your alarm service, run the cf a command in the terminal.
Locate your microservice name and find the URL to the right.
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Lab 3: Building a Microservice

5. Test your microservice locally.

m To start your local server, ru

nthe grunt serve command from the

predix-seed-1.1.3 folder:

Your browser opens the Predix seed application.

m On the left navigation pane select Cards, then select Data Control

m Verify that the Hospital and

Alarm data appear

HOSPITAL
sl Components
Hospltal Name : John Muir Medical Group
Hospital Address : 100, 2305 Camino Ramon, San Ramon, CA 94583
Phone: 925 234 2345
Emall : mike waldman@ge.com
ALARMS
Alarm Classification Patient First Name Patient Last Name Patient Emall
ARTIFACT TECHMICAL Mike Waldman mike. walkdman@ge.co
PYC ARRHYTHMIA Mike Waldman mike.waldman@ge.co

m Inthe terminal, press <ctrl>

Note: The grunt commands a
deploying it to Cloud Foundry.

GE Digital

+ <c> to stop running your local server

llows you to test your microservice locally before
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6. Deploy the microservice to Cloud Foundry.

m Create a package for deployment
# Inyour Terminal, run this command:
grunt dist
This packages the file.

m Update the manifest file

+ In gedit, open the file
PredixApps/training_labs/fundamentals/predix-seed-1.1.3/manifest.yml

& Append your name to the microservice name

m Press <ctrl> + <s> to save the file
m Deploy the microservice to Cloud Foundry
& Inyour Terminal run the c£ push command and verify that the service has started

requested state: started
instances: 1/1
usage: 64M x 1 instance:
urls: | predix-seed-dev-student55.run.aws-uswl2-pr.ice.predix.io
last uploaded: Thu Mar 10 21:37:37 UTC 2016
stack: cflinuxfs?
buildpack: https://github.com/muymoo/staticfile-buildpack.git
state since cpu memory disk
ails
11xllocalho 11 X-seed-1.1.: ] 5 l
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7. Testyour application (microservice).

m In Firefox, input your Predix-seed microservice URL into the address bar

Tip: If you do not remember your microservice URL, follow the steps below:

= In your terminal run this command:

cf a

m Locate your microservice name under the “name” column and find the URL to
the right under the “urls” column

m On the left navigation pane select Cards, then select Data Control
The Hospital and Alarm data appears. You have successfully modified the two cards to

display the hospital and alarm data.

HOSPITAL
sl Components
Hospltal Name : John Muir Medical Group
Hospital Address : 100, 2305 Camino Ramon, San Ramon, CA 94583
Phone: 925 234 2345
Emall : mike waldman@ge.com
ALARMS

Alarm Classification Patient First Name Patient Last Name Patient Emall

ARTIFACT TECHMICAL Mike Waldman mike.walkdman@ge.

PYC ARRHYTHMIA Mike Waldman mike.waldman@ge.

GE Digital
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Lab 4: Implementing Security in Predix

Learning Objectives

By the end of the lab, you will be able to:

Create a UAA Service Instance and bind it to an application
Add a new OAuth? client

Create a user

Create an ACS instance and bind it to an application
Update an OAuth?2 client to work with ACS

Manage ACS User Access

Lab Exercises

Create a UAA Service Instance, page 49

Fetch a UAA Token, page 52

Adding a Client and Users to UAA, page 56

Create an ACS Instance, page 64

Bind your Application to the ACS instance, page 66
Update an OAuth2 Client to Work with ACS, page 68
Manage ACS User Access, page 72
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Exercise 1: Create a UAA Service Instance

Overview

In this exercise you will create an UAA service instance and bind your Spring-Music application to
that instance. UAA is the Cloud Foundry service that manages users and OAuth?2 clients. It is
primarily an OAuth2 provider and issues Java web tokens for client applications to use when the
applications act on behalf of users. The UAA instance serves as the trusted issuer of tokens and
all access to services is provided by authenticating through this trusted issuer.

Steps

1. Verify the UAA service is available in the marketplace.

m In the Terminal run the command:

cf marketplace

¢ The predix-uaa-training® service is listed along with its Plan name and description

* These service plans

Basic, Free Design precise ac
Beta, Enterprisex* Add analytics to 1
Beta, Enterprisex* Use this service |
Beta, Enterprisex* Create and store 1
Beta, Enterprisex* Design, develop,
Beta, Enterprisex* guickly and effic
Beta, Enterprisex* Use this service

| Free, Basic Design precise me
Beta, Enterprisex* Control layout an

shared-vm
developer

have an ass

ociated cost.

REedis service to ]
An S3-compatible

Creating a servicd

*For training only. In production, you will use the predix-uaa service
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2. Create a UAA service instance.

When you create a UAA service instance, you create the administrative user (client) with its
password. The name of this client is “admin”.
m Inthe Terminal, create a UAA service instance with the following syntax:

cf create-service predix-uaa-training <plan> <uaa_instance> -c
'{“adminClientSecret”:”<admin secret>"}'

& Replace <plan> with the plan name

Note: Use the “Free” plan type to ensure all labs function properly.

¢ Replace <uaa_instance> with an instance name of your choice
& Replace <admin_secret> with a password of your choice

m Verify a status of OK is returned
Example:

[predix@localhost spring-musicl$ of create-service predix-uaa-

training Free cf-uaa -c¢ ‘{MadminClientSecret”:”admin secret”}’

Creating service instance in org / space
as

m Write down the admin password as you will use it in later labs:

WARNING: There is no way to determine this password later on; do not rely on your memory!

3. Bind your previously-created Spring-Music application to your UAA service instance.

m In the Terminal run the command:
cf bind-service <Spring-Music-app> <uaa_instance>

& Replace <Spring-Music-app> with your Spring-Music application name
& Replace <uaa_instance> with name of your instance
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m A return status of OK indicates the application was successfully bound

15 c¢f bind-service cf-spring cf-uaa

[predix@localhost spring-music
Binding service to app in org ! spad
as

TIP: Use ' cf-spring' to ensure your env variable changes t

[predix@localhost spring-music]$ I
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Exercise 2: Fetch a UAA Token

Overview

In this exercise you will use the UAA Command Line Interface (UAAC) to fetch a token from the
UAA service instance created in the previous lab. The UAAC has been installed on your DevBox.

Steps

1. Find your sample application name in the space.

m Inthe Terminal run the command:
cf a
m Locate your application in the list and verify it has started

name regquested state instances

memory disk urls

2. Retrieve your UAA instance details from the VCAP_SERVICES environment variable.

When you bind your app to the UAA instance, the connection details for your UAA
instance are populated in VCAP_SVCS environment variables.

m [n the Terminal, run the command:

cf env <app name>
m Inthe VCAP_SERVICES variable, locate the entry for your UAA service instance
m Copy the UAA environment variables to a new file in your text editor for later use

Note: Look for the name of your service instance (example: cf-uaa)
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m Under the credentials section, copy the uri value for your service instance (copy the string
between the quotes)

I
"predix-uaa-training”: [
{
"credentials™: |
"issuerId": "https://cT758aB81-d2d0-4d19-a2a3-450496£8557e.predi
i-uaa-training.run.aws-uswlZ-pr.ice.predix.io/cauth/token”,
"uri": "https://c758a891-d2d0-4d19-a2a3-450496£8557e.predix-uag
Ftraining.run.aws-uswlZ2-pr.ice.predix.io",
"zone": ({
"http-header-name": "X-Identity-Zone-Id",
"http-header-value": "c738a891-d2d0-4d19-a2z33-450496£8557e"
b
b
"label": "predix-uaa-training”™,
"olan": "FreeT,
'I!tags'll: []
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3. Specify your UAA instance as the intended target.

Note: You must first point the uaac CLI tool to your UAA service instance in order to

view the UAA instance details.

m In the Terminal run the command:
uaac target <uri>
& Replace <uri> with the uri of your UAA instance

[predix@localhost ~]% uaac target https://c758a891-d2d0-4d19-a2a3-49
0D496fB557e.predix—uaa-training.run.aws-uswlZ2-pr.ice.predix.ic

Target: https://c758a891-d2d0-4d19-a22a3-450496f8557e.predix—uaa-traj
ning.run.aws-uswlZ-pr.ice.predix.io

4. Fetch a UAA token from your UAA instance.

m Inthe Terminal run the command to log in using the administrative client:
uaac token client get admin -s <admin_secret>
Note: The admin client is the default client id that has all permissions
m Replace <admin_secret> with the password you created when creating the service

instance
A successful fetch notice indicates you have retrieved the token

s admin_secret

[predix@leocalhest ~]% uaac token client get admin -

Successfully fetched tcken|via client credentials grant.
https://c758a891-d2d0-4d19-a2a3-450496£8557e..predix-uaa-trai

Target:
ning.run.aws-uswlZ-pr.ice.predix.ic
from client admin

Context: admin,

m You are now logged in as the administrative client
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5. Decrypt the token to view its contents.

m In the Terminal run the command:
uaac token decode

[predix@localhost ~]% naac token decode

MNote:

JLi:z
sub:

no key given to wvalidate token

ToccdDZ272-e849-4debd-bcb0-055dct

admin

signature

6503fc

SCODpEe:

clients.read

Zones

clients.
clients.admin idps.

.c758a891-d2d0-4d158-82a3-450496£E8557e. admin

secret idps.write uaa.rescurce clients.write

read scim.write scim.read

[client_id: admin |

cid: admin

azp: admin

|grant_type: client_credentials
rev_sig: 2158b991

iat: 1458334971

exp: 1438378171

1553

https://cT758a891-d2d0-4d19-22a3-450496£8557e.predix-uaa-train
ing.run.aws-uswlZ-pr.ice.predix.ic/cauth/tocken

zid: c758a891-d2d0-4d19-a2a3-450496£8557e
aud: admin clients zones.c758aB891-d2d0-4d19-a2a3-4504596£8557e 1idps
unaa scim

m The token contains basic information including
& scope - a list of authorities for the admin client
& client_id - uniqgue name to the system for the client id
& Authorization grant type - mode of authorization
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Exercise 3: Adding a Client and Users to UAA

Overview

In this exercise you will create an OAuth2 client you use to create users for in your UAA instance.
When you create a UAA service instance, a default administrator account (admin client) is
automatically generated that contains all permissions. As a best practice, you create an Oauth?2
client and define the scopes instead of using the admin client to create users.

For service-to-service security, the generally-recommended grant type is “client_credentials”.
for web applications, the recommended grant type is “authorization_code”

Steps

1. Create an OAuth?2 client with a subset of admin permissions.

m [nthe Terminal, run the command:

uaac client add -h

This displays all parameters available to create a new OAuth client
m To create the OAuth 2 client, the command line syntax is:

uaac client add <client name> -s <client_secret>
--authorized grant types “<grant types>” --autoapprove openid
--authorities “<list of client scopes>”

¢ Replace <client_name> with your client name and writeithere _______________
¢ Replace <client secret> with your chosen password and writeithere_________

¢ Replace <grant_ types> with authorization code client credentials
refresh token

¢ Replace «list of client scopes> with clients.read clients.write scim.read
scim.write
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Example:

[predix@localhost
uthorized_grant_types
_token™
te scim.read
uaa.none
client_id: cf-client
rescource_ids: none
authorized_grant_typ
refresh_token
autocapprove:

scope:

id: cf-client

~]% uaac client add cf-client

——autoapprove cpenid -—-authorities

action: none
authorities: clients.
lastmodified: 145833

-5 client_secret -—--a

"auntheorization_code client_credentials refresh

"clients.read clients.wri

scim.write"

es: autherizatieon_code client_credentials

read clients.write scim.write scim.read

6998687
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2. Fetch a token for the new OAuth2 client.

m [nthe Terminal, run the command:
uaac token client get <client_ name> -s <client_secret>

& Replace <client_name> with the name of your new oauth?2 client
¢ Replace <client_secret> with the password you created when creating the uaa

client
m Verify the token was fetched successfully - you are now logged in as the new client

[predixflocalhost ~]5 uaac token client get cf-client -s client_secr

et

Successfully fetched token wia client credentials grant.
Target: https://cT758a891-d2d0-4d19-a2a3-450496f8557e .predix-unaa-trai
ning.run.

aws—-uswlZ-pr.ice.predix.ic
Context: cf-client,

from client cf-client

Alternatively, you can exclude the -s portion of the command, and you will be prompted to enter
the client secret. This is more secure since the password is not displayed as you login as the new

client.
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3. Add auser to your UAA service instance.

Analysis: For applications accessing your UAA instance, you can create additional
users with required scopes. You must be logged in as a client with the necessary
authorities.

m [nthe Terminal, run the command:
uaac user add -h
This displays all parameters available for creating a new user
m Inthe Terminal run the command:
uaac user add <user name> --emails <user email> -p <user_ password>
& Replace <user_name> with a value of your choice, preferably the email
& Replace <user_email> with the email of the user (e.g. userl@test.com)
¢ Replace <user_password> with a value of your choice

[predixlocalhost ~]5 uaac user add userl@@gmail.com --emails userliig
mail.com -p us3rl
user account successfully added

¢ Write down the user name:

¢ Write down the email:

¢ Write down the user password:

You will use these later on in the lab.
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4. Create the groups in your UAA instance.

m Give your user read and write privileges (group names are scim.read and scim.write - the
user token (permission) must have the same name as the group).

uaac group add scim.read
uaac group add scim.write

Sample code:

[predix@localhost ~]5% uaac group add scim.read

meta
version: 0
created: 2016-03-18T21:43:02.926%2

lastmodified: 2016-03-18T21:43:02.926%2
schemas: urn:scim:schemas:core:l.0
id: bfd7bd49]l-22c5-472a-6899c-ebB826c47499d
displayname:
[predix@localhost

scim.read
~]1% unaac group add scim.write

meta
version: 0
created: 2016-03-18T21:43:10.476%2
lastmodified: 2016-03-18T21:43:10.4762

schemas: urn:scim:schemas:core:l.0

id: léabiZbZcd-e663-4e5a-9ef6-68387d55d892

displayname:

scim.write

5. Add the new user to the required groups.

uaac member add scim.read <user_ name>
uaac member add scim.write <user name>

[predix@localheost ~]5 uaac member add scim.read userl@gmail.com
Success
[predixfilocalhost ~]5 uaac member add scim.write userliigmail.com

o

SUuCCess
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6. View user details.uaa

m Toview all users, run the command:
uaac users
The user now has access to the UAA zone

[predix@localhost ~]5% uaac u

sers

resources:

lastmodified:

id: BOf03B46-5fa5-413b—-abbi3i-al3eT7fazlz2055
meta

version: 0

created: 2016-03-18T21:41:29.477%2

Z201e-03-18T21:41:29.477Z

name
emails:
value: userlfgmail.ccm
primary: false
groups:
value: lébZbZcd-e663-4e3a-9ef6-68387d55d892
display: scim.write
type: DIRECT
value: bfd7bd49l-e2c5-47ea-8959c-ebB826c47499d
display: scim.read
type: DIRECT
approvals:
active: true
verified: false
origin: uaa
schemas: urn:scim:schemas:core:1.0
username: userlfiigmail.com
zoneid: |[¢758a891-d2d0-4d19-a2a3-450496£8557e
passwordlastmodified: 2016-03-18T21:41:25.000%2

schemas:

urn:scim:schemas:

core:l.0

Page 61

Predix Training Programs




Lab 4: Implementing Security in Predix

7. View the UAA login page.

To view the page your user should see when they try to log into an application, paste the
uri of your UAA instance into a browser and append /1login at the end

{5 https://03fffb3a-da91-4elb-8a77-dccl131317176.predix-uaa-training.run.aws-usw02-pr.ice.predix.io/login

m At the Predix login screen, enter the user name (not email) and user password
m Click Signin

Predix

Wendy

m The login is successful, but an error message is displayed

You should not see this page.

Set up your redirect URI.
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client add [name] Add client registraticn
——scope <list>
——autheorized_grant_types <list>
——authorities <list>
—-—access_token_vwvalidity <seconds>
——refresh_token_walidity <seconds:
——redirect_uri <list>
——autcapprove <list>
——signup_redirect_url <url>
——clone <other>, get default
settings from cther

-5 | ——secret <secret>, client
secret
-i | ——[no-]interactive,

interactively wverify all walues

Note: When creating the new client, we did not specify a redirect attribute. You can add
the redirect by updating the client.

If the redirect_uri had been set you would have been directed to your application.

RMD Reference App

SELECT CONTEXT =

Predix

2 b et 1t Brohs et program Adbes o v a
tha redaliny’ Gothl crgurszanon. Than you can scoen
e
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Exercise 4: Create an ACS Instance

Overview

In this exercise you will create an ACS instance, and bind your application to the instance.

Steps

1. Verify that the UAA service is available in the marketplace.

m In the Terminal run the command:
cf marketplace
The predix-acs-training service is listed along with its Plan name and description

service plans description
free Logstash 1.4 sery
free Logstash 1.4 serv
standard RabbitMQ is a rol
standard RabbitMQ is a rol
shared, shared-nr FEeliable PostgrsSg
Beta, Enterprise* Use this service
Basic, Free Design precise ad
Beta, Enterprise* Add analytics to
Beta, Enterprise* Use this service
Tiered Create and store
Beta, Enterprise* Design, develop,
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2. Create an ACS service instance.

Note: You will use the training version of ACS for this exercise rather than the
production version.

m Inthe Terminal run the command to create a service instance with the following syntax:

cf create-service predix-acs-training <plan> <my_acs_instance> -c
'{“trustedIssuerIds”:”<uaa_instance_issuerID>"}'

& Replace <plan> with the plan name (e.g. Tiered, Basic, Free)

& Replace <my acs instance> with an instance name of your choice

& Replace <uaa instance issuerID> isthe issuerlD (not the uri) of your UAA
instance that you saved when you created your UAA instance.

# Verify a status of OK is returned
Example:

[predix@localhost n =3=
-c '"{"trustedIssuerIds":"https://c758a891-d2d0-4d19%9-a2a3-4504
Te.predix-naa-training.run.aws-uswlZ-pr.ice.predix.ioc/o /to

[wx v ]
[ S

- N m

Creating service instance in org

a1}
w
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Exercise 5: Bind your Application to the ACS

instance

Overview
You must bind your application to your ACS instance to provision its connection details in the

VCAP_SERVICES environment variable.

Steps

1. Bind your application to the new ACS instance.

In the Terminal execute the command:
cf bind-service <Spring-Music-app> <my_acs_instance>

|
¢ Replace <Spring-Music-app> with your application name

& Replace <my acs_instance> with your ACS instance name

Example:
[predix@localhost ~]5 cf bind-service cf-spring cf-acs
Binding serwvice to app in org / spa
ce as
TIP: Use ' cf-spring' to ensure your env variable changes
take effect
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m Verify the binding:
cf env <your app name>

"predix-acs-training": [
i
"credentials™: |
"uri": "https://predix-acs-training.run.aws-uswlZ-pr.ice.predix
o™,
"zone™: |
"http-header-name": "Predix-Zone-Id",
"http-header-value": "6a5a8113-2b8%kp-4£f2d-9343-baeid0Z3dcff",
"cauth-scope": "predix-acs-training.zones.gasatBll3i-Zb%p-4fZ2d-4
N3-bae2d023dcff.user"
h
b
"label": ﬂpredix—acs—training“,
"name": "cf-acsM,
"_‘Dlan“ . "FIE'E'",
'I!taq-s'll: |"|

Notice the label is predix-acs-training and the name is cf-acs

m Copy the ACS information into your text editor file. You need the OAuth scope to configure
the OAuth client to work with ACS.
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Exercise 6: Update an OAuth2 Client to Work with
ACS

Overview

To enable applications to manage policies and attributes using ACS, you need to update your
OAuth2 client with the required OAuth?2 scopes and authorities. In this exercise, you will
establish your OAuth?2 client to handle Policy Management Services. This will handle tokens

sent by the application or client.

Steps

1. Update your Client to work with ACS

m Login as admin to make these changes. Run the command:
uaac token client get admin

Specify the admin password (<admin_secret>) when prompted

[predix@localhost ~]$ uaac token client get admin
E R A

Client secret:
Successfully fetched token wia client credentials grant.
Target: https://03fffb3a-da9l-4elb-8a77-dccl31317176.predix—uaa—y
Context: admin, from client admin

GE Digital Page 68




Predix Developer Boot Camp

m Run the command:
uaac clients

[predixfilocalhost ~]% uaac clients

sCcope: Uuaa.none

resource_ids: none

authorized_grant_types: client_credentials

autoapprove:

action: none

authorities: clients.read
zones.c758a891-d2d0-4d19-22a3-450496£8557e . admin
clients.secret idps.write uaa.resource clients.write
clients.admin idps.read scim.write scim.read

lastmodified: 1458333539642

cf-client

sScope: uaa.none

resource_ids: none

autheorized_grant_types: autheorizaticn_code client_credentials
refresh_token

autoapprove:

action: none

authorities: clients.read clients.write scim.write scim.read

lastmodified: 1458336998687

Note the client authorities in both the admin client and the client you will use for your
application (cf-client in this case).
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m Buildtheuaac client update --authorities command so thatthe OAuth client
has the appropriate authorities to work with your ACS service instance
¢ Open a new file in your gedit text editor and enter the update command
& Enter a space and double quote after the --authorities flag
& Listall the authorities (single space in between), including those that the client already
has
- Original list, from your client environment variables (see prior page graphic):
clients.read clients.write scim.write scim.read
- Enter a space, then enter the zones .<UAA_uri>.admin variable listed under
the admin authorities (see prior page graphic)
- Enter a space, then enter the required ACS scopes:
acs.policies.read acs.policies.write acs.attributes.read
acs.attributes.write
<oauth-scope> (from the application environment variable for ACS)

¢ Endyour command with a double quote

Example:

File Edit View Search Terminal Help

{predixf@localhost ~}$ uaac client update --authorities

“"clients.read clients.write scim.write scim.reado—{)riginul
zones.ad6e23ef-079a-4086-8d75-65¢c8bcle7c38. admin+—Copy from Admin authorities
acs.policies.read acs.policies.write acs.attributes.read

acs.attributes.write «——=ACS additions
predix-acs-training.zones.ccffl1702-e£f11-4769-a527-deade4c917b0.user"

Copy from app env oauth-scope variable

¢ When prompted, enter the client name you created
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Sample results for updating the OAuth?2 client:

[predix@localhost ~]% uaac client update —--authorities "clients.read
clients.write scim.write scim.read zones.c758a891-d2d0-4d19-aZa3-45
D496f8557e.admin acs.policies.read acs.policies.write acs.attributes
.read acs.attributes.write predix-acs-training.zones.6a5afll3-2b% -4
f2d-9343-bae2d0i3idcff.user"

Client name: cf-client

scope: uaa.none

client_id: cf-client

resource_ids: none

authorized_grant_types: authorization_code client_credentials

refresh_token

autoapprove:

action: none

authorities: clients.read acs.policies.read acs.poclicies.write
predix-acs-training.zones.8a5a8ll3-2b%0-4£f2d-9343-baeid023dcff
.user zones.c758a881-d2Zd0-4d19-a2a3-450496£8557e . admin
acs.attributes.read clients.write acs.attributes.write

scim.write scim.read
lastmodified: 1458342001662
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Exercise 7: Manage ACS User Access

Overview

Your client will manage the resources for Attribute Management Services, and the account and
permissions will need to be set up. You created a user in a previous lab. When your user logs in
and creates a report, the user will need read permissions.

Create, Assign
User/resource
attributes

e acs.attributes.write

Application
Administrator

et access
control policies

App_1_Client

— C s.read

Developer or Applicatio ies.write
Administrator
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Steps

1. Create the groups required for ACS in UAA.

You can use Admin to create groups, although as a best practice, you should use your application
client to manage policies and attributes in your application. You updated your application client
in Exercise 3 to enable that client to manage ACS attributes and policies.

m Ensure your UAA instance is the intended target
uaac target <uri>

m Logon as the administrative client
uaac token client get <app client>
Specify the <client_secret> when prompted

m Create the groups required for ACS in UAA:
uaac group add acs.policies.read
uaac group add acs.policies.write
uaac group add acs.attributes.read
uaac group add acs.attributes.write
uaac group add <acs_oauth_scope>
Where <acs_oauth_scope> is the ACS oauth-scope environment variable

[predix@localhost ~]5 unaac group add predix-acs-training.zones.6aSas
113-2b9b-4f2d-9343-bae?2d023dcff.user
meta
version: 0

created: 2016-03-18TZ23:06:59.470Z
lastmodified: 2016-03-18T23:06:59.470Z
schemas: urn:scim:schemas:core:1.0
id: 6762ed45c-cdeT7-4345-8a26-e9c7034e5315
displayname: predix-acs-training.zones.68a5a8ll3-2b%0-4£2d-9343-bae
2d023dcff.user
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2. Touse the Policy Management service the user/client must authenticate using a JSON Web
Token (JWT) bearer token that includes the acs.policies.read scope for reading the policies
or the acs.policies.write scope for writing the policies. To use the Attribute Management
service, the user/client must authenticate using a JWT that includes the acs.attributes.read
and the acs.attributes.write scopes.

m User the uaac users command to find the user created previously
m Assign membership to the required scope:
uaac member add acs.policies.read <user_ name>
uaac member add acs.policies.write <user name>
uaac member add acs.attributes.read <user_ name>
uaac member add acs.attributes.write <user name>
uaac member add <acs_oauth scope> <user name>

You will see a message indicating you have succeeded assigning membership to your
user.

The user is now able to authenticate through ACS Policy Management, Attribute
Management, and Policy Evaluation services.
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Learning Objectives

By the end of the lab, students will be able to:

Add a link and route for the Patients page to the Predix Starter Pack
Show data in a table

Customize the px-theme component to style the application
Customize a reusable Predix web component

Use the customized component in your application

Fetch data from a Polymer web component

Lab Exercises

Adding a Route using Angular JS, page 77

Creating a Controller, page 82

Changing the View and Model, page 84

Styling Your Application, page 87

Creating a View to Display a Web Component, page 93
Creating a Web Component, page 96

Connecting a Microservice, page 102

Directions

Complete the exercises that follow.

Lab 5: Ul Basics

Note: The code for these exercises is found in the UlLab.txt file. Your instructor will provide
you with the path to this file.
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Exercise 1: Adding a Route using Angular JS

Overview

In this exercise you will start up the predix seed web application and add a new page to the
application, using the Predix Angular Ul-router. (This is not the built-in router Angular JS ships
with.) You will add a new Angular controller and use it to add data to the page.

Steps

Note: The Predix seed application is already installed, along with its required npm and

bower installations. Normally, you would run npm install and bower installs after saving the
seed application files to your directory.

1. Test the application locally.

m Inthe Terminal, use the following command to navigate to the predix seed app:
¢ cd ~/PredixApps/training labs/fundamentals/predix-seed-1.1.3
m Run the following command to start the local web server

¢ grunt serve

The command line interface (CLI) responds with several lines, ending as follows.

Eunning "clean:build" (clean) task
RBunning "connect:livereleoad" (connect) task
Started connect web server on http://localhost:2000

Eunning "watch"™ task
Waiting. ..

||
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The web browser opens and loads the predix starter web application

£ Predix

Dashboard Seed

Use the Dashboard Seed to develop your own industrial monitoring application. The Dashboard Seedis both a
tutorial and a template that gets youw up and running quickly. It provides you with capabilities such as a contextual
browser, data source control, Ul elements integration, internationalization, and Clowd Foundry deployment
support. Just click the link below to clone this project and begin ceding... it's that simple!

[dil Components Before you begin building an application please read the Gettir

Note: Press <Ctrl> + <C> when you need to do something else in your Terminal. This stops
the watch task of the grunt serve command.

Leave the grunt watch running in your Terminal. To run additional commands in the
Terminal, open a new window using the File menu (File>Open Tab).
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2. Add a new navigation link (route).

On the left side of the web page, there is an existing navigation component. You will add a new
link called Patients

The code provided adds an Angular Ul route which is used to associate a view and a controller
with a URL. The routes.js file contains all of the routes for the application and you will add a
new state in this file.

Note: The paths noted in the lab instructions assume you are starting in the
predix-seed-1.1.3 directory unless otherwise directed.

As noted previously, to copy and paste code into your application files, open the UlLab.txt file in

the gedit text editor and refer to it for the duration of the lab. This file is in the
predix/PredixApps/training labs/fundamentals folder.
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m Inyour text editor, navigate to the public/scripts directory (under the
predix-seed-1.1.3 directory)

¢ Openthe routes.jsfile
¢ Add a new state to the file
- Remove the semicolon after the components statement

- Paste in the code provided at the end of the $StateProvider section just after
/components.html

Ensure that your code reads exactly as below:

H
.5tate ('components’',
Hl 4. ¥

templateUrl:

.state("patients’',

S -

url: I n .
templateUrl:
controller:

¥

L

¢ Savethefile (kctrl + s>)

3. Create a new link (tab) in the navigation and add some data for display in the view.

m Create a new link
+ Inyour text editor, navigate to the public/scripts directory
¢ Opentheapp.js file
¢ Addacomma after label: ’'Data Control’}
¢ Add the code provided to the tabs array

This code defines router paths and is where the name of the route is matched to the controller
and view template.

Your code should read as follows:
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window.App = SrootScope.lpp =
version: 'l ',
name: 'FPredix Seed',

{icon: "fa-home', state:
{icon: 'fa-tachometer',
th', state:

', label:
state: 'dashboard',
'y label:

', label: 100
1', label: |"Data Control'},
', lahel: "

| D
label: hi
', subitems:

', state: "components', label:

4, Store some dummy data for display in the view.

m Inthe same file, store some dummy data for display in the view
¢ Locate this line in the file:

predixApp.controller ('MainCtrl',
'SrootScope', function, ...

& After this line, paste the code provided into the root scope
Your code should read as follows:

['"Sscope',

predixApp.controller| | I B ', function ($scope,
o0oT: pe) {
N ] e 3= 2 _r . E - A = - § e
J W L [ 2 P 1 n oot [ ||5"-= 00X | § [ - [ & Call e nem ) mu.L
SrootScope.patients =
id: : , lastName: o
id: . y L82 Name:
1;

//Global

application obiject

¢ Save thefile
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Exercise 2: Creating a Controller

Overview

In this exercise, you add the Patients controller to the application.

Steps

1. Create the new patients controller in the patients.js file.

m Inyour text editor, navigate to the public/scripts/controllers directoryinthe
seed application
¢ Create afilecalled patients.js and paste the code provided into the file

Your code should read as follows:

« function

» [unction(i:

pe . function
var patient
ts.length + 1,

¢ Save thefile
This code defines the Patients controller (PatientsCtrl), the add.Patient function, and the form
(model)
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2. Add areference to the new controller.

m Inyour text editor, navigate to the /public/scripts/controllers directory
¢ Openthefilemain. js file
¢ Paste the code provided into the file, replacing all code
This reference ensures that the new controller is loaded into the browser.
¢ Save thefile

3. Create a new view to display a table of patient data.

m Create a new directory called patient in the public/views folder

m Create a new file in the patient folder called index.html

m Inyour text editor, navigate to the public/views/patient directory
¢ Openthe index.html file
¢ Paste the code provided into the file
¢ Savethefile

This view uses the Angular ng-repeat directive to iterate over the list of patients in
scope.

¢ Refresh the browser and the application appears with the new navigation link and the
patient data

Patients

About

Patient ID First Name Last Name
1 Bob Dylan

2 Joe Sammy

@ Dashboard

8% cards

Patients
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Exercise 3: Changing the View and Model

Overview

In this exercise, you will add a form (with two name fields) that allows the user to dynamically
change the view and the model (data) on the web page. You will add First Name and Last
Name input fields and an Add Patient button to allow users to add patient data to the table.
Finally, you will add a search field to provide filtering.

Steps

1. Add Name entry fields and an Add Patient button.

m Inyour text editor, navigate to the views/patient directory
¢ Openthe index.html file
+ Enter the code provided after the <h2> tag
Your code should read as follows:

<h2 cla . "»Patients</h2>
<div cla P ">
<button types=" "»Add Patient</button>
</div>
<div cla - "

¢ Save thefile
& Refresh your browser
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Your web page should look similar to the one below:

& Predix

Patients

# About FirstName:[ e, Joe |LastName: e. Smitt

Add Patient

@ Dashboard

e Patient ID First Name Last Name
§22 Cards
S 1 Bob Dylan

2 Joe Samm
il Components o

Patients

¢ Add some patient First and Last Names to test your page
The Add Patient button should submit the names to your list.

2. Add a search field to filter the patient data on the page.

m Inyour text editor, navigate to the public/views/patient directory
¢ Openthe index.html file
& Add the code provided after the <br/> tag

</div>

<lbr/>

<p>Search: ng-model="filterText"></p>
<div class="flex">

3. lterate over the patient table.

# Find the following line in the same file:
<tr ng-repeat="patient in patients”>
& Replace the line with the code provided
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¢ Save thefile

& Refresh the browser

Lab 5: Ul Basics

+ Navigate to the Patients page and test the search/filter functionality

The application allows you to add multiple patient names and filter on them.

Patients
# Abo First Name: Last Name: Add Patient
& Dashboard
Search: |
Patient ID First Name Last Name
1 Bob Dylan
2 Joe Sammy
3 Johnmy Rivera
4 Samimy Rivera
5 Tammy Rivera
6 Albert Rivera
7 John Smythe-Smith
- Edward Rivera
9 Sam Spade
10 Sarah O'Connor
11 Wilson Wilson
12 Tim Taylor
13 Frank Undenwood
Patients
About - -
First Mame: Last Mame: Add Patient
Dashboard
Search: |Riv|
Cards
Patient ID First Name Last Name
Components 3 Johnny Rivera
4 Sammy Rivera
Patients 5 Tammy Rivera
6 Albert Rivera
8 Edward Rivera
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Exercise 4: Styling Your Application

Overview

In the last lab, you created a Patient Input Form without any styling. In this lab, you'll use Predix
styles to give the form a nice look and feel.

Normally, you use the GitHub repository to copy Predix projects (web parts, components,
elements) to your laptop. We have already staged the px-theme, px-library-design,
px-forms-design, and the generator-px-comp projects on your DevBox. All of the projects’
dependencies have also been installed using npm install and bower install. To see the actual
steps for this, see the Installing Px Theme Components from GitHub section in the Appendix
at the end of this guide.

Steps.

1. Generate the CSS files and add the px-forms-design component.

m Fromthe predix/PredixApps/training labs/fundamentals/px-theme
directory in the Terminal, run the grunt command

The Sass pre-processor generates the CSS files, including the px-forms-design
component.

Tip: Gruntisacommand line tool that runs tasks for JavaScript. Here it assures that the Sass
files generate the appropriate CSS. In the next step, the grunt watch command ensures
that CSS files are updated as changes are made to .scss files. This allows you to immediately
see your code changes in the web application.

Open a new Terminal window by selecting Open Tab from the File menu

.
¢ Runthe grunt watch command from the/px-theme/sass directory
# Inyour text editor, navigate to the px-theme/sass directory

.

Open the px-page-theme. scss file
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& |Insert the code provided just above the //2App line so your code appears as follows:

@import "px-theme.scss";
@import "px-forms-design/_base.forms.scss";

html {

position: relative;

m Run the following commands in the Terminal:

& Fromthe /predix/PredixApps/training labs/fundamentals/px-theme
directory, run the bower link command

¢ Fromthe predix-seed-1.1.3 directory,runbower link px-theme
These commands link your px-theme project to the predix-seed-1.1.3 project directly.
¢ Reload the “Patients” page in your browser

Tip: You may need to run the grunt serve commandinthe predix-seed-1.1.3
directory again.
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Your Patients page appears as below:

Patients
L About , ;
First Name: [l e. |oe ] Last Mame:
li.e. smith || Add Patient |
Dashboard
£ Cards Search: | |
Interactions Patient ID First Name Last Name
1 Bob Dylan
2 Joe Ssammy

Components
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2. Add classes to the HTML.

m Inyour text editor, navigate to the predix-seed-1.1.3/public/views/patient
directory

¢ Openthe index.html file, and replace all of the HTML from and including the
<form> tags with the code provided

Your code should appear as follows:

<div class="flex">
ng-submit="addPatient (] "
<ol class=list-bare>»
<li class=form-field>
for="first-name">First Name
type="text" id="fiz me" placeholder="1.: " ng-model="1
<fli>
<li class=form-field>
for="1a me">Last Name:
type="text" id="la e" placeholder="1i.e. h" ng-model="
<fli>
<fal>
class="btn btn--primary" type=" mit" value="A4 "
</div>
chr />

If you reload the browser now, you will not see the changes because the input--small and
btn--primary classes are notincluded by default. Px only includes classes you want to use.

3. Add the class to your project - primary button.

m Toinclude these classes, in the px-theme/sass directory, open the
px-page-theme.scss file.

# Add the code provided in the //Objects section on the line after
“Sinuit-enable-btn--bare”
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4. Add the class to your project - small input.

& Add the code provided in the same section on the line before

@import “px-forms-design/ base.forms.scss”;” and save

Note: Be sure to place the code exactly as instructed in the .scss file because line order is
critical.

Your code should appear as follows:

Sipuit-enable-btn--bare : true;
Sinuit-enable-btn--primary : true;

@import " . "
Sinuit-enable-layout--small : true;
Sinuit-enable-layout--flush : true;
finuit-enable-layout--full : true;

@i]‘.lpD:t M1 3vout . ign/ A 1avout lll:.
|E-'1-|E-n~'1' ":-- n
Sinuit-enable-input--small : true;

Bimport "px-fornm lesign/_base.forms. "

m Reload the page in your browser
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Your Patients page should have a new blue button and nicely formatted, small text fields.

Patients
pla First Name:
#@ Dashboard e. Joe

Last Name:

B2 Cards

Search:

Patients

il Components

Patient ID First Name Last Name
1 Bob Dvlan
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Exercise 5: Creating a View to Display a Web
Component

Overview

In this exercise, you will create a view in order to display a hospital web component. The web
component displays the number of hospitals within the network. In order to create the view, you
create another new state for the Angular Ul router to use. You will also create a new link to be
able to navigate to the view. Finally, you will add a controller with some dummy data to display in
the view.

Steps

1. Add anew state.

m Inyour text editor, navigate to the predix-seed-1.1.3/public/scripts directory
¢ Openthe routes.jsfile
¢ Add a new state to the file
- Remove the semicolon after the components statement
- Paste in the code provided at the end of the $StateProvider section and save the file
Ensure that your code reads exactly as below:

b
.s5tate('patients’,

url: _ n .
templateUrl: '/views/patient/index.html’,
controller: I trl!

H
.state("hospitals’,

T

url: hosy .
templateUrl: 'wviews/hospital/index.html',
controller: 'H l1sCtrl’
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2. Create a new Hospital link for the view.

m Inyour text editor, navigate to the public/scripts folder
¢ Openthe apps. s file

& Add the given state and label information to the tabs array and align the text (using
spaces) underneath the prior state information

¢ Addacomma after ' Patients’ }
Your code should read as below:

name ]
SES5100 ¢
tabs: [
{icon: "fa-home', state: "about', label: "About'},
{icon: "fa-tachometer', state: "dashboard', label: "Dashboard"},
{icon: "fa-th', state: "cards", label: "Cards", subitems:
{state: "interactions', label: "Interactions'},
{state: "dataControl", label: 'Data Control'},
{state: "patients", label: "Patients'l,]
lfstate: 'hospitals', label: "Hospitals'}
:'r
{icon: "fa-bar-chart', state: "components', label:

m Press<ctrl> + <s> tosavethefile

3. Add the controller for the view.

m In your text editor, navigate to the public/scripts/controllers directory
¢ Createanewfilecalled hospitals.qjs
¢ Paste in the code provided to create the controller
The file includes some dummy hospital data.
¢ Savethefileashospitals.js
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4. Add areference to the new controller.

m Inyour text editor, navigate to the public/scripts/controllers directory
¢ Openthemain.jsfile
¢ Replace all of the contents of the file with the given code.
& Press<ctrl> + <s> tosave thefile

5. Create the view to display the hospital web component.

m Inyour File Finder, navigate to the public/views directory and create a new folder called
hospital

m Create anew index.html file there

¢ Open the file with your editor and enter the code provided
¢ Save thefile

6. Testyour application locally.

m Open your browser, refresh your page and navigate to the Hospitals link.
You should see a tab with the text, “There are 2 hospitals within this network.”
HOSPITALS

There are 2 hospitals within this network.,
ﬁ Dashboar:

B Cards
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Exercise 6: Creating a Web Component

Overview

In this exercise, you will customize a Predix component and connect it to the seed application.
We have staged the component on the DevBox for you.

Normally, you would download and install the component and its dependencies from GitHub
and then generate the component using a Predix component Yeoman generator. This
component renders a simple HTML table that displays hospital data. The Yeoman generator
allows developers to specify how to build their web application. It uses the yo scaffolding tool
from Yeoman as well as a package manager like bower or npm, and a build tool like Grunt.

To see the actual steps for this, see the Creating a Web Component section in the Appendix at
the end of this guide.

Steps

1. Test the web component locally.

m Inthe Terminal, change directories and start the local test by running these commands
¢ cd ~/predix/PredixApps/training labs/fundamentals/hospital-info
¢ grunt firstrun

The grunt firstrun command interprets the Sassinto CSS and starts a local web
server to test the component by itself.

o Click the DEMO link in the upper right hand corder to see the web component

¥+ @ B o =

5 Dpocs
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o Click the number to increment it and test the demo page

] k)

o.htm v & [Q, Search »

ClDemow

Demo

Although related, examples are /not/ the same as the test fixtures. Tests are tests,
examples are examples.

Also see the documentation and the Ul test fixture.

Click on the counter to make it increment:

2. Tell the grunt service to watch for project changes.

m Open a new Terminal window by selecting Open Tab from the File menu in the Terminal

[E—
Edit View Search Terminal Help
Open Terminal Shift+Ctri+N pents/paper

~ope K

New Profile...

pmponents/p
Save Contents

Close Window Shift+Ctl+Q Larked

m Runthe command: grunt watch

This tells the grunt service to look for changes in the project. It automatically processes the
Sass code (.scss files) into CSS as you make changes.
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3. Replace the code in the component section of the hospital-info-sketch file.

m Inyour text editor, navigate to the
/training labs/fundamentals/hospital-info/sass/directory

m Openthehospital-info-sketch.scss file
m Replace the Component section with the code provided
m Save thefile

4. Replace the dom-module section in the hospital-info.html file.

m Navigatetothe /training labs/fundamentals/hospital-info directory
¢ Openthehospital-info.html file
& Replace the <dom-module> section with the code provided
& Save thefile

5. Replace the script section in the hospital-info.html file.

m Inthe same file, replace the <script> section with the code provided
m Save thefile
m See the next page to make sure your code is correctly placed.
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Your file should read as follows:

21 @demo demo.html

>Hospital Name :</th><td><span>

»Hospital Address :</th»<td><span>

<t tk Fhone th><td><span
{{hospitalDetails.phone}}<
35 <ftable>
36 </div>
37 </template>
38 </dom-module*Rel
39
40 <script>
41 Polymer({
4z is: "hospital-info',

43 properties: |
44 hospitalDetails:
45 type: Object
46 }

47
48 1)
49 </

cript>

o=
[¥]
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6. Connect the hospital-info component to the seed app.

m In the Terminal, run these commands:
# (from the hospital-info directory) bower link

¢ cd ~/PredixApps/training labs/fundamentals/predix-seed-1.1.3
¢ bower link hospital-info

m Inyour text editor, navigate to the predix-seed-1.1.3/public directory
¢ Openthe index.html file
¢ Add the code provided at the end of the <card.html> section as follows

¢ Modify the <h1> tag, after the svg> tag, replace the word “Predix” with a name for
your app, such as “My Healthcare System”

My| Healthcare System

¢ Save thefile

7. Add the px-card to show hospital information in the project.

m Inyour text editor, navigate to the predix-seed-1.1.3/public/views/hospital
directory

¢ Openthe index.html file
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¢ Add the code provided to the bottom of the file and save the file

There are {{hospitals.length}} hospitals within this network.

¢ Rungrunt serve from the predix seed directory to see the new component:

HOSPITALS
# About

There are 2 hospitals within this network.
@ Dashboard

i Cards

Interactions Hespital Details

Hospital Mame:  Stanford Hospital and Clinics

p:

. Hospital Address: = 300 Pasteur Drive
Hospitals
| Components Email: mike@stanfordedu

Phone: 6507234000

This component can be used anywhere in your application. You could use it in a different
application by installing it into that application using bower install.In future, there will be a
Predix web component catalog for sharing your work with other teams.
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Exercise 7: Connecting a Microservice

Overview

Before Polymer components, most API calls were made from Angular controllers or services and
this is still a supported pattern in Predix. However, in this exercise, you will fetch data from a
Polymer iron-ajax element.

You use the following syntax to bring data into a Polymer web component. You use the URL of a
microservice to do this, but in our lab we'll bring data in from a json file as the URL.

<iron-ajax auto url="{{microservice Url}}”

last-response="{{data}}”></iron-ajax>

Connecting from a Polymer Web Component

1. Install a Polymer element.

m InaTerminal window, change to the predix-seed-1.1.3 directory and run the
following command:
bower install polymerelements/iron-ajax --save
m Enter 1 when prompted
This command installs the polymer iron-ajax element. It also provides a reference to
the polymer iron-ajax elements in the bower.json file.
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2. Use the iron-ajax component to fetch data and pass the info to the hospital-info
component.

m Navigate to the index.html file in the
predix-seed-1.1.3/public/views/hospital folder

m Replace all of the code in the file with the code provided and save the file.

Note that the hospital-details jason file (object) is in place of a URL that would normally
provide an endpoint into a microservice.

The options used below the <iron-ajax tag are auto, url, handle-as and
last-response. The auto option tells the system to make the rest call when the iron-ajax
element loads or when the URL or params options changes. The URL tells the program
to go to that location to get data. Handle-as tells the program if the data returning will
be XML, json, a blob, a document, or other data type. Last-response refers to the most
recent response from the ajax request.

3. Create a mock-data file to replaces data coming from a URL).

m Inthepredix-seed-1.1.3/public create afile called hospital-details.json
m Copy and paste the code provided into the new file and save it.

m Inthe Terminal, from the predix-seed-1.1. 3 directory, run the grunt serve
command

The details in the hospital-details file display in the Polymer element in the web
browser.
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Lab6: Using the Asset Service

Learning Objectives
By the end of this lab, students will be able to:

Create an Asset service instance in Cloud Foundry

Bind an application to an Asset service instance

Login as the administrator client

Add a new client

Create a user

Invoke Service Asset APIs to retrieve, add and delete asset objects
Use JSON to define asset objects

Construct filters using Graph Expression Language to query assets

Lab Exercises

Creating an Asset Service Instance, page 109
Binding to Your Asset Service Instance, page 111
Fetch a Token from the UAA Service, page 113
Retrieve Asset Model Data, page 118

Add an Asset to the Asset Model, page 122

Link Domain Objects, page 125

Delete an Asset from the Asset Model, page 127
Construct GEL Queries, page 128

Constructing Transitive Closure Queries, page 132

Directions

Complete the exercises that follow.
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Exercise 1: Creating an Asset Service Instance

Overview

To use a Predix Service, you must first create an instance of the service in Cloud Foundry. This
first exercise provides you with the steps to create an instance of the asset service using the
trusted issuer ID from the UAA instance you created previously. A text file called Asset_Lab.txt
has been placed in your environment for you to copy some of the commands used in this lab.

Steps

1. Display all services in the Predix marketplace.

m |nthe Terminal run the command: c£ marketplace

[predix@localhost ~]% cf marketplace

service plans
free
free
standard
standard

Bazic, Free

Getting services from marketplace in org

shared, shared-nr
Beta, Enterprise®

Beta, Enterprise
Beta, Enterprise

/ space as

description

Logstash 1.4 service for application dev
sh 1.4 service for applicati

iz a robust and scalable

RabbitMQ is a robust and scalable high

Reliable PostgrSQL Service

Use this service to provide a more poweq

Design precise access controls and user

Add analytics to the Predix cloud for uf

Use this service to support elastic exed

Beta, Enterprise*

Tiered Create and store machine asset models af

bBeta, knterprise® Design, develop, and deploy Industrial I
nectivity

Bronze, Silver®, Quickly and efficiently manage, ingest,

Use this service for a full-featured 0AY

Analysis: The Asset service is available in the Service catalog. To use the Asset service,
you will first need to create an instance of the service in your space. This is done using

the cf create-service command.
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2. Create an Asset service instance.

m Inthe Terminal run the cf create-service --help command to display a list of required
arguments:

cf create-service predix-asset <plan> <asset_ instance> -c
'{“trustedIssuerIds”:["<uaa url>"]}’

where:
- Replace <plan> with the plan name (e.g. Beta, Free)
- Replace <asset_instance> with an instance name of your choice
- <uaa_url> - Issuerld from your UAA instance created earlier
m Your command will look similar to this:

[predix@localhost ~]15 cf create-service predix-asset Tiered cf-asset
- '"{"trustedIssuerIds":["https://c758a891-d2d0-4d19-aZa3-450496£85
Je.predix-uaa-training.run.aws-uswl2-pr.ice.predix.io/cauth/token"]

3
i
il

Creating service instance a 5y o NS | / space
s

=

3. Verify the Asset service instance was created in your training space.

m To list all services in your training space, run the command:
cf services

[predix@localhost ~]5 cfservices

Getting services in org / space as

name service plan bound apps
predix-asset Tiered
predix-asset Tiered
predix-asset Tiered
predix-acs-training Free trainingsamp

. L _

Your instance of the Asset service should now be available in the training space.
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Exercise 2: Binding to Your Asset Service Instance

Overview

In this exercise you will bind your Spring-Music application to your Asset service instance.

Steps

1. Bind your sample application to your Asset service instance.

m Inthe Terminal run the command:
cf bind-service <Spring-Music-app> <AssetService_YourName>

Where <Spring-Music-app> is the name of your Spring-Music application
Where <AssetService_YourName > is the name of your Asset service
Note: you can abbreviate the command c£ bind-service ascf bs
For example:
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2. Verify that your application is bound to your asset service instance.

m Inthe Terminal run the command: cf s
& Your service instance should now be listed and bound to the sample application

name service plan
predix-asset Tiered
predix-asset Tiered
predix-asset Tiered
predix-asset Tiered
Dredlri-2C5-LIdalning  FLEE
predix-uaa-training Free
predix-asset Tiered
postgres shared-nr
postgres shared-nr
predix-asset Tiered trainingsamg

3. Display environment variables for your application.

m In the Terminal run the command:
cf env <Spring-Music-app>

"label "predix-asset”,
"name": "EngineAsset”,
"plan®: "Tiered"®,
"tags":

Py

"credentials”:
PipatanceTd" - "H0=031fa_£1-0_d-e3 0403 _5-~0R£3-~24-T78"

I "uri": "https://predix-asset.run.aws-uswl2-pr.ice.predix.io", I

L] L]
zone' :
"http-header-name": "Fredix-Zone-Id",
L F WA S PURS N, PO, B | NL PO L T It . PRPOPRL. . I e SR, 1 T e ok, ¥, B £ 1.

¥
I "pauth-scope”: "predix-asset.zones.b0eB31fa-6lc0-4cea-9463-ac2863c2daT8.user

I

"label"™: "predix-asset”,
"name": "AssetService_EWV",
"plan®: "Tiered"”,

"tags":

& The urifield displays the REST endpoint for your Asset service instance
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Exercise 3: Fetch a Token from the UAA Service

1 Get UAAtoken
Credentials+ |
m el + UAA Instance
- + i
__________ JWT/Bearer Token B T e e |
2 Use token to outhenticote & get osset model dato
© Tokens DataRequest+ | .
ST Asset Instance
enant 1D |
AssetModelData e i
.
Overview

To access and update asset model data, users require a UAA token. Here, you use the REST client
to request the token from the UAA Service. The token needs to be added to every data request to

the Asset Service.

Note: Even though you have created an Asset service instance, you will use a pre-configured
asset service instance so that you can search across data that has already been loaded.

Page 113 Predix Training Programs



Lab 6 : Using the Asset Service

Steps

1. Launch the REST client.

m In Firefox, launch the REST client (click on the red icon shown here)

8B ¥ f B

m You will build a POST request that looks like this: (steps on next page)

Mathod | POST ¥ | URL  53ibcBe-3050-4332-8047-860M e 5al45. predix-uaa. run. aws-us wi2-pr.ice. predis
Headers
AuthodiFation: Basic dHJhaWSobmd o Content-Typd: apbhc aton's - wwi- . x-tenan: esccibda-Beel-4411-aca
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2. Begin configuring the POST request.

m Set the Method and URL (copy and paste this from the Asset_Lab.txt file)
¢ Method: POST (select from drop-down)

¢ URL:
https://299fbc8e-3050-4392-8047-86d3fcc5al45.predix-uaa.run.aws-us

w02-pr.ice.predix.io/oauth/token

WARNING: When pasting text from a PDF, spaces are inserted into the URL at line breaks.
Remove any spaces before continuing on to the next step!

3. Add username and password credentials as a header.

m Click on the Authentication drop-down and select Basic Authentication

File Authentication -« Headers View
|
Basic Authentication
Metho RL | https:/299fbc8e-3050-4392-804
OAuth
. OAuth2

& Enter the user name: training_client

& Password: training_secret
# Click Okay; a new authorization header has been added
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4, Add a Content-Type header.

m In the Headers drop-down, select Custom Header
¢ Enter the name: Content-Type
¢ Enterthe value: application/x-www-form-urlencoded
- Click Okay; a second header is added

5. Add an x-tenant header.

m In the Headers drop-down, select Custom Header
m Enter the name: x-tenant
m Enter the value: eaccfb4a-6ee6-4dfl-acab-afbedlaaa506

6. Construct the body of the response message.

m In the Body section enter the following:
client id=training client&grant type=client_ credentialsé&client sec
ret=training secret

m Click the Send button
m Areturn code 200 OK indicates the request was successful
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7. Copy the token from the response for later use.

m Under the Response section, select the Response Body (Highlight) tab

m Copy the UAA token as shown: (only copy text within the quotes, not the quotes
themselves

Copy UAA token (do nol include gquoties)

e

m You will use this token in the next lab to retrieve assets from the asset mode
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Exercise 4: Retrieve Asset Model Data

Overview

In this exercise you retrieve locomotive asset objects using the Asset Service APIs.

Steps

1. Create a GET request for all locomotive objects.

Open a new tab in Firebox and open the REST client
In the REST client set the Method and URL settings
& Method: GET

¢ URL:
https://predix-asset.run.aws-usw02-pr.ice.predix.io/locomotive

Add a Custom Header
¢ Name: Content-Type

¢ Value:application/json
Add a second Custom Header

¢ Name:Authorization
¢ Value:Bearer <paste the Token returned by UAA>

Request Header
Mame
Value
Bearer ey JnbGCIOWJSUZITNWD. ey JodGKIQISNMJEKZMOwWZCThODKZLTOxY ZMIY TRIM S0
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m Add a third Custom Header
¢ Name: x-tenant
¢ Value: eaccfb4a-6ee6-4dfl-acab-afbed4laaa506

Headers

Authorization: Bearer eyJhbGeiDi.. = Content-Type: applicationson x-tenani: 55009029-6036-4501-8H...

m Send the request; verify a status code of 206 Partial Content is returned in the Header
Request
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2. Review the returned asset data.

m Select the Response Body (Preview) tab to view locomotive assets returned
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3. Copy JSON for a single asset (for use in next exercise).

m In the Response Body (Preview) tab, copy the JSON code for the first locomotive asset as
shown here

& |Include the starting bracket "[" and the closing brace "}," for the asset

Page 121 Predix Training Programs



Lab 6 : Using the Asset Service

Exercise 5: Add an Asset to the Asset Model

Overview

Post a request to add a new locomotive asset to your asset model.

Steps

1. Use the POST method to add a new asset.

m Open anew tab in Firefox and open the REST client
& Change the Method to POST
& Verify the URL:

https://predix-asset.run.aws-usw02-pr.ice.predix.io/locomotive

2. Add authentication and content-type headers.

m Add a Custom Header

¢ Name: Content-Type

¢ Value:application/json

¢ Click Okay
m Add a Custom Header

¢ Name: x-tenant

¢ Value: eaccfbda-6ee6-4dfl-acab-afbedlaaa506
m Add a Custom Header

¢ Name:Authorization

& Value:Bearer <paste the Token returned by UAA>

TIP: Copy and paste the UAA token from the browser tab where you created your first
POST request

GE Digital Page 122



Predix Developer Boot Camp

3. Construct the body of the message.

m Paste the contents of the asset you copied into the Body of the request
m Make the following changes to the JSON

& uri:replace locomotive/1 with locomotive/your name

+ serial_no: replace the existing value with a value of your choice

¢ model: enter a value of your choice

m Remove the comma after the closing curly brace "}"
m Add a closing bracket "]" after the last curly brace "}"

m Send the request

Body

[ .

"ur™: "flocomotivetestuser”,
"type": "Diesel-electric”,
"model": "ES44test”,
"serial_no": "0299999",
"emission_tier": "0+",
"fleet": "/fleet/up-1",

"manufacturer": "‘manufacturer/GE",

n. om S LU

"engine": "fenginevi12-1",
"hgLatLng":

"lat": 33.91460

"Ing": -117.253

74

Lo on

m Inthe Response Headers tab a 204 No Content status code is returned, indicating the
asset was successfully added
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4. Submit a GET request to retrieve the new asset from the asset model.

m Select the browser tab that contains the GET request for all locomotive assets

m Append the name of your new locomotive asset to the end of the URL (in our example, the
name is /testuser)

Method | GET v URL | https:/ipredix-asset.run.aws-uswl2-pr.ice. predix.ioflocomotive/testuser

m Send the request
m Select the Response Body (Highlight) tab to view the returned locomotive asset

m This verifies that you successfully added a new asset to the asset model

GE Digital Page 124



Predix Developer Boot Camp

Exercise 6: Link Domain Objects

Objective
In this exercise you link your new locomotive asset object to a different manufacturer object.

Steps

1. Link the locomotive asset to a different manufacturer.

m Inthe REST client change the Method to: PUT
# URL: verify it points to your locomotive object (our example uses /testuser):
https://predix-asset.run.aws-usw02-pr.ice.predix.io/locomotive/<

your_asset>
m Copy the asset information from the response section to the Body section, and change the

manufacturer property to point to cummins
Note: The PUT operation requires you to specify all attributes for an asset

“un locomotiveltestuser

"type": "Diesel-alactric”,

"model™: "ES44test”,

"senal no™: "099999"

"emission_tier"; "0+",

“fleet”: "Mleet/up-1°,

“manufacturer”: “/manufacturer/cummins”,
"engine”: "fengine/v12-1",

"l =t na
ngLatLng
JLallLTELY

m SEND the request
m Verify a status code 204 OK is returned
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2. Send a GET request to verify the new link.

m In the REST client change the Method to: GET
m SEND the request

m In the Response Body (Raw) tab, verify the manufacturer property now references

cummins:
{
"uri": "Slocomoctiwve/testuser™,
"type": "Diesel-electric",
"model": "ES544test™,
"serial_no'™: "0399397,
"emission_tier™: "O+4",
"fleat™; "/flaat fup-1",
"manufacturer": "/manufacturer/cummins",
"engine™: "Jengine/wlz-1",
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Exercise 7: Delete an Asset from the Asset Model

Overview

In this exercise you use the DELETE APl method to remove the locomotive asset (added in the
previous exercise) from the asset model.

Steps

1. Use the DELETE method to remove an asset from the asset model.

m Update the GET request

¢ Change the Method to DELETE

& Use the existing URL that points to your new locomotive asset
m Send the request

= In the Response Headers tab, a return code of 204 No Content indicates the Delete
operation was successful

2. Submit a GET request to verify the asset was deleted.

m In the REST client change the Method to GET
m Send the request
m In the Response Headers tab, the response code should be 404 Not Found

This indicates that the asset was successfully deleted
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Exercise 8: Construct GEL Queries

Overview

In this exercise you construct different GEL queries to control asset data returned by GET
requests.

Steps

1. Add a fields clause to display selected fields for locomotive objects.

m In the REST client, verify the Method is: GET

m Verify the request URL references the /1locomotive domain object

m Append the following fields clause to the end of the URL
?fields=uri,model,manufacturer

URL | https//predix-asset.run.aws-usw02-pr.ice.predix.io/locomotive ?fields=uri,modelmanufacturer

m SEND the request
m Select the Response Body (Preview) tab to view the results
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1. Add a filter to query all locomotives of type Diesel-electric.

m Inthe RESt client, append the following filter clause to the end of the URL
?filter=type=Diesel-electric

URL | hitps//predix-asset.run.aws-usw02-pr.ice. predix.io Inmmo:ive[:r:lter_-.‘ype-Diesel-electric

m SEND the request
m Select the Response Body (Preview) tab to view assets returned

2. Query locomotives that are Diesel-electric and are a model of SD70ACe.

m Append the following filter clause to the end of the URL
?filter=type=Diesel-electric:model=SD70ACe

RL |¢-asset.run.aws-usw02-pr.ice.predix.io/locomotive?filter=type=Diesel-electric:-model=SD70ACH

Note: The : symbol denotes an AND operation

m SEND the request
m Verify the correct subset of locomotive objects are returned
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3. Query locomotives that have an engine type of v12-6.

Note: up until this point, you have constructed filters with simple attributes; now you will
add a filter with an attribute that references another domain object.

m Append the following filter clause to the end of the URL
?filter=engine=/engine/v12-6
(the “/engine/” references a path to the engine domain object)

URL | https://predix-asset_run.aws-usw02-pr.ice. predix inllncumntive Hilter=engine=/engine/fv12-6

m SEND the request
m Asingle locomotive object is returned

4. Construct a forward-relate query to retrieve.

m Change the URL to reference the engine domain object
https://predix-asset.run.aws-usw02-pr.ice.predix.io/engine

m Append the following filter clause to the end of the URL
?filter=type=Diesel-electric>engine

URL | https://predix-asset run_aws-usw02-price predix inlengine?ﬁlter=type=Diesel-electric}engine

m SEND the request

m All engines that are part of Diesel-electric type locomotives are returned

m Query Logic
& The query first returns all objects with a type property=Diesel-electric
& From that result set, find all objects that have an engine relationship to other objects
& From that new set of objects, return only engine objects
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5. Construct a backwards-relate query to retrieve fleet assets for customer CSX.

m Change the URL to reference the fleet domain object
https://predix-asset.run.aws-usw02-pr.ice.predix.io/fleet

m Append the following filter clause to the end of the URL
?filter=name=CSX<customer

URL | https://predix-asset run_aws-usw02-price predix iofleet Ailter-name-CSX<custamer

m SEND the request
m All fleets owned by customer “CSX” are returned

m Query logic:
& The query first returns all objects with a name property of CSX

& From those objects, traverse backwards on the customer relationship (this returns
another set of objects)

¢ From that new set of objects, return only fleet objects
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Exercise 9: Constructing Transitive Closure Queries

Overview

In this exercise you work with the asset data model which is more representative of a hierarchical
structure containing many levels of objects. You use the transitive closure operator to traverse
the asset model and return all asset objects for each level specified in the query.

Steps

1. Explore the asset data model.

m Submit a GET request to return all objects in the asset collection
¢ Change the URL to reference the asset collection
https://predix-asset.run.aws-usw02-pr.ice.predix.io/asset
m The request returns all objects in the data model (partial list shown here)
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Things to note:

In the JSON, notice that the parent attribute is used to link asset objects between
hierarchy levels.

For example, the aircraft object has no parent attribute which distinguishes it as the
top-most parent object in the hierarchy. The aircraftEngine object has a parent
attribute that points to the /asset/aircraft object. This indicates that
aircraftEngineisachildtoaircraft,andsoon.

2. Execute a forward-relate transitive closure to retrieve parent assets of crankShaft.

m Append afilter clause (bolded here) to the GET request URL

https://predix-asset.run.aws-usw02-pr.ice.predix.io/asset?filter=n
ame=crankShaft>parent[t3]

& The query retrieves 3 levels of parent objects for all crankShaft objects

e

parent

parent

I parent
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Query execution logic
¢ ?filter=name=crankShaft returns all assets with a name attribute of crankShaft

& >parent[t3] - from those crankShaft objects, traverse the parent relationship in a
forward (upwards) direction

m The query returns the following asset objects:
& aircraftMotor
& aircraftEngine
& aircraft

3. Execute a backwards-relate transitive closure.

m Append afilter clause (bolded here) to the GET request URL

https://predix-asset.run.aws-usw02-pr.ice.predix.io/asset?filter=n
ame=aircraftMotor<parent[t2]

Query execution logic

¢ ?filter=name=aircraftMotor will return all assets that have a name attribute of
aircraftMotor

& <parent[t2] - from those aircraftMotor objects, traverse the parent relationship in a
backward (downward) direction

m The query returns the following asset objects:
& crankShaft
o cylinder

m Experiment with different token [t] levels to traverse up and down the parent relationship
in the hierarchy.
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Lab 7: Working with Analytics

Part I: Your Dev Environment and UAA

Learning Objectives

By the end of this lab, students will be able to:

m Create and bind the Analytics service instances to an application
m Configure the UAA service instance for authorization and access

Lab Exercises

m Create and Bind an Analytics Catalog Service Instance, page 137
m Create and Bind an Analytics Runtime Service Instance, page 141
m Updating the OAuth 2 Client, page 144
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Exercise 1: Create and Bind an Analytics Catalog Service

Instance

Overview

Before you begin this exercise, make sure that:

m aninstance of the UAA service has been configured as your trusted issuer.
m an application has been bound to your UAA service instance

Steps

1. Listthe services in the Cloud Foundry marketplace.

cf marketplace (or cf m)

[predixflocalhost ~18%

Basic, Free

Getting services from marketplace in org / space as

service plans description
beta Monetize your
free Logstash 1.4 s
standard RabbitMQ is =&
standard RabbitMQ is a
Beta Enhance locati
shared-nr Reliable Postg
Tiered Use this serwvi

Design precise

Bronze, Silver®*, Gold*
Bronze, Silver®, Gold*
Free

Add analytics
Use this serwvi
Use this brows

Tiered
Tiered

Create and sto
Use this binar

The Analytics Catalog service, predix-analytics-catalog, is listed as one of the available services.
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2. View and record your your UAA environment variables.

m Inan earlier lab, you bound an application to your UAA service instance. Use the following syntax
to view the UAA environment variables associated with that application:

cf env <app name>
m Copy the environment variables from the Terminal into a new file in your text editor

Your file will look similar to the graphic below and you will use the Issuer ID when you
create your analytics catalog service instance (next step).

Environment Variables 3£ l

=] O LN B W) B e

(s s}

Lo I '

=

=] O U B L) B

(na]

[ R W -

0
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3. Create your catalog service instance.

m Use the following syntax to create your analytics catalog service instance:
cf create-service predix-analytics-catalog <plan>

<my catalog_instance> -c
'{“trustedIssuerIds”:[“"<uaa_ instancel_ issuerId>"]}'

where:
m <plan> is the pricing plan associated with a service.

m <my_catalog_instance> is the name of your analytics catalog service instance.
m <uaa_instance_issuerld> is the issuerld of your UAA service instance (refer to your gedit
text file).
For example:

[predixf@localhost ~]1% cf cs predix-analytics-catalog Bronze analytics-catalo
g-Firstname75 -c¢ '{"trustedIssuerIds":["https://a97db685-e3f5-4f10-ad03-£f82b
ee5a3808.predix—uaa-training.run.aws-uswl2-pr.ice.predix.ioc/ocauth/token"]}"’
Creating service instance in org

space as

/
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4. Bind your application to your Analytics Catalog Service Instance.

Note: You must bind your Analytics Catalog service instance to your application to
provision connection details for your Analytics Catalog service instance in the
VCAP_SERVICES environment variable

m From your terminal:

cf bind-service (or cf bs) <app_name> <my catalog_instance>

For example:

rstname’5

Binding serwvice =) s}

o+
m Q
[v1]

in org / space

u1]

TIFP: Use ' hello-world-app-Firstname73' to ensure your env vari
e changes take effect

[predix@localhost ~]5 cf bs hello-world-app-Firstname75 analytics—-catalog-

Fi
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Exercise 2: Create and Bind an Analytics Runtime
Service Instance

Overview

You will follow similar steps to create the analytics runtime service instance.

Steps

1. Create your Analytics runtime service instance, which will require two issuer IDs.

m Use the following syntax to create your analytics runtime service instance

cf create-service predix-analytics-runtime <plan>
<my runtime instance> -c
'{“trustedIssuerIds”:[“"<uaa_instancel_issuerId>",
“<uaa_ instance2_ issuerId>”]}'

where:
m <plan> is the pricing plan associated with a service.
m <my_runtime_instance> is the name of your analytics runtime service instance.
m <uaa_instancel_issuerld> is the issuerld of your UAA service instance.

m <uaa_instance2_issuerld>: is the issuerld provided in the 2nd_id.txt fileinyour
predix/PredixApps/training_ labs/AnalyticsLabFiles folder

For example:

[predix@localhost ~]5% cf create-service predix-analytics-runtime Bronze anal

tps://a97db685-e3£5-4£f10-ad03-f82bee5a3808 . .predix-uaa-training.run.aws-uswi2
40e3-965b-5b839=860018 . .predix—uaa.run.aws-uswbl2-pr.ice.predix.ioc/cauth/tcken
Creating service instance in org

1. This second trusted issuer ID is required to run the job scheduler. A "beta" URL is provided.
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2. Bind your application to your Analytics Runtime Service Instance.

m From your terminal:
cf bind-service (or cf bs) <app_name> <my runtime instance>

For example:

$ cf bs hello-world-app-Firstname75 analytics-runtime-

[predix@leocalhost ~18%
Firstname75
Binding serwvice

in org /

Lo

space a

re

m

TIFP: Use ' hello-world-app-Firstname75' to ensure your env wvaria

ble changes take effect
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3. View and record some key environment variables.

m List the environment variables using the following command:
cf env <app name>

In this example, the system returns:

[predix@localhost ~]% cf env hello-world-app-Firstname75
Getting env wvariables for app in org / space

WVCAP_SERVICES" :
W

"predix-analytics-catalog”:

"credentials”:

"catalog_uri": "https://predix-analytics-catalog-release.run.aws-uswl2-pr.ice.predix.io",
"zone-http-header-name”: "Predix-Zone-Id",

"zone-http-header-value®: "Obfcc3b0-4626-4980-be5b-cc3fbbe543b6",

"zone-oauth-scope”: "analytics.zones.0bfce3b0-4626-4980-bcSb-cc3fbbe543b6. user”

N

"label®: "predix-analytics-catalog®,

"name": "analytics-catalog-Firstname75",
"plan": "Bronze",

"tags": []

Iy
"predix-analytics-runtime”:
"credentials”®:
"config_uri": "https://predix-analytics-config-release.run.aws-uswl2-pr.ice.predix.io",
"execution_uri": "https://predix-analytics-execution-release.run.aws-us -pr.ice.predix.io"
"monitoring_uri": "https://predix-monitoring-service-release.run.aws-usw02-pr.ice.predix.io"”
"scheduler_uri": "https://predix-scheduler-service-release.run.aws-uswl2-pr.ice.predix.io",
"zone-http-header-name”: "Predix-Zone-Id",
"zone-http-header-value™: "f76daffd-5cb0-475b-83ab-T8dabecdf526",
"zone-oauth-scope™: "analytics.zones.f76daffd-5cb0-475b-83ab-T8dabecdf526. . user”

D

"label": "predix-analytics-runtime",
"name": "analytics-runtime-Firstname75",
"plan": "Bronze",

"tags": []

m Copy this text to your gedit text file for future reference.

Tip: Be sure to copy all of the environment variables into a file for later use.
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Exercise 3: Updating the OAuth 2 Client

Overview

To enable applications to access the Analytics Catalog and Runtime services, your JSON Web
Token (JWT) must contain both of the following zone_auth_scope values, found in your
application environment variables:
analytics.zones.<catalog_ instance guid>.user
analytics.zones.<runtime instance guid>.user

The OAuth2 client uses an authorization grant to request an access token. OAuth2 defines four
grant types. Based on the type of authorization grant that you have used, you must update your
OAuth2 client to generate the required JWT.

This lab exercise will show you how to edit the scope of the access to include Catalog and
Runtime services.

In this exercise you will update the OAuth 2 client with the required scopes to work with the
Analytics Catalog and Runtime services.

Steps

1. Target your UAA service instance.

You will use the UAA command line interface (UAAC) to work with your UAA instance. This has
been installed on the DevBox for you and information on this topic is in the Predix.io web site.

m From your Terminal, enter the following command:
uaac target <uaa_instance_url>

where: <uaa_instance_url> is the URL of your UAA service instance (saved in your gedit
text file).
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2. Loginto your UAA service instance.

m Log in and verify your default administrator account and password. You generated these when you
created your UAA service instance in a prior lab. Refer to the password you wrote down at that time.
m Use the following command:
uaac token client get admin
You are prompted for your administrative password (Client secret)
m Enter the admin password you created at the prompt.
The system responds with a message that you have successfully fetched a token via the
client credentials grant with a context of admin, from client admin.

3. Update the OAuth?2 client with the authorities (scopes) required.

m Run the following command:
uaac clients
You will see the following information based on the client authorities you created in the
security lab. You will update (add to) these in the next step:

Studentxx-client

SCope: uaa.none

resource ids: none

authorized grant types: authorization code client credentials
refresh_token

autcapprove:

action: none

authorities: clients.read acs.policies.read acs.policies.write

acs.attributes.read clients.write acs.attributes.write
zones.da3Bblc2-8743-418f-94ff-0744f6482671.admin scim.write

scim.read predix-acs-training.zones.e53a3a7f1-62c6-47a7-911£5-
9f5a3e9554dd0.user
signup redirect url:

lastmodified: 1457723490350
m Copy this set of authorities into a new text file in gedit.
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m Run the following command:
uaac client update <client> --authorities “<set of authorities>”
where <client> is the name of the uaa client you created in the Security lab.

where <set_of_authorities> is your existing set of authorities (copied from your
Terminal as shown above), plus authorities required for the platform services
(analytics catalog and runtime).

m Asin the following example:

uaac client update client ——authorities “clients.read acs.policies.
read acs.policies.write acs.attributes.read clients.write
acs.attributes.write zones.da38blcZ-8743-418f-94ff-0744f648e671.admin
scim.write scim.read predix-acs-training.zones.eb3aaT7fl-62c6-47a7-
91f5-9f52329554dd0.user
analytics.zones.0bfcc3b0-4626-4980-bcbb-cc3fbb6543b6 .. user
analytics.zones.f76daffd-5cb0-475b-83b-78dabecdf526.user”™

The two highlighted lines above are examples of the OAuth scopes for the catalog and
runtime services. You retrieve these from your application’s environment variables. Copy
these values from the zone-oauth-scope variable(s) under the predix-analytics-catalog
and predix-analytics-runtime environment variables (one from each).

Tip: Listed authorities have a single space between them. Be sure to include opening and
closing quotation marks with the statement. Use your gedit text editor to collect the
authorities before entering the final command in the Terminal.

m Run the following command to retrieve the updated set of authorities
uaac clients

After running the command, you can see that the for the client authorities have been
updated to include the additional authorities for your catalog and runtime services.
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4. Get the token again with the client credential grant.

m Run the command:
uaac token client get client

m Validate with UAAC that the scopes were updated in the token by running the command:
uaac token decode

m You can also look at the scopes using the uaac clients command:

admin

sScope: uaa.none

resource ids: none

authorized grant types: client credentials

autcapprove :

action: none

aunthorities: clients.read clients.secret idps.write
uaa.resource
zones .2709b971-7042-4782-b58c-d1£1d0f6a28f . admin
clients.write clients.admin idps.read scim.write
bcim.read

lastmodified: 1458333847349

client

scope: uaa.none

resource ids: none

authorized grant types: authorization code

client credentials refresh token

autcapprove :

action: none

authorities: clients.read acs.policies.read
acs.policies.write acs.attributes.read
analytics.zones.del832af-5a26-41c5-9al17-
b0ba5b7c809b .user
zones . 2709b9%71-7042-4782-b58c-d1f1d0f6a28f.admin
clients.write acs.attributes.write
analytics.zones.456b2f52-f74b-4430-b7dc-
f2f39%becbb4% . user scim.write scim.read

signmup redirect url:

lastmodified: 1458345782159

Note the updated values for scope and also the grant type.
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Part Il: Working with the Analytics Catalog through a REST Client

Overview

By the end of this lab, students will be able to:
m Configure and use Postman (a REST client) to work with the API
m Set up appropriate authorization and access for Analytics Catalog and Runtime
m Create a catalog entry, upload an analytic executable, test and validate the analytic

Lab Exercises

m Using Postman and Getting Your UAA Token Value, page 149
m  Working with the Analytics Catalog, page 164
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Exercise 1: Using Postman and Getting Your UAA Token Value

Overview

In this exercise, you will be using Postman, a Chrome browser extension, which allows you to:
m Create and send any HTTP request using the awesome Postman Builder. Requests are
saved to history and can be replayed later.

m Manage and organize your APIs with Postman Collections for a more efficient testing and

integration workflow.

A screen shot of Postman follows:

History Collections

C 1A

= ReadMe 1st, Jaime's Collecti...

=" 4Febat83%am » 4requests

= Analytic Catalog

> 19Janat 307 pm « 21 requests
~= Get Token .
= 1Febat®01am » 1request

™= Orchestration Configuration
Y 14 Aprat 2:44pm » 9requests

Postman

L 3

Get Token

Builder

Retrieve Analytic B..

Get Token

1. Retrieve your session access token from your LIAA senvice instance.
2 The token = good for 43199 seconds (12 howrs).

3. Copy the token value into the Postman erviranment variables

POST wr {{protocoll}:/[UAA Token URLJ

Body

Authorization Headers (3}

Analytics-00 Student 20160201 ~ (€3

Params

/()

Pre-request script Tests
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Manage environments

Analytics-00 Student 20160201

Q analyticld

Q analyticMame

o analyticVersion

Q artifactld

Q bpmnXML_content
catalog_tenant
catalog_uri
config_uri
configurationld

Q Content-Type

Q deploymentrequestid

Q execution_uri
@ iobid

protocol
runtime_tenant
scheduler_uri
token

UaA Token URL

validationrequestld

Q X¥-ldentity-Zone-1d

Key

Postman

Back

Value
f59bb?e0-dasB-43a7-a3c9-bd4asc74
predix-analytics-catalog-release.runa
predix-analytics-config-release.run.aw
Value

application/json

Value
predi-analytics-execution-release.rur
Value

https
497a3a2f-bf8f-430c-9f45-bfad 3d4acs
predix-scheduler-service-releaserun.:
eyJhbGoiOiJsUzI 1N eygdGkiOilk

5d05f50d-387f-4646-a170-faB5af 26

5d05f50d-387f-4646-a170-faB5af 26

Submit
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You will use your application environment variables and Postman’s Collections manager to

configure HTTP requests to your UAA service instance, and to your Analytics Catalog and
Runtime service instances.

The example above shows the environment variables needed for the Analytics services. Variable
values are referenced using double curly bracket notation (ex: {{token}}) in the request (URL,
params, header, body). Different variables are used for different types of HTTP requests.

For example:

Retrieve All Analytics Analytics-00 Student 20160201 ~ Q

Retrieve All Analytics

GET ~ {{protocol}}://{catalog_uri}}/api/v1/catalog/analytics Params m

Authorization Headers (3) Pre-request script Tests /3 'f)
Q Content-Type application/json
Q Authorization Bearer {{token}}
o Predix-Zone-Id [icatalog_tenantl}}
ra W

The variables protocol, catalog_uri, token, and catalog_tenant were created with their
corresponding values and are maintained in Postman’s environment manager.

In this exercise, You retrieve a security token to make REST calls to your Analytics catalog and
runtime services. You use Postman to make this call to your UAA service instance.
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Steps

1. Open the Postman tool.

m Go to the Applications menu in the DevBox
¢ Choose Chromium Apps
¢ Click Postman

2. Import Postman collections to facilitate API requests.

m Click the Import button (top of page) in Postman.
m Click Choose Files

Postman

G 8w

Mo environment w o
New tab Import Pastman Collections, cURL

command, RAMLAWADL/Swagger files

GET w [Enter request URL here Params Send

Authorization Headers (0) Pre-request script Tests </ ‘3

Mo Auth o

m Browse topredix/PredixApps/training labs/AnalyticsLabFiles for the Postman
"dump" file called

Analytics Backup 2016-02-04.postman_ dump
m Click Open, then Import.

m A Collection already exists window appears. Close the window without selecting either
button. If you get two collections with the same name, simply delete one of them.
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m Click the Collections tab of Postman which should now contain the collections as shown
(partial list):

B _Read Me 1st, Jaime's Collection 201...
4 Febat 8:3% am » 4requests

) Analytic Catalog
12 Janat 3:07 pm » 21requests

) Get Token
1Febat9:01am » 1request

B Orchestration Configuration
14 Apr at 2:44 pm » 9reguests

) Orchestration Execution
1Febat 1:57 pm «» 2 requests

3. Setyour Postman environment for Analytics.

m Select Analytics-00 environment.
m Then, click Manage Environments.

No elwironmeng 9
% Manage environments .
Mo environment
analytics-00 Student 20160201 6]

Analytics-01 Instructor 20160201

02 MyAnalytics 20160201

Amalytics-03 GR 20160202
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4. Set your Postman environment for Analytics.

m Open the Postman Analytics-00 environment variables:

Manage environments X
Environments help you customize requests according to variables. Tell me more
Analytics-00 Student 20160201 0 + X
Analytics-01 Instructor 20160201 0 + X
Analytics-02 MyAnalytics 20160201 0 + X
Analytics-03 GR 20160202 0 + X

m Set the following variables where:
o protocol: https (may already be set)
¢ UAA Token URL: UAA instance, “issuerld” value/URL (shown below, do not include the
“https://")
¢ X-ldentity-Zone-Id: UAA instance http-header-value

"predix-uaa-training": [

{

"credentials": {
"issuerId": "https://a97db6B85-e3f5-4f10-ad03-£f82bee5a3808.predix-uaa-train
"uri": "https://a97db685-e3f5-4f10-ad03-£f82bee5a3808.predix—uaa—-training.r
"zone": |
"http-header-name": "X-Identity-Zone-Id",
"http-header-value": "a97db685-e3£5-4f10-ad03-£82bee5a3808"
}

I
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The variables should be set as follows:

o protocol * https

Q runtime_tenant 497a522f-bfBf-430c-9745-bfad 3d4cs
Q scheduler_uri predix-scheduler-service-releaserun.:
@ token ey JhbGciOiISUzI INiJ9.eyJadGkiDik

@ uaATokenURL a97db685-e375-4F10-ad03-f82beesa

Q validationrequestid

vy

@ -1dentity-Zone-id a97dbé85-e375-4F10-2d03-f8Zbeesa

¢ Click Update
¢ Close the Manage environments window

5. Create the Get Token request for your UAA client in Postman.

m Expand Get Token under Collections
m Select POST Get Token

Postman
Builder D_ a
History Collections Retrieve All Analytics ® | Get Token x Analytics
All TA~
S Get Token

) _Read Me 1st, Jaime's Collecti...

4Febat8:39am « 4requests POST + {{protocoll}://{{UAA Token URL}} Params
IE' Analytic Catal

19 Jan at 3:07 p 21requests Authorization Headers (3) Body Pre-request script

Get Token Y form-data w-www-form-urlencoded  ® raw binary Text W
Ifl 1Febat9:01a request

POST  Get Token

1 client_id=adminf&grant_type=client_credentials&client_secret=myadminsecret
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m Enter the UAA client authorization data
& Click the Authorization tab
# Select Basic Authentication under the Type menu

) Postman
Search Builder D a | :“
History Collections  Retrieve All Analytics Analyf
All TA~
E Retrieve All Analytics
_Read Me 1st, Jaime's Collec...
[3 4 Febat 8:39 am « 4reguests
GET w {{protocol}}://{{catalog_uril}/api/v1/catalog/analytics Parg
) Analytic Catalog 2
19 Jan at 3:07 pm = 21requests 70 Authorization Headers (3) ) Pre-request script
S5 Analytics No Auth i
GET  Retrieve All Analytics
Mo Auth

Create Anakytic
Basic Auth e
Retrieve Analytic(s) By Mame

Digest Auth
Retrieve Analytic By ID
OAuth 1.0
Update Analyti
Rk - CAuth 2.0

DEL  Delete Analytic Hawk Authentication
1dWEK AUTNET Catil

DEL  Delete All Versions of an An.. AWS Sienature

[ Artifacts

¢ Change the body of the request by removing the client ID and password (leave in grant
types)
¢ Enter:
- Username: <UAA_client>
- Password: <client password>
¢ Click Update request
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POST a {{protocol}}://{{UAA Token URL}} Params

Authorization Headers (3) Body Pre-request script Tests
Basic Auth v
Username : client The authorization header will be
generated and added as a custom header.
Password ] sesssssssses

Show Password

Clear RV EEEEIESS

Save helper data to request

This will add the Authorization header to your token request.
m Verify Header data
1. Ensure your Postman is in the Analytics-00 environment
2. Drag and drop your headers so they appear in the following order

3. Click Send
Builder
Collections  petrieve All Analytics ® | GetToken ® 1 # Analytics-00 Student 201602
TA~
S Get Token

Jaime's Collecti...

AHRAHESLS POST v~ {[protocol}}://{{UAA Token URL]} e # ‘

PE
21 requests Authorization Headers (3) Body Pre-request script Tests

> 9 x-tenant [{¥-Identity-Zone-Id}}

1request ot E
Q Cantent-Type application/x-www-form-urlencoded
_ @ 2uthorization Basic YWRtaW4shXIhZG 1pbnNIvallda==

This should result with a Status of 200 OK.
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POST {{protocol}}://{{UAA Token URL}} Params

Authorization Headers (3) Body Pre-request script Tests </> '3
——
Q x-tenant [[X-Identity-Zone-Id}}
Q Content-Type application/x-www-form-urlencoded
@ Authorization Basic Y2xpZW500mNsaWVudHNIY3JldA==
Heade Value s Presetsw
Body Cookies Headers(15) e ime 154 ms
Pretty Raw Preview JSON w ‘ = ‘ Q Save response
=

2 "access_token": "eyJhbGei0iJSUzIINiJ9.eyJqdGkiOiIwYmFmM2NiMi01ZTIhLTQ@NzIt0DcIMSBYN2NKMDE2ZmUBMIYiLCIzdWIi01iTjbGeL
LanlLCJzYZQWZSIéWyJ]bGlLbnRanJlYWQlLCJhbmFsexRpYSMuem9uZXHuZGUxDDMyYWYtNWEleGOMWHlLTthTctY]BlYTV1N2M4HD11LanZX
TiLCJ6b25Lcy4yNzASYjk3MSO3IMDQyLTQ30DItY jU4Yy1kMWYxZDBmNmEYOGYuYWRtaW4iLCIjbGlLbnRzLndyaXR1 ITiwiYW5hbHL @aWNzLnpvbmVzL
JOINmIyZjUyLWY3NGItNDQzMC1iN2RjLWYyZjg5YmViYjUB0S51c2VyIiwic2NpbS53eml 8ZSIsInNjaWduemVhZCIdLCIjbGL1bnREaW(i0iJjbGLL
bnQiLCJjaWQi0iljbGL1bnQiLCIhenAiQiljbGLbnQiLCInemFudF90eXBLIjoiY2xpZW50X2NyZWRLbnRpYWxzLiwicmV2X3NpZyI6TjE3YTBhNm]
LIiwiaWF@IjoxNDU4MzM10TAYLCIleHALIOjE@NTgzNzkxMDIsIml zcyI6Imh@dHBZz01i8vMjcwOWISNzELNzABMi0ONZgyLWI10GMt ZDFmMWQwZ ZhMj
hmLnByZWRpeC11YWEtdHIhaWSpbmcucnVulmF3cylle3ewMilweiSpY2UucHI1ZGL4Lml vL29hdXRoL3Rva2VuTliwiemlkIjoiMjcwOWISNzEENzABM
1@@NzgyLWI10GMtZDFmMWQwZj ZhMihmIiwiYXVkIjpbImNsaWVudCIsImNsaWvudHMiLCIhbmFseXRpY3MuemSuZXMuZGUxODMyYWYLtNWEyNioaMwMl
LTUhMTctYjBiYTViINZM4MDL iTiwiem9uZXMuMjcwOWISNZELNzABMiBONZzgyLWI10GMEZDFmMWQwZ ZhMjhmLiwiYW5hbHL @aWNzLnpvbmVzL]jQ1NmI
yZjUyLWY3NGItNDQzMC1iN2RILWYyZjg5YmVjYjUBOSIsInNjaW@iXXe . gz9mv7U17wSIFKUeFDWwAW4heAJMYqX4NWLMmSETt-PE6RUSRRMIBIQLNZ
oKHQUt 1Z8k@MkzNy3YIMpz9xKDTFSGC1EQZo6D7PYaTHgBiFF1a9x2CL9gpud97VgXdFRrsMCpZAfbIBeBkAVYDPc1XWz55- L4sMBw8vjZTRRVFFB_o
YtPr7TsCIt1Chb@IMIIgUQn@US4TEATda7Wi9VIX3IGQRINMYg_S8L8_sStBpGVSbéyjxNiT4f_ jDqUAPH-YialPc-sgXNnl1j500Km&FIJ-QBnkdOnXT
c891-w7jD1vUSE1kbdj_I2KHZzsvWPo@YcxPdm7@dhT6AhYaMZ5MSw™,

"token_type": "bearer”,

"expiras in": 43100

"scope": "clients.read analytics.zones.del832af-5a26-41c5-9a17-bBba5b7c889b.user zones.2709b971-7042-4782-b58c
-d1£1daf6a28f.admin clients.write analytics.zones.456b2f52-£74b-4430-b7dc-£2£8%bech549.user scim.write scim.read"

Tjti™: "@baf3cbZ-5e2a-4472-8751-27cd016fed426"™

[

J o
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The access_token represents the UAA token value. Copy the text between the
access_token quotes.

Body Coockies Header Tests {0/0) Status 2000 Time 278ms
I
Pretty Raw Preview 150N s | = | () | saveresponse

=

k=

"access_token”: "eydhbGei0iJSU=zTiNg N
FNGkyNTISMONhZGY1iLCIZzdWI101IhZG1pbils Undo ctri+Z
Vicmy@IliwiaWRwey53cmlBZ5Is InVhYS5yZ Xk Reda Ctrl+shift+Z
DAZLWY4MmILZTVhMzgwOCS5hZG1pbiIsImMsak T EEl b
ZWFLIiwic2NpbS53cml @Z5IsInNjawWducmyvhz
uliwi¥YXpwIjoiYWRtaw4il.CIncmFudF9@8eXBlL Cut Ctr+X
U1Z'I'dj‘.é'I'ZjIiwiaHFBIjuxNDUZHTcxHjYwLC'
GIZO0DUtZTNmMNSEBZj EwLWFKMDMEZ j gyYmvl
cIcwMilweiSpY2UucHILZGL 4LmL vL29hdXRol
kMDMtZjgyYmVLNWEZODA4LiwiYXVkIjpbImFk
ShOTdkYjY4NS1LM2Y ILTRMMTALYWQuMy 1mOD]
WSMiRBBRZFLFEKTHWWMALALDETT2YKOIgXGU L
tVhwO-JguYosuh8Qc8nrsd41AuFgryiemRats Delete
-89iGIdDIvigq3ydYutRYFALTDNYGOT7 2gopc]
WaTQgx9%MQylWkHag2yGV3t2ZEMcemHEvQXY g

Paste Ctrl+V

Paste as plain text Ctri+Shift+v

3 "token_type": "bearer", Spell-checker options »
4 "expires_in": 43199, g > .
5 "scope": "clients.read clients.secy Writing Direction 3
-4f18-ad@3-£82bee5a3808.admin clientsg
-read", Select all Ctri+A
& "jti": "ab63aBfea-2325-46b4-B2E5-a69
S :
Set: Analytics-00 Student 20160201 »
Set: Globals 3

EncodeURIComponent

DecodeURIComponent
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m Paste the access_token value into the Postman variable “token”.
¢ Click Analytics-00 Student 20160201/Manage environments

Lab 7: Working with Analytics

Mo envireonment

Analytics-00 Student 20160201
Analytics-01 Instructor 20140201
Analytics-02 MyAnalytics 20160201

Analytics-03 GR 20160202

]B.Drec”!. oo

¢ Click Analytics-00 Student 20160201

GE Digital

Manage environments

Environments help you custamize requests according to variables. Tell me more

([ ] o

Analytics-00 Student 20160201

Analytics-01 Instructor 20160201

Analytics-02 MyAnalytics 20160201

Analytics-03 GR 20160202

g g g g

X X X | X
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¢ Paste the copied token value into token
¢ Click Submit to save the variable

X

Manage environments

Analytics-00 Student 20160201
Q analyticld
W o W W N

J g _en. 4%, ak of~ Lo b soe

Q scheduler_uri predi-scheduler-service-release.run.;
IQ token eyJhbG0I5Uz 1NI9 ey JgdCkioult I
Q UAaA Token URL 297db685-e3f5-4F10-3d03-fB2beas5a:

¢ Close the Manage environments window

m You can click Save response to keep an examples for future reference. Choose a name
that fits the example, e.g. 200 OK - Client Token Request.

Q x-tenant [¥-Identity-Zone-1d})
Q Content-Type application/s-www-form-urlencoded
@ 2uthorization Basic YWRtaW46bXIhZG1pbnhIY3JldA==

Header Walue # Presetsae

Body Cookies Headers(13) Tests(0/0) Status 2000K Time 278ms
I

Raw Preview JSOMN we = Q Save response

1=K

2 "access_token": "eylhbGci0iJSUzT1NiJ9. eylgqdGkiOiThNiNnOGZLYSEyMzT1LTQ2Y jQrODImNS1
hHikyNTISMDNhZGYiLCIzdWIi0iIhZG1lpbiTsInNib3BLIjpbImNsawWvVudHMucmvVhZCIsImNsaWvudHMuc2
ViemV@IiwiaWRwoy53cmleZSIsInVhYS5yZXNvdXIjZETIsInpvbmWzLmESN2ZRINFglLWUzZ JULNGYxMC1hZ
DAZLWY4MmMILZTVhMzgwOC5hZG1pbiIsImNsaWVudHMud3 JpdGUiLCIibGl LbnRzLmFkbWLuliwiaWRwey5y
ZWFkTiwic2Npb553cmlBZ5TsInNjawducmvhZCIdLCIjbGELLbnREaWQi0iIhZG1pbiTIsImNpZCI6ImFRbWL
UTiwi¥XpwIjoliYWRtaWdil.COnemFudF98eXBLlIjoiY2xpZWS50X 2NyZWRLbnRpYWxzTiwicmV2X3INpZyI6Tj
U1ZTdi¥TZjIiwiaWF@IjoxNDUZMTexMiYwLCI1eHAIOJERNTYyMTOBNjAsIml zcyI6IMhBdHBEz018vwYTK3IZ
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m Click the Saved Response link to view
Retrieve All Analytics @ Get Token ®
Get Token

1. Retrieve your session access token from your UAA service instance.

2. Thetoken is good for 43199 seconds (12 hours).

3. Copy the token value into the Postman environment variables.

200 OK

200 OK, Gretchen, Zones Good Too

200 OK - Admin Token Request

Analytics-00 Student 20160201 v+ e

‘ GE Digital
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6. Enter all the required Postman environment variables.

m To facilitate the other requests, set up the following environment variables:

+ catalog_tenant (catalog - zone-http-header-value)
< runtime_tenant (runtime - zone-http-header-value)

MANAGE ENVIRONMENTS

Manage Environments

Edit Environment

catalog_tenant

000000

@

catalog_uri

config_uri
configurationld
Content-Type
deploymentrequestld

execution_uri

@ obid

protocol

runtime_tenant

scheduler_ur

f59bb%e0-dab8-45a7-a5c9-bd4abc74099a
predix-analytics-catalog-release.run.aws-uswi

predix-analytics-config-release.run.aws-uswi:

application/json

predix-analytics-execution-release.run.aws-us

https

497a5a2f-bf8f-430c-9f45-bf4d3d4c6365

predix-scheduler-service-release.run.aws-usw

Cancel

m Set Content-type: application/json.

m Click Submit.

Note that other variables have been set for you: catalog_uri, config_uri, execution_uri, and

scheduler_uri.
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Exercise 2: Working with the Analytics Catalog

Overview
For this lab exercise, you will work with a simple Analytic application demo, upload it to the
catalog, then deploy and test it. The application adds two numbers together.
The following steps describe the process for adding a new analytic to the catalog.
m Create the analytic.
m Upload the analytic to the catalog.
m Deploy and test the analytic in the Cloud Foundry environment

Steps

1. Getall analytic catalog entries.

m If necessary, retrieve a new access token and paste it into the Token variable value for
your environment.

m Add a new Postman tab (window) and select GET Retrieve All Analytics from the
Analytic Catalog>Analytics folder structure

H Istory Collections Get Token Retrieve all Analytics

Al 5 TA-~

Retrieve All Analytics

B _Read Me 1st, Jaime's Collection 20...
4 Feb at 8:39 am » 4reguests

GET » {{protocol}}l//{{catalog_uri}l/apifv1/catalog/analytics

B Analytic Catalog >
19 Janat 3:07pm = 21requests Authorization Headers (3) Pre-request script
= Analytics
— ¥ Q Content-Type applicationfjson
Retrieve All Analytics Q Authorization Bearer {{token}}
Create Analytic Q Predix-Zone-1d {{catalog_tenant})

Retrieve Analyticis) By Mame ea
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m Click Send and you should receive a response status of 200 OK.

Histo ry Collections Get Token Retrieve all Analytics

All E TA~

Retrieve All Analytics

IE' _Read Me 1st, Jaime's Collection 20...
4 Feb at 8:39 am » 4reguests
GET w {{protocoll}:/{{catalog_urill/api/v1/catalog/analytics

Analytic Catalog
5

19Janat 307 pm = 21 requests Authorization Headers (3) Pre-request s|

5 Analytics

MNo Auth v

Create Analytic

, ’ Bod Cookies  Headers(14) Tests(0/0) Status 2000K Time 1523m
Retrieve Analyticis) By Mame L eE Fane ! =
Retrieve Analytic By ID . _
Raw Preview JSOM w =|
Update Analytic
4

"analyticCatalogEntries": [].
"totalPages": @,
"currentPageNumber": 8,
"totalElements": 8,
"currentPageSize": 8,
"maximumPageSize": 25

DEL  Delete Analytic

DEL  Delete All Versions of an Analytic

[ Artifacts

(== T le W B SR

L

ﬁ Taxonomy

m Review the body of the response, and note that there are no analytics entries as of yet. In
the next steps, you will create a catalog entry and upload your sample analytic application.
m Save (and update) this GET request to your Postman collection.
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2. Create a catalog entry for your sample Analytic application.

m Add a new Postman tab (window) and select POST Create Analytic from your Postman
collections.

m Inthe body of the request, replace existing text with the following:

POST s {{protocol}}//{{catalog_urill/api/v1/catalog/analytics| Params m

Authorization Headers (3) Body Pre-request script Tests

form-data w-www-form-urlencoded (@ raw binary JSON (application/json) v

L= K

"name”: "Demo der |Java 1"
"wersion":
nguage" : | "Java",
.

" supported)

"taxonomylLocation'

"author":

"description”: "This analytic adds two numbers and returns the result.",
"customMetadata”: "{\"assetid\y":\"abci"}"

m Click Send, scroll down and you should see the following response:

Body Cookies Headers(14) Tests(0/0) Status 201Created Time 502ms
Raw Preview JS0OM w = IC
:_\- i { i n n "
2 author": "demo",
5 "taxonomyLocation": "/uncategorized",
- "supportedLanguage": "Java",

"createdTimestamp": "2816-82-23T04:17:28+00:80",
"updatedTimestamp": "2816-82-23T04:17:28+00:88",
"customMetadata": "{\"assetid\":\"abc\"}",

8 "version": "v1",

; "description": "This analytic adds two numbers and returns the result.",
18 "name": "Demo Adder Java 1",
11 "id": "al4daeBb-17a7-48a3-bBaB-bBdbe5%c4454"

m Note the id value created for the catalog entry (Catalog Entry ID) in the next step.
m Optionally, Save (and update) this request to your Postman collection.
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3. Attach an executable artifact.

In this step, you will upload the sample analytic Java application to the Analytics Catalog.

m Add a new Postman tab (window) and select POST Create Artifact from your Postman
collections under the Analytic Catalog>Artifacts folder.

Get Token Retrieve All Analytics Create Analytic Create Artifact Analytics-00 Student
Create Artifact
POST » {Iprotocoll}l/f{{catalog_uri}}/api/v1/catalog/artifacts Params m
Authorization Headers (4) Body Pre-request script Tests
I

Content-Type multipart/form-data

Authorization Bearer [[token}}

Accept application/json

Predix-Zone-Id {{catalog_tenant}}

»

m In Postman update the variable: analyticld (with the Catalog Entry ID) from the prior step
response

+ Inthe Body of the request, set or verify parameters as follows:
- type: Executable
- description: This analytic adds 2 numbers and provides the sum.
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4. Upload an artifact and attach it to an analytic catalog entry.

m Click Choose Files to upload an artifact and attach it to an analytic catalog entry.

m Navigate to predix/PredixApps/training labs/AnalyticsLabFiles and choose the
demo-adder-java-1.0.0.3jar file.
m Click Open to upload it for this catalog entry.

Analytics-00 Student

et Token Retrieve All Analytics Create Analytic Create Artifact
Create Artifact
POST s {{protocol}}l://{{catalog_uri}}/apifv1l/catalog/artifacts Params m
Authorization Headers (4) Body Pre-request script Tests
#® form-data x-wwwi-form-urlencoded raw binary
o file Choose Files | demo-adder-java-1.0.0jar File
Q catalogEntryld [{analyticld}} Text
o type Executable Text
Q description This analytic adds 2 numbers and provides the sum. Text

Text
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5. Click Send to begin the upload.

m You should receive the following response:

Body Cookies Headers(14) Tests(0/0) Status 201Created Time 2417ms
Raw Preview 150N w = [ Q

2 "createdTimestamp": "20816-82-23T04:49:12+009:88",

3 "updatedTimestamp": "2816-82-23T04:49:12+009:88",

- "filename": "demo-adder-java-1.8.8.jar",

"description”: "This analytic adds 2 numbers and provides the sum.",
"id": "cef3lecl-Tbee-448f-8534-8bf62eb48424",

"type": "Executable"”

m Copy the “id” value of the artifact and paste it into your Postman environment artifactid
variable.

m Optionally, save this request to your Postman collection, by clicking on the disk icon. This
updates your collection request with the current parameters.

6. Deploy and validate the analytic.

m Add a new Postman tab (window) and select POST Validate Analytic from the
Validation/Deployment/Execution folder of your Postman collections.

m Inthe Body section, for <valuel>, <value2>: Insert any two numbers you would like to add.

POST & {{protocoll}:/{{catalog_uri}ll/api/v1/catalog/analytics/{{analyticld}}/validation Params m

Authorization Headers (3) Body Pre-request script Tests

form-data w-www-form-urlencoded (@ raw binary 150N (application/json) ~

{"numberl®:1, "number2" 2}

m Click Send, and you should receive the following response:
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Body Cookies Headers(14) Tests(0/0) Status 2000K Time 1433 ms

Q2

Raw Preview JS0M » =

2 "createdlimestamp”: "2016-82-23T85:22:81+88:88",

3 "updatedTimestamp": "2016-82-23T85:22:01+88:88",

- "analyticId": "al4dae@b-17a7-48a3-b8ad-b@dbe59c4454"

5 "validationRequestId": "34479£18-8a5b-4dd@-b711-53b@428eb4ad",

£ "inputData": "{\"numberl\":1,\"number2\":2}",

7 "status": "QUELED",

8 "message”: "Analytic validation request successfully queued - reference id is 34479f18-Ba5h-
-53b@428eb4ad",

9 "result": null

18

m Copy and paste the validationRequestld to your Postman environment variables
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7. Poll for the validation status.

m Add a new Postman tab (window) and select GET Retrieve Validation Status from the
Validation/Deployment/Execution folder of your Postman collections.

m Click Send, and you should receive the following:

GET {{protocol}}l//{{catalog_urill/apifv1l/catalog/analytics/{{analyticld}}/validation/{fvalidatio = Params
Authorization Headers (5) Pre-request script Tests
Mo Auth w
Body (Cookies Headers(14) Tests{0/0) Status 2000K Time 916ms
Raw Preview JSON~ | | E| 0O Q

"createdTimestamp": "20816-82-23T@5:22:81+00:88",
"updatedTimestamp": "20816-82-23T@5:23:15+008:88",

"analyticId": "al4dae®b-17a7-48a3-blad-b@dbe59c4454",

5 "validationRequestId": "34479f18-8a5b-4dd@-b711-53b@428eb4ad",
£ "inputData": "{\"numberl\":1,\"number2y":2}",

7 "status": "COMPLETED",

3 "message"”: "Analytic validation completed successfully.",
"result": "{\"result\":3}"

nl Pk

10 3

Note: You may need to “Send” or poll it a few times to get a “completed” status.

Exercise Summary

In this exercise you learned how to:
m Create an Analytic Catalog entry.
m Upload the analytic artifact to the catalog for the assigned entry ID.
m Deploy and test the analytic in the Cloud Foundry environment.
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Part lll: Runtime Orchestrations and Job Schedules

Learning Objectives

By the end of this lab, students will be able to:
m Understand and create an orchestration of an analytic
m Create, test and validate a job schedule for an analytic

Lab Exercises

m Running an Orchestration with One Analytic, page 173
m Schedule Orchestration and Analytic Execution (Scheduling a Job), page 181
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Exercise 1: Running an Orchestration with One Analytic

Overview

You will use the following information, from the previous lab, to run an orchestration:
m Analytic catalog ID
m Analytic name
m Analytic version

The following exercise walks you through the process for running an orchestration with one
analytic.

Update
Orchestratlop Run Orchestration
Sample Execution API
Request with
bpmnXML

Start with Sample bpmnXml

Workflow bpmnXml Workflow

(Escape for JSON)

(Edit for your AnalyticID)

To facilitate learning, your Postman Collections under Orchestration Execution, there are two
requests:
m POST Run (Using sample bpmnXML)
Is available for the student to closely examine the sample bpmnXML workflow and sample
orchestration request text by allowing the student to view and edit both items.
m POST Run (Using environment variables)
Is available for the student to simply run a “working” orchestration that relies on the
environment variables: Analyticld, AnalyticName, and AnalyticVersion.
m Itis useful to have a working version for testing, validation, and comparison purposes of
both requests.
m The following steps are for use with the POST Run (Using sample bpmnXML) request.
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Steps

1. GettheID, name, and version of the analytic to run an orchestration.

m Add a new Postman tab (window) and select GET Retrieve All Analytics from the
Analytic Catalog/Analytics folder of your Postman collections.

m Click Send.
Body Cookies Headers{14) Tests(0/0) Status 2000K Time 1189ms
Raw Preview I W =
;v "analyticCatalogEntries": [
4 "updatedTimestamp": "2816-02-23T84:17:28+00:688",
5 "author": "demo",
"createdTimestamp": "2816-02-23T84:17:28+00:688",
7 "supportedLanguage": "Java",
"customMetadata": "{\"assetid\":\"abc\"}",
"taxonomyLocation”: "/uncategorized",
1¢ "version": "wvl1",
11 "description”: "This analytic adds two numbers and returns the result."”,
12 "name": "Demo Adder Java 1",
13 "id": "al4dae@b-17a7-48a3-bbal-bBdbe59c4454"
14 }

For this example, we are interested in the following Analytic info:
“version”: <vl>,
“name”: <demo adder java 1>,
“id”: <al4daeOb-17a7-40a3-b0a8-b0dbe59c4454>

m If not already done, add these values to your Postman environment variables.
+ Analytics-00 Student/Manage environments
- version: analyticVersion
- name: analyticName
- id: analyticld
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2. Copy the sample BPMN workflow file with gedit.

m Go to Predix.io and copy the sample BPMN workflow file at:
https.//www.predix.io/docs#ODGDJxqF (See step 1 of Procedure of this web page)

m Copy or download Running an Orchestration with One Analytic.

3. Using gedit, paste and edit the sample BPMN workflow file.

m Replace <Analytic Catalog Entry Id>, <Analytic Name> and <Analytic Version> with the
analytic catalog entry ID, analytic name, and analytic version from the previous step.

Before editing:

] <process id="CrchestrationWithOnea&nalytic" isExecutable="true">
11 <startEvent id="sid-start-event"
12 n :
13 <outgoingr»sid-flowl</outgoing>
14 </startEvent>
15
16 <serviceTask completionQuantity="1"
17 id="sid- 1
18 isForCompensation="false"
12 name="<Analytic Catalog Entry Id>::<Analytic Name>::<Analytic>
20 startQuantity="1"
21 iti legateExpression="%{javaDelegate}"
22 i="http:/factiviti.org/bpmn">
2 incomi ing>
24 outgoi
&5 </serviceTask>
7R
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After editing:

9 <process id="0OrchestrationWithOneanalytic" isExecutable="true">
10

11 <startEvent id="sid-start-event"

12 name="">

13 <putgoing®»sid-flowl</outgoing>

14 </startEvent>

15

16 <serviceTask completionfQuantity="1"

17 id="sid-10

18 isForCompensation="false"

19 name="alddaelb-17a7-40a3-b0a8-b0dbe5%c4454: :Demo Adder Jawva 1::vl"
20 startQuantity="1"

21 activiti:delegateExpression="%{javaDelegate}"
22 xmlns:activiti="http://activiti.org/bpmn">

23 <incoming»sid-flowl</incoming>

24 <outgoing®*sid-flowZ</outgoing>

25 </serviceTask>»

m Save the file as Sample BPMN Workflow

4. Send an orchestration execution request.

m Add a new Postman tab (window) and select POST Run (Using Sample bpmnXML) from
the Orchestration Execution Postman collection

POST » {{protocol}}://{{execution_uri}}/api/v1/execution
Authorization Headers (4) Body Pre-request script Tests
form-data w-www-form-urlencoded @ raw binary 150M {application/jsan) s
1-[
2 "id": "Execution of Orchestration with One Analytic”,
3 "name": "Orchestration with One Analytic",
"bpmnXml": "<?xml wersion=4\"1.8\" encoding=%"UTF-8%"7?>\n<definitions xmlns=\"http:/ /www.omg.orq/spec,/BPHN/22108

- "analyticInputData": [

{
7 "analyticStepId": "sid-leoal",
"data": "{ \'numberl\" : 5, \'number2\" :@ 24 }"
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The request has two important fields: bpmnXml and analyticlnputData.

m  bpmnXml: you will be replacing the current value with the BPMN workflow XML from the
previous step after you “Escape for JSON". (Step 5)

m analyticlnputData: is an array of input data for the orchestration. Each element of
analyticlnputData array represents the input data for the corresponding service task in the
BPMN workflow. In the BPMN workflow XML, the service task identified by
/definition/process/serviceTask/@id. This service task id is correlated by
analyticlnputData.analyticStepld in JSON orchestration execution request. The input data
for the service task can be specified with analyticlnputData.data. (Step 6)

5. Format the BPMN Workflow text using an “Escape for JSON” tool.

m Using Google, search for "Escape for JSON" and select the Escape tool as indicated below.

Go g|e Escape for JSON

All Videos Shopping Images MNews More « Search tools

About 724,000 results (039 seconds)

Free Online JavaScript Escape Tool - FreeFormatter.com
www freeformatter.com/javascript-escape .html +

A free online tool to escape or unescape JavaScript strings. ... XSLT (X5L
Transformer) - XML to JSON Converter - JSON to XML Converter - CSV to XML ..

Escape for JSON and Javascript online tool
bernhardhaeussner.def/odd/json-escape/ ~

Escape for JSON and Javascript online tool. This tool lets you convert a normal
string including newlines, quotes and unicode characters into a quoted string ...

m Paste the contents of the edited BPMN Workflow text in to the Escape tool, and click
Escape to convert accordingly.
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6. Copy the “Escaped” text and paste/replace the contents of the bpmnXml field of the
Orchestration Execution Request (body of the Postman POST Run from the Orchestration
Execution window).

Escape for JSON and
Javascript online tool

This tool lets you convert a normal string including newlines, guotes and
unicode characters into a quoted string literal ready to use in your
JSON or Javascript source. hide

Normal:

<7?uml wversion="1.0" encoding="UTF-8"7>

<definitions

mmlns="http:/ /www.omg.org/spec/BPHMN/ 20100524 /MODEL"
mlns:xsi="http://www.w3.o0rg/ 2001/ {MLEchema—-

instance"

| escape | h
Escaped & guoted:

"<?xml version=4"1.0%" encoding=""UTF-8'"7>'\n<definitions
xmlns=""http://www.omg.org/spec/EPIM/ 20100524 /MODELY " \n
xmlns:xsi="\"http:/ /www.w3.o0rg/2001/XMLSchema-instance'"n
expressionLkanguage=""http://www.w3.0rg/1999/XFath""
id=%"5id-81430087-7a44-4b=e3-8517-914faf923256""\n
targetllamespace=""DEP-FPI"\"

m Copy the “Escaped” text.

m Return to Run (Using sample bpmnXML) in Postman, and paste the copied text into the
bpmnXml field of the orchestration request text (replacing current text)
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Run (Using sample bpmnXML)

POST s {{protocol}}l//{{execution_uri}}/api/v1/execution
Authorization Headers (4) Body Pre-request script Tests
I
form-data w-www-form-urlencoded ® raw binary JSOM (application/json) s
1= {
"id": "Execution of Orchestration with One Analytic”,
"name": "Orchestration with One Analytic",
B 4- "bpmnXmL": "<Fxml wversion=\"1.8\" encoding=\"UTF-B8\"7?>\n<definitions xmlns=%"http://www.omg.org/spec/BPHN/

5~ {
f "analy S EtepId": "sid-leeal",
"data" ®"{ \"numberl\" : 5, \'number2\" :@ 24 }"
1
]
1

m Be sure to include the quotation marks for the content when replacing and ensure that
only one set of opening and closing quotation marks enclose the field value as
shown in the following image.

m Note that there is a comma at the end of the code.

m Check your Request parameters, and click Send

Run (Using sample bpmnXML)

POST s {{protocol}}l//{{execution_uri}}/api/v1/execution

Authorization Headers (4) Body Pre-request script Tests
Q Accept application/json
Q Content-Type application/json
o Authorization Bearer {{token}]
Q Predix-Zone-Id f{runtime_tenant}}
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m You should receive a response as follows:

Run (Using sample bpmnXML)

POST s {{protocol}}://{{execution_uri}}/api/v1/execution

S A A A SN o S SV S S NS

Body Cookies Headers(14) Tests(0/0) Status 2000K Time 92358ms
Raw Preview JSON w =
1-f
2 "orchestrationStatus": "COMPLETED",
3+ M"analyticOutputData": [
4~
5 "analyticStepId": "sid-1@@ail",

"data": "{\"result\":29}"

1.
9 "contextID": "Execution of Orchestration with One Analytic_cal9cc45-da5d-1125-8ab2-327
18 "output": mull,
11 "name": "Orchestration with One Analytic”

m Optionally, save your APl Request to your Postman collection (use the "disk" icon).
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Exercise 2: Schedule Orchestration and Analytic
Execution (Scheduling a Job)

Overview

Scheduling the execution of an orchestration or an individual analytic can be done on time-based
intervals.

REST APIs are provided for managing a scheduled analytic or orchestration execution (also called
a job). Using these APIs you can perform the following actions.

Create a job definition
Retrieve job definitions
Retrieve job history
Update job definitions
Delete existing jobs

When creating or updating a job, you can enable a job execution by setting the job state to Active.
To disable a job, set the state to Inactive.
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Steps

1. If needed, add the "scheduler_uri" of your Runtime instance to your list of API variables.
"predix-analytics-runtime™: [
{
"credentials™: |
"config_uri"™: "https://predix-analytics-config-release.run.aws-uswlZ-pr.ic
"execution_uri"™: "https://predix-analytics-execution-release.run.aws-uswi2
"monitoring uri"™: "https://predix-monitoring-service-release.run.aws-usw02
"scheduler_uri"™: "https://predix-scheduler-service-release.run.aws-uswlzZ-p
"zone-http-header-name": "Predix-Zone-Id",
"zone-http-header-value": "f76daffd-5cb0-475b-83ab-T78dabecd4f52a6",
"zone-ocauth-scope™: "analytics.zones.f76daffd-5cbl-4753b-83ab-78dabecdf3Zib.
e
"label": "predix-analytics-runtime",
"name™: "analytics-runtime-Firstname75",
"plan™: "Bronze",
"tE.gS" . [ ]

o protocol https

o runtime_tenant f7édaffd-3cb0-47 5b-83ab-78dabecdf

Q scheduler_uri predix-scheduler-service-release.run.: #
o token eylJhbGciOi)sUzI INUS eylgdGkiOiljr

Q UaA Token URL a%97db685-e3f3-4f10-ad03-f82bee5a;

o validationrequestid 34479f10-0a5b-4dd0-b711-5300428

o X-ldentity-Zone-Id a97db&85-e3f5-4f10-ad03-f82bee5a;

7

m Click Submit to save the variable.
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2. Check your scheduler to see if you have jobs ready to run.

m Open a new tabbed window in Postman, and select Retrieve All Jobs from the Scheduler
Service.

m Click Send, and you should receive a response as follows:

Retrieve All Jobs

GET w {{protocol}}://{{scheduler_uri}}/api/v1/scheduler/jobs

Authorization Headers (2) Pre-request script Tests
No Auth w
Body Cookies Headers(13) Tests(0/0 Status 200 0K Time 397 ms
Raw Preview JSOM W =
Ll
2 "Jobs": [1.

'currentPageSize": @,
"maximumPageSize": @,
"currentPageNumber": @,
"totalELements": @,
"totalPages": 8

Note that you currently do not have jobs scheduled.
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3. Schedule a job.

Let’s take a look at the Postman configuration for creating a job. Add a new Postman tabbed
window, and select POST Create Job from the Scheduler Service collection.

HiStDr‘y‘ Collections Get Token Run {Usingsample b... ® . Retrieve All J

All = TA~

Create Job
B _Read Me 1st, Jaime's Collection 201...
4Febat 8:3%am » 4reguests
POST s {{protocoli}l://{{scheduler_uri}}/api/vl/sche

Analytic Catalog
5

19 Janat 3:07pm » Z1requests Authorization Headers (3) Body
I
[3 Get Token 2> form-data w-wwow-form-urlencoded (@ raw bi
1Febat 9:01am » 1request o
1-1
2 "name”: "testl",
B Orchestration Configuration 3 "description": "test description”,
14 Apr at 2:44 pm © 9 requests 4 ostatet: Active”,
5= cron": {
& "seconds": "@/5",
. i 7 "minutes": "#*",
B Orchestration Execution 2 8 "hours": ",
1Febat 1:37 pm = 2requests £l "dayOfMonth™: ",
e 18 "momths": TV
11 "dayOfWeek": "?",
Run {Using environment variables) 12 "years": "¥",
13 "timeZoneId": "UTC"
Run (Usi le bpmnxML & .
un {Using sample bpmn ) 15 - "executionRequest": {
15 "arl": "http://some.url”,
= Postman Echo 17 "httpMethod": "GET",
23Febat 9:03am « 20 requests ol h?”"'ea‘iers L
28 "mame”: "Content-Type”,
21 "walue": "application/ison"

B Scheduler Service =
1% Jan at 1:42 pm = 7 requests

Retrieve All Jobs

POST  Create Job

GE Digital Page 184



Predix Developer Boot Camp

Page 185

m Edit the text of the body to set up a job schedule to trigger every 2 minutes on exactly
every 2 minute mark. The following image shows all the fields that will need editing.

Create Job

POST {{protocol}}://{scheduler_uril}/api/v1/scheduler/jobs

Authorization Headers (3) Body Pre-request script Tests
form-data w-www-form-urlencoded 0 raw binary J50M (application/json) s
2 "mame": "testl",
L "description": "test description”,
"state": "Actiwve",
5 "eron": {

"seconds": "@",
"minutes": "@/2",

1.
"inputData": "{\n \"id\": \"Execution of Orchestration with One Amalytic\",\n \"name\":

8 "hours'": "#",
9 "dayOfMonth": "#¥",

a "mamths": "EY

11 "dayOfWeek": "?",

12 "years'": "E",

3 "timeZoneId": "UTC"

e

15~ "executionRequest”: {

"url": "https://predix-analytics-execution-release.run.aws-uswd2-pr.ice.predix.io”,
17 "httpMethed": "POST",

LR "httpHeaders": [

28 "name": "Comtent-Type",

2 "wvalue": "application/json"

22 T

L £

24 "name" : "Accept”,

2 "value": "application/json"

2 s

27 ~ {

26 "name": "Predix-Zone-Id",

29 "value": "{{runtime_tenant}}"
3k 3
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m Edit/Add the following fields and values as follows:
"seconds": "0",
"minutes": "0/2",
"url": "<Runtime Instance execution_uri>",
"httpMethod": "POST",
"name": "Accept",
"value": "application/json"
"inputData": copy from Escape for JSON

Note: Be sure to include the open/closing quotation marks for the inputData field value.

4. Click Send, and you should receive the following response:

Body Cookies Headers(13) Tests(0/0) Status 201 Created Time 1677ms
Raw Preview JSON » =

2 "updatedBy": "admin",
3 "updatedTimestamp”: "2016-82-23 23:45:15.865",

- "createdBy": "admin",
5 "createdTimestamp”: "2016-82-23 23:45:15.865",
65+  "ecron": {
7 "timeZoneId": "UTC",
__'_ IlhDurE'll : I'I*II,
"minutes”: "@/2",
18 "seconds": "@",

11 "day0fMonth": "*",
12 "day0fWeek": "?",

13 "months": "#",

14 "years": "#"

15 iy

16+ "executionRequest": {

17 "inputData": "<?xml version=\"1.8\" encoding=\"UTF-8\"7?>\n<definitions xmlns=\"http://
¥mlns:xsi=\"http://www.w3.0rg/2801/XMLSchema-instancel"\n expressionlanguage=
-7a44-4be3-8517-914£a£9232564"\n targetNamespace=\"DSP-PM\" typelLanguage=\"htty
:schemalocation=\"http://www.omg.org/spec/BPMN/20166524 /MODEL http://www.omg.org,/spec/BPMN
ractiviti=\"http://activiti.org/bpmni">\n\n <process id=\"OrchestrationWithOneAnalytich
=\"sid-start-eventy"\n name=4"%"=\n <putgoing»sid-flowl</outd

m Note the status returned of "201 Created" and the resulting job schedule.
m Update your Postman environment variables with the job Id.
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5. Use the GET Request to Retrieve All Jobs, view your running job.

m Add a new Postman tab (window) and select GET Retrieve All Jobs from the Scheduler
Service collection.

You should see a similar response as the following:

Body Cookies Headers(13) Tests{0/0) Status 200 0K Time 320ms
Raw Preview JSON W =|

{
- "Jobs": [
{

Pu LH Bk

"updatedBy": "admin",

"updatedTimestamp”: "2816-82-23 23:45:15.865",

6 "createdBy": "admin",

"createdTimestamp”: "2016-82-23 23:45:15.865",

8- "cron": {

9 "timeZoneId": "UTC",

-_12‘ Ilhoursll: e \

11 "minutes": "@/2",

2 "seconds": "@",

13 "day0fMonth": "#",

- "dayOfWeek": "?",

15 "months": "*",

'_I':I Ilyearsll: e

17 T

18 - "executionReguest": {

19 "inputData"”: "<?xml version=4%"1.8\" encoding=\"UTF-8\"7>\n<definitions xmlns=%"htt

xmlns:xsi=\"http://www.w3.0rg/28@1/XMLSchema-instancel"\n expressionLanguyl

-81430087-7a44-4be3-8517-914£af923256\"\n targetMNamespace=\"DSP-PM\" typeLangu
xsi:schemalocation=\"http://www.omg.org/spec/BPMN/281606524/MODEL http://www.omg.org/spe

ractiviti=\"http://activiti.org/bpmm\">\nin <process id=\"OrchestrationWithOneAnalytich

=\"sid-start-eventy"\n name=4"%">n <putgoing»sid-flowl</out

k completionQuantity=%"14"%\n id=\"sid-18861\"\n is|

L
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m Scrolling down, you'll see the Job ID and status:

=\"\" sourceRef=\"s51d-18881\" targetRef=\"sid-end-eventy"/>\n\n </process>\n\n</definiti
20 "httpMethod": "POST",
21~ "httpHeaders": [
22 - {
23 "name": "HITP_ HEADER Content-Type",
24 "value": "application/jsen"
25 3.
26~ {
27 "name": "HITP_HEADER Accept",
28 "value": "application/jsen"
3 3.
30 - {
31 "name": "HITP HEADER Predix-Zone-Id",
32 "value": "f76daffd-5cbB-475b-83ab-78dabec4f526"
3
4 N
35 "url": "https://predix-analytics-execution-release.run.aws-uswd2-pr.ice.predix.io”
36 i
37 "description": "test description",
38 "name": "testl",
39 "id": "18673c37-38d5-4b98-a2a9-5ba3f5bde6bE",
40 "state": "ACTIVE"
41 3
42 .
43 "currentPageSize": @,
e "maximumPageSize": @,
45 "currentPageMNumber": @,
46 "totalElements": @,
47 "totalPages": B

m Enter the Job ID in the Postman environment variable and save it.
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6. View the Job schedule results by Get Job History by Job ID

m Add a new Postman tab (window) and select GET Job History By Job ID from the
Scheduler Service collection.

m Click Send and again after a few minutes, you should receive a response as follows:

Body (Cookies Headers(13) Tests (0/0 Status 2000K Time 8740ms

4 Save response

"id": "9364ad7a-7c83-4361-920f-cc17688e7400"

"httpMethod": "POSTI",
"cron": "@ @2 ¥ ¥ ¥ ? ¥ v
"timeZoneId": "UTC",
3 "jobId": "5dd3e7el2-49d2-4d55-a2a4-b2deddI14e88",
"scheduledFireTime": "2@15-12-28 22:44:0@.0", h

1 "fireTime": "2015-12-28 22:44:@0.01",
2 "statusMessage": "completed”,

"url™: "https://predix-analytics-execution-release.run.aws-uswl2-pr.ice.predix.io/api/vi
Jjexecution",
44 "id": "3ac358cc-ce54-431b-bleb-ca3dfbadée”

L Lel L L LR L L
]

"httpMethod": "POSTI",
48 Soron®s; M2 R
49 "timeZoneId": "UTC",
5@ "jobId": "5dd3e7e2-49d2-4d55-a2a4-b2dedd914e88",
< § "scheduledFireTime": "2015-12-28 22:42:0@.0", h
52 "fireTime": "2015-12-28 22:42:80.01",
2 "statusMessage"”: mpleted”,
54 "url": "https://predix-analytics-execution-release.run.aws-uswl2-pr.ice.predix.io/api/vi
Jjexecution",
"id": "@24ab33d-f224-4c35-891e-2fc3c@2bbeae’

56 1.

You can see the job being run every 2 minutes. Note the time stamp and the 2 minute intervals
shown in the history.

Exercise Summary

In this exercise you learned how to:
m Create and validate an orchestration of an analytic
m Create, test and validate a job schedule for an analytic
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Lab 8: Connecting Machines to Predix Cloud

Learning Objectives

m Become familiar with the Predix SDK and Predix OSGI Containers

m Configure a standard Predix Machine container to collect data from the Modbus adapter
m Configure a connection between Machine and Predix Cloud

m Create a basic bundle and deploy into the Machine services container

m Add security to a consumer bundle

m Generate gateway data using a machine adapter (Machine Gateway API)

Lab Exercises

m Using Predix SDK to Generate a Machine on page 191

m Generate and Capture Simulated Data on page 204

m Connect to the Cloud with the HTTP Data River and HTTP Service on page 216
m  Working with Consumer Bundles on page 230

m Adding Security to Bundles on page 237

m Generate Gateway Data with the Machine Adapter on page 245

Directions

Complete the exercises that follow.
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Exercise 1: Using Predix SDK to Generate a Machine

Learning Objectives

The goal of this lab is to familiarize you with the Predix SDK and Predix OSGI Containers.
At the end of the lab, you will have done the following

m Explore the Predix SDK

m Create and navigate a machine OSGI container

m Configure the web console to administer bundles in the container

Priedix Cloud
T Py (1) Generate Machine
2) Simulate Data
o GE Softwore Predis Mochine =
3) Push to Cloud
Claud Gateway ,o ___________________
bt vene | @ Basics of “bundle”
Gateway Gatirsay =
© wme @ ® Secure your app
©® Working with Data
000 Framewec Adapter

Directions

Complete the exercises that follow.
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Part | - Examine the Predix SDK

Steps

1. Locate the Predix SDK.

m On the DevBox Desktop click the Places menu and select PredixApps from the list
m Open the training_labs/ machine/predixsdk-15.3.0 folder and examine the files

v predixsdk-15.3.0 [docs

v dacs » Javadoc APlsfor Predix machine
' apidocs.zip services
! Container_docs.zip *  Prosyst docs for OSGi containers

[ eclipse-plugins

% InstallationGuide.pdf Jecl [pse-p| ugins

> [ license « Importinto your Eclipse-based

v B8 samples tool (STS)
"' sample-apps.zip
i sample-cloud-apps.zip fsumples

v utilities

¢ Predix machine samples
e Predixcloud sample for HTTP data
service

v containers
B GenerateContainers
8 GenerateContainers.bat

pom.xml e .
Y README.txt /utilities/containers
README. txt = Machine containers and scripts
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2. Install the Machine documentation and samples.

m OpenaTerminal (Terminalicon on Desktop) and go to the docs directory

cd PredixApps/training labs/machine/predixsdk-15.3.0 /docs
m Unzip the documentation file

unzip apidocs.zip -d apidocs
m Go to the samples directory and unzip the two sample folders

cd ../samples

unzip sample-apps.zip -d sample-apps

unzip sample-cloud-apps.zip -d sample-cloud-apps

3. Create a debug Machine container.

m Open Eclipse (Eclipse-STS icon on Desktop)

m Ensureyou are in the Predix SDK perspective (select the GE Predix SDK tab in the upper
right corner of the tool)

By 44 spring| | (€3 Predix SDK/| |.! Git

4. Create a new project that will hold the machine container image.

m Click File > New > Other... > General > Project
¢ Click Next
Project name: PredixMachineProject
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- New Project

Project

Create a new project resource.

Project name: | PredixMachineProject

¥ Use default location

Working sets
| Add project to working sets

@ < Back Next >

Cancel

Finish

m Accept all other default settings and click Finish

5. Create a container image to use for the remainder of this training.

m In the Navigator, select the PredixMachineProject and click on File > New > Image

Description
m File name: predix-machine-debug
m Configure the Inherit Image section

o Workspace image: Predix Machine Debug (select from list)

Note: : If you do not select Predix Machine Debug you will not be able to open the Predix

Administrator Console
(See next page)
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Enter or select the parent folder:

PredixMachineProject

b =3 locomotive-data-simulator

b 5 Locomotive-service
= PredixMachineProject

= RemoteSystemsTempFiles

File name:|| predix-machine-debug.img

Inherit from image

) Do not inherit

@ Workspace image: [Predix Machine Debug v ]

O Extemal image: | Type image locatio | | Browse

m Click Finish; a new tab predix-machine-debug will open in the editor window

6. Export the Debug Machine Container.

m Platform Settings: verify 3 target platforms and JDK/JRE startup script are selected

General Settings

Image name [predix-machine-debug

-~ Platform Settings

Platforms

Startup Scripts

[] RaspberryPI
Linux/x86_64
MacOSX/x86_64
Windows/x86_64

JDKJJRE: JavalTM) 2 and higher
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7. Export the container image.

m Click the Export button in the top right corner (scroll the screen to the right to see the

toolbar)
B0 F Q @

& The OSGi image builder export wizard is opened
m Configure the export
¢ Check Create image in directory target for your container

+ Destination: browse to
PredixApps/training_labs/machine/predixsdk-15.3.0/utilities/containers

- Click OK
05Gi image builder
Generate OSGi image. ' r
Source
@ Workspace image: |predix-machine-debug < |

) External image:

Destination

Jpredix/PredixApps/training_labs/machine/predixsdk-15.3.0/utilities/containers [ Browse... l

() Save in zip format | @ Create image in directory |

) Save in tar format ) Save in Android apk format

o Click Finish and click Yes at the prompt

A new folder predix-machine-debug is created with all the container files in the
predixsdk-15.3.0/utilities/containers directory.
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8. Examine the exported container image folder contents.

m On the Desktop click the File Finder icon and locate the predix-machine-debug container
(hint: where you just exported it to)

m [t has the following structure:

< [ utilities
< [0 containers
< (2] predix-machine-debug

b [l appdata
b [ bin
b [l etc
b L] GitRepositories
b &l lib
b 1 license
> B

P

b

b

b

il logs

(3] mbsa
El osai
[ ] resources
Bl system
| README.txt
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9. Start the debug container.

m In the Terminal, go to the /bin directory of predix-machine-debug
cd predixsdk-15.3.0/utilities/containers/predix-machine-debug/bin
m Run the start script using the command
./predixmachine clean
The first time you start machine it will take a few minutes. Look for the Server is started
message in the terminal window.

2016-03-11 12:22:08,255[FW Buff Logger] |INFO|com.prosyst.mbs.system.bundle|2
com.prosyst.mbs.system.bundle-1.0.0|Bundle with id #116
com.ge.dspmicro.webconsole-predixcloudenroll, 15.3.0 was started.

#0 INFO > [PlatformState] State Change from STARTING to ACTIVE
2016-03-11 12:22:08,264[FW Buff Logger] | INFO|com.prosyst.mbs.system.bundle|2
com.prosyst.mbs.system.bundle-1.0.0| [Plat|fformState] State Change from STARTI
to ACTIVE

Server is started.

Lw->

Part Il - Test Administrator Command Line Options

In this exercise, you discover console commands to interact with the Machine services.

Steps

1. Discover available commands in the command line interface (CLI).

m In the Terminal running the machine container
o Ifyoudon't see a fw>$ prompt, press return until you see fw>$
¢ Type1ls (or1list)atthe command line to see the machine bundles in your container,
along with their state
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¢ Notice the bundle id beside each one

] predix@localhost:~/PredixApps/training_labs/machine/predixsdk-15.3.0/utilities/con
File Edit View Search Terminal Help

fw>5

fw>$ls

T State Jar Name

0 System Bundle

|2

3

]

i}

El

L0 RESOLVED .0
11 ACTIVE

m Now try running these commands to display information about machine services

Command Action

? Displays list of all commands available
1s Lists the bundles

bundle <bundle Id> Displays bundle details

manifest <bundle Id> Displays the manifest of a bundle
services <bundle Id> Displays services provided by the bundle
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m Be aware of the following commands available through the terminal window but do not try

them yet
Command Action
start <bundle Id> Start the bundle
stop <bundle Id> Stop the bundle
restart <bundle Id> Restart the bundle
e or exit Shutdown machine

m Leave the container running to do the next exercise

Part lll - Using the Web Console

The Debug container can be managed in one of two ways: in a terminal window through
command line options, or through a web interface.

Steps

1. Access the Web Console.

m Inthe Terminal, verify your machine container is running
m In a Firebox browser navigate to: https://localhost:8443/system/console
m The following dialog box is displayed

% This Connection is Untrusted

% You hawe asked Firefox to connect securely to localhost:B443, but we can't confirm tha
YOUr ConmeCtion s secune

Narmally, witen wiu Ify 1o OOARBOT Seduntly, ited will gredent trusted identilfoation 1o painve
that you ane going to the right place. However, this site's identity can’s be verified

What Should | Do?

M you wiually connect fo this site withowt problems, this ermor ¢ould mean that somesns i3
trying to impersonate the site, and you shouldn’t continue

Get me out of herel
Technical Details

| Understand the Risks
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Note: Machine services use a self-signed certificate by default. You can safely add an
exception to allow your browser to connect to Machine.

¢ Click Understand the Risks and then select Add Exception
# Click Confirm Security Exception to complete the process

2. Logonto the Web Console.

m Login using the following credentials
¢ Username: predix
¢ Password: predix2machine

m The console is displayed

Predix Machine Web Console

" Bundles

Main OSGi Predix Status System Technican Console  Web Console

Bundle information; 157 bundies in total, 118 bundles active, 5 active fragments, 30 bundles resolved, 4 bun

Id % Name & \ersion % Category % Status % Actions

The Web Console administers all of the features offered by the Machine container. Once
the container starts on the machine, all the functionalities are controlled through the ULl. It
is a personal preference whether to administer the console through the Admin Web
Console or at the command line.

m Keep the container running for the next exercise
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3. Try executing the following commands from the various menus in the web console.

@ Predix Machine Web Console

% Bundles

Main OSG Predix Status System Techmcan Console Web Console
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Men > Command Action

System > Shell Opens terminal window for command line option

OSGi > Bundles Displays full list of installed bundles

Technician Console > Configuration Displays bundle configuration files
Predix > Store and Forward Displays data files waiting for connection to be restored

4. Shut down web console and machine server.

m Close the Administrator Web Console window (close the browser)

m Inthe Terminal at the fw? prompt, type exit to stop the machine container
This will take a minute or two to bring everything down and return you to the terminal
window prompt.
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Exercise 2: Generate and Capture Simulated Data

Learning Objectives

By the end of the lab, students will be able to:

Configure the Modbus adapter in the Machine container
Configure a spillway for processing data
Stage generated data through Data Store and Forward
Configure a DDS Data River and move data locally

Modbus
Samulator

Predix Machine

Daata Stones
=== mnd Forwand

b

Predix Cloud
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Part | - Download and Start the Modbus PLC Simulator

In this exercise, you configure a standard Machine container to collect data from Modbus
adapter.

Note: If your Predix Debug Machine is running, stop the container. You will restart after
reconfiguring the bundles.

Steps

1. Download the Java ModbusPal simulator.

m In a browser go to http://sourceforge.net/projects/modbuspal/files/modbus
& Download the ModbusPal.jar file

m In File Finder, navigate to the Downloads folder
& Copy the ModbusPal.jar file to the PredixApps/training_labs/machine folder

2. Start the Modbus simulator.

m From a Terminal navigate to ~/PredixApps/training labs/machine
m Run the command to start the simulator

sudo java -jar ModbusPal. jar
= A new dialog window opens
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3. Configure the simulator.

m In the Modbus slaves section, click Add to add a slave

ModbusPal 1.6b

Modbus slaves

| Add ||

Enable all || Disableall |

Link settings Project
TCP/IP | Serial | Replay | Load Clear
vvvvv I} un @ | Ssave Save as
.......... Learn
TCP Port: [502 | Tools
""""" Record Scripts

m Select 1, update the Slave name to Assetl, and click the Add button

m Configure registers (sensors) for this asset
¢ For Assetl, click on the edit button (the eye icon) | 1 asse

Add slave:

R oE W N

Slave name: Assetl

Cancel Add

# Inthe Holding registers tab, click the Add button
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m Reset the number of registers
& From: 10 (type thisin)
¢ To: 13 (type thisin)
- Click Add

Import Export Modbus |« Stay on top

IHolding registers ICoils Functions | Tuning

Add Remove Bind Unbind

Address Value Hame Binding

B2 Add registers

Cancel Add

m Set the values for the registers to random numbers. The configuration should look similar
to the picture below:

[=] 1l:Assetl x
Import Export Modbus |« Stay on top

Holding registers Coils | Functions Tuning

Add Remove Bind Unbind
Address Value Name Binding
1010
1111
1212
133 ]

m Close the editor window by clicking on the X in the right corner
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4, Add asecond asset.

m Add a second asset and configure the register range from 20 to 23

Modbus slaves
| Add || Enable all H Disable all |
1 |Assetl | JIE=D 4
2 |Asset2 | @ || 40| K
m Click the Run button to start the simulator
Link settings
TCP/IP | Serial | Replay |
Run
Learn
TCP Port: 502
or 4 Record
Ascii
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Part Il - Configure a Modbus Adapter in Machine Services

Predix Machine supports Modbus through the Modbus adapter bundle. This bundle must be
configured to work with a given Modbus device.

Steps

1. Edit configuration settings for Modbus adapter.

m Open File Finder and navigate to

/predix/PredixApps/training_labs/machine/predixsdk-15.3.0/utilities/containers/
predix-machine-debug/etc

& The configuration properties for the Modbus bundle can be found in
etc/com.ge.dspmicro.machineadapter.modbus-0.xml.

¢ Open this file in a text editor

com.ge.dspmicro.machineadapter.modbus-0.cfg 1.7 KB plain text document Mon 07

T3 Open with Chromium Web Browser |

com.ge.dspmicro.machineadapter.opcua-0.cfg
@| com.ge.dspmicro.machineadapter.opcua-0.xml

© Open with Bluefish Editor |
E I
Open with Other Application...

com.ge.dspmicro.opcua.server-0.cfg

ram ne denmirrn nnenarnver eend-N rfn
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m Remove the TCP/IP comments for <dataNodeConfigs> (remove highlighted lines)

version='

encoding=

standalone="

m Remove the TCP/IP comments for <dataSubscriptionConfigs>

m Save the file

Note: This configures the Modbus adapter to listen for values on port 502 at IP address
127.0.0.1. The Modbus PLC simulator software runs at this location by default.
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Part lll - Configure a Spillway for DDS

The Data River service allows data to be passed through spillways for processing. In this example,
we will set up a simple subscription-based spillway to listen to the Modbus adapter.

Steps

1. Set the spillway destination in the configuration file.

m In atext editor, open the file etc/com.ge.dspmicro.hoover.spillway-0.cfg

& Change the com.ge.dspmicro.hoover.spillway.destination property to
Sender Service

50 # [Required] Destination Data River name to where the data will be sent.
51 # Change to the Data River by replacing the walue with: Sender Service
52 com.ge.dspmicro.hoover.spillway.destination=SenderService

m Save the file

2. Collect "data forward" data.

m Inthe Terminal, open a new tab (File > Open Tab)
m Navigate to the /bin directory of the predix-machine-debug folder
cd predixsdk-15.3.0/utilities/containers/predix-machine-debug/bin
m Start the machine container with the start script
./predixmachine clean

& Look for the message “Server is started”
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3. View stored data in the Web Console.

m Inabrowser, open Admin Web Console (https://localhost:8443/system/console)
¢ From the Predix menu, select Store and Forward
¢ Click DefaultStoreForward

Active Data Stores (2]

DefaultStoreForward

Within a minute you should see a numbered list of data objects being captured and stored
every 60 seconds. Because there is no connection to the cloud yet, this data is saved. Only
the last 10 data objects are shown. You will see errors in the terminal window until the
data river is configured.

Active Data Stores (2] Store Contents
Def reForwa

ID Timestamp
Inactive Data Stores (2] 1 3/9/2016, 10:26:10 AM

2 3/9/2016, 10:27:10 AM
Mo inactive data stores

3 3/9/2016, 10:28:10 AM

= 3/9/2016, 10:32:10 AM

[ NI e 10-33-90 Ak

m Stop the Machine Container by typing exit in the Terminal (do not stop by using Ctrll+C)

GE Digital Page 212




Predix Developer Boot Camp

4. Configure the Data River Sender service.

Note: The Data River Send service is configured by default to transmit data from all
spillways to configured Data River Receiver services.

m In atext editor, open the etc/com.ge.dspnet.datariver.send-0.cfg file
& Change the setting for secure transfer to: false

60 # [Required] boolean flag for TLS/Secure {true) or TCP/non-secure
for value change to take effect.
6l com.ge.dspnet .datariver.send.secure.transfer=false

m Save and close the file

5. Configure the Data River Receiver service.

m In a text editor, open the etc/com.ge.dspnet.datariver.receive-0.cfg file
Note: The Data River Receiver service is configured to listen for a Data River Sender service
in the same container by default.
& Change the setting for secure transfer to: false

60 # [Required] boclean flag for TLS/Secure (true) or TCP/non-secure
for value change to take effect.
6l com.ge.dspnet .datariver.receive.secure.transfer=£false

m Save and close the file

6. Restart the Machine and forward stored data.

m From the /bin directory restart the machine container
./predixmachine clean
m Open the Admin Web console in a browser (https://localhost:8443/system/console)
& Select Predix >Store and Forward
The data under DataStoreForward is gone (it was sent to the data river receiver you just
configured)
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m In the terminal window you will see a success message repeated every few seconds

fw>$
fw>52016-02-04 16:38:10,337[Thread-40] | INFO|com.ge.dspnet.datariver.send.impl.Dats
com.ge.dspnet . .datariver-send-15.3.0]5tatus Code: -1,100. Request wvalid. Transfer ]

b0c9-311d75cc0ads.

2016-02-04 16:3B:10, 340[pool-9-thread-1] | INFO|com.ge.dspnet.datariver.receive.img
com.ge.dspnet.datariver-receive=-15.3.0|5tatus Code: =-2,107. Opening new transfer 9
efebd4219-4d18-44d0-b0c9-311d75¢cc09d6

2016-02-04 16:38:10,342[pocol-ll-thread-1] | INFO|com.g
com.ge.dspnet.datariver-send-15.3.0|5tatus Code: -1,202. TRANSFER_RESPONSE receivdg
Transfer ID: efebd4219-4d18-44d0-b0c9-311d75cc09d6.

2016-02-04 16:38:10,353[pool-10-thread-1] | INFO|com.ge.dspnet.datariver.send.i
com.ge.dspnet.datariver-send-15.3.0|Total Bytes Sent = 409. Transfer ID: efebd

2016-02-04 16:38:10, 354[pool-8-thread-1] | INFO|
com.ge.dspnet.datariver.receive.filecontenthandler.FileContentHandler|B2-com.ge.ds
filehandler-15.3.0|
'Transfer "efeb4219-4d18-44d0-b0c9-311d75¢cc09d6" completed.
| Total bytes received:409 B

e.dspnet.datariver.send.impl.

mpl.
21394

Total time: 0 seconds
Average speed: 399.4 KiB/s

Finished at: 2016/02/04 16:38:10,354

2016-02-04 16:38:10,358[pool-ll-thread-1]|INFO|com.ge.dspnet.datariver.send.impl.
com.ge.dspnet.datariver-send-15.3.0|Status Code: -1,200. Successful transfer with

7. View stored data in the file system.

m In File Finder, navigate to
predixsdk-15.3.0/utilities/containers/predix-machine-debug/appdata
[transfers/downloads

Note: Because the DDS Data River endpoint defaults to localhost, the receiver will store
data it receives in files in this directory.
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m You should see a new file created once every 60 seconds containing values from the
Modbus PLC simulator

v appdata

README.txt
> storeforward
v transfers
v downloads

DefaultSpillway

DefaultSpillway-1454626181533
DefaultSpillway-1454626182265
DefaultSpillway-1454626183106
DefaultSpillway-1454626270627
DefaultSpillway-1454626330637
DefaultSpillway-1454626390649
DefaultSpillway-1454632570339
DefaultSpillway-1454632630334
DefaultSpillway-1454632690353
DefaultSpillway-1454632750358

m The contents of the file are JSON formatted and should be similar to the following:

[{"address":"com.ge.dspmicro.machineadapter.modbus://
127.8.8.1:502/2/208","datatype":"INTEGER" ,"name" : "Mode-2-1","category":"REAL", "value":0,"timestamp”
1454624710138, "quality":"NOT_SUPPORTED (2@@@eeed) "},{"address":"com.ge.dspmicro.machineadapter.mo
127.0.0,1:502/1/10","datatype" :"INTEGER", "name" : "Node-1-1","category": "REAL","value":0,"timestamp"
1454624710139, "quality": "NOT_SUPPORTED (20@00000) "}]
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Exercise 3: Connect to the Cloud with the HTTP
Data River and HTTP Service

Learning Objectives

By the end of the lab, students will be able to:
m Configure a connection between machine and Predix Cloud
m Build and deploy an HTTP Data Service in Predix Cloud
m Configure the HTTP Data River in Predix Machine

Predix Cloud

Modbus
Simulator

: L HTTP River [
: g

Predix Machine
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Part | - Cloud Foundry Setup

n this exercise you verify UAA and Postgres service instances using the Cloud Foundry CLI. These
service instances will be used by the HTTP Data Service you will configure in the next exercise.

IMPORTANT: Make sure you are not behind a corporate firewall and there are no
proxies set

Steps

1. Cloud Foundry setup.

m Inthe Terminal open a new tab and run the command: env |grep http
& Thevaluesforhttp (s) proxy and HITP (S) PROXY should not be set

2. Loginto Cloud Foundry using your student credentials.

m Inthe Terminal run the command: c¢f login

m Enter your login information
Email> student<xx> (where XX is any number from 2-50, e.g. student14)
Password> chang3m3
Space> 2
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3. Determine the names of your postgres and UAA instances.

m Inthe Terminal run the c£ s command
Note the name of the postgres and UAA service instances you created in earlier labs.

4. Stop the Predix machine container.

m Stop the Machine Container by typing exit in the Terminal
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Part Il - Import the HTTP Data Service Sample from the Predix SDK

In this section you import and build the HTTP Data Service sample that runs in the cloud. This
service is the endpoint for the HTTP River sending data from Predix Machine.

Steps

1. Import a Maven project into Eclipse.

m In Eclipse, select File > Import > Existing Maven Project, click Next, and browse to the
samples folder in the predixmachinesdk

B lcense
v samples
> sample-apps
' sample-apps.zip
[ sample-cloud-apps
I sample-cloud-apps.zip

[ ntilitiae

¢ Click Finish
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v &3 predixmachine-http-data
P (= .settings
P (= src
P (= target
¥| .classpath
X| .project
manifest.yml|
m) pom.xml
README.txt
m The HTTP Data Service sample imports as predixmachine-http-data project

2. Update the manifest file.

m Inthe project open the manifest.yml file and update the following properties:
name: <your-name>-httpdata
services:
- <your-postgres-instance>
- <your-uaa-instance>

& Replace <your-postgres-instance> with the name of the postgres instance you
created in an earlier lab.

¢ Replace <your-uaa-instance> with the name of the UAA instance you created in
an earlier lab.

- For example:
name : student4-httpdata
services:
- student4-postgres
- student4-uaa

m Save and close the manifest file
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3. Build the sample application.

m In Eclipse, right-click on the project name and select Run As > Maven Install

edixAp

m In the Terminal, navigate to the samples/sample-cloud-apps/httpdata folder (where the

manifest.yml file is)
cd /predix/PredixApps/training labs/machine/predixsdk-15.3.0/

samples/sample-cloud-apps/sample/httpdata
m Push the app to the cloud and make sure it starts

cf push

cf apps

rnqu::tnd astate:
instances:
usage:

urls:

last uploaded
stack:
buildpack:

state since cpa MmO Iy diak detalls

Page 221 Predix Training Programs




Lab 8: Connecting Machines to Predix Cloud

4, Testyour application.

m Open a browser window and enter the application route followed by /v1/welcome
http://<app_route/vl/welcome

Where <app_route> is the URL of the application you just pushed to the cloud. The
route can be located with the cf apps command.

& You should see "Welcome to Predix Machine HTTP Data Service" indicating your service
has been deployed successfully

File Edit View History Bookmarks Tools Help

@ http:ffams...l/welcome x | <

= ams-httpdata.run.aws-usw02-pr.ice.predix.io/v1/welcome|

Welcome to Predix Machine HTTP Data Service!
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Part Il - Add a New Client ID to the UAA Instance

Steps

1. Getthe URL of the UAA instance.

m Get the VCAP environment variables from your application
¢ Inthe Terminal run the command: c£ env <your-name>-httpdata
o Copy the contents of UAA uri (don't include the quotes)

predix-uaa-training": [
{
"credentials": {
"issuerId": "h N . '
"uri": 'https ffcedcddEl-?936-429? -8c40-4165ed192109. pred1x-uaa training. run.aws-usw@2-pr.ice.p
||znne||. 1'
"http-header-name": "X-Identity-Zone-Id",
"http-header-value": "cedc4d21-793d-4297-8c40-4f65ed192189"

}

}l

"label": "predix-uaa-training",
"name": “annasch-uaa-instance",
llplanll: lIFreelll

"tags": []
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2. Get authenticated by the UAA instance and add a new client.

m Use the UAA command line interface (UAAC) to run the following commands:

uaac target <paste UAA uri here>

uaac token client get admin -s <admin secret>

Where <admin_secret> is the admin password you created in the security lab

i.predix

m Create a new UAA client with the uaac client add command
¢ Runthe command:uaac client add -i and press Enter

& You are prompted to fill in the following parameters (enter the bolded values)

client name: sample-clientid

new client secret:

sample-clientid

verify client secret:

sample-clientid

scope [list]: openid

authorized grant types [list]: authorization_code password
client_credentials refresh token

authorities [list]: uaa.resource

access token validity (seconds): press Enter

refresh token validity (seconds):preSSEnter

redirect uri (list): press Enter

autoapprove (list): openid

signup redirect url (url): pressEnter
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3. Configure Cloud Foundry credentials.

m Get the VCAP environment variables from your application
¢ Inthe Terminal, run the command: c£ env <your-name>-httpdata
¢ Copy the UAA issuerld value (do not include quotes)

1,
"predix-uaa=training”: [
{
"credentials": {
"issuerId": '|https://cedcdd21-793d-4297-8c40-4f65ed192109. predix-uaa-training. run. aws-uswd2-pr.ice.predix.io/cauth/tol
Yuri": "https://cedcAdZI-TO3d-4207-HcA0-ATh5ed 197109, predix-uaa-training. run. aws-Uswl2-pr. ice.predix, 1a",
"zone": {
"http-header-name": “"X-Identity-Zone-Id",
"http-header-value": "cedcd4d21-793d-4297-8c40-4f65ed192109"

h

"label": "predix-vaa-training",
"name"”: "annasch-uaa-instance",
"plan™: "Free",

"tags": I ]

}
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m Edit the /etc/com.ge.dspmicro.predixcloud.identity.cfg file
& Make the following changes to the file

com.ge.dspmicro.predixcloud.identity.uaa.token.url=<UAA issuerid> (paste
from cf env output)
com.ge.dspmicro.predixcloud.identity.uaa.clientid=sample-clientid
com.ge.dspmicro.predixcloud.identity.uaa.clientsecret=sample-clientid

m Save and close the file

Part IV - Configure Spillway for HTTP
Configure the HTTP Machine Services and start the flow of data.

Steps

1. Configure the spillway for HTTP.

m Edit the /etc/com.ge.dspmicro.hoover.spillway-o.cfg file
& Make the following changes to the file
com.ge.dspmicro.hoover.spillway.destination=Http Sender Service

m Save and close the file

2. Configure the HTTP River.

m Get the application route by running the command c£ apps in the Terminal

[79B:~ 582439379% cf apps | grep http
Hata started 1/1 16 16 |annams—httpdata.run.aws—uswﬁz—pr.ice.predix.ial
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m Edit the /etc/com.ge.dspmicro.httpriver.send-0.cfg file
& Add the application route

com.ge.dspmicro.httpriver.send.destination.host=<application route>

Example:

3. Restart the Predix Machine.

m Inthe Terminal navigate to the /bin directory of predix-machine-debug
¢ Runthe command ./predixmachine clean

m You will see a success message repeated for each transaction every few seconds

d-24] | INFOlcom.ge .dspmicro.httpriver.send. impl .AttpRiverSendImp COm
| . transferid: 1| | 7T-fem9-441T7-aB8el-ac5daif6alcl
mE
H
3 H +
1 . 1
B3I M 1) | INFUICOm.ge.aspmicro.Nttpriver. 1
| ¥

Page 227 Predix Training Programs



Lab 8: Connecting Machines to Predix Cloud

m To verify that data is stored in the cloud, open a browser and retrieve a specific piece of
data based on the transferld

https://<app)route>x/vl/retrieve?transferid=<copy
a _transferId from terminal>

prisdiz.io -

Welcome to Predix Machine HTTF Data Service!

Opening retrieve

You have chosen Lo ogen:
retrieve

which is: BIN file (409 bytes)
from: hitpofams-httpdata.nun aws-uswil-price. predix.io
Would you like to save this file?

Cancel Save File
v 8 O 3
retrieve
=
409 bytes — predix.io 10:58 AM
Show All Downloads

® " retrieve (~/Downloads) - gedit

File Edit View Search Tools Documents Help
& open v [Uisave B AN

retrieve X

1 {"address": "com.ge, . dspmicro.s ——rr . . - - T " Srame’: "Hod: 5
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4, Stop ModbusPal and shut down Machine.

m Stop ModbusPal by selecting the “x’ in the upper right corner of the ModbusPal tool or
typing ctrl-c in the terminal window where ModbusPal was started from.

m Stop the Machine Container by typing exit in the Terminal
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Exercise 4: Working with Consumer Bundles

Learning Objectives

By the end of the lab, students will be able to:
m Create a basic bundle that can be deployed into the Machine services container
m Use a maven archetype to quickly create a project with predefined components

Prindix Cloud

(1) Generate Machine
| ®

(2 Simulate Data
e GE Software Prisdic Mochinge

3 Push to Cloud

Clowd Gatewoy o ___________________

@ Basics of “bundle”

Mabile Machine

© T @ e @ ™| (5) Secure your app
(6 Working with Data
056! Fromework Adﬂﬂter

Part | - Create a Basic Consumer Bundle

In this exercise, you create a basic bundle that can be deployed into the Machine services
container. To simplify the process, you will use a maven archetype (a project template plug-in) to
quickly create projects based on predefined project models.
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Steps

1. Create a new Java project from a maven archetype.

m In Eclipse, verify you are in the Predix SDK perspective
m From the File menu, select New > Maven Project
& Accept the default values and click Next

m Edit Source Refactor MNavigate Search Project Run Window Help

ew Fil TN (Ei Spring Starter Project i
pr i pen Fe... (i Import Spring Getting Started Content -
2=y Close %W (5 Spring Project E
== Close All 8W % Java Project [
| e e 57 Static Web Project

o % Dynamic Web Project
[z] Save As... = .
ne & Maven Project
Save All {+ 385 F% Project

" Revert = Project...

Move @ Aspect

Page 231 Predix Training Programs



Lab 8: Connecting Machines to Predix Cloud

2. Select an archetype and define parameters.

m In the Filter field, type machine to locate the machine-training-archetype
o Select the archetype machine-training-archetype, version 15.3.0.

Catalog: = All Catalogs ¢ Configure
Filter: machine
Group Id Artifact Id Version
com.ge.predix.solsvc machine-training-archetype 15.3.0

¢ Click Next

m Enter the following parameters on the next screen
¢ Groupld: com.ge.predix.solsvc
o Artifact |d: machinetraining
¢ Package: com.ge.predix.solsvc.machinetraining
- Click Finish
m A new project called machinetraining is displayed in the Navigator window

¥ 7= machinetraining
¥ [# src/main/java
¥ £ com.ge.predix.solsvc.machinetraining. api
» |J] ISimpleService.java
¥ H com.ge.predix.solsvc.machinetraining.impl
» |J RandomMachineAdapter.java
br |J| SimpleServicelmpl.java ]
» £ com.ge.predix.solsvc.machinetraining.impl.util
» tb‘ com.ge.predix.solsvc.machinetraining.server
> (% grc/main/resources
> # src/test/java
» =i\ JRE System Library [JavaSE-1.7]
> =, Maven Dependencies
> (= src
target
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3. Examine the project files.

m Expand the machinetraining project and open the SimpleServicelmpl.java file
& Locate the annotations for @Component, @Activate, and @Deactivate
m Open the pom.xml file and select the pom.xml tab in the editor window.

Note: Do not select the drop-down for Packages in the Overview tab as this changes the
packaging type.

Version:

Packaging:

¢ Locate the <packaging> tag
- This defines the build as an OSGI bundle
¢ Locate the <instructions> tagat the bottom of the file
- These properties become part of the bundle manifest.mf file

<configuration>
<obrRepository>NONE</obrRepository>
| <instructionss> |

<Bundle-5SymbolicName>${project.artifactId}</Bundle-Symbol

<Bundle-Name>${project.artifactld} built from arch-basic-

<Bundle-Versions>${project.version}</Bundle-Version>

<Bundle-Classpath>.</Bundle-Classpath>

<Export-Package>com.ge.predix.solsvc.machine. training.api

<Import-Packoge>aQute.bnd.annotation.metatype;version=5${i
jovax.ws.rs.*;version=3${import. joavax.ws.rs},
org.slf4j;version=5{import.org.s1f4j};provider=paxlo¢
org.osgi.service.component;version=3{import.org.osgi.
org.osgi.framework;version=${import.org.osgi.framewor
org.osgi.service.cm;version=3{import.org.osgi.service
com.ge.predix.solsvc.machine.training.api;version=%{i
com.ge.dspmicro.machinegateway.api;version=${import.¢
com.ge.dspmicro.machinegateway.api.adapter;version=$4
com.ge.dspmicro.machinegateway.types;version=3${import

<Service-Component>®</Service-Component>

</instructions>»
</configuration>

Page 233 Predix Training Programs



Lab 8: Connecting Machines to Predix Cloud

GE Digital Page 234



Predix Developer Boot Camp

4. Build and deploy the maven project.

m Right-click on the machinetraining project and select Run as > mvn install
m Inthe Console tab, the following messages are displayed

B
[INFO] BUILD SUCCESS

[INFO] =-===--=cmecmmceececeecceemeeseeceeeeeee—————————
[INFO] Total time: 5.746 s

[INFO] Finished at: 2016-01-15T17:45:08-08:00

[INFO] Final Memory: 22M/216M

[INFO] --==-c-cccccccccccccccccccccccccccccccccccncccana-

¢ Verify the BUILD SUCCESS message is displayed

5. Deploy the bundle to the machine services container using the Web Console.

m Start the machine container from the command line

m Reopen the Web Console
& In a Firefox browser navigate to https.//localhost:8443/system/console
¢ Loginasusername: predix password: predix2machine

m Click Install/Update...

Reload Install/Update... |Refresh Packages
$ Category $ Status ¥ Actions
system Active
05gi Resolved > & B
(AP A g =Tan A rtive -
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m Select the bundle

¢ Browse to the project's target directory located in the project workspace

Lab 8: Connecting Machines to Predix Cloud

/predix/Documents/MyProject/machinetraining

# Select the bundle name machinetraining-0.0.1-SNAPSHOT.jar

> [ src
v [ target

|

Yy ¥ Yy vyvvyvrwyrwTy

L] classes

. com
generated-sources
generated-test-sources
maven-status
META-INF

OSGI-INF
surefire-reports
test-classes

PPEEERRI

= machinetraining-0.0.1-SNAPSHOT.jar

pom.xml

¢ Click the Install or Update.
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6. Start the bundle from the Web Console.

m Click on the Id column to sort the bundle list by descending order
(If you do not see your bundle at the top, click Reload. The bundle should be in the Installed

state)

Predlx Machine Web Console

" Bundles

Main OSGi Predix Status System Technician Console Web Console

Bundle information: 158 bundles in total, 118 bundles active, 5 active fragments, 30 bundles resoclved, 5 bundles installed

*® Apply Filter Fitter Al
Id * | Name * \Version * Catego
157 » machinetraining built from arch-basic-dspmicro-module (machinetraining) 0.0.1L.SNAPSHOT
156 » webconsole-prediccloudenroll {com. ge.dspmicro.webconsole-predixcioudannol) 15.3.0

¢ Under the Actions bar, click the Start button
& You should see the message “this is a test string” in the terminal window where you
started predix machine

2014-06-19 11:42:19,908 [Component Resolve Thread (Bundle
1437 | INFO | com. ge. dspm1cro training.impl.SsimpTleServiceImpl|71-

machinetraining-
0.0.1.5NAPSHOT this 15 a test string
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Exercise 5: Adding Security to Bundles

Learning Objectives

This goal of this lab is to provide hands on experience with:
m Adding a new machine service to your consumer bundle
m Using the security service to encrypt a variable in the consumer bundle configuration file

Pradix Cloud
T P (1) Generate Machine
(2 Simulate Data
o GE Software Pradixc Moching g h I
Cloud Gateway (6 ) -I‘l_ = .P_U.S. .tP -C. ? ':H.j .....
ERE = (4) Basics of "bundle”
o Gateway Gatewoy "
@ - © ® Secure your app
(® Working with Data
05GI Fromework Adﬂpter
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Part | - Adding Security to a Consumer Bundle

In this exercise you add a new machine service to your consumer bundle. You then call the
security utility APIs to encrypt the consumer bundle’s password.

Steps

1. Create a configuration file for the consumer bundle.

First you need to create the consumer's configuration file with a non-encrypted password.
m Go to <predix-machine-debug>/etc folder and create a new configuration file
¢ File name: com.ge.predix.solsvc.machinetraining.cfg
TIP: You may copy any of the existing .cfg files and remove the all the settings.
m Add the following 2 properties to the file

com.ge.predix.solsvc.machinetraining.uri=https://localhost:8443/testserve
r/test

com.ge.predix.solsvc.machinetraining.password=secretpassword

com.ge.predix.solsvc.machinetraining.urishttps://localhost:8443/testserver/test

com.ge.predixe.solsvc.machinetraining.password=secretpassword

m Save and close the file
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2. Add a security package to pom.xml file,

m In Eclipse, open the pom.xml file for the machinetraining consumer bundle

¥ %= machinetraining
¥ # src/mainfjava
¥ £ com.ge.predix.solsvc.machinetraining.api
> |J] ISimpleService.java
¥ £ com.ge.predix.solsve.machinetraining.impl
* |J| RandomMachineAdapter java
» |J| SimpleServicelmpl.java
» [} com.ge predix.solsve.machinetraining.impl. util
» £ com.ge.predix.solsve.machinetraining . server
» [ # sre/main/resources
> [ src/test/java
» = JRE System Library [JavaSE-1.7]
b =, Maven Dependencies

> [=src
(= target
m Locatethe comment<!-- DSP micro API package versions -->

You will notice several <import.com.ge.dspmicro.<service>.api> statements.
These define the range of supported API levels for the package that you are using in your
application.

m Ensure that the following import is listed:

<import.com.ge.dspmicro.security.admin.api>"[1.1,2.0)"</import.c
om.ge.dspmicro.security.admin.api>

m Inthat same file locate the <Import-Package> tag
# If not already there, add the following package at the end of the package list:

com.ge.dspmicro.security.admin.api;version=${import.com.ge.dspmi
cro.security.admin.api}
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Note: Make sure you check the syntax and place a comma separating this package from the

one above it.

m Save and close the file.

3. Create a variable for the configuration property.

m Inthe machine training project, locate the SimpleServicelmple.java file
m Add the following static field to your SimpleServicelmpl class just below the existing
variables for SERVICE_PID and _logger:
private static final String PROP_PASSWORD

Y .password”;
(this variable corresponds to the value you added to the configuration file)

= SERVICE_PID +
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4. Add necessary code for consuming a new service.

m In SimpleServicelmple.java add another private field to the class as a handle to the
security service:

private ISecurityUtils secUtils;
o If you get an error, press ctrl+shift+o to organize your imports
& Select the following import: com.ge.dspmicro.security.admin.api
m Create a setter for this field annotated with @Reference
& Add the following code for the setter method just below the deactivate method

fReference
public veid getSecurityUtils (ISecurityUtils secUtils)
{1

this.zecUtilz = zecUtils;
il

& Press ctrl+shift+o to organize your imports

¢ Select aQute.bnd.annotation.component from the list to import the following
package into your app:

import aQute.bnd.annotation.component.Reference;
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5. Implement security APIs.

The activate method is guaranteed to be called when a service starts. This is a good place to
encrypt a property.
m Add the highlighted code to the end of the activate method
this.secUtils.encryptConfigProperty (SERVICE PID, PROP_PASSWORD) ;
m In order to use the encrypted property, access the value through security utils.
& Add the following code just below the line you added in your activate method above

_logger.info("Original Value : " +
String.valueOf (this.secUtils.getDecryptedConfigProperty (SERVICE
PID, PROP_PASSWORD))) ;

(Obviously you would never log a password in a real use case.)
m Your completed code should look like this

public wold activate EpOnEnt nEEx

if

this . =« ENCT t figProper SERVICE PID, PROP_FPASSWORD) ;
- t i tithis. t

SERVICE _FPID, PROF_FASSWORD
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6. Build the project and deploy the bundle.

m Delete the machinetraining.jar from the running Predix Machine container before

importing the updated app.
|

U

Name ¢ Status & Actions

. ®

¢ Ma nera L LT na aasl ISP n 2 [(machinelra He
[ =

m Deploy the updated bundle
o Select the Install/Update button
& Browse to the updated machinetraining-0.0.1-SNAPSHOT.jar file and select open
¢ Select “Install or Update” to import the bundle
# Click Start to launch the bundle.

m You will see the original password displayed in the terminal window where machine is
running
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7. Verify that the property has been encrypted.

m Open the machinetraining.cfg file in the predix-machine-debug/etc folder

The password field has been wiped out and an encrypted property has been appended to
the file.

m The configuration file will look like the following:

com.ge predix.solsve . machinetrainin assword =

Com . redix.solsve . .machinetrainin assword.encrypted =

mmf\ln EquN FAGt4Ld1URBSd1IEtZdhTwVbzAdz GCwg=

The password is clearly no longer human readable.
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Exercise 6: Generate Gateway Data with the
Machine Adapter

Learning Objectives

At the end of this lab you will be able to:
m Read data from an adapter
m Create a simple adapter that returns random data
m Implement the interface and register the service with Machine Gateway

Predix Cloud

(1) Generate Machine

| ®

'n GE Softwore Predis Mochine

(2) Simulate Data
(3) Push to Cloud

Clowd Gateway ﬁ ___________________
_— - (4) Basics of “bundle”
[+ : 0 e O e ® Secure your app
(& Working with Data
SH Fra— Adapter
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Part | - Configure a Consumer Bundle

In this exercise you configure a consumer bundle.

Steps

1. Verify that the machinegateway packages are imported into the consumer bundle.

m In Eclipse, open the pom.xml file
¢ Locate the comment<!-- DSP micro API package versions -->
Notice several <import.com.ge.dspmicro.<service>.api> statements
& Ensure that the following import is listed:

<import.com.ge.dspmicro.machinegateway.api>”[1.1,2.0)”</import.
com.ge.dspmicro.machinegateway.api>
m Locate the <Import-Package> tag
+ If not already there, add the following 3 packages at the end of the package list
com.ge.dspmicro.machinegateway.api;version=${import.com.ge.dspmi
cro.machinegateway.api},

com.ge.dspmicro.machinegateway.api.adapter;version=${import.com.
ge.dspmicro.machinegateway.api},

com.ge.dspmicro.machinegateway. types;version=${import.com.ge.dsp
micro.machinegateway.api}

Note: Make sure you check the syntax and place a comma separating these packages from
the ones above.
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2. Add necessary code for consuming a new service.

m If not already there, add the private field for Machine Gateway into your
SimpleServicelmpl class
private IMachineGateway gateway;
m Add the setter for the machine gateway field annotated with @Reference
@Reference
public void IMachineGateway gateway)
{
this.gateway = gateway;
}
m Save your work

3. Implement the IMachineAdapter Interface.

An implementation has been provided for you as part of the archetype. Take a look at
RandomMachineAdapter.java. It provides a mock implementation of a machine adapter.
When readData is called from this adapter, it will return a random integer wrapped in the
PDataValue class.

In a real use case, this interface should be implemented using a Java library for whatever
device technology with which this adapter will interface.

4. Retrieve the adapter through the Machine Gateway API.

Adapter type identifies an adapter. A common convention, which is also used by the
Random Machine Adapter, is to use the service PID as the adapter type.

m Add this private field to the SimpleServicelmpl class
private UUID randomNodeId;
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m Insert this code into your activate method, below the code you added in the previous labs
for (IMachineAdapter adapter
this.gateway.getMachineAdapters()) ({
if ( adapter.getInfo() == null )
{
continue;

}

if (
RandomMachineAdapter.SERVICE PID.equals(adapter.getInfo() .getAdapt
erType()) )

{
this.randomNodeld =

adapter.getNodes () .get (0) .getNodeId() ;
break;

}
}

Now that you have the nodeld of the single node in the adapter, you can read it directly from the
MachineGateway API. There are two ways to read data: either directly from the MachineAdapter
or through MachineGateway. In this example you will read from MachineGateway so you do not
have to store the reference to the adapter.

m Add the following code just below the for{} loop you added in the previous step
PDataValue value =
this.gateway.readData (this.randomNodeId) ;

_logger.info ("Reading Random Value " +
value.getEnvelope()) ;

m Import PDataValue from com.ge.dspmicro.machinegateway. types if needed
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m Your completed code should look something like this

this.secl rty (SERVICE PID, PROP_PASSWORD) ;
loggear. |"Orig 1l Value @ ® String.valuedfithis.secUti .getDecryptedConfigProperty(
SERVICE PID, PROF FASSWORD)) ) ;
for (IMachineAdapter :
this.gateway.getMachineAdapters())
AE | .getInfol) null)
continue;
if (RandomMachineAdapter.SERVICE FID.equals| .getInfol) .getAdapterTypell))
this. randomNodeld dOEtNodes () get ] .ogetModelal) @
braak:
this.gateway.readData (Ehis.randomNodeId) ;

5. Build and deploy your bundle.

Build the machinetraining project (Run As > maven install)

From the Web Console, delete the existing machinetraining bundle

Select Import/Install and browse to the updated machinetraining.0.0.1-SNAPSHOT jar
Import the updated bundle and start

] predix@localhost:~/PredixApps/training _labs/machine/predixsdk-15.3.0/utilities/containers/prec

File Edit View Search Terminal Help
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Boot Camp Appendix
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Installing Px Theme Components from GitHub

Note: The following list is for your information only. It indicates the steps that you would
normally take to set up your px-theme project. These were completed for you in order to
provide the Px elements required for the lab exercises.

m Connect to the px-theme repository on GitHub
You need a GitHub account as well as a Predix.io account to do this.
m On the right-hand side of the web page, click the HTTPS link under the HTTPS clone URL

HTTPS clone URL

<> Download ZIP

m Copy the link in the box. You will use this in the next command in the Terminal window
m Inthe Terminal, change to directory into which the project should install
¢ cd ~/predix/PredixApps/training labs
¢ Clone the px-theme library:
git clone https://github.com/PredixDev/px-theme.git
In the Terminal, you should receive confirmation that this has completed correctly.

m Inthe Terminal, run the following commands to set up your px-theme project:
¢ cd px-theme
¢ npm install
¢ bower install
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The npmand bower install commands install dependencies for the application in
the px-theme directory.

Tip: Look at the repository in GitHub for the PXd library to find styles or elements that can
be used in your applications. You'll use some styles from the px-forms-design component

m Inyour browser, open the px-forms-design library in GitHub
m Copy the “bower install” line from the Readme information under the “Installation” heading

¢ Inthe Terminal, run this command:
bower install --save https://github.com/PredixDev/px-forms-design.git
This installs the px-forms-design module and its dependencies.

Creating a Web Component

m To Download the Yeoman generator for the Predix component, in the Terminal, run the
following commands:
git clone https://github.com/PredixDev/generator-px-comp.git
cd generator-px-comp
npm link
The git clone command clones the generator from GitHub. The npm 1ink command
installs the generator-px-comp.
m To create a directory and run the Predix component generator, in the Terminal, run the
following commands:
mkdir hospital-info
cd hospital-info
yo px-comp
The yo px-comp command runs the generator, which creates the new component.
During this creation, you will be prompted for a component name, mix-ins, and PXd Sass
modules. Answer the questions as follows:

¢ ?Whatis the component’s name, must have a "-", e.g. 'px-thing'?

Enter my-table and press Enter
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& ?Optional: Local paths to mix-ins the component uses, comma-separated (e.g.
../px-my-mixin,../px-my-other-mixin’)
Press Enter

& ?Which of these common Pxd Sass modules does your component need? (You can add
more later in bower.jason)

Use your arrow keys to scroll down to Tables and press the Space Bar to select Tables
¢ Press Enter

[predix@localhost hospital-infol$ yo px-comp

. What is the component'’'s name, must have a "-", e.g. 'pn—t,hing'?
e.g

. Opticonal: Local paths to mix-ins the component uses, comma-separated

'L /pr-my-mixin, ../px-my-other-mixin')
. Which of these common PXd Sass modules does your component need? (You can
add more later inm bower. json)

m To download and install the Bower dependencies for the component, in the Terminal, run
the following commands:

¢ bower install
bower link
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