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WA ISANLUCIN FESs LHEX o
FLERETE LT
d_kwpy=Y ) N
HF2 77| e SN AL Al AIZO|N| B2 display SHX| Qi1
HtE W3 23 ZX Ho|X|2 o|sgLct.
(M7 715 2, M0 Cistoj= Hx Zo| HREfL|CH
X N L} WebView 2 F3st= A<, P RESERVED SMO0| ==7}=lL|C}
(2% ¢ =tFo| HX|HWHE(QHEEO|E) O 2.B. mobilelSP ASHH ) E HISHHA|IR.
SHEE 47, 0 By FH !
MEILE Ml Al intent HHAOE WS ZES £ YT E 17| Z0| J2Ho=E £4
St= AS HEEL|CH
= block_isp=Y&twotrs_isp=Y&twotrs_isp_noti=N&apprun_check=Y
5l7|= SE¥EEQ| apprun_check=Y ALE/0|ALE A|, 2Z]0]| CHTH &M QL L|Ct.
<apprun_check=Y O] A2A|> - ISP 0| Q& ©, @& HO|X|7} EAistL|Ct
Stepl) A%EEO Step2) 7h= AMEd
FOM BRI BRI |
ls
» (DAOIX[O|LIAIA.. KG INICIS
> GHOIXIOILIA|A.. KG INICIS 3o 1,000
=204 = .g'l
1,000« sE OILIAIA BIAE ABEHE
Y& O|LJA|A EIAE M4EXE HB7I2 W X2 7|2 oS
| FHEAL MY M
82
b= Rfaeh
Siane REAI5]£7] 50 =
SN YAIE
MAFESER xpsim) 59l
orS e ZNSE0|HY  INlpayTest@inicis.com
ARISMBA x| 5ol
= et ZN|URE Q151U B, 2| LRI SCfgich
= s - e
24X 02-1588-4954 | ZH|LHAZES] wwwinicis.com
K| 02-1588-4954 | ZIILIIZES] www.nicis.com
Step3) ISP ZH| A%} Step4) ISP glg [
0| X| 14 / 52 Pub. Date: 2015. 01




INIpayMobile WEB A SO+

» (DAOIX[O|LIA|A.. KG INICIS

—10H

== 1,000«
48y O|LJA|A HIAE AEFE
B Y= X2 712t g

281, BCIIC 8 0/ 8501 HZ FHBAIE 32,
EX|5t7|E E{X|5t0 E2{ 1 EX|E StAI7| B
gL

LHIY ISP EX|5t7|

v 13

U ispmobile://

YUHO|X|E BAIZ & SSLICH

ispmobile://
TID=INIMX_AUTHINImobile1201501221027
QU= YHO|X|7t YA 22 STE[UHLE A

Y FAMEFHZ 0| E = ASLIT

CHE2 F 7HX| HMIetArdLICt.

o FOH717]2 A5 X CIOIH H& HEHE
EelstM| L.

o LtZS0i| YHO|X|E CHA| 2ESHMR.

e GoogleOf| Af &H|O|X|2| HAIE AHE S
EelstM L.

(0] 0] A]...)
<apprun_check=Y At&A|> - ISP 0| QICIH, H AEQ O|F

e+ YL

Step2) 7= M EH

Af =
S

Af =
[=k=]

o
Step3) ISP ZM| A|Z

INipay? 5 PayPin
A

» (DAOIX[O|LIA|A.. KG INICIS

=R 1,000«

482 O|LIAIA BAE 4EHE
H3R! CEREREE

=0, BCIIEE 0|830] X F BHStAE B2,
EX|5t7|E E{X|5t0 E2{ 1 EX|E StAI7| B
ECIES

LHIY ISP EX|5t7|

Step4) ISP 1= j

1. 2ot UHHEX|ISP
VP Inc

ISP * kK

2HIY LUK

Steps) 9 A% &

X = ZHE OlojM T

H|O|X|
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> F)FOIXIO|LIA|A

KG INICIS

1,000«
O|LIA|A HIAE HEHE
He M3 7|12t el S

Z10H
=hu!

483
X371zt

DHHY ISP A0IM ZHE HAHOE KA
ce,

(21018 F2 AW, HUFOZ A} HAEL
=

= el
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71250l HX| g INIpayMobile WEB 9= 04 <

1-4. ZAA|G0o|X] +M oA - © 2 Transaction HtAlo] M

St7| OfA|= 2 Transaction L/d0f otot OfAf| & L|Ct (head,body £ =)
<meta http-equiv="Content-Type" content="text/html;charset=euc-kr"/>
<script>

function formSubmit(){
document.getElementById("form1”).submit();

}

</script>

<form id="form1"” name="form1" method="post" action="X|&=CtURL">
<input type="hidden” name="P_GOODS" value="HAEAZ" />

<input type="hidden” name="P_MID" value="4t&0}0|LC|" />

<input type="hidden” name="P_AMT" value="MZ&7t4" />

<input type="hidden” name="P_OID" value="5124213" />

<input type="hidden” name="P_EMAIL" value="abc@abc.com” />

<input type="hidden” name="P_UNAME" value="7 O XtH" />

<input type="hidden” name="P_NEXT_URL" value="https://7}Y ™ Next_Url" />
<input type="button” onclick="formSubmit();” />

</form>

1-5.  ZAA|G0o|X] +A of|d] - @ 1 Transaction HtAlo] M
5t7| O XM= 1 Transaction T+-d0f otot O K| RIL|C} (head,body £ “H=F)

<meta http-equiv="Content-Type" content="text/html;,charset=euc-kr"/>
<script>
function formSubmit(){
document.getElementById(“form1”).submit();
}
</script>
<form id="form1"” name="form1" method="post" action="X|&=CtURL">
<input type="hidden” name="P_GOODS" value="HAEA&EZ" />
<input type="hidden” name="P_MID" value="4t&0}0|LC|" />
<input type="hidden” name="P_AMT" value="MZE7t4" />

<input type="hidden” name="P_OID" value="5124213" />

<input type="hidden” name="P_EMAIL" value="abc@abc.com” />

<input type="hidden” name="P_UNAME" value="7LO{XtH" />

<input type="hidden” name="P_NOTI_URL" value="https://7}d Noti_Url" />
<input type="hidden” name="P_RETURN_URL" value="https://7t}Y¥ & Return_Url" />
<input type="button” onclick="formSubmit();” />

</form>

H|o|X| 17 /52 Pub. Date: 2015. 01
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INIpayMobile WEB ¢ =05

1-6. ©Q1ZZ1}s+4l (only 2 Transaction)

X 1-6 ~ 1-8 &2 2 Transaction & ot 4% HO|X| {lL|C}
X 1 Transaction #Al2 1-1. AF Flow & 2 FATIA L.

"QIEZat=4" o|8t 37| Step 2 2OjRtLCh

- ----- e R
Z2IEE
——————— »'
I
7ty TOHRE O|L| | o] 2 Hf U™

2 Transaction AH2{o| &2, "1-2. ZX & Open (F2EE TE) - % Fa 8 e F
of Z|x4=l, P_NEXT_URL =2 CQIZZIE HMEgLct ol O|Lmo|ZHE™ oA
P_NEXT URL 2 MESH= Parameter = o}7|2f &4 L|CH
4cg S H i
P_STATUS QIS &HEY MZAl 00, O Q Ay
P_RMESG1 A0 A| K|
P_TID OI=7{ajHS | Char(40) / M= Aloj|oH B3t
ZtEHO|A OjL|Ho|ZHIYZ SQ12E S & I, AHEE|& Url
QIL|C} Haj 74 OfCh AO|sF URL O MEFEIL|CE.
p_REQ_URL solgH Url I L|CF 74 ek tr |5t | MEELC
matA, o n8sto] ALSHX| oAl L.
Http Scheme & https & At&%tL|C|
F|E AHejA| F2EEO P.NOTI E A7EstNCHH, O 22 A
P_NOTI JEtFEEE | e £+ UAFLICE O] g2 P_NOTI gt % 2 2|ssL
Ct

K YIS XSO B2, ¢7|9f S Zu 0] ot (1-8. SZI +HLE HA|

—
(only 2 Transaction) 9| Zt0| MEZrElL|C} O™ {9 HiEhL|C}.
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T|2HQl MK Y INIpayMobile WEB 915 0f &= 21

Sl= Method &= post, get 2 MEiMOZ AL,

Xe2| BrEfLCt.

Ju oo

___________________________________________ _’
. _: ® QA1 == (Http-Socket Receive Data)
Z2IEE
------- »'
|
7ty THOH R} ojL|m|o] ZHF™

50828 Ao AFEEE P_REQURL(EQI2H Url) 2 Front-End THOAl Submit & SFX| @
1, Http-Socket S48 &3 Back-End ttoz QFSIAMOF THL|CL. @A P_REQ_URL 2 &9l
WEE AX 7, 7MY £ Url 2 SQANE TESHA| @1, HO[X| &0, echo & &3f
ZIE =S|k SHL|Ct [makA, £Q1 A0t HA|X|= Http-Socket ©| Receive-Data 2 =4l
LOMOF LC 2B FEE 2 =, 52 2¥HSt= Flow = 5t7|9] &AZ FH1 SHHA|R.

ST URL: O|L|A|A SIX URL : P_NEXT_URL

O|L|H|O| L HtAT™™Of| A
P_NEXT_URL 2
ol

= A
IS Zu S

S1X| URL : P_NEXT_URL

mtzhA o o|L|m| o] = HFYU™, MAEOA S8

Socket ©| Receive-DataZ

EHE 21 =4

N

ME3te Si A2 Bh7| 25U

m
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71250l HX| g INIpayMobile WEB 9= 04 <

E ML Http-Socket
S Al post

S2URY Al ot7|o] EEE HHEA HESHAMOF L L

Zcy 2 b o
P_TID AZATMS | AZAD AL ZHE ASH2HS(P_TID)
P_MID AFotoltl | Azh Al ALBE, FAHEE otolC]

Http-Socket & 0|8¢t 522¥e ME AL= ot7|e Z5H

(ef7] ZE tf g+ HE FIAOF BIL/L) 8f7] EEL EXIE Poff ZEE GJAIEILILH

<?

//REQUEST khhkkkkkkkhkhkkhkhhkkhkhkhhkhkhkkhkhkhkhkkhhhkkhkkhkxk
$P_STATUS = $_POST['P_STATUS'];
$P_REQ_URL = $_POST['P_REQ_URLT;

$P_TID = $_POST['P_TID";

$P_MID = $_POST['P_MID];

function makeParam($P_TID, $P_MID){
return "P_TID="$P_TID"&P_MID=".$P_MID;
}
function parseData($receiveMsq) { //5Q1Z 1} Parse
$returnArr = explode("&” $receiveMsg);
foreach($returnArr as $value){
$tmpArr = explode("=",$value);
$returnArr[] = $tmpArr;
}

}

function chkTid($P_TID);

function saveTid($P_TID); /=9l
function setSocket($host, $port); //2Zl
function connectSocket($sock);

function requestSocket($sock,$param);
function responseSocket(); //tl| O] E

if($P_STATUS=="00" && chkTid($P_TID)){
$sock = setSocket($P_REQ_URL,443); //https connection
connectSocket($sock);
requestSocket($sock,makeParam($P_TID, $P_MID));
$returnData = responseSocket();
$returnDataArr = parseData($returnData); //$returnDataArr Off Q1A M7
saveTid($P_TID);

4|0 X| 20 /52 Pub. Date: 2015. 01



L of

INIpayMobile WEB -0+

=

E MA| (only 2 Transaction)

2 =

H 2

OH
ofm

P_STATUS

7 2ff & El

43500

“00” 0]@| Al
Zo| : HEEA] 00 O|Qe| BE
Ziks o2 M2 St oF gLt
(Rlg45 3 YHx At

ol2{Lh &0l el 2~4 Xt2|2 HEE
& QBLCL BE X|BHE
ZEXoR ZHME A
P_STATUS=00 2 2 H™Z&E|LL,
ZH & Aol= &o[5HAH HESE

=+ As4rh)

P_TID

HefjHs

char(40)

P_TYPE

char(10)

CARD(ISP, QA
) o])

HPMN (81 0 L)
CULTURE(Z23HAHE )
MOBILE(Z L =)
VBANK(7HALAH| &)
EWALLET(® X}X| Z)
ETC_(2+2| T 0], H 0| = 9| 7|Ep

S I UHILEA O

P_AUTH_DT

ne
Ral

char(14) YYYYmmddHHmMmss

P_MID

0% | ol

o
o
<
n

char(10)

P_QID

0

P_AMT

(
char(100)
char(8)

P_UNAME

al

char(30)

P_MNAME

N

02 |Mo [ |oX |o% |ro
o
1]

N
oA
©
[

FEYE Y 7t e

P_RMESG1

=
=
Rl
'_l

char(500)
Xl& Zat HA[X]

P_NOTI

gy ==
FEEE

char(800)

FEXHO st Zh izt

P_NOTEURL

It "

NOTI URL

Heled Al
gretef L Ct

P_NEXT_URL

It "

NEXT URL
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7| 2ROl AK| i INIpayMobile WEB ¢SO
AMgItE AekztAof et E&
st P_CARD_NUM eSS STRA mE
UZQIE
P_CARD _ISSUER_CO char(2)
HFIA} AE
DE
O™ ol 74 oot sHCH
P CARD MEMBER_N Sl XA 7t o A0 i
UM
P_CARD_PURCHASE_ XA 7FUA  ZHoob syct
OjQUAI 2 E
CODE
P_CARD_PRTC_COD | &4 EEFLIIs (1, REFAEIS
E 7ts01 8 0
P CARD_INTEREST | BO|X} =20 |0: Ukt 1: 2O|X}
0: MEIIE,
Al27tE | P_CARD_CHECKFLA
. HIAIIE o= 1: §Aaze
2: 7| ZEFIE
char(500)
P RMESG2 o A|X| 2
MEIE 2 Y £
P FN_CD1 A== char(4)
char(30)
P_AUTH_NO 20|HS
MEFIEHE( O AT At TFL|CH
P_ISP_CARDCODE VP FlE
P FN_NM AFFIE S22 O BCIIE
P EVENT CODE oHIERAC ALA2 S5
SC|= char(3)
P_HPP_CORP
BOE E A}
P_HPP_NUM A SC= o
XMAIK|ZE | P EWALLET TYPE | ®XIx|2t =2 YPAY : A=21O]
MR | P _ (X S5 WPY - a2l
P: Mo|H
K: Z2IH7tE
C mo|a
WA E
OH = =] - AFA T
e P_SRC_CODE HASOE B: A0
L: LPAY
0: 7}7}|0|
G: SSGPAY
P_CSHR_CODE X 2| ALER 220000 : MAH 19 : QB
= P_CSHR_MSG ISEEAILPNPN
d+=3F P CSHR AMT R RS 529 =
s = SEtH+MZ+BALRE

H|O|X| 22/ 52
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0%
rE

INIpayMobile WEB ¢ =05

P_CSHR_SUP_AMT | 227}

P_CSHR_TAX M=

P_CSHR_SRVC_AMT | 2AlE

P_CSHR_TYPE 8ETE 0ASZNE, LXEZH 8
P_CSHR_DT SHSHA| 2t

P_CSHR_AUTH_NO

o
2e 28 Al 4950 2HEY LY
MEAO= HEEX B5LCH
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T 2ROl MK| e INIpayMobile WEB ¢S04+
1-9.  "THSAZE DAL “AIZO[H| Al ALY
TR AE AT 3 "AEOIH AT 2 da 8 S9 WEE TR st mEo, 7o
OhLisH "rAlmt Cha Ch2 HO| /UFLICH st7|ofle Thet ATt AZO[HOM 27| AF8Ste
OIEE F, O|SHO|X|" o "AFEE Z2 SQAE 2" WA ChsHo] QL EL|C
OIEetE = 0|S URL(FrontEh Q2 A E8 URL(Back £H
A ZO| | P_RETURN_URL(&AIH = 91 2) P_NOTLURL(Y 22t Z &A1)
7S Az P_NEXT_URL(2IZZA1tE ) P_NOTLURL(XHHHE S, a2 E)

St7|0l= @& &, P_NEXT_URL of FEE matojg Lch

HZHO|H| P_RETURN_URL 2 = &3, 2N d32 HEret = = If2to|H MEX| ofLgh
(1-8.52Z3} £AELE MAN (only 2 Transaction) 2| 25 EELE)Q| o17|ZE
P_VACT_NUM o2& A& MS | char(0)

olpglzialx .

IhAL7| 5 P_VACT_DATE 2= 0 YAt char(8) : yyyymmdd
P_VACT_TIME ol Z0OrZhA| 7t char(6) hhmmss
P_VACT_NAME Az FY
P_VACT BANK CODE | 233 E char(2)

P_NOTI_URLE M&EE|= £QZALIt= "INjpayMobile Receive API manual's #t11 HbEFL|CH.

Azt F

low = 3t7|et Z& LT

@© ZHLoIX| 2F (F28& 2¢)
------------------------------------------- _’
@ ZNHOoX| =&
® ZNEEYY A 2A52H
____________________ ’
E
- @ P_NEXT_URL Z 0|E =K
R Rt ,- - Al
Ed l, ® 7tMAZE MHHEE M (Http-Socket Back TF H&) le - !
MU - | ® wE| A=Al =2 (Http-Socket Receive Data) N /
___________________________________________ ,
e ____ 0 E= 5ol A, gapEsHtp-socket Back B WS Jv-
L E| MA=A Z=2(Http-Socket Receive Data)
------------------------------------------ _’
® ZAxz =l :
=TT T EE e |
© ZXNZa = |
--------------------- »
|
MELES THO§ At O|L|H[O] 2 HtY™
!

Y719 20| Al 19, Yg &2 = 19, & 23] EE S SELUCH

H|O|X| 24 /52
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7|

=
[

HOl dX| g INIpayMobile WEB ¢l = 0f

A ZHO|M| Flow &= o}7|Qt Z&LCt.
<<H %0|H| Flow>>

@ ZHHOoX| Y (FE28= AY

___________________________________________ _’
@ ZXNLOo|Xl =&
Q@ ZNEEYY U 25N
____________________ ’
g4z | @ PRETURN.URL 2 0|5 _=Hl
Eay ! . 7 HpAl
=0 | @ Yz =0l A|, 2™ E(Http-Socket Back T ©E) & e
B I
® LE| MAs=Al =3 (Http-Socket Receive Data)
__________________________________________ _’
© zZrgz gol |
be----- - I
@ Z2NZ1 =9
_____________________ ol
|
L ES T-Of Xt O|L|Ho|2HIY™

APZ|Of QFLiBH HEQF Z4O|, ZRAMA|EL HEAIDF A EHO|A| Al 2|1 7|Ep HANAMEIIE 5)
o| Xto|FH0| UAIRL|, O|F KO| BFA|7| HFRL|CE

1-10. 1 Transaction BIAMOA ZAN| g8 = Za} 4

P.NOTLURL 2 M&E|= m2toly S g4f2 HHEEXQ "INpayMobile Receive APL manual’
£ T 1510] FA|7| HEEL|CH

@ P_NOTLURL 2 WESI APYol ufat 13 0|y WHE % UML), FESH0RE K
Jshe REIZ WEA FHSGMAL
® NOTI 8 B9 23 542 sirlel ZHol w2l ~uEL

=24 S
24A|7F O|Lf RYHE 7Hs | 24A12t O|Z A|BA B8 | MBS F7| o 108

P

1-11. P_NOTI_URL =4l 2, X2|9H

TAb Back THOM T&E Noti = 5t7|12] ZAS SFSHK| Y2 4% MES FEES =¥
A =L Cct 2k, (1-10.1 Transaction Al S 0
ot Z0| ZFHIA FEE HEA FHSIA|IL,
® Noti £=Al &, P_.NOTLURL 0 OK Ot =23 Quf.
@ CHEXF OK Q| html 3 ZEH JHSHEX} 23
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F|2EOl K| wb INIpayMobile WEB ¢SO} & &

1-12. FO|AIEF © <Form Encode issue>

O|L|Z| O] 2HIY™ 2 EUC-KRES At&gL|Ct 0]0f, HHEA| EUC-KR QIAHoZ F& HiEL|C

<form method="post" accept-charset="euc-kr">

1-13.  FO|AFE @ <UrlEncode issue>

MM HO|X|O| A O|L|H0|2HIY™Z =2 Mz A|, Form Data 7} Double Encoded |0
MEEE= 4271 YELICE 17|2| Case E 2 QISHA|0, Encoding O EE M ASHUA| 2.

7H48H o|L|mjo] =utY ™ Url-Encode

BASE &= BASE o=
Web-Browser Web-Browser e gs

App WebView H3 2

App Web-Browser Z2e 98

urlEncode 7% A|, 2= H2 0O|xg 3t input 9| value B8t encoding 8}0F &FL|Ct.

O|Al ) <input type="hidden” name="P_RESERVED" value="urlencode(value)” />

1-14. FO|AFS ® <iFrame issue>

O|L|mo|2HFY™ & Non-Iframe Of %X 3} £|0f JAFL|CE O[0], iFrame L{Of F&dt= HS
HYOHA| LIt iFrame FRI0| [HE X0 ot = SAOIA MAXIX| 5L CH

1-15. FO|A}E ® <Parameter issue>

P_RESERVED ETHEE 2[0f, YHEHEO|M = Value gOf| St7|2] E7|2E 5L CH
21 inewline " | & | 2 Ef7|3
£5|, FEHSZEE(P_OID) o 7|E}F HECE(P_NOTI) EE0= HOf S5{&LICt

1-16. FOAIE © <23HEH ZXN A, PUNAME 2t M7 issue>

Eot=E2lzel M 4 EIMER AN Al ZM Aol [7IWHE ARSAHD] gf0] E4dE
LICE m2tA P_UNAME EE0| FOfX ¥ i, [7tEFE ALEAH IDIE M9l Eojof gL(Ct
(20bytely])
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INIpayMobile WEB ¢ =05

1-17.  FOUAE ® <7t&AZF xtHA] P_NOTI_URL issue>

P NOTLURL 2 I8 E&E A| MYE|= URLE AFRE= ECL L|LC}
2 & 2o 7k Azt AP Alo= P_.NOTLURL 2 Zip7t HE E|Lf, x{H Al L
= &2 FAl otA[7] HHELCL XMt LIES MES = ot0 FA[7] HHELICH

<INIpayMobile_Receive_sample.zip HEAA FHE Q>

CFEL)
FRAAZE KHOIRE, 20| JpYZTHSE wF Wi TS oo
U S B, DUO| JHMAT M Al WL AZMSE S YT B TS YHSUL

—

1-18. FEOIAIE @ <2 HFY AHZf ZAX|F A issue>
O|L|HO|ZHIY™ 2 HejF 7|5 K SHK| & LC
m2tM, 28 Fas 9z x Z&5S HAXSHA, X Z&29| FA7|sS &ESHMOF ghLCt
Tx 2&0| “*IEICH QA'XI %2 4% A HO|X|(www.inicis.com) o "MAAX > 7|&X|
> 7= M ZAHTEE COHREE Z2A|7] HEEL|CH

a9 %gwgg g,w 7|&X| ¥ (ts@inicis.com / 02-3430-5960 ) 22 22| HigL|CH

OI-

1-19. FOAIE ® <OUTBOUND HISIHH jssue>

St 49| 7efTransaction Of QUO{A{, O|L|HO|ZHIYL™ 1} 7t ALO|of= QF/&5QLH
©| OUTBOUND Request 7} StMEIL|C} [M2pA, 7M™ PG K2| MH7} 7|9 ofo|x]
[jAt© 2 OUTBOUND 7} 3{LE|0| Q=X| SHoIH}aL|C}.

mn ojn

118.129.210.57

fcmobile.inicis.com

211.219.96.166

drmobile.inicis.com

183.109.71.50

ksmobile.inicis.com

118.129.210.107

mobilestg.inicis.com

Z2EES TCP

Im

443 (https)

e
Y | H
0%
0-9.-"

OUTBOUND

H[O|X| 27 / 52

Pub. Date: 2015. 01



http://www.inicis.com/
mailto:ts@inicis.com

F|2EOl K| wb INIpayMobile WEB ¢SO} & &

1-20. FO|AIS @ <DNS M issue>

- 7RYEOl W MEQ| 210{7t javaQl L HtEA| DNSI{4| 7|52 HFMOF Lt
(CH271et FAMHO| Cache & DNS HE7L &0|gt 2%, ZAX HIfE)
- JVMUDK)E™ Il networkaddress.cachettl &5 M7 (java.security)
0|53t MH|A 0|82 flo BtEA| Hoot BFEYULICHEE & WAS [ Al%)
o

o
$JAVA_HOME/jre/lib/security/java.security A0 "networkaddress.cache.ttl=0" &

121, FOIAIY © <QIEFI M X

o>

olAM} FMA| issue>

[0)

O|Lmo| 2 HtY™ Of| M T &St WM2t0|E{E Parsing 5t0] AMESHY Q]
SAOME HEEE TEtOHS =M E BEsAL, FIHHez dYd
A

Al2. Al Key & Value 2| HEfE [ X|StA|7| HEZhL|Ct.

)

<?php

/11T AL F=AA
$_data = $_POST;
$receiveData = array();
foreach($data as $value)
{

$tmp = explode("=",$value);

$receiveData[] = $tmpl[1];

}

$P_STATUS = $receiveData[0];
$P_RMESG1 = $receiveData[l];
$P_TID = $receiveData[2];

=AML HHE 5 o, €% Li20jHE

AHE SE

7>

1-22. FO|AIE @ <P_NEXT_URL 2| Scheme issue>

220 SOf O Page O A H|HQH Page 20| Submit Of TSt X|2FO| HBHE|T ULLICH

O|L|H|O|ZHIY™ &2 Https Scheme & At83%t HOF H|0|X|2, 7tWHEO| P_NEXT_URL 2 QI

SAME SAT O, P_NEXT_URL 9| Scheme O] Http & AL, &}7|QF &0| A7} didst

QAELICE [MatA, E£20|B Hitps Scheme S AFRSIEZE HEBIOY, Hip o ARO| [t
20 CHSHOl SAbs MQUX|K| LT

>
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F|2EOl K| wb INIpayMobile WEB ¢SO} & &

pa

o ar,

e e at ‘https://mobile2.inicis.com/smart ' was loaded over
PS 3¢ @ : 3 Aata ~ = dnear > 1acabian =
P ut 15 submitting data to an insecure location at

Th
HTT
”",:. 7T P_NEXT_URL *: this content should also be submitted over HTTPS.
S AE SSL ASM ALE Al HE0| 27t = AARL, HEAl M3 HRFLICH

1-23. FOAIE @ <BEIX AN AL F7|5{L issue>

O|L|Ho|ZHIY ™ & HaXoz ALESLY| QM= AL8XI2l EatRMoM F7|E
SHL
=

5| 85t= &E O{OF gtL|Ct.
7|2 AY > VI E Bz 3 HOt > FIGE MY
Android — —
HEES) |23 > NAEE E3 9 Hot > Y58 HIAgd
- 7|2 A > Safari > FI|XE > L7 HESH FAOENA S E
I
HEEs) | 84 > Safari > FI|XE > 4 5E

X 10S = HHo| et Hw Fo| LhE & AFLUCH

1-24. FOIAE @ <Q=ZAn} =LA Method issue>

O|LmHOo|2HIL™ 2 Cryst FLEAL Bl QIS ALRIe] STot AAALH S FH5D ASLCH
M=ol ol w2y eSdnt Mg ot post 2 get Y= *._E—'PE*.EE 2 Zof
of C

ro

Of gLiCt. 7I¥HM= S 2at =4 Al 7HE Ti2t0|H =
8% &+ UA=E M2lsiof otnf, A5 Zu mti|He ZHFE7 L, =7 HEE & AL

O|F w2l HHEfLIC (B ZX =elo 2edt U4 ni2tiH e 7t X #3)

e

—_—

1-25. FOIAE @ <HIO|H/FI7IRE A &F Z[H3} issue>

HolH/7t7te HoM= dig & 5S40 w2t A ZHES =2 W, M H(blankE ==

o

BF FEH22Z ZMIt AR @S + UASUCH W2k 7t EAFOM, A Z2H

=2 T M- A

Y2 52 M, MEO| Oftl, _self HEfZ Z|FA|Z FTLIC

—od

1-26. ZO|A}E @ <QEZO0|E/I0S 9 USER AGENT 4% >

HEZIE ZHM Al 2t FrEAL ACSHO|X|0| A= AHEAIS| USER AGENTE #AEotL ASLICE
( A3YH2 FIEAE 40 ) 7tYE YoM USER AGENTE |2 BlZSts 4%, 7IEA
ISEI7t Y = A2L| O Fof HELCH
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1-27. FOIAIE @ <OFO|Z 3™ party(M|3 22X WHEIRLX ZA| issue>

i0S 7|2 HetfXMQl Safari 2| HEZRA(CHE, HOIH, A&, HOolA= &) oM ISP ZX|
T Al ISP HolM 21T 22 £ AXNE Tidst 22t2X ¥0| ot Safari E2teX = S0t
7t= Ol77h A& HEL

oid EHeted YoM ZME  TAS 2 YEEPANO  user-agentE =QISH]]

ﬂJIrIJ oM

S~
0°* rir

P_RESERVEDO]| app_scheme={@}A7|0}}./
(ex. CHSUOIM ZBH TIH Al =
P_RESERVED ZEM & > app_scheme=daumapps://&twotrs_isp=Y&block_isp=Y& )

S EN

2ot H ol Of77F o2 ELICH

® 3Ol App Scheme (161231 7|& )

cre daumapps://
14| O| naversearchapp://
32 googlechromes://
mojas fb://
IPIRE kakaotalk://

1-28.  FoIArg @ HEH0| HF Al FolAre.

= Hw¥ ZHT Open(F=8E TE) - © SYEEUAM AUsta s MEIIE E5F
M (twotrs_isp=Y&block_isp=Y..) O] Ma™o=z X-|E|E|O1 |O{OfRtL|Ct. BT SMOo| HEXH
A @2 4% U= HisiM = HIS?| M=o, & ?al'ff Bz MEEUCL
2. 480 ZHe AEZRO|E BRI A& O 7<|°J CHEZI0M T AHE ZHS LT
- W g dE 7Y

N

1 7t%H Ho|M USER-AGENT FEZ Hofotn A= B2 o gH
Ees 5 A0, GMOME HYE A W USER-AGENT #HES ZHSHA| @1 ASHCH
2

. A4 o] ¥AZ|OF ( samsungpay:// ) O CHSH 7tUE HOAM FHA M = JEE AHL|
O AOJOF SHL|Ct ST Lt #AHst0= 2 w2 Oft2ff ispmobile:// of CHSH O M E E115H0
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samsungpay:// £7|0F @& A0 CHet XM2|7h Hof M K| 2 = ofoFgt Lt
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2tEZ0|E OfZ2[# 0] W WebView (0|5} WebView) O] O|L|HO|ZHIY™ & F35t=
A0 siYELICE O|LHO|ZHIY™ & WebView L{0| FHst= AL, LME £+ AUs

Encoding Issue & (1-13. FOJAIEE  <UrlEncode issue> ) & ZZTSIM FTAA|2.
WebView Of A O|L|HO|ZHIY™ & L= HAS oF TO|M Ao L7|2X0 HX 9e)
o g SLLICE 0|0 O & O M= mobilelSP & S ZA| FofAtet, 7=

2710 2& 3 02X A, H2E0 0|5 Olf" 52 W&

o

T2 ChELCh

A. mobilelSP S - o4 oMK HIARE E™IH or XAFEHI

mobilelSP QHo| 7| 2EME L 87| Z+&L|Ct.

Application | )
ispmobile://
Scheme
Install ) ] )
o http://mobile.vpay.co.kr/jsp/MISP/andown.jsp
r

47| Scheme 1 Install Url HE 2 13753t QtEZ0|E FE = 37|t S LIC

OWebViewClient € M&E2 Z{AE FSHA| LD, shouldOverrideUrlLoading() & & o}

MAI2.

private class INIP2PWebView extends WebViewClient {
@Override

public boolean shouldOverrideUrlLoading(WebView view, String url) {

@ 4+7| shouldOverrideUrlLoading() &= LJOf|, try{} catchfe} & E9f, try LHOAM=
startActivity(intent) £ JPHS}A|1, catch Event &M A|, ¥ AEOE 0|58 4 YT E XX

SHAI ELITh

St710) QtiEl= A= 7] Ao Cet Full-Source RL|Ct (CHSHO]X])
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[shouldOverrideUrlLoading £]
private class INIP2PWebView extends WebViewClient {
@Override
public boolean shouldOverrideUrlLoading(WebView view, String url) {

Uri uri = Uri.parse(url);
Intent intent = new Intent(Intent ACTION_VIEW, uri);
try{
startActivity(intent);
/1S 87tE A2 S o =7t
if( url.startsWith("ispmobile://")) finish();
}
catch(ActivityNotFoundException e)
{
//url prefixZt ispmobile Y7420t alertE =&
if( url.startsWith("ispmobile://"))

{
view.loadData(" <html> <body> </body> </html>", "text/html", "euc-kr");

alertlIsp.show();

return true;

return true;

(ISP HAEON O] Xz2| &] - alertlsp

protected void onCreate(Bundle savedInstanceState) {

alertlsp = new AlertDialog.Builder(PaymentView.this)
.setlcon(android.R.drawable.ic_dialog_alert)
setTitle("& 2™
setMessage("2HFY ISP O{Z2|AO|MO| XL QUX| USLICL WnMX|E
=2 T o FHAMnF LS F2H AN F2 FLCLY
X

|", new DialogInterface.OnClickListener() {

.setPositiveButton("Ad
@Override
public void onClick(Dialoglnterface dialog, int which) {
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//1SP A X| HO|X| URL
paymentView.loadUrl("http://mobile.vpay.co.kr/jsp/MISP/andown.jsp");
finish();

)
.setNegativeButton("F| A", new DialogInterface.OnClickListener() {
@Override

public void onClick(DialogInterface dialog, int which) {
Toast.makeText(PaymentView.this, "CDENE E A SH &L C"

A H

Toast.LENGTH_SHORT).show();
finish();
}

}.create();

® mobilelSP 7} THE 7|0 7| MX|E[0] U= A, mobilelSP 7} MATRE = A0

= A

O,

@ mobilelsP 7+ TtZ7|0f O] X0 U= E2 X 2, O|LHO|ZHIY™ S CHA| =9
ZFA|H ELCE 23 H0]X|2| OfA|[shouldOverrideUrlLoading £] 2| @ 0 CH&}0] true L

false & MHSt AL ot7lo] BE BTSHIAIR.

W ol2x] Al
apprun_check EhE HbAl WAEQN O|F

. ® true / false
=
ZHHOo|X] THEAF

ay

ISP, A X0 X|H, paypin
Y _ = payp AE| 9% true
- intent &=

OH i ° 2l ZF
N or O] ISP, A|x}0|X| Y, paypin ot7| &1 1t Zo] talse
- appScheme %5 Display =

- [shouldOverrideUrlLoading £] 2| @ 2 true 2 & Z{, O|L|HO|ZHIY™ & =2

WebView = At2tEL|Ct [MF2tA, app Scheme HE E ZA| WS == & 420= "1
1" 1} Zro| @& I|O|X|7} Display E|7| 20, WebView £ remove St= Z{0| E5U
C}.
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e (7] Z ul| 8 2% 5:20

Zlispmobile://TID=INIMX_...

Y OIX|S EAIE 5= SlSLT

spmobile:/TID=INIMX_AUTHINIpayTest201012011720305166390| Y= MI{0|X| 7 YA 2 STE|UAH
LEM 8 FA7t BFHC2 0|SE & ﬂ%LICI

CH22 2 71| qerAraLIch
e SO471719) 4= 9 GI0o|E B MEE SR,

o LZ0| {0\ K| ChA| 2=8tMK.
o GoogleO| A HIHO|X|2| FHAIE AMES H2USIMK.

(38 1]

- [shouldOverrideUrlLoading £] 2| @® & false 2 & AL, O|LHO|ZHIY™ & =2
WebView = AR2EX|X| 7] 20, apprun_check=Y & S35} o ZAH J.L1|0|I|7|- S g
= HAE M8 St= A0 EHLCH O] WS XtsMIAYA0|2F SfL|CH
apprun_check SME Sd MX|HIAZZ0| =522, aIertIsp atpr= —_rl.*@_iEE' oot 9
S LICH apprun_check ZZ0f| CHSHO &FMIS| =2HRISHA|ZAH (

- ZM¥E Open (FEdE M) - EfZE ) E =051 —’F—QAIQ. EESH Intent 2 F0f| Cf

Sto] OfQlX2[E Bt=Al M350k gFL|Ch.

B. mobileISP HFHH — olZZq H

ot

ISP oA AZHFO| =T, CHA| GAF ZHY ZHT2=2 SO0ttM 35t7|°f O|0|X|2t
3loF, SQlutg S AlEsHA LIt

r
T

rim
Mo

my O
1

12 1
Zo| 2ol

» (HOIX|O|LIAIA KG INICIS

=4 1,000

4EY O|LAIA HIAE 4EXE
HB7I2t e XZ 712 els

DI ISP 0N ZHE Y402 MYA 2ElA,
CHH,
(2908 F2AIR, HBFHOE AL HSEL P_NEXT_URL Z H{|0|X| O] (Q/ZZ1 M5)

.

OIER0lEE UMK S4 A, WA Yol ZRY FP, 0 UL MU O
(]

=]
CF (LFO 4)) 2tk ISP 40| ZRED, FHUHO| %2 X522 CHA

HU
>
0
il
-
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o)
Q
>

ju
L

my

H Al ZIEAL WA H HS

O|Lmo|=HtY™ 2 BC AZE HMeeh LA FtEAS] ZHEE IFrame L{OAM 2831
UG LI O[0f, FLEALO|M THEECZ ALE3t= HAl 4ol FR, 7IUE YoM 3t7|2
oAt S BHEAl MASHMOF RfL C

@ WebView L{{O|A] httpQ} https URL, 22|11 App Url & 27|50 X2[3sljof &t
@ shouldOverrideUrlLoading() M2|22|& 3}7|QF Z0| 3t

App Url & AL activity @&
Web Url & A2 WebView 0| A] Loading
2719 RelArgtE neot ME IEE= 57| ESLICt (Kitkat 0/3f FETF&0F E2/E)

private class SampleWebViewClient extends WebViewClient {
@Override
public boolean shouldOverrideUrlLoading(WebView view, String url) {
Log.d("<INICIS_TEST>","URL : "+url);
/*
“URLEZ Z7]7 fré' LICE ofZ2[AHoME 2ES=Ant
“ WEB PAGES = PEA% =2| 5t0] XM2|sjof ghL|Ct.
L o S 0{Z URLO| S0{2CtH
*xd FIH5H0 Mefsh FUAIR.
*/

if( lurl.startsWith("http://") && lurl.startsWith("https://")
&& lurl.startsWith("javascript:") )

{
Intent intent;
try{
intent = Intent.parseUri(url, Intent. URL_INTENT_SCHEME);
Log.d("<INICIS_TEST>", "intent getDataString : " + intent.getDataString());
} catch (URISyntaxException ex) {
Log.e("<INICIS_TEST>", "URI syntax error : " + url + ™" + ex.getMessage());

return false;

startActivity(intent);

}catch(ActivityNotFoundException e){
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/*ISPOIZ0| X Zof SICtH orel X2|0f| A
*LdEE SOl M2t E St
dd7tE 8 7B QM EE0M =
ZEEAL AT O[X|Of| A ZOFA M 2|57 | T2 0f
WEBVIEWO| M= BLHE MZ|E otX| @otke M2| gL L.
*/
if( url.startsWith("ispmobile://"))
{
//onCreateDialog0j|A] oot ISP O{E2|AH 0| LAHZ =QFL|LC}
//(ISP OfZ2|#|0]\30| USER)
showDialog(DIALOG_ISP);
return false;
}else if( url.startWith("intent://")){ //intent @E{Q| AZ|0OF K|
try {
Intent exceplntent = Intent.parseUri(url, Intent. URI_LINTENT_SCHEME);
String packageNm = exceplntent.getPackage();

*
*

Log.d("<INIPAYMOBILE>", "exceplntent getPackage : " + packageNm );

exceplntent = new Intent(Intent. ACTION_VIEW);

exceplntent.setData(Uri.parse("market://search?q="+packageNm));

startActivity(exceplntent);
} catch (URISyntaxException el) {
Log.e(" <INIPAYMOBILE>", "INTENT:// QIQIZIA| 02| X2

else

{
view.loadUrl(url);

return false;

}

return true;
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N BHZOo| MX|HIEH(IEZ0|E) INIpayMobile WEB ¢SO+
D. AN =Wo| 3023 O|AY mjol ZSQIQAS W AHE
ook MEOAQ THOHZEZ{0] 308HYl O[AY =~ AN FIEZ ZXT B AIEXtE 0123
M MEIPEES AHXOF TLCL AHEZO|ES] AR, /Y FIEA WO SQAASA MBS &
= USLICL olof, ZIEA & LHO|M ZESH= intent é% app Scheme £ 8% + UL
E JHUH AN X2|sFOF BLICE O] (3.B. QHME=] X Al, FLEAL YA W AHF) O
ILCE BrYSIH A ELCt.

E. Android API Level 21 0|4}

Y o, MIAArre

Android API Level 21 (Lollipop &=A| O HiZ) EE = webview O A Insecurity Page Of CH%t

Access I Mixed contents, Third party cookies AtE
X, Insecurity Page Of C{ot Access AFthe 2 P_NEXT_URL 2| Scheme

£ Kpchet = QA YOIOIE &S
Http 2 8t= Z

L|C}.

= o
HO|X7t 2 =&|X| ot QS Z2u7t MEEX| @s + ASLILE 5172 285 =elohy
Ale.
Ab Ef Ac

Insecurity | O|X| X}cTh

WebSettings web = paymentView.getSettings();
web.setMixedContentMode(web.MIXED_CONTENT_NEVER_ALLOW);

Insecurity I 0|X| &{&

WebSettings web = paymentView.getSettings();
web.setMixedContentMode(web.MIXED_CONTENT_ALWAYS_ALLOW);

P_NEXT_URL ©| Scheme O| Http & 42,

HtEA| “Insecurity H|O|X] S &" 22 HFE|0{0f

Lt
CESH Third party cookies AF29| XICtoZ OHAMZEl FIE ZA A|, 2O F|HEE E22X|
2 St 0l 50| AT & oL 57| MHES HUGAIL.

Ab Ef ac

Third party cookies
58

CookieManager cookieManager = CookieManager.getlnstance();
cookieManager.setAcceptCookie(true);
cookieManager.setAcceptThirdPartyCookies(sampleWebView,

// false A7 A| @5 diM

true); AN
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¥ g2l XY -IOS) INIpayMobile WEB 2150l 7 &

3.9 374 o| MX|HIEH(IOS)
-1 7|25l dX|uy

IOS {E2|# 0| L WebView (0|5} WebView) Of|A O|L|I{|0|R2HIY™ & A&St= H20
S ELICE OfLmOo]ZHY™ & WebView Ljo| Fdst= 42, ZdE + A= Encoding
Issue = (1-13. oAt <UrlEncode issue> ) & EXSIM FAA|
WebView Of A O|L|HO|ZHIY™ & L= HA2 o TO|M HdFTH (L

o g SLLLICE Olof O Z O M= mobilelSP ¥ S ZA| FOJALY, FHEAL HHAL A

= >
2710 2 9 02X A, Y2E0 0| Olf" &2 W82 F2 thEUCL

A. mobilelSP ¢S HIH

mobilelsP 0| FE &l §|, 7IUH U2 ChAl ©ST| st FXIMHS SHYBILICL
IOS = Android A1t CtE2AH = mobilelSP 0| Z2 &l T, 7IWA ¥ Background O HZE
X, BfEetHOl JHA & LCE (I0Se] 2FMA £-80 2[EhH O] T{E0], mobilelSP H0| =K
HAM, 7tYH appScheme & 2ESH=F FE8HOF LICE St7[eF 20| A& Al 27 Aretnt
#0| 7tWH Aol CtA| 7|SELICH

P_RESERVED &app_scheme=7tW™H A 7| O4H://

P_RESERVED SMOf Cist M2 (1-3. ZHE Open (FE2XHE ML) - @£ =
2E CEUCL HEO 47 e AT|ONY F| /) 2 Ea2 AHE|FMOL
mobilelSP ¥ F& £ JtUF W0l =& FLCh (Ex. 7FYF A7|0HO| INIpayMobiled &
E

2 app_scheme=INIpayMobile:// 2 MES| FA|H =lL|C})

]
iy
Jai

o
—
SN MEl A

- ANO 1

B. QNI X Al FLEA WA U A

10S SHHOME FHEALIN HEa #Al
MatM, s Hee Iy =

A
o
£Q
oy Mo
i
Il
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#pragma mark UIWebViewDelegate

-(BOOL)webView:(UIWebView *)webView shouldStartLoadWithRequest:(NSURLRequest *)request
navigationType:(UIWebViewNavigationType)navigationType
{
/177 ZH &
NSHTTPCookieStorage *cookieSto = [NSHTTPCookieStorage sharedHTTPCookieStorage];
[cookieSto setCookieAcceptPolicy:NSHTTPCookieAcceptPolicyAlways];

//OILAIAE S8 HEEE URL

NSString *URLString = [NSString stringWithString:[request.URL absoluteString]];

//URLZ SIO{ZSM OiF £AEO0f F=A0E2 Atm2|of siE URLES HHAM YLAEO0M
X g5 AEE 7

BOOL isStoreURL = ([URLString rangeOfString:@"phobos.apple.com"
options:NSCaselnsensitiveSearch].location != NSNotFound);

BOOL isStoreURL2 = ([URLString rangeOfString:@"itunes.apple.com"
options:NSCaselnsensitiveSearch].location '= NSNotFound);

/IELEEN O]
if (isStoreURL || isStoreURL2) {
[[UIApplication sharedApplication]openURL:request.URL];

return NO;

}

else if([lURLString hasPrefix:@"http"] || [URLString hasPrefix:@"https"] || [URLString

hasPrefix:@"about"] ) //LEEA ol Aourl FEfOl AL TIA

{
return YES;

}

else{ //AR)9] 2 WAZ|OR ZHFSH0l o F
NSURL *appURL = [NSURL URLWithString:URLString]; //NSString to NSURL
//YA7|0re 4 WS E
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BOOL bAppScheme = [[UIApplication sharedApplication] canOpenURL:appURL];

if (lbAppScheme) {

/Y0 SR X 2 B2 ULEOR O|F = U HH HE

S

return NO;

return YES;

e, of7]o] £

]

= 5%= 4%0 ZHM7t 7tssteu, olF wel HighLCh.

© 17 T[] OS H{TO| 4x OjAtel AP

@ 7I'¥H™ Application 0| Multi switching O| X| @kl AL

® OS HZMO| 9x Ol AL T}7| '1-6. IOS9 Application 7131 A|, 2OIAIE L&
HHEf LI CH

mjo
ozt
=

D. 27| 8%

O|Lmo|2HtY™ Z IOS WebView Ol =E35tL, AHEE AL MHAE ALE3ts E2,

MUtz 2FZ071 g = ASHCL oo, 3k7|of ¥Zar 20| F7|& 8ot LCt

0=

(BOOL)application:(UIApplication *)application
didFinishLaunchingWithOptions:(NSDictionary *)launchOptions

{
[[INSHTTPCookieStorage sharedHTTPCookieStorage]

setCookieAcceptPolicy:NSHTTPCookieAcceptPolicyAlways];

return YES;
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E. IOS9HHT Application 79 A|, Fo| Atgt

1059 QIEIO0|E 0|2, APP Lj ®OHYM Z3t2 canOpenUrl & openUrl 35 AR Al,
info.plist ItA0f LSApplicationQueriesSchemes H{ @& HO[5t0] =EE App scheme listE
SE 3|FMO0fF THLIC} (White List S &)

Of2l= LSApplicationQueriesSchemes S& O A|0|0, 7|& ¥ AZ|OtHA "/ BEES A
SEOtA|H ELCh

S
T

Information Property List
LSApplicationQueriesSchemes v Array 0 items
itemO s String AppSchemeQ
item1 s String AppScheme
item2 ; 00 String = AppSchemeZ

0j| A|1. XCODE info.plist

<key> LSApplicationQueriesSchemes </key>
<array>
<string> fbapi </string>
<string> fbauth2 </string>

<string> fbshareextension </string>

<string> fb-messenger-api </string>
<string> twitter </string>

<string> whatsapp </string>
<string> wechat </string>

<string> line </string>

<string> instagram </string>
<string> kakaotalk </string>
<string> mqq </string>

<string> vk </string>

<string> mqq </string>

</array>

0j| A]2. XML info.plist

Ot2ff MOBILETX OfA ARE =@l Custom Scheme ListE HISIMAM X|=2H &, Zast £
=AM HFELIC.

<2015.10.05 Custom Scheme List>

X| 24t App custom scheme
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shinhan-sr-ansimclick://

smshinhanansimclick://

hdcardappcardansimclick://

smhyundaiansimclick://

mpocket.online.ansimclick://

44 30T A
scardcertiapp://
(YYHEA)
StLt WIIE cloudpay://

hanaskcardmobileportal://

nhappcardansimclick://

nonghyupcardansimclick://

(2 H)
20| M= kb-acp://
MEIIE
2H ¥7l= lotteappcard://
20| ADtE 50| | lottesmartpay://
A|E] WFIE citispay://
KPAY kpay://
ISP ispmobile://
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