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UiPath Orchestrator - Azure Installation

The guide is split in following sections:

1. Installation in Azure

2. Elasticsearch and Kibana installation on a server in Azure

3. Elasticsearch and Kibana installation on AWS using Amazon service

1. Installation in Azure

This installation guide is meant to deploy UiPath Orchestrator on a single Azure Web APP with virtual

directories.
1. WebApp Creation

@® Open Azure Dashboard

@ Press New button and then select Web + Mobile from Marketplace

Resource groups
$2 Al resources
Recent
App Services
Virtual machines (classic)
Virtual machines
S0L databases
Cloud services (classic)
Subscriptions

Browse >
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Web + Mobile
Data + Storage
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Networking

Media + CDN
Hybrid Integration
Security + ldentity

Developer Services
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@® From featured apps select WebApp. Input AppName, select Subscription, create (or select existing)
Resource Group, select App service.

Web + Mobile Web App

FEATURED APPS

Web App * App name

archestraterTestinstallation '
ATUTEWeDsIDeELnet
*

wRsonphion

Mictasoft A7 5 i
Function -""‘I-Ji-’ Microsoft Azure Sponsorship L

* Ratource Group @

% Create new Uise wasting
raTestinstallation o
Mobile App = —
¥ App Service plan/Location

UiPath-Server{Morth Europe)

© Deployments succeeded 12:27 PM

Deployment to resource group 'rgTestinstaliation’ was
successtul,

2. Virtual Folder creation

You need to create 5 virtual directories, each for a service of orchestrator plus the default one which
will represent the root. Each Virtual Directory must be an application.
Open Azure Dashboard

From the left menu select App Services, then select the previous created WebApp



Recent

Subscriptions: Marosof

App Services FARAE

Virtual machines (x
Wirtual mac oo

L databases e
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loRobots

loRobots-fobhost
archestratorTestimst allaticn
LiPathBackOFficeSeres

Ll

sthiBackOMficeServer Toat

UiPathBoiServiced

UiPathBoshervioes Tedl

LiPsthFOs

uipath-served

STATUS

wnning

Funning

Fasnning

Ruansing

Funning

Funning

Stapped

Running
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@ Enter the VirtualDirectory name and PhysicalPath of the 5 virtual directories that must be created.

Naming Convention is:

@ VirtualDirectory = /serviceNameSvc
@ PhysicalPath = site\serviceName

Virtual Directory Physical Path
/configurationSvc site\configuration
/deploymentSvc site\deployment
/loggingSvc site\logging
/monitoringSvc site\monitoring
/queuesSvc site\queues

@ After the folders are added, thick the Application checkbox for all of them.

Virtual applications and directores

i st wwwroot | Apgleation
fesafigurationSyve e cand guration | Application
/deploymentSve stedeployment [] Applization
feggingSue site\logging | Aipplication
fmcnitoringsve site\monitoring wf | Apphatnon e
fqueuesive e uses | Application

@ Press the Save button.
@® The successful creation of the WebApp will be visible in the upper right side of the screen

BEFORE starting the deployment script, make sure you have the following
configuration:

1. Database connection string

@ From the left menu select App Services, then select the previous created WebApp

UiPath Orchestrator Azure Installation Guide 6
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App

Virtual macksne

Wirtual machenes

L databa

ol seraes [clas

Subscriptions

' App Senvioes

App

ETATUS

A2 loRobots

'_;;-.‘ loRobots-jobhost Running
:".'-' areheitial e Tertindlallation Rufidiifig
IrZ UiPathBackCficeSenver Bunning
:Ir_" UiPath B kDS caSadver Teil

;-'-_'.‘ UiPathBosServces Running
::l: UiPathBosSeraoms Tert Runsning
'_';-" UiPathFOs Stopped
';.-: wipath-serves Running

@ orchestratorTestinstallation

-4 [

(W]

Tooh TrpeE o 2 ‘ Reset
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Key Value

CommonSettingsServiceUrl baseURL/configurationSvc/

ConfigurationUrl baseURL/configurationSvc/

DeploymentUrl baseURL/deploymentSvc/

MonitoringUrl baseURL/monitoringSvc/

NotificationHubUrl baseURL/monitoringSvc/signalr/hubs

LoggingUrl baseURL/loggingSvc/

WebApplicationUrl baseUrl

QueuesSvcUrl baseURL/queuesSvc/

EncryptionKey 3wkO1hkaXLwR9LZoRZIluelxG3GIEB/YMDZUWhD9ARS8g

App setting view should look as in the below screenshot after adding the values:

App settings
WEBSITE_NODE_DEFAULT V.. 423 || Slot setting

CommaonSettingsServicelld  https:/uipath-serverazurew.. || Slot setting

ConfigurationUr] hitps://uipath-server.azurew.. |v/| Slot setting
DeploymentlUrd https:/fuipath-serverazurew.. v Slot setting
ManitoringUrd hittps://uipath-serverazurew.. |+ Slot setting
MotificationHubUrd hitps://uipath-server.azurew.. |v| Slot setting
LoggingUr hitps://uipath-server.azurew.. |+ Slot setting
WebApphcationUrd https:ffuipath-serverazurew.. v Skot setting
QueuesSvelr hitps://uipath-server.azurew., |+ Slot setting

@® Press the Save button.

UiPath Orchestrator Azure Installation Guide
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1.1. On Local Machine

1. Install MSDeploy

Use MSDeploy to push all the packages to the webapps. MSDeploy could be downloaded from:
http://www.iis.net/downloads/microsoft/web-deploy.

Check that MSDeploy is installed by opening the command prompt and running the following commands:
@ cd "C:\Program Files (x86)\IIS\Microsoft Web Deploy V3"
@® msdeploy /?

The help for msdeploy should be displayed when executing “msdeploy /?"

1. Get Publish profile from Azure
@® OpenA zure Dashboard
@® From the left menu select App Services, then select the previous created WebApp

M

Resauroe groups

E E E AN SO
" Recent

B oo servees

n Wirtual machines {claswic) " loRoboty
.

M virtual machines :3:" loRabots-pabhast Rusrenien

k1 S0 catabuses wrchestrabed Testlnstallation Russsriieny

:l-t" UiPashBackCifica Serwer Rurarniesy

i‘ Choud seraoes [classec)

¢ D UPathBackOtficeServerTest  Runing
':_n:" UiPaghBosServces Rusrerrey
WD UiPathBosSendoesTest Fusrrarey
Lo ! i ”
0 LiPathFOS Stepped

A2 uipath-server Rurnarg

@ Press Get publish profile button and save.PublishSettings file

UiPath Orchestrator Azure Installation Guide
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‘ orchestratorTestinstallation

) 4 e [ ]

Settings Teals Browe

Essentials ~

Bunmni ng

Morth Europe
8leedea3-7ha2-4ca1-80c5-179a1ea3a2bd

EX Windows PowerShell
: chestratorbBul
Mirecto

: C:yvorchestratorBuild

LastWriteTime Length

estratorBuild= . \5inglePubl
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@ orchestratorTestinstallation

K 4] ]

Status
Running

LOCgtior

Morth Europe

g criotion name
A= m e I
UL P s

81eslea3-Tha2-4ca1-80c5-17%9a 1232200

e orchestratorTestlnstallation

& X Z =

Settings

Essentials -~

Resource group

ey nth.
S13TUs

Running

81eelea3-Tba2-4ca1-80c5-179z1ee32200
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Reset

publish . publish ___

ETE/Manlovmant i=ermam e
LA iRy L Ao Tial IR

Mo FTP/deployment user set
FTP hostnarne
ftp://waws-prod-db3-043 ftp.azurewebsites...

1 FS nostimame

ftps:/fwaws-prod-db3-043.ftp.azurewebsite...

¥ Q

Get Reset
publish .. publish _._

LURL

hit tratortestinstallation.azurewe
/pric
(Standarc Large

FTR/Deployment username

Mo FTP/deployment user set

F nosthame
ftpy/fwaws-prod-db3-043 fip.azurewebsites...

FTPS hostname

ftps://waws-prod-db3-043.ftp.azurewebsite...
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C # [ orchestratortestinstallation.azurewebsites.net

Ul path Robots

Software robots that automate rule-based processes in the same manner as human

Manage

{#) Provision Robot

Robots
Robot Name Machine Name Environment

Processes

T Gueues

7. Open Settings page.
8. Edit ElasticSearchUrl and add the URL and port of the Elastic Search service/server

Mame *  kibanaur
Type  HitpConnectionString w

Value | hpddelagticssarchseienes amazonaws com/pluginkibana/

Per robot

sibcediion

9. Edit KibanaUrl and add the URL for the Kibana service/server

Mame *  pihanalrl
Type HttpConnectionStrng b

Value | hitpdielasticsesrchserver.es amazonaws com/_plugin/kibana/

Per robot

10. Press Reload services configuration button and wait for the action to finish.

UiPath Orchestrator Azure Installation Guide
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2. ElasticSearch and Kibana Installation on a
Server in Azure

2.1. Prerequisites

@® Windows Server Operating System, version 2012 or 2014

@ Java runtime installed. In order to download Java from the Oracle Technology Network website, you
need to go to the Oracle download page, select any product, then Accept Licence Agreement. After
that, you can use in another browser tab the exact URL that we provide later on for Java 8.6. For
example, go to this URL just to accept the license terms. Don’t download anything from here:
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html.

Download link: after you accepted the license agreement, you can click this link:
http://download.oracle.com/otn-pub/java/jdk/8u60-b27/jdk-8u60-windows-x64.exe.

® JAVA_HOME variable set
ElasticSearch

@® Elasticsearch version 2.3.2

@ Elasticsearch package:
https://download.elastic.co/elasticsearch/release/org/elasticsearch/distribution/zip/elasticsearch/
2.3.2/elasticsearch-2.3.2.zip

Kibana
@® Kibana version 4.5.0

® Kibana plugin download page:_https://download.elastic.co/kibana/kibana/kibana-4.5.0-windows.zip

2.2. Configuring Windows Firewall

@ To access ElasticSearch & Kibana from other machines then you need to open the 9200
(ElasticSearch) and 5601 (Kibana) ports.

2.3. Setting Up JAVA_HOME

JAVA_HOME variable set. If the variable is not set please follow the next steps:

UiPath Orchestrator Azure Installation Guide 14
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1. Edit environment variables -> select “Edit the system environment variables”.

2. Click on Advanced tab > Environment Variables.

“You must be logged on as an Administrator to make most of thess changes.

Performance

Usar Profiles

Desktop settings related to your signan
Sartup and Recovery

System startup. system falure, and debugging rformation

| Evvrorenert Vanables . |

I

3. Click New in the second half, under “System variables”.

UiPath Orchestrator Azure Installation Guide
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User variables for Administrator

Wariable Value

Sl ISFRPROFILE % \AppData| ocal\Temp
TE SEUSERPROFILE % \AppDataLocal {Temp
New.. || Edt.. || Delete

System variables

Variable Value |
ComSpec C:\Windows\system 32\amd,exe E
FP_NO_HOST_C... NO

JAVA_HOME C:\Program Fles\Javaljre 1.8.0_60
NUMBER_OF P... 8 vy
m.‘ I | m |

[ ok || conce |

4. Set the variable and click OK.

Variable name: | Java_rome] |

Variable valus: | C:\Program Fles\Javaljre 1.8.0_50 |

2.4. Installing ElasticSearch

1. Unzip the elasticsearch package.

Note: When unzipping, do not create a new folder “elasticsearch-x.y.z” because the archive alread

he folder called “elasticsearch-x.y.z".

2. Start bin/elasticsearch.bat - it will open a cmnd window.

3. Inthe bin folder open a cmd and run: “service.bat install” (install elasticsearch as service).

4. In the bin folder open a cmd and run: “service.bat start”.

UiPath Orchestrator Azure Installation Guide 16
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b.3.Y60E0]

http://localhost:9200/

“= c

"status™ : 208,
“"nama” : "Stevie Hunter™,
"cluster_name” : “elasticsearch”,

Iy

"wersion~ i {
“nueber” : "1.7.2%,

= Administrator: Elasticsearch Service 1.7.2

. All rights reserved.

s e ws™h r.|.r| ]I n i.'.i tratorsDown ].IJ n.l.r.l. 6w I askt ]Ii: Searc

whindservice.bat install

R_HA &Y

"buwild_hash” : "e43676b1385bB125d64TF593TT7202acbdblGebec”,

“"build_timestamp™ : “2015-0%-14T@9:49:537%,
"build_snepshot™ : false,
"lucens version™ : "4.10.4"

Ng

"eagline™ : "You Know, for Search”

2.5. Installing Kibana

contains the folder called “kibana-x.y.z-windows”.

http://servername:5601

Note: When unzipping, do not create a new folder “kibana-x.

.z-windows” because the archive already

2.6. Setting Kibana as Windows Service

UiPath Orchestrator Azure Installation Guide
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2. sc create "ElasticSearch Kibana 4.0.1" binPath= "C:\kibana-4.1.2-windows\bin\kibana.bat" depend=
"elasticsearch-service-x64" start= auto

“_n

Note: Be careful that each parameter has the “=" sign collated at the end without a space, then there is a
space before the value of the parameter.

Do not expect to see the Kibana service running. Because the underlined executable of the service is a BAT
file, it will not appear as Running.

However, the BAT file will start a program called “node.exe”. If that process is running, the Kibana service
and web site is working. Test with this URL:_http://servername:5601.

3. ElasticSearch and Kibana Installation on AWS
Using Amazon Service

3.1. Creating Amazon ES Domains (Console)

1. Go to_https://aws.amazon.com, and then choose Sign In to the Console.

2. Under Analytics, choose Elasticsearch Service.
3. Choose Create a new domain.

4. Alternatively, choose Get Started if this is the first Amazon ES domain that you will create for your
AWS account.

5. Onthe Name domain page, for Amazon ES domain name, type a name for your new domain, and then
choose Next.

6. For Instance count, choose the number of instances that you want.

7. You can choose up to twenty instances for each Amazon ES domain. We recommend that you
choose more than two instances to avoid potential Amazon ES issues, such as the split brain issue.
We also recommend that you have a replica for each index to avoid potential data loss. For more
information about replicas, see Shards and Replicas in the Elasticsearch documentation.

pe only if the instance count for the cluster is 10 or fewer.

8. For Instance type, choose an instance type for the data nodes.

9. For alist of supported Amazon ES instance types, see the table that describes the
—elasticsearch-cluster-configure option for the AWS CLI.

UiPath Orchestrator Azure Installation Guide 18
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northeast-2 region supports

Note: The sa-east-1 region does not support r3 and i2 instance types. The ap
pes instead of m3 instance types.

10. If you need to ensure cluster stability or if you have a domain that has more than 10 instances,
enable a dedicated master node. Dedicated master nodes increase cluster stability and are required
for a domain that has an instance count greater than 10. For more information, see_Using Dedicated
Master Nodes.

@ Seclect the Enable dedicated master check box.

@® For Dedicated master instance type, choose an instance type for the dedicated master node.

pe for the dedicated master node that differs from the instance typd

Note: You can choose an instance t

hat you choose for the data nodes. You can use a T2 instance t if the instance count is 10 or fewer.

@® For Dedicated master instance count, choose the number of instances for the dedicated
master node.
@® We recommend choosing an odd number of instances to avoid potential Amazon ES issues,
such as the split brain issue. The default and recommended number is three.
11. (Optional) To provide high availability for cluster nodes, select the Enable zone awareness check box.

Zone awareness distributes Amazon ES cluster nodes across two Availability Zones in the same
region. If you enable zone awareness, you must have an even number of instances in the instance
count, and you also must use the Amazon ES API to replicate your data for your Amazon ES cluster.
This allows for the even distribution of shards across two Availability Zones. For more information,
see Using Zone Awareness for High Availability.

12. For Storage type, choose either Instance (the default) or EBS.

Use an EBS volume for storage rather than the storage attached to the selected instance type if your
Amazon ES domain requires more storage. Domains with very large indices or large numbers of
indices often benefit from the increased storage capacity of EBS volumes. If you choose EBS, the
following fields appear.

@ For EBS volume type, choose an EBS volume type.

If you choose Provisioned IOPS (SSD) for the EBS volume type, for Provisioned IOPS, type the
baseline IOPS performance that you want.

@ For EBS volume size, type the size of the EBS volume that you want to attach to each data
node.

Calculate the total amount of EBS-based storage for the Amazon ES domain using the following
formula: (number of data nodes) * (EBS volume size). For more information about supported EBS
volume types and sizes, see Configuring EBS-based Storage. The minimum and maximum size of an

UiPath Orchestrator Azure Installation Guide 19
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EBS volume depends on both the specified EBS volume type and the instance type to which it is
attached. For specific limits, see the EBS Resource table in this guide.

13. For Automated snapshot start hour, choose the hour for automated daily snapshots of domain
indices. By default, the service takes an automated snapshot within an hour of midnight.

14. (Optional) Choose Advanced options.

@® (Optional) If you want to configure access to domain sub-resources,
forrest.action.multi.allow_explicit_index, choose false.

Disabling this property prevents users from bypassing access control for sub-resources. For
more information about access control, see_URL-based Access Control in the Elasticsearch
documentation. For more information about access policies for sub-resources, see
Configuring Access Policies.

@ (Optional) For indices.fielddata.cache.size, specify the percentage of heap space to allocate
to the field data cache.

By default, this setting is unbounded. For more information about the field data cache, see
Field Data in the Elasticsearch documentation.

indices. We recommend that you begin benchmark testing

with indices.fielddata.cache.size configured to 40% of the JVM heap for most of these use cases.
However, if you have very large indices, you might need a larger field data cache.

15. Choose Next.

16. On the Set up access policy page, select a pre-configured policy from the Select a template
dropdown list and edit it to meet the needs of your domain. Alternatively, you can add one or more
Identity and Access Management (IAM) policy statements in the Edit the access policy box.

Amazon Elasticsearch Service offers several ways to configure access to your Amazon ES domains.
The console provides preconfigured access policies that you can customize to the specific needs of
your domain, as well as the ability to import access policies from other Amazon ES domains. The
service also allows you to specify separate, fine-grained access policies to each domain
sub-resource. For example, you can assign a different policy to each index in your Amazon ES
domain. For more information, see_Configuring Access Policies.

17. Choose Next.
18. On the Review page, review your domain configuration, and then choose Confirm and create.

19. Choose OK.

UiPath Orchestrator Azure Installation Guide 20
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Note: New domains take up to ten minutes to initialize. After
and make changes to the domain.

3.2. Configuring Amazon ES Domains (Console)

1. Go to_https://aws.amazon.com, and then choose Sign In to the Console.

2. Under Analytics, choose Elasticsearch Service.

3. Inthe navigation pane, under My domains, choose the domain that you want to update.
4. Choose Configure cluster.

5. On the Configure cluster page, update the configuration of the domain.

The cluster is a collection of one or more data nodes, optional dedicated master nodes, and storage
required to run Amazon ES and operate your domain.

@ If you want to change the instance type for data nodes, for Instance type, choose a new
instance type.

Note: The sa-east-1 region does not support r3 and i2 instance types. The ap-northeast-2 region supports

pes instead of m3 instance types.

@ |If you want to change the instance count, for Instance count, choose an integer from one to
twenty.

@ If you want to improve cluster stability or if your domain has an instance count greater than
10, enable a dedicated master node for your Amazon ES cluster.

For more information, see_Using Dedicated Master Nodes.

i Select the Enable dedicated master check box.

ii.  For Dedicated master instance type, choose an instance type for the dedicated master
node.

iii.  You can choose an instance type for the dedicated master node that differs from the
instance type that you choose for the data nodes.

iv. For Dedicated master instance count, choose the number of instances for the
dedicated master node.

v.  We recommend choosing an odd number of instances to avoid potential Amazon ES
issues, such as the split brain issue. The default and recommended number is three.

UiPath Orchestrator Azure Installation Guide 21


https://aws.amazon.com/
http://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains.html#es-managedomains-dedicatedmasternodes

Ui o

@® If you want to enable zone awareness, select the Enable zone awareness check box. If you
enable zone awareness, you must have an even number of instances in your instance count.
This allows for the even distribution of shards across two Availability Zones.

@® If you want to change the hour during which the service takes automated daily snapshots of
the primary index shards of your Amazon ES domain, for Automated snapshot start hour,
choose an integer.

@® Choose Advanced options.

i.  (Optional) If you want to configure access to domain sub-resources,
forrest.action.multi.allow_explicit_index, choose false.

i.  Disabling this property prevents users from bypassing access control for
sub-resources. For more information about access control, see URL-based Access
Control in the Elasticsearch documentation. For more information about access
policies for sub-resources, see_Configuring EBS-based Storage.

iii. For rest.action.multi.allow_explicit_index, choose false.

iv.  (Optional) For indices.fielddata.cache.size, specify the percentage of heap space to
allocate to the field data cache.

V. By default, this setting is unbounded. For more information about the field data cache,
see Field Data in the Elasticsearch documentation.

have very large indices you might need a larger field data cache.

@® Choose Submit.
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