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1. Introduction

Many of the examples provided as part of MCUXpresso SDK and LPCOpen packages are built
around the FreeRTOS real time operating system. FreeRTOS is also a popular choice when
developing MCU software applications for real products.

For more information on FreeRTOS please visit http://www.freertos.org

This guide examines some of the functionality included in MCUXpresso IDE to assist you
in debugging applications built around FreeRTOS. It does not provide any information on
FreeRTOS itself or on developing applications that use FreeRTOS.
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2. LinkServer FreeRTOS Thread Aware Debugging

When debugging via LinkServer debug probes, the MCUXpresso IDE debugger can provide
FreeRTOS thread aware debug if :

1. Minor modifications are made to the application, so that configuration information required by
the debugger is present in the image file.

2. Debugging is carried out in All-stop mode (rather than the default Non-stop mode). This
selection is made when first making a debug connection for a particular project (or after
deleting an existing launch configuration). For more details, please see the MCUXpresso IDE
User Guide.

Probes discovered

| Connect to target: MK64FN1MOxxx12

1 probe found. Select the probe to use:

| Available attached probes

Name Serial number/ID Type Manufacty¥ IDE Debug Mode

| B8 LPC-LINK2 CMSIS-DAP V5.18 IWFUA1EW LinkServe NXP SefhiNon-Sto, v
D
All-Stop

Supported Probes (tick/untick to enable/disable)
| MCUXpresso IDE LinkServer (inc. CMSIS-DAP) probes
I P&E Micro probes

SEGGER J-Link probes

Probe search options

Search again

Remember my selection (for this Launch configuration)

@) Cancel OK
The source code modifications required are described in Required Source Code
Changes [5].

Note: Example projects supplied as part of MCUXpresso IDE compatible SDK packages should
already have had these changes made to them.

Without these changes, or if Non-stop debug mode is used, only the current thread will be seen
in the Debug View, as shown in the below screenshot:
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4 Debug 2
v @rmanas_blinky Debug [C/C++ (NXP Semiconductors) MCU Application]
¥ [ freertos_blinky.axf [LPC54114J256 (cortex-md)]
¥ @ Thread #1 1 (Stopped) (Suspended : Breakpoint)
= main() at blinky.c:103 0x3a6
w arm-none-eabi-gdb (7.10.1.20160616)

[£] erp.h W Welcome .c] tasks.c [ FreeRTOSCaonfig.h [n freertos_tasks_c_additions.h

31 /® About a 1s delay here */
92 vTaskDelay(configTICK_RATE_HI};

4}
95

J[ f."‘if.'f“‘*fi“*l" AR AR R R R R R R R R R R R R )
* Public functions
‘f" LA LR A L L LR L L] ""“"“l"““-.“l‘l."‘l‘l.“-‘“--““.‘l.“"‘."--‘.“-“"
99
188 J* Main gpplisaiten entry point */
181=int main{void)

ez f
» 103 prvietupHardware();
184
185 A* LEDL toggle thread 7
186 sTaskCreate(vLEDTaskl, “wTaskLedl®,
a7 configMINIMAL _STACK_SIZE, WULL, (tskIDLE_PRIORITY + 1UL),
183 (xTaskHandle *} NULL);
1849
118 #*® LED2 toggle thread */
111 sxTaskCreate{vLEDTask2, "wTaskLed2",
112 configMINIMAL _STACK_SIZE, WULL, (tskIDLE_PRIORITY + 1UL),
113 (xTaskHandle *3 NULLD;
114
115 A* UART output thread, simply counts seconds */
116 sxTaskCreate{vUARTTask, "wTasklUart®,
117 configMINIMAL _STACK_SIZE, MWULL, {tskIDLE_PRIORITY + 1UL),
118 (xTaskHandle *3 NULLD;
115
128 /* Start the scheduler */
121 vTaskStartScheduler();
123 /* Should never arrive here %/
124 return 1;
125 }

[€ blinky.c & ||

However, once the necessary changes are made to the application source, and All-stop debug
mode is used, the Debug View will display each thread separately, as shown in the next

screenshot:
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% Debug 28
v [clfreertos_blinky Debug [C/C++ (NXP Semiconductors) MCU Application]
v 7 freertos_blinky.axf [LPC54114J256 (cortex-m4)]
¥ ® Thread #1 1 (vTaskLed1 Delayed) (Suspended : Container)
= vPortYield() at port.c:392 0x6f0
= vTaskDelay() at tasks.c:926 Oxb22
= vLEDTask1() at blinky.c:66 0x34c
= pxPortlnitialiseStack() at port.c:239 0x63c
T@Thread #2 2 (vTasklLed2 Stopped) (Suspended : Breakpoint)
= vLEDTask2() at blinky.c:75 0x35¢c
= pxPortinitialiseStack() at port.c:239 0x63¢c
¥ 2 Thread #3 4 (IDLE Ready) (Suspended : Container)
= prvidleTask() at tasks.c:2,553 0xfB0
= pxPortinitialiseStack() at port.c:239 0x63¢c
¥ i# Thread #4 3 (vTaskUart Delayed) (Suspended : Container)
= vPortYield() at port.c:392 0x6f0
= vTaskDelay() at tasks.c:926 0xb22
= vUARTTask() at blinky.c:92 0x30a
= pxPortinitialiseStack() at port.c:239 0x63¢c
| arm-none-eabi-gdb (7.10.1.201606186)

[c| erp.h 2 Welcome [c] tasks.c n| FreeRTOSConfig.h [€ blinky.c 52 [i

b3 LedState = (bool) !Led5tote;

bd

65 /* About a 3Hz onfoff toggle rate */
1 vTaskDelay{configTICK_RATE_HZ / &);
a7 }

b& }

/8 /* LEDZ toggle thread */
7l=static void vLEDTask2({void *pvParameters) {
re bool LedState = false;

7d while (1) {

B 75 Board_LED_Set(1l, LedState):
7b LedState = (bool) !lLedState;
78 /* About a 7Hz onfoff toggle rate */
vTaskDelay(configTICK_RATE_HZ / 14);
20 }
81 }

Note: MCUXpresso IDE v10.0.0 provided a limited form of thread aware debugging in Non-
stop debug mode. However due to restrictions in the way GDB'’s non-stop debug functionality
operates, this has been removed in MCUXpresso IDE v10.0.2 and later. This means that it is ho
longer possible to make use of Live Variables functionality within the Global Variables View at
the same time as LinkServer FreeRTOS thread aware debug.

2.1 Behavior when thread aware debugging

MCUXpresso IDE LinkServer FreeRTOS thread aware debugging is available once the
FreeRTOS scheduler has started (so will not appear straight after loading the application when
the default breakpoint on main() is reached). Debug works in stop mode. In other words, if
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execution of a user task is halted either through a user action (halt) or a debug event (breakpoint,
watchpoint, fault, etc.), the stopped thread is current and no application thread executes in
the background. The register context for any thread is available in the register window. For
suspended or blocked threads, the register context is the context in effect when the thread was
swapped out, regardless of which thread stack level is examined within the traceback window.

In the below example, the MCU is halted in Thread #2, but a backtrace for Thread #1 is also
opened up (and backtrace information for Threads #3, #4, and #5 is also available):

1% Debug &2 e v =5
"'.frd mkE4f_rtos_examples_freertos_gueue Debug [C/C++ (NXP Semiconductors) MCU Application]
¥ 2 frdmkB4f_rtos_examples_freertos_queue.axf [MKE4FN1MODxxx12 (cortex-m4))
¥ 5 Thread #1 1 (log_task Suspended) (Suspended : Container)
= xQueueGenericReceive() at queue.c:1,401 0x1b20
= log_task() at freertos_queue.c:153 Oxabb
= pxPortlnitialiseStack() at port.c:199 0x1100
¥ 5 Thread #2 4 (IDLE Stopped) (Suspended : Signal : SIGINT:Interrupt)
= xQueueGenericReceivel) at queue.c:1,401 0x1b20
= log_task() at freertos_queue.c:153 Oxab6
= pxPortInitialiseStack() at port.c:199 0x1100
» 2 Thread #3 2 (WRITE_TAS Suspended) (Suspended : Container)
» 2 Thread #4 3 (WRITE_TAS Suspended) (Suspended : Container)
F o Thread #5 5 (Tmr Svc Suspended) (Suspended : Container)
w arm-none-eabi-gdb (7.10.1.20160923)

2.2 Required Source Code Changes
MCUXpresso IDE debug is implemented via a GDB remote console application (i.e. a stub). A
“remote debug stub” underneath GDB has access to symbolic information (through GDB), but
has no direct knowledge of symbol data types. Thread aware debug for FreeRTOS requires
16 bytes of configuration data (symbol FreeRTOSDebugConfig) be added to the application to
describe the as-built kernel configuration for a given FreeRTOS project.
The following notes describe the FreeRTOS project modifications required to enable thread
aware debug.
Note: Example projects supplied as part of MCUXpresso IDE compatible SDK packages should
already have had these changes made to them. And future releases of FreeRTOS are also
expected to include the same changes. Thus these changes are generally only required for LPC
preinstalled parts with LPCOpen FreeRTOS using projects.
2.2.1 Modify — File tasks.c
The MCUXpresso IDE FreeRTOS thread aware debug requires the addition of the following
conditional include, and function definition, to the end of the tasks. ¢ source file. This code can be
placed after the rFreertos_mopuLE_TEST conditional include, if it exists;
#if ( configl NCLUDE_FREERTOS_TASK_C ADDI TIONS H == 1 )

#include "freertos_tasks_c_additions.h"

static void freertos_tasks_c_additions_init( void )

{

#i f def FREERTOS_TASKS C ADDI TIONS_INIT
FREERTOS_TASKS_C_ADDI TI ONS_I NI T() ;
#endi f
}
#endi f
MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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Note that the function freertos_tasks_c_additions_init() Will be called by vTaskstartschedul er() in
future releases of FreeRTOS, but is not currently used by the MCUXpresso IDE.

2.2.2 MOdify — File FreerTosconfig. h

The FreerTosconti g. h header file is included in the FreeRTOS source distribution. To enable a
FreeRTOS project for thread aware debug, add the following macro definition to this file:

#def i ne confi gl NCLUDE_FREERTOS_TASK_C_ADDI TI ONS_H 1

Next, ensure the confi gUSE_TRACE_FACI LI TY Macro is set to 1.

#defi ne confi gUSE_TRACE_FACI LI TY 1

2.2.3 Create — New File freertos_tasks_c_additions. h

The text for the one additional header file, freert os_t asks_c_addi tions. h, can be constructed by a
cut and paste of the text found below between the “cut here” lines.

For convenience, the freertos_tasks_c_addi ti ons. h header file you will create can be placed in the
same folder as the FreerTosCONfi g. h header file.

There is also one edit to freertos_tasks_c_addi tions. h itself that may be required for a particular
FreeRTOS project configuration. The macro confi grrRTos_MEMORY_ScHEME describes the project heap
mechanism using a value 1 — 5 according to the following:

1. heap_1: The very simplest; does not permit memory to be freed

2. heap_2 : Permits memory to be freed, but not does coalesce adjacent free blocks

3. heap_3: Simply wraps the standard malloc() and free() for thread safety

4. heap_4 : Coalesces adjacent free blocks to avoid fragmentation. Includes absolute address
placement option

5. heap_5 : As per heap_4, with the ability to span the heap across multiple non-adjacent
memory areas

Note: Future versions of FreeRTOS may incorporate the confi gFRTCS_MEMORY_SCHEME Macro as a
configuration parameter in FreeRTOSConf i g. h.

---------------------------------- Cut here --------o-mcmomonona i
/] freertos_tasks_c_additions.h Rev. 1.2

11

#i ncl ude <stdint. h>

#if (confi gUSE_TRACE_FACI LI TY == 0)
#error "confi gUSE_TRACE_FACI LI TY nust be enabl ed"
#endi f

#def i ne FREERTOS_DEBUG CONFI G MAJOR VERSI ON 1
#def i ne FREERTOS_DEBUG CONFI G M NOR_VERS| ON 1

/1 NOTE!!

/1 Default to a FreeRTOS version which didn't include these macros. FreeRTCS
/1 v7.5.3 is used here.

#i f ndef t skKERNEL_VERSI ON_BUI LD

#def i ne t skKERNEL_VERSI ON_BUI LD 3

#endi f

#i f ndef t skKERNEL_VERSI ON_M NOR

#def i ne t SkKERNEL_VERSI ON_M NOR 5

MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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#endi f

#i f ndef tskKERNEL_VERSI ON_MAJOR
#def i ne t skKERNEL_VERSI ON_MAJOR 7

#endi f

/1 NOTE!!

/1 The confi gFRTOS_MEMORY_SCHEME nacro descri bes the heap schene using a val ue

/1 1 - 5 which corresponds to the followi ng schenes:

11
/1 heap_1
/1 heap_2
11
/1 heap_3
/1 heap_4
11
/1 heap_5
11

the very sinplest, does not pernit nenory to be freed

permts nmenory to be freed, but not does coal escence adjacent free
bl ocks.

sinmply waps the standard malloc() and free() for thread safety
coal esces adj acent free blocks to avoid fragnmentation. Includes
absol ute address pl acement option

as per heap_4, with the ability to span the heap across

mul tipl e non-adjacent nmenory areas

#i f ndef confi gFRTOS_MEMORY_SCHEME
#def i ne confi gFRTOS_MEMORY_SCHEME 3 // thread safe malloc

#endi f

#if ((confi gFRTOS_MEMORY_SCHEME > 5) || (configFRTOS_MEMORY_SCHEME < 1))
#error "Invalid confi gFRTOS_MEMORY_SCHEME setting!"

#endi f

#i fdef __cpl usplus

extern "C' {

#endi f

extern const uint8_t FreeRTOSDebugConfig[];

/1 NOTES!!

/1 1 AR docunentation is confusing. It suggests the data nust be statically

/1 1inked,

and the #pragma pl aced i medi ately before the synbol definition.

/1 The | AR supplied exanples violate both "rules", so this is a best guess.

/1

#if defined(__GNUC )

const uint8_t FreeRTOSDebugConfig[] __attribute_ ((section(".rodata"))) =
#elif defined(__CC_ARM

const uint8_t FreeRTOSDebugConfig[] __attribute_ ((used)) =

#elif defined(__| AR SYSTEMS I CC )

#pragma requir ed=Fr eeRTOSDebugConfi g

const uint8_t FreeRTOSDebugConfig[] =

#endi f
{

FREERTOS_DEBUG CONFI G MAJOR_VERSI ON,
FREERTOS_DEBUG CONFI G_ M NOR_VERSI ON,
t SkKERNEL_VERSI ON_MAJOR,
t SkKERNEL_VERSI ON_M NOR,
t SkKERNEL _VERSI ON_BUI LD,
conf i gFRTOS_MEMORY_SCHEME,
of f set of (struct tskTaskControl Bl ock, pxTopOf Stack),
# if (tskKERNEL_VERSI ON MAJOR > 8)
of f set of (struct tskTaskControl Bl ock, xStateListltemn),

# el se

of fset of (struct tskTaskControl Bl ock, xGenericListlten),

MCUXpresso IDE FreeRTOS Debug Guide -

All information provided in this document is subject to legal disclaimers

© 2017 NXP Semiconductors. All rights reserved.

User Guide

Rev. 10.0.2 — 4 July, 2017

7



NXP Semiconductors MCUXpresso IDE FreeRTOS Debug Guide

# endi f
of f set of (struct tskTaskControl Bl ock, xEventListltem
of f set of (struct tskTaskControl Bl ock, pxStack)
of f set of (struct tskTaskControl Bl ock, pcTaskNane)
of f set of (struct tskTaskControl Bl ock, uxTCBNunber)
of f set of (struct tskTaskControl Bl ock, uxTaskNunber),
confi gMAX_TASK_NAME_LEN
confi gMAX_PRI ORI Tl ES
0 // pad to 32-bit boundary
b

#i fdef __cpl usplus

}
#endi f

/1 end freertos_tasks_c_additions.h

---------------------------------- cut here ---------mmmm

MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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3. FreeRTOS Task Aware Debug Views

3.1

3.2

MCUXpresso IDE includes several additional Views to further simplify FreeRTOS application
debugging, known collectively as the FreeRTOS TAD (Task Aware Debugger for GDB):

e Task List : shows list of tasks with status information

¢ Queue List : shows currently active queues, semaphore, and mutex

e Timer List : lists the RTOS software timers

* Heap Usage : shows current heap usage and memory block allocation

Note: These Views are independent of the debug probe being used, as they just use GDB
commands to receive information from the target.

Showing the FreeRTOS TAD Views

The FreeRTOS Views can be opened using the “FreeRTOS” main menu in the MCUXpresso IDE.

FreeRTOS | Window Help

] Task List |
El Queue List
1 Timer List

El  Heap Usage

(3 MNXP Community
(i) About FreeRTOS TAD

The Views are “stop mode” Views: with the target halted or stopped, the Views will query the
device under debug and read the necessary information through the debug connection.

This will also happen during single stepping, so to improve stepping performance it is advisable
to:

1. Only have the needed Views in the foreground/visible, or close the Views if they are not used.
2. Make use of the Pause View feature, allowing you to single step without the Views constantly
reloading data.

ool @] Error Log s+ Task List (FreeRTOS) 22 L|L|| D = B8

[ Pause Task List view, so it's not refreshed every time debugger is stopped. }

Task List View

This View shows the tasks in a table:

o0 Task List (FreeRTOE # Queue List (FreeRTO3} ro Timer List (FreeRTO%) o Heap Uzage (FreeRTO3) ol W =
TCEs Task Marne Task Handle Pricrity  Stack Lsage Evert Object Runtirne
1 CLIENT Tl SR h (0,05%)
IDLE o (| e (0,03)
T hdd (0,0
» Task Control Block. confi guse_TRACE_FACI LI TY needs to be set to 1
MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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Task Name

« Name of task. confi gMax_TASK_NAME_LEN Needs to be greater than zero
Task Handle

¢ Address of the task handle

Task State

¢ Current task state: blocked, running, ready

Priority

¢ Task base priority and current task priority

Stack Usage

¢ Graphical view of current stack usage, with current allocation and stack size available to the
task

Event Object

« Lists the object a blocked task is waiting for. Use vQueueAddToRegi stry() to assign a symbolic
name to semaphore, mutex, and queues with confi gQUEUE_REG STRY_sI ZE greater than zero

Runtime

e Task runtime  with percentage  value. Both  configUseE_TRACE FACILITY  and
conf i gGENERATE_RUN_TI ME_STATS need to be setto 1

Unfolding a task line item shows the following items:
Stack base

 Stack start address

Stack Top

» Stack end address

Stack High Water Mark

» Highest address used by stack at task context switch time

3.3 Queue List View
This View shows the queues, semaphore, and mutex in a table:
v Task List [FreeRTOS) rav Queve List [FreeRTOS) ¢ Timer List (FreeRTOS) 1 Heap Usage (FreeRTOS) b1 £
e & Ma Addiess Length hem Size # Tx'Wai.. #PRxWai.. Queve Type
a1 T} Dl £ FED 010 e (12 B) D 1 Queue
Hewsd: Ol Bfffc40
Dl Ffffcke
Read from: Dl ffffcac
D140
s Address Queus Data [DEC) Queue Data [HEX] Queue Data [EIN] Cueue Data [ASCH|
The meanings of the columns are as follows.
MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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3.4

#

« Number of queue

Queue Name

« Name of queue. Use confi gQUEUE_REG STRY_sI ZE greater than zero and vQueueAddToRegi stry() tO
assign a name to a queue, semaphore, or mutex

Address
¢ Address of queue handle
Length

¢ Length of queue. The first number indicates the number of elements in the queue, followed by
the maximum number of elements possible

Iltem Size

¢ Size of an individual element in the queue

# Tx Waiting

* Number of tasks waiting on a queue until it is not empty

# Rx Waiting

« Number of tasks waiting until an element is placed into the queue

Queue Type

¢ Type of queue, either Queue, semaphore, or mutex
Unfolding a queue line item shows the following information:

Head

* Address of queue head item (first item in the queue)
Tail

¢ Address of queue tail item (last item in the queue)

Read from

¢ Address of current reading element

Write to

¢ Address of next empty item in the queue

Clicking on an element in the queue shows details about it.

Timer List View
This View shows the software timers in a table:

Tirmer List [FreeRTOS) i

Dy Timer 100 Wes O vTimerCallback (00000 46¢

MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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ID

« ID of timer, assigned by vTi mer set Ti mer 1 () .
Timer Name

¢ Name of timer

Period (ticks)

e Period of timer in ticks

Auto reload?

* Whether the timer is automatically restarted after expiration
Timer Number

* Number of timer

Timer callback

* Address and name of callback function

3.5 Heap Usage View
This View provides information about the heap memory used.
3.5.1 Memory Scheme in Use
The Heap Usage View determines the used memory scheme (heap type) from:
1. The value of the confi gFrRTOs_VEMORY_SCHEME iN the FreeRTOsDebugConf i g Structure (as described in
Required Source Code Changes [5] above)
2. Else, the value of the user-defined variable f r eeRTOSMenOI ySchene
3. Else from the details contained in the available FreeRTOS heap related variables ( ucHeap,
xHeapSt ruct Si ze and heapSTRUCT_SI ZE).
If the fr eeRTOsMenDr ySchene Variable is to be used, then this can be defined as follows, but you must
ensure that there is a reference to this symbol, so that it is not removed by the linker.
static const uint8_t freeRTOSMenorySchenme = 2; /* nmenory scheme 2 used */
3.5.2 Heap Usage View Functionality
The Heap Usage View provides the following information.
#- Heap Usage (FreeRTOS) ? \l,
Type ) Heag Base Heap End Heap Lsage Free Space Heap Usage Graph
D4 Dl FFfLLE (0000518 427 kB /5 kB 14,53% (744 B)
Detadls Block Start Block End Size
Fi CLIENT (Task Seack D1 P20 [ L hafE (1016 B)
(..ilhl (Task TCH) Dl 28 0\.“"'3&‘ D (104 E)
E '.-E RVER (Task Stack) Dl FFFF35E Dl FifFOEE DuZfE (1016 E)
Type
MCUXpresso IDE FreeRTOS Debug Guide - All information provided in this document is subject to legal disclaimers © 2017 NXP Semiconductors. All rights reserved.
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¢ Memory scheme number

Heap Base

« Start address of heap

Heap End

¢ End address of the heap memory

Heap Usage

* Amount of memory used with the total amount of memory
Free Space

« Amount of free memory with percentage

Heap Usage Graph

« Graphical view of percentage used

In the lower part of the View there is information about the heap memory blocks:
#

* Block number

Details

* Allocated, Free or the Task Stack or Task TCB
Block Start

¢ Start address of memory

Block End

« End address of memory

Size

¢ Size of memory
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4. Thread Aware Debugging with Other Debug Probes

4.1 P&E Micro Probes

FreeRTOS thread aware debugging with P&E Micro debug probes is automatically supported
without any special option.

4.2 SEGGER J-Link Probes

FreeRTOS thread aware debugging for SEGGER J-Link debug probes is disabled by default.

To turn it on, enable the “Select RTOS plugin” option for “GDBServer/RTOSPIlugin_FreeRTOS”
in the Launch Configuration for your project:

| Main | % Debugger B Startup | % Source | [T] Common

rnﬁ Debugger settings

=]

JLink Interface Settings

Juink Interface

©usa ecoto2sss P
Device LPC4370_ M4
Target Interface SWD

Seeed adaptive @ aute () fixed

GDB Server Settings

Server startup and port selection ) auto

GDB Sarver Port

SWO Port

Telnet Port

Endianess little

Disconnect behaviowr Run
Power Target

GDB Client Settings

Halt target on startup

GDB Client Port

Additional Options

manual

Enable Semihosting

Initialize CPU registers

Silent Verity Single run Attach to a running target

Seript

Select RTOS plugin
Other

GDBSernver/RTOSPlugin_FreeRTOS
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