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Legal Information

©2011 AccessData Group, LLC All rights reserved. No part of this publication may be reproduced, photocopied,
stored on a retrieval system, or transmitted without the express written consent of the publisher.

AccessData Group, LLC makes no representations or warranties with respect to the contents or use of this
documentation, and specifically disclaims any express or implied warranties of merchantability or fithess for any
particular purpose. Further, AccessData Group, LLC reserves the right to revise this publication and to make
changes to its content, at any time, without obligation to notify any person or entity of such revisions or changes.

Further, AccessData Group, LLC makes no representations or warranties with respect to any software, and
specifically disclaims any express or implied warranties of merchantability or fithess for any particular purpose.
Further, AccessData Group, LLC reserves the right to make changes to any and all parts of AccessData
software, at any time, without any obligation to notify any person or entity of such changes.

You may not export or re-export this product in violation of any applicable laws or regulations including, without
limitation, U.S. export regulations or the laws of the country in which you reside.

AccessData Group, LLC.
384 South 400 West
Suite 200

Lindon, Utah 84042
U.S.A.

www.accessdata.com

AccessData Trademarks and Copyright Information

e AccessData® is a registered trademark of AccessData Group, LLC.

e Distributed Network Attack® is a registered trademark of AccessData Group, LLC.
o DNA® is a registered trademark of AccessData Group, LLC.

e Forensic Toolkit® is a registered trademark of AccessData Group, LLC.

e FTK® is a registered trademark of AccessData Group, LLC.

e Password Recovery Toolkit® is a registered trademark of AccessData Group, LLC.
e PRTK® is a registered trademark of AccessData Group, LLC.

e Registry Viewer® is a registered trademark of AccessData Group, LLC.
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A trademark symbol (®, ™, etc.) denotes an AccessData Group, LLC. trademark. With few exceptions, and
unless otherwise notated, all third-party product names are spelled and capitalized the same way the owner
spells and capitalizes its product name. Third-party trademarks and copyrights are the property of the trademark
and copyright holders. AccessData claims no responsibility for the function or performance of third-party
products.

Third party acknowledgements:
e FreeBSD ® Copyright 1992-2011. The FreeBSD Project .

e AFF® and AFFLIB® Copyright® 2005, 2006, 2007, 2008 Simson L. Garfinkel and Basis Technology
Corp. All rights reserved.

e Copyright © 2005 - 2009 Ayende Rahien

Documentation Conventions

In AccessData documentation, a number of text variations are used to indicate meanings or actions. For
example, a greater-than symbol (>) is used to separate actions within a step. Where an entry must be typed in
using the keyboard, the variable data is set apart using [variable_data] format. Steps that required the user to
click on a button or icon are indicated by Bolded text. This /talic font indicates a label or non-interactive item in
the user interface.

A trademark symbol (®, ™, etc.) denotes an AccessData Group, LLC. trademark. Unless otherwise notated, all
third-party product names are spelled and capitalized the same way the owner spells and capitalizes its product
name. Third-party trademarks and copyrights are the property of the trademark and copyright holders.
AccessData claims no responsibility for the function or performance of third-party products.

Registration

The AccessData product registration is done at AccessData after a purchase is made, and before the product is
shipped. The licenses are bound to either a USB security device, or a Virtual CmStick, according to your
purchase.

Subscriptions

AccessData provides a one-year licensing subscription with all new product purchases. The subscription allows
you to access technical support, and to download and install the latest releases for your licensed products during
the active license period.

Following the initial licensing period, a subscription renewal is required annually for continued support and for
updating your products. You can renew your subscriptions through your AccessData Sales Representative.

Use LicenseManager to view your current registration information, to check for product updates and to download
the latest product versions, where they are available for download. You can also visit our web site,
www.accessdata.com anytime to find the latest releases of our products.

For more information, see Managing Licenses in your product manual or on the AccessData web site.

AccessData Contact Information

Your AccessData Sales Representative is your main contact with AccessData Group, LLC. Also, listed below are
the general AccessData telephone number and mailing address, and telephone numbers for contacting
individual departments.
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Mailing Address and General Phone Numbers

You can contact AccessData in the following ways:

TABLE Contact-1 AD Mailing Address, Hours, and Department Phone Numbers

Corporate Headquarters: AccessData Group, LLC.
384 South 400 West
Suite 200
Lindon, UT 84042 USA
Voice: 801.377.5410
Fax: 801.377.5426

General Corporate Hours: Monday through Friday, 8:00 AM — 5:00 PM (MST)
AccessData is closed on US Federal Holidays
State and Local Voice: 800.574.5199, option 1
Law Enforcement Sales: Fax: 801.765.4370
Email: Sales@AccessData.com
Federal Sales: Voice: 800.574.5199, option 2

Fax: 801.765.4370
Email: Sales@AccessData.com

Corporate Sales: Voice: 801.377.5410, option 3
Fax: 801.765.4370
Email: Sales@AccessData.com

Training: Voice: 801.377.5410, option 6
Fax: 801.765.4370
Email: Training@AccessData.com

Accounting: Voice: 801.377.5410, option 4

Technical Support

Free technical support is available on all currently licensed AccessData products.
You can contact AccessData Customer and Technical Support in the following ways:

TABLE Contact-2 AD Customer & Technical Support Contact Information

Domestic Support Americas/Asia-Pacific

Standard Support: Monday through Friday, 5:00 AM — 6:00 PM (MST),
except corporate holidays.

Voice: 801.377.5410, option 5
Voice: 800.658.5199 (Toll-free North America)
Email: Support@AccessData.com

After Hours Phone Support: Monday through Friday 6:00 PM to 1:00 AM (MST),
except corporate holidays.
Voice: 801.377.5410, option 5

After Hours Email-only Support: Monday through Friday 1:00 AM to 5:00 AM (MST),
except corporate holidays.
Email: afterhours@accessdata.com

International Support Europe/Middle East/Africa

Standard Support: Monday through Friday, 8:00 AM — 5:00 PM (UK-
London), except corporate holidays.
Voice: +44 207 160 2017 (United Kingdom)
Email: emeasupport@accessdata.com
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TABLE Contact-2 AD Customer & Technical Support Contact Information (Continued)
After Hours Support: Monday through Friday, 5:00 PM to 1:00 AM (UK/
London), except corporate holidays.
Voice: 801.377.5410 Option 5*.
After Hours Email-only Support: Monday through Friday, 1:00 AM to 5:00 AM (UK/
London), except corporate holidays.
Email: afterhours@accessdata.com

Other
Web Site: http://www.AccessData.com/Support
The Support web site allows access to Discussion
Forums, Downloads, Previous Releases, our
Knowledgebase, a way to submit and track your
“trouble tickets”, and in-depth contact information.
AD SUMMATION Americas/Asia-Pacific:
800.786.2778 (North America).
415.659.0105.
Email: support@summation.com
Standard Support: Monday through Friday, 6:00 AM- 6:00 PM (PST),
except corporate holidays.
After Hours Support: Monday through Friday by calling 415.659.0105.

After Hours Email-only Support: Between 12am and 4am (PST) Product Support is
available only by email at
afterhours@accessdata.com.

AD Summation CaseVault 866.278.2858
Email: support@casevault.com

Monday through Friday, 8:00 AM — 6:00 PM (EST),
except corporate holidays.

AD Summation Discovery Cracker 866.833.5377
Email: dcsupport@accessdata.com

Support Hours: Monday through Friday, 7:00 AM — 7:00 PM (EST,
except corporate holidays.

Note: All support inquiries are typically responded to within one business day. If there is an urgent need for
support, contact AccessData by phone during normal business hours.

Documentation

Please email AccessData regarding any typos, inaccuracies, or other problems you find with the documentation:
documentation@accessdata.com

Professional Services

The AccessData Professional Services staff comes with a varied and extensive background in digital
investigations including law enforcement, counter-intelligence, and corporate security. Their collective
experience in working with both government and commercial entities, as well as in providing expert testimony,
enables them to provide a full range of computer forensic and eDiscovery services.

At this time, Professional Services provides support for sales, installation, training, and utilization of FTK, FTK
Pro, Enterprise, eDiscovery, and Lab. They can help you resolve any questions or problems you may have
regarding these products
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Contact Information for Professional Services

Contact AccessData Professional Services in the following ways:

TABLE Contact-3 AccessData Professional Services Contact Information

Contact Method Number or Address

Phone Washington DC: 410.703.9237
North America: 801.377.5410
North America Toll Free: 800-489-5199, option 7
International: +1.801.377.5410

Email adservices@accessdata.com
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Introduction

About AD Triage

AD Triage is designed to collect and review data/artifacts from a live or powered down target system and
facilitate the transfer of that data to an administrator system. An AD1 logical image of the system’s artifacts can
then be written to the destination of your choice. From there, the data can be decrypted and imported into the
administrator’s interface for further review and reporting or can be consumed by FTK for more advanced
analysis.

Components of AD Triage

AD Triage is made up of two interfaces, the Admin interface, and the Collection interface. The Admin interface is
what you install on your machine. You will use this interface to review and store all the data that you collect.

The Collection interface is what you boot to on the target system. You can use this interface to collect and export
data to a USB device or a specified computer on the same network as the target system.
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Installation

This chapter contains all the information you need to install AD Triage. The Triage Admin console and Triage
Receiver are installed separately. You can install these separately so that you can have the Receiver on a
different computer than the Admin console.

Prerequisites

Before you install AD Triage, you must have the following items:

o A CodeMeter dongle that is licensed for AD Triage (see Appendix A Managing Security Devices and
Licenses (page 66))

e CodeMeter Runtime 4.2 installed on your system
e Microsoft NET 3.5 SP1

Software Requirements

To run AD Triage, in addition to the hardware requirements, you need the following:
e An additional license with separate installation.
e Microsoft Windows OS platform on which AD Triage operates as a standalone product.

e AccessData FTK installed on your machine (if you intend to add the imaged data to a case for further
investigation).

Images created by AD Triage are AccessData-proprietary AD1-type images. AD1 images can be imported back
into AD Triage, and can be added as evidence to a case in any AD FTK-core product.

Hardware Requirements

AD Triage requires the following additional hardware:
e USB ports on your machine.
e CodeMeter USB or Virtual CmStick (with current licenses installed).

e A USB device for each profile you create in AD Triage.

Installing AD Triage Admin Console

To install AD Triage Admin Console
1. Insert installation disk into the CD/DVD drive.
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FIGURE 2-1 Autorun Screen

o
AD TRIAGE

Install 1 Yiew
Triage Admin Ariage Receiver 1 EBon:n: ISO

Install 32bit™ . Install 64bit
CodeMeter CodeMeter

4

Quick Start Release
Guide Notes

2. Click Install Triage Admin.

FIGURE 2-2 Welcome Screen
Fu; ADTriage Setup @

F Welcome to the ADTriage
Setup Wizard

The Setup Wizard will install ADTriage on your computer. Click
"Next" to continue or "Cancel" to exit the Setup Wizard.

< Back [ Next > l [ Cancel

3. In the Installation Wizard, click Next.

Installation Installing AD Triage Admin Console
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FIGURE 2-3 End-User License Agreement

ﬁ@ AccessData Triage Setup | = ES
End-User License Agreement
Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR ACCESSDATA SOFTWARE

-

IMPORTANT-READ CAREFULLY:

This End-User License Rgreement (“EULA”) is a legal
agreement between End User (“Licensee”) (either an
individual or a single legal or juridical entity)
and AccessData Group, LLC (“AccessData”) for the
LccessData software that accompanies this EULR,
which includes associated media and AccessData

Tt vt mmmd s e (VD E e m )

T mmamn A

[ |1 accept the terms in the License Agreement

l Print ] [ Back ] Next

4. Check the | accept the terms in the License Agreement and click Next.

FIGURE 2-4 Select Installation Folder Screen

-4 Select n Fol
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Destination Folder
Click Mext to install to the default folder or click Change to choose another.

Install AccessData Triage to:

|C:\Prngram Files (x86)\AccessData\ADTriage),

Create a shortcut for this program on the desktop. |

l Back ][ Next l [ Cancel I i

5. Browse to the location where you want to save your program files.

6. Check Create a shortcut for this program on the desktop if you want a Triage icon on your desktop,

and click Next.

Installation

Installing AD Triage Admin Console
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FIGURE 2-5 Confirm Installation Screen
ﬁ AccessData Triage Setup = S

Ready to install AccessData Triage E

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

[ Back “ Install l I Cancel

7. Click Install to begin the installation.

FIGURE 2-6 Installation Complete Screen
F-_; ADTriage Setup @

Completing the ADTriage
Setup Wizard

E Click the "Finish" button to exit the Setup Wizard.

8. Click Finish to close the installation wizard.

Installing AD Triage Receiver

To install AD Triage Receiver
1. Insert installation disk into the CD/DVD drive.
2. In the autorun screen, click Install Triage Receiver.



FIGURE 2-7 Welcome Screen
ﬁ AccessData Triage Receiver Setup = X

i

Welcome to the AccessData Triage
Receiver Setup Wizard

The Setup Wizard will install AccessData Triage Receiver on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Back [ Next ] l Cancel

3. Inthe installation wizard, click Next.

FIGURE 2-8 End-User License Agreement

ﬁ AccessData Triage Receiver Setup = i
End-User License Agreement
Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR ACCESSDATA SOFTWARE

mE

IMPORTANT-READ CAREFULLY:

This End-User License Agreement (“EULA") is a legal
agreement between End User (“Licensee”) (either an
individual or a single legal or juridical entity)
and AccessData Group, LLC (“AccessData”) for the
LccessData software that accompanies this EULR,
which includes associated media and AccessData

Tt mvmemt emmmd s mmm (WO F e m T mmamn A

I accept the terms in the License Agreement

l Print ] [ Back ][ Next l l Cancel ]

4. Check the | accept the terms in the License Agreement and click Next.



FIGURE 2-9 Select Installation Folder Screen
ﬁ AccessData Triage Receiver Setup = X

Destination Folder
Click Mext to install to the default folder or click Change to choose anather.

Install AccessData Triage Receiver to:

|C:\Prngram Files (x86)\AccessData\Triage Receiver\

Create a shortcut for this program on the desktop.

l Back ][ HNext l [ Cancel I

5. Browse to the location where you want to save your program files.
6. Check Create a shortcut for this program on the desktop if you want a Triage icon on your desktop,
and click Next.

FIGURE 2-10 Confirm Installation Screen
ﬁ AccessData Triage Receiver Setup E‘_IéJ

Ready to install AccessData Triage Receiver E

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

[ Back “ Install l l Cancel

7. Click Install to begin the installation.



FIGURE 2-11 Installation Complete Screen
’ﬁ AccessData Triage Receiver Setup M

Completed the AccessData Triage
Receiver Setup Wizard

Click the Finish button to exit the Setup Wizard.

l Back " Finish ] [ Cancel I

8. Click Finish to close the installation wizard.



Getting Started

This chapter introduces you to the features and interface of the Admin and Collection interfaces.

Launching AD Triage Admin

To launch AD Triage Admin
< Do one of the following:
e Select Start > Programs > AccessData > Triage > Triage Admin.

AD TRIAGE

e Click the AD Triage button on the desktop
The Triage Admin window opens.

Launching Triage Receiver

To launch the Triage Receiver
< Do one of the following:
e Select Start > Programs > AccessData > Triage Receiver > Triage Receiver.

AD TRIAGE
RECEIVER

~e

e Click the Triage Receiver button on the desktop
The Triage Receiver window opens.

Admin User Interface Overview

This section describes the elements of the Admin console. Use the following sections as a reference when using
the Admin interface.

Triage Admin Main Window

The Triage Admin main window is the first thing you see when you open Triage (see Launching AD Triage Admin
(page 9)). You can use the Admin main window to set up devices, create custom collection agent profiles,
customize filters for profiles, manage licenses, and manage saved collections. Use the following figure and table
to understand the elements found in the Triage Admin main window.
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FIGURE 3-1 Triage Admin Main Window
m AccessData Triage Admin 1.2.0.33 ﬁ

A AccessData

_' Configure Admin

Standard Triage Device
Creates Triage device with a broad set of
pre-defined filter options

Custom Triage Device
Creates Triage device with a custom set
of user specified filters

Manage Triage Devices
Recover and save collections, generate
reports and manage Triage devices

TABLE 3-1 Elements of the Triage Admin Main Window

Interface Element Description

Devices Tab The following options are available on the Devices tab:
e Standard Triage Device (see Default Collector Wizard Dialog (page 24))
e Custom Triage Device (see Custom Collector Wizard Dialog (page 25))
e Manage Triage Devices (see Manage Triage Devices Dialog (page 26))

Configure Tab The following options are available on the Profiles tab:

Manage Profiles (see About Triage Profiles (page 35))
Manage Custom Filters (see About Custom Filters (page 55))
RegEx Groups (seeDefault Collector Wizard Dialog (page 24))
Keyword Groups (see lllicit Images Filter (page 20))

Hash Groups (see Hash Filter Dialog (page 23))

Admin Tab The following options are available on the Admin tab:
e Manage Saved Collections (see Manage Collections Dialog (page 10))
e Manage Licenses (see Manage Licenses Dialog (page 12))

Manage Collections Dialog

Open the Manage Collections dialog by clicking the Manage Saved Collections button on the Admin tab. Use
the following figure and table to understand the elements in the Manage Collections dialog.
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FIGURE 3-2 Manage Collections Dialog

m Manage Collections

= | (S -

D ‘ Case Name

|AgemName

Profile Name | Size | Retrieved Date ‘ Path

1 notspecified

Filter

not specified

BK B7MB 12/7/2011 3:10:3..  C:\TriageData\casedata\not specified-2011...
Delete

Import
Export

Create Report

Profile Name: |

* Any Date

Case Name: |

" Date Range

Agent Name: |

esday. December 07, 2011

Cancel

TABLE 3-2 Elements of the Manage Collections Dialog

Interface Element

Description

Manage Collections Pane

Lists recent actions performed in the Triage Admin main window. Click the
column headings to sort by column. Double-click the ID number to open the
evidence file.

Review Button

Click to open the Recover Evidence dialog (see Reviewing Saved Collections
(page 50)).

Generate Report Button

Click to open the Generate Reports dialog (see Generating Reports for Saved
Collections (page 51)).

Import Button

Click to import a collection from file or remote location. (see Importing a Saved
Collection (page 62)).

Export Button

Click to create an AD1 image of the evidence (see Exporting Saved
Collections (page 61)).

Delete Button

Click to delete the selected evidence from the profile (Deleting a Saved
Collection (page 62)).

Profile Name Field

Enter text to filter the Manage Collections pane by the Profile Name column.

Case Name Field

Enter text to filter the Manage Collections pane by the Case Name column.

Agent Name Field

Enter text to filter the Manage Collections pane by the Agent Name column.

Clear Button

Click to remove filters and return to the default collection view.

Any Date Radio Button

Select to filter without a date range selected.

Date Range Radio Button

Select to filter the Manage Collections pane by selected date range.

Apply Button

Click to filter the Manage Collections pane by the criteria you entered.

Cancel Button

Click to close the Manage Collections dialog.

Getting Started
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Manage Licenses Dialog

Open the Manage Licenses dialog by clicking the Manage Licenses button on the Admin tab. Use the following
figure and table to understand the elements in the Manage Licenses dialog.

FIGURE 3-3 Manage Licenses Dialog

A Manage Licenses g@@
Dongle ID; 1329825 Licensed Device Count Max: 3 Available License Count: 2
Licensed Devices [bold are currently CONMECTED]
Triage Device | Serial | todel | Deseription | Size | Registration Date
G4 OD1CCOEC34... Kingston DT ... ADTRIAGE-1 3.7GB 342872011 10:32:11 AM
Unlicensed Devices
Triage Device | Senial | todel | Yolume | Size
< >
Refresh |
%\
TABLE 3-3 Elements of the Manage Licenses Dialog
Dongle ID Lists the number for the codemeter used for AD Triage.

Licensed Device Count Max Lists the number of licenses for separate devices. Only visible if you signed up
for a limited amount of device licenses, but unlimited amount of recoveries.

Available License Count Lists the number of licenses still available for use. Only visible if you signed up
for a limited amount of device licenses, but unlimited amount of recoveries.

Upper Device Pane Lists the devices currently in use.

Un-License Device Button Click to remove the license from the selected device.

Re-License Device Button Click to reattach a license to the selected device.

Lower Device Pane Lists un-licensed devices that are connected to the computer.

License Device Button Click to attach a license to the selected device (see Managing Licenses
(page 38)).

Refresh Button Click to refresh the lists of devices.

Manage Profiles Dialog

Open the Profiles dialog by clicking the Manage Profiles button on the Configure tab. Use the following figure
and table to understand the elements in the Profiles dialog.
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FIGURE 3-4 Manage Profiles Dialog

m Manage Profiles A=l X
Search Profiles
Profile Name | Created Date | Update Date | Written Date Total Actions |
BK 12/7/2011 11750 PM - 12/7/2011 11750 PM 12/7/2011 3:0421PM 13 New Profile
Default 12/1/2010 1:44:24 PM 12/1/2010 4:28:36 PM 12/7/2011 1:36:09 PM 42

[ Eei |
[wiis |
[ |

Import Profile

[ |

Cancel

TABLE 3-4 Elements of the Profile Dialog

Profile Pane Lists the current profiles.

Copy Profile Button Click to copy the selected profile.

Edit Profile Button Click to edit the selected profile.

Delete Profile Button Click to delete the selected profile.

New Profile Button Click to create a new profile (see Creating a Profile (page 35)).
Import Profile Button Click to import a profile from file.

Export Profile Button Click to export the currently selected profile.

View Actions Click to view the actions assigned to the currently selected profile.
Cancel Click to close the Manage Profiles dialog.

Manage Custom Filters Dialog

Open the File Filtering dialog by clicking the Manage Custom Filters button on the Configure tab. Use the
following figure and table to understand the elements in the File Filtering dialog.
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FIGURE 3-5 Manage Filtering Dialog
m Manage Custom Filters ==y X

Custom Filters

Filter Name | Description |

New Filter
[ Ens |
e
=i

Import Filter

[oesin |

Cancel

TABLE 3-5 Elements of the File Filtering Dialog

Interface Element Description

Existing Filters Pane Lists the existing filters. Click the column header to sort the list by that column.

New Filter Button Click to create a new custom filter (see Creating a Custom Filter (page 56)).
See New Filters Wizard on page 14.

Delete Filter Button Click to delete the selected filter.

Update Profile Button Click to add the selected filter to a profile.

Copy Filter Button Click to copy the selected filter.

Edit Filter Button Click to edit the selected filter.

Import Filter Button Click to import a filter from a file.

Export Filter Button Click to export the selected filter.

New Filters Wizard

If you click the New Filter button in the Manage Custom Filters dialog, the Custom Filter wizard opens. The
screens that appear within the wizard differ depending on the criteria that you select.

See About Custom Filters on page 55.
This section covers the following filter screens:
e File Size: See File Size Filter on page 15.
e Date Time: See File Date Filter on page 16.
e Extensions: See Extensions Filter on page 18.
e Path: See Path Filter on page 19.
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e lllicit Images: See lllicit Images Filter on page 20.

File Size Filter

The file size filter in the Custom Filters wizard can be used to perform actions that have to do with the size of
files. Access this screen by checking File Size in the Select Criteria screen.

FIGURE 3-6 File Size Filter Screen
) Custom Fitter Wizard

FILE SIZE - Search for files with specific size constrainis
Here you can add one or more size constraints to your search filter. Afile is considered a match if its size satisfies ANY of the selected constraints.

Existing File Size Criteria

File size up to 100 KB
File size upto 1 MB

File size up to 10 MB
File size is greater than 0

4

Size filtering

m | »

Add Existing Filter

Filter Description: |You must enter a description.

[V Files between the size of |

I™ Files greater than size of MB
[ Files less than size of MB

Add New Size Filter | | Reset |

[MB ~| and | e ~|

Remove Criteria

=

et Cancel

w

< Back

TABLE 3-6 Elements of the File Size Screen

Element

Description

Existing File Size Criteria
Pane

Lists the default file size filters.

Add Existing Filter Button

Click to add the selected filter from the Existing File Size Criteria pane to the profile.

Filter Description Field

Enter a description for your custom file size filter.

File Between the Size of

Enter a least and most value to create a filter that searches in a file size range.

File Greater than Size of

Enter a numerical value and select a byte value to create a filter that searches for
files bigger than the value you entered.

Files Less than Size of

Enter a numerical value and select a byte value to create a filter that searches for
files smaller than the value you entered.

Add New Size Filter Button Click to add your file size criteria to the profile.

Getting Started
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TABLE 3-6 Elements of the File Size Screen (Continued)

Element Description

Save Button Click to save changes to filters already added in the criteria pane. You can change
default filters and save them as a new filter, but it does not overwrite the default filter
globally.

Reset Button Click to reset your custom filter changes.

Remove Criteria Button ~ Click to remove the selected criteria from the profile.

Back Button Click to go back to the previous screen in the wizard.
Next Button Click to go to the next screen in the wizard.

Cancel Button Click to close the wizard.

File Date Filter

The file data filter in the Custom Filters wizard can be used to perform actions that have to do with the size of
files. Access this screen by checking Date Time in the Select Criteria screen.

Note: If you are searching, using the Date Time filter and have a very small window of time that occurs outside
of the DST shift it, your search results will not get things that are within the hour shift.
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FIGURE 3-7 File Date Filter

FILE DATE - Search for files with specific daie consirainis

Here you can add one or more date constraints to your search filter. A file is considered 3 match if its date attributes satisfy ANY of the selected
constraints.

Exdsting Date/Time Criteria
File created within 1 day

File created within a week
File created wthin a month

File modifed within 1 day I
File modified within a week
File modified within a month
File accessed within 1 day I

File accessed within a week
File accessed within a month

1| m 2

Add Existing Filter

DateTime

Description |Y0u must enter a description.

¥ Files with the |Modified v | date between

| Monday . December 19,2011 | [12:0000AM == and

| Monday .December 19,2011 | [11:5959PM == 1
™ Files with the |Modfied date newer than 7 Days I
[ Files with the |Madified date older than '7_ Days |

Add Date Time Filter | | Reset |

Remaove Criteria I

< Back et = Cancel | I

=

TABLE 3-7 Elements of the File Date Screen

Element Description

Existing Date Time Criteria  Lists the default date time filters.

Pane

Add Existing Filter Button Click to add the selected filter from the Existing Date Time Criteria pane to the
profile.

Description Field Enter a description for the custom date time filter.

Files with the (status) Check this, select a status from the drop-down, and select a date and time range

between to create a filter to search for files created/modified/accessed between the dates

you selected.

Files with the (status) date ~ Check this, select a status, and enter a numerical value to create a filter to search
newer than (number) days  for files created/modified/accessed in the indicated number of days or less.

Files with the (status) date  Check this, select a status, and enter a numerical value to create a filter to search
older than (number) days for files created/modified/accessed older than the indicated number of days.

Add Date Time Filter Button Click to add the date time criteria to the profile.

Save Button Click to save changes to filters already added in the criteria pane. You can change
default filters and save them as a new filter, but it does not overwrite the default
filter globally.

Reset Button Click to reset your custom filter changes.

Remove Criteria Button Click to remove the selected criteria from the profile.
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TABLE 3-7 Elements of the File Date Screen

Element Description

Back Button Click to go back to the previous screen in the wizard.
Next Button Click to go to the next screen in the wizard.

Cancel Button Click to close the wizard.

Extensions Filter

The extensions filter in the Custom Filters wizard can be used to perform actions that have to do with the size of

files. Access this screen by checking Extensions in the Select Criteria screen.

FIGURE 3-8 Extensions Filter

FILE EXTENSION - Search for files with specific exiension constraints

A

selected constraints.

Here you can add one or more extension constraints to your search filter. A file is considered 3 match if its name extension satisfies ANY of the

Existing Extensions Criteria

File is a picture {peg jpg.bmp png tif gff pic.ico)

File is an executable (dll exe sys)

Filz is a video {mp4 mpg,mpeg.avi.wmv)

Typical eDiscovery Collection (docx doc xdsx xds,ppte,ppt pst.nsf wpd.if csv odt ods,zip rarmsa)

Typical Documents (asm bas bat.bun.c.cfg.cpp.cs.cev. oo doa dif. doc . docm docx, dot dotm . dobe, dox dtd ...
Typical Presentations (key.odp pal pc3 pfl pl pl3 ply plz.pn3 pot potm potx. ppl pps.ppsm ppsx.ppt.pptm.ppte. ...
Typical Email {dbx.edb.eml mbox mbemht mhtml msg.news nsf ntf nws oft pab pfc pst.embd)

Typical Mutimedia (3gpp aff .aiff asf avi,der.dir.dvrm2v mdv mid midi mov,mp2 mp3.mp4 mpe mpeg.mpg.qgt r...

Typical Graphics (3ds.ai.ani,art bin bmp brt byl c3d,cals.cdr.cgm clm,cur dor,des, dox dfx,dgn dib doc drw ds..
Typical Archives (arc.arj.avi,bz2 bzip2.cab.db.exe gz gzip Jha.lzh.obd .obz rar.scs sit sibe spl tar toz zip. webar....
Apple Digk Image Files (dmg sparsebundle img.cdr)

S0Lite Database Files {db.abcddb abodmr sqlite sglite 3.sdb3)

4 i | *

Add Exasting Filter

Filter Description: |Y0u must enter a description .

Extensions: |Errter extensions with no periods(.) separated by commas

Add New Extension Filter Reset

Remove Criteria

et > Cancel

TABLE 3-8 Elements of the Extensions Filter

Element Description

Existing Extensions Criteria  Lists the default extension filters.
Pane

Add Existing Filter Button Click to add the selected filter from the Existing Extension Criteria pane to the
profile.
Filter Description Field Enter a description for your custom filter.

Getting Started
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TABLE 3-8 Elements of the Extensions Filter

Element

Description

Extensions Field

Enter the extensions for which you want to search with no periods and separated
by commas.

Add New Size Filter Button

Click to add your file size criteria to the profile.

Save Button

Click to save changes to filters already added in the criteria pane. You can
change default filters and save them as a new filter, but it does not overwrite the
default filter globally.

Reset Button

Click to reset your custom filter changes.

Remove Criteria Button

Click to remove the selected criteria from the profile.

Back Button

Click to go back to the previous screen in the wizard.

Next Button

Click to go to the next screen in the wizard.

Cancel Button

Click to close the wizard.

Path Filter

The path filter in the Custom Filters wizard can be used to perform actions that have to do with the size of files.
Access this screen by checking Paths in the Select Criteria screen.

Getting Started
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FIGURE 3-9 File Path Filters Screen
I Custom Fiter Wizar -— —

FILE PATH - Search for files with specific path consirainis
Here you can add one or more file path constraints to your search filter. A file is considered a match if it resides in ANYY of the path constraints or their
subdirectories.

12 x )

Existing Path Criteria |
File resides in users home directory
File resides in Program Files directory

4 i | »

Add Existing Group

Remove Criteria

< Back Next = Cancel |

TABLE 3-9 Elements of the File Path Screen

Element Description

Existing Path Criteria Lists the default path filters.
Pane

Add Existing Group Click to add the selected filter from the Existing Path Criteria pane to the profile.
Button

Remove Criteria Click to remove the selected criteria from the profile.
Button

Back Button Click to go back to the previous screen in the wizard.
Next Button Click to go to the next screen in the wizard.

Cancel Button Click to close the wizard.

Illicit Images Filter

The illicit images filter in the Custom Filters wizard can be used to perform actions that have to do with the size
of files. Access this screen by checking lllicit Images in the Select Criteria screen.
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FIGURE 3-10 lllicit Images Screen

ILLICIT IMAGES - Search for illicit images
Here you can add a single illicit image detection type to your search filter. A file is considered a match if its content satisfies the selected constraint.

12 x )

Existing llict Criteria |
High score with fast scan speed

High score with medium scan speed

Medium score with fast scan speed

Medium score with medium scan speed

4 i | »

Add Criteria

Remove Criteria

< Back Next = Cancel |

TABLE 3-10 Elements of the lllicit Images Screen

Element Description

Existing lllicit Criteria Lists the default illicit filters.
Pane

Add Criteria Button Click to add the selected filter from the Existing lllicit Criteria pane to the profile.

Remove Criteria Click to remove the selected criteria from the profile.
Button

Back Button Click to go back to the previous screen in the wizard.
Next Button Click to go to the next screen in the wizard.

Cancel Button Click to close the wizard.

Regular Expression Dialog

Open the Regular Expression dialog by clicking the RegEx Groups button on the Configure tab. Use the
following figure and table to understand the elements in the Regular Expression dialog.
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FIGURE 3-11 Regular Expression Dialog

&) Regular Expression Groups = [ B |l

RegEx Groups

Group Name ‘ Description |

New Group

Edit Group
Copy Group
Delete Group

Import Group
Export Group

Add To Filters

Cancel

TABLE 3-11 Elements of the Regular Expression Dialog

Interface Element Description

Regular Expression Pane Lists existing groups.

Copy Group Button Click to copy the selected group.

Edit Group Button Click to edit the selected group.

Import Group Button Click to import a group from file.

Export Group Button Click to export the selected group to a file.

Add to Filters Button Click to add filters to the selected group.

Delete Group Button Click to delete the selected group.

New Group Button Click to create a new Regular Expression group (see Creating a Regular

Expression Group (page 60)).

Keywords Dialog

Open the Keywords dialog by clicking the Keyword Groups button on the Configure tab. Use the following
figure and table to understand the elements in the Keywords dialog.
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FIGURE 3-12 Keywords Dialog

m Keyword Groups

==y X

Keyword Groups

Group Name

Description

New Group

Edit Group
Copy Group
Delete Group

Import Group
Export Group

Add To Filters

Cancel

TABLE 3-12 Elements of the Keywords Dialog

Interface Element

Description

Keywords Pane

Lists existing filters.

Copy Group Button

Click to copy the selected group.

Edit Group Button

Click to edit the selected group.

Import Group Button

Click to import a filter from file.

Export Group Button

Click to export a group to a file.

Add to Filter Button

Click to add filters to the selected group.

Delete Group Button

Click to delete the selected group.

New Group Button

Click to create a new Keyword group. (see Creating a Keyword Group

(page 59))

Hash Filter Dialog

Open the Hash Filter dialog by clicking the Hash Groups button on the Configure tab. Use the following figure
and table to understand the elements in the Hash Filter dialog.

Getting Started
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FIGURE 3-13 Hash Filter Dialog

E Hash Groups

= |[E] -

MD5 Hash Groups

Group Name

Description

New Group

Edit Group
Copy Group
Delete Group

Import Group
Export Group

Add To Filters

Cancel

TABLE 3-13 Elements of the Hash Filter Dialog

Interface Element

Description

Hash Filter Pane

Lists existing groups. Click the column header to sort the list by that column.

Copy Group Button

Click to copy the selected group.

Edit Group Button

Click to edit the selected group.

Import Group Button

Click to import a group from an existing file.

Export Group Button

Click to export the selected group to a file.

Add to Filters Button

Click to add filters to the selected group.

Delete Group Button

Click to delete the selected group.

New Group Button

Click to create a new Hash Filter Group (see Creating a Hash Group
(page 59)).

Default Collector Wizard Dialog

Open the Default Collector Wizard dialog by clicking the Standard Triage Device button on the Devices tab of
the Admin window. Use this dialog to apply the Default profile to a licensed USB device (see Creating a Standard
Triage Device (page 40)). Use the following figure and table to understand the elements in the Default Collector

Wizard dialog.
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FIGURE 3-14 Default Collector Wizard Dialog

& Default Collector Wizard =g X
TRIAGE Profile; Default
Case Name: Agent Name:

Triage Device | Model | Wolume ‘ Size Free Space
G Kingston DT 101 G2 USB ADTRIAGE-COLLECTOR 37GB 33GB

Refresh List [ Auto-Start Collection? [~ Auto-Export Collection?

[ Include File Slack Space? [ Include Deleted Files?
Is your device missing? Make sure you licensed i! Go fo the Admin -> Manage Licenses page.

A AccessData

Finish Cancel

TABLE 3-14 Elements of the Default Collector Wizard Dialog

Interface Element Description

Case Name Field Enter the name of the case (optional).

Agent Name Field Enter the name of the agent (optional).

Select USB Device Pane Select the USB to which you want apply the Default profile.
Refresh List Button Click to refresh the list of available devices.

Auto-Start Collection Check Box Check to automatically start collection when booting to the target system.

Auto-Export Collection Check  Check to automatically export collected data to the USB device.
Box

Include File Slack Space Check to include slack-space on files during collection.
Include Deleted Files Check to include deleted files during collection.
Finish Button Click to make the selected USB device a Triage device.

Custom Collector Wizard Dialog

Open the Custom Collector Wizard dialog by clicking the Custom Triage Device button on the Devices tab of
the Admin window. Use this wizard to apply one of your custom profiles to a licensed USB device (see Creating
a Standard Triage Device (page 40)).
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FIGURE 3-15 Custom Collector Wizard Dialog

E Custom Collector Wizard &J
Select Profile
Select an existing profile to apply to your Triage Device. I you do not see the profile you need. an administrator may have to create it for you.
Profile Name Created Date Updated Date Written Date Total Actions
BK 07-Dec-201101:17 07-Dec-201101:17 07-Dec-201103:04 13
Default 01-Dec-201001:44 01-Dec-2010 04:28 07-Dec-201101:36 42
Next > Cancel

Manage Triage Devices Dialog

Open the Manage Triage Devices dialog by clicking the Manage Triage Devices button on the Devices tab of
the Admin window. Use this window to save collected evidence, review collected evidence, generate reports,
and delete collected evidence (see Saving Collected Data (page 48)). Use the following figure and table to
understand the elements in the Manage Triage Devices dialog.
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FIGURE 3-16 Manage Triage Devices Dialog

Refresh Triage Devices |

r ~
E Manage Triage Devices | =HEEN X
Triage Device | Model WVolume Size Free Space |
KA USB2.0 FAashDisk USB De.. ADTRIAGE-COLLECTOR 480.1 MB 1865 MB

Profile on Triage Device:  Profile “Cases displayed in bold have already been saved to this machine
Case Name ‘ Agert Name | Profile Name | Size | Retrieved Date
not specified not specified Profile 31MB  12/8/2011 10:34:05 AM
Data Categony | Size |
Boot Files 0 Bytes
Collections 31MB
Cther files 291.2 MB
FreeSpace 186.5 MB

Format Drive

TABLE 3-15 Elements of the Manage Triage Devices Dialog

Element

Description

Devices Pane

Lists the connected Triage USB Devices.

Refresh Triage Devices Button

Click to refresh the Devices pane.

Profile on Triage Device

Lists the name of the profile on the selected Triage device.

Collection Pane

Lists the Case Name, Agent Name, Profile Name, Collection Size, and
Collection Retrieved Date for each collection on the selected Triage device.

Save Collection Button

Click to save the selected collection in the Triage files.

Review Collection Button

Click to review the selected collection.

Generate Report Button

Click to generate a report of the selected collection.

Delete Collection Button

Click to delete the selected collection from the USB device.

Evidence Pane

Lists file sizes for the selected USB device.

Format Drive Button

Click to reformat the selected USB device. This will delete all existing data on
the device.

License Count

This will appear at the bottom of the dialog if you signed up for an unlimited
amount of devices license, but a limited amount of recoveries. The count of
total and available licenses are listed here.
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Collection Interface Overview

The Collection interface is the what you see when you are collecting data on a target system. You can either
boot this interface from a shutdown system or launch the interface from a Triage USB device on a live system.
Use the following sections as a guide when working with the Collection interface.

About Collecting Data on a Target System (page 43)

Collecting Data from a Live System (page 43)

Booting AD Triage on a Target System (page 43)

Automatically Collecting Data on a Shut Down Target System (page 44)

Manually Collecting and Exporting Data on a Target System (page 44)

Use the following figure and table to understand the elements of the Triage Collection interface.
FIGURE 3-17 Collection Interface Profile Tab

[E AccessData Triage Agent 1.2.041 - . =NAEA X

T Profile <«

Frafile Case Name: default Profile: Defautt

Select Target Partition to Triage :

[{’ Contains Windows Registry) C: - Windows 7 64bit (NTFS) 40719 MB (2347 MB free) -
Select Target Partition(s) For Custom File Search
Disk Partition >

WARNING: I you run this profile multiple times
{or run multiple profiles). data from previous
runs will be overwritten at export time

Action Start Time: End Time: Time Elapsed i

(LIVE) Pending Memary Dump for Export
(LIVE) Clipboard Data

T profile (LIVE) Scheduled Tasks |
(LIVE) Domain Systems 1
“ Browser (LIVE} Screenshot
= (LIVE) Services
les

(LIVE) Process Listing | &
(LIVE) Device Driver Listing

=
Bl Software (LIVE) User Groups
6 System \.LI\«’E} User Accounts
(LIVE) Routing Tables
E Network (LIVE) Local Shares

— (LIVE) Remote Shares
H Custom File Search | (LIVE) Network Connections
(LIVE} ARP Table
Ad Browse System (LIVE) IP Carfig
- (LIVE) DNS Cache
% Evidence Bercwira Windmse Ranictn: =

The tabs of the Collection interface can appear in the following colors:
e Black: Indicates that collection has not yet begun.
e Orange: Indicates that collection is in process.
e Green: Indicates that collection is complete.

e Red: Indicates that user action is still required.
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TABLE 3-16 Elements of the Collection Interface

Element Description
Case Name Name saved to the Triage USB device when it was created.
Profile Name of the profile applied to the Triage USB device.

Select Target Partition to Triage

Expand drop-down to select a Windows system partition.

Play Button

Click to start collection.

Action Pane

Lists the actions that will be performed during collection.

Log of Profile Runs Pane

Lists the date and time information for actions performed during collection.

Browser Tab

Displays the status of collection of Browser files.

Files Tab

Displays the status of collection of computer files.

Software Tab

Displays the status of collection of software files.

System Tab

Displays the status of collection of system files.

Network

Displays the status of collection of network files.

Browse System Tab

Click to select specific collected data and create AD1 and RAW files.

Evidence Tab

Click to export collected data, or to view the status of exported collected data.

Settings Tab Click to view and edit the settings of the Collection interface.
Exit Click to close the Collection interface.
Browse System Tab

After you run a collection, you can select the Browse System tab in the Collection interface to browse the files of
collected data and create AD1 and RAW files.
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FIGURE 3-18 Browse System Tab File List

[ AccessData Triage Agent 1.2.0.42

[E=NEER ==

& Browse System <«

Browise System

BROWSE: | Volume: Windows 7 64bit - [NTFS] [ 40719 MB ] {(WINDOWS SYSTEM DRIVE) ~| [ Queue for Export... |

WAPHYSICALDRIVET1 - Volume: Windows 7 64bit - [NTFS] [ 40719 MB | (WINDOW S SYSTEM DRIVE)

ﬁ Profile

@ orowser

u Files

Bl software

ﬂ System

E Network

u Custom File Search

-,k Browse System

| 28 evidence

ﬁﬁ Settings

(b Exit

=¥t Windows 7 64bit - [NTFS] [40719 M| File List | Gallery
Iroot]
[unallocated space] Name Date Modified Date Created Size =
/= [orphan] 1/1/1601 12:00:00 AM 1/1/1601 1200.00 AM 0
[++] file system slack SBadClus 1/1/1601 12:00:00 AM 17171601 120000 AM D
{¥1[z2] backup boot sector SBitmap 14171601 12:00:00 AM 14171601 120000 AM 0
SBoot 1/1/1601 12:00:00 AM 14171601 1200:00 AM 0
SEdend 1/12/2011 8:23.22 FM 1/12/2011 82322FM D
SLogFile 1/1/1601 12:00:00 AM 14171601 120000 AM D
SMFT 1/12/2011 8:23:22 PM 1/12/2011 823:22PM 16384
SMFTMir 1/1/1601 12:00:00 AM 14171601 1200:00 AM D
SRecycle Bin 4/6/20711 1:59:51 AM 7/14/2009 118:56 AM 0
SSecure 1/12/2011 8:23:22 PM 1/12/2011 823:22PM D
SUpCase 1/1/1601 12:00:00 AM 1171601 120000 AM D
SVolume 1/1/1601 12:00:00 AM 14171601 1200:00 AM 0 =
SWINDOWS ~BT 9/22/2011 7:36:38 FM 9/22/2011 736:38FM 0
Corfig Msi 12/20/2011 11:31.05 PM  4/5/2011 4:01:50 FM o
Documents and Settings 7/14/2009 5:08:56 AM 7/14/2009 5:08:56 AM 0
hiberfi sys 12/21/2011 51219 PM  1/12/2011 1021PM 2615795712
HP LJ1320 PCLS Driver 1/26/2011 10:32:10PM 1/26/2011 10:32:10PM 0
pagefie sys 12/21/2011 51222 PM 1/12/2011 1022 PM 3487727616
PerfLogs 7/14/2009 3:20:08 AM 7/14/2009 32008 AM 0
Program Files 12/15/2011 6:02:35PM  7/14/2009 3:20.08 AM 0
Program Files (:86) 12/15/2011 6:02:34 PM  7/14/2009 3:20.08 AM 0
ProgramData 12/8/2011 4:07.14 FM 7/14/2008 3:20.08 AM O
Recovery 1/12/2011 8:33:33 PM 1/12/2011 8:33:32PM D
resuits 9/16/2011 9:08:34 PM 9/16/2011 9:08:34 PM 0 —
System Volume Infomation 12/20/2011 11:3228PM  1/12/2011 :1023PM 0
Transcend 3/25/2011 6:35:13 PM 3/25/2011 62234 PM 0 i
fulaTalululululu] 24 00O 53 00 54 00 41 00 4= 00 44 00 41 00 52 00 -
Ooo00010 44 00 S5f 00 49 00 4= 00 46 00 4f 00 52 00 4d 00 7|
OOo000Z0 41 OO0 54 00 49 00 4f 00 4= 00 OO0 OO0 OO0 OO OO OO
00000030 00 00 00 00 OO0 0O 00 00 00 00 0O 00 OO0 OO0 OO0 00
00000040 00 00 00 00 OO0 0O 00 00 00 00 0O 00 OO0 OO0 OO0 00
00000050 00 00 00 00 OO0 0O 00 00 00 00 0O 00 OO0 OO0 OO0 00
00000080 00 00 00 00 OO0 0O 00 00 00 00 0O 00 OO0 OO0 OO0 00
00000070 00 00 00 00 OO0 0O 00 00 00 00 0O 00 OO0 OO0 OO0 00
00000050 10 00 00 00 OO0 OO 00 00 00 00 0O 00 40 00 OO0 00
00000030 20 00 00 00 OO0 OO0 00 00 42 00 00 00 OO0 OO0 OO0 00
00000020 Z4 00 41 00 54 00 54 00 52 00 45 00 42 00 55 00
000000LD 54 00 45 00 5 00 4c 00 43 00 53 00 54 00 00 00 )
m Hex | Matural |

FIGURE 3-19 Gallery View

File List| Gallery

L
¥ g i
[root]\HP_P2055_default.. [root]\HP_P2055_default.. [root]\HP_P2055_default.. [root]\HP_P2055_default.. [root]\HP_P2055_default..
3 P W P
[root]\HP_P2055_default.. [root]\HP_P2055_default.. [root]\HP_P2055_default.. [root\HP_P2055_default.. [root]\HP_P2055_default..
Image_gray.PNG

Wire_gray PNG

TABLE 3-17 Elements of the Browse System Tab

Element

Description

File Tree

Expand and collapse files to navigate through the collected files. Select a file to view the
contents in the File List or Gallery tabs. Check a file to include it in your AD1 or RAW file

for export.

File List Tab

Lists the items in the selected folder in the File Tree.

Gallery Tab

Displays thumbnails of the items in the selected folder in the File Tree. Right-click the

thumbnail to change the size.

Hex Tab

Displays the hex for the selected file.
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TABLE 3-17 Elements of the Browse System Tab (Continued)

Element Description

Natural Tab Displays the natural view for the selected file.

Browse Drop-down Expand to select the partition in which you want to browse.

Queue for Export Click to create an AD1 or RAW file containing the checked items from the File Tree. You
can export these files from the Evidence tab.

Evidence Tab

After you have run the collection, you can click the Evidence tab to export collected data, or to view the status of
exported collected data.
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FIGURE 3-20 Evidence Tab

Pending Export (UNSAVED)

Evidence Type Size (MB)
Profile 'Default’ Run (case: notspeci... Profile Data 7606
profile_memory_dump Profile Collected Files 8958.176
profile_acquire_registry_files Profile Collected Files 123.000

Note: Manual Logical Image Evidence has an estimated size (the size of the partition). This can
be pre-calculated to determine that actual required destination storage size, but pre-calculation

Export Destination Add
Destination Type Freespace (...
Triage Device: H: - ADTRIAGE-COLL... local drive 3429

Selected: Triage Device: H: - ADTRIAGE-COLLECTOR

Export Now!
Status
Current ltem: ( none )
Elapsed Time: ( none )
Time Remaining: ( none )
Progress: ( none )

Successfull Export (SAVED)

Completion Ti... Evidence Type Destina...

TABLE 3-18 Elements of the Evidence Tab

Element Description

Pending Export Pane Displays the items queued for export. Check the items that you want to export.
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TABLE 3-18 Elements of the Evidence Tab

Element Description

Export Destination Displays the possible destinations for export. The Triage USB device that you booted

Pane from is the default location for export.

Add Link Click to add more destinations for export. This includes mounting to a remote share and
using the Triage Receiver.

Export! Button Click to export the checked items in the Pending Export pane.

Status Group Box Displays the status of the export.

Successful Export Displays the successfully exported items.

Pane

Re-Pend Selected Item Click if you want exported items to reappear in the Pending Export pane.
for Export

Settings Tab

Click the Settings tab to view and edit the settings of the Collection interface.
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FIGURE 3-21 Settings Tab

{¥ Settings < |~ Update Date/Time

Settings |1 5:18:17 Fi 04 Feb 2011 LI Set Date/Time A .
Refresh Cument Time TRIAGE
[ Rescan System for Drives

Refresh Drives

2/4/2011 3:15:18 PM: Refreshing drives

Detected EXAMINATION Drive: \\\PHYSICALDRIVED - 40960 MB - SCSI
Detected EXAMINATION Drive: W\ \PHYSICALDRIVEZ - WIBL - CodeMeter-Stick USB Device 33 MB - USB

Detected Authorized Drive: E: - Triage Device: E: - ADTRIAGE-1
Drive E: contains case name ‘DocTest 1 and profile ‘Defautt”
Using profile from: E: (case 'DocTest1", profile "Default’)y
2/4/2011 3:19:27 PM: Refresh Complete!

T Profile —Network Settings

“ Browser | Refresh
Files MAC Address: (none )

(‘-11 Software DHCP Server: (nane }

0 svten IP Address | B N 8 |

B network Subnet Mask | B N o |

“ Custom File Search || Default Gateway: | N N &

* Browse System

ﬁ Evidence

G

TABLE 3-19 Elements of the Settings Tab

Elements Description
Date/Time Drop- Expand and select a date and time.
down

Set Date/Time Button Click to set the date and time to what you selected in the Date/Time drop-down.

Refresh Drives Click if the agent didn’t recognize your Triage USB device. This refreshes the agent and

Button searches for the drive again.

Network Settings Use the items in this group box to set up the network for export.

Group Box
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Performing Basic Triage Tasks

This chapter explains the basic tasks that you can perform with Triage.

About Triage Profiles

Triage profiles allow you to hold and track all the collections for a single case. You can create a new profile for
every case and collect multiple target systems for each profile.

You can only have one profile on a USB device at a time. You must have a different USB device for every profile.

Creating a Profile

Profiles are used to hold collections. Profiles can contain multiple collections. You can create a new profile for
each of your cases.

To create a profile
1. Open the AD Triage Admin main window (see Launching AD Triage Admin on page 9).
2. Select the Configure tab.

FIGURE 4-1 AD Triage Admin Main Window Configure Tab
£ ADTriage Admin v1.0.4048.34584

AGE
Devices _

X AccessData

i

Manage Profiles
Supports cresting, editing or deleting ussr
created Trisge device profiles

- 4 Manage Custom Filters
Supports creating, editing or deleting of user
created collaction filters

RegEx Keyword Hash
Groups Groups Groups

3. Click Manage Profiles (see Manage Profiles Dialog on page 12).
4. In the Profiles dialog, click Create New Profile.
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FIGURE 4-2 Custom Profile Wizard Welcome Screen
A Custom Profile Wizard Q@@
TRIAGE Create/Edit Profile

‘welcome to the Create/Edit Profile Wizard. & profile iz a configuration that you apply to a Triage Device ta carry out
specific actions. Ornly one profile can be applied o 4 Triage Device al any point. Creating a profile promotes
caonsistency, speed and sutomation of your collections,

A AccessData

Mext > Cancel

5. Click Next.

FIGURE 4-3 Custom Profile Wizard Profile Name Screen
A Custom Profile Wizard g@@

Frofile Name
The profile name uniquely identifies it within the system. Please choose a unigue name and description that indicates the purpose of the profile

Frofile Hame;

Description:

< Back Neat > Cancel |

6. In the Profile Name screen, enter a name and description for the profile and then click Next.
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FIGURE 4-4 Custom Profile Wizard Standard Actions Screen

A Custom Profile Wizard

Standard Actions
Below iz a list of default actions. You may add or remove actions using the checkbox next to each. Under normal circumstances, all standard actions

can be completed in seconds

[~ Check Al
= [ Browser
hrome Browser Histary - [Locate the history for all users of thal browser)
efault Biowsers - [The default browser for web based content]

irefox Browser History - [Losate the history for all users of that browser)
ntemet Explorer Histary - [Get Intemet Explorer History data)

ntemet Explorer Registry Keys - (Inteinet Explarer Fiegistry Keys]

Typed URLs - (Available URLs that were yped directly inta |E ]

esktop Files - [Files located on the desktop)
5 Dffice Recently Opened - M5 Difice files mos! recently opened)]

ecent Files - [Files that were recently open)

coently Accessed Media Flaper Files - [Recently Accessed Media Flayer Files)

)ARF Table - [RP Entries for Local Network]
)ONS Cache - [DNS Enliies Cached on the Target System]
) Damain Systems - (System information for Windows sompulers on the same netwark]
LIVE] Local Shares - [List of Lacally Shared Folders)
) Metwork Adaplers - [Network Adapters Information]
) Network Connestions - [Network Cannections on the Target System)
) Remote Shares - [List of Fiemotely S hared Folders)
LIVE] Rouling T ables - [Routing Tables for IFY4 and IFVE)
IP Addresses - (1P Addresses associated with the target]
- M Soltware

.

< Back Nea> | Concel |

In the Standard Actions screen, check the actions from the default list that you want the profile to perform
during collection and then click Next.

Note: All standard actions are selected by default.

7.

FIGURE 4-5 Custom Profile Wizard Custom File Filters Screen

A Custom Profile Wizard

- BI%

Custom File Filters
“fou may add one or more custom file fiters by selecting from the list below. |f the custom fiter you need is not avaible, you may choose to ‘Creats

“four Ovir Filker'

= [ Custom File Fiters
O Test-(Test)

Create our Dwn Filter
< Back News | Cancel |

In the Custom File Filters screen, check the custom filters that you want the profile to apply during
collection and then click Next.

Note: You may, at this time, create a custom filter by clicking the Create Your Own Filter button. See
Creating a Custom Filter on page 56 for more information on how to do this.

8.

Performing Basic Triage Tasks About Triage Profiles | 37



FIGURE 4-6 Custom Profile Wizard Review Selections Screen
A Custom Profile Wizard g@gl

Review Selections

PFlease ieview the selections you have made before you click the Finish button. The 'Remove’ button allows you to make last minute changes to your
piofile.

= Browser ~
Chrome Browser History - (Locate the history far all users of that browser]
Default Browsers - (The default brawser for web based content)
Firefox Browser Histary - (Locate the history for all users of that browser)
Internet Explorer Histary - (Get Intemet Explorer History data)
Intemnet Explarer Registy Keys - [Intemet E«plarer Registry Keys)
Tuped URLs - [Awailable URLs that were typed directly into |.E.|
-1 Files
Deskiop Files - (Files located on the deskiop)
15 Office Recently Opened - (M5 Office files most recently opened]
Recent Files - [Files that were recently apen)
Recently Accessed Media Plaper Files - [Recently Accessed Media Player Files)
Temporary executables - [Temporary executables stored on the Larget]
= Metwork
[LIVE] 4RF Table - [&RP Entries for Local Netwark]
[LIWE) DMS Cache - [DMS Entries Cached on the Target System)
[LIWE) Damain Systems - (System information for Windows computers an the same network]
[LIVE] Local Shares - [List of Locally Shared Folders]
[LIVE] Metwark Adapters - [Network Adapters Information]
[LIWE] Metwork Connections - [Metwark Cannections on the Target Spstem]
[LIWE) Riemote Shares - [List of Remately Shared Falders)
[LIVE) Rauting T ables - [Routing Tables for IPY4 and IFVE]
IP Addresses - [IP Addresses associated with the target]
= Software

Remove

< Back Firich Cancel |

9. In the Review Selections screen, review the actions you have selected to ensure that you want them
applied to the profile. If you want to remove any of the actions, highlight the item and click the Remove
button.

10. Click Finish.
11. Click Yes.

Managing Licenses

Before you can apply a profile to a device for collection, you must first license the device. You can use one
license per device and one profile per device.

See Appendix A Managing Security Devices and Licenses on page 66.
Note: Though you can only apply one profile to a device, devices can carry multiple collections.

Triage provides a single licensed USB device. There is no limit to number of collections or volume of data per
collection

Note: Multiple licenses can be associated with a single admin console for large organizations

If you have a license that limits the number of USB devices you can license, the available license count appears
at the top of the Manage Licenses dialog.

Note: If you run out of licenses for USB devices, contact the AccessData sales team for information on how to
get more licenses.
To license a device
1. On the Admin tab, click Manage Licenses (see Manage Licenses Dialog on page 12).

2. In the Manage Licenses dialog, select the device you want to license from the lower pane and click
License.
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FIGURE 4-7 Format Triage Device Dialog

Format Triage Device

Enter a label to use when formatting this Triage device.
Files necessary for booting and licensing will reside on the
drive, so manually changing or removing files is NOT

recommended.

Dirive letter: KA

Volume: ADTRIAGE-
Interface: UsSB

Welume label: |ADTH|AGE-COLLECTOR
[ Re-Partition Device

Status:

The type of the file systemis NTFS.
QuickFormatting 480M
Creating file system structures.
Format complete.
481.0 ME total disk space.
476.4 MB are available.

L .

3. Inthe Format Triage Device dialog, name the USB device in the Volume Label field.

4. Click the Format! button.

Triage will format the device. You can view the status of the device in the Status pane. If an error occurs,
follow the steps in the Status pane and attempt the format again. Or, check Also Re-Partition Device
and try to format the device again if formatting fails. Formatting does the following things to the USB
device:

e Formats the device as a single NTFS partition
e Makes the device bootable
e Adds a license file

Important: Formatting a USB device will remove all media currently on the device. Make sure that you don’t
have any wanted data on the USB device. You cannot save more than one profile to a USB device.
Each profile must have its own device. However, you can collect multiple target systems to one USB
device.

Note: Formatting the device makes the device bootable. So, when booting to a target system, you can boot
to the USB device and it will run the Triage collection console. (See Booting AD Triage on a Target
System on page 43 for more information on booting to a USB device.)

5. Click OK.
The USB device should now appear in the upper license pane of the Manage License dialog.

Creating a Triage USB Device

When you create a Triage USB device, you save the profile and all of the actions associated with the profile to
the USB device. This allows you to collect data from a target system using the criteria you set up on the selected
profile.

There are two types of Triage device creation:
e Standard Triage Device: This uses the Default profile automatically.
e Custom Triage Device: This allows you to select a profile to save to the device.
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Note: You can only create Triage USB devices using devices that you have already licensed. See Managing
Licenses on page 38 for information on how to license your device.

Creating a Standard Triage Device

The Standard Triage Device option uses the Default profile when initializing the USB device. Any actions applied
to the Default profile will be applied to the USB device. There can only be one profile on a device at a time.
Putting a new profile on a device with an existing profile will delete any data you have on the device.

You can change the Default profile by using the Manage Profiles feature (see About Triage Profiles on page 35).

Note: Although you can edit the Default profile, you cannot change the name of the profile.

To create a standard USB device
1. In the AD Triage main window, click on the Devices tab.
2. Click on the Standard Triage Devices button (see Default Collector Wizard Dialog on page 24).
3. Inthe Default Collector Wizard dialog, enter a Case Name and Agent Name (optional).
4. Select the USB device that you want to make into a Triage device.

Note: If you do not see the device that you are looking for, ensure that the device is attached to the
computer. Then, ensure that the device is licensed (see Managing Licenses on page 38).

5. Check Auto-start collection if you want Triage to automatically collect data on the target system upon
start up.

Note: When a user selects the Auto-Start option, and the target has multiple partitions, the Triage Agent will
use the Registry from the partition with the most used space and will use all partitions when
performing custom file searches.

6. Check Auto-export if you want Triage to automatically export collected data to the USB device.
7. Check Include File Slack Space to include slack-space on files during collection.

8. Check Include Deleted Files to include deleted files during collection.

9. Click Finish.

Note: If you already have a profile on the device, a message appears asking you if you want to copy over
the existing profile. Click Yes to delete the existing profile on the device and apply the new one.

10. In the confirmation message that appears, click OK.

Creating a Custom Triage Device
The Custom Triage Device option allows you to select a custom profile that you want to use for the USB device.
To create a custom USB device

1. In the AD Triage main window, click on the Devices tab.

2. Click on the Custom Triage Devices button.
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FIGURE 4-8 Custom Collector Wizard Profile Screen
-

E Custom Collector Wizard

Select Profile
Select an existing profile to apply to your Triage Device.  If you do not see the profile you need. an administrator may have to create it for you.

Profile Name Created Date Updated Date Written Date Total Actions
BK 07-Dec-201101:17 07-Dec-201101:17 07-Dec-201103.04 13
Default 01-Dec-201001:44 01-Dec-2010 04:28 07-Dec-201101:36 42

[ e |

Next > Cancel ‘

In the Select Profile screen, select the profile that you want to use during collection.

Click the View Profile Actions button to view the actions that the profile is assigned to perform. These
actions are not editable in this screen. See Editing a Profile on page 54 for information on how to edit the

actions in the profile.
5. Click Next.

FIGURE 4-9 Custom Collector Wizard Select Triage Device Screen
o

m Custom Collector Wizard

Select Triage Device
Please select the Triage Device toinitialize.

Prcfile: BK

Case Namel Agent Nam(‘

Select the Triage Device that is being initalized
Triage Device | Model | Volume Size Free Space
HA KingstonDT101G2.. ADTRIAGE-COLLEC.. 3.7GB 33GB

I Auto-Start Collection? [~ Auto-Export Collection ?

Refresh List
I Include File Slack SpaceT " Include Deleted Files?

Is your device missing? Make sure you licensed it! Go to the Admin -> Manage Licenses page.

<Back Next> Cancel ‘

6. In the Select Triage Device screen, enter a Case Name and Agent Name for the device.
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7. Select the USB device that you want to make into a Triage device.

Note: If you do not see the device that you are looking for, ensure that the device is attached to the
computer. Then, ensure that the device is licensed (see Managing Licenses on page 38).

8. Check to Auto-start collection if you want Triage to automatically collect data on the target system
upon start up.

Note: When a user selects the Auto-Start option, and the target has multiple partitions, the Triage Agent will use
the Registry from the partition with the most used space and will use all partitions when performing
custom file searches.

9. Check Auto-export if you want Triage to automatically export collected data to the USB device.
10. Check Include File Slack Space to include slack-space during collection.

11. Check Include Deleted Files to include deleted files during collection.

12. Click Next.

FIGURE 4-10 Custom Collector Wizard Finished Screen
A Custom Collector Wizard E]E|E|
TRIAGE

Custom Triage Device Created !

You can now remove your device.

A AccessData

Finish | Cancel

13. Click Finish.

Creating a Bootable Disc

If you are collecting data in the field, it is important to have not only a bootable USB device, but also a bootable
copy of the Triage ISO on a disk. It is recommended that you use a disc burning application to burn the Triage
ISO to a disc. Use the ADTriageBootable.iso (found on the disc you received with your software) to create a
bootable disc.
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About Collecting Data on a Target System

When you collect data on a Target System, you must have a USB device that is formatted as a Triage USB
device. You must perform the steps in Managing Licenses on page 38 and Creating a Triage USB Device on
page 39 to have a USB device that will collect data on a target system.

Additionally, if you are collecting data in the field, it is recommended that you burn the Triage I1SO to a disk, and
use the disk in the event that you cannot boot to your USB device. See Creating a Bootable Disc on page 42.

Once you have completed those tasks, you are ready to collect data on a target system. Triage is designed to
collect data from a shut down or live system.

To collect data from a live system, see Collecting Data from a Live System on page 43.

To perform a collection from a shut down system, you must first make the target system boot to the USB device
or a bootable CD/DVD. See Booting AD Triage on a Target System on page 43 for information on how to boot to
the USB or CD/DVD drive.

After you have set the target system to boot to the USB device or CD/DVD drive, you can then restart the system
and collect data. See Automatically Collecting Data on a Shut Down Target System on page 44 for information
on what occurs during automatic collection.

Collecting Data from a Live System

You can use Triage to collect data from a live target system. To do this, you must have a bootable USB device or
bootable Triage disk. Use the following sections for information on how to obtain these items:

Managing Licenses on page 38
Creating a Triage USB Device on page 39

Creating a Bootable Disc on page 42

To collect data on a live system
1. Insert the Triage USB device into target system.
2. Do one of the following:
e In the Windows prompt, select to run AD Triage.
e Open the devices folder and run the TriageAgent.
3. In the Collection window, perform one of the following tasks:

e Data will automatically be collected and exported if you selected Auto-Start Collection and Auto-
Export Collection. See Automatically Collecting Data on a Shut Down Target System on page 44.

e Manually collect the data from the target system. See Manually Collecting and Exporting Data on a
Target System on page 44.

Booting AD Triage on a Target System

You can use Triage to collect data from a shut down system, but to do this, you will need to boot the system to a
Triage USB device, or a Triage disk. Use the following sections for information on how to obtain these items:

Managing Licenses on page 38
Creating a Triage USB Device on page 39
Creating a Bootable Disc on page 42

This section describes how to set up the target system to boot to the USB device or disk.
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To boot AD Triage on a target system

1. Insert the bootable disk or bootable USB device. (See Creating a Bootable Disc on page 42 for more
information on how to make a bootable disk.)

2. Start the target system and enter the BIOS.

Note: On Intel system boards, press F2 or F12 during start up to enter the BIOS. On non-Intel systems,
press Delete or Esc during start up to enter the BIOS.

3. Edit the BIOS boot sequence to one of the following:
e Make the CD/DVD drive boot before the hard drive if you are booting using a disk.

e Make the USB boot before the hard drive if you are booting using the USB device (see Managing
Licenses on page 38 for making a bootable USB device).

4. Save and exit the BIOS.

Note: Press CTRL > ALT > Delete if the system has trouble booting. If this does not work, hold down the
power button for 4 to 5 seconds.

Automatically Collecting Data on a Shut Down Target System
The following steps occur after you have set the target system to boot to the USB device or CD/DVD drive, and
you have restarted the target system:

1. The target system boots into Windows.

2. The AD Triage collection application launches.
3. AD Triage detects drives.
4

. AD Triage collects the data for the profile on the USB device (if Auto-Start Collection was selected
when creating a Triage USB).

5. AD Triage exports the data to the USB device (if Auto-Export Collection was selected when creating a
Triage USB).

6. Close the Collection window and shut down the system.

Manually Collecting and Exporting Data on a Target System

If you did not check to Auto-start collection when you created your Triage USB device, you will need to manually
start collection when on the target system.

To manually collect data from a target system

1. After setting up the target system to boot to the USB device or CD/DVD drive, restart the computer.
The AD Agent window opens.

Note: If the screen says that No Profiles Were Found, ensure that the licensed USB (with a profile on it) is
connected and click the Refresh Drives button on the Settings tab.
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FIGURE 4-11 Collection Interface

AccessData Triage Agent 1.2.041 - -

Select Target Partition to Triage:

T Profile «
Profile Case Name:  default Profile: Defautt

[{‘ Contains Windows Registry) C: - Windows 7 64bit (NTFS) 40715 MB (2347 ME free)

Select Target Partition(s) For Custom File Search:

T Profile
g Browser
Files
ﬁ Software
o System
|| Network

Custom File Search

'A Browse System

Disk: Partition
WARNING: ¥ you run this profile multiple times
{or run muttiple profiles), data from previous
runs will be overwritten at export time.
Action Start Time End Time Time Elapsed or

(LIVE) Pending Memony Dump for Export
(LIVE) Clipboard Data
({LIVE) Scheduled Tasks
(LIVE) Domain Systems
(LIVE) Screenshat

(LIVE) Services

(LIVE) Process Listing
(LIVE) Device Driver Listing
(LIVE) User Groups

(LIVE) User Accounts
(LIVE) Routing Tables
(LIVE) Local Shares

(LIVE) Remote Shares
(LIVE) Network Connections
(LIVE) ARF Table

(LIVE} IP Config

(LIVE) DNS Cache

Aravira Windnuwe Banictnr

m

E Evidence

2. Click the play button on the Profiles tab.

Collection begins. You can identify the progress of the collection by the colors of the words on the tabs.
Green indicates that the action has been completed.

Note: If you checked to Auto-Start Collection when creating a Triage USB device, AD Triage will
automatically collect data on the target system upon boot up. And the play button will not be
available.

Performing Basic Triage Tasks

About Collecting Data on a Target System

| 45



FIGURE 4-12 Collection Interface Browse System Tab
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3. After collection is complete, you can select the Browse System tab and check the specific system drives
that you want to acquire. You can view files in the following views:

e File List: Displays files in a list.

e Gallery: Displays thumbnails of files.

4. Click Queue for Export (optional).

FIGURE 4-13 Queue Manual Item for Export Dialog

" Queue Manual Ttem for Export

“You are trying to image a partition:

0 : NONAME - [NTFS] [ 40950 MB ] (WINDOWS SYSTEM DRIVE)

Logical Acquisition

Capture selected files as a AD1 image.

If you unchecked any files in the Browse

page, those files will not be included

inthe resulting image.

| Queue Logical Image

x|
Physical Acquisition
Output Type: Compression Level:
|E01 = [e =l
I Queue Physical Image I
4

4a. Inthe Queue Manual Item for Export dialog, do one of the following (optional):

m In the Logical Acquisition group box, click Queue Logical Image to capture the selected files as
an AD1 image. Exit the dialog.
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m In the Physical Acquisition group box, select the Output Type (EOQ1, SMART, or RAW) and
Compression Level that you want to acquire and click Queue Physical Image to create a
physical evidence item. Exit the dialog.

5. If there is data that has not been exported, the Evidence tab appears in red. Click on the Evidence tab.

FIGURE 4-14 Collection Interface Evidence Tab

Pending Export (UNSAVED)
Evidence Type Size (MB)
Profile 'Default’ Run (case: notspeci... Profile Data 7606

profile_memory_dump Profile Collected Files 8958.176
profile_acquire_registry_files Profile Collected Files 123.000

Note: Manual Logical Image Evidence has an estimated size (the size of the partition). This can
be pre-calculated to determine that actual required destination storage size, but pre-calculation

Export Destination Add

Destination Type Freespace (...

Triage Device: H: - ADTRIAGE-COLL... local drive 3429

Selected:  Triage Device: H: - ADTRIAGE-COLLECTOR

Export Now!

Status

Current ltem: ( none )

Elapsed Time: { none )
Time Remaining: ( none )

Progress: ( none )

Successfull Export (SAVED)

Completion Ti... Evidence Type Destina...

6. All data that still needs to be exported appears in the Pending Export pane. Select the items you want to
export, select the location where you want to export the data, and click Export Now!.
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Collected data and AD1 files are exported to the selected device/location. Data that was successfully
exported appears in the Successfully Exported pane. When all the evidence has been exported, the
Evidence tab appears in green.

7. After you have exported your data, you can pre-calculate the estimated size of the export to determine
the actual required destination storage size. But, pre-calculation can take a long time, so it should only
be used when necessary. Click Pre-Calculate Size to perform this task.

8. Click Re-pend Selected Item for Export if you want exported items to reappear in the Pending Export
pane.

9. Click Exit to close the Collection window. If you have not exported all your evidence, you will be alerted
that you have pending evidence.

10. Shut down the system.

Note: Remember to reset the BIOS on the target system to boot from the hard drive first after you are done
collecting data.

Using Kanguru and IronKey Encrypted Devices

If you are using a Kanguru and IronKey encrypted device when collecting data, the process differs slightly from
non-encrypted keys. To use an encrypted key on a shutdown system, you must boot from a burned CD.

Collecting data using an encrypted key
1. Boot to the target system using a burned CD. See Creating a Bootable Disc on page 42.

2. Navigate to the helper application found on the cd-partition of the Kanguru or IronKey device and run it to
decrypt the device.

Note: You may receive warning messages following this step, but the message will not prevent you from
using the device. Close the message and continue to the next step.

3. Click Rescan Drives.

4. In the Triage Collection window, start the collection. See Manually Collecting and Exporting Data on a
Target System on page 44.

5. After the collection is complete, click the Settings tab.
6. On the Settings tab, click Run Program.

. Export the data to the device. See Manually Collecting and Exporting Data on a Target System on
page 44.

Saving Collected Data

If you exported your collected data from a target system to your Triage USB device, you can save the data in
Triage Admin, review the data, and generate reports.

Before saving a collection, ensure that you have enough available disk space on your Admin computer. If you do
not have sufficient disk space, collections will not import completely.
To save collected data

1. Ensure that the USB device is connected to the computer.

2. Inthe Triage Admin console, click the Devices tab.

3. Click Manage Triage Devices.
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FIGURE 4-15 Manage Triage Devices Dialog

m Manage Triage Devices | = | 5 ||

Triage Device ‘ Model | Volume | Size | Free Space

KA USB2.0 FlashDisk USE De... ADTRIAGE-COLLECTOR 4801 MB 1865 MB

Refresh Triage Devices

Profile on Triage Device:  Profile *Cases displayed in bold have already been saved to this machine
Case Name | Agent Name Profile Name | Size | Retrieved Date ‘
not specfied not specified Profile 31MB 12/8/2011 10:34:05 AM

Data Category ‘ Size ‘
Boot Files 0 Bytes

Collections 31 MB

Cther files 2912 MB

FreeSpace 186.5 MB

Format Drive

4. Select the USB device that contains the collections that you want to save from the upper pane.
5. Collections appear in the middle pane, select the collection that you want to save.

Note: You can review collections, generate reports and delete collections from this dialog. More information
on performing these tasks are covered in Managing Saved Collections on page 49.

Click Save Collection.

In the Save Collection dialog, browse to the location where you want the case data to save.
The collection is saved in the designated location.

8. Close the dialog.

Managing Saved Collections

Once you have saved your collected data, you can then review it, generate reports, and export the collection
from the Manage Collections dialog. You can view a list of all the saved collections in the Manage Collections
dialog. This section will help you filter and manage all your saved collections.

Filtering Saved Collections

The list of collections in the Manage Collections dialog is a list of ALL the collections saved to AD Triage. If you
are looking for a specific collection, you may need to filter the list to find the collection you are looking for.
To filter saved collections

1. In the Admin console, click the Admin tab (see Triage Admin Main Window on page 9).

2. Click the Manage Saved Collections button.
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FIGURE 4-16 Manage Collections Dialog

Filter

Case Name

m Manage Collections =HIEN X
D ‘ Case Name | AgentName | Profile Name ‘ Size ‘ Retrieved Date | Path |
1 not specified not specified BK B7MB 1272011 3:10:3. C:\TriageData\casedata\not specified-2011

Profile Name:

Agent Name:

Delete

Import
Export

Create Report

[ & Any Date Apply |

| " Date Range “ dnesday, December 07, 2011 J

| “‘-"."e-jnes-jay‘ December 07,2011 J Clear

Cancel

3. Inthe Manage Collections dialog, you can filter the list of collections by specifying the name of the
profile, the name of the case, the name of the agent, and/or a specified date range. Enter your filtering
criteria and click Search.

4. Once you have found the collection(s) you are looking for, you can perform the following actions:

Review the collection Reviewing Saved Collections on page 50
Generate a report Generating Reports for Saved Collections on page 51
Export the collection Exporting Saved Collections on page 61

Delete the collection Deleting a Saved Collection on page 62

Import a collection Importing a Saved Collection on page 62

Reviewing Saved Collections

Once you have found the collection/s you are looking for in the Manage Collections dialog using the filters (see
Filtering Saved Collections on page 49), you can then review the collected data.

To review saved collections

1. In the Manage Collections dialog, select the collection that you want to review (see Filtering Saved
Collections on page 49).

2. Click Review Collection.
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FIGURE 4-17 Recover Evidence Dialog

E Recover Evidence =Ny X
A
Generate Report | Collection Info | -
Case Name not specified L
Actions: (click items below) Agent Name not specified 3
Profile Name Graphics
Size 16.5 MB -
“bold indicates reportable selections J i L
- Browser [~ Check Al Search Text | Search Clear Highlights
El- Custom File Fitters
=8 P_rufile Results AD File l
E-CODEMETER - [FAT32] [38 M |2 ghost{(INTFS]) File List ‘Gallery ]
(= _‘ [root]
NONAME - [NTFS] [ 446838 M
- Oracle - [NTFS] [ 953874 MB ]
- Files ) .
B Network [root]\Wostro400Quad netwa...
- Software
[ System
- Users
4 I ] 3
™ Show Custom Report only
| Clear Custom Report |
30 00 00 00 01 00 00 00 00 10 00 00 01 00
Data Files | 10 00 00 00 2& 00 00 00 28 00 00 00 0L 00
profile_custom_file_search_disk_3_parti... 00 00 00 00 00 0O 0O 0O 18 OO0 OO0 00 03 00
00 00 00 00 00 00 00 00
Hex_[Natura]
Z|

% =

3. Inthe Recover Evidence dialog, use the left panes to navigate the collected data and the AD files

created during collection. Check the files that you would like to include in a custom report.
Note: If using Gallery View, you can right-click the thumbnail and change the size if desired.

4. Click Generate Report to create a report of the collection, then follow the steps found in Generating
Reports for Saved Collections on page 51.

5. Close the Recover Evidence dialog.

Generating Reports for Saved Collections

Once you have found the collection/s you are looking for in the Manage Collections dialog using the filters (see
Filtering Saved Collections on page 49), you can then generate a report of the collected data.

To generate a report for a saved collection

1. In the Manage Collections dialog, select the collection for which you want to generate a report (see

Filtering Saved Collections on page 49).
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2. Click Generate Report.

FIGURE 4-18 Generate Reports Dialog

m Generate Reports

¥ Generate Standard Report
-

Case Name: not specified

=Browser Software
Chrome Browser History Browser
Firefox Browser History
Internet Explorer History
Internet Explorer Registry Keys << Remaove
H Typed URLs
- Software
Acrobat History
Installed Software
Manually Launched Apps Add Al
Microsoft Management Console
Program Files Software Remove All
Startup Programs
bold indicates reportable selections
Save Reports
Save report data to this folder:
I¥ View report after generating
Create Report ‘

Browse

Cancel |

3. Check whether you want to generate a Standard or Custom Report.

4. Highlight the collected data that you want to include in your report and click Add.

Note: Items in bold are those items that you selected when you reviewed your data.

5. Browse to the location where you would like to save the generated report.

6. Check View report after generating to open the report after it has been generated.
7. Click Generate Report.
8

Click OK.

If you checked to view the report, it opens in an internet browser.
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Performing Advanced Triage Tasks

This chapter describes advanced tasks that can be performed using AD Triage.

Advanced Profile Tasks

In addition to creating a new profile (Creating a Profile (page 35)), you can also perform the following tasks:
e Copy a Profile Copying a Profile (page 53)
e Edit a Profile Editing a Profile (page 54)
e Delete a Profile Deleting a Profile (page 55)

Copying a Profile

If you want to create a profile that is very similar to an existing profile, but you don’t want to have to go through
the process of creating a new profile, you can use the copy profile feature.

To copy a profile
. Open the AD Triage Admin main window (see Launching AD Triage Admin (page 9)).
. Select the Configure tab (see AD Triage Admin Main Window Configure Tab (page 35)).

1

2

3. Click Manage Profiles (see Manage Profiles Dialog (page 12)).

4. In the Profile dialog, select the profile that you want to copy and then click Copy Profile.
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FIGURE 5-1 Copy Profile Dialog
A Copy Profile Dialog E@@

= I ~

Chrome Browser History - [Locate the histary for all users of that browser] - [Locate the histor,
Default Browsers - [The default browser for web bazed content] - [The default browser for v
Firefox Browser Histony - [Locate the history for all ugers of that browser] - [Locate the history
Intemet Explorer History - [Get Intermet Explorer Higtory data] - [Get Intemet Explorer Histons o
Intemet Explorer Registry Keys - (Internet Explorer Registry Keys] - (Intemet Explorer Registr,
Tuped URLsz - [Available URLs that were typed directly into 1.E.] - [Available URLs that were
- Filez
Desktop Files - [Files located on the desktop] - [Files located on the desktop]
M5 Office Recently Opened - (M5 Office files most recently opened] - (M5 Office files most ¢
Fecent Files - [Files that were recently open] - [Files that were recently open]
Recently Accessed Media Player Files - [Recently Accessed Media Player Filez] - [Recently
Temporary executables - [Temporary executables stored on the target] - [Temporary executs
=1 Metwork
[LIWE] ARF T able - [ARP Entries for Lacal Metwark)] - [ARP Entries for Local Metwark]
[LIWE] DNS Cache - [DMNS Entries Cached on the Target Spstem] - [DMNS Entries Cached on
[LIVE] Domain Systems - [Spstem information for Windows computers on the same netwark]
[LWE] Local Shares - [List of Locally Shared Folders] - [List of Locally Shared Folders)
[LIVE] Metwork Adapters - [Metwork Adapters Information] - [Netwark Adapters Information]
[LIWE] Metwork Connections - [Metwark Connections on the Target System) - [Metwork Core
[LVE] Remate Shares - [List of Remotely Shared Folders] - [List of Remaotely Shared Folders,
[LIVE] Routing Tables - [Routing Tables for IFY4 and IPVE] - [Routing Tables for IPY4 and |
IP Addreszes - [IP Addresses associated with the target] - [IP Addresses associated with the

< b

Original Profile Mame: Default

Mew Profile Mame: |Defau|t_‘|

Description: |
Copy Profile
A
5. In the Copy Profile dialog, review the actions for the profile and enter a New Profile Name and
Description.
6. Click Copy Profile.
Click OK.

Editing a Profile

You may want to edit an existing profile to remove or add actions to the profile.

Note: You can edit the actions of the Default profile, but you cannot edit the profile name.

To edit an existing profile

Open the AD Triage Admin main window (see Launching AD Triage Admin (page 9)).
Select the Configure tab (see AD Triage Admin Main Window Configure Tab (page 35)).
Click Manage Profiles (see Manage Profiles Dialog (page 12)).

> o DN =

In the Profile dialog, select the profile that you want to edit and click Edit Profile (see Custom Profile
Wizard Welcome Screen (page 36)).

o

Click Next (see Custom Profile Wizard Profile Name Screen (page 36)).

Edit the Profile Name or Description if desired, and click Next (see Custom Profile Wizard Standard
Actions Screen (page 37)).

7. Edit the standard actions that you want included with the profile and click Next (see Custom Profile
Wizard Custom File Filters Screen (page 37)).

8. Edit the custom file filters that you want included with the profile and click Next (see Custom Profile
Wizard Review Selections Screen (page 38)).
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9. Review the actions applied to the profile and click Finish.
10. Click Yes.

Deleting a Profile

If you want to remove a profile from Triage, you can delete it as long as it is not the default profile.

To delete a profile

Open the AD Triage Admin main window (see Launching AD Triage Admin (page 9)).
Select the Configure tab (see AD Triage Admin Main Window Configure Tab (page 35)).
Click Manage Profiles (see Manage Profiles Dialog (page 12)).

In the Profile dialog, select the profile that you want to delete and click Delete Profile.
Click Yes.

o kv Dd-=

Exporting a Profile

You can export a profile to a file that can then be imported to a different computer with Triage Admin on it.

To export a profile

Open the AD Triage Admin main window (see Launching AD Triage Admin (page 9)).
Select the Configure tab (see AD Triage Admin Main Window Configure Tab (page 35)).
Click Manage Profiles (see Manage Profiles Dialog (page 12)).

In the Profile dialog, select the profile that you want to export and click Export Profile.
Click Yes.

Browse to the location where you want to save the profile and click Save.

Click OK.

A G

Importing a Profile

You can import a profile that has been exported from the Triage Admin console.

To import a profile
1. Open the AD Triage Admin main window (see Launching AD Triage Admin (page 9)).
2. Select the Configure tab (see AD Triage Admin Main Window Configure Tab (page 35)).
3. Click Manage Profiles (see Manage Profiles Dialog (page 12)).
4. In the Profile dialog, click Import Profile.
5. Browse to the location of the profile and click Open.

About Custom Filters

In the AD Triage Admin console, you can create custom filters, create and add custom conditions to the filters,
and add your custom filters to profiles as actions to be performed during collection.
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Note: Triage only supports binary / plain text keyword searching. Which means any compound or compressed
file will most likely not produce the desired results since these files are searched from a binary
perspective. FTK supports archive expansion and filtered text searching of compound documents.

Creating a Custom Filter

Custom filters look for files that contain specified attributes when collecting data. You can apply custom filters to
profiles before creating a Triage device.

To create a custom filter
1. Open the AD Triage Admin main window (see Launching AD Triage Admin (page 9)).
2. Select the Configure tab (see AD Triage Admin Main Window Configure Tab (page 35)).
3. Click Manage Custom Filters (see Manage Custom Filters Dialog (page 13)).
4. In the File Filtering dialog, click Create New Filter.

FIGURE 5-2 Custom Filter Wizard

A Custom Filter, Wizard E]@l@‘
TRIAGE Create/Edit Custom File Filter

Welcome to the Custom File Filker ‘Wizard. & custom file filter allows you to identify files that mest
your specified criteria.  This wizard will guide wou through the process of choosing those criteria.
Using custom file fiters promotes consistency, speed and automation of your collections.

A AccessData

Mext > Cancel

5. In the Custom Filter Wizard, click Next.
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FIGURE 5-3 Custom Filter Wizard Filter Name Screen
A Custom Filter Wizard Q@

Filter Name

The filter name uniquely identifies it within the system. Please choose a unigue name and description that indicates the purpoze of the fiter. For
example, if you want ta create a fiter to look for ilicit images of minors then you might name the Fiter licit Minor Images®

Filter Mame:
[Tesd

Description:

< Back Nesxt > Cancel ‘

6. Inthe Filter Name screen, enter a name and description for the filter and then click Next.

FIGURE 5-4 Custom Filter Wizard Select Criteria Screen

Select Criteria

This page will let you select which criteria you want to use for this filter. You will see these selections in the screens that follow. For example, if you'd
like to search for text files that contain a particular keyword, then you would select both ‘Extensions’ and "Keyword Filter'.

Fiter Type | Pefomance |
[ File Date/Time Speeds search up
[ File Extension Speeds search up
LI File Path Spesds search up
[IFile Size Speeds search up
[ lickt mages Slows search down
[ Keyword Slows search down
] Regular Expression Slows search down

<Back | MNex> Cancal |

7. Inthe Select Criteria screen, check the types of groups you want included in your custom filter and then

click Next.
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FIGURE 5-5 Custom Filter Wizard Groups Screen

FILE DATE - Search for files with specific daie consirainis

Here you can add one or more date constraints to your search filter. A file is considered 3 match if its date attributes satisfy ANY of the selected
constraints.

Exdsting Date/Time Criteria
File created within 1 day

File created within a week
File created wthin a month

File modifed within 1 day I
File modified within a week
File modified within a month
File accessed within 1 day I

File accessed within a week
File accessed within a month

1| m 2

Add Existing Filter

DateTime

Description |Y0u must enter a description.

¥ Files with the |Modified v | date between

| Monday . December 19,2011 | [12:0000AM == and

| Monday .December 19,2011 | [11:5959PM == 1
™ Files with the |Modfied date newer than 7 Days I
[ Files with the |Madified date older than '7" Days |

Add Date Time Filter | | Reset |

Remaove Criteria I

=

< Back

et = Cancel | I

8. Depending on the groups that you checked, the next screen allows you to add the specific criteria for
each group to the custom filter. The following screens may appear:

e Keyword (see Creating a Keyword Group (page 59))

e Hash (see Creating a Hash Group (page 59))

e Regular Expression (see Creating a Regular Expression Group (page 60))
o File Size

Note: When applying a File Size filter, the filter will search for the “Size on Disk” file capacity rather than
the “Size” capacity when collecting data. Increase the size of your file search accordingly to
accommodate this.

e Date Time
e Extensions
e Path

e lllicit Images

Note: Multiple conditions added under a single group name are considered an “OR” condition. Each
separate group name added is considered an “AND” condition.

9. Add your criteria for each group and click Next until you reach the Review Custom File Filter Constraints

screen.
10. Click Finish.
11. Click OK.

Note: To add the filter to a profile, click the Update Profile button on the File Filtering dialog.
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Creating a Keyword Group

The keyword feature allows you to create a keyword group that can then be added to a custom filter. Keyword
conditions search for a specific word or term in the body of files and in the file name. When performing a
keyword search, the system will return any file that contains the search term without word boundries.
To create a new keyword group

1. In the Configure tab, click Keyword Groups (seeKeywords Dialog (page 22)).

2. In the Keywords dialog, click Create New Group.

FIGURE 5-6 Create/Edit Keyword Dialog

» Create / Edit Keyword Dialog FEX |

Kewword Group
Group Mame: || Dezcription: |

Import File: |<File containing your newline separated kepword list: Browse | Import |

Reset Form
Save Filker

3. Enter a Group Name and Description.

4. (Optional) Enter an Import File path or browse to a file that contains the keywords you want to add to the
group. Once found, click Import to add the keywords to the list.

5. Enter the keywords you want added to the condition in the keyword pane.

Note: Enter each keyword search term on its own line.

6. Click Save Filter.

7. Click OK to add the keyword to the existing filters list.

8. Click Yes to create another keyword group or No to close the dialog.

9. Add the group to a filter by following the steps in Creating a Custom Filter (page 56).

Creating a Hash Group

The Hash feature allows you to create a hash group that can then be added to a custom filter. Hash conditions
search for specified hashes during collection.

To create a hash group
1. In the Configure tab, click Hash Groups (seeHash Filter Dialog (page 23)).
2. In the Hash Filter dialog, click Create New Group.
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FIGURE 5-7 Create/Edit Hash Dialog

» Create / Edit Hash Dialog (=13

Hash Group

Giroup Mame: | Description: |

Import File: |<Fi|e containing your MOSDeep hash list> Browse | Impart File |
Source Dir: |<Direct0ry containing files to be hashed: Browse | Generate Hazhes |

™ Hash subdirectories as well ?

Reset Form
Save Filter

Hashes: 0O

é |

In the Create/Edit Hash dialog, enter a Group Name and Description for the group.

ol

4. Click the Import File Browse button to browse to the known file on your system. Then, click Import File
to add the file to the Hash pane.

5. Click the Source Dir Browse button to browse to the directory containing files to be hashed.

6. Check the Hash Subdirectories as well check box to include child files for the selected known file.
Note: Selecting a known file greatly increases the speed of the hashing when collecting data.

7. Click Generate Hashes to add the hashes to the Hash pane.

Note: Clicking the Reset Form button clears all the fields in the dialog.

8. Click Save Filter.

9. Click Yes.

10. Click Yes again if you want to create a new Hash group or No to return to the Hash Filter dialog.

11. Add the group to a filter by following the steps in Creating a Custom Filter (page 56).

Creating a Regular Expression Group

The Regular Expression feature allows you to create a regular expression condition that can then be added to a
custom filter. Regular expression conditions search for a specified expression during collection.
To create a regular expression group

1. In the Configure tab, click RegEx Groups (seelllicit Images Filter (page 20)).

2. Inthe Regular Expression dialog, click Create New Group.
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FIGURE 5-8 Create/Edit Regular Expression Dialog

A Create ! Edit Regular. Expression Dialog E@E|

FegEx Group
Group Narme: Description:|

Import File; |<File containing your newling separated regex list: Browse | Irnpart File |

Fegular Expression: | Add RegEx
Test string: | Test RegEx

Existing Patterns | Reset Form

Save Filer

[
e | ]

In the Create/Edit Regular Expression dialog, enter a Group Name and Description for the group.

>

Click the Import File Browse button and select a known file. Then, click Import File to add the regular
expression to the Regular Expression pane.

5. Enter an expression in the Regular Expression field.

6. Enter a Test String for the regular expression.

7. Click Test Regular Expression button to test if the expression matches the string.

8. Click Add Regular Expression.

Note: Clicking the Reset Form button clears all the fields in the dialog.

9. Click Save Filter.

10. Click Yes.

11. Click Yes again if you want to create a new Hash group or No to return to the Hash Filter dialog.
12. Add the group to a filter by following the steps in Creating a Custom Filter (page 56).

Advanced Saved Collections Tasks

Once you have saved a collection, you can use the Manage Saved Collections feature to perform the following
advanced tasks:

e Export Saved Collections Exporting Saved Collections (page 61)
e Delete Saved Collections Deleting a Saved Collection (page 62)
e Import Saved Collections Importing a Saved Collection (page 62)

Exporting Saved Collections

Once you have found the collection/s you are looking for in the Manage Collections dialog using the filters (see
Filtering Saved Collections (page 49)), you can then export the collection to a designated location. This makes a
copy of the collection and saves it in the location you select. You can then use the exported file and import it into
another AD Triage Admin system for others to review.

To export a saved collection

1. On the Admin tab of the Admin console, click Manage Saved Collections (see Manage Collections
Dialog (page 10)).
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2. In the Manage Collections dialog, select the collection that you want to export (see Filtering Saved
Collections (page 49)).

3. Click Export Collection.
4. Browse to the location where you want to save the exported file.
5. Click OK.

Deleting a Saved Collection

Once you have found the collection/s you are looking for in the Manage Collections dialog using the filters (see
Filtering Saved Collections (page 49)), you can then delete the collected data from your saved collection file.
This will not remove the collected data from the USB device that it originated from.

To delete a saved collection

1. On the Admin tab of the Admin console, click Manage Saved Collections (see Manage Collections
Dialog (page 10)).

2. In the Manage Collections dialog, select the collection that you want to delete (see Filtering Saved
Collections (page 49)).

3. Click Delete Collection.
4. Click OK.

Importing a Saved Collection

If you want to import a collection that is saved from another Triage Admin console or if you want to recover a
collection that is saved on a remote share, you can use the Import Collection feature. Import Collection auto
detects whether the case data is encrypted

To import a saved collection

1. On the Admin tab of the Admin console, click Manage Saved Collections (see Manage Collections
Dialog (page 10)).

2. In the Manage Collections dialog, click Import Collection.
3. Browse to the location of the file or remote directory that you want to import and click OK.

Note: To import data from a remote directory, the directory must have the following folder structure: triage >
remote > casedata. Triage will not recognize directories that have an altered folder structure naming
convention.

4. In the Import Collection dialog, select the collection(s) that you want to import and click Import
Collections.

5. In the message box that appears, click Yes.
The collection is added to your saved collections.

Using the Triage Receiver

The Triage Receiver can be used to export collected data directly from the target system to a designated location
on the same network, using the Triage Receiver.

To export data to a designated location
1. Select Start > Programs > AccessData > ADTriage >TriageReceiver.exe.
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FIGURE 5-9 Triage Receiver Window

S el

Save case data to this folder:

i

Mote: The path " TriageReceiverData“remote <Y Y rY-MM-DD=>" will be appended.
Free Space Unknown

Hostname: LINWS 138260

Description: < Enter host description >

IP Addresses: 102311 = Port: 41414
Recover Sats: Mot Listeni
Active Client Connections

Start Time End Time  Address Operation Data Location Status H
Connection History

Start Time End Time  Address Dperation Data Location Status

In the Triage Receiver, click the Data Destination Folder browse button.
Select the location where you want to save the collection.
Click the Start Listening button.

Collect data from the target system, but do not export it yet (see Manually Collecting and Exporting Data
on a Target System (page 44)).

o > 0N

In the Collection interface, click the Evidence tab.
Click the Add link.
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FIGURE 5-10 Manually Specify Destination Dialog

Manually Specify Destination
—Connect to Triage Receiver
IP Address Paort

I 41414 Add |
Test Connection |

-
|
—Mount Remote Share
Share Path: |
Usemama: I Add Share

Password: I

™ Show Password

Result: {none )

Done |

|

8. Enter the IP Address of the computer where you want to export the collection.
9. Enter the Port number where you want to export the collection.

10. Click Test Connection.
The pane below the Test Connection button displays whether or not the connection is a success. You
can also see the connection status in the Triage Receiver window.

11. If the test connection worked, click Add.
12. Click Done.
13. Select the computer in the Select Destination pane.

14. Click Export Now!
The data is exported to the location that you designated.

Note: To import the collection into the Triage Admin console, see Importing a Saved Collection (page 62).

Mounting to a Remote Share

When you are manually specifying a destination to export your collection, you can mount exported data to a
remote share before bringing the data into the Admin console.

To mount collected data to a remote share

1. Run the Triage Collection interface on the target system with your Triage USB device (see Manually
Collecting and Exporting Data on a Target System (page 44)).

2. Collect data from the target system, but do not export it yet (see Manually Collecting and Exporting Data
on a Target System (page 44)).

In the Collection interface, click the Evidence tab.

4. Click the Manually Specify Remote Destination link.
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5. Enter the Share Path of the remote share folder where you want to export the collection.
6. Click Add Share.
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Appendix A Managing
Security Devices and Licenses

This chapter expands on the licensing information needed to run AccessData products, including AccessData
product licenses, Virtual CodeMeter activation, and Network License Server configurations.

AccessData Product Licenses

This section acquaints you with managing AccessData product licenses. Here you will find details regarding the
LicenseManager interface and how to manage licenses and update products using LicenseManager.

Installing and Managing Security Devices

Before you can manage licenses with LicenseManager, you must install the proper security device software and/
or drivers. This section explains installing and using the Wibu CodeMeter Runtime software and USB CmStick,
as well as the Keylok USB dongle drivers and dongle device.

Installing the Security Device

As discussed previously, AccessData products require a licensing security device that communicates with the
program to verify the existence of a current license. The device can be the older Keylok dongle, or the newer
WIBU-SYSTEMS (Wibu) CodeMeter (CmStick). Both are USB devices, and both require specific software to be
installed prior to connecting the devices and running your AccessData products. You will need:

e The WIBU-SYSTEMS CodeMeter Runtime software with a WIBU-SYSTEMS CodeMeter (CmStick),
either the physical USB device, or the Virtual device.

e The WIBU-SYSTEMS CodeMeter Runtime software, and the AccessData Dongle Drivers with a Keylok
dongle

Note: Without a license security device and its related software, you can run PRTK or DNA in Demo mode
only.

The CmStick or dongle should be stored in a secure location when not in use.

You can install your AccessData product and the CodeMeter software from the shipping CD or from
downloadable files available on the AccessData website at www.accessdata.com.

Click Support > Downloads, and browse to the product to download. Click the download link and save the file
locally prior to running the installation files.

Installing the CodeMeter Runtime Software

When you purchase the full PRTK package, AccessData provides a USB CmStick with the product package.
The green Keylok dongles are no longer provided, but can be purchased separately through your AccessData
Sales Representative.
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To use the CmStick, you must first install the CodeMeter Runtime software, either from the shipping CD, or from

the setup file downloaded from the AccessData Web site.

Locating the Setup File

To install the CodeMeter Runtime software from the CD, you can browse to the setup file, or select it from the

Autorun menu.

To download the CodeMeter Runtime software

1. Go to www.accessdata.com and do the following:

2. Click Support > Downloads.

3. Find one of the following, according to your system:

e CodeMeter Runtime 4.20b (32 bit)

MD5: 2e658fd67dff9da589430920624099b3

(MD5 hash applies only to this version)
e CodeMeter Runtime 4.20b (64 bit)

MD5: b54031002a1ac18ada3ch91de7c2ee84

(MD5 hash applies only to this version)
4. Click the Download link.

5. Save the file to your PC and run after the download is complete.

When the download is complete, double-click on the downloaded file.

To run the CodeMeter Runtime Setup

1. Double-click the CodeMeterRuntime[32 or 64]_4.20b.exe.

2. In the Welcome dialog, click Next.

3. Read and accept the License Agreement

FIGURE A-1 CodeMeter Runtime Setup: License Agreement.
8 ] 5

License Agreement
‘You must agree with the license agreement below to proceed.

WIBU-SYSTEMS AG, Karlsruhe, Germany and WIBU-SYSTEMS USA Inc., Searttle, ﬂ
USA

Software License Agreement, Single Use License

CodeMeter Software

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("LICENSE") BEFORE
USING THE SOFTWARE. BY USING THE SOFTWARE, YOU ARE AGREEING TO

BE BOUND BY THE TERMS OF THIS LICENSE. IF YOU ARE ACCESSING THE
SOFTWARE ELECTRONICALLY, SIGNIFY YOUR AGREEMENT TO BE BOUND

BY THE TERMS OF THIS LICENSE BY CLICKING THE "AGREE/ACCEPT"

BUTTON. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, RETURN

THE WIBU-SYSTEMS SOFTWARE TO THE PLACE WHERE YOU OBTAINED IT LI

I do not accept the license agreement

Wise Installation Wizard ®

Reset < Back | Next = I Cancel |

4. Click Next.
5. Enter User Information.
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FIGURE A-2 CodeMeter Runtime Setup: User Information
=10l x|

User Information
Enter the following information to personalize your installation,

Full Name: IMy Mame

Organization: IMy Company Name|

The settings for this application can be installed for the current user or for all users
that share this computer. You must have administrator rights to install the settings for
all users. Install this application for:

' Anyone who uses this computer

£ only for me (Joyce)

Wise Installation Wizard @

< Back | Next > I Cancel |

6. Specify whether this application should be available only when you log in, or for anyone who uses this
computer.

7. Click Next.

FIGURE A-3 CodeMeter Runtime Setup: Select Features
=101x]

Select Features
Please select which features you would like to install.

. Feature Description:
S - | WibuShelExtension This features installs the CodeMeter Runtime
- | User Help Kit on your computer.

This feature wil be installed on the local hard
drive.

Ihis teature requires 24MH on your hard
drive, It has 2 of 2 subfeatures selected, The
subfeatures require 10172KE on your hard

drive.,
Current location:
C:\Program Files\CodeMeter),
Wise Installation Wizard @
Disk Cost | Reset | < Back Next = Cancel

8. Select the features you want to install.

9. Click Disk Cost to see how much space the installation of CodeMeter software takes, and drive space
available This helps you determine the destination drive.
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FIGURE A-4 CodeMeter Runtime Setup: Disk Cost

X
The current selections require the following amount of disk space on the different volumes.
The highlighted volumes do not have enough disk space available for the currently selected
features.
Volume | Disk | Avail_..l Requ._.l Diﬁer...l
=C: 298GB  #1GB T6MB 41GB
S0 20GB 188MB 0KB 188MB
2 20GB 1858MB 0KB 1358MB
10. Click OK.
11. Click Next.

FIGURE A-5 CodeMeter Runtime Setup: Ready to Install
=10l x|

Ready to Install the Application
Click Mext to begin installation,

Click the Back button to reenter the installation information or dick Cancel to exit
the wizard.

Wise Installation Wizard®

< Back Cancel |

12. When you are satisfied with the options you have selected, click Next.

FIGURE A-6 CodeMeter Runtime Setup: Successfully Installed

i'-;‘ CodeMeter Runtime Kit v4.20b Setup =100x|

CodeMeter Runtime Kit v4.20b
has been successfully installed.

Click the Finish button to exit this installation.

Build 300

Cance| |

< Back

13. Installation will run its course. When complete, you will see the “CodeMeter Runtime Kit v4.20b has
been successfully installed” screen. Click Finish to exit the installation.
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The CodeMeter Control Center

When the CodeMeter Runtime installation is complete, the CodeMeter Control Center pops up. This is a great
time to connect the CmStick and verify that the device is recognized and is Enabled. Once verified, you can
close the control center and run your AccessData product(s).

When the software is installed, but the CmStick is not connected, you will see a system tray icon that looks like
this:

When the software is installed, and the CmStick is connected and recognized, you will see a system tray icon
that looks like this:

For the most part there is nothing you need to do with this control center, and you need make no changes using
this tool with very few exceptions. If you have problems with your CmStick, contact AccessData Support and an
agent will walk you through any troubleshooting steps that may need to be performed.

Installing Keylok Dongle Drivers

To install the Keylok USB dongle drivers
1. Choose one of the following methods:

e If installing from CD, insert the CD into the CD-ROM drive and click Install the Dongle Drivers.
If auto-run is not enabled, select Start > Run. Browse to the CD-ROM drive and select Autorun.exe.

e [f installing from a file downloaded from the AccessData Web site, locate the
Dongle_driver_1.6.exe setup file, and double-click it.

FIGURE A-7 Dongle Driver Setup
x|

AccessData USB/Parallel Dongle Installation for
ACCQSSData 32 and 64 bit systems

Thiz program will install the AccessData dongle drivers 1.6
bets-1.

< Back

Cancel

2. Click Next.
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FIGURE A-8 Dongle Driver Setup: Choose Setup Type for Dongle

x
Setup Type
Select the zetup type that best suits your needs.
AccessData

Pleaze select the dongle type you wish to install

" Paralel

IristallShield

< Back | Mest » I Cancel |

3. Select the type of dongle to install the drivers for.
4. Click Next.

FIGURE A-9 Dongle Driver Setup: Ensure USB Device is not Plugged In
X

Before continuing, please make sure your USE donlge is NOT
i I % pluggedin.

5. If you have a USB dongle, verify that it is not connected.

6. Click OK.
A message box appears telling you that the installation is progressing.

FIGURE A-10 Setup Progress Message Box.

@ Setup iz instaling your USE dongle drivers

7. When you see the Dongle Driver Setup window that says, “Finished Dongle Installation,” click Finish.
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FIGURE A-11 Dongle Driver Setup: Finished

Finizhed Dongle |

The dongle drivers have now been installed.

USE users: Y'ou may now plug in yaur USE dongle.

< Back Canee| |

8. Connect the USB dongle. Wait for the Windows Found New Hardware wizard, and follow the prompts.

Important: If the Windows Found New Hardware wizard appears, complete the wizard. Do not close without
completing, or the dongle driver will not be installed.

Windows Found New Hardware Wizard

When you connect the dongle after installing the dongle drivers, you should wait for the Windows Found New
Hardware Wizard to open. It is not uncommon for users to disregard this wizard, and then find that the dongle is
not recognized and their AccessData software will not run.

To configure the dongle using the Found New Hardware Wizard

1. When prompted whether to connect to Windows Update to search for software, choose, “No, not this
time.”

FIGURE A-12 Found New Hardware Wizard: Welcome

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Wwindows will zearch for current and updated software by

looking on wour computer, on the hardware installation CO, or on
the "Windows Lpdate ‘Web site [with your permiszion).

Eead our privacy policy

Can *Windows connect to Windows Update to search for
software?

 Yes, this time only

' Yes, now and gvery time | connect a device

Click Mest to continue.

< Back I Mext > I Cancel

2. Click Next.

3. When prompted whether to install the software automatically or to install from a list of specific locations,
choose, “Install the software automatically (Recommended).”
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FIGURE A-13 Found New Hardware Wizard: Install Automatically

Found New Hardware Wizard

This wizard helps you install software for:

USE Dongle - Software Pratection Device

Z;:') IF your hardware came with an installation CD
~& or floppy disk, insert it now.

‘what do you want the wizard ta da?

@ {nstall the software automatically [Fecommendedf

" Install from a list or specific location [Advanced)

Click Mest to continue.

< Back I Mext > I Cancel

4. Click Next.
5. Click Finish to close the wizard.

FIGURE A-14 Found New Hardware Wizard: Complete

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard haz finished installing the software for:

_\> USE Dongle - S oftware Protection Device

Click Finish to close the wizard.

< Back Cance| |

Once you have installed the dongle drivers and connected the dongle and verified that Windows recognizes it,
you can use LicenseManager to manage product licenses.

Installing LicenseManager

LicenseManager lets you manage product and license subscriptions using a security device or device packet
file.
To download the LicenseManager installer from the AccessData web site

1. Go to the AccessData download page at:
http://www.accessdata.com/downloads.htm.

On the download page, click the LicenseManager Download link.
Save the installation file to your download directory or other temporary directory on your drive.

3a. The current version information is as follows:
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m License Manager version 3.1.1 (LicenseManager_3.1.1.exe)
m Release Date: March 25, 2010
m MD5: 2e645ca8b0ca57aafbc156213be2147f (for this version only)

To install LicenseManager
1. Navigate to, and double-click the installation file.
2. Wait for the Preparing to Install processes to complete.

3. Click Next on the Welcome screen

FIGURE A-15 LicenseManager Setup: Welcome.
x|
F

Welcome to the InstallShield Wizard for
AccessData License Manager

The Installshield(R) Wizard will install AccessData License
Manager on your computer, To continue, dick Mext,

WARMING: This program is protected by copyright law and
international treaties.

= Back Cancel |

4. Read and accept the License Agreement
5. Click Next.

FIGURE A-16 LicenseManager Setup: License Agreement.
x|

License Agreement
Please read the following license agreement carefully.

END-USER LICENSE RGREEMENT FOR RCCESSDATR SOFIWARE ﬂ

CRREFULLY:
se Rgreement ("EULA") is a legal
d User ("Li
le legal or

nsee") either
dical entity)

ezsData software that
des associated media

ervices ("Software™). &n
amendment or addendum to this E may accompany

the
=
T LT oL TR T

& T arcept the terms in the icense agreement! Print |

= 1donot accept the terms in the license agreement

Instalshisld

< Back I [Mext = I Cancel |

6. Accept the default destination folder, or select a different one.

Click Next.

8. In the Ready to Install the Program dialog, click Back to review or change any of the installation settings.
When you are ready to continue, click Install.

9. Wait while the installation completes.
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10. If you want to launch LicenseManager after completing the installation, mark the
Launch AccessData LicenseManager check box.

FIGURE A-17 LicenseManager Setup: Completed
]

InstallShield Wizard Completed

The Installshield Wizard has successfully installed AccessData
License Manager, Click Finish to exit the wizard,

Il Launch AccessData License Manager

= Back

Cance| |

11. Select the Launch AccessData LicenseManager check box to run the program upon finishing the
setup.

12. Click Finish to finalize the installation and close the wizard.

Starting LicenseManager

To launch LicenseManager
1. Launch LicenseManager in any of the following ways:

e Execute LicenseManager.exe from C:\Program Files\AccessData\Common Files\AccessData
LicenseManager\.

e Click Start > All Programs > AccessData > LicenseManager > LicenseManager.

e Click or double-click (depending on your Windows settings) the LicenseManager icon on your
desktop & .

e From some AccessData programs, you can run LicenseManager from the Tools > Other
Applications menu. This option is not available in PRTK or DNA.

When starting, LicenseManager reads licensing and subscription information from the installed and connected
WIBU-SYSTEMS CodeMeter Stick, or Keylok dongle.

If using a Keylok dongle, and LicenseManager either does not open or displays the message,
“Device Not Found”

1. Make sure the correct dongle driver is installed on your computer.

2. With the dongle connected, check in Windows Device Manager to make sure the device is recognized. If
it has an error indicator, right click on the device and choose Uninstall.

Remove the dongle after the device has been uninstalled.
Reboot your computer.
After the reboot is complete, and all startup processes have finished running, connect the dongle.

Wait for Windows to run the Add New Hardware wizard. If you already have the right dongle drivers
installed, do not browse the internet, choose, “No, not this time.”

o o ko

N

Click Next to continue.
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8. On the next options screen, choose, “Install the software automatically (Recommended)
9. Click Next to continue.
10. When the installation of the dongle device is complete, click Finish to close the wizard.

11. You still need the CodeMeter software installed, but will not need a CodeMeter Stick to run
LicenseManager.

If using a CodeMeter Stick, and LicenseManager either does not open or displays the message,
“Device Not Found”

1. Make sure the CodeMeter Runtime 4.20b software is installed. It is available at www.accessdata.com/
support. Click Downloads and browse to the product. Click on the download link. You can Run the
product from the Website, or Save the file locally and run it from your PC. Once the CodeMeter Runtime

software is installed and running, you will see a gray icon in your system tray: [&.
2. Make sure the CodeMeter Stick is connected to the USB port. When the CmStick is then connected, you
will see the icon change to look like this: &

If the CodeMeter Stick is not connected, LicenseManager still lets you to manage licenses using a security
device packet file if you have exported and saved the file previously.

To open LicenseManager without a CodeMeter Stick installed

1. Click Tools > LicenseManager.
LicenseManager displays the message, “Device not Found”.

2. Click OK, then browse for a security device packet file to open.

Note: Although you can run LicenseManager using a packet file, AccessData products will not run with a
packet file alone. You must have the CmStick or dongle connected to the computer to run AccessData
products that require a license.

Using LicenseManager

LicenseManager provides the tools necessary for managing AccessData product licenses on a WIBU-
SYSTEMS CodeMeter Stick security device, a Keylok dongle, a Virtual Dongle, or in a security device packet
file.

LicenseManager displays license information, allows you to add licenses to or remove existing licenses from a
dongle or CmStick. LicenseManager, and can also be used to export a security device packet file. Packet files
can be saved and reloaded into LicenseManager, or sent via email to AccessData support.

In addition, you can use LicenseManager to check for product updates and in some cases download the latest
product versions.

LicenseManager displays CodeMeter Stick information (including packet version and serial number) and
licensing information for all AccessData products. The Purchase Licenses button connects directly to the
AccessData website and allows you to browse the site for information about products you may wish to purchase.
Contact AccessData by phone to speak with a Sales Representative for answers to product questions, and to
purchase products and renew licenses and subscriptions.

The LicenseManager Interface

The LicenseManager interface consists of two tabs that organize the options in the LicenseManager window: the
Installed Components tab and the Licenses tab.
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The Installed Components Tab

The Installed Components tab lists the AccessData programs installed on the machine. The Installed
Components tab is displayed in the following figure.

FIGURE A-18 LicenceManager Installed Components

=% |icenseManager g|
Installed Components ] L\Censes]
Program | Installed Yersion | Mewest Yersion | Product Notes
[ Licenset anager 223 223
OFTE Nat Installed 1810
OFTkw2 21.0 202
4D Enterprize Mot Installed 1.0.0
O FTE Imager 254 254
OFRTE Not Installed E3.3
O 0w Mot Installed 333
O Registriviewer 1562 163
OxFr 11.0.1.20 27.Jun.2007
OroRT Mot Installed 1.00
[ FTK tokile Phone... Not Installed 1.0.0
O silertRurner Mot Installed 1.0.0
_bee |
For Product Details visit:  wwaw accessdata. cokn | Mewest |
About... | Daone |

The following information is displayed on the Installed Components tab:

TABLE A-1 LicenseManager Installed Components Tab Features

Item Description

Program Lists all AccessData products installed on the host.

Installed Version Displays the version of each AccessData product installed on the host.

Newest Version Displays the latest version available of each AccessData product installed on the host.
Click Newest to refresh this list.

Product Notes Displays notes and information about the product selected in the program list.

AccessData Link Links to the AccessData product page where you can learn more about AccessData

products.

The following buttons provide additional functionality from the Installed Components tab:

TABLE A-2 LicenseManager Installed Components Buttons

Button

Function

Help

Opens the LicenseManager Help web page.

Install Newest

Installs the newest version of the programs checked in the product window, if that program
is available for download. You can also get the latest versions from our website using your
Internet browser.

Newest Updates the latest version information for your installed products.

About Displays the About LicenseManager screen. Provides version, copyright, and trademark
information for LicenseManager.

Done Closes LicenseManager.
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Use the Installed Components tab to manage your AccessData products and stay up to date on new releases.

The Licenses Tab

The Licenses tab displays CodeMeter Stick information for the current security device packet file and licensing
information for AccessData products available to the owner of the CodeMeter Stick, as displayed in the following

figure.

FIGURE A-19 LicenseManager Licenses Tab

=] icenseManager

Installed Camponents ~ Licenses I
License Options
Frogram | Expiration ‘ Status | Name | Walue
FTE 11-3008  1Days
40 Enterprise 1-30:08 1Days
O oNa 113008 1Days
OrRTK. 11-3008  1Days
O Registry Viewer 1-30:08 1Days
11-3008  1Days
WS Office Hash Tabl.. None
FOF Hash Tables None Retesh Device Serial Murber. 1054841
Lan Hash Tables None Device Version: 10.0
CIFTK Mobie Phonz E... 113008 1 Daps Fieload from Device
SilentRunner None X License Packets
¥ Show Unlicensed §
(Open Packet File...
SavetoFile...
R e".eas.e Remave License Finalize Removal
.DEVICE IS_ Browser Optiorss
Dlsablecll with View Registration Info... ‘ Add Existing License... |
CmStick T
| Help ‘ unchase Licenses..

The Licenses tab provides the following information:

TABLE A-3 LicenseManager Licenses Tab Features

Column

Description

Program

Shows the owned licenses for AccessData products.

Expiration Date

Shows the date on which your current license expires.

Status

Shows these status of that product’s license:
e None: the product license is not currently owned
o Days Left: displays when less than 31 days remain on the license.

e Never: the license is permanently owned. This generally applies to Hash Tables and
Portable Office Rainbow Tables.

Name

Shows the name of additional parameters or information a product requires for its license.

Value

Shows the values of additional parameters or information a product contained in or
required for its license.

Show Unlicensed

When checked, the License window displays all products, whether licensed or not.
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The following license management actions can be performed using buttons found on the License tab:

TABLE A-4 License Management Options

Button Function

Remove License Removes a selected license from the Licenses window and from the CodeMeter Stick or
dongle. Opens the AccessData License Server web page to confirm success.

Refresh Device Connects to the AccessData License Server. Downloads and overwrites the info on the
CodeMeter Stick or dongle with the latest information on the server.

Reload from Device Begins or restarts the service to read the licenses stored on the CodeMeter Stick or
dongle.

Release Device Click to stop the program reading the dongle attached to your machine, much like
Windows’ Safely Remove Hardware feature. Click this button before removing a dongle.

This option is disabled for the CodeMeter Stick.

Open Packet File ~ Opens Windows Explorer, allowing you to navigate to a .PKT file containing your license
information.

Save to File Opens Windows Explorer, allowing you to save a .PKT file containing your license
information. The default location is My Documents.

Finalize Removal Finishes the removal of licenses in the unbound state. Licenses must be unbound from the
CmStick or dongle before this button takes effect.

View Registration  Displays an HTML page with your CodeMeter Stick number and other license information.
Info

Add Existing License Allows you to bind an existing unbound license to your CodeMeter Stick, through an
internet connection to the AccessData License Server.

Purchase License  Brings up the AccessData product page from which you can learn more about AccessData
products.

About Displays the About LicenseManager screen. Provides version, copyright, and trademark
information for LicenseManager.

Done Closes LicenseManager.

Opening and Saving Dongle Packet Files

You can open or save dongle packet files using LicenseManager. When started, LicenseManager attempts to
read licensing and subscription information from the dongle. If you do not have a dongle installed,
LicenseManager lets you browse to open a dongle packet file. You must have already created and saved a
dongle packet file to be able to browse to and open it.

To save a security device packet file

1. Click the Licenses tab, then under License Packets, click Save to File.

2. Browse to the desired folder and accept the default name of the PKT file; then click Save.

Note: In general, the best place to save the PKT files is in the AccessData LicenseManager folder. The

default path is C:\Program Files\AccessData\Common Files\AccessData LicenseManager\.

To open a security device packet file

1. Select the Licenses tab.

2. Under License Packets, click Open Packet File.

3. Browse for a dongle packet file to open. Select the file and click Open.

Appendix A Managing Security Devices and Licenses Installing LicenseManager | 79



FIGURE A-20 LicenseManager Open Packet File

Open Security Packet File Slwiolrielc| 2] x|
Loak in: Il'j' AccessData LicenseManager j €] ? % |Window Capture

UpdateDnr1054841 . pkt

typ D ocu

Iy Carmputer
-
File name; IUpdateD M1054847.pkt j Open I
Files af type: IAccessData Security Packet [ pkt] | Cancel |

Adding and Removing Product Licenses
On a computer with an Internet connection, LicenseManager lets you add available product licenses to, or
remove them from, a dongle.

To move a product license from one dongle to another dongle, first remove the product license from the first
dongle. You must release that dongle, and connect the second dongle before continuing. When the second
dongle is connected and recognized by Windows and LicenseManager, click on the Licenses tab to add the
product license to the second dongle.

Removing a License

To remove (unassociate, or unbind) a product license

1. From the Licenses tab, mark the program license to remove.
This action activates the Remove License button below the Program list box.
Click Remove License to connect your machine to the AccessData License Server through the internet.

When you are prompted to confirm the removal of the selected license(s) from the device, click Yes to
continue, or No to cancel.

FIGURE A-21 LicenseManager Confirm License Release
=

% This will remove selected license(s) from this physical device,
| The license(s) will remain available to install onto another device at
= any time.

Do you wish to remove the selected license(s) from this device?

4. Several screens appear indicating the connection and activity on the License Server, and when the
license removal is complete, the following screen appears.
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FIGURE A-22 LicenseManager Packet Update Successful
x|

:' Packet Update Successfull

5. Click OK to close the message box.

Another internet browser screen appears from LicenseManager with a message that says, “The removal
of your license(s) from Security Device was successful!” You may close this box at any time.

Adding a License

To add a new or released license

1. From the Licenses tab, under Browser Options, click Add Existing License.

The AccessData LicenseManager Web page opens, listing the licenses currently bound to the
connected security device, and below that list, you will see the licenses that currently are not bound to
any security device. Mark the box in the Bind column for the product you wish to add to the connected
device, then click Submit.

2. An AccessData LicenseManager Web page will open, displaying the following message, “The
AccessData product(s) that you selected has been bound to the record for Security Device nnnnnnn
within the Security Device Database.

“Please run LicenseManager’s “Refresh Device” feature in order to complete the process of binding
these product license(s) to this Security Device.” You may close this window at any time.

FIGURE A-23 LicenseManager: Associate Successful?

=

% ‘Were you able to associate & new product with this device?

If so, please dick “Yes” to update your device with the new
information naw.

3. Click Yes if LicenseManager prompts, “Were you able to associate a new product with this device?”

4. Click Refresh Device in the Licenses tab of LicenseManager. Click Yes when prompted.

FIGURE A-24 LicenseManager: Continue Updating Security Device?
=

=% This will cause your security device to be updated to match the
customer records at AccessData,
Do you wish to continue?

You will see the newly added license in the License Options list.
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Adding and Removing Product Licenses Remotely

While LicenseManager requires an Internet connection to use some features, you can add or remove licenses
from a dongle packet file for a dongle that resides on a computer, such as a forensic lab computer, that does not
have an Internet connection.

If you cannot connect to the Internet, the easiest way to move licenses from one dongle to another is to
physically move the dongle to a computer with an Internet connection, add or remove product licenses as
necessary using LicenseManager, and then physically move the dongle back to the original computer. However,
if you cannot move the dongle—due to organization policies or a need for forensic soundness—then transfer the
packet files and update files remotely.

Adding a License Remotely

To remotely add (associate or bind) a product license

1. On the computer where the security device resides:
1a. Run LicenseManager.
1b. From the Licenses tab, click Reload from Device to read the dongle license information.
1c. Click Save to File to save the dongle packet file to the local machine.

2. Copy the dongle packet file to a computer with an Internet connection.

3. On the computer with an Internet connection:
3a. Remove any attached security device.
3b. Launch LicenseManager. You will see a notification, “No security device found”.
3c. Click OK.
3d. An “Open” dialog box will display. Highlight the PKT file, and click Open.
3e. Click on the Licenses tab.
3f. Click Add Existing License.
3g. Complete the process to add a product license on the Website page.

3h. Click Yes when the LicenseManager prompts, “Were you able to associate a new product with this
dongle?”

3i. When LicenseManager does not detect a dongle or the serial number of the dongle does not match
the serial number in the dongle packet file, you are prompted to save the update file,
[serial#].wibuCmRaU.

3j. Save the update file to the local machine.
4. After the update file is downloaded, copy the update file to the computer where the dongle resides:
5. On the computer where the dongle resides:

5a. Run the update file by double-clicking it. ([serial#].wibuCmRaU is an executable file.)

5b. After an update file downloads and installs, click OK.

5c. Run LicenseManager.

5d. From the Licenses tab, click Reload from Device to verify the product license has been added to the
dongle.

Removing a License Remotely

To remotely remove (unassociate, or unbind) a product license

1. On the computer where the dongle resides:
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1a. Run LicenseManager.
1b. From the Licenses tab, click Reload from Device to read the dongle license information.
1c. Click Save to File to save the dongle packet file to the local machine.
2. Copy the file to a computer with an Internet connection.
3. On the computer with an Internet connection:
3a. Launch LicenseManager. You will see a notification, “No security device found”.
3b. Click OK.
3c. An “Open” dialog box will display. Highlight the .PKT file, and click Open.
3d. Click on the Licenses tab.
3e. Mark the box for the product license you want to unassociate; then click Remove License.
3f. When prompted to confirm the removal of the selected license from the dongle, click Yes.

3g. When LicenseManager does not detect a dongle or the serial number of the dongle does not match
the serial number in the dongle packet file, you are prompted save the update file.

3h. Click Yes to save the update file to the local computer.

3i. The Step 1 of 2 dialog details how to use the dongle packet file to remove the license from a dongle
on another computer.

3j. Save the update file to the local machine.
4. After the update file is downloaded, copy the update file to the computer where the dongle resides.
5. On the computer where the dongle resides:

5a. Run the update file by double-clicking it. This runs the executable update file and copies the new
information to the security device.

5b. Run LicenseManager

5c. On the Licenses tab, click Reload from Device in LicenseManager to read the security device and
allow you to verify the product license is removed from the dongle.

5d. Click Save to File to save the updated dongle packet file to the local machine.

6. Copy the file to a computer with an Internet connection.

Updating Products

You can use LicenseManager to check for product updates and download the latest product versions.

Checking for Product Updates

To check for product updates, on the Installed Components tab, click Newest. This refreshes the list to display
what version you have installed, and the newest version available.

Downloading Product Updates

To install the newest version, mark the box next to the product to install, then click Install Newest.

Note: Some products, such as FTK 2.x, Enterprise, and others, are too large to download, and are not
available. A notification displays if this is the case.
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To download a product update

1. Ensure that LicenseManager displays the latest product information by clicking the Installed
Components tab. Click Newest to refresh the list showing the latest releases, then compare your
installed version to the latest release.

If the latest release is newer than your installed version, you may be able to install the latest release from
the AccessData website.

2. Ensure that the program you want to install is not running.
3. Mark the box next to the program you want to download; then click Install Newest.
4. When prompted, click Yes to download the latest install version of the product.
4a. If installing the update on a remote computer, copy the product update file to another computer.

5. Install the product update. You may need to restart your computer after the update is installed.

Purchasing Product Licenses

Use LicenseManager to link to the AccessData website to find information about all our products.

Purchase product licenses through your AccessData Sales Representative. Call 801-377-5410 and follow the
prompt for Sales, or send an email to sales@accessdata.com.

Note: Once a product has been purchased and appears in the AccessData License Server, add the product
license to a CodeMeter Stick, dongle, or security device packet file by clicking Refresh Device.

Sending a Dongle Packet File to Support

Send a security device packet file only when specifically directed to do so by AccessData support.

To create a dongle packet file

Run LicenseManager

Click on the Licenses tab.

Click Load from Device.

Click Refresh Device if you need to get the latest info from AD’s license server.

Click Save to File, and note or specify the location for the saved file.

o a k> 0N =

Attach the dongle packet file to an email and send it to:
support@accessdata.com.
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