Workshop D

Operating Systems Programming - 300698

1 Introduction

In this workshop you will investigate file 1/0 and file copy operations.

2 Specification

Following on from the demonstration program cpl . c presented in the lecture, we will make a series of modifi-
cations to the program.

Firstly, what happens whenthe cpl . c program is asked to copy a file onto itself, i.e. cpl input input?
Is this what you expect? Modify the program to do something more sensible! As a hint, two files are the same if
they are on the same device and have the same i-node number (which stat () can give you), simply comparing
the names is not enough.

Secondly, a real copy program will assign the same file permissions to the destination as were on the source,
modify your answer to the last part to do this.

Thirdly, real copy programs allow the second argument to be a directory, modify the answer to the last part
to include this functionality. You should allocate the space for the new name dynamically.

Fourthly, your program should abort the copy if the destination file exists, or if the destination is a directory
that a file with the same name exists in the directory.



3 Marking Scheme

The following functionality items will be considered when evaluating how much of the specification is imple-
mented:

e correct collection of source file information

e correct collection of destination file information
e correct test of files being the same

e something sensible done when files are the same
e correct permissions assigned to destination

e correct detection of destination being a directory
e correct allocation of memory

e correct construction of destination file name

e correct freeing of allocated memory

e correctly aborting when destination exists

The following rubric, taken from the learning guide (with zero weighted criteria removed), will be used to
evaluate submissions.



CRITERIA (Weighting)

Unsatisfactory (0%)

Poor (25%)

Good (50%)

Very good (75%)

Excellent (100%)

Readability
(10%)

Code is unreadable.

The code is poorly
organized and very
difficult to read.

The code is readable
only by someone
who knows what it is
supposed to be
doing.

The code is fairly
easy to read.

The code is
exceptionally well
organized and very
easy to follow.

Documentation
(10%)

No documentation
provided.

The documentation
is simply comments
embedded in the
code and does not
help the reader
understand the

The documentation
is simply comments
embedded in the
code with some
simple header
comments

The documentation
consists of
embedded comment
and some simple
header
documentation that

The documentation
is well written and
clearly explains what
the code is
accomplishing and
how.

code. separating routines. is somewhat useful
in understanding the
code.
Error/Exception Completed Completed Completed Completed Completed
Handling functional functional functional functional functional
(20%) requirements handle | requirements handle | requirements handle | requirements handle | requirements handle

no error/exception
conditions.

obvious error/
exception conditions,
or makes no
distinction between
benign and fatal
errors/exceptions.

some
error/exception
conditions, most
errors/exceptions
correctly categorised
as benign or fatal.

most error/exception
conditions, most
errors/exceptions
correctly categorised
as benign or fatal.

all error/exception
conditions, with all
errors/exceptions
correctly categorised
as benign or fatal.

Specifications
(60%)

Program produces
no results.

The program is
producing incorrect
results.

The program
produces correct
results but does not
display them
correctly.

The program works
and produces the
correct results and
displays them
correctly. It also
meets most of the
other specifications.

The program works
and meets all of the
specifications.




4 Sample Code

41 cpl.c

#include <stdio.h>
#include <unistd.h>
#include <fcntl.h>
#define BUFFERSIZE 4096
#define COPYMODE 0644

void oops (char =, char «x);

main (int ac, char xav([])

{

int in_fd, out_fd, n_chars;

char buf [BUFFERSIZE];

if ( ac != 3 ){
fprintf ( stderr, "usage: %s source destination\n", =*av);
exit (1);

}

if ( (in_fd=open(av([1l], O_RDONLY)) == -1 )

oops ("Cannot open ", avl[l]);

if ( (out_fd=creat( av[2], COPYMODE)) == -1 )
oops ( "Cannot creat", avl[2]);
while ( (n_chars = read(in_fd , buf, BUFFERSIZE)) > 0 )
if ( write( out_fd, buf, n_chars ) !'= n_chars )
oops ("Write error to ", av([2]);
if ( n_chars == -1 )

oops ("Read error from ", av([l]);

if ( close(in_fd) == -1 || close(out_fd) == -1 )
oops("Error closing files","");

void oops(char xsl, char x*s2)

{
fprintf (stderr, "Exrror: %s ", sl);
perror (s2);

exit (1);



5 Supplementary Materials

The material on the following pages is an extract of the linux system documentation and may prove useful in
implementing this Workshop. These manual pages are taken from the Linux man-pages Project available at:
http://www.kernel.org/doc/man—-pages/.


http://www.kernel.org/doc/man-pages/
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NAME
open, creat — open and possibly create a file or device

SYNOPSIS
#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>

int open(const char *pathnameint flags);
int open(const char *pathnameint flags mode_tmodse);
int creat(const char *pathnamemode_tmods;

DESCRIPTION
Given apathnamdor a file,open() returns a file descriptpa snall, non-ngdtive integer for use in subse-
qguent system callsdad(2), write (2), Iseek2), fcntl(2), etc.). The file descriptor returned by a successful
call will be the lowest-numbered file descriptor not currently open for the process.

The nev file descriptor is set to remain open acros&xacvé?) (i.e., theFD_CLOEXEC file descriptor
flag described irfcntl(2) is initially disabled). The file offset is set to the beginning of the file (see
Iseek2)).

A call to open) creates a e open file descriptionan entry in the system-wide table of open filebhis
entry records the file fet and the file status flags (modifiable viaftrel () F_SETFL operation). Afile
descriptor is a reference to one of these entries; this reference is unaffepdnfimes subsequently
removed or modified to refer to a diérent file. The n& open file description is initially not shared with
ary other process, but sharing may arisefoik (2).

The parameterflags must include one of the folldng access modesD_RDONLY, O_WRONLY, or
O_RDWR. These request opening the file read-pwijte-only, or read/write, respeatély.

In addition, zero or more file creation flags and file status flags can be biridsie flags The file cre-
ation flgsare O_CREAT, O_EXCL, O_NOCTTY, and O_TRUNC. The file status flgs are all of the
remaining flags listed belo The distinction between theseawroups of flags is that the file status flags
can be retrieed and (in some cases) modified usiiegtl (2). Thefull list of file creation flags and file sta-
tus flags is as follows:

O_APPEND
The file is opened in append mode. Before amdte (), the file ofset is positioned at the end of
the file, as if withisee). O_APPEND may lead to corrupted files on NFS file systems if more
than one process appends data to a file at once. This is because NFS does not support appending
to a file, so the client kernel has to simulate it, whichtdaaitbne without a race condition.

O_ASYNC
Enable signal-dvien 1/0: generate a signal (SIGIO by default, but this can be changed via
fcntl (2)) when input or output becomes possible on this file descriptos feature is only\ail-
able for terminals, pseudo-terminals, setsk and (since Linux 2.6) pipes and FIFGgefcntl (2)
for further details.

O_CREAT
If the file does not exist it will be created. The owner (user ID) of the file is set toftletvef
user ID of the process. The group ownership (group ID) is set either tofebtvefgoup ID of
the process or to the group ID of the parent directory (depending on filesystem type and mount
options, and the mode of the parent direGteeg, e.g., the mount optiofisdgroupsand sysv-
groupsof the ext2 filesystem, as describedriount(8)).

O_DIRECT
Try to minimize cache éécts of the 1/0 to and from this file. In general this will degrade perfor
mance, bt it is useful in special situations, such as when applications do their own caEleg.
I/O is done directly to/from user spaceffers. Thel/O is synchronous, i.e., at the completion of a
read(2) or write (2), data is guaranteed tovealeen transferred. Under Linux 2.4 transfer sizes,
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and the alignment of useuffer and file ofset must all be multiples of the logical block size of the
file system. Under Linux 2.6 alignment must fit the block size of the device.

A semantically similar (but deprecated) interface for block devices is describbag (8).

O_DIRECTORY
If pathnamds not a directorycause the open taif. Thisflag is Linux-specific, and was added in
kernel version 2.1.126, tovaid denial-of-service problems dpendir(3) is called on a FIFO or
tape device, but should not be used outside of the implementatipeadir.

O_EXCL
When used wittD_CREAT, if the file already exists it is an error and dpen() will fail. In this
contet, a symbolic link exists, gardless of where it points toO_EXCL is broken on NFS file
systems; programs which rely on it for performing locking tasks will contain a race condition.
The solution for performing atomic file locking using a lockfile is to create a unique file on the
same file system (e.g., incorporating hostname and pid)inkg@) to male a ink to the lockfile.
If link () returns O, the lock is successful. Otherwise, sta2) on the unique file to check if its
link count has increased to 2, in which case the lock is also successful.

O_LARGEFILE
(LFS) Allow files whose sizes cannot be represented inffrt (but can be represented in an
off64_1) to be pened.

O_NOATIME
(Since Linux 2.6.8) Do not update the file last access time (st_atime in the inode) when the file is
read(2). Thisflag is intended for use by indexing or backup programs, where its use can signifi-
cantly reduce the amount of disk aty. This flag may not be ffctive m dl filesystems. One
example is NFS, where the server maintains the access time.

O_NOCTTY
If pathnamerefers to a terminal device — stg(4) — it will not become the processiontrol-
ling terminal &en if the process does notueame.

O_NOFOLLOW
If pathnames a symbolic link, then the opeails. Thisis a FreeBSD extension, which was added
to Linux in version 2.1.126. Symbolic links in earlier components of the pathname will still be
followed.

O_NONBLOCK or O_NDELAY
When possible, the file is opened in non-blocking mode. Neitheopged) nor ary subsequent
operations on the file descriptor which is returned will cause the calling procesd.tdar the
handling of FIFOs (named pipes), see difm(7). For a discussion of the effect @ NON-
BLOCK in conjunction with mandatory file locks and with file leases fa®#(2).

O_SYNC
The file is opened for synchronous 1/O.yAnrite ()s on the resulting file descriptor will block the
calling process until the data has been physically written to the underlying drardBut see
RESTRICTIONS belaw

O_TRUNC
If the file already exists and is a regular file and the open modesalldting (i.e., is O_RDWR or
O_WRONLY) it will be truncated to length 0. If the file is a FIFO or terminalice file, the
O_TRUNC flag is ignored. Otherwise the effect of O_TRUNC is unspecified.

Some of these optional flags can be altered usimity) after the file has been opened.
The agumentmodespecifies the permissions to use in casevafile is created. It is modified by the pro-

cess’sumask in the usual \ay: the permissions of the created file @rmde & "umask) Note that this
mode only applies to future accesses of the newly created filepanf) call that creates a read-only file
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may well return a read/write file descriptor.
The following symbolic constants are provided ffiaode

S_IRWXU
00700 user (file owner) has read, write arecate permission
S _IRUSR
00400 user has read permission
S_IWUSR
00200 user has write permission
S_IXUSR
00100 user haskecute permission
S_IRWXG
00070 group has read, write and@ute permission
S_IRGRP
00040 group has read permission
S_IWGRP
00020 group has write permission
S_IXGRP
00010 group hasxecute permission
S _IRWXO
00007 others hee read, write and»ecute permission
S IROTH
00004 others hee read permission
S_IWOTH
00002 others hee write permission
S_IXOTH

00001 others hee exeute permission
modemust be specified whed_CREAT is in theflags and is ignored otherwise.

creat() is equvalent toopen() with flagsequal toO_CREAT|O_WRONLY|O_TRUNC.

RETURN VALUE
open() andcreat() return the ne file descriptoror -1 if an error occurred (in which cas@rrno is set
appropriately).

NOTES
Note thatopen() can open device special files, brtat() cannot create them; usgnod(2) instead.

On NFS file systems with UID mapping enablegen) may return a file descriptor but eigad(2)
requests are denied wWitBACCES. This is because the client performgen() by checking the permis-
sions, but UID mapping is performed by the server upon read and write requests.

If the file is nevly created, its st_atime, st_ctime, st_mtime fields (resmbgtiime of last access, time of
last status change, and time of last modification;ste#2)) are set to the current time, and so are the
st_ctime and st_mtime fields of the parent directadgherwise, if the file is modified because of the
O_TRUNC flag, its st_ctime and st_mtime fields are set to the current time.

ERRORS
EACCES
The requested access to the file is not allowed, or search permission is denied for one of the direc-
tories in the path prefix ghathname or the file did not exist yet and write access to the parent
directory is not allwed. (Sealsopath_resolution(2).)
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EEXIST
pathnamealready exists an@ CREAT andO_EXCL were used.

EFAULT
pathnamepoints outside your accessible address space.

EISDIR
pathnamerefers to a directory and the access requestedvied writing (that isO_WRONLY or
O_RDWR is set).

ELOOP
Too mary symbolic links were encountered in resolvipgthname or O_NOFOLLOW was
specified bupathnamewvas a ymbolic link.

EMFILE
The process already has the maximum number of files open.

ENAMETOOLONG
pathnamewas too long.

ENFILE
The system limit on the total number of open files has been reached.

ENODEV
pathnamerefers to a device special file and no correspondingédexists. (Thisis a Linux ler-
nel bug; in this situation ENXIO must be returned.)

ENOENT

O_CREA is not set and the named file does nxise Or, a drectory component irpathname
does not exist or is a dangling symbolic link.

ENOMEM
Insufficient kernel memory wawvailable.

ENOSPC
pathnamewas to be ceated but the device containipgthnameéhas no room for the mefile.

ENOTDIR
A component used as a directorypathnames not, in fact, a directonpr O_DIRECTORY was
specified angpathnamewas ot a directory.

ENXIO
O_NONBLOCK | O_WMRNLY is set, the named file is a FIFO and no process has the file open
for reading. Orthe file is a device special file and no corresponding device exists.

EOVERFLOW
pathnamerefers to a regular file, too large to be opened; see O_LARGEFILE.abo

EPERM
The O_NOATIME flag was specified, but thefedtive wser ID of the caller did not match the
owner of the file and the caller was not privileg€dhP_FOWNER).

EROFS
pathnamerefers to a file on a read-only filesystem and write access was requested.

ETXTBSY
pathnamerefers to an ecutable image which is currently beingeeuted and write accessaw
requested.

EWOULDBLOCK
The O_NONBLOCK flag was specified, and an incompatible lease was held on the file (see
fentl (2)).

Linux 2.6.12 2005-06-22 4



OPEN(2) LinuxProgrammes Manual OPEN(2)

NOTE

Under Linux, the O_NONBLOCK flag indicates that onamié to open but does not necessarilyehthe
intention to read or write. This is typically used to open devices in order to get a file descriptor for use with
ioctl(2).

CONFORMING TO

BUGS

SVr4, 4.3BSD, POSIX.1-2001The O_NOATIME , O_NOFOLLOW , and O_DIRECTORY flags are
Linux-specific. Onanay hae © define the GNU_SOURCEmacro to get their definitions.

The (undefined) effect @_RDONLY | O_TRUNC varies among implementations. On rgasystems the
file is actually truncated.

The O_DIRECT flag was introduced in SGI IRIX, where it has alignment restrictions similar to those of
Linux 2.4. IRIX has also a fcntl(2) call to query appropriate alignments, and sizes. FreeBSD 4.x intro-
duced a flag of same name, but without alignment restrictiSBagpport was added under Linux ierkel
version 2.4.10. Older Linux kernels simply ignore this flag. One mag lzadefine the GNU_SOURCE
macro to get its definition.

"The thing that has akys disturbed me about O_DIRECT is that the whole interface is just stupid, and
was probably designed by a deranged meykn some serious mind-controlling substances." — Linus

Currently it is not possible to enable signal-dan I/O by specifyingD_ASYNC when callingopen(); use
fcntl (2) to enable this flag.

RESTRICTIONS

There are man infelicities in the protocol underlying NFS,fedting amongst other® SYNC and
O_NDELAY .

POSIX provides for three differentakiants of synchronised 1/O, corresponding to the f@gSYNC,
O_DSYNCandO_RSYNC. Currently (2.1.130) these are all synonymous under Linux.

SEE ALSO

closd?2), dup(2), fcntl(2), link (2), Iseek2), mknod(2), mount(2), mmap(2), openai2), path_resolu-
tion(2), read(2), socke(2), stat(2), umask(2), unlink(2), write(2), fopen(3), fifo(7), fea-
ture_test_macrog7)
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NAME
close - close a file descriptor

SYNOPSIS
#include <unistd.h>

int close(int fd);

DESCRIPTION
close() closes a file descriptoso hat it no longer refers to gfile and may be reusediny record locks
(seefentl(2)) held on the file it was associated with, and owned by the process, aveddragadless of
the file descriptor that was used to obtain the lock).

If fd is the last copof a particular file descriptor the resources associated with it are freed; if the descriptor
was the last reference to a file which has been rexhosingunlink(2) the file is deleted.

RETURN VALUE
close() returns zero on success. On errel is returned, an@rrno is set appropriately.

ERRORS
EBADF
fd isn't a valid open file descriptor.

EINTR
Theclose() call was interrupted by a signal.

EIO An 1/O error occurred.

CONFORMING TO
SVr4, 4.3BSD, POSIX.1-2001.

NOTES
Not checking the returnalue ofclose() is a common but wertheless serious programming errdt is
quite possible that errors on a ypimuswrite(2) operation are first reported at the fiolse(). Not check-
ing the return value when closing the file may lead to silent loss of @ata.can especially be obserd/
with NFS and with disk quota.

A successful close does not guarantee that the data has been successfutly dsk, as the &rnel defers
writes. Itis not common for a filesystem to flush théfers when the stream is closeld.you need to be
sure that the data is physically stored isgac(2). (Itwill depend on the disk hardware at this point.)

It is probably unwise to close file descriptors whileyth@ay be in use by system calls in other threads in
the same processSince a file descriptor may be re-used, there are some obscure race conditions that may
cause unintended side effects.

When dealing with sockets, youusab be sire that there is noecv(2) still blocking on it on another
thread, otherwise it might block forer, sSnce no more messages will be sent via theet@&e sure to use
shutdown(2) to shut down all parts the connection before closing the socket.

SEE ALSO
fentl(2), fsync(2), open(2), shutdown(2), unlink(2), fclose(3)
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NAME
read - read from a file descriptor

SYNOPSIS
#include <unistd.h>

ssize t read(int fd, void *buf, size t count);

DESCRIPTION
read() attempts to read up tmunt bytes from file descriptofd into the buffer starting diuf .

If count is zero,read() returns zero and has no other resulfscount is greater than SSIZE_MAX, the
result is unspecified.

RETURN VALUE
On success, the number of bytes read is returned (zero indicates end of file), and the file position is
adwanced by this numbeit is not an error if this number is smaller than the number of bytes requested;
this may happen for example because fewer bytes are actualbbte right nav (maybe because we were
close to end-of-file, or because we are reading from a pipe, or from a terminal), or heszal(sevas
interrupted by a signal. On errofl is returned, andrrno is set appropriatelyn this case it is left unspec-
ified whether the file position (if any) changes.

ERRORS
EAGAIN
Non-blocking I/O has been selected ustbhgNONBL OCK and no data was immediatelyad-
able for reading.

EBADF
fd is not a valid file descriptor or is not open for reading.

EFAULT
buf is outside your accessible address space.

EINTR
The call was interrupted by a signal beforg data was read.

EINVAL
fd is attached to an object which is unsuitable for reading; or the file was opened with the
O_DIRECT flag, and either the address specifiethif, the value specified inount, or the cur
rent file offset is not suitably aligned.

EIO I/0O error This will happen for example when the process is in a background process group, tries to
read from its controlling ttyand either it is ignoring or blocking SIGTTIN or its process group is
orphaned. Imay also occur when there is avitevel 1/0 error while reading from a disk or tape.

EISDIR
fd refers to a directory.

Other errors may occudepending on the object connecteddo POSIX allows aread() that is interrupted
after reading some data to return —1 (wéthno set to EINTR) or to return the number of bytes already
read.

CONFORMING TO
SVr4, 4.3BSD, POSIX.1-2001.

RESTRICTIONS
On NFS file systems, reading small amounts of data will only update the time stamp the first time, subse-
guent calls may not do so. This is caused by client side w#ritaching, because most if not all NFS
clients le@e ¢ atime (last file access time) updates to the server and client side reads satisfied from the
client's cache will not cause st_atime updates on the server as there are no server side reads. UNIX seman-
tics can be obtained by disabling client side attribute cachirignbmost situations this will substantially
increase server load and decrease performance.
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Mary filesystems and disks were considered taasednough that the implementatiomr®NONBL OCK
was deemed unnecessafo, O_ NONBLOCK may not bevailable on files and/or disks.

SEE ALSO
close(2), fentl(2), ioctl(2), Iseek(2), open(2), pread(2), readdir(2), readlink(2), readv(2), select(2),
write(2), fread(3)
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NAME
write — write to a file descriptor

SYNOPSIS
#include <unistd.h>

ssize t write(int fd, const void *buf, size t count);

DESCRIPTION
write() writes up tocount bytes to the file referenced by the file descripidfrom the luffer starting at
buf. POSIX requires that aead() which can be pned to accur after awrite() has returned returns the
new data. Notethat not all file systems are POSIX conforming.

RETURN VALUE
On success, the number of bytes written are returned (zero indicates naglsingiitten). On error-1 is
returned, an@rrno is set appropriatelylf count is zero and the file descriptor refers to a regular file, 0 may
be returned, or an error could be detected. a Pecial file, the results are not portable.

ERRORS
EAGAIN
Non-blocking 1/0 has been selected usligNONBL OCK and the write would block.

EBADF
fd is not a valid file descriptor or is not open for writing.

EFAULT
buf is outside your accessible address space.

EFBIG
An attempt was made to write a file that exceeds the implementation-defined maximum file size or
the process’ file size limit, or to write at a position past the maximum allowed offset.

EINTR
The call was interrupted by a signal beforg data was written.

EINVAL
fd is attached to an object which is unsuitable for writing; or the fés wpened with the
O_DIRECT flag, and either the address specifietiuh, the value specified ioount, or the cur
rent file offset is not suitably aligned.

EIO  Alow-level I/O error occurred while modifying the inode.

ENOSPC
The device containing the file referred to fiyhas no room for the data.

EPIPE fd is connected to a pipe or socket whose reading end is closed. When this happens the writing
process will also rece¢ aSIGPIPE signal. (Thusthe write return value is seen only if the pro-
gram catches, blocks or ignores this signal.)

Other errors may occudepending on the object connecteddo

CONFORMING TO
SVr4, 4.3BSD, POSIX.1-2001.

Under SVr4 a write may be interrupted and return EINTR gtpaimt, not just before gndata is written.

NOTES
A successful return fromvrite() does not mak any guarantee that data has been committed to disk.
fact, on some bggy implementations, it does natea guarantee that space has successfully been ssserv
for the data. The only way to be sure is to &slhc(2) after you are done writing all your data.

SEE ALSO
close(2), fentl(2), fsync(2), ioctl(2), Iseek (2), open(2), pwrite(2), read(2), select(2), writev(3), fwrite(3)

Linux 2.0.32 2001-12-13 1



Linux Programmes Manual SKT(2)

stat, fstat, Istat — get file status

SYNOPSIS

#include <sys/types.h>
#include <sys/stat.h>
#include <unistd.h>

int stat(const char * path, struct stat *buf);
int fstat(int filedes struct stat *buf);
int Istat(const char * path, struct stat *buf);

DESCRIPTION

These functions return information about a file. No permissions are required on the fileutselfjribthe
case ofstat() andlstat() — execute (search) permission is required on all of the directorigsath that
lead to the file.

stat() stats the file pointed to hyathand fills inbuf .

Istat() is identical tostat(), except that ifpathis a symbolic link, then the link itself is stat-ed, not the file
that it refers to.

fstat() is identical tostat(), except that the file to be stat-ed is specified by the file desdilptias
All of these system calls returrstat structure, which contains the following fields:

struct stat {
dev_t st _dev; /*D of device containing file */
ino_t st ino; /*inode number */
mode_t st _mode; /protection */
nlink_t st_nlink; /*number of hard links */
uid t st uid; /[*user ID of owner */
gid_t st _gid; /*group ID of owner */
dev_t st rde; /* device ID (if special file) */
off t st size; /*total size, in bytes */
blksize t st_blksize; /* blocksize for filesystem 1/O */
blkent_t st _blocks; /mumber of blocks allocated */
time_t st_atime; /* time of last access */
time_t st_mtime; /* time of last modification */
time_t st_ctime; /* time of last status change */

b

Thest_deVfield describes the device on which this file resides.
Thest_rdeVfield describes the device that this file (inode) represents.

The st_sizefield gives the size of the file (if it is a gailar file or a symbolic link) in bytes. The size of a
symlink is the length of the pathname it contains, without a trailing null byte.

The st_blocksfield indicates the number of blocks allocated to the file, 512-byte ufiitis may be
smaller tharst_sizé512, for example, when the file has holes.)

Thest_blksizdield gives the "preferred” blocksize for fgient file system 1/0. (Writing to a file in smaller
chunks may cause an inefficient read-modify-rewrite.)

Not all of the Linux filesystems implement all of the time fields. Some file system typesr@ienting in
such a way that file accesses do not cause an updatesof dtienefield. (See ‘noatime’ irmount(8).)

The fieldst_atimeis changed by file accesses, e.gekscve(2), mknod(2), pipe(2), utime(2) andread(2)
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(of more than zero bytes). Other routines, hkmap(2), may or may not updagt_atime

The fieldst_mtimes changed by file modifications, e.g. tmknod(2), truncate(2), utime(2) andwrite(2)
(of more than zero bytesMoreover, st_mtimeof a directory is changed by the creation or deletion of files
in that directory The st_mtimefield is not changed for changes imvaer, group, hard link count, or mode.

The field st_ctimeis changed by writing or by setting inode information (i.evner, group, link count,

mode, etc.).

The following POSIX macros are defined to check the file type usirg theodefield:

ist a regular file?

directory?

charactefevice?

blockdevice?

FIFQnamed pipe)?

symbolidink? (Not in POSIX.1-1996.)
soait? (Not in POSIX.1-1996.)

The following flags are defined for tlsé_modefield:

S_ISREG(m)
S_ISDIR(m)
S_ISCHR(m)
S_ISBLK(m)
S_ISFIFO(m)
S_ISLNK(m)
S_ISSOCK(m)

S_IFMT 0170000

S_IFSOCK 0140000

S_IFLNK 0120000

S IFREG 0100000

S IFBLK 0060000

S IFDIR 0040000

S_IFCHR 0020000

S_IFIFO 0010000

S ISUID 0004000

S ISGID 0002000

S ISVTX 0001000

S_IRVXU 00700

S IRUSR 00400

S IWUSR 00200

S_IXUSR 00100

S_IRVXG 00070

S IRGRP 00040

S_IWGRP 00020

S IXGRP 00010

S IRWXO 00007

S IROTH 00004

S IWOTH 00002

S IXOTH 00001

bitmask for the file type bitfields
soek

symbolic link

regular file

block device

directory

character device

FIFO

set UID bit

set-group-ID bit (see below)

sticky bit (see below)

mask for file owner permissions

owner has read permission

owner has write permission

owner has gecute permission

mask for group permissions

group has read permission

group has write permission

group hasxecute permission

mask for permissions for others (not in group)

otherdiave read permission

otherdhave write permission

others hge exeute permission

The set-group-1D bit (S_ISGID) hasveeal special useskor a drectory it indicates that BSD semantics is
to be used for that directory: files created there inherit their group 1D from the diretbfyom the efec-

tive goup ID of the creating process, and directories created there will also get the S_ISGID it set.
file that does not a the group recution bit (S_IXGRP) set, the set-group-ID bit indicates mandatory
file/record locking.

The ‘sticky’ bit (S_ISVTX) on a directory means that a file in that directory can be renamed or deleted only
by the owner of the file, by the owner of the directaengd by a privileged process.
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LINUX NOTES
Since kernel 2.5.48, thstat structure supports nanosecond resolution for the three file timestamp fields.
Glibc exposes the nanosecond component of each field using names either of tise &imm.tv_nsedf
the _BSD_SOURCE or _SVID_SOURCE feature test macro is defined, or of thetf@atimensedf nei-
ther of these macros is define@n file systems that do not support sub-second timestamps, these nanosec-
ond fields are returned with the value O.

For most files under théproc directory, stat() does not return the file size in the sizefield; instead the
field is returned with the value 0.

RETURN VALUE
On success, zero is returned. On eredris returned, an@rrnois set appropriately.

ERRORS
EACCES
Search permission is denied for one of the directories in the path prefiatiof (See also
path_resolution(2).)
EBADF
filedesis bad.

EFAULT
Bad address.

ELOOP
Too mary symbolic links encountered while wrersing the path.

ENAMETOOLONG
File name too long.

ENOENT
A component of the pathath does not exist, or the path is an empty string.

ENOMEM
Out of memory (i.e. kernel memory).

ENOTDIR
A component of the path is not a directory.

CONFORMING TO
These system calls conform to SVr4, 4.3BSD, POSIX.1-2001.

Use of thest_blocksandst_blksizefields may be less portable. (Wheere introduced in BSD. The inter
pretation differs between systems, and possibly on a single system when NFS mouwatévark)in

POSIX does not describe the S_IFMT IFSOCK, S_IFLNK, S_IFREG, S_IFBLK, S_IFDIR, S_IFCHR,
S_IFIFO, S_ISVTX bits, but instead demands the use of the macros S_ISDIR(), etc. The S_ISLNK and
S _ISSOCK macros are not in POSIX.1-1996t both are present in POSIX.1-2001; the former is from
SVID 4, the latter from SUSv2.

Unix V7 (and later systems) had S_IREAD, S_IWRITE, S_IEXEC, where POSIX prescribes thgnsynon
S IRUSR, S_IWUSR, S_IXUSR.

OTHER SYSTEMS
Values that hee been (or are) in use on various systems:

hex name Is octal description
fO00  S_IFMT 170000 maskor file type
0000 000000 SCO out-of-service inode, BSD unknown type

SVID-v2 and XPG2 hae toth 0 and 0100000 for ordinary file
1000 S_IFIFO p| 010000 FIFO (named pipe)
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2000
3000
4000
5000

0001
0002
6000
7000
8000
9000
9000
a000
b000
c000
dooo
€000

0200

0400

0400
0800
0800

S_IFCHR
S_IFMPC
S_IFDIR
S_IFMM

S_INSEM
S_INSHD
S_IFBLK
S_IFMPB
S_IFREG
S_IFCMP
S_IFNWK
S_IFLNK
S_IFSHAD
S_IFSoCK
S_IFDOOR
S_IFWHT

S_ISVTX

S_ISGID

S_ENFMT
S_ISUID
S_CDF

@

S=
D>
w%
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020000
030000

040000

050000

(00001
000002
060000
070000
100000
110000
110000
120000
130000
140000
150000
160000

001000

002000

002000
004000
004000

charactespecial (V7)
multipted character special (V7)
directory (V7)
XENIX named special file
with two subtypes, distinguished by st_kdealues 1, 2:
XENIXsemaphore subtype of IFNAM
XENIXshared data subtype of IFNAM
blockspecial (V7)
multipted block special (V7)
rgular (V7)
VxF&mpressed
netwrk special (HP-UX)
symbolic link (BSD)
Solashadaev inode for ACL (not seen by userspace)
socket (BSD; also "S_IFSOC" on VXFS)
Soladsor
BSDOwhiteout (not used for inode)

‘stigkbit’: save svapped text een dter use (V7)

reserved (SVID-v2)

On non-directories: dohtache this file (SunOS)

On directories: restricted deletion flag (SVID-v4.2)
set-group-tin execution (V7)

for directories: use BSD semantics for propagation of GID
Syshle locking enforcement (shared with S_ISGID)
set-uskd on execution (V7)
directoiy a context dependent file (HP-UX)

A sticky command appeared in Version 32V AT&T UNIX.

SEE ALSO

access(2), chmod(2), chown(2), fstatat(2), readlink(2), utime(2), capabilities(7)
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