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1 Introduction and Scope

Pepwave routers provide link aggregation and load balancing across multiple
WAN connections, allowing a combination of technologies like 3G HSDPA,
EVDO, 4G LTE, Wi-Fi, external WIMAX dongle, and satellite to be utilized to
connect to the Internet.

The MAX wireless SD-WAN router series has a wide range of products suitable for
many different deployments and markets. Entry level SD-WAN models such as
the MAX BR1 are suitable for SMEs or branch offices. High-capacity SD-WAN
routers such as the MAX HD2 are suitable for larger organizations and head
offices.

This manual covers setting up Pepwave routers and provides an introduction to
their features and usage.

Want to know more about Pepwave routers? Visit our YouTube Channel for a video infroduction!

http://youtu.be/UCkVQThLKO4



http://www.youtube.com/PeplinkChannel
http://www.youtube.com/PeplinkChannel#p/u/1/1ste4dQV-V8
http://youtu.be/UCkVQThLKO4
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2 Glossary
The following terms, acronyms, and abbreviations are frequently used in this
manual:
3G 3rd Generation standards for wireless communications
4G 4th Generation standards for wireless communications
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System
EVDO Evolution-Data Optimized
HSDPA High-Speed Downlink Packet Access
HTTP Hyper-Text Transfer Protocol
ICMP Internet Control Message Protocol
IP Internet Protocol
LAN Local Area Network
MAC Address Media Access Control Address
MTU Maximum Transmission Unit
MSS Maximum Segment Size
NAT Network Address Translation
PPPoOE Point to Point Protocol over Ethernet
QoS Quality of Service
SNMP Simple Network Management Protocol
TCP Transmission Control Protocol
UDP User Datagram Protocol
VPN Virtual Private Network
VRRP Virtual Router Redundancy Protocol
WAN Wide Area Network
WINS Windows Internet Name Service

WLAN Wireless Local Area Network
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3 Product Features

Pepwave routers enable all LAN users to share broadband Internet connections,
and they provide advanced features to enhance Internet access. Our Max BR
wireless routers support multiple SIM cards. They can be configured to switch
from using one SIM card to another SIM card according to different criteria,
including wireless network reliability and data usage.

Our MAX HD series wireless routers are embedded with multiple 4G LTE modems,
and allow simultaneous wireless Internet connections through multiple wireless
networks. The wireless Internet connections can be bonded together using our
SpeedFusion technology. This allows better reliability, larger bandwidth, and
increased wireless coverage are comparing to use only one 4G LTE modem.

Below is a list of supported features on Pepwave routers. Features vary by
model. For more information, please see peplink.com/products.

3.1 Supported Network Features

3.1.1 WAN

e Ethernet WAN connection in full/half duplex
e Static IP support for PPPOE

e Built-in HSPA and EVDO cellular modems

e USB mobile connection(s)

e  Wi-Fi WAN connection

e Network address franslation (NAT)/port address translation (PAT)
¢ Inbound and outbound NAT mapping

e |Psec NAT-T and PPTP packet passthrough

e  MAC address clone and passthrough

e Customizable MTU and MSS values

e  WAN connection health check

e Dynamic DNS (supported service providers: changeip.com, dyndns.org,
no-ip.org, tzo.com and DNS-O-Matic)

e Ping, DNS lookup, and HTTP-based health check
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3.1.2

LAN

Wi-Fi AP

Ethernet LAN ports

DHCP server on LAN

Extended DHCP option support
Static routing rules

VLAN on LAN support

VPN

PepVPN with SpeedFusion™

PepVPN performance analyzer

X.509 certificate support

VPN load balancing and failover among selected WAN connections
Bandwidth bonding and failover among selected WAN connections

IPsec VPN for network-to-network connections (works with Cisco and
Juniper only)

Ability to route Internet traffic to a remote VPN peer
Optional pre-shared key setting

SpeedFusion™ throughput, ping, and traceroute tests
PPTP server

PPTP and IPsec passthrough

Firewall

Outbound (LAN to WAN) firewall rules

Inbound (WAN to LAN) firewall rules per WAN connection

Intrusion detection and prevention

Specification of NAT mappings

Outbound firewall rules can be defined by destination domain name
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3.1.7

Captive Portal

Splash screen of open networks, login page for secure networks
Customizable built-in captive portal
Supports linking to outside page for captive portal

Outbound Policy

Link load distribution per TCP/UDP service

Persistent routing for specified source and/or destination IP addresses per
TCP/UDP service

Traffic prioritization and DSL optimization

Prioritize and route fraffic to VPN tunnels with Priority and Enforced
algorithms

AP Controller

Configure and manage Pepwave AP devices
Review the status of connected APs

QoS

Quality of service for different applications and custom protocols

User group classification for different service levels

Bandwidth usage control and monitoring on group- and user-level
Application prioritization for custom protocols and DSL/cable optimization
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Other Supported Features

User-friendly web-based administration interface
HTTP and HTTPS support for web admin interface
Configurable web administration port and administrator password

Firmware upgrades, configuration backups, ping, and fraceroute via web
admin interface

Remote web-based configuration (via WAN and LAN interfaces)
Time server synchronization

SNMP

Email notification

Read-only user for web admin

Shared IP drop-in mode

Authentication and accounting by RADIUS server for web admin
Built-in WINS servers*

Syslog

SIP passthrough

PPTP packet passthrough

Event log

Active sessions

Client list

WINS client list *

UPNP / NAT-PMP

Real-time, hourly, daily, and monthly bandwidth usage reports and charts
IPvé support

Support USB tethering on Android 2.2+ phones

* Not supported on MAX Surf-On-The-Go, Surf SOHO, and BR1 variants
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4 Pepwave MAX Mobile Router Overview

41 MAX700

4.1.1 Panel Appearance

Rp oMy o RP-SMA Wi-Fi
Antenna Connector 4x 100/1000M Antenna Connector
for Wi-Fi AP Ethernet LAN for Wi-Fi WAN

USB 2% 10/100M 10V-30V DC
WARN Port Ethernet WAN Terminal Block

TOV-30V DC Ix USB
Connector WAN Ports
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4.1.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Status Blinking Boot up error
red
Green Ready
OFF Disconnected
.. Blinking slowly  Connecting to network
Wi-Fi WAN o . .
Blinking Connected to network with fraffic
ON Connected to network without traffic
OFF Disabled
Wi-Ei AP Blinking slowly  Enabled but no client connected
Blinking Connected to network with fraffic
ON Client(s) connected to wireless network
Green LED ON 10 / 100/ 1000 Mbps
Blinking Data is transferring
No data is being transferred or port is not
OFF
connected

Port Type Auto MDI/MDI-X ports
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42 MAXHD2
4.2.1 Panel Appearance
RP-SMA Wi-Fi RP-SMA Wi-Ei

Antenna |T{J!]I|c:'| tor 4x 100/1000 Antenna Connector
for Wi-Fi AP Ethernet LAN for Wi-Fi WAN

USE 2% 10/100 10V-30V DC
WAN Port Ethernet WAN Terminal Block

10V-30V DC SMA Cellular/GPS
Connector Antenna Connectors

2% Embedded 4G LTE/3G Modems
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4.2.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Status Blinking

red Boot up error

Green Ready

Wi-Fi AP and Wi-Fi WAN Indicators

OFF Disabled Intermittent
Wi-Fi WAN / Blinking slowly  Connecting to wireless network(s)
Cellular 1/ Blinking Connected to wireless network(s) with traffic
Cellular 2 ON Connected to wireless network(s) without
traffic
LAN and Ethernet WAN Ports
Green LED ON 10/ 100 / 1000 Mbps
Blinking Data is tfransferring
No data is being transferred or port is not
OFF
connected

Port Type Auto MDI/MDI-X ports
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4.3 MAXHD2IPé7

4.3.1 Panel Appearance

J = 2 e o
G &
PEPWAVE
e R
B = —@g-i- = 2

Waterproof Ethernet
Console and WAN

2% Female N-Type Wi-Fi Antenna Connectors

Waterproof Air Vent

Ground

Plate 2x Female N-Type Wi-Fi

Status Antenna Connectors
LED ) |

Waterproof
Power Connector

The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Stat inki
arus Blinking Boot up error
red
Green Ready
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4.4 MAX HD2 mini

4.4.1 Panel Appearance

USBWAN 2x 100/1000M 12V - 48V DC*
Interface  Ethernet LAN with  Terminal Block
802.3af PoE or 24V
Passive PoE Output

Rugged enclosure ideal for
demanding applications

1.6inches ‘ 1x 100/1000M

40 mm Reset Ethernet WAN/LAN with 12V -48V DC*
Button 48V Passive PoE Input  LED  Power Input
SMA Cellular SMA GPS SMA Cellular
Antenna Antenna Antenna

5.8 inches
147 mm

Connectors Connector Connectors

5.0 inches
128 mm

Redundant Cellular SIM Slots -

* With 48V DC power, all 3 Ethernet ports can act as 802.3af PoeE or 24V Passive PoE outputs

4.4.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Status Indicators

System initializing

R d Booti

status ? . ooting up or busy
Blinkingred  Booft up error
Green Ready

Cellular WAN Indicators

Disabled intermittent

Cellular 1/ Bllnklng slowly Connecting to wireless network(s)
Cellular 2 Blinking Connected to wireless network(s) with fraffic
ON Connected to wireless network(s) without traffic
Green LED ON 10 / 100 / 1000 Mbps
Blinking Data is tfransferring
OFF No data is being transferred or port is not connected
Port Type Auto MDI/MDI-X ports
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4.5 MAX Transit / MAX Transit Duo / MAX Transit with Content Hub

4.5.1 Panel Appearance

MAN-TST

4.5.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Status Indicators

System initializing

R Booti

Status .ed. ooting up or busy
Blinkingred Boot up error
Green Ready

Cellular WAN Indicators

Disabled intermittent

Cellular 1/ BImkmg slowly Connecting to wireless network(s)
Cellular 2* Blinking Connected to wireless network(s) with fraffic
ON Connected to wireless network(s) without traffic

* For MAX-TST_DUO

LAN and Ethernet WAN Ports

Green LED ON 10/ 100 / 1000 Mbps

Blinking Data is tfransferring

OFF No data is being transferred or port is not connected
Port Type Auto MDI/MDI-X ports
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4.6 MAX Transit / MAX Transit Duo with M12 Connector
MAX Transit / MAX Transit Duo with Content Hub and M12
Connector

4.6.1 Panel Appearance

4.6.2 LED Indicators

The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
R Booti

status .ed. ooting up or busy
Blinkingred Boot up error
Green Ready

Cellular WAN Indicators

Disabled intermittent

Cellular 1/ Bllnklng slowly Connecting to wireless network(s)
Cellular 2* Blinking Connected to wireless network(s) with fraffic
ON Connected to wireless network(s) without traffic

* For MAX Transit / MAX Transit Duo with Content Hub and M12

Connector
Green LED ON 10/ 100 / 1000 Mbps
Blinking Data is fransferring
OFF No data is being transferred or port is not connected
Port Type Auto MDI/MDI-X ports
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4.7 MAX Hotspot

4.7.1 Panel Appearance

Status
Indicatgr LED Reset Button
1

7 PEPWAVE ©
\‘ I;S;m;]\

6.8 inches
173 mm
- =
- R
s~ M .~

Vo /"‘j/' | |

Screw Open the Panel to

. \ N
Reveal Redundant SIM Slots Z_i:_ = r).f—/, b
- m— i e —-

100/1000M
Ethernet WAN
(PoE Input)

4.7.2 LED Indications

LED Indicators

RED — Access point inifializing
GREEN - Access point ready

LAN and Ethernet WAN Ports

Status

ON 100 Mbps
Green LED
OFF 10 Mbps
ON Port is connected without traffic
Blinking Datais tfransferring
OFF Port is not connected

Port Type Auto MDI/MDI-X ports
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4.8 MAXHD4

4.8.1 Panel Appearance

RP-SMA Wi-Fi USB WAN RP-SMA Wi-Fi
Antenna Connectors  Interface Antenna Connectors

Rugged enclosure ideal for
demanding applications

8x 100/1000M
- 2x 100/1000M Ethernet LAN Reset
: =7 1.9inches Ethernet WAN LED Button
v " 50 mm
S0 T 3
< LY T
~— Ly T SMA GPS SMA 4G LTE 12V - 48V DC
B ij : | Antenna Antenna Terminal Block
115inches — =L ' 6.9inches Connector Connectors
[/ 177 mm

292 mm

Redundant Dﬁal
Cellular 5SIM 12V - 48V DC
Card Slots Connectors

4.8.2 LED Indicators

The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
R Booti

Status .ed. ooting up or busy
Blinkingred Boot up error
Green Ready

Wi-Fi AP and Wi-Fi WAN Indicators

OFF Disabled Intermittent
Wi-Fi WAN / Blinking slowly Connecting to wireless network(s)
Cellular 1/
Cellular 2 Blinking Connected to wireless network(s) with fraffic
ON Connected to wireless network(s) without traffic
Green LED ON 10/ 100 / 1000 Mbps
Blinking Data is fransferring
OFF No data is being transferred or port is not connected

Port Type Auto MDI/MDI-X ports
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49 MAXBR1 / MAX BR1 MK2

4.9.1 Panel Appearance

MAX-BR1-LTE Version

SMA Cellular RP-SMA Wi-Fi
Antenna Connectors Antenna Connector

SMA GPS
Antenna Connector

MAX-BR1 Version

Dual 10/100M 10V - 30V Shia Cellular RP-SMA Wi-Fi
Ethernet LAN DC Connector Antenna Connectors  Antenna Connector

Redundant

10V =30V DC 10/100M SMA GPS

Terminal Block  Ethernet WAN Antenna Connector Cellular 5IM Slots
MAX BR1 MK2
SMA Cellular SMA Cellular
Antenna Connector Antenna Connector

100/1000M 100/1000M
Ethernet LAN Ethernet WAN

RP-SMA Wi-Fi 10-30V DC 10-30V DC RP-SMA Wi-Fi
Antenna Connector ~ Terminal Block  Connector ~ Antenna Connector
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4.9.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Status Blinking

red Boot up error

Green Ready

Wi-Fi Indicators

OFF Disabled intermittent
Blinking slowly  Connecting to wireless network(s)
Wi-Fi Blinking Connected to wireless network(s) with traffic
Connected to wireless network(s) without
ON .
traffic
Cellular Indicators
Cellular OFF Disabled or no SIM card inserted
ON Connecting or connected to network(s)
LAN and Ethernet WAN Ports
ON 100 Mbps / T000Mbps (MK2)
Green LED
OFF 10 Mbps / 1T00Mbps (MK2)
ON Port is connected without fraffic
Blinking Datais tfransferring
OFF Port is not connected

Port Type Auto MDI/MDI-X ports



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual

4.10 MAX BR1 Mini
4.10.1 Panel Appearance

Power Terminal  Reset 10/100M Ethernet LAN (and
Block Button Console Port via Port Adapter®)
1 |

1.2 inches ) '
30 mm 10/100M Ethernet LAN 12V — 28V

{usable asWAN)  DC Jack

A SMA Cellular
Antenna Connectors

" 4.3 inches
110 mm

SMA GPS Antenna RP-SMA Wi-Fi
Connector Antenna Connector

4.10.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
tat inki
Status Blinking Boot up error
red

Green Ready

Wi-Fi Indicators

OFF Disabled intermittent
Blinking slowly ~ Connecting to wireless network(s)
Wi-Fi Blinking Connected to wireless network(s) with traffic
Connected to wireless network(s) without
ON .
traffic

Cellular Indicators

OFF Disabled or no SIM card inserted
ON Connecting or connected to network(s)

Cellular
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Specifications

WAN Interface

LAN Interface
Wi-Fi Interface

Router Throughput

Recommended Users

Cellular and GPS
Antenna Connector

Power Input

Power Consumption

Dimensions

Weight

Operating Temperature

Humidity

MAX BR1 Mini
1x 10/100M Ethernet Port

1x Embedded LTE Modem with Redundant SIM Slot

1x 10/100M Ethernet Port

802.11b/g/n Wi-FI WAN or AP

100Mbps
1-60

2% SMA Antenna Connectors
1% SMA GPS Antenna Connector
1x Wi-Fi Connector

DC Jack/Terminal Block: 12V - 28V DC
Passive PoE Input (WAN Port)

12W (max.)

4.1 x4.3 x 1.2 inches
105x 110 % 20 mm

0.54 pound
244 grams

40°C - 50°C

15% - 95% (non-condensing)

A torque requirement of hex connection:

e GPS - Torque requirement is 7.5+/-0.2kg f-cm

e Cellular Main - Torque requirement is 7.5+/-0.2kg f-cm

e Cellular Diversity/AUX - Torque requirement is 7.5+/-0.2kg f-cm
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4.11 MAX BR1 Slim
4.11.1 Panel Appearance

SMA GPS SMA Wi-Fi
Antenna Connector Antenna Connector

Terminal
Block

5V 2A FELAN FEWAN RP-SMA Cellular Redundant
Micro USB Input Antenna Connector 5IM Slots

4.11.2 LED Indicators The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Status Rc'—:ld. Booting up or busy
Blinkingred Booft up error
Green Ready
Wi-Fi Indicators
OFF Disabled intermittent
WiLFi Blinking slowly Connecting to wireless network(s)
i-Fi
Blinking Connected to wireless network(s) with traffic
ON Connected to wireless network(s) without traffic
Cellular Indicators
OFF Disabled or no SIM card inserted
Cellular i
ON Connecting or connected to network(s)
LAN and Ethernet WAN Ports
ON 100 Mbps
Green LED
OFF 10 Mbps
ON Port is connected without traffic
Blinking Data is transferring
OFF Port is not connected
Port Type Auto MDI/MDI-X ports
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412 MAX BRT ENT
4.12.1 Panel Appearance

SMA Collubar SAMA G A SMA Coldlular

Antenna Conmnecio Antenna Conneclor Antenna L onnector
it

Button Ethemet I Redundant Celiwlar 510 S

WaAMALAM

4.12.2 LED Indicators

¢ The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Status Blinking

red Boot up error

Green Ready

Cellular Indicators

Cellular OFF Disabled or no SIM card inserted
ON Connecting or connected to network(s)
ON 100 Mbps
Green LED
OFF 10 Mbps
ON Port is connected without fraffic
Blinking Data is transferring
OFF Port is not connected

Port Type Auto MDI/MDI-X ports
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4.13 MAXBR1 Pro LTE

4.13.1 Panel Appearance

4.13.2 LED Indicators
¢ The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Status Blinking

red Boot up error

Green Ready

Cellular Indicators

Cellular OFF Disabled or no SIM card inserted
ON Connecting or connected to network(s)
ON 100 Mbps
Green LED
OFF 10 Mbps
ON Port is connected without fraffic
Blinking Data is transferring
OFF Port is not connected

Port Type Auto MDI/MDI-X ports
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414 MAX BR1/2 IP55

4.14.1 Panel Appearance

|||||||

Screw-Hales
SR, Soare ' forWall Mounting
aslacteie gl (screws not included)
—— MIMO Diractional .
and 4dBi Cmni
Wi-Fl antennas
SIM slots Accessory — Wall/Pale Mount with Ball Joint
]

far IP55 Outdoor Products A

. Flexible ball joint allows
& for high-precisicn installation

2x107100M 1 10/100M
Ethernet LAN EthernetWAN VB
{PoE Input®) 4
I To connect to
2 x SMA Cellular Antenna Connectors (optional) MAX BR1 IP55/BR2 IP55

* Requires 46 Papwavs Passhve Pok Input. Avallable ceparataly. A Avallabls saparataly.

4.14.2 LED Indicators

The statuses indicated by the front panel LEDs are as follows:

Status Indicators

OFF System initializing
Red Booting up or busy
Blinkingred Booft up error
Green Ready

Status
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Wi-Fi Indicators

OFF Disabled Intermittent
Blinking slowly ~ Connecting to wireless network(s)
Wi-Fi Blinking Connected to wireless network(s) with traffic
Connected to wireless network(s) without
ON .
traffic

Cellular Indicators

Cellular OFF Disabled or no SIM card inserted
ON Connecting or connected to network(s)
ON 100 Mbps
Green LED
OFF 10 Mbps
ON Port is connected without traffic
Blinking Data is tfransferring
OFF Port is not connected

Port Type Auto MDI/MDI-X ports



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual

4.15 MAX On-The-Go
4.15.1 Panel Appearance

Integrated 1dBi
Omni WiFi Antenna

10V - 24V DC Reset RP-SMA Wi-Fi
Connector Button Antenna Connector

4x USB WAN
Interfaces B

1% 10/100M 13 10/700M
Ethernet LAN Ethernet WAN

4.15.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Cellular Indicators

WAN OFF Modem is not attached to the port
Green Modem is attached to the port

Wi-Fi Indicators

Wi-Fi OFF Disconnected from AP

- Green Connected to AP
Status Indicators
OFF System initializing
Status Red Booting up or busy

Green Ready

LAN and Ethernet WAN Ports

ON 100 Mbps
Green LED
OFF 10 Mbps
ON Port is connected without traffic
Blinking Data is transferring

Port Type Auto MDI/MDI-X ports
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4.16 Surf SOHO

4.16.1 Panel Appearance

4.16.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

Wi-Fi and Status Indicators

OFF Disabled Intermittent
Blinking Enabled but no client connected
Wi-Fi ON Client(s) connected to wireless network
Cpn’(muous Transferring data to wireless network
blinking
OFF System initializing
Status Red Booting up or busy
Green Ready state
LAN and Ethernet WAN Ports
Green LED ON 100/1000 Mbps
Blinking Data is fransferring
No data is being fransferred or port is not
OFF
connected

Port type Auto MDI/MDI-X ports

Off No connection

Signal strength  Wi-Fi signal strength (low, medium, and high)
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417 SpeedFusion Engine

4.17.1 Panel Appearance

PEPWAVE

Ta T = usA
Etharret WaM /AN Lay

4.17.2 LED Indicators
The statuses indicated by the front panel LEDs are as follows:

OFF System initializing
Status Red Booting up or busy
Green Ready state
Green LED ON 100/1000 Mbps
Blinking Data is tfransferring
OFF No data is being transferred or port is not
connected

Port type Auto MDI/MDI-X ports
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4.18 SpeedFusion Engine /
SFE-CAM / Pismo827 / Pismo 827
SFE-CAM-AB-LTEA-W / SFE-CAM-VM-LTEA-W / Worldwide-US&EU
SFE-CAM-AB-LTEA-P / SFE-CAM-VM-LTEA-P / Asia Pacific

4.18.1 Panel Appearance

T ;

4.18.2 LED Indicators

The statuses indicated by the front panel LEDs are as follows:

System initializing

SpeedFusion so-wan
LTE-A

Status Red Booting up or busy
Green Ready state
Green LED ON 100/1000 Mbps
Blinking Data is tfransferring
OFF No data is being fransferred or port is not connected
Port type Auto MDI/MDI-X ports
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5 Advanced Feature Summary

5.1 Drop-in Mode and LAN Bypass:
Transparent Deployment

0OH Oooooo pey&s
AR

Firewall 210.10.10.2 Balance Router 210.10.10.1

210.10.10.3

As your organizatfion grows, it needs more bandwidth. But modifying your network would
require effort better spent elsewhere. In Drop-in Mode, you can conveniently install your
Peplink router without making any changes to your network. And if the Peplink router loses
power for any reason, LAN Bypass will safely and automatically bypass the Peplink router to
resume your original network connection.

Compatible with: MAX 700, MAX HD2 (All variants), HD4 (All Variants)

5.2 QoS: Clearer VolP
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VolP and videoconferencing are highly sensitive to latency. With QoS, Peplink routers can
detect VolIP fraffic and assign it the highest priority, giving you crystal-clear calls.

5.3 Per-User Bandwidth Control

Limit: Limit: Lirmit:

10Mbps 10Mbps 5Mbps

With per-user bandwidth control, you can define bandwidth control policies for up to 3
groups of users to prevent network congestion. Define groups by IP address and subnet,
and set bandwidth limits for every user in the group.

5.4 High Availability via VRRP
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Balance Router

A\ 1 |

| |
AW On Standby, Takes Over if Needed
Firewall £ . -

Balance Router

When your organization has a corporate requirement demanding the highest availability
with no single point of failure, you can deploy two Peplink routers in High Availability mode.
With High Availability mode, the second device will take over when needed.

Compatible with: MAX 700, MAX HD2 (All variants), HD4 (All Varianfts)
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5.5 USB Modem and Android Tethering

3G/4G LTE

For increased WAN diversity, plug in a USB LTE modem as backup. Peplink routers are
compatible with over 200 modem types. You can also tether to smartphones running
Android 4.1.X and above.

Compatible with: MAX 700, HD2 (all variants except IP67), HD4 (All variants)

5.6 Built-lIn Remote User VPN Support

S

a L2TP with IPsec and PPTP

Use L2TP with IPsec to safely and conveniently connect remote clients to your private
network. L2TP with IPsec is supported by most devices, but legacy devices can also connect
using PPTP.

Click here for full instructions on sefting up L2TP with IPsec.
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5.7 SIM-card USSD support

0123
0000

Cellular-enabled routers can now use USSD to check their SIM card’s balance, process

pre-paid cards, and configure carrier-specific services.Click here for full instructions on
using USSD.
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6 Installation

The following section details connecting Pepwave routers to your network.
6.1 Preparation

Before installing your Pepwave router, please prepare the following as

appropriate for your installation:

e Atleast one Internet/WAN access account and/or Wi-Fi access
information

e Depending on network connection type(s), one or more of the following:
e Ethernet WAN: A 10/100/1000BaseT UTP cable with RJ45 connector
e USB: A USB modem
¢ Embedded modem: A SIM card for GSM/HSPA service
¢ Wi-Fi WAN: Wi-Fi antennas

e PC Card/Express Card WAN: A PC Card/ExpressCard for the
corresponding card slot

e A computer installed with the TCP/IP network protocol and a supported
web browser. Supported browsers include Microsoft Internet Explorer 8.0 or
above, Morzilla Firefox 10.0 or above, Apple Safari 5.1 or above, and
Google Chrome 18 or above.
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6.2 Constructing the Network

At a high level, construct the network according to the following steps:

1. With an Ethernet cable, connect a computer to one of the LAN ports
on the Pepwave router. Repeat with different cables for up to 4
computers to be connected.

2.  With another Ethernet cable or a USB modem/Wi-Fi antenna/PC
Card/Express Card, connect to one of the WAN ports on the
Pepwave router. Repeat the same procedure for other WAN ports.

3. Connect the power adapter to the power connector on the rear
panel of the Pepwave router, and then plug it info a power outlet.

The following figure schematically illustrates the resulting configuration:

Embedded 36 Modem
Bullt-In 4G ke Satellite
Wi-Fl Racelver 3G DSL /Cable
i o lee

Wi-Fi

Built-in
Wi-Fl Access Polnt

4-Port Glgablt
Ethernet Switch
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6.3 Configuring the Network Environment

To ensure that the Pepwave router works properly in the LAN environment and
can access the Internet via WAN connections, please refer to the following
setup procedures:

e AN configuration

For basic configuration, refer to Section 8, Connecting to the Web Admin
Interface.

For advanced configuration, go to Section 9, Configuring the LAN
Interface(s).

e  WAN configuration

For basic configuration, refer to Section 8, Connecting to the Web Admin
Interface.

For advanced configuration, go to Section 9.2, Captive Portal.
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7 Mounting the Unit
7.1  Wall Mount

The Pepwave MAX 700/HD2/On-The-Go can be wall mounted using screws.
After adding the screw on the wall, slide the MAX in the screw hole socket as
indicated below. Recommeneded screw specification: M3.5 x 20mm, head
diameter 6mm, head thickness 2.4mm.

The Pepwave MAX BR1 requires four screws for wall mounting.

7.2 Car Mount

The Pepwave MAX700/HD2 can be mounted in a vehicle using the included
mounting brackets. Place the mounting brackets by the two sides and screw
them onto the device.

7.3 IP67 Installation Guide

Installation instructions for IP67 devices can be found here:
http://download.peplink.com/manual/IP47_Installation_Guide.pdf
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8 Connecting to the Web Admin Interface

1. Start a web browser on a computer that is connected with the Pepwave
router through the LAN.

2. To connect to the router’'s web admin interface, enter the following LAN IP
address in the address field of the web browser:
http://192.168.50.1
(This is the default LAN IP address for Pepwave routers.)

3. Enter the following to access the
web admin inferface. PEPWAVE

Username; admin
Password: admin

(This is the default username and Pasonse
password for Pepwave routers. The
admin and read-only user passwords
can be changed at System>Admin
Security.)

4. After successful login, the Dashboard will be displayed.

WAN l‘!jllll.l‘l'l.ln“ Status @

Priority 1 [Highest]
] B connected Details
b
& connected Details
-Prll:ll'l’_l, 2
& Catliar 1 B No SIM Card Detected falad 5 Details
r .
B nNo 5IM Card Detected Relaad 314 Details
L
Priority 3
Disabted
B Disabled Details

LAN Interface

Router [P aAdgdress: 192, 168.50,1

L B O Y| Detaills

PEFWANVE_BDIC

Device Information

Model; Fepwave MAX HD2
Firmiware: 620 builld ZBS1

Liptime 1 day 16 hours 35 minutes
CPU Load: | ——
Theoughput: Vo.omops 0.1 Mbps

The Dashboard shows current WAN, LAN, and Wi-Fi AP statuses. Here, you can
change WAN connection priority and switch on/off the Wi-Fi AP. For further
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information on setting up these connections, please refer to Sections 8 and 9.

Device Information displays details about the device, including model name,
firmware version, and uptime. For further information, please refer to Section 22.

Important Note

Configuration changes (e.g. WAN, LAN, admin settings, etc.) will take effect only after clicking the Save
button at the bottom of each page. The Apply Changes bufton causes the changes to be saved and
applied.
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9 Configuring the LAN Interface(s)

9.1 Basic Settings

LAN interface settings are located at Network>LAN>Basic Settings. Navigating to
that page will result in the following dashboard:

LAN VLAN  Network
None  [172.16.251.1/24
1 2.2.2.2/24 | |
2 3.3.3.3/24 | % |
New LAN |

This represents the LAN interfaces that are active on your router (including
VLAN). A grey “X" means that the VLAN is used in other settings and cannot be
deleted. You can find which settings are using the VLAN by hovering over the
grey HXH'

Alternatively, ared “X"” means that there are no settings using the VLAN. You
can delete that VLAN by clicking the red “X”

Clicking any of the existing LAN interfaces (or creating a new one) will result in
the following

| 103 168.50.1 255, 255.255.0 [/24

IP Address The IP address and subnet mask of the Pepwave router on the LAN.

Nolwork Setiings
AT
i i, | !

T

Network Settings

Name Enter a name for the LAN.

VLAN ID Enter a number for your VLAN.
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Inter-VLAN

. Check this box to enable routing between virtual LANs.
routing

Captive Portal Check this box to turn on captive portals.

L

e . > iz '-_'.&ar WAN 1 ¥

il

i - |_"' _-.':--. ..6__ 255, 35C J5C 0 (/24) v

* | have ather hast(s) on 'WAN segment

Delets

5 Sarvurs | DS server 1

DNE server 2;

NOTE: The DHCP Server Settings will be overwitten

The following Wan 1
Dynamic DNS Settd

tings will be overwritten: Connection Method, MTU, Health Ched. Additional Public I¥, and
g5,

The PPTR Server will ke disabied

Tip: please review the DNS Forwarding setting under the Service Forwarding section
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Drop-in Mode Settings

Drop-in mode eases the installation of Peplink routers on a live network between the
existing firewall and router, such that no configuration changes are required on
existing equipment. Check the box to enable the drop-in mode feature, if available
on your model.

Enable

WAN for Drop- select the WAN port to be used for drop-in mode. If WAN 1 with LAN Bypass is
In Mode selected, the high availability feature will be disabled automatically.

When this option is enabled, the passthrough IP address will be used to connect to

WAN hosts (email notification, remote syslog, etc.). The Pepwave router will listen for

this IP address when WAN hosts access services provided by the Pepwave router
Share Drop-In (web admin access from the WAN, DNS server requests, efc.).

IPA To connect to hosts on the LAN (email noftification, remote syslog, etc.), the default
gateway address will be used. The Pepwave router will listen for this IP address when
LAN hosts access services provided by the Pepwave router (web admin access
from the WAN, DNS proxy, etc.).

Access to this IP address will be passed through to the LAN port if this device is not
Shared IP serving the service being accessed. The shared IP address will be used in
Add A connecting to hosts on the WAN (email notification, remote syslog, etc.) The device
ress will also listen on the IP address when hosts on the WAN access services served on
this device (web admin access from the WAN, DNS server, etc.)

Enter the WAN router's IP address in this field. If there are more hosts in addifion to
WAN Default the router on the WAN segment, check the | have other host(s) on WAN
Gateway segment box and enter the IP address of the hosts that need to access LAN devices
or be accessed by others.

WAN DNS

Enter the selected WAN's corresponding DNS server IP addresses.
Servers

A - Advanced feature, please click the Ed button on the top right-hand corner to
activate.

] Connection

Ll

@1 * Do nat gvermide Static By DHCPE AR Nong

Layer 2 PepVPN Bridging

PeF.’VPN The remote network of the selected PepVPN profiles will be bridged with this local
Profiles to LAN, creating a Layer 2 PepVPN, they will be connected and operate like a single
Bridge LAN, and any broadcast or multicast packets will be sent over the VPN.

Spqnning Tree Click the box will enable STP for this layer 2 profile bridge.
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Protocol

Override IP  select "Do not override' if the LAN IP address and local DHCP server should remain
Address when unchanged after the Layer 2 PepVPN is up.

b"dge If you choose o override IP address when the VPN is connected, the device will not
connected act as arouter, and most Layer 3 routing functions will cease to work.

DBHCP Serwer Sellings
= Ll
e 1]

i;l < Enable
.I'.a.' 192 166.50.10 - 1192 1668.50. 250
NEH 2552552550 (124 +
L e Tif " ﬂ 1 Days 0 | Hows|D | Mins
- x;-;s:;l:. DNS server automatically

'U ¥ Assigh WINS server

= Built-in External
BO F. o Server [P address:
Boot File:
Server Name: iDptranal)
Extended DHCP Option e[ option | value
ik
W name MAC Address Static IP

DHCP Server Settings

When this setting is enabled, the DHCP server automatically assigns an IP address
to each computer that is connected via LAN and configured fo obtain an IP
address via DHCP. The Pepwave router's DHCP server can prevent IP address
collision on the LAN.

DHCP Server

IP Range & These settings allocate a range of IP addresses that will be assigned to LAN
Subnet Mask computers by the Pepwave router’'s DHCP server.

This setting specifies the length of time throughout which an IP address of a DHCP
Lease Time client remains valid. Upon expiration of the lease time, the assigned IP address will
no longer be valid and renewal of the IP address assignment will be required.

This option allows you to input the DNS server addresses to be offered to DHCP
DNS Servers clients. If Assign DNS server automatically is selected, the Pepwave router’s built-in
DNS server address (i.e., LAN IP address) will be offered.

This option allows you to optionally specify a Windows Internet Name Service
(WINS) server. You may choose to use the built-in WINS server or external WINS
servers.

WINS Server When this unit is connected using SpeedFusion™, other VPN peers can share this
unit's built-in WINS server by entering this unit's LAN IP address in their DHCP WINS
Server setting. Afterward, all PC clients in the VPN can resolve the NetBIOS names
of other clients in remote peers. If you have enabled this option, a list of WINS
clients will be displayed at Status>WINS Clients.
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BOOTP Check this box to enable BOOTP on older networks that still require it.

In addifion to standard DHCP options (e.g., DNS server address, gateway address,

subnet mask), you can specify the value of additional extended DHCP options, as

defined in RFC 2132. With these extended options enabled, you can pass
Extended additional configuration information to LAN hosts.

DHCP Option To define an extended DHCP option, click the Add button, choose the option to
define and enter its value. For values that are in IP address list format, you can
enter one IP address per line in the provided text area input control. Each opftion
can be defined once only.

This setting reserves the assignment of fixed IP addresses for a list of computers on
the LAN. The computers to be assigned fixed IP addresses on the LAN are identified
by their MAC addresses. The fixed IP address assignment is displayed as a cross-
reference list between the computers’ names, MAC addresses, and fixed IP

DHCP addresses.

Reservation Name (an optional field) allows you to specify a name to represent the device.
MAC addresses should be in the format of 00:AA:BB:CC:DD:EE. Press. ¥ to

create a new record. Press| *  to remove a record. Reserved client information
can be imported from the Client List, located at Status>Client List. For more details,
please refer to Section 22.3.

LAN Physical Settings
Auto v
LAN Physical Settings

This is the port speed of the LAN interface. It should be setf to the same speed as
the connected device to avoid port negoftiation problems. When a static speed is

Speed setf, you may choose whether to advertise its speed to the peer device. Auto is
selected by default. You can choose not to advertise the port speed if the port has
difficulty negotiating with the peer device.

fLa g
- Rl

Destination Netwark Submel Mask Cateway
255,255, 255.0 [/24) " | +

Static Route Settings

This table is for defining static routing rules for the LAN segment. A static route
conisists of the network address, subnet mask, and gateway address. The address
and subnet mask values are in w.x.y.z format.

Static Route The local LAN subnet and subnets behind the LAN will be advertised to the VPN.
Remote routes sent over the VPN will also be accepted. Any VPN member will be

able to route to the local subnets. Press .+ x
remove a route.

e

to create a new route. Press fo
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WINS Server Settings

Enabl Check the box to enable the WINS server. A list of WINS clients will be displayed at
nable Status>WINS Clients.

NS Progy Seitings @

Loal DS Records W[ Host Name IP Address |
s . = [+

INE Rosobvers BE 3 connecticn Current Status

WAN 1 10.88.3.1

WARN 2

W AN

Cellular 1

Cellylar 2

usa
Connecticn DNS Servers

LA

Prefamed connections are shown with ¥

DNS Proxy Settings

To enable the DNS proxy feature, check this box, and then set up the
feature af Network>LAN>DNS Proxy Settings. A DNS proxy server can be

Enable enabled to serve DNS requests originating from LAN/PPTP/SpeedFusion™
peers. Requests are forwarded to the DNS servers/resolvers defined for
each WAN connection.

This field is to enable DNS caching on the built-in DNS proxy server. When
the option is enabled, queried DNS replies will be cached untfil the records’

DNS Caching TTL has been reached. This feature can help improve DNS lookup fime.
However, it cannot return the most up-to-date result for those frequently
updated DNS records. By default, DNS Caching is disabled.

When this option is enabled, the DNS proxy server will also forward DNS
Include Google requests to Google's Public DNS Servers, in addition to the DNS servers
Public DNS Servers defined in each WAN. This could increase the DNS service's availability. This
setting is disabled by default.

This table is for defining custom local DNS records. A static local DNS record
conisists of a host name and IP address. When looking up the host name

Local DNS Records from the LAN to LAN IP of the Pepwave router, the corresponding IP

+

address will be returned. Press to create a new record. Press. ¥ to

remove arecord.
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Check the box to enable the WINS server. A list of WINS clients will be
displayed at Network>LAN>DNS Proxy Settings>DNS Resolvers. This field
specifies which DNS resolvers will receive forwarded DNS requests. If no
WAN/VPN/LAN DNS resolver is selected, all of the WAN's DNS resolvers will

DNS Resolvers A be selected.
If a SpeedFusion™ peer is selected, you may enter the VPN peer’s DNS

resolver IP address(es). Queries will be forwarded to the selected
connections’ resolvers. If all of the selected connections are down, queries
will be forwarded to all resolvers on healthy WAN connections.

A - Advanced feature, please click the K button on the top right hand corner to
activate.

Finally, if needed, configure Bonjour forwarding, Apple’s zero configuration
networking protocol. Once VLAN configuration is complete, click Save to store
your changes.

Honjour Forwarding Settings

Save |

Bonjour Forwarding Settings

Enable Check this box to turn on Bonjour forwarding.

Choose Service and Client networks from the drop-down menus, and then click
to add the networks. To delete an existing Bonjour listing, click | %

Bonjour Service
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To enable VLAN configuration, click the Ed button in the IP Settings section.

AN e

To add a new LAN, click the New LAN button. To change LAN sefttings, click the
name of the LAN to change under the LAN heading.

Mew LAN

The following settings are displayed when creating a new LAN or editing an
existing LAN.

255.255.255.0 (/24

Enter the Pepwave router’s IP address and subnet mask values to be used on the
IP Address &

Subnet Mask LAN.

Nolwork Setiings
A —

TR

T e

Network Settings

Name Enter a name for the LAN.
VLAN ID Enter a number for your VLAN.
Inter-VLAN
. Check this box to enable routing between virtual LANs.
routing

Captive Portal Check this box to turn on captive portals.
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I i ﬂ ¥ Enable

] 255.255.255.0 [/z24) "
1 Drays O Hours & Mins )

L= B Aszign DNS server automatically

W Assign WINS server

o | Option_ [ value [
Al
k) [[name MAL Address Static IP

=

DHCP Server Settings

DHCP Server

IP Range &
Subnet Mask

Lease Time

DNS Servers

WINS Servers

BOOTP

Extended
DHCP Option

DHCP
Reservation

When this setting is enabled, the Pepwave router's DHCP server automatically
assigns an IP address to each computer that is connected via LAN and configured
to obtain an IP address via DHCP. The Pepwave router’'s DHCP server can prevent IP
address collisions on the LAN.

To enable DHCP bridge relay, please click the icon on this menu item.

These settings allocate a range of IP address that will be assigned to LAN computers
by the Pepwave router’'s DHCP server.

This setting specifies the length of time throughout which an IP address of a DHCP
client remains valid. Upon expiration of Lease Time, the assigned IP address will no
longer be valid and the IP address assignment must be renewed.

This option allows you to input the DNS server addresses to be offered to DHCP
clients. If Assign DNS server automatically is selected, the Pepwave router’s built-in
DNS server address (i.e., LAN IP address) will be offered.

This option allows you to specify the Windows Internet Name Service (WINS) server.
You may choose to use the built-in WINS server or external WINS servers. When this
unit is connected using SpeedFusion™, other VPN peers can share this unit's built-in
WINS server by entering this unit's LAN IP address in their DHCP WINS Servers setting.
Therefore, all PC clients in the VPN can resolve the NetBIOS names of other clients in
remote peers. If you have enabled this option, a list of WINS clients will be displayed
at Status>WINS Clients.

Check this box to enable BOOTP on older networks that still require it.

In addition to standard DHCP options (e.g. DNS server address, gateway address,
subnet mask), you can specify the value of additional extended DHCP opftions, as
defined in RFC 2132. With these extended opftions enabled, you can pass additional
configuration information to LAN hosts. To define an extended DHCP option, click
the Add button, choose the option to define, and then enter its value. For values
that are in IP address list format, you can enter one IP address per line in the
provided text area input control. Each option can be defined once only.

This setting reserves the assignment of fixed IP addresses for a list of computers on
the LAN. The computers to be assigned fixed IP addresses on the LAN are identified
by their MAC addresses. The fixed IP address assignment is displayed as a cross-
reference list between the computers’ names, MAC addresses, and fixed IP
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addresses.
Name (an optional field) allows you to specify a name to represent the device.

MAC addresses should be in the format of 00:AA:BB:CC:DD:EE. Press. ¥ to create

anew record. Press. % | to remove a record. Reserved clients information can be
imported from the Client List, located at Status>Client List. For more deftails, please

refer to Section 22.3.

To configure DHCP relay, first click the & button found next to the DHCP Server
option to display the settings.

¢ Enable

ar 1P Address Il oHEP Sarver 1
DHCP Server 2

DHCP Relay Settings

Enable Check this box to turn on DHCP relay. Click the k& icon to disable DHCP relay.

Enter the IP addresses of one or two DHCP servers in the provided fields. The DHCP

DHCP Server IP servers entered here will receive relayed DHCP requests from the LAN. For active-

Address passive DHCP server configurations, enter active and passive DHCP server relay IP
addresses in DHCP Server 1 and DHCP Server 2.

. DCHP Option 82 includes device information as relay agent for the aftached client
DHCP Option  \hen forwarding DHCP requests from client to server. This option also embeds the
82 device’s MAC address and network name in circuit and remote IDs. Check this box
to enable DHCP Option 82.

Once DHCP is set up, configure LAN Physical Settings, Static Route Settings, WINS
Server Settings, and DNS Proxy Settings as noted above.
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9.2 Captive Portal
The captive portal serves as gateway that clients have to pass if they wish to

access the internet using your router. To configure, navigate to
Network>LAN>Captive Portal.

¥ Untagged LAN

ﬂ caplive-partal. peplink.com Drafault

* Dpen ACLESs User Authentication

P Y a

i milres (9: Undimited)

1] ME {0 Unlimited)

® Dallyat 00 ¥ (00

1440 minutes after guota reached

Allowed Networks Uil Pomain Name /1P Address

Allewed Clients M[MacC / 1P Address

;;_ _.___:_-_.l'__ B E} Wil -ui External, URL: REtp:s

Captive Portal Settings

Check Enable and then, optionally, select the LANs/VLANs that will use the
Enable .
captive portal.
Hostname To customize the portal’s form submission and redirection URL, enter a new URL in
this field. To reset the URL to factory settings, click Default.
Click Open Access to allow clients to freely access your router. Click User
Access Mode Authentication to force your clients to authenticate before accessing your
router.
This authenticates your clients through a RADIUS server. After selecting this
option, you will see the following fields:
l . Foit (1811 | Dwefault
RADIUS Server
Porti1ELY tmult
ol 3 —

Fill in the necessary information to complete your connection to the server and
enable authentication.



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual

This authenticates your clients through a LDAP server. Upon selecting this option,
you will see the following fields:

LDEP Server =)

Port | 380 Pekanl

LDAP Server L .' Usa DR/Fasamced bs bnd to LIAP Sarvar

Fillin the necessary information to complete your connection to the server and
enable authentication.
Access

Set a time and data cap to each user’s Internet usage.
Quota P 9

Quota Reset This menu determines how your usage quota resets. Setting it fo Daily will reset it
at a specified time every day. Setting a number of minutes after quota reached

Time establish a timer for each user that begins after the quota has been reached.
Allowed To whitelist a network, enter the domain name / IP address here and click =+
To delete an existing network from the list of allowed networks, click the | %
Networks button next to the listing.
Here, you can choose between using the Pepwave router’s built-in captive
Splash que portal and redirecting clients fo a URL you define.
The Portal Customization menu has two options: | Preview | and . Clicking

Preview | displays a pop-up previewing the captive portal that your clients will see.
Clicking displays the following menu:
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e Brfis 3 ® MNo image [Use default Loge Image]
Choose Fiie | No file chosen
ROTE: Size maa FIZNE. Supportsd images types: FEG; PNG and GIFE.
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Portal Customization

Logo
9 Click the Choose File button to select a logo to use for the built-in portal.
Image
Messqge If you have any addifional messages for your users, enter them in this field.
Terms & If you would like to use your own set of terms and conditions, please enter them

Conditions here. If left empty, the built-in portal will display the default terms and conditions.

Custom
Lcmding Fill in this field to redirect clients to an external URL.
Page

10 Configuring the WAN Interface(s)

WAN Interface settings are located at Network>WAN. To reorder WAN priority,
drag on the appropriate WAN by holding the left mouse button, move it to the
desired priority (the first one would be the highest priority, the second one would
be lower priority, and so on), and drop it by releasing the mouse button.

WAN Connection Status &
Pricrity 1 (Highast)
e ST
£ comneczed Details
L
I:I Coffected Details
]
Prionty 2
& Mo S5IM Card Detected Bslsad SiM Details
-
B Mo 51 Card Detected Ealaad 531 Details
R x
Prionty 3
Degabled
Wi-FI WA @ pisabled Details
L

Disabded
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To disable a particular WAN connection, drag on the appropriate WAN by
holding the left mouse button, move it the Disabled row, and drop it by
releasing the mouse button.

You can also set priorities on the Dashboard. Click the Details button in the
corresponding row to modify the connection setting.

Important Note

Connection details will be changed and become effective immediately after clicking the Save and
Apply button.
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10.1 Ethernet WAN

From Network>WAN, choose a WAN connection and then click Details.

WAN 1 Default

Always on v

2 IR
€| © naT

10.10.12.49

255.255.0.0

10.10.10.1

1795 mins

Use custom hostname

¥| Obtain DNS server address automatically
10.10.10.1

Use the following DNS server address(es)
DNS Server 1:

DNS Server 2:

WAN Port (Section 1)

WAN
Connection Enter a name to represent this WAN connection.

Name

Schedule Click the drop-down menu to apply a fime schedule to this interface

There are three possible connection methods for Ethernet WAN:

. e DHCP
Connection e Static IP
Method e PPPOE

The connection method and details are determined by, and can be obtained
from, the ISP. See the following sections for details on each connection method.

This field shows that NAT (network address translation) will be applied to the traffic
Rou’ring Mode routed over this WAN connection. IP Forwarding is available when you click the link
in the help text.

IP
Address/Subnet Enter the WAN IP address and subnet mask, as well as the IP address of the default
quk/Dequ"' gateway, in these fields.
Gateway
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Hostname

DNS Servers

Enter a hostname for this WAN port if needed.

Select a DNS server for this port to use. This port can either be automatically
selected or manually designated.

®* Remain connected Disconnect

1 Ghps ¥

1 Ghps ¥

PING v

Host 1: |8.8.8.8
Host 2:
Use first two DNS servers as PING Hosts

5 v |second(s)

¥ | second(s)

WAN Port (Section 2)

Standby State

Upstream
Bandwidth

Downstream
Bandwidth

Health Check
Method

PING Hosts

This setting specifies the standby state of the WAN connection. The available options
are Remain connected and Disconnect. The default state is Remain Connected.

This setting specifies the data bandwidth in the outbound direction from the LAN
through the WAN interface.

This setting specifies the data bandwidth in the inbound direction from the WAN
interface to the LAN. This value is referenced as the default weight value when using
the algorithm Least Used or the algorithm Persistence (Auto) in outbound policy with
Managed by Custom Rules chosen (see Section 15.2).

This setting specifies the health check method for the WAN connection. The value of
method can be configured as Disabled, Ping, DNS Lookup, or HTTP. The default
method is Disabled. See Section 10.4 for configuration details.

These fields are for specifying the target DNS servers where DNS lookups will be sent
to for health check.

If the box Use first two DNS servers as Health Check DNS Servers is checked, the first
two DNS servers will be the DNS lookup targets for checking the connection
healthiness. If the box is not checked, the field Host 1 must be filled and the field Host
2 is optional.
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The connection is considered to be up if DNS responses are received from any one
of the health check DNS servers, regardless of whether the result is positive or
negative.

If a health check test cannot be completed within the specified amount of time, the

Timeout test will be treated as failed.

Health Check Tnisis the number of consecutive check failures before treating a connection as
Interval down.

Health Check This is the number of consecutive check failures before treating a connection as

Retries down.
Recovery This is the number of responses required after a health check failure before freating a
Retries connection as up again.

Disabled v
I'@'I Enable
[:é:] Auto v
[@] Auto ® Custom Value: [1440 Default

WAN Port (Section 3)

This setting specifies the dynamic DNS service provider to be used for the WAN
based on supported dynamic DNS service providers:
¢ changeip.com
Dynamic DNS e dyndns.org
Service

. e no-ip.org
Provider

e tzo.com
e DNS-O-Matic

Select Disabled to disable this feature. See Section 9.5 for configuration details.

Bandwidth This optfion enables bandwidth usage monitoring on this WAN connection for each
Allowance biling cycle. When this setting is not enabled, each month’s bandwidth usage is
Monitor fracked, but no action will be taken.

This setting specifies port speed and duplex configurations of the WAN port. By
default, Auto is selected and the appropriate data speed is automatically detected

Port Speed by the Pepwave router. In the event of negotiation issues, the port speed can be
manually specified. You can also choose whether or not to advertise the speed to
the peer by selecting the Advertise Speed checkbox.
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This setting specifies the maximum fransmission unit. By default, MTU is set to Custom
1440. You may adjust the MTU value by editing the text field. Click Default to restore

MTU the default MTU value. Select Auto and the appropriate MTU value will be
automatically detected. Auto-detection will run each time the WAN connection
establishes.

'Q' ®* Auto Custom Value:

@] 00 :1A DD [{BD {54 :41 || Default

# VLAN ID:

@) © ves O no

IP Address
Subnet Mask | 255.255.255.0 (/24) v

Delete

WAN Port (Section 4)

This setting should be configured based on the maximum payload size that the local

MSS system can handle. The MSS (maximum segment size) is computed from the MTU
minus 40 bytes for TCP over IPv4. If MTU is sef to Auto, the MSS will also be set
automatically. By default, MSS is set to Auto.

Some service providers (e.g., cable providers) identify the client’s MAC address and
require the client to always use the same MAC address to connect to the network. In
MAC Address such cases, change the WAN interface’s MAC address to the original client PC's
Clone MAC address via this field. The default MAC address is a unique value assigned at
the factory. In most cases, the default value is sufficient. Clicking Default restores the
MAC address to the default value.

Click the square if you wish to enable VLAN functionality and enable multiple
VLAN broadcast domains. Once you enable VLAN, you will be able to enter a name for
your network.

Reply to ICMP i this field is disabled, the WAN connection will not respond to ICMP ping requests.
PING By default, this is enabled.

. The IP Address list represents the list of fixed Internet IP addresses assigned by the ISP,
Additional iy the event that more than one Infermet IP address is assigned to this WAN
Public IP connection. Enter the fixed Internet IP addresses and the corresponding subnet
Address mask, and then click the Down Arrow button to populate IP address entries to the IP
Address List.
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Desabded

IPvé support can be enabled on one of the available Ethernet WAN ports. On this
screen, you can choose which WAN will support IPvé. To enable IPvé support on a
WAN, the WAN router must respond to stateless address auto configuration
advertisements and DHCPvé requests. IPvé clients on the LAN will acquire their IPvé,
IPvé gateway, and DNS server addresses from it. The device will also acquire an IPvé
address for performing ping/fraceroute checks and accepting web admin accesses.
Note: This feature is only available on the Pepwave MAX 700, HD2, and HD2 IPé7.

10.1.1 DHCP Connection
There are four possible connection methods:

1. DHCP
2. StaticIP
3. PPPoE
4, L2TP

The DHCP connection method is suitable if the ISP provides an IP address
automatically using DHCP (e.g., satellite modem, WIMAX modem, cable, Metro
Ethernet, etc.).

@) oHep -
@) © naT
10.88.3.158
255.255.255.0
10.88.3.253

Use custom hostname

¢/ Obtain DNS server address automatically
10.88.3.1

Use the following DNS server address(es)
DNS Server 1:
DNS Server 2:
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DHCP Connection Settings

NAT allows substituting the real address in a packet with a mapped address
Rouiing Mode that is routable on the destination network. By clicking the help icon in this
field, you can display the IP Forwarding option, if your network requires it.

IP Address/
Subnet Mask/ This information is obtained from the ISP automatically.

Default Gateway

If your service provider's DHCP server requires you to supply a hosthame

Hosthame value upon acquiring an IP address, you may enter the value here. If your
(Opiionql) service provider does not provide you with the value, you can safely bypass
this option.

Each ISP may provide a set of DNS servers for DNS lookups. This setting
specifies the DNS (Domain Name System) servers to be used when a DNS
lookup is routed through this connection.

Selecting Obtain DNS server address automatically results in the DNS servers
being assigned by the WAN DHCP server to be used for outbound DNS
lookups over the connection. (The DNS servers are obtained along with the
WAN IP address assigned from the DHCP server.)

When Use the following DNS server address(es) is selected, you may enter
custom DNS server addresses for this WAN connection info the DNS Server 1
and DNS Server 2 fields.

DNS Servers

10.1.2 Static IP Connection

The static IP connection method is suitable if your ISP provides a static IP address
to connect directly.

&) staticIP ¥
@] © naT

10.88.3.158

255.255.255.0

10.88.3.253

255.255.255.0 (/24) ¥

¥ Use the following DNS server address(es)
DNS Server 1:

DMNS Server 2:
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Static IP Settings

NAT allows substituting the real address in a packet with a mapped address that is
Roui‘ing Mode routable on the destination network. By clicking the help icon in this field, you can
display the IP Forwarding option, if your network requires it.

IP Address /
These settings allow you to specify the information required in order to
Subnet Mask / communicate on the Internet via a fixed Internet IP address. The information is
Default typically determined by and can be obtained from the ISP.
Gateway

Each ISP may provide a set of DNS servers for DNS lookups. This setting specifies the
DNS (Domain Name System) servers to be used when a DNS lookup is routed
through this connection. Selecting Obtain DNS server address automatically results
DNS S in the DNS servers being assigned by the WAN DHCP server to be used for

ervers outbound DNS lookups over the connection. (The DNS servers are obtained along
with the WAN IP address assigned from the DHCP server.) When Use the following
DNS server address(es) is selected, you may enter custom DNS server addresses for
this WAN connection into the DNS Server 1 and DNS Server 2 fields.

10.1.3 PPPoE Connection

This connection method is suitable if your ISP provides a login ID/password to
connect via PPPOE.

Iﬁgﬁl PPPOE ~
@] © nat
10.88.3.158
255.255.255.0

10.88.3.253

Leave it blank unless it is provided by ISP

Leave it blank unless it is provided by ISP

¢/ Obtain DNS server address automatically
10.88.3.1

¢ Use the following DNS server address(es)
DNS Server 1:

DNS Server 2:
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PPPOE Settings

NAT allows substituting the real address in a packet with a mapped address
Roui‘ing Mode that is routable on the destination network. By clicking the help icon in this field,
you can display the IP Forwarding option, if your network requires it.

IP Address /
Subnet Mask / This information is obtained from the ISP automatically.

Default Gateway

Enter the required information in these fields in order to connect via PPPOE to

PPPOE User Name the ISP. The parameter values are determined by and can be obtained from
/ Password the ISP.

Confirm PPPoE

Verify your password by entering it again in this field.
Password

Service Name Service name is provided by the ISP.

(Optional) Note: Leave this field blank unless it is provided by your ISP.
IP Address If your ISP provides a PPPoE IP address, enter it here.
(Optional) Note: Leave this field blank unless it is provided by your ISP.

Each ISP may provide a set of DNS servers for DNS lookups. This setting specifies
the DNS (Domain Name System) servers to be used when a DNS lookup is
routed through this connection. Selecting Obtain DNS server address
auvtomatically results in the DNS servers being assigned by the WAN DHCP

DNS Servers server to be used for outbound DNS lookups over the connection. (The DNS
servers are obtained along with the WAN IP address assigned from the DHCP
server.) When Use the following DNS server address(es) is selected, you may
enter custom DNS server addresses for this WAN connection intfo the DNS
Server 1 and DNS Server 2 fields.

10.1.4 L2TP Connection

L2TP has all the compatibility and convenience of PPTP with greater security.
Combine this with IPsec for a good balance between ease of use and security.
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(2) =L
@) © naT
10.88.3.158
255.255.255.0
10.88.3.253

*' Dynamic IP Static IP

¢/ Obtain DNS server address automatically
10.88.3.1

¢/ Use the following DNS server address(es)
DNS Server 1:

DNS Server 2:

L2TP Settings

L2TP User Name Enter the required information in these fields in order to connect via L2TP to your ISP.
/ Password The parameter values are determined by and can be obtained from your ISP.

Confirm L2TP

Verify your password by entering it again in this field.

Password
Server IP L2TP server address is a parameter which is provided by your ISP.

Address / Host Nofe: Leave this field blank unless it is provided by your ISP.

Your ISP will also indicate whether the server IP address is Dynamic or Static. Please
click the appropriate value.

Address Type

Each ISP may provide a set of DNS servers for DNS lookups. This setting specifies the

DNS (Domain Name System) servers to be used when a DNS lookup is routed
through this

connection.

Selecting Obtain DNS server address automatically resulfs in the DNS servers
assigned
DNS Servers by the PPPo.E server to be used for outbound DNS lookups over the WAN
connection.
(The DNS servers are obtained along with the WAN IP address assigned from the
PPPOE

server.)

When Use the following DNS server address(es) is selected, you can enter custom
DNS server addresses for this WAN connection into the DNS server 1 and DNS server

2 fields.
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10.2 Cellular WAN

WAN Connection Stalus il
Priarity 1 (Highast)
AN £l Connected Datalls
b
D connected Dotails
b
Prigrty 2
!
B Mo 5iM Card Detected Balaad 5184 Enﬂaih |
& No 5IM Card Detected Eeload 314 ; Details r
e —
Drisabled
& Disabled Details
o

To access cellular WAN settings, click Network>WAN>Details.
(Available on the Pepwave MAX BR1, HD2, and HD2 IP67 only)

Connection Details u
Cellular 1 Status @

(No SIM Card Detected)

A100001F7DCO38
270113180708241208

8052FCBA

356144040031862

Cellular Status

This is the International Mobile Subscriber Identity which uniquely identifies the SIM

IMSI card. This is applicable to 3G modems only.
Some Pepwave routers support both HSPA and EV-DO. For Sprint or Verizon Wireless EV-
MEID DO users, a unique MEID identifier code (in hexadecimal format) is used by the carrier
to associate the EV-DO device with the user. This information is presented in hex and
decimal format.
ESN This serves the same purpose as MEID HEX but uses an older format.
IMEI This is the unique ID for identifying the modem in GSM/HSPA mode.
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WAN Connection Settings @

Cellular 2 Default

Always on v

* HSPA Sprint,EV-DO Verizon Wireless,EV-DO

& Auto

® NAT

¥/ Obtain DNS server address automatically
Use the following DNS server address(es)
DNS Server 1:

DNS Server 2:

WAN Connection Settings

WAN
Connection Enter a name to represent this WAN connection.
Name

Schedule Click the drop-down menu to apply a time schedule to this interface if needed.

Network Mode Users have to specify the network they are on accordingly.

Auto: The subnet mask will be set automatically.

Subnet

Selection Force /31 Subnet: The subnet mask will be set as 255.255.255.254(/31), and the
gateway IP address will be recalculated.

This option allows you to select the routing method to be used in routing IP frames via
Rouﬁng Mode the WAN connection. The mode can be either NAT (network address translation) or IP

Forwarding. Click the button to enable IP forwarding.

Each ISP may provide a set of DNS servers for DNS lookups. This setting specifies the

DNS (Domain Name System) servers to be used when a DNS lookup is routed through
this

connection.

Selecting Obtain DNS server address automatically results in the DNS servers assigned

DNS Servers by the PPPOE server to be used for outbound DNS lookups over the WAN connection.
(The DNS servers are obtained along with the WAN IP address assigned from the PPPoE
server.)

When Use the following DNS server address(es) is selected, you can enter custom DNS
server addresses for this WAN connection intfo the DNS server 1 and DNS server 2 fields.
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Cellular Settings

® Auto Manual
9 Auto v
Auto r

</ WCDMA / HSDPA / HSUPA / HSPA+ (800 MHz)
¥/ WCDMA / HSDPA / HSUPA / HSPA+ (850 MHz)
¢/ WCDMA / HSDPA / HSUPA / HSPA+ (900 MHz)
</ WCDMA / HSDPA / HSUPA / HSPA+ (1700 MHz)
¥/ WCDMA / HSDPA / HSUPA / HSPA+ (1900 MHz)
</ WCDMA / HSDPA / HSUPA / HSPA+ (2100 MHz)
¥/ GSM / GPRS / EDGE (850 MHz)

¥/ GSM / GPRS / EDGE (500 MHz)

¥/ GSM / GPRS / EDGE (1800 MHz)

¥/ GSM / GPRS / EDGE (1900 MHz)

* Auto Custom

=) ()

¥/ Enable

9 Disconnect when usage hits 100%

Email notification is currently disabled. You can get notified when usage hits
75%/95% of monthly allowance by enabling Email Notification.

On | 1st ¥ | of each month
GB v
Cellular Settings
Network By default, the MAX router will ou’romo’ricollﬁchoose a network to connect to. If you
Selection wish to use only certain networks, click the K4 button beside the menu item.
3G/2G This drop-down menu allows restricting cellular to particular band. Click the button

to enable the selection of specific bands.

Choose from PAP Only or CHAP Only fo use those authentication methods exclusively.

Authentication Select Auto to automatically choose an authentication method.

This checkbox enables data roaming on this particular SIM card. Please check your

Data Roclmlng service provider's data roaming policy before proceeding.

This setting applies to 3G/EDGE/GPRS modems only. It does not apply to EVDO/EVDO
Operqtor Rev. A modem:s. This allows you to configure the APN settings of your connection. If
Avuto is selected, the mobile operator should be detected automatically. The
connected device will be configured and connection will be made automatically. If
there is any difficulty in making connection, you may select Custom to enter your

Settings
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carrier's APN, Login, Password, and Dial Number settings manually. The correct values
can be obtained from your carrier. The default and recommended setting is Auto.

APN / Login When Auto is selected, the information in these fields will be filled automatically. Select
/ Password / Custom to customize these parameters. The parameter values are determined by and
SIM PIN can be obtained from the ISP.

Bandwidth  cneck the box Enable to enable bandwidth usage monitoring on this WAN
Allowance connection for each biling cycle. When this option is not enabled, bandwidth usage
Monitor of each month is still being tracked but no action will be taken.

If email notification is enabled, you will be notified by email when usage hits 75% and
95% of the monthly allowance. If Disconnect when usage hits 100% of monthly

Action allowance is checked, this WAN connection will be disconnected automatically when
the usage hits the monthly allowance. It will not resume connection unless this option
has been turned off or the usage has been reset when a new billing cycle starts.

Start Day  This option allows you to define which day of the month each biling cycle begins.

Mon’rhly This field is for defining the maximum bandwidth usage allowed for the WAN
Allowance connection each month.

General Settings

® Remain connected Disconnected

o |3 minutes
Time value is global. A change will affect all WAN profiles.

General Settings

This option allows you to choose whether to remain connected or disconnected when
this WAN connection is no longer in the highest priority and has entered the standby

Siandby State state. When Remain connected is chosen, bringing up this WAN connection to active
makes it immediately available for use.
Idle When Internet traffic is not detected within the user-specified timeframe, the modem
. will automatically disconnect. Once the fraffic is resumed by the LAN host, the
Disconnect

connection will be re-activated.
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Health Check Settings
SmartCheck v

5 ¥ |second(s)

10 ¥ | second(s)

[¥8)
-

==
I@' I@' I@' I@
BN N N

8]
-

Health Check Settings

Heath Check This setting allows you to specify the health check method for the cellular connection.
thod Available options are Disabled, Ping, DNS Lookup, HTTP, and SmartCheck. The default
Metho method is DNS Lookup. See Section 10.4 for configuration details.

If a health check test cannot be completed within the specified amount of time, the

Timeout test will be treated as failed.

Health Check

This is the time interval between each health check test.
Interval

Health Check

This is the number of consecutive check failures before treating a connection as down.

Retries
Recovery This is the number of responses required after a health check failure before freating a
Retries connection as up again.

Dynamic DNS Settings

Disabled v

Dynamic DNS Settings

This setting specifies the dynamic DNS service provider to be used for the WAN based on
supporfed dynamic DNS service providers:

e changeip.com
Dynamic DNS e dyndns.org
Service

. e no-ip.org
Provider

e tzo.com

e DNS-O-Matic

Select Disabled fo disable this feature. See Section 9.5 for configuration details.
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10.3 Wi-Fi WAN

To access Wi-Fi WAN settings, click Network>WAN>Details.

WAN Connection Settings

Wi-Fi WAN Default
Always on v
® Remain connected Disconnected
Auto '® Custom Value:|1500 Default
'@' ® Yes MNo

Wi-Fi Connection Settings

WAN Connection

Enter a name to represent this WAN connection.
Name

Schedule Click the drop-down menu to apply a time schedule to this interface.

This setting specifies the state of the WAN connection while in standby. The
Siandby State  available options are Remain Connected (hot standby) and Disconnect (cold
standby).

This setting specifies the maximum fransmission unit. By default, MTU is set fo
Custom 1440. You may adjust the MTU value by editing the text field. Click Default

MTU to restore the default MTU value. Select Auto and the appropriate MTU value will
be automatically detected. The auto-detection will run each time the WAN
connection establishes

Reply to ICMP | this setting is disabled, the WAN connection will not respond to ICMP ping
PING requests. By default, this setting is enabled.

Wi-Fi WAN Settings

* Auto Custom
':@:' Yas '® No
Wi-Fi WAN Settings
Channel Determine whether the channel will be automatically selected. If you select custom,

Selection the following table will appear:
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Scan Channels

Clear | Al
2oHGHE:
¥ 1 -
W+ @ o
L e

Roqming Checking this box will enable Wi-Fi roaming. Click the icon for additional options.

Connect fo Thi tioniis t ify whether the Wi-Fi WAN will tf d
s opfionis to spec ether the Wi- connect to any open mode
AnyOpen is opfi '| : p ify wi i-Fi Wi y op
access points it finds.
Mode AP

Bandwidth Allowance Monitor

':9:' ¥ Enable

[G} Email notification is currently disabled. You can get notified when usage
| hits 75%,/95% of monthly allowance by enabling Email Motification.

¥/ Disconnect when usage hits 100% of monthly allowance

On | 1st ¥ | of each month at 00:00 midnight

MEB ¥

Bandwidth Allowance Monitor

if Error! Reference source not found. is enabled, you will be notified by
mail when usage hits 75% and 95% of the monthly allowance.

Action If Disconnect when usage hits 100% of monthly allowance is checked, this WAN
connection will be disconnected automatically when the usage hits the monthly
allowance. It will not resume connection unless this option has been turned off or
the usage has been reset when a new billing cycle starts.

Start Day This option allows you to define which day of the month each billing cycle begins.

Monihly This field is for defining the maximum bandwidth usage allowed for the WAN
Allowance connection each month.
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Health Check Settings

@ DNS Lookup ¥

| Host 1:
Host 2:

¥ Use first two DNS servers as Health Check DNS Servers
Include public DNS servers

5 v second(s)

5 ¥ | second(s)

Health Check Settings

This setting specifies the health check method for the WAN connection. This value

Method can be configured as Disabled, PING, DNS Lookup, or HTTP. The default method is
DNS Lookup. For mobile Internet connections, the value of Method can be
configured as Disabled or SmartCheck.

Health Check Disabled

Health Check Settings

9 Disabled v
BN Health Check disabled. Network problam cannot be detected.

When Disabled is chosen in the Method field, the WAN connection will always be considered as up. The
connection will NOT be treated as down in the event of IP routing errors.

Health Check Method: PING

(@] PG v
0 Host 1:
Host 2:
¥ Use first two DNS servers as PING Hosts

ICMP ping packets will be issued fo test the connectivity with a configurable target IP address or
hostname. A WAN connection is considered as up if ping responses are received from either one or both
of the ping hosts.

This setting specifies IP addresses or hostnames with which connectivity is to be
tested via ICMP ping. If Use first two DNS servers as Ping Hosts is checked, the target

PING Hosts ping host will be the first DNS server for the corresponding WAN connection. Reliable
ping hosts with a high uptime should be considered. By default, the first two DNS
servers of the WAN connection are used as the ping hosts.

Health Check Method: DNS Lookup
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o DMS Lookup ¥

o Host 1:
Host 2:

¥ Use first two DNS servers as Health Check DNS Servers
Include public DNS servers

DNS lookups will be issued to test connectivity with target DNS servers. The connection will be treated as
up if DNS responses are received from one or both of the servers, regardless of whether the result was

positive or negative.

Health Check
DNS Servers

This field allows you to specify two DNS hosts' IP addresses with which connectivity is
to be tested via DNS Lookup.

If Use first two DNS servers as Health Check DNS Servers is checked, the first two DNS
servers will be the DNS lookup targets for checking a connection's health. If the box
is not checked, Host 1 must be filled, while a value for Host 2 is optional.

If Include public DNS servers is selected and no response is received from all
specified DNS servers, DNS lookups will also be issued to some public DNS servers. A
WAN connection will be treated as down only if there is also no response received
from the public DNS servers.

Connections will be considered as up if DNS responses are received from any one
of the health check DNS servers, regardless of a positive or negative result. By
default, the first two DNS servers of the WAN connection are used as the health
check DNS servers.

Health Check Method: HTTP

HTTP v

http://
Matching String:

9 http://

Matching String:

HTTP connections will be issued to test connectivity with configurable URLs and strings to match.

URL1

URL 2

WAN Settings>WAN Edit>Health Check Settings>URL1

The URL will be retrieved when performing an HTTP health check. When String to
Match is left blank, a health check will pass if the HTTP return code is between 200
and 299 (Note: HTTP redirection codes 301 or 302 are treated as failures). When
String to Match is filled, a health check will pass if the HTTP return code is between
200 and 299 and if the HTTP response content contains the string.

WAN Settings>WAN Edit>Health Check Settings>URL2
If URL2 is also provided, a health check will pass if either one of the tests passed.
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Other Health Check Settings

II.T'@; 5 v sacondis]

Ve s G
I..E;- 3 v

b : -

This setting specifies the timeout in seconds for ping/DNS lookup requests. The

Timeout default timeout is 5 seconds.

Health Check 1nis setting specifies the time interval in seconds between ping or DNS lookup
Interval requests. The default health check interval is 5 seconds.

This setting specifies the number of consecutive ping/DNS lookup tfimeouts after
which the Peplink Balance will treat the corresponding WAN connection as down.
Health (,:heCk Default health retries is set to 3. Using the default Health Retries setting of 3, the
Retries corresponding WAN connection will be treated as down after three consecutive
fimeouts.

This setting specifies the number of consecutive successful ping/DNS lookup

Recovery responses that must be received before the Peplink Balance freats a previously
. down WAN connection as up again. By default, Recover Retries is set to 3. Using the
Retries default setting, @ WAN connection that is treated as down will be considered as up

again upon receiving three consecutive successful ping/DNS lookup responses.

8l Dns-0-Matic

Dynamic DNS Settings

This setting specifies the dynamic DNS service provider to be used for the WAN.
Supported providers are:
e changeip.com
. . e dyndns.org
Service Provider . noiporg
e tzo.com
e DNS-O-Matic
Select Disabled to disable this feature.

User ID / User / This setting specifies the registered user name for the dynamic DNS service.
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Email

Password / Pass /
TZO Key

This setting specifies the password for the dynamic DNS service.

Update All Hosts  Check this box to automatically update all hosts.

This setting specifies a list of hostnames or domains to be associated with the
Hosts / Domain public Internet IP address of the WAN connection.

Important Note

In order to use dynamic DNS services, appropriate hosthame registration(s), as well as a valid account
with a supported dynamic DNS service provider, are required.

A dynamic DNS update is performed whenever a WAN's IP address is changed, such as when an [P is
changed after a DHCP IP refresh or reconnection.

Due to dynamic DNS service providers' policies, a dynamic DNS host expires automatically when the host
record has not been not updated for a long time. Therefore, the Peplink Balance performs an update
every 23 days, even if a WAN's IP address did not change.

10.3.1 Creating Wi-Fi Connection Profiles

You can manually create a profile to connect to a Wi-Fi connection. This is useful
for creating a profile for connecting to hidden-SSID access points. Click
Network>WAN>Details>Create Profile... to get started.

Wi-Fi Connection Profiles
Network Mame (SSID) Security

5 WPA/WPA2-Personal | % |

Open X l

Bt

%

=
| Create Profile...

This will open a window similar to the one shown below:
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Create Wi-Fi Connection Profile

Wi-Fi Connection

Open v
®* Obtain an IP address automatically
Static
OK Cancel
Wi-Fi Connection Profile Settings
Type Select whether the network will connect automatically or manually.
Network Enter a name to represent this Wi-Fi connection.
Name (SSID)
This option allows you to select which security policy is used for this wireless network.
Available options:
e Open
| [en ;
e WEP
Security il wEP v
(7]
i | # Hide Characters
e WPA/WPA2 - Personal
| wra/WPAZ-Personal
Securiiy wrad Key (7]

| # Hide Charactars

e WPA/WPA2 - Enterprise
security | wPa/WPAZ-Enterprise *

) PEAP 7

EAP/CHAP i

®  AnDrymioos
User Credentials
Other:
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10.4 WAN Health Check

To ensure fraffic is routed to healthy WAN connections only, the Pepwave router
can periodically check the health of each WAN connection. The health check
seftings for each WAN connection can be independently configured via
Network>WAN>Details.

Health Check Settings

This setting specifies the health check method for the WAN connection. This value

Method can be configured as Disabled, PING, DNS Lookup, or HTTP. The default method is
DNS Lookup. For mobile Internet connections, the value of Method can be
configured as Disabled or SmartCheck.

Health Check Disabled

(@) Disabled v
W [Hezlth Check diszbled. Network problem cannot be detected.

When Disabled is chosen in the Method field, the WAN connection will always be considered as up. The
connection will NOT be treated as down in the event of IP routing errors.

Health Check Method: PING

@) rin v
(@)|Host 1:
Host 2:
¢ Use first two DNS servers as PING Hosts

ICMP ping packets will be issued to test the connectivity with a configurable target IP address or
hostname. A WAN connection is considered as up if ping responses are received from either one or both
of the ping hosts.

This setting specifies IP addresses or hostnames with which connectivity is to be
tested via ICMP ping. If Use first two DNS servers as Ping Hosts is checked, the target

PING Hosts  ping host will be the first DNS server for the corresponding WAN connection. Reliable
ping hosts with a high uptime should be considered. By default, the first fwo DNS
servers of the WAN connection are used as the ping hosts.

Health Check Method: DNS Lookup

9 DNS Lookup v

(@) Host 1:

- Host 2:

¢ Use first two DNS servers as Health Check DNS Servers
Include public DNS servers

DNS lookups will be issued to test connectivity with target DNS servers. The connection will be treated as

up if DNS responses are received from one or both of the servers, regardless of whether the result was
positive or negative.

This field allows you to specify two DNS hosts’ IP addresses with which connectivity is
to be tested via DNS lookup.
Health Check !f Use first two DNS servers as Health Check DNS Servers is checked, the first fwo DNS
servers will be the DNS lookup targets for checking a connection's health. If the box
is not checked, Host 1 must be filled, while a value for Host 2 is optional.
If Include public DNS servers is selected and no response is received from alll
specified DNS servers, DNS lookups will also be issued to some public DNS servers. A

DNS Servers
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WAN connection will be treated as down only if there is also no response received
from the public DNS servers.

Connections will be considered as up if DNS responses are received from any one
of the health check DNS servers, regardless of a positive or negative result. By
default, the first two DNS servers of the WAN connection are used as the health
check DNS servers.

Health Check Method: HTTP

HTTP v

[9] http://

Matching String:

Iﬁgﬁl http://

Matching String:

HTTP connections will be issued to test connectivity with configurable URLs and strings to match.

URL1

URL 2

WAN Settings>WAN Edit>Health Check Settings>URL1

The URL will be retrieved when performing an HTTP health check. When String to
Match is left blank, a health check will pass if the HTTP return code is between 200
and 299 (Note: HTTP redirection codes 301 or 302 are freated as failures). When
String to Match is filled, a health check will pass if the HTTP return code is between
200 and 299 and if the HTTP response content contains the string.

WAN Settings>WAN Edit>Health Check Settings>URL2
If URL2 is also provided, a health check will pass if either one of the tests passed.

10 v |second(s)

(%2}

¥ | second(s)

W3]
-

() () () ()

Other Health Check Settings

Timeout

Health Check
Interval

Health Check
Retries

Recovery
Retries

This setting specifies the timeout in seconds for ping/DNS lookup requests. The
default fimeout is 5 seconds.

This setting specifies the time interval in seconds between ping or DNS lookup
requests. The default health check interval is 5 seconds.

This setting specifies the number of consecutive ping/DNS lookup timeouts after
which the Pepwave router will freat the corresponding WAN connection as down.
Default health retries is set to 3. Using the default Health Retries setting of 3, the
corresponding WAN connection will be treated as down after three consecutive
fimeouts.

This setting specifies the number of consecutive successful ping/DNS lookup
responses that must be received before the Pepwave router treats a previously
down WAN connection as up again. By default, Recover Retries is set fo 3. Using the
default setting, a WAN connection that is treated as down will be considered as up
again upon receiving three consecutive successful ping/DNS lookup responses.
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Automatic Public DNS Server Check on DNS Test Failure

When the health check method is set to DNS Lookup and health checks fail, the Pepwave router will
automatically perform DNS lookups on public DNS servers. If the tests are successful, the WAN may not be
down, but rather the target DNS server malfunctioned. You will see the following warning message on the
main page:

», Failed to receive DNS response from the health-check DNS servers for WAN connection 3.
But public DNS server lookup test via the WAN passed. So please check the DNS server
settings.

10.5 Dynamic DNS Settings

Pepwave routers are capable of registering the domain name relationships to
dynamic DNS service providers. Through registration with dynamic DNS service
provider(s), the default public Internet IP address of each WAN connection can
be associated with a host name. With dynamic DNS service enabled for a WAN
connection, you can connect fo your WAN's IP address from the external, even
if its IP address is dynamic. You must register for an account from the listed
dynamic DNS service providers before enabling this option.

If the WAN connection's IP address is a reserved private IP address (i.e., behind a
NAT router), the public IP of each WAN will be automatically reported to the
DNS service provider.

Either upon a change in IP addresses or every 23 days without link reconnection,
the Pepwave router will connect to the dynamic DNS service provider to
perform an IP address update within the provider's records.

The settings for dynamic DNS service provider(s) and the association of
hosthame(s) are configured via Network>WAN>Details>Dynamic DNS Service
Provider/Dynamic DNS Settings.

changeip.com v

Dynamic DNS Settings

Dynamic DNS This setting specifies the dynamic DNS service provider to be used for the WAN
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based on supported dynamic DNS service providers:

changeip.com

dyndns.org

no-ip.org

tzo.com

DNS-O-Matic

Others...
Support custom Dynamic DNS servers by entering its URL. Works
with any service compatible with DynDNS API.

Select Disabled to disable this feature.

Account Name /
Email Address

Password / TZO
Key

This setting specifies the registered user name for the dynamic DNS service.

This setting specifies the password for the dynamic DNS service.

This field allows you to specify a list of host names or domains fo be associated
Hosts / Domain with the public Internet IP address of the WAN connection. If you need to enter
more than one host, use a carriage refurn to separate them.

Important Note

In order to use dynamic DNS services, appropriate host name registration(s) and a valid account with a
supported dynamic DNS service provider are required. A dynamic DNS update is performed whenever a
WAN's IP address changes (e.g., the IP is changed after a DHCP IP refresh, reconnection, etc.). Due to
dynamic DNS service providers' policy, a dynamic DNS host will automatically expire if the host record
has not been updated for a long time. Therefore the Pepwave router performs an update every 23 days,
even if a WAN's IP address has not changed.
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11 Advanced Wi-Fi Settings

Wi-Fi settings can be configured at Advanced>Wi-Fi Settings (or AP>Settings on
some models). Note that menus displayed can vary by model.

Important Note

80.2.11ng

1 {2412 GHz)

". IR i ' Auto

Boost

—e

.An..-_nr =
lq-’u-«..-ur *1'\ N

Wi-Fi AP Settings

This option allows you to specify whether 802.11b and/or 802.11g client
Protocol associatfion requests will be accepted. Available options are 802.11ng and
802.11na. By default, 802.11ng is selected.

Ch | This option allows you to select which 802.11 RF channel will be utilized. Channel
année 1(2.412 GHz) is selected by default.

. Available options are 20 MHz, 40 MHz, and Auto (20/40 MHz) . Default is Auto
Channel Width 5,40 MHz), which allows both widths fo be used simultaneously.

This option is for specifying the transmission output power for the Wi-Fi AP. There
OUpri Power are 4 relative power levels available - Max, High, Mid, and Low. The actual
output power will be bound by the regulatory limits of the selected country.
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Advanced Wi-Fi AP settings can be displayed by clicking the K4 on the top right-
hand corner of the Wi-Fi AP Settings section, which can be found at AP>Settings.
Other models will display a separate section called Wi-Fi AP Advanced Settings,

which can be found at Advanced>Wi-Fi Settings.

1 MBS i

1 00ms L

q

25 WE

# Enahble

| [elofolole

Short ® Long

Wi-Fi AP Advanced Settings

This option is for setting the transmit bit rate for sending a beacon. By default,
1Mbps is selected.

Beacon Rate A

This option is for setting the fime interval between each beacon. By default,
A
Beacon Interval 100ms is selected.

This field allows you to set the frequency for the beacon to include delivery traffic
DTIM A indication messages. The interval is measured in milliseconds. The default value is
setto 1 ms.

. This field is for specifying the unit wait time before fransmitting a packet. By
A

Slot Time default, this field is set to 9 us.

This field is for setting the wait time to receive an acknowledgement packet
before performing a retransmission. By default, this field is set fo 48 ps.

ACK Timeout A
Frame This option allows you to enable frame aggregation to increase fransmission
Aggregation A throughput.

This is where you opt for a short or long guard period interval for your

A
Guard Interval fransmissions.

A - Advanced feature, please click the £ button on the top right-hand corner to
activate.
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Wi-Fi WAN settings can be configured at Advanced>Wi-Fi Settings (or
Advanced>Wi-Fi WAN or some models).

il 20740 MHz .
il Auto r
' || Max o Boost

Wi-Fi WAN Settings

. Available options are 20/40 MHz and 20 MHz. Default is 20/40 MHz, which allows
Channel Width both widths to be used simultaneously.

This option allows you to select a specific bit rate for data transfer over the
device's Wi-Fi network. By default, Auto is selected.

Bit Rate

This option is for specifying the fransmission output power for the Wi-Fi AP. There
are 4 relative power levels available — Max, High, Mid, and Low. The actual

OUipUi Power output power will be bound by the regulatory limits of the selected country.
Note that selecting the Boost option may cause the MAX's radio output to
exceed local regulatory limits.
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12 MediaFast Configuration

MediaFast settings can be configured from the Network menu.
12.1 Setting Up MediaFast Content Caching

To access MediaFast content caching settings, select Advanced>Cache

Pamains / T Addre: il - cacheall
* Whitehst
Blacklist
ted.com
-U' Any ® Custom
Netaork Sabret Mask
10.8,41.0 255,255, 255.0 {/24) ¥ ¥
10.8,76.0 255,255, 255.0 {/24) - o
255,255, 265.0 [/24) " +
* Audia
Y Images
¥ 0S5/ Application Updates
L[ File Extension Lifetime {days)
1pg 30 x
+

Cache Control Settings

Domain Choose to Cache on all domains, or entfer domain names and then choose either
Cache the specified domains only or Do not cache the specified domains.

Source IP This setting allows caching to be applied to the user-specified IP subnets. If "Any" is
Subnet selected, then caching will apply to all subnets.

Check these boxes to cache the listed content types or leave boxes unchecked to
disable caching for the listed types.

Content Type

Enter a file extension, such as JPG or DOC. Then enter a lifetime in days to specify

Cache lifetime
how long files with that extension will be cached. Add or delete entries using the

Settings controls on the right.
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12.2 Scheduling Content Prefetching

Content prefetching allows you to download content on a schedule that you
define, which can help to preserve network bandwidth during busy times and
keep costs down. To access MediaFast content prefetching settings, select
Advanced >Prefetch Schedule.

Prefetch Schedule

Tt T
* Coursr Progress Downloeding 04-11 06:00 O04-0% 03:03 - f l::'.':i [ | P-"" x
B Natipnal Geog Ready 04:11 0D:00  DA-0% 0000 00:01 v 4,98 kB E 3 & x
b Syllabas Downloeding 04-11 G6:00 04-09 06:00 - ;. o8 i Fi x
LRl Ready 09-11 0000 04-09 02:03 00101 v 115,91 kB F 3 F 4 X
B pag Rizady O0d-11 0000 04-08 0000 0001 v 62,26 kB E 3 F X
Hew Schedule

Clear Web Cache Clear Statistics
Prefetch Schedule Settings

Name This field displays the name given to the scheduled download.
Status Check the status of your scheduled download here.
Next Run

These fields display the date and time of the next and most recent occurrences of

Tlme/LGSt Run the scheduled download.

Time

Check this field to ensure that the most recent download took as long as expected
to complete. A value that is too low might indicate an incomplete download or
incorrectly specified download target, while a value that is too long could mean a
download with an incorrectly specified target or stop time.

Last Duration

Result This field indicates whether downloads are in progress () or complete (+ ).

Check this field to ensure that the most recent download file size is within the
expected range. A value that is too low might indicate an incomplete download or

Last Download incorrectly specified download target, while a value that is too long could mean a
download with an incorrectly specified target or stop time. This field is also useful for
quickly seeing which downloads are consuming the most storage space.

To begin a scheduled download immediately, click <

. To cancel a scheduled download, click =1,
Actions -
To edit a scheduled download, click © * 1,

To delete a scheduled download, click | * .
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Click to begin creating a new scheduled download. Clicking the button will cause
the following screen to appear:

MediaF asi Schedule

Cachwe Peplink 'Wessibe

2

al
New Schedule " o mrg e .-

Depth N 2 7 [evein | Delnil
Timn 1 Tromy | 00 ¥ 00 ¥ koo al ¥ 00 F
Mupsat N E.cryiay

Simply provide the requested information to create your schedule.

Clear Web To clear all cached content, click this button. Note that this action cannot be
Cache undone.

Clear Statistics To clear all prefetch and status page statistics, click this button.
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12.3 Viewing MediaFast Statistics

f User Manual

To get details on storage and bandwidth usage, select Status>MediaFast.

Usage (2015-09-28 to 2015-10-28)

Sep '14

Details (Total From Cache 32.38 GB
Domain Usage Sort By | Total Bandwidth

apple.com
googlevideo.
ubuntu.com

googlevideo.com [
Total Bandwidth 26.54 GB |

25.34 GB
microsoft.cof _ ~
) From Cache 1.20 GB
baidu.com
gvtl.com

vimeocdn.com |
alicdn.com I
google.com
storage.googl

Content Type Usage Sort By | Total Bandwidth ¥

Other )
Video |

Images [ |
Applications |

Audio |

Sep Oct Oa Oa Oct O Oc

Web Usage

Zoom 2d 1w 1m 6m 1y All Update Every Hour Minute
, i
5GB | l
ity l' r" i ;
3 | PR ] |
0B L"" Y3 | _."\_,____J’{j.'-“\_j!'- A ,r'\"\._.).h'\_‘ ___________ E! v‘.___r'f‘b\_,u'.\“:w(:gn\_.ﬁ“‘ A O i K }'-.i?,._}*.." i i) f.g.'.,__:i:I'/\_,\
30. Py 4 6 8. 10 12. 14. 16. 18. 20, 22. 24, 26. 28.

Ot Oct Oct Oct Oct Oct Oct Oct

97.45 GB)
Client Usage

_ | Chart ~
Sort By | Total Bandwidth v |

10.8.41.3
10.8.76.30
10.8.8.235
10.8.8.230
10.8.8.219
10.8.76.32
10.8.9.28
10.8.9.40
10.8.5.1
10.8.9.30

File Extension Usage Sort By | Total Bandwidth

(empty) =

ts |

ipa ||
pkg ==
irg =i

zip ||

deb |

is 5]

bz2 |

png |
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13 Bandwidth Bonding SpeedFusion™ / PepVPN

Bonded DSL |
Bonded 3G i Cable / Leased Line

- L NN NN 9 Pa®
...-_'If g O W /_\_/

Maobile Internat

Py

Office

Pepwave bandwidth bonding SpeedFusionTM is our patented technology that
enables our SD-WAN routers to bond multiple Internet connections to increase
site-to-site bandwidth and reliability. SpeedFusion functionality securely connects
your Pepwave router to another Pepwave or Peplink device (Peplink Balance
210/310/380/580/710/1350 only). Data, voice, or video communications between
these locations are kept confidential across the public Internet.

Bandwidth bonding SpeedFusion™ is specifically designed for multi-WAN
environments. In case of failures and network congestion at one or more WANS,
other WANs can be used to continue carrying the network traffic.

Different models of our SD-WAN routers have different numbers of site-to-site
connections allowed. End-users who need to have more site-to-site connections
can purchase a SpeedFusion license to increase the number of site-to-site
connections allowed.

Pepwave routers can aggregate all WAN connections’ bandwidth for routing
SpeedFusion™ traffic. Unless all the WAN connections of one site are down,
Pepwave routers can keep the VPN up and running.

VPN bandwidth bonding is supported in Firmware 5.1 or above. All available
bandwidth will be utilized to establish the VPN tunnel, and all fraffic will be load
balanced at packet level across all links. VPN bandwidth bonding is enabled by
default.
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13.1 PepVPN

To configure PepVPN and SpeedFusion, navigate to Advanced>SpeedFusion™
or Advanced>PepVPN.

PepVPN with SpeedFusion™ %

@ InControl management enabled, Settings can now be configured on InControl.

Remote ID Remote Address(es)

| FL Office 8345-5F7A-DES7 x|

_New Profile |

Send all Traffic To

Mo PepVPN profile selected [# |

PepVPN

€| MAX_HD2_DEF1 &

Link Failure Detection

@ ® Recommended (Approx. 15 secs)
| U/ Fast (Approx. & secs)
") Faster (Approx. 2 secs)

7l Extreme (Under 1 sec)
Shorter detection time incurs more health checks and higher bandwidth overhead

| Save :i

The local LAN subnet and subnets behind the LAN (defined under Static

Route on the LAN settings page) will be advertised to the VPN. All VPN members
(branch offices and headquarters) will be able to route to local subnets.

Note that all LAN subnets and the subnets behind them must be unique.
Otherwise, VPN members will not be able to access each other.

All data can be routed over the VPN using the 256-bit AES encryption standard.
To configure, navigate to Advanced>SpeedFusion™ or Advanced>PepVPN and
click the New Profile button to create a new VPN profile (you may have to first
save the displayed default profile in order to acesss the New Profile button).
Each profile specifies the settings for making VPN connection with one remote
Pepwave or Peplink device. Note that available settings vary by model.
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PepVPN Profile @

|| Balance 2942-1257-1241

'

Supported

ﬂ * B 256-bit AES ) BaOFF

® Remaote ID / Pre-shared Key X.509

Remote ID Pre-shared Key
Balance 9875-A63D-92AS sssssnsssssnne

Untagged LAN ¥

(9 ()

If this field is empty, this field on the remote unit must be filled

® Default Custormn

() () () ()

A list of defined SpeedFusion connection profiles and a Link Failure Detection
Time option will be shown. Click the New Profile button to create a new VPN
connection profile for making a VPN connection to a remote Peplink Balance
via the available WAN connections. Each profile is for making a VPN connection
with one remote Peplink Balance.

PepVPN Profile Settings

This field is for specifying a name to represent this profile. The name can be any
Name combination of alphanumeric characters (0-9, A-Z, a-z), underscores (_), dashes (-),
and/or non-leading/trailing spaces ().

When this box is checked, this VPN connection profile will be enabled. Otherwise, it

Active will be disabled.

By default, VPN traffic is encrypted with 256-bit AES. If Off is selected on both sides
of a VPN connection, no encryption will be applied.

Encryption

Select from By Remote ID Only, Preshared Key, or X.509 to specify the method the
Avuthentication Peplink Balance will use to authenticate peers. When selecting By Remote ID Only,
be sure to enter a unique peer ID number in the Remote ID field.

This optional field becomes available when Remote ID / Pre-shared Key is selected
as the Peplink Balance's VPN Authentication method, as explained above. Pre-
Remote ID /  shared key defines the pre-shared key used for this particular VPN connection. The
Pre-shared Key VPN connection's session key will be further protected by the pre-shared key. The
connection will be up only if the pre-shared keys on each side match. When the
peer is running firmware 5.0+, this setting will be ignored.
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Remote
ID/Remote
Certificate

Allow Shared
Remote ID

NAT Mode

Remote IP
Address / Host
Names
(Optional)

Data Port

Bandwidth Limit

Cost

WAN
Smoothing#

Enter Remote IDs either by typing out each Remote ID and Pre-shared Key, or by

pasting a CSV. If you wish to paste a CSV, click the icon next to the “Remote ID /
Preshared Key" setfing.

These optional fields become available when X.509 is selected as the Peplink
Balance's VPN authentication method, as explained above. To authenticate VPN
connections using X.509 certificates, copy and paste certificate details info these
fields. To get more information on a listed X.509 certificate, click the Show Details
link below the field.

When this option is enabled, the router will allow multiple peers to run using the
same remote ID.

Check this box to allow the local DHCP server to assign an IP address to the remote
peer. When NAT Mode is enabled, all remote traffic over the VPN will be tagged
with the assigned IP address using network address franslation.

If NAT Mode is not enabled, you can enter a remote peer's WAN IP address or
hostname(s) here. If the remote uses more than one address, enter only one of
them here. Multiple hosthames are allowed and can be separated by a space
character or carriage return. Dynamic-DNS host names are also accepted.

This field is optional. With this field filled, the Peplink Balance will initiate connection
to each of the remote IP addresses until it succeeds in making a connection. If the
field is empty, the Peplink Balance will wait for connection from the remote peer.
Therefore, at least one of the two VPN peers must specify this value. Otherwise, VPN
connections cannot be established.

This field is used to specify a UDP port number for fransporting outgoing VPN data. If
Default is selected, UDP port 4500 will be used. Port 32015 will be used if the remote
unit uses Firmware prior to version 5.4 or if port 4500 is unavailable. If Custom is
selected, enter an outgoing port number from 1 fo 65535.

Define maximum download and upload speed to each individual peer. This
functionality requires the peer to use PepVPN version 4.0.0 or above.

Define path cost for this profile.
OSPF will determine the best route through the network using the assigned cost.

Default: 10

Select the degree to which WAN Smoothing will be implemented across your WAN
links.

A - Advanced feature, please click the £ button on the top right-hand corner to

activate.

To enable Layer 2 Bridging between PepVPN profiles, navigate to
Network>LAN>Basic Settings>*LAN Profile Name* and refer to instructions in
section 9.1
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WAN Connection Priority @

Priority Direction Egg?;g fo E:te.fg ?#Zﬁ’-eﬁaséigﬁﬂ?si
(ms) (ms)
1 (Highest) v ||| Up/Down ¥ || All v
1 (Highest) v ||| Up/Down ¥ || All v
1 (Highest) v ||| Up/Down ¥ || All v
1 (Highest) v |||Up/Down ¥ || All v
1 (Highest) v ||| Up/Down ¥ || All v
1 (Highest) v ||| Up/Down ¥ || All v

WAN Connection Priority

If your device supports it, you can specify the priority of WAN connections to be
used for making VPN connections. WAN connections set to OFF will never be used.

WAN Only available WAN connections with the highest priority will be used.

Connection
Priority

To enable asymmetric connections, connection mapping to remote WANSs, cut-off
latency, and packet loss suspension time, click the button.

Send aAll Traffic To
Mo PepVPN profile selected r4
Send All Traffic To

¥

This feature allows you to redirect all fraffic to a specified PepVPN connection. Click the
select your connection and the following menu will appear:

button to

* Backup Sir Sslares-4010- 1825008200 *
NS Serve

B.EEA

R

You could also specify a DNS server to resolve incoming DNS requests. Click the checkbox next to Backup
Site to designate a backup SpeedFusion profile that will take over, should the main PepVPN connection
fail.

Outbound Policy/PepVPN Outbound Custom Rules

Some models allow you to set outbound policy and custom outbound rules from Advanced>PepVPN. See
Section 14 for more information on outbound policy settings.
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Lo [ | Max_HDZ_8DIC g

PepVPN Local ID

The local ID is a text string to identify this local unit when establishing a VPN connection. When creating a

7

profile on a remote unit, this local ID must be entered in the remote unit's Remote ID field. Click the
icon to edit Local ID.

® Default Custom

® High (firmware 5.3+) Latest (firmware 6.2+)

i@) Recommended (Approx. 15 secs)
Fast (Approx. 6 secs)
Faster (Approx. 2 secs)

* Extreme (Under 1 sec)
Shorter detection time incurs more health checks and higher bandwidth overhead

PepVPN Settings

Handshake 16 designate a custom handshake port (TCP), click the custom radio button and
PortA enter the port number you wish to designate.

Backward Determine the level of backward compatibility needed for PepVPN tunnels. The use
C tibilit of the Latest setting is recommended as it willimprove the performance and
ompatibility ogjience of SpeedFusion connections.

The bonded VPN can detect routing failures on the path between two sites over
each WAN connection. Failed WAN connections will not be used to route VPN
fraffic. Health check packets are sent to the remote unit to detect any failure. The
more frequently checks are sent, the shorter the detection time, although more
bandwidth will be consumed.
Link Failure When Recommended (default) is selected, a health check packet is sent every five
. . seconds, and the expected detection time is 15 seconds.

Detection Time When Fast is selected, a health check packet is sent every three seconds, and the

expected detection time is six seconds.

When Faster is selected, a health check packet is sent every second, and the

expected detection fime is two seconds.

When Extreme is selected, a health check packet is sent every 0.1 second, and the

expected detection time is less than one second.

A - Advanced feature, please click the Ed button on the top right-hand corner to
activate.
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Important Note

Peplink proprietary SpeedFusion™ uses TCP port 32015 and UDP port 4500 for establishing VPN
connections. If you have a firewall in front of your Pepwave devices, you will need to add firewall rules for
these ports and protocols to allow inbound and outbound traffic to pass through the firewall.

Tip
Want to know more about VPN sub-second session failover?2 Visit our YouTube Channel for a video
tutoriall

http://youtu.be/TLQgdpPSY88
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13.2 The Pepwave Router Behind a NAT Router

Pepwave routers support establishing SpeedFusion™ over WAN connections
which are behind a NAT (nhetwork address franslation) router.

To enable a WAN connection behind a NAT router to accept VPN connections,
you can configure the NAT router in front of the WAN connection to inbound
port-forward TCP port 32015 to the Pepwave router.

If one or more WAN connections on Unit A can accept VPN connections (by
means of port forwarding or not), while none of the WAN connections on the
peer Unit B can do so, you should enter all of Unit A's public IP addresses or
hostnames into Unit B's Remote IP Addresses / Host Names field. Leave the field
in Unit A blank. With this setting, a SpeedFusion™ connection can be set up and
all WAN connections on both sides will be utilized.

See the following diagram for an example of this setup in use:

Rowiter B

Fa i i

iy L ianin E:\‘;\;L) Kon-HAT roulor
\_-- = P03 % x Q (D MAT router

Fautor A

One of the WANs connected to Router Ais non-NAT'd (212.1.1.1). The rest of the
WANs connected to Router A and all WANs connected to Router B are NAT'd. In
this case, the Peer IP Addresses / Host Names field for Router B should be filled
with all of Router A's hostnames or public IP addresses (i.e., 212.1.1.1,212.2.2.2,
and 212.3.3.3), and the field in Router A can be left blank. The two NAT routers
on WANT and WANS3 connected to Router A should inbound port-forward TCP
port 32015 to Router A so that all WANs will be utilized in establishing the VPN.
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13.3 SpeedFusion™ Status

SpeedFusion™ status is shown in the Dashboard. The connection status of each
connection profile is shown as below.

SpeedFusion™

& Established
& Established

After clicking the Status button at the top right corner of the SpeedFusion™
table, you will be forwarded to Status>SpeedFusion™, where you can view
subnet and WAN connection information for each VPN peer. Please refer to
Section 22.4 for details.

IP Subnets Must Be Unique Among VPN Peers

The entire inferconnected SpeedFusion™ network is a single non-NAT IP network. Avoid duplicating
subnets in your sites to prevent connectivity problems when accessing those subnets.
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14 IPsec VPN

IPsec VPN functionality securely connects one or more branch offices to your
company's main headquarters or to other branches. Data, voice, and video
communications between these locations are kept safe and confidential across
the public Internet.

IPsec VPN on Pepwave routers is specially designed for multi-WAN environments.
For instance, if a user sets up multiple IPsec profiles for a multi-WAN environment
and WANT is connected and healthy, IPsec traffic will go through this link.
However, should unforeseen problems (e.g., unplugged cables or ISP problems)
cause WANT to go down, our IPsec implementation will make use of WAN2 and
WANS for failover.

14.1 IPsec VPN Settings

Many Pepwave products can make multiple IPsec VPN connections with
Peplink, Pepwave, Cisco, and Juniper routers. Note that all LAN subnets and the
subnets behind them must be unique. Otherwise, VPN members will not be able
to access each other. All data can be routed over the VPN with a selection of
encryption standards, such as 3DES, AES-128, and AES-256. To configure IPsec
VPN on Pepwave devices that support it, navigate to Advanced>IPsec VPN.

NAT-Traversal Enabled ‘ & |

IPsec VPN Profiles Remote Networks
New Profile

Pepwave MAX IPsec only supports network-to-network connection with Cisco, Juniper or Pepwave MAX devices.

A NAT-Traversal option and list of defined IPsec VPN profiles will be shown. NAT-
Traversal should be enabled if your system is behind a NAT router. Click the New
Profile button to create new IPsec VPN profiles that make VPN connections to
remote Pepwave, Cisco, or Juniper routers via available WAN connections. To
edit any of the profiles, click on its associated connection name in the leftmost
column.

IPsec VPN Profile
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Profile 1

¥/ | WAN 2 i

(2 12.12.12.12

|£))| Propose the following networks to remote gateway:

O 172.16.1.1/24
[ 172.16.2.1/24
(] 172.16.3.1/24
& 10.10.0.1/32
192.168.10.0/24
| 192.168.11.0/24
O

Apply the following NAT policies:
172.16.1.0/24 192.168.10.0/24
172.16.2.0/24 10.10.0.1/32

©
©
M 172.16.3.11/32 © 192.168.11.101/32
172.16.3.21/32 © 192.168.11.201/32
© 1

I:‘ Ii.-’. al et K | AT N
MNetwork Subnet Mask
192.167.11.193 255.255.255.0 (/24) v ||| <

® Preshared Key %.509 Certificate

® Main Mode (All WANs need to have Static IP)
Aggressive Mode

¥ Hide Characters

1 AES-256 & SHAL hd

¥ Group 2: MODP 1024
Group 5: MODP 1536

3600 seconds | Default |
1| AES-256 & SHA1L d

2 _____ v

2! 'None

Group 2: MODP 1024
Group 5: MODP 1536

28800 seconds | Default

IPsec VPN Settings

Name This field is for specifying a local name fo represent this connection profile.
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Active

Connect Upon
Disconnection
of

Remote
Gateway IP
Address / Host
Name

Local
Networks

Remote
Networks

Authentication

Mode

Force UDP
Encapsulation

Pre-shared
Key

Remote
Certificate
(pem

When this box is checked, this IPsec VPN connection profile will be enabled.
Otherwise, it will be disabled.

Check this box and select a WAN to connect to this VPN automatically when the
specified WAN is disconnected.

Enter the remote peer’s public IP address. For Aggressive Mode, this is optional.

Enter the local LAN subnets here. If you have defined static routes, they will be
shown here.

Using NAT, you can map a specific local network / IP address to another, and the
packets received by remote gateway will appear to be coming from the
mapped network / IP address. This allow you to establish IPsec connection to a
remote site that has one or more subnets overlapped with local site.

Two types of NAT policies can be defined:

One-to-One NAT policy: if the defined subnet in Local Network and NAT Network
has the same size, for example, policy "192.168.50.0/24 > 172.16.1.0/24" will
franslate the local IP address 192.168.50.10 to 172.16.1.10 and 192.168.50.20 o
172.16.1.20. This is a bidirectional mapping which means clients in remote site can
initiate connection fo the local clients using the mapped address too.

Many-to-One NAT policy: if the defined NAT Network on the right hand side is an
IP address (or having a network prefix /32), for example, policy "192.168.1.0/24 >
172.168.50.1/32" will translate all clients in 192.168.1.0/24 network to 172.168.50.1.
This is a unidirectional mapping which means clients in remote site will not be able
fo initiate connection to the local clients.

Enter the LAN and subnets that are located at the remote site here.

To access your VPN, clients will need to authenticate by your choice of methods.
Choose between the Preshared Key and X.509 Certificate methods of
authentication.

Choose Main Mode if both IPsec peers use static IP addresses. Choose Aggressive
Mode if one of the IPsec peers uses dynamic IP addresses.

For forced UDP encapsulation regardless of NAT-fraversal, tick this checkbox.

This defines the peer authentication pre-shared key used to authenticate this VPN
connection. The connection will be up only if the pre-shared keys on each side
match.

Available only when X.509 Certificate is chosen as the Authentication method, this
field allows you to paste a valid X.509 certificate.
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encoded)

In Main Mode, this field can be left blank. In Aggressive Mode, if Remote Gateway
Local ID IP Address is filled on this end and the peer end, this field can be left blank.
Otherwise, this field is typically a U-FQDN.

In Main Mode, this field can be left blank. In Aggressive Mode, if Remote Gateway
Remote ID IP Address is filled on this end and the peer end, this field can be left blank.
Otherwise, this field is typically a U-FQDN.

Phase 1 (|KE) In Main Mode, this allows setting up to six encryption standards, in descending
order of priority, to be used in initial connection key negotiations. In Aggressive

Proposal Mode, only one selection is permitted.

This is the Diffie-Hellman group used within IKE. This allows two parties to establish a
shared secret over an insecure communications channel. The larger the group
Phase 1 DH number, the higher the security.
Group Group 2: 1024-bit is the default value.
Group 5: 1536-bit is the alternative option.

Phase 1 SA  1his setting specifies the lifetime limit of this Phase 1 Security Association. By
Lifetime default, it is set at 3600 seconds.

Phase 2 (ESP) In Main Mode, this allows setting up to six encrypfion standards, in descending
order of priority, to be used for the IP data that is being transferred. In Aggressive

Proposal Mode, only one selection is permitted.

Perfect forward secrecy (PFS) ensures that if a key was compromised, the

aftacker will be able to access only the data protected by that key.

None - Do not request for PFS when initiating connection. However, since there is
Phase 2 PFS 1o valid reason to refuse PFS, the system will allow the connection to use PFS if

Group requested by the remote peer. This is the default value.

Group 2: 1024-bit Diffie-Hellman group. The larger the group number, the higher

the security.

Group 5: 1536-bit is the third opftion.

Phase 2 SA  This setting specifies the lifetime limit of this Phase 2 Security Association. By
Lifetime default, it is set at 28800 seconds.

WAN Connection Priority

Priority WAN Selection
1 WARN 1 ¥
2 ----- v

WAN Connection Priority

WAN Connection Select the appropriate WAN connection from the drop-down menu.
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15 Outbound Policy Management

Pepwave routers can flexibly manage and load balance outbound tfraffic
among WAN connections.

Important Note

Outbound policy is applied only when more than one WAN connection is active.

The settings for managing and load balancing outbound traffic are located at
Advanced>Outbound Policy or Advanced>PepVPN, depending on the model.

Outbound Policy @)
Custom @
Rules (WDrag and drop rows to change rule order) @
. - P Protocol

Service Algorithm Source Destination / Port

Persistence (Src) TCP

(Auto) Gy Gy 443 L% |

(Auta)

Add Rule |

15.1 Outbound Policy

Outbound policies for managing and load balancing outbound traffic are
located at

Network>Outbound Policy> or Advanced>PepVPN>Outbound Policy.

Outbound Policy a

Select an Outbound Policy

Custom Save Cancel

There are three main selections for the outbound traffic policy:
e High Application Compatibility
e Normal Application Compatibility
e Custom

Note that some Pepwave routers provide only the Send All Traffic To setting
here. See Section 12.1 for details.

Outbound Policy Settings
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High Outbound fraffic from a source LAN device is routed through the same WAN
Application  connection regardiess of the destination Internet IP address and protocol. This
Compqtibility option provides the highest application compatibility.

Normal Outbound traffic from a source LAN device to the same destination Internet IP

. . address will be routed through the same WAN connection persistently, regardless of

Application e ) X L o )
o, protocol. This option provides high compatibility to most applications, and users still

Compatibility  ,enefit from WAN link load balancing when multiple Internet servers are accessed.

Outbound traffic behavior can be managed by defining rules in a custom rule
Custom table. A default rule can be defined for connections that cannot be matched with
any of the rules.

The default policy is Normal Application Compatibility.
Tip

Want to know more about creating outbound rules? Visit our YouTube Channel for a video tutoriall
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http://youtu.be/rKH4AS_bQnE

15.2 Custom Rules for Outbound Policy

Click in the Outbound Policy form. Choose Custom and press the Save
button.
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Outbound Policy ©)
Custom F 1

Rules (WDrag and drop rows to change rule order)

Protocol

Service Algorithm Source Destination / Port
Persistence (Src) An IP Metwork TCP [V
(Auto) ¥ 192.168.50.0/24 443
| (Auto)
Add Rule
Expert Mode @)
Enabled [

The bottom-most rule is Default. Edit this rule to change the device’s default
manner of controlling outbound traffic for all connections that do not match

any of the rules above it. Under the Service heading, click Default to change
these settings.

To rearrange the priority of outbound rules, drag and drop them into the desired
sequence.

Edit Default Custom Rule

'9 ® custom O Auto
(@)l weighted Balance ¥
.:@:. WAN 1 10
©
WAN 2 10
L
Wi-Fi WAN 10
L
Cellular 1 10
L
Cellular 2 10
L
uUsB 10
L
'9 Enable

Save Cancel

By default, Auto is selected as the Default Rule. You can select Custom to
change the algorithm to be used. Please refer to the upcoming sections for the
details on the available algorithm:s.

To create a custom rule, click Add Rule at the bottom of the table. Note that
some Pepwave routers display this button at Advanced>PepVPN>PepVPN
Ouvutbound Custom Rules.



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual

Add a New Custom Rule a

4| Always on v
Any v
Q IP Network Mask:
355.355.055.0 (/24) ¥
a Any ¥ 4| :: Protocol Selection Tool :: ¥
a Weighted Balance ¥
Q WAN 1 10
e
WAN 2 10
L
Wi-Fi WAN 10
-
Cellular 1 10
-
Cellular 2 10
-
usB 10
A
Q Enable

Save Cancel

New Custom Rule Settings

Service Name This setting specifies the name of the outbound traffic rule.

This setting specifies whether the outbound traffic rule takes effect. When Enable is
checked, the rule takes effect: traffic is matched and actions are taken by the
Pepwave router based on the other parameters of the rule. When Enable is
unchecked, the rule does not take effect: the Pepwave router disregards the other
Enable
parameters of the rule.
Click the drop-down menu next to the checkbox to apply a time schedule to this
customrule.

This setting specifies the source IP address, IP network, or MAC address for traffic

Source that matches the rule.

This setting specifies the destination IP address, IP network, or domain name for
fraffic that matches the rule.

:Domain Name

Any

IP Address

1| IP Metwork

— 3 Domain Name

Destination If Domain Name is chosen and a domain name, such as foobar.com, is entered,
any outgoing accesses to foobar.com and *.foobar.com will match this criterion.
You may enter a wildcard (.*) at the end of a domain name to match any host with
a name having the domain name in the middle. If you enter foobar.*, for example,
www.foobar.com, www.foobar.co.jp, or foobar.co.uk will also match. Placing
wildcards in any other position is not supported.
NOTE: if a server has one Internet IP address and multiple server names, and if one
of the names is defined here, accesses to any one of the server names will also

(O
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Protocol and Port

Algorithm

Terminate
Sessions on Link
Recovery

match this rule.

This setting specifies the IP protocol and port of traffic that matches this rule.

This setting specifies the behavior of the Pepwave router for the custom rule.
One of the following values can be selected (note that some Pepwave routers
provide only some of these options):

. Weighted Balance

. Persistence

. Enforced

. Priority

. Overflow

o Least Used

. Lowest Latency
The upcoming sections detail the listed algorithms.
This setting specifies whether to terminate existing IP sessions on a less preferred
WAN connection in the event that a more preferred WAN connection is recovered.
This setting is applicable to the Weighted, Persistence, and Priority algorithms. By
default, this setting is disabled. In this case, existing IP sessions will not be terminated
or affected when any other WAN connection is recovered. When this setting is
enabled, existing IP sessions may be terminated when another WAN connection is

recovered, such that only the preferred healthy WAN connection(s) is used at any
pointin fime.
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15.2.1 Algorithm: Weighted Balance

This setting specifies the ratio of WAN connection usage to be applied on the
specified IP protocol and port. This setting is applicable only when Algorithm is
set to Weighted Balance.

@ Weighted Balance v
@

@2 wan1
WAN 2 10
Wi-Fi WAN 10
Cellular 1 10

Cellular 2 10

@ ¢ @ @ @ d

UsSE 10

The amount of matching traffic that is distributed to a WAN connection is
proportional o the weight of the WAN connection relative to the total weight.
Use the sliders to change each WAN's weight.

For example, with the following weight settings:

e Ethernet WANT: 10

e Ethernet WAN2: 10

e Wi-Fi WAN: 10

e Cellular1:10

e Cellular2:10

e USB: 10
Total weightis 60 = (10 +10+ 10+ 10+ 10 + 10).
Matching traffic distributed to Ethernet WANT1 is 16.7% = (10 / 60 x 100%.
Matching traffic distributed to Ethernet WAN2is 16.7% = (10 / 60) x 100%.
Matching traffic distributed to Wi-Fi WAN is 16.7% = (10 / 60) x 100%.
Matching traffic distributed to Cellular 1is 16.7% = (10 / 60) x 100%.
Matching traffic distributed to Cellular 2is 16.7% = (10 / 60) x 100%.
Matching traffic distributed to USB is 16.7% = (10 / 60) x 100%.
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15.2.2 Algorithm: Persistence

The configuration of persistent services is the solution to the few situations where
link load distribution for Internet services is undesirable. For example, for security
reasons, many e-banking and other secure websites terminate the session when
the client computer’s Internet IP address changes mid-session.

In general, different Internet IP addresses represent different computers. The
security concern is that an IP address change during a session may be the result
of an unauthorized intrusion attempt. Therefore, to prevent damages from the
potfential infrusion, the session is terminated upon the detection of an IP address
change.

Pepwave routers can be configured to distribute data traffic across multiple
WAN connections. Also, the Internet IP depends on the WAN connections over
which communication actually takes place. As a result, a LAN client computer
behind the Pepwave router may communicate using multiple Internet IP
addresses. For example, a LAN client computer behind a Pepwave router with
three WAN connections may communicate on the Internet using three different
IP addresses.

With the persistence feature, rules can be configured to enable client
computers to persistently ufilize the same WAN connections for e-banking and
other secure websites. As a result, a client computer will communicate using one
IP address, eliminating the issues mentioned above.

Persistence v

®* By Source By Destination

Auto '® Custom

WAN 1 10

WAN 2 10

Wi-Fi WAN 10

Cellular 1 10

Cellular 2 10

USE 10

® o0 0 @ a

There are two persistent modes: By Source and By Destination.

By Source: The same WAN connection will be used for traffic matching the rule and
originating from the same machine, regardless of its destination. This option will
provide the highest level of application compatibility.

By Destination: The same WAN connection will be used for traffic matching the rule, originating
from the same machine, and going to the same destination. This option can
better distribute loads fo WAN connections when there are only a few client
machines.

The default mode is By Source. When there are multiple client requests, they can
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be distributed (persistently) to WAN connections with a weight. If you choose
Auto in Load Distribution, the weights will be automatically adjusted according
to each WAN's Downstream Bandwidth which is specified in the WAN settings
page). If you choose Custom, you can customize the weight of each WAN
manually by using the sliders.

15.2.3 Algorithm: Enforced

This setting specifies the WAN connection usage to be applied on the specified
IP protocol and port. This setfting is applicable only when Algorithm is set to
Enforced.

@ Enforced v

@[ wan: wan 1 v

WAN: WAN 2

WAN: Wi-F WAN Save cancel

WAN: Cellular 1
WAN: Cellular 2
WAN: USB

| VPM: Connection 1

Matching traffic will be routed through the specified WAN connection,
regardless of the health check status of the WAN connection. Starting from
Firmware 5.2, outbound fraffic can be enforced to go through a specified
SpeedFusion™ connection.

15.2.4 Algorithm: Priority

This setting specifies the priority of the WAN connections used to route the
specified network service. The highest priority WAN connection available will
always be used for routing the specified type of traffic. A lower priority WAN
connection will be used only when all higher priority connections have become
unavailable.

@ Priority A
@ Not In Use

WAN: WAN 1 VPN: Connection 1
WARN: WAN 2
WAN: Wi-Fi WAN
WARN: Cellular 1
WAN: Cellular 2
WAN: USB

@ Enable

Starting from Firmware 5.2, outbound fraffic can be prioritized to go through
SpeedFusion™ connection(s). By default, VPN connections are not included in
the priority list.
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Tip

Configure multiple distribution rules to accommodate different kinds of services.

15.2.5 Algorithm: Overflow

The traffic matching this rule will be routed through the healthy WAN connection
that has the highest priority and is not in full load. When this connection gets
saturated, new sessions will be routed to the next healthy WAN connection that
is not in full load.

Overflow v

©
©

WAN: WAN 1
WAN: WAN 2
WAN: Wi-Fi WAN
WAN: Cellular 1
WAN: Cellular 2
WAN: USB

Drag and drop to specify the order of WAN connections to be used for routing
traffic. Only the highest priority healthy connection that is not in full load will be
used.

15.2.6 Algorithm: Least Used

&)l Least Used v

| WAN 1

| WAN 2

| Wi-Fi WAN
Cellular 1
Cellular 2
USB

The traffic matching this rule will be routed through the healthy WAN connection
that is selected in Connection and has the most available download
bandwidth. The available download bandwidth of a WAN connection is
calculated from the total download bandwidth specified on the WAN settings
page and the current download usage. The available bandwidth and WAN
selection is determined every time an IP session is made.

15.2.7 Algorithm: Lowest Latency

)| Lowest Latency ¥
Note: Use of Lowest Latency will incur additional network usage.

| WAN 1

# WAN 2

| Wi-Fi WAN
Cellular 1
Cellular 2
USB
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The traffic matching this rule will be routed through the healthy WAN connection
that is selected in Connection and has the lowest latency. Latency checking
packets are issued periodically fo a nearby router of each WAN connection to
determine its latency value. The latency of a WAN is the packet round trip time
of the WAN connection. Addifional network usage may be incurred as a result.

Tip
The roundtrip time of a 6M down/640k uplink can be higher than that of a 2M down/2M up link because

the overall round trip time is lengthened by its slower upload bandwidth, despite its higher downlink
speed. Therefore, this algorithm is good for two scenarios:

e All WAN connections are symmetric; or

e Alatency sensitive application must be routed through the lowest latency WAN, regardless of the
WAN's available bandwidth.

15.2.8 Expert Mode
Expert Mode is available on some Pepwave routers for

use by advanced users. To enable the feature, click on  HeaEtaaE. Y —
the help icon and click turn on Expert Mode. e e et

Click the Add Rule button to add a

In Expert Mode, a new special rule, SpeedFusion™ mew rule. Click the X button to
Routes, is displayed in the Custom Rules table. This rule  |rromee or demere i precesence. a

higher position of a rule signifies a

represents all SpeedFusion™ routes learned from higher precedence You may chenge
remote VPN peers. By default, this bar is on the top of by clicking the Defauit link.

all custom rules. This position means that traffic for el SR B
remote VPN subnets will be routed to the

corresponding VPN peer. You can create custom Priority or Enforced rules and
move them

above the bar to override the SpeedFusion™ routes.

Upon disabling Expert Mode, all rules above the bar will be removed.

Rules ({¢Drag and drop rows to change rule order)

Service Algorithm Source Destination F:r::ucol
Persistence (Src) TCP
(Auto) Any ‘A"Y T443 ‘EX ‘
| (Auto)
Add Rule
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16 Inbound Access

16.1 Port Forwarding Service

Pepwave routers can act as a firewall that blocks, by default, all inbound
access from the Internet. By using port forwarding, Internet users can access
servers behind the Pepwave router. Inbound port forwarding rules can be
defined at Advanced>Port Forwarding.

L+ Aulairess] es) Friv ocnd

Al Service

To define a new service, click Add Service.

* Yes No

Service_1

TCP v | & :: Protocol Selection Tool :: ¥

Any Port v

0 o O P Addre o Al Clear

¥ WAN 1 ¥ 10.88.3.158 (Interface IP)

WAN 2
Wi-Fi WAM
Cellular 1
Cellular 2
USB

(@) 120.78.95.7

Port Forwarding Settings

This setting specifies whether the inbound service takes effect. When Enable is
checked, the inbound service takes effect: traffic is matched and actions are taken by

Enable the Pepwave router based on the other parameters of the rule. When this setting is
disabled, the inbound service does not take effect: the Pepwave router disregards the
other parameters of the rule.

Service This setting identfifies the service to the system administrator. Valid values for this setting
Name consist of only alphanumeric and underscore “_" characters.
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IP Protocol

Port

Inbound IP
Address(es)

Server IP
Address

The IP Protocol setting, along with the Port setting, specifies the protocol of the service
as TCP, UDP, ICMP, or IP. Traffic that is received by the Pepwave router via the specified
protocol at the specified port(s) is forwarded to the LAN hosts specified by the Servers
setting. Please see below for details on the Port and Servers setfings. Alternatively, the
Protocol Selection Tool drop-down menu can be used fo automatically fill in the
protocol and a single port number of common Internet services (e.g. HTTP, HTTPS, etc.).
After selecting an item from the Protocol Selection Tool drop-down menu, the protocol
and port number remain manually modifiable.

The Port setting specifies the port(s) that correspond to the service, and can be
configured to behave in one of the following manners:

Any Port, Single Port, Port Range, Port Map, and Range Mapping

| ﬂl Ay Part v |

Any Port: all fraffic that is received by the Pepwave router via the specified protocol is
forwarded to the servers specified by the Servers setting. For example, with IP Protocol

set fo TCP, and Port set fo Any Port, all TCP traffic is forwarded to the configured servers.
| 'U‘l Single Part " Service Porti 80 |

Single Port: fraffic that is received by the Pepwave router via the specified protocol at
the specified port is forwarded via the same port to the servers specified by the Servers
setting. For example, with IP Protocol set to TCP, and Port set to Single Port and Service
Port 80, TCP traffic received on port 80 is forwarded fo the configured servers via port
80.

I ot ]| Port Rangs v Emrylcs Dot A0 nm

Port Range: fraffic that is received by the Pepwave router via the specified protocol at
the specified port range is forwarded via the same respective ports to the LAN hosts
specified by the Servers setting. For example, with IP Protocol set fo TCP, and Port set fo
Port Range and Service Ports 80-88, TCP fraffic received on ports 80 through 88 is
forwarded to the configured servers via the respective ports.

Sl Part Magping r Service Fori: .80

Map to Port: S8

Port Mapping: traffic that is received by Pepwave router via the specified protocol at
the specified port is forwarded via a different port to the servers specified by the
Servers setting.

For example, with IP Protocol set to TCP, and Port set to Port Mapping, Service Port 80,
and Map to Port 88, TCP tfraffic on port 80 is forwarded to the configured servers via port
88.

(Please see below for details on the Servers setting.)

b Ranps Mapping caryice Parts: B0 - BE

BLAp b Partnl &8 aF

Range Mapping: fraffic that is received by the Pepwave router via the specified
protocol at the specified port range is forwarded via a different port to the servers
specified by the Servers setting.

This setting specifies the WAN connections and Internet IP address(es) from which the
service can be accessed.

This setting specifies the LAN IP address of the server that handles the requests for the
service.
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16.1.1 UPnP / NAT-PMP Settings

UPNnP and NAT-PMP are network protocols which allow a computer connected
to the LAN port to automatically configure the router to allow parties on the
WAN port to connect to itself. That way, the process of inbound port forwarding
becomes automated.

When a computer creates a rule using these protocols, the specified TCP/UDP
port of all WAN connections' default IP address will be forwarded.

Check the corresponding box(es) to enable UPnP and/or NAT-PMP. Enable
these features only if you trust the computers connected to the LAN ports.

uPni f HAT-PME Sl bings

N # Enable

# Enable

Save

When the options are enabled, a table listing all the forwarded ports under
these two protocols can be found at Status>UPnP / NAT-PMP.
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17 NAT Mappings

NAT mappings allow IP address mapping of all inbound and outbound NAT'dt
raffic to and from an internal client IP address. Settings to configure NAT
mappings are located at Advanced>NAT Mappings.

LAN Clignls Inbisaiunndd Majajaiings Ol baianel M aprprineg s
192 188,12 (WAM 1):10.88,3.158 {Interface 1P) Use Interface 1P only x
Adkil NAT Rule

To add a rule for NAT mappings, click Add NAT Rule.

Comivesctinn f Ersksowinad 10 Address] e
WAN 1
WAN 2
Wil=F1 WaN
Ceallular 1
Cellular 2
UsB
. 'r ,_, . Connection J Oulbound 1P Address
WaN 1 0.88.3.158 {Interface 1P} r
WAN 2 Interface IP L
Wi-F1 WA Interface 1P M
Celular 1 Inteiface 1P ¥
Celiular 2 Interface 1P "
LSE Interface 1P v
NAT Mapping Settings
LAN NAT mapping rules can be defined for a single LAN IP Address, an IP Range, or an
Clienf(s) IP Network.
This refers to the LAN host's private IP address. The system maps this address to a
Address number of public IP addresses (specified below) in order to facilitate inbound

and outbound traffic. This option is only available when IP Address is selected.

The IP range is a contiguous group of private IP addresses used by the LAN host.
The system maps these addresses to a number of public IP addresses (specified

ange below) to facilitate outbound traffic. This option is only available when IP Range is
selected.
The IP network refers to all private IP addresses and ranges managed by the LAN
Network host. The system maps these addresses to a number of public IP addresses

(specified below) to facilitate outbound traffic. This opfion is only available when
IP Network is selected.
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This setting specifies the WAN connections and corresponding WAN-specific

Internet IP addresses on which the system should bind. Any access to the

specified WAN connection(s) and IP address(es) will be forwarded to the LAN
Inbound host. This option is only available when IP Address is selected in the LAN Client(s)

. field.
Mappings
Note that inbound mapping is not needed for WAN connections in drop-in mode

or IP forwarding mode. Also note that each WAN IP address can be associated to
one NAT mapping only.

This setting specifies the WAN IP addresses that should be used when an IP
connection is made from a LAN host to the Internet. Each LAN host in an IP range
or IP network will be evenly mapped to one of each selected WAN's IP addresses
(for better IP address ufilization) in a persistent manner (for better application
Outbound compatibility).
Mappings . . .
Note that if you do not want to use a specific WAN for outgoing accesses, you
should sfill choose default here, then customize the outbound access rule in the
Outbound Policy section. Also note that WAN connections in drop-in mode or IP
forwarding mode are not shown here.

Click Save to save the settings when configuration has been completed.

Important Note

Inbound firewall rules override the Inbound Mappings settings.
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18 QoS
18.1 User Groups

LAN and PPTP clients can be categorized into three user groups: Manager, Staff,
and Guest. This menu allows you to define rules and assign client IP addresses or
subnets to a user group. You can apply different bandwidth and fraffic
prioritization policies on each user group in the Bandwidth

Control and Application sections (note that the options available here vary by
model).

The table is automatically sorted by rule precedence. The smaller and more
specific subnets are put towards the top of the table and have higher
precedence; larger and less specific subnets are placed towards the bottom.

Click the Add button to define clients and their user group. Click the | % button
to remove the defined rule. Two default rules are pre-defined and put at the
bottom. They are All DHCP reservation clients and Everyone, and they cannot
be removed. The All DHCP reservation client represents the LAN clients defined
in the DHCP Reservation table on the LAN setftings page. Everyone represents all
clients that are not defined in any rule above. Click on a rule to change its

group.

W e fours

i P Addiess - 1

k'-i Manager -

Save Cancel
L

Add / Edit User Group

From the drop-down menu, choose whether you are going fo define the
Subnet / IP client(s) by an IP Address or a Subnet. If IP Address is selected, enter a name
Address defined in DHCP reservation table or a LAN client's IP address. If Subnet is
selected, enter a subnet address and specify its subnet mask.

This field is to define which User Group the specified subnet / IP address belongs
to.

Group

Once users have been assigned to a user group, their internet traffic will be
restricted by rules defined for that particular group. Please refer to the following
two sections for details.
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18.2 Bandwidth Control

You can define a maximum download speed (over all WAN connections) and
upload speed (for each WAN connection) that each individual Staff and Guest
member can consume. No limit can be imposed on individual Manager
members. By default, download and upload bandwidth limits are setf to
unlimited (set as 0).

Irscbiwichesal Blanchericiby Limmit

o] W

Downkoad Upload
Manager: Linkimited Unlimiteq
Skalf: s, Mbps * (3] Mbps * Li unhirmeted )
Guest! 0 Mbps * (i} Mbps * {0} unbimited)

18.3 Application

18.3.1 Application Prioritization

On many Pepwave routers, you can choose whether to apply the same
prioritization settings to all user groups or customize the settings for each group.

Application Prioritization

® Apply same seftings 1o all usars

Customize

Three application priority levels can be set: THigh,~ Normal, and|Low. Pepwave

routers can detect various application traffic types by inspecting the packet
content. Select an application by choosing a supported application, or by
defining a custom application manually. The priority preference of supported
applications is placed at the top of the table. Custom applications are at the
bottom.

Application Priority @
t High v — Norma v 1 High v x
t High v 1 High v 1 High v x |
t High v — Norma v | Low v x
t High v | Low r | Low T x
Add
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18.3.2 Prioritization for Custom Applications

Click the Add button to define a custom application. Click the button! * 'in
the Action column to delete the custom application in the corresponding row.

When Supported Applications is selected, the Pepwave router will inspect
network traffic and prioritize the selected applications. Alternatively, you can
select Custom Applications and define the application by providing the
protocol, scope, port number, and DSCP value.

Add / Edit Application [ ]

® Supported Applications Custom Applications

Igl
[@] Audio Video Streaming ¥

— I Audio Video Streaming

Database Applications ¥

Email

File Sharing / Transfer

M OK Cancel
Miscellaneous

Remote Access

Security / Tunneling

|voIP

18.3.3 DSL/Cable Optimization

DSL/cable-based WAN connections have lower upload bandwidth and higher
download bandwidth. When a DSL/cable circuit's uplink is congested,

the download bandwidth will be affected. Users will not be able to download
data at full speed until the uplink becomes less congested. DSL/Cable
Optimization can relieve such anissue. When it is enabled, the download speed
will become less affected by the upload traffic. By default, this feature is
enabled.

DSL/Cable Optimization @
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19 Firewall

A firewall is a mechanism that selectively filters data traffic between the WAN
side (the Internet) and the LAN side of the network. It can protect the local
network from potential hacker attacks, access to offensive websites, and/or

other inappropriate uses.

The firewall functionality of Pepwave routers supports the selective filtering of
data traffic in both directions:

e Qutbound (LAN to WAN)
e Inbound (WAN to LAN)

The firewall also supports the following functionality:
¢ [ntrusion detection and DoS prevention

e Web blocking

With SpeedFusion™ enabled, the firewall rules also apply to VPN tunneled traffic.

I

Outbound Firewall Rules (§Drag and drop rows to change rule order)

Source IP Destination IP .
Rule Protocol Port Port Policy

Any Any Any Allow
Add Rule

I

Inbound Firewall Rules (¥Drag and drop rows to change rule order)

Source IP Destination IP

Rule Protocol |WAN Port Port Policy

Any Any Any Any Allow

Add Rule

Apply Firewall Rules to PepVPN Traffic @
Enabled F 1
Intrusion Detection and DoS Prevention @
Disabled 4

19.1 Outbound and Inbound Firewall Rules

19.1.1 Access Rules

The outbound firewall settings are located at Advanced>Firewall>Access
Rules>Outbound Firewall Rules.

Outbound Firewall Rules (¥Drag and drop rows to change rule order) @

Source IP Destination IP .
Rule Protocol Port Port Policy
Any Any Any Allow

Add Rule
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Click Add Rule to display the following screen:

Add a New Outbound Firewall Rule B
.| .

¥ | Always on v

Any ¥ |4 :: Protocol Selection Tool :: ¥

Any Address v

Any Address v

* Allow Deny

()] ()| () ()] ()

Enable

Save Cancel

Inbound firewall settings are located at Advanced>Firewall>Access
Rules>Inbound Firewall Rules.

Inbound Firewall Rules (WDrag and drop rows to change rule order) @

Source IP Destination IP .
Rule Protocol |WAN Port Port Policy
Any Any Any Any Allow
Add Rule

Click Add Rule to display the following screen:

Add a New Inbound Firewall Rule B
I

rd

Any r

Any ¥ |4 :: Protocol Selection Tool @@

Any Address v

Any Address ¥

* Allow Deny

Enable

Save Cancel

Rules are matched from top to bottom. If a connection matches any one of the
upper rules, the matching process will stop. If none of the rules match, the
Default rule will be applied. By default, the Default rule is set as Allow for both
outbound and inbound access.
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Inbound / Outbound Firewall Settings

Rule Name This setting specifies a name for the firewall rule.

This setting specifies whether the firewall rule should take effect. If the box is
checked, the firewall rule takes effect. If the traffic matches the specified
protocol/IP/port, actions will be taken by the Pepwave router based on the other
parameters of the rule. If the box is not checked, the firewall rule does not take
Enable effect. The Pepwave router will disregard the other parameters of the rule.

Click the dropdown menu next fo the checkbox to place this firewall rule on a fime
schedule.

WAN
Connection Selectthe WAN connection that this firewall rule should apply to.

(Inbound)

This setting specifies the protocol to be matched. Via a drop-down menu, the
following protocols can be specified:

e TCP

e UDP

e ICMP

Protocol e IP

Alternatively, the Protocol Selection Tool drop-down menu can be used to
automatically fill in the protocol and port number of common Internet services
(e.g.. HTTP, HTTPS, etc.)
After selecting an item from the Protocol Selection Tool drop-down menu, the
protocol and port number remains manually modifiable.

This specifies the source IP address(es) and port number(s) to be matched for the
firewall rule. A single address, or a network, can be specified as the Source IP & Port
setting, as indicated by the following screenshot:

Source IP & Port e e -

H single Fort * Port

In addifion, a single port, or a range of ports, can be specified for the Source IP &
Port settings.

This specifies the destination IP address(es) and port number(s) to be matched for
the firewall rule. A single address, or a network, can be specified as the Destination
IP & Port setting, as indicated by the following screenshot:

T ——
wtmtion Y & Purt D] sinple Amtiess v

Destination IP &
Por‘l’ el B cingie For * Post
In addition, a single port, or a range of ports, can be specified for the Destination IP
& Port settings.

This sefting specifies the action fo be taken by the router upon encountering traffic
that matches the both of the following:

Action e Source IP & port
e Destination IP & port

With the value of Allow for the Action setting, the matching traffic passes through
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the router (to be routed to the destfination). If the value of the Action setting is set fo
Deny, the matching fraffic does not pass through the router (and is discarded).

This setting specifies whether or not to log matched firewall events. The logged
messages are shown on the page Status>Event Log. A sample message is as follows:

Aug 13 23:47:44 Denied CONN=Ethernet WAN SRC=20.3.2.1
DST=192.168.1.20 LEN=48 PROTO=TCP SPT=2260 DPT=80

Event Logging *

CONN: The connection where the log entry refers to
SRC: Source IP address

DST: Destination IP address

LEN: Packet length

PROTO: Protocol

SPT: Source port

DPT: Destination port

Click Save to store your changes. To create an additional firewall rule, click Add
Rule and repeat the above steps.

To change a rule’s priority, simply drag and drop the rule:

e Hold the left mouse button on the rule.
e Move it to the desired position.
e Drop it by releasing the mouse button.

Tip
If the default inbound rule is set to Allow for NAT-enabled WANSs, no inbound Allow firewall rules will be

required for inbound port forwarding and inbound NAT mapping rules. However, if the default inbound
rule is set as Deny, a corresponding Allow firewall rule will be required.
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19.1.2 Apply Firewall Rules to PepVpn Traffic

Apply Firewall Hubes 1o PepV PR Iraffic

Enabled Ty

When this option is enabled, Outbound Firewall Rules will be applied to PepVPN
traffic. To turn on this feature, click , check the Enable check box, and press
the Save button.

19.1.3 Intrusion Detection and DoS Prevention

It resion Detection and DS Prevention

Disabded =

Pepwave routers can detect and prevent intrusions and denial-of-service (DoS)
attacks from the Internet. To turn on this feature, click , check the Enable
check box, and press the Save button.

When this feature is enabled, the Pepwave router will detect and prevent the
following kinds of intrusions and denial-of-service attacks.
e Portscan
o NMAP FIN/JURG/PSH
Xmas free
Another Xmas tree
Null scan
SYN/RST
SYN/FIN
e SYN flood prevention
e Ping flood attack prevention

o O O O O
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19.2 Content Blocking

Application Blocking

Please Select Application... v +
High Abortion Adware Aggressive
Moderate Alcohal Anti-Spyware Chatroom
— Dating Drugs Ecommerce/Shopping
* Custom Entertainment File Hosting P2P/File sharing
Gambling Games Hacking
Instant Messaging Job Search/Employment Kids Time Wasting
Lingerie Malware Manga/Anime/Webcomic
Nudity News/Media Auctions
Phishing Pornography Proxy/Anonymizer
Radio Remote Access Ringtones
Search Engines Sexuality Education Social Networking
Sports Spyware Tobacco
Update Sites Vacation Violence
Viruses Weapons Weather
Webmail WebTV
chs.com X

|++

Exempted User Groups

Exempt

Exempt

Exempt

I

Exempted Subnets

255.255.255.0 (/24) ¥ +

URL Logging

Port:

19.2.1 Application Blocking

Choose applications to be blocked from LAN/PPTP/PepVPN peer clients' access,
except for those on the Exempted User Groups or Exempted Subnets defined
below.

19.2.2 Web Blocking

Defines web site domain names to be blocked from LAN/PPTP/PepVPN peer
clients' access except for those on the Exempted User Groups or Exempted
Subnets defined below.
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If "foobar.com" is entered, any web site with a host name ending in foobar.com
will be blocked, e.g. www.foobar.com, foobar.com, etc. However,
"myfoobar.com" will not be blocked.

You may enter the wild card ".*" at the end of a domain name to block any web
site with a host name having the domain name in the middle. If you enter

"foobar.*, then "www.foobar.com", "www.foobar.co.jp", or "foobar.co.uk" will be
blocked. Placing the wild card in any other position is not supported.

The device will inspect and look for blocked domain names on all HTTP traffic.
Secure web (HTTPS) fraffic is not supported.

19.2.3 Customized Domains

Enter an appropriate website address, and the Peplink Balance will block and
disallow LAN/PPTP/SpeedFusionTM peer clients to access these websites.
Exceptions can be added using the instructions in Sections 20.1.3.2 and 20.1.3.3.
You may enter the wild card ".*" af the end of a domain name to block any web
site with a host name having the domain name in the middle. For example, If
you enter "foobar.*," then "www.foobar.com," "www.foobar.co.jp," or
"foobar.co.uk" will be blocked. Placing the wild card in any other position is not
supported.

The Peplink Balance will inspect and look for blocked domain names on all HTTP

traffic. Secure web (HTTPS) traffic is not supported.

19.2.4 Exempted User Groups

Check and select pre-defined user group(s) who can be exempted from the
access blocking rules. User groups can be defined at QoS>User Groups section.
Please refer to Section 17.1 for deftails.

19.2.5 Exempted Subnets

With the subnet defined in the field, clients on the particular subnet(s) can be
exempted from the access blocking rules.

19.2.6 URL Logging

Click enable, and the enter the ip address and port (if applicable) where your
remote syslog server is located.

19.3 OSPF & RIPv2

The Peplink Balance supports OSPF and RIPv2 dynamic routing protocols. Click the
Network tab from the top bar, and then click the OSPF & RIPv2 item on the sidebar
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to reach the following menu:

® LAM IF Address
Custam:

PepiiPy

| E
k)

This field determines the ID of the router. By default, this is specified as the LAN IP

Router ID address. If you want to specify your own ID, enter it in the Custom field.

This is an overview of the OSPFv2 areas you have defined. Click on the area name
to configure it. To set a new areaq, click Add. To delete an existing area, click | %

OSPF Settings ﬂ

® Broadcast
Point-to-Point

MD5 v

Area

LAN (192.168.168.1/24)
V167 (192.168.167.1/24)
WAN 1 (10.91.137.1/24)
WAN 2 (10.91.138.1/24)
WAN 3 (10.91.139.1/24)

OK Cancel

OSPF Settings

Determine the name of your Area ID to apply to this group. Machines linked to this
Area ID group will send and receive related OSPF packets, while unlinked machines will
ignore it.

Link Type Choose the network type that this area will use.

Avuthentication Choose an authentication method, if one is used, from this drop-down menu.
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Available options are MD5 and Text. Enter the authentication key next to the drop-
down menu.

Interfaces Determine which interfaces this area will use to listen to and deliver OSPF packets

To access RIPv2 settings, click

RIPv2 Settings ﬂ

None ¥

LAN (192.168.168.1/24)
V167 (192.168.167.1/24)
WAN 1 (10.91.137.1/24)
WAN 2 (10.91.138.1/24)
WAN 3 (10.91.139.1/24)

oK Cancel

RIPv2 Settings

Choose an authentication method, if one is used, from this drop-down menu.
Authentication Available options are MD5 and Text. Enter the authentication key next to the drop-
down menu.

Interfaces Determine which interfaces this group will use to listen to and deliver RIPv2 packets.

19.4 Remote User Access

a Networks routed by a Peplink Balance can be remotely accessed via L2TP with
IPsec or PPTP. To configure this feature, navigate to Network > Remote User
Access
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Remote User Access Settings
v

® L2TP with IPsec '/ PPTP
IPsec NAT-Traversal will be enabled to ensure compatibility for most of the devices
sEBBBREN
¥/ Hide Characters
Q Connection / IP Address(es)
¢ WAN1 ¥ 10.10.12.47 {Interface IF)
¥ WANZ2 # Interface IP
¥ WAN3 # Interface IP
¥/ Mobile Internet ¥ Interface IP
Q Username Password
- admin LTI T 5%
+
Remote User Access Settings
Enable Click the checkbox to enable Remote User Access.
Determine whether remote devices can connect to the Balance using L2TP with
VPN Type IPsec or PPTP. For greater security, we recommend you connect using L2TP with
IPsec.

Enter your preshared key in the text field. Please note that remote devices will need
this preshared key to access the Balance.

Preshared Key

. This setting is for specifying the WAN IP addresses where the PPTP server of the router
Listen On should listen on.

This setting allows you to define the PPTP User Accounts. Click Add to input
username and password to create an account. After adding the user accounts,
you can click on a username to edit the account password. Click the button X to

User Accounts delete the account in its corresponding row.

Click the button to switch to enters user accounts by pasting the information
in.CSV format.
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Miscellaneous Settings

The miscellaneous settings include configuration for high availability, PPTP server,
service forwarding, and service passthrough.

19.5 High Availability

Many Pepwave routers support high availability (HA) configurations via an open
standard virtual router redundancy protocol (VRRP, RFC 3768). In an HA
configuration, two Pepwave routers provide redundancy and failover in a
master-slave arrangement. In the event that the master unit is down, the slave
unit becomes active. High availability will be disabled automatically where
there is a drop-in connection configured on a LAN bypass port.

Local Area Metwork

N

In the diagram, the WAN ports of each Pepwave router connect to the router
and to the modem. Both Pepwave routers connect to the same LAN switch via
a LAN port.

An elaboration on the technical details of the implementation of the virtual
router redundancy protocol (VRRP, RFC 3768) by Pepwave routers follows:

¢ |n an HA configuration, the two Pepwave routers communicate with each
other using VRRP over the LAN.

e The two Pepwave routers broadcast heartbeat signals to the LAN at a
frequency of one heartbeat signal per second.

¢ |nthe event that no heartbeat signal from the master Pepwave router is
received in 3 seconds (or longer) since the last heartbeat signal, the slave
Pepwave router becomes active.

e The slave Pepwave router initiates the WAN connections and binds to a
previously configured LAN IP address.
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e At asubseguent point when the master Pepwave router recovers, it will
once again become active.

You can configure high availability at Advanced>Misc. Settings>High

Availability.

Interface for Master Router Interface for Slave Router

High Avaiiability High Availability

= g
ol s [ 6] -
F 'E:l & Master Ciaww {| ) Master @ Slave
= v 2 @) [[] Master Serial Number: |54BF-SWEY-E370Q
@ o]
Ol 192.10.1.1 (@)[192.168.1.1
§l|255.255.255.0 @] 255.255.255.0

High Availability

Enable

Group
Number

Preferred Role

Resume
Master Role
Upon
Recovery

Configuration
Sync.

Master Serial
Number

Virtual IP

Checking this box specifies that the Pepwave router is part of a high availability
configuration.

This number identifies a pair of Pepwave routers operating in a high availability
configuration. The two Pepwave routers in the pair must have the same Group
Number value.

This setting specifies whether the Pepwave router operates in master or slave mode.
Click the corresponding radio button to set the role of the unit. One of the units in the
pair must be configured as the master, and the other unit must be configured as the
slave.

This option is displayed when Master mode is selected in Preferred Role. If this option is
enabled, once the device has recovered from an outage, it will take over and
resume its Master role from the slave unit.

This option is displayed when Slave mode is selected in Preferred Role. If this option is
enabled and the Master Serial Number entered matches with the actual master
unit's, the master unit will automatically fransfer the configuration to this unit. Please
make sure the LAN IP Address and the Subnet Mask fields are set correctly in the LAN
settings page. You can refer to the Event Log for the configuration synchronization
status.

If Configuration Sync. is checked, the serial number of the master unit is required here
for the feature to work properly.

The HA pair must share the same Virtual IP. The Virtual IP and the LAN Administration
IP must be under the same network.
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LAN
- . This setting specifies a LAN IP address to be used for accessing administration
Admm:;"qhon functionality. This address should be unique within the LAN.

Subnet Mask This setting specifies the subnet mask of the LAN.

Important Note

For Pepwave routers in NAT mode, the virtual IP (VIP) should be set as the default gateway for all hosts
on the LAN segment. For example, a firewall sitting behind the Pepwave router should set its default
gateway as the virtual IP instead of the IP of the master router.

Internat

-~
o5

Master | Active
VRRP Group: 20
ViIP; 182,188,104

[ Toup; 20
P 182.988.1001

a1l 1P 182, 1808.10.3
Local Area Notwork
192.168.10.0/24

In drop-in mode, no other configuration needs fo be seft.
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Intarmat

TR

(3

Master | Ative
WERP Group: 20

VIR 20800105
Prrgaical IP: 240,90 10.3

B 34018403

Lecal Area Neteork
FOEAGA.1.024

Please note that the drop-in WAN cannot be configured as a LAN bypass port while it is configured for
high availability.

19.6 PPTP Server

R

Pepwave routers feature a built-in PPTP server, which enables remote computers
to conveniently and securely access the local network. PPTP server setftings are
located at Advanced>Misc. Settings>PPTP Server.

Check the box to enable PPTP server functionality. All connected PPTP sessions
are displayed at Status>Client List. Please refer to Section 22.3 for details. Note
that available options vary by model.
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PPTP Server
v

: | Connection / IP Address(es)
¥ WAN 1 ¥ 10.88.3.158 (Interface IP)
¥/ WAN 2 ¥l Interface IP
¥/ Wi-Fi WAN ¥ Interface IP
¥ Cellular 1 ¥ Interface IP
¥ Cellular 2 ¥ Interface IP
¥ UsSB ¥ Interface IP
9 Local User Accounts ¥
0 Username Password
+
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PPTP Server Settings

Listen On

Avuthentication

User Accounts

This setting is for specifying the WAN connection(s) and IP address(es) that the PPTP
server should listen on.

This setting is for specifying the user database source for PPTP authentication. Three
sources can be selected: Local User Accounts, LDAP Server, or RADIUS Server.
Local User Accounts - User accounts are stored in the Pepwave router locally. You
can add/modify/delete accounts in the User Accounts table.

LDAP Server - Authenticate with an external LDAP server. This has been ftested with
Open LDAP servers where passwords are NTLM hashed. Active Directory is not
supported. (You can choose to use RADIUS to authenticate with a Windows server.)
RADIUS Server - Authenticate with an external RADIUS server. This has been tested
with Microsoft Windows Internet Authentication Service and FreeRADIUS servers
where passwords are NTLM hashed or in plain text.

This setting allows you o define PPTP user accounts for authentication via local user
accounts. Click Add to input username and password fo create an account. After
adding the user accounts, you can click on a username fo edit the account
password. Click . % 1o delete the account in its corresponding row.

19.7 Cerlificate Manager

Certificate Manager

Assign

._@_.
[@]

Assign

Assign

This section allows you to assign certificates for local VPN and web admin SSL.
The local keys will not be transferred to another device by any means.

19.8 Service Forwarding

Service forwarding settings are located at Advanced>Misc. Settings>Service

Forwarding.

i Enahle

Enable

Enalbile

Enable

Service Forwarding

SMTP Forwarding When this option is enabled, all outgoing SMTP connections destined for any

host at TCP port 25 will be intercepted. These connections will be redirected
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to a specified SMTP server and port number. SMTP server settings for each
WAN can be specified after selecting Enable.

When this option is enabled, all outgoing connections destined for the proxy

server specified in Web Proxy Interception Settings will be intercepted. These
Web Proxy . ; . o

connections will be redirected to a specified web proxy server and port
number. Web proxy interception settings and proxy server settings for each
WAN can be specified after selecting Enable.

Forwarding

When this option is enabled, all outgoing DNS lookups will be intercepted and
redirected to the built-in DNS name server. If any LAN device is using the DNS
name servers of a WAN connection, you may want to enable this option to

DNS Forwarding  enhance the DNS availability without modifying the DNS server setting of the
clients. The built-in DNS name server will distribute DNS lookups to
corresponding DNS servers of all available WAN connections. In this case, DNS
service will not be interrupted, even if any WAN connection is down.

When custom service forwarding is enabled, outgoing fraffic with the
specified TCP port will be forwarded to a local or remote server by defining ifs
IP address and port number.

Custom Service
Forwarding

19.8.1 SMTP Forwarding

Some ISPs require their users to send e-mails via the ISP’'s SMTP server. All
outgoing SMTP connections are blocked except those connecting to the ISP’s.
Pepwave routers support intercepting and redirecting all outgoing SMTP
connections (destined for TCP port 25) via a WAN connection to the WAN's
corresponding SMTP server.

S 1 borwardinag St up

* Enable

Connection Enabie SMTP Server SMTP Port

Forwarding ?

WaN 1

WaAN 2

Wi-F WAN

Cellidar 1

Cellwar 2

UsB

To enable the feature, select Enable under SMTP Forwarding Setup. Check
Enable Forwarding for the WAN connection(s) that needs forwarding. Under
SMTP Server, enter the ISP’'s e-mail server host name or IP address. Under SMTP
Port, enter the TCP port number for each WAN.

The Pepwave router will intercept SMTP connections. Choose a WAN port
according to the outbound policy, and then forward the connection to the
SMTP server if the chosen WAN has enabled forwarding. If the forwarding is
disabled for a WAN connection, SMTP connections for the WAN will be simply be
forwarded to the connection’s original destination.
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If you want to route all SMTP connections only to particular WAN connection(s), you should create a
custom rule in outbound policy (see Section 14.2).

19.8.2 Web Proxy Forwarding

Web Proxy Forwarding Setup @
Enable

Web Proxy Interception Settings
IP Address

Connection Enable : Proxy Server IP Address : Port

Forwarding?

WAN 1 1

WAN 2 1

Wi-Fi WAN 1

Cellular 1 =

Cellular 2 =

USB [

When this feature is enabled, the Pepwave router will intercept all outgoing
connections destined for the proxy server specified in Web Proxy Interception
Settings, choose a WAN connection with reference to the outbound policy, and
then forward them to the specified web proxy server and port number.
Redirected server settings for each WAN can be set here. If forwarding is
disabled for a WAN, web proxy connections for the WAN will be simply
forwarded to the connection’s original destination.

19.8.3 DNS Forwarding

DNS Forwarding S

[Tl Enable

When DNS forwarding is enabled, all clients’ outgoing DNS requests will also be
intercepted and forwarded to the built-in DNS proxy server.

19.8.4 Custom Service Forwarding

Custom Service Formarding Seiup

¥ Enable

TGP Pori server IF Address Server Port

4

After clicking the enable checkbox, enter your TCP port for traffic heading to the
router, and then specify the IP Address and Port of the server you wish to forward
to the service to.
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19.9 Service Passthrough

Service passthrough settings can be found at Advanced>Misc. Settings>Service

Passthrough.
Service Passthrough Support @
[:@ @ Standard Mode ) Compatibility Mode
Define custom signal ports
Il 2. 3
Enable
Iﬁ:@ Enable
Define custom control ports
Il 2. 3
Enable
Iﬁi@ Enable
Define custom ports
Il 2. 3
Route IPsec Site-to-Site VPN
via WAN 1 -

(Registered trademarks are copyrighted by their respective owner)

Some Internet services need to be specially handled in a multi-WAN
environment. Pepwave routers can handle these services such that Internet
applications do not notice being behind a multi-WAN router. Settings for service
passthrough support are available here.

Service Passthrough Support

Session inifiation protocol, aka SIP, is a voice-over-IP protocol. The Pepwave
router can act as a SIP application layer gateway (ALG) which binds
connections for the same SIP session to the same WAN connection and franslate

SIP IP address in the SIP packets correctly in NAT mode. Such passthrough support is
always enabled, and there are two modes for selection: Standard Mode and
Compatibility Mode. If your SIP server’s signal port number is non-standard, you
can check the box Define custom signal ports and input the port numbers o the
text boxes.

With this option enabled, protocols that provide audio-visual communication
H.323 sessions will be defined on any packet network and pass through the Pepwave
router.

FTP sessions consist of two TCP connections; one for control and one for data. In
a multi-WAN situation, they must be routed to the same WAN connection.
Otherwise, problems will arise in transferring files. By default, the Pepwave router

FTP monitors TCP control connections on port 21 for any FTP connections and binds
TCP connections of the same FTP session to the same WAN. If you have an FTP
server listening on a port number other than 21, you can check Define custom
control ports and enter the portf numbers in the text boxes.

The Pepwave router monitors outgoing TFTP connections and routes any
TFTP incoming TFTP data packets back to the client. Select Enable if you want to
enable TFTP passthrough support.

IPsec NAT-T This field is for enabling the support of IPsec NAT-T passthrough. UDP ports 500,
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4500, and 10000 are monitored by default. You may add more custom data
ports that your IPsec system uses by checking Define custom ports. If the VPN
contains IPsec site-to-site VPN traffic, check Route IPsec Site-to-Site

VPN and choose the WAN connection to route the traffic to.

19.10 GPS Forwarding

Using the GPS forwarding feature, some Pepwave routers can automatically
send GPS reports to a specified server. To set up GPS forwarding, navigate to
Advanced>GPS Forwarding.

GPS Forwarding

rd

Server IP Address / Host Name Port Protocol [Report Interval (s)
uop vl +

* NMEA TAIP

¢/ GPRMC
GPGGA
GPVTG
GPGSA
GPGS5V

GPS Forwarding

Enable Check this box fo turn on GPS forwarding.

Enter the name/IP address of the server that will receive GPS data. Also specify a
Server port number, protocol (UDP or TCP), and a report interval of between 1 and 10

seconds. Click ¥ to save these settings.

GPS Report

Choose from NMEA or TAIP format for sending GPS reports.
Format

NMEA Sentence If you've chosen to send GPS reports in NMEA format, select one or more
T sentence types for sending the data (GPRMC, GPGGA, GPVTG, GPGSA, and
ype GPGSV).

The vehicle ID will be appended in the last field of the NMEA sentence. Note that
the NMEA sentence will become customized and non-standard.

Vehicle ID

TAIP Sentence If you've chosen to send GPS reports in TAIP format, select one or more sentence
Type/TAIP ID types for sending the data (PV—Position / Velocity Solution and CP—Compact
YpP Velocity Solution). You can also optionally include an ID number in the TAIP ID

(optional) field.
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20 AP Controller

The AP controller acts as a centralized controller of Pepwave AP devices. With
this feature, users can customize and manage multiple APs from a single
Pepwave router interface.

Special Note

Each Pepwave router can control a limited number of routers without additional cost. To manage more,
a Full Edition license is required. Please contact your Authorized Reseller or the Peplink Sales Team for
more information and pricing details.

To configure, navigate to the AP tab.
20.1 Wireless SSID

This menu is the first one that appears after clicking the AP tab. This screen can
also be reached by clicking AP>Wireless SSID. Note the appearance of this
screen varies by model.

AP Controller

Integrated AP V] External AP

I/@ 2 Any © Approved List

(One serial number per line)

AP Controller

The AP confroller for managing Pepwave APs can be enabled by checking this box.
When this option is enabled, the AP conftroller will wait for management connections
AP originating from APs over the LAN on TCP and UDP port 11753. It will also wait for
Managemeni captive portal connections on TCP port 443. An extended DHCP option, CAPWAP
Access Controller addresses (field 138), will be added to the DHCP server. A local DNS
record, AP Controller, will be added fo the local DNS proxy.

Access points to manage can be specified here. If Any is selected, the AP controller
Permitted AP will manage any AP that reports to it. If Approved List is selected, only APs with serial
numbers listed in the provided text box will be managed.
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Security Policy
WPA/WPA2 - Personal (2]

Current SSID information appears in the SSID section. To edit an existing SSID,
click its name in the list. To add a new SSID, click Add. Note that the following
setftings vary by model.

SSID Settings ©)

PEPWAVE_8D1C

LAN (No VLAN) *
Ld

® Auto Fixed

MCS8/MCS0/6M v

Disable r

Security Settings
Open (No Encryption) ¥

Access Control
None v

Save Cancel
SSID Settings
SSID This setting specifies the SSID of the virtual AP to be scanned by Wi-Fi clients.

Enable Select Yes to enable the virtual AP.

This setting specifies the VLAN ID fo be tagged on all outgoing packets
generated from this wireless network (i.e., packets that travel from the Wi-Fi

VLAN ID segment through the Pepwave AP One unit fo the Ethernet segment via the
LAN port). The default value of this setting is 0, which means VLAN tagging is
disabled (instead of tagged with zero).

This setting specifies whether or not Wi-Fi clients can scan the SSID of this
wireless network. Broadcast SSID is enabled by default.

Broadcast SSID
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Data Rate A Select Auto to allow the Pepwave router fo set the data rate automatically,
or select Fixed and choose a rate from the displayed drop-down menu.

Multicast FilterA  This setting enables the filtering of multicast network traffic to the wireless SSID.

This setting specifies the transmit rate to be used for sending multicast network
Multicast RateA traffic. The selected Protocol and Channel Bonding settings will affect the rate
options and values available here.

s To allow the Pepwave router to listen to internet group management protocol
A
IGMP SnOOpmg (IGMP) network traffic, select this option.

If you use a distributed DHCP server/relay environment, you can enable this
DHCP Opﬁon 82 A option to provide additional information on the manner in which clients are
physically connected to the network.

Network Prioriiy Select from Gold, Silver, and Bronze to control the QoS priority of this wireless
(QOS) A network’s traffic.

Layer 2 refers to the second layer in the ISO Open System Interconnect
model.

Layer 2 Isolation A When this option is enabled, clients on the same VLAN, SSID, or subnet are
isolated to that VLAN, SSID, or subnet, which can enhance security. Traffic is
passed to upper communication layer(s). By default, the setting is disabled.

Band steering allows the Pepwave router to steer AP clients from the 2.4GHz
band to the 5GHz band for better usage of bandwidth. To make steering
mandatory, select Enforce. To cause the Pepwave router to preferentially
choose steering, select Prefer. The default for this setting is Disable.

A - Advanced feature. Click the & button on the top right-hand corner to
activate.

Band Steering A

Security Settings

WPA2 - Personal v

AES:CCMP

e
IQI [ TT TR Y]
i)

3| ¥ Hide Characters

Security Settings

Security This setting configures the wireless authentication and encryption methods.
. Available options are Open (No Encryption), WPA/WPA2 - Personal, WPA/WPA2 -
PO|ICY Enterprise and Static WEP.

Access Control

Deny all except listed

Access Control
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The settings allow administrator fo control access using MAC address filtering.
Available options are None, Deny all except listed, Accept all except listed, and
RADIUS MAC Authentication.

When WPA/WPA2 - Enterprise is configured, RADIUS-based 802.1 x authentication is
enabled. Under this configuration, the Shared Key option should be disabled. When
using this method, select the appropriate version using the V1/V2 controls. The
security level of this method is known to be very high.

When WPA/WPA2- Personal is configured, a shared key is used for data encryption
and authentication. When using this configuration, the Shared Key opftion should be
enabled. Key length must be between eight and 63 characters (inclusive). The
security level of this method is known to be high.

The configuration of Static WEP parameters enables pre-shared WEP key encryption.
Authentication is not supported by this method. The security level of this method is
known to be weak.

Restricted
Mode

MAC Address cConnection coming from the MAC addresses in this list will be either denied or
List accepted based the option selected in the previous field.

RADIUS Server Settings Primary Server Secondary Server

1812 | Default | 1812 | | Default |
1813 | Default | 1813 | Default |
RADIUS Server Settings
Host Enter the IP address of the primary RADIUS server and, if applicable, the secondary

RADIUS server.

Enter the RADIUS shared secret for the primary server and, if applicable, the

Secret secondary RADIUS server.

Authentication n field, enter the UDP authentication port(s) used by your RADIUS server(s) or click
Port the Default button to enter 1812.

Accouniing In field, enter the UDP accounting port(s) used by your RADIUS server(s) or click the
Port Default button to enter 1813.
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20.2 Settings

On many Pepwave models, the AP settings screen (AP>Settings) looks similar to
the example below:

AP Settings @

El| 24 GHz 5 GHz

FEPLINE_O1AA

i
i United States b

20/40 MHZ .

Channels: 36 40 44 48 .,

|| auto v Edit

BO2.11ng

OMHz v

Edit |Channels: 1 3 3456 .,

Cha | Aauto v

U Mo VLAN) ¥

Always an L

| Max

i}

£Or Unlimited

o

95 dBm (0: Unlimited

{-‘I 1 Mbps

100 ms

| e

Dt

Default

(O Disable) | Default

Custom |9 s

Delault

clc

W Default

30000

Default

AP Settings
AP Profile Name This field specifies the name of this AP profile.

These buttons specify which wireless networks will use this AP profile. You can also
select the frequencies at which each network will transmit. Please note that the

SSID Peplink Balance does not detect whether the AP is capable of fransmitting at
both frequencies. Instructions to transmit at unsupported frequencies will be
ignored by the AP.

o fi This drop-down menu specifies the national / regional regulations which the AP
perating should follow.
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Country e If aNorth Americanregionis selected, RF channels 1 to 11 will be available
and the maximum transmission power will be 23.5 dBm (224 mW).

e If European region is selected, RF channels 1 to 13 will be available. The
maximum transmission power will be 20 dBm (100 mW).
NOTE: Users are required to choose an option suitable to local laws and
regulations.
Per FCC regulation, the country selection is not available on all models marketed
in US. All US models are fixed to US channels only.

Preferred These buttons determine the frequency at which access points will attempt to
broadcast. This feature will only work for APs that can transmit at both 5.4GHz
Frequency and 5GHz frequencies.

5 GHz Protocol This section displays the 5 GHz protocols your APs are using.

5GHz Channel There are three opftions: 20 MHz, 20/40 MHz, and 40 MHz. With this feature
enabled, the Wi-Fi system can use two channels at once. Using two channels
improves the performance of the Wi-Fi connection.

Bonding

This drop-down menu selects the 5 GHz 802.11 channel to be ufilized. If Auto is set,
5 GHz Channel the system will perform channel scanning based on the scheduled time set and
choose the most suitable channel automatically.

2.4 GHz Protocol This section displays the 2.4 GHz protocols your APs are using.

2.4 GHz Channel There are ‘rhree.ophons: 20 MHz, 20/40 MHz, and 40 MHz. W|‘rh this feature
enabled, the Wi-Fi system can use two channels at once. Using two channels
improves the performance of the Wi-Fi connection.

Bonding

This drop-down menu selects the 802.11 channel to be utilized. Available options
are from 1 fo 11 and from 1 to 13 for the North America region and Europe
region, respectively. (Channel 14 is only available when the country is selected as

2.4 GHz Channel Japan with protocol 802.11b.) If Auto is set, the system will perform channel
scanning based on the scheduled time set and choose the most suitable
channel automatically.

This field specifies the VLAN ID to tag to management traffic, such as AP to AP
Management controller communication fraffic. The value is 0 by default, meaning that no VLAN
VLAN ID tagging will be applied. NOTE: change this value with caution as alterations may
result in loss of connection to the AP confroller.

Operating Choose from the schedules that you have defined in System>Schedule. Select
Schedule the schedule for the integrated AP to follow from the drop-down menu.

With this option enabled, the AP under this profile will fransmit using additional
Power BoostA power. Please notfe that using this option with several APs in close proximity will
lead to increased interference.

This drop-down menu determines the power at which the AP under this profile will
broadcast. When fixed settings are selected, the AP will broadcast at the

OUprf PowerA specified power level, regardless of context. When Dynamic settings are
selected, the AP will adjust its power level based on its surrounding APs in order to
maximize performance.
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The Dynamic: Auto sefting will set the AP to do this automatically. Otherwise, the
Dynamic: Manual setting will set the AP to dynamically adjust only of instructed to
do so. If you have set Dynamic:Manual, you can go to AP>Toolbox>Auto Power
Adj. to give your AP further instructions.

Max number of T1his field determines the maximum clients that can be connected to APs under

ClientsA this profile.
Client Signal L . . . o . .
Strenath This field determines that maximum signal strength each individual client will
eng receive. The measurment unit is megawatts.
ThresholdA

This drop-down menu provides the option to send beacons in different fransmit

A
Beacon Rate bit rates. The bit rates are TMbps, 2Mbps, 5.5Mbps, 6Mbps, and 11Mbps.

This drop-down menu provides the option to set the fime between each beacon

A
Beacon Interval send. Available opfions are 100ms, 250ms, and 500ms.

DTIMA This field provides the opftion to setf the frequency for beacon to include delivery
fraffic indication messages (DTIM). The interval unit is measured in milliseconds.

This field provides the option to set the minimum packet size for the unit to send
A
RTS Threshold an RTS using the RTS/CTS handshake. Setting 0 disables this feature.

Fragmentaﬁon Determines the maximum size (in bytes) that each packet fragment will be
ThresholdA broken down into. Set 0 to disable fragmentation.

Distance/Time select the distance you want your Wi-Fi to cover in order to adjust the below
ConverterA parameters. Default values are recommended.

Slot TimeA This field provides the option to modify the unit wait time before it fransmits. The
default value is 9us.

ACK TimeoutA This field provides the opftion to setf the wait time to receive acknowledgement
packet before doing retransmission. The default value is 48ys.

Frame With this feature enabled, throughput will be increased by sending two or more
AggregationA data frames in a single transmission.

This field is only available when Frame Aggregation is enabled. It specifies the

Frame Length frame length for frame aggregation. By default, it is set to 50000.

A - Advanced feature. Click the E button on the top right-hand corner to
activate.



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual

it rai o Sel & (an Cxlenal AP}

HTTE ® HTTRES

<443

i [

i admin

J| 2540551 356e0 Generate

Web Administration Settings

Check the box to allow the Pepwave router to manage the web admin access
information of the AP.

Enable

Web Access These buttons specify the web access protocol used for accessing the web
Protocol admin of the AP. The two available options are HTTP and HTTPS.

Management
Port

HTTP to HTTPS This option will be available if you have chosen HTTPS as the Web Access

. . Protocol. With this enabled, any HTTP access to the web admin will redirect to
Redirection  yrps qutomatically.

This field specifies the management port used for accessing the device.

Admin User This field specifies the administrator username of the web admin. It is set as admin
Name by default.

This field allows you to specify a new administrator password. You may also click
Admin Password the Generate button and let the system generate a random password
automatically.
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Navigating to AP>Settings on some Pepwave models displays a screen similar to
the one shown below:

£ InConfral managemsnt enabled. Settings can now be conligursd on [nCantml.

o . Bl United Stares .
r. -3 L Inteinal * Externa
I.;.___.. neal .- A0Z.11ng -
] | 1 (2412 GHe) ¥
i N Auto y
Max r Boost
|§, 1MBbps v
.'.E?.l 100ms r
(2
|£§ 9 45
:-:ﬂ 458 4%
G 4 Enable
Guard Intorval Shart © Leng
Wi-Fi Radio Settings
Operating This option sets the country whose regulations the Pepwave router follows.
Country

Wi-Fi Antenna Choose from the router's internal or optional external antennas, if so equipped.

Important Note

Per FCC regulations, the country selection is not available on all models
marketed in the US. All US models are fixed to US channels only.

Wi-Fi AP Settings

This option allows you to specify whether 802.11b and/or 802.11g client
Protocol association requests will be accepted. Available options are 802.11ng and
802.11na. By default, 802.11ng is selected.

Ch | This option allows you to select which 802.11 RF channel will be used. Channel 1
année (2.412 GHz) is selected by default.

Auto (20/40 MHz) and 20 MHz are available. The default setting is Auto (20/40
MHz), which allows both widths to be used simultaneously.

Channel Width

This option is for specifying the transmission output power for the Wi-Fi AP. There
OUipr Power are 4 relative power levels available — Max, High, Mid, and Low. The actual
output power will be bound by the regulatory limits of the selected country.
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This option is for setting the transmit bit rate for sending a beacon. By default,

A
Beacon Rate 1Mbps is selected.

Beacon This option is for setfting the fime interval between each beacon. By default,
IntervalA 100ms is selected.

This field allows you to set the frequency for the beacon to include a delivery
DTIMA traffic indication message. The interval is measured in milliseconds. The default
value is set to 1 ms.

Slot Ti A This field is for specifying the wait fime before the Surf SOHO fransmits a packet.
or lime By default, this field is set to 9 ps.

ACK Ti 1A This field is for setting the wait time to receive an acknowledgement packet
Imeou before performing a retransmission. By default, this field is set to 48 ps.

Frame This option allows you fo enable frame aggregation to increase tfransmission
AggregcﬁonA throughput.

This setting allows choosing a short or long guard period interval for your

A
Guard Interval fransmissions.

A - Advanced feature, please click the K button on the top right-hand corner to
activate.

20.3 Toolbox

Tools for managing firmware packs can be found at AP>Toolbox.

Firmware Packs

Check for Updates Manual Upload Default...

Firmware Packs

Here, you can manage the firmware of your AP. Clicking on _—__=..5| will result in information regarding each
firmware pack. To receive new firmware packs, you can click Check for Updates to download new packs,
or you can click Manual Upload to manually upload a firmware pack. Click Default to define which
firmware pack is default.
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21 System Settings
21.1 Admin Security

There are two types of user accounts available for accessing the web admin:
admin and user. They represent two user levels: the admin level has full
administration access, while the user level is read-only. The user level can access
only the device's status information; users cannot make any changes on the
device.

i

Admin account UI User account UI

A web login session will be logged out automatically when it has been idle
longer than the Web Session Timeout. Before the session expires, you may click
the Logout button in the web admin to exit the session.

0 hours 0 minutes signifies an unlimited session time. This setting should be used
only in special situations, as it will lower the system security level if users do not
log out before closing the browser. The default is 4 hours, O minutes.

For security reasons, after logging in to the web admin Interface for the first time,
it is recommended to change the administrator password. Configuring the
administration interface to be accessible only from the LAN can further improve
system security. Administrative settings configuration is located at System>Admin
Security.
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MAX_BR1_710D hostname: max-bri-710d

admin

user

IQ 4 Hours 0 Minutes

@) @ Enable
MS-CHAP v2 ~

Hide Characters

3 seconds

Hide Characters

'a Enable

LAN/WAN -

HTTP -

@

LAN Only -

Admin Settings

This field allows you to define a name for this Pepwave router. By default, Router
Router Name Nameis set as MAX_XXXX or Surf_SOHO_XXXX, where XXXX refers to the last 4
digits of the unit’s serial number.

Admin User
Name

Admin
Password

Admin User Name is set as admin by default, but can be changed, if desired.

This field allows you to specify a new administrator password.

Confirm Admin This field allows you to verify and confirm the new administrator password.
Password

Read-only User

Read-only User Name is set as user by default, but can be changed, if desired.
Name

This field allows you to specify a new user password. Once the user password is

User Password sef, the read-only user feature will be enabled.

Confirm User
Password

This field allows you to verify and confirm the new user password.
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Web Session This field specifies the number of hours and minutes that a web session can
. remain idle before the Pepwave router terminates its access to the web admin
Timeout interface. By default, it is set to 4 hours.

With this box is checked, the web admin will authenticate using an external
RADIUS server. Authenticated users are treated as either "admin" with full read-
Authentication write permission or “user” with read-only access. Local admin and user accounts
by RADIUS will be disabled. When the device is not able to communicate with the external
RADIUS server, local accounts will be enabled again for emergency access.
Additional authentication options will be available once this box is checked.

This specifies the authentication protocol used. Available options are MS-CHAP v2
Auth Protocol 4 pap.

Avuth Server This specifies the access address and port of the external RADIUS server.

Auth Server

This field is for entering the secret key for accessing the RADIUS server.
Secret

Avuth Timeout This option specifies the time value for authentication timeout.

Accounting

This specifies the access address and port of the external accounting server.
Server

Accounting

This field is for entering the secret key for accessing the accounting server.
Server Secret

Network This option is for specifying the network connection to be used for authentication.
Connection Users can choose from LAN, WAN, and VPN connections.

The CLI (command line interface) can be accessed via SSH. This field enables CLI
support. For additional information regarding CLI, please refer to Section 21.16.

CLI SSH

CLI SSH Port  This field determines the port on which clients can access CLI SSH.

This menu allows you to choose between granting access to LAN and WAN
clients, or to LAN clients only.

CLI SSH Access

This opftion is for specifying the protocol(s) through which the web admin
inferface can be accessed:

Security e HIIP
e HTIPS
e HTTP/HTTPS

Web Admin This field is for specifying the port number on which the web admin interface can
Port be accessed.

This option is for specifying the network interfaces through which the web admin
inferface can be accessed:

Web Admin
Access

e LANoONly
e LAN/WAN
If LAN/WAN is chosen, the WAN Connection Access Settings form will be
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displayed.

R i i hElE U Any * Allow access from the following 1P subnets anly

WAN Coneeect ion Arcess S8 ngs

* 10.88.3.158 (Interface 1)

Wan 2
Wi-Fi WAN

Ceflular 1

Cellular 2

use

WAN Connection Access Settings

This field allows you to restrict web admin access only from defined IP subnets.
Any - Allow web admin accesses to be from anywhere, without IP address
restriction.

Allow access from the following IP subnets only - Restrict web admin access
only from the defined IP subnets. When this is chosen, a text input area will be
displayed beneath:

Allowed
Source IP The allowed IP subnet addresses should be entered info this text area. Each IP
Subnets subnet must be in form of w.x.y.z/m, where w.x.y.zis an IP address (e.g.,
192.168.0.0), and m is the subnet mask in CIDR format, which is between 0 and 32

inclusively (For example, 192.168.0.0/24).
To define multiple subnets, separate each IP subnet one in a line. For example:

o 192.168.0.0/24
e 10.8.0.0/16

This is to choose which WAN IP address(es) the web server should listen on.

Allowed WAN
IP Address(es)
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21.2 Firmware

Pepwave router firmware is upgradeable through the web admin interface.
Firmware upgrade functionality is located at System>Firmware.

Firmware Upgrade @

Current firmware version: 6.2.1
Firmware check pending

Check for Firmware

Manual Firmware Upgrade @

Cheose File | No file chosen

Manual Upgrade

There are two ways to upgrade the unit. The first method is through an online
download. The second method is to upload a firmware file manually.

To perform an online download, click on the Check for Firmware button. The
Pepwave router will check online for new firmware. If new firmware is available,
the Pepwave router will automatically download the firmware. The rest of the
upgrade process will be automatically initiated.

You may also download a firmware image from the Peplink website and update
the unit manually. To update using a firmware image, click Choose File to select
the firmware file from the local computer, and then click Manual Upgrade to
send the firmware to the Pepwave router. It will then automatically initiate the
firmware upgrade process.

Please note that all Peplink devices can store two different firmware versions in
two different partitions. A firmware upgrade will always replace the inactive
partition. If you want to keep the inactive firmware, you can simply reboot your
device with the inactive firmware and then perform the firmware upgrade.

Important Note

The firmware upgrade process may not necessarily preserve the previous configuration, and the behavior
varies on a case-by-case basis. Consult the release notes for the particular firmware version before
installing. Do not disconnect the power during firmware upgrade process. Do not attempt to upload a
non-firmware file or a firmware file that is not supported by Peplink. Upgrading the Pepwave router with an
invalid firmware file will damage the unit and may void the warranty.

Important Note

If the firmware is rolled back from 5.x to 4.x, the configurations will be lost.
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21.3 Time

Time Settings enables the system clock of the Pepwave router to be
synchronized with a specified time server. Time settings are located at
System>Time.

Time Settings

(GMT+07:00) Krasnoyarsk A
[CIshow all

0.peplink.pool.ntp.org

Time Settings

This specifies the time zone (along with the corresponding Daylight Savings Time
Time Zone scheme). The Time Zone value affects the fime stamps in the Pepwave router’s
event log and e-mail notifications. Check Show all to show all time zone opfions.

This setting specifies the NTP network time server to be utilized by the Pepwave

Time Server router.

21.4 Schedule

Enable and disable different functions (such as WAN connections, outbound
policy, and firewalls at different times, based on a user-scheduled configuration
profile. The settings for this are located at System > Schedule

Enabled (4

Name Time Used by

Weekdays only b 4

New Schedule

Enable scheduling, and then click on your schedule name or on the New
Schedule button to begin.
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Edit schedule profile
Schedule Settings

v
The schedule function of those associated features will be lost if profile is disabled.

Weekdays Only

Weekdays only v

You may go to supported feature settings page and set this profile as scheduler.

Schedule Map

Sunday | a | ok | |36 | a6 | |36 | 26 [ 6 | 36| 36 [ 36 | 36| 36|36 | 36| 3| 36| 36| €))%k k)| X)) )M M MMM | K| x| N|H|N|N
Monday B R R e R R e R R R D R e e R e e e R R R A R R R R R R e R R R R R B
Tuesday LA R R R E o R e R e R e I e e e e R e e e R R I e e e I I e e e e e e e e R
Wednesday¢J¢¢d¢¢¢¢¢¢¢4¢¢d¢¢d¢¢d¢¢¢¢4¢¢d¢¢J000000#00000000
Thursda\,f R R R I e R R e R R R R R R R R R R R R R R R R R R R R R R R R R R R R e R R R R R R e B
Frl‘da'f R R R I e R R e R R R R R R R R R R R R R R R R R R R R R R R R R R R R e R R R R R R e B
Satul’day a3 || 3] | e )36 ) 3|36 3€ |30 || 3] || )36 ) || 30|00 | | 3]0 || 3¢ | 6| 3| ||| | M| MM )| M| M| N|N|X|N
Save Cancel
Edit Schedule Profile
Enablin Click this checkbox to enable this schedule profile. Note that if this is disabled, then
g any associated features will also have their scheduling disabled.
Name Enter your desired name for this particular schedule profile.
Click the drop-down menu to choose pre-defined schedules as your starfing point.
Schedule Please note that upon selection, previous changes on the schedule map will be

deleted.

Click on the desired times to enable features at that time period. You can hold your
mouse for faster entry.

Schedule Map

21.5 Email Notification

Email notification functionality provides a system administrator with up-to-date
information on network status. The settings for configuring email nofifications are
found at System>Email Notification.
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Email Notification Setup @

Enable

smtp.mycompany.com
Require authentication

(Note: any server certificate will be accepted)

465

smtpuser

idmin@mycompany.com

system@mycompany.com
staff@mycompany.com

[ Test Email Notification ][ Save ]

Email Notification Settings

Email
Notification

SMTP Server

SSL Encryption

SMTP Port

SMTP User
Name /
Password

Confirm SMTP
Password

Sender’s Email
Address

Recipient’s
Email Address

This setting specifies whether or not fo enable email noftification. If Enable is
checked, the Pepwave router will send email messages to system administrators
when the WAN status changes or when new firmware is available. If Enable is not
checked, email notification is disabled and the Pepwave router will not send email
messages.

This setting specifies the SMTP server to be used for sending email. If the server
requires authentication, check Require authentication.

Check the box to enable SMTPS. When the box is checked, SMTP Port will be
changed to 465 automatically.

This field is for specifying the SMTP port number. By default, this is set to 25; when SSL
Encryption is checked, the default port number will be set to 465. You may
customize the port number by editing this field. Click Default to restore the number
to its default setting.

This setting specifies the SMTP username and password while sending email. These
options are shown only if Require authentication is checked in the SMTP Server
setfing.

This field allows you to verify and confirm the new administrator password.

This setting specifies the email address the Pepwave router will use to send reports.

This setting specifies the email address(es) to which the Pepwave router will send
email nofifications. For multiple recipients, separate each email addresses using the
enter key.
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After you have finished setting up email notifications, you can click the Test
Email Noftification button to test the settings before saving. After Test Email
Notification is clicked, you will see this screen to confirm the settings:

Test Email Notification

smtp.mycompany.com

465

smtpuser

admin@mycompany.com

system@mycompany.com
staff@mycompany.com

[ Send Test Notification ][ Cancel ]

Click Send Test Notification to confirm. In a few seconds, you will see a message
with detailed test results.

Test email sent. Email notification settings are not saved, it will be saved after clicked the
'Save' button.

Test Result

E3

[INFO] Trv email through connection #3

[#-] 220 ESMTP

[-=] EHLO halance

[#-] 250-zmtp Hello balance [210.210_210_210]
250-5TZE 100000000

250-BRITMIKE

250-PTPELINIMG

250-A81TH PLAIN LOGIN

250-5TARTTLE ™

21.6 Event Log

Event log functionality enables event logging at a specified remote syslog
server. The settings for configuring the remote system log can be found at
System>Event Log.

Send Events to Remote Syslog Server @

Push Events to Mobile Devices @
Event Log Settings

Remote Syslog This setting specifies whether or not fo log events at the specified remote syslog
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Remote Syslog
Host

Push Events

server.
This setting specifies the IP address or hostname of the remote syslog server.

The Pepwave router can also send push nofifications to mobile devices that have
our Mobile Router Utility installed. Check the box to activate this feature.

L ] e,
pEphnI{ For more information on the Router Utility, go to:

A Vww.peplink.com/products/router-utiity
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21.7 SNMP

SNMP or simple network management protocol is an open standard that can be
used to collect information about the Pepwave router. SNMP configuration is

located at System>SNMP.

= i Max_HD2I_EDIC
.-.-:.. N 1c1 Dafauit
Enable
Enatle
Enable
Save

Community Mame

Allowed Sowrce Nelwork

Acorss Mode

Add SNMP Community

LNMPC Wbasr Naaiive

Authenlication f Privacy

Add SNMP User

Acrmss Mode

SNMP Device

This field shows the router name defined at System>Admin Security.

Name

SNMP Port This option specifies the port which SNMP will use. The default port is 161.

SNMPv1 This option allows you to enable SNMP version 1.
SNMPv2 This option allows you to enable SNMP version 2.
SNMPvV3 This option allows you to enable SNMP version 3.

To add a community for either SNMPv1 or SNMPV2, click the Add SNMP
Community button in the Community Name table, upon which the following

screen is displayed:

SNMP Community a

My Company

192.168.1.25

/|255.255.255.0 (/24)

v

Save Cancel
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SNMP Community Settings

ommunit
c Y This setting specifies the SNMP community name.
Name
Allowed This setti ifi bnet f hich to the SNMP is all d. Ent
is setting specifies a subnet from which access to the server is allowed. Enter
Source Subnet subnet address here (e.g., 192.168.1.0) and select the appropriate subnet mask.
Address

To define a user name for SNMPV3, click Add SNMP User in the SNMPv3 U;er

SNMPv3 User 8

SNMPUser

SHA = password

DES ~ privacypassword

Save Cancel

Name table, upon which the following screen is displayed:

SNMPv3 User Settings

User Name This setting specifies a user name to be used in SNMPvV3.

This setting specifies via a drop-down menu one of the following valid
authentication protocols:

Avuthentication e NONE
Protocol e MD5
e SHA

When MD5 or SHA is selected, an entry field will appear for the password.

This setting specifies via a drop-down menu one of the following valid privacy

protocols:
Privacy Protocol e NONE
e DES

When DES is selected, an enfry field will appear for the password.
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21.8 InControl

# Allow InControl Managemeant

o

InControl is a cloud-based service which allows you to manage all of your
Peplink and Pepwave devices with one unified system. With it, you can
generate reports, gather statistics, and configure your devices automatically. All
of this is now possible with InControl.

When this check box is checked, the device's status information will be sent to the
Peplink InControl system. This device's usage data and configuration will be sent
to the system if you enable the features in the system.

Alternately, you could also privately host InControl. Simply check the box beside
the “Privately Host InConftrol” open, and enter the IP Address of your InControl
Host.

You can sign up for an InControl account at https://incontrol2.peplink.com/.
You can register your devices under the account, monitor their status, see their
usage reports, and receive offline notifications.
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21.9 Configuration

Backing up Pepwave router settings immediately after successful completion of
initial setup is strongly recommended. The functionality to download and upload
Pepwave router settings is found at System>Configuration. Note that available
options vary by model.

Restore Configuration to Factory Settings

[ Restore Factory Settings

Download Active Configurations @

@

Upload Configurations

Mo file selected.
Upload

Upload Configurations from High Availability Pair

m No file selected.

Upload

Configuration

Restore
. . The Restore Factory Settings button is fo reset the configuration to factory default
Conflgurqhon settings. After clicking the button, you will need to click the Apply Changes button
to Factory on the top right corner to make the settings effective.

Settings

Download
Active Click Download to backup the current active settings.

Configurations

To restore or change settings based on a configuration file, click Choose File to
Upload locate the configuration file on the local computer, and then click Upload. The new
h . settings can then be applied by clicking the Apply Changes button on the page
Configurations neader, or you can cancel the procedure by pressing discard on the main page of
the web admin interface.

UplOCId In a high availability (HA) configuration, a Pepwave router can quickly load the
Configurations configuration of its HA counterpart. To do so, click the Upload button. After loading
from High the settings, configure the LAN IP address of the Pepwve router so that it is different

o . fromthe HA counterpart.
Availability Pair
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21.10 Feature Add-ons

Some Pepwave routers have features that can be activated upon purchase.
Once the purchase is complete, you will receive an activation key. Enter the key
in the Activation Key field, click Activate, and then click Apply Changes.

Feature Activation

21.11 Reboot

This page provides a reboot button for restarting the system. For maximum
reliability, the Pepwave router can equip with two copies of firmware. Each
copy can be a different version. You can select the firmware version you would
like to reboot the device with. The firmware marked with (Running) is the current
system boot up firmware.

Please note that a firmware upgrade will always replace the inactive firmware
partition.

Select the firmware you want to use to start up this device:
® Firmware 1: 6.2.1 build 2977 (Running)
Firmware 2: 6.2.1b01 build 2949

Reboot
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21.12 Ping

The ping test tool sends pings through a specified Ethernet interface or a
SpeedFusion™ VPN connection. You can specify the number of pings in the field
Number of times, o a maximum number of 10 times. Packet Size can be set to a
maximum of 1472 bytes. The ping utility is located at System>Tools>Ping,
ilustrated below:

G WAN T ¥
Erestimation il 10.10.10.1
— .
36
Tiwws
. .
Start S1op

PING 10.10.10.2 {1040:10.1) from 10.88. 3,158 SE{84] bytes of dals

B4 bytes from 100100001

ricmp_regs ] fi=s] timea 27 6 mE
64 brytas fromy 100001 lmp_reg=2 =52 timg=26.5 m3
B4 brytes from 10.20 ienp_reg=3 tedd timew 388 ms
Iomp_reg=4 mHai] times 18,3 me

B4 brytds from 10200001 iomp_reg=5 W=52 time=217.7 ms

0L.10L10.1 i STanSTs —
5 packets fransmitted, & recarved, (% packst |oss, bime 4005ms

At min/avgimar/moay = 26.516/27 855,/28.935,0.814 ms

A system administrator can use the ping ufility to manually check the connectivity of a particular
LAN/WAN connection.
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21.13 Traceroute Test

The fraceroute test tool traces the routing path to the destination through a
particular Ethernet interface or a SpeedFusion™ connection. The traceroute test
utility is located at System>Tools>Traceroute.

Traceroute

i
WAN 1 ¥

64.233.189.99
start | [ Stop |
Resuits

Tip

A system administrator can use the traceroute utility fo analyze the connection path of a LAN/WAN
connection.

21.14 PepVPN Test

The PepVPN Test tool can help to test the throughput between different VPN
peers.

You can define the Test Type, Direction, and Duration of the test, and press Gol
to perform the throughput test. The VPN test utility is located at
System>Tools>PepVPN Test, illustrated as follows:
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PepVPN Throughput Test

NY Office ~

@ TCP ubp

9 Upload ©' Download

10 seconds (5 - 600)

Go!

v h
(Empty)

21.15Wake-on-LAN

Peplink routers can send special "magic packets” to any client specified from the Web
Ul. To access this feature, navigate to System > Tools > Wake-on-LAN

Wake-on-LAN

Surf_SOHO (00:90:0B:36:3C:8C) Y| Send

Select a client from the drop-down list and click Send to send a *magic packet”

21.16 CLI (Command Line Interface Support)

The CLI (command line interface) can be accessed via SSH. This field enables
CLI support. The below settings specify which TCP port and which interface(s)
should accept remote SSH CLI access. The user name and password used for
remote SSH CLI access are the same as those used for web admin access.
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22 Status
22.1 Device

System information is located at Status>Device.

MAX_HDZ_6D 10

| Pepwave MAX HD2
7

2BIT-AAGA-BDIC

.20 build 2891

m 4.0.0
Verson {1017 (Modem Support List)
max-hd2-6d 1o

|7 days 50 minutes

Mon Feb 23 11:14: 13 WET 2015
Diwiload

M Tum oo

System Information

This is the name specified in the Router Name field located at System>Admin
Security.

Router Name

Model This shows the model name and number of this device.
Product Code If your model uses a product code, it will appear here.

Hardware

. . This shows the hardware version of this device.
Revision

Serial Number This shows the serial number of this device.

Firmware This shows the firmware version this device is currently running.
PepVPN
ep . This shows the current PepVPN version.
Version
Modem This shows the modem support version. For a list of supported modems, click Modem

Support Version Support List.
Host Name The host name assigned to the Pepwave router appears here.
Uptime This shows the length of time since the device has been rebooted.

System Time  This shows the current system time.

Diagnosiic The Download link is for exporting a diagnostic report file required for system
Report investigation.
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Remete Click Turn on to enable remote assistance.
Assistance

8 00:1A:DDBDISS:40

OO 1 A:DD B0 GE:4]

8 0071A:D0:BO: 54142

The second table shows the MAC address of each LAN/WAN interface )
connected. To view your device’s End User License Agreement (EULA), click ==.

Important Note

If you encounter issues and would like fo contact the Pepwave Support Team
(http://www.pepwave.com/contact/), please download the diagnostic report file and attach it along
with a description of your issue.

In Firmware 5.1 or before, the diagnostic report file can be obtained at System>Reboot.

22.1.1 GPS Data

The MAX HD2 and HD2 IP47 automatically store up to seven days of GPS
location data in GPS eXchange format (GPX). To review this data using third-
party applications, click Status>Device and then download your GPX file.

The Pepwave MAX BR1, HD2, and HD2 IP67 export real-time location data in
NMEA format through the LAN IP address at TCP port 606640. It is accessible from
the LAN or over a SpeedFusion connection. To access the data via a virtual
serial port, install a virtual serial port driver. Visit
http://www.peplink.com/index.php?2view=faq&id=294 to download the driver.
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22.2 Active Sessions

Information on active sessions can be found at Status>Active
Sessions>Overview.

Session data captured within one minute. Refresh

AIM/ICO

0
Bittorrent 0 32
DNS 0 51
Flash 0 1
HTTPS 0 76
Jabber 0 5
MSN 0 11
NTP 0 4
QQ 0 1
Remote Kk 0 3
SSH 0 12
SSL 0 64
XMPP 0 4
Yahoo 0 1

176

WAN 1 0

WAN 2 0 32

Wi-Fi WAN 0 51

Cellular 1 0 64

Cellular 2 0 0

usse 0 0
Top Clients

10.9.66.66 1069

10.9.98.144 147

10.9.2.18 63

10.9.66.14 56

10.9.2.26 33

This screen displays the number of sessions initiated by each application. Click
on each service listing for additional information. This screen also indicates the
number of sessions initiated by each WAN port. In addition, you can see which
clients are initiating the most sessions.
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You can also perform a filtered search for specific sessions. You can filter by
subnet, port, protocol, and interface. To perform a search, navigate to
Status>Active Sessions>Search.

| :-I.r iy l 5'-._.“ ; h _

Session data captured within one minute, Befresh

1P Subnel Source or Destination = { 755.255.255.255 (/32) *

ALy

Source or Destination *

o TCP
1 'WAN 1 I WAN 2 @& WI-Fl WA
1 Cellular L 2 Cellular 2 Y UsB
. VPN

Saanch

Total searched results: O

Total searched resulks: 0

Total searched results: 0

This Active Sessions section displays the active inbound/outbound sessions of
each WAN connection on the Pepwave router. A filter is available to sort active
session information. Enter a keyword in the field or check one of the WAN
connection boxes for filtering.
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22.3 Client List

The client list table is located at Status>Client List. It lists DHCP and online client IP
addresses, names (retrieved from the DHCP reservation table or defined by
users), current download and upload rate, and MAC address.

Clients can be imported into the DHCP reservation table by clicking the = ®
button on the right. You can update the record after import by going to
Network>LAN.

Online Chents Only
DHCP Clients Only

Client List @
§ 192.168.1.100 0 0 00:50:56:99:E1:76 -

Scale: * kbps Mbps

If the PPTP server (see Section 19.2), SpeedFusion™ (see Section 12.1), or AP
controller (see Section 20) is enabled, you may see the corresponding
connection name listed in the Name field.

22.4 WINS Client

The WINS client list table is located at Status>WINS Client.

WINS Client List

Usera 10.9.2.1
UserB 10.9.30.1
UserC 10.9.2.4

Flush All

The WINS client table lists the IP addresses and names of WINS clients. This option
will only be available when you have enabled the WINS server (navigation:
Network>Interfaces>LAN). The names of clients retrieved will be automatically
matched into the Client List (see previous section). Click Flush All to flush all WINS
client records.

UserA 10.9.2.1
UserB 10.9.30.1
UseriZ 10.9.2.4

Flush All
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22.5 UPnP / NAT-PMP

The table that shows the forwarded ports under UPnP and NAT-PMP protocols is
located at Status>UPnP/NAT-PMP. This section appears only if you have enabled
UPNP / NAT-PMP as mentioned in Section 16.1.1.

Forwarded Ports

47453 3392 192.168.1.100 UPnP uDP Application 031 X
35892 11265 192.168.1.50 NAT-PMP TCP NAT-PMP 58 X
4500 3560 192.158.1.20 UPNP TCP Application 013 X
5921 236 192.168.1.30 UPnP TCP Application 047 X
22409 3943 192.168.1.70 NAT-PMP uDP NAT-PMP 597 X
2388 27549 192.168.1.40 UPNP TCP Application 004 X

Delete All

Click =% o delete a single UPNP / NAT-PMP record in its corresponding row. To
delete all records, click Delete All on the right-hand side below the table.

Important Note

X

UPNP / NAT-PMP records will be deleted immediately after clicking the button or Delete All, without

the need to click Save or Confirm.

22.6 SpeedFusion Status

Current SpeedFusion™ status information is located at Status>SpeedFusion™,
Details about SpeedFusion™ connection peers appears as below:

PepVPN with SpeedFusion - Remote Peer Details B show disconnected profiles

£ ¥ ADAO-FFFC-11F8 FH 192.168.77.0/24 [onel] i)
£ » 3ED2-8F63-1824 380-5 - NO NAT 192.168.3.0/24 O -

Click on the corresponding peer name to explore the WAN connection(s) status
and subnet information of each VPN peer.
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& ~ ADAD-FFFC-11F8 FH 192.168.77.0/24 | i)
D WAN 1 Rx: = 1 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s  Latency: 1 ms
D WAN 2 R < 1 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s Latency: 1ms
D WAN 3 R < 1 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s Latency: 1ms
Total R < 1 kbps Tx: 1.1 kbps Drop rate: 0.0 pkt/s
& ~ 3ED2-8F63-1824 380-5 - NO NAT 192.168.3.0/24 il i)
O wan1 Fox: <1 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s Latency: 4 ms
O wanz2 Fox: <1 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s Latency: 4 ms
D WAN 3 Fox: <1 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s Latency: 4 ms
Total Rx: 1.6 kbps Tx: < 1 kbps Drop rate: 0.0 pkt/s

Click the | ®¥ | button for a chart displaying real-time throughput, latency, and
drop-rate information for each WAN connection.

ADAD-FFFC-11F8 - FH

nbgr W Total -
Ax | Tx « 1 kbps [ = 1 kbps
Drap Rate © 0.0 pkifs
00 -
v § ) _
i /T < 1 kbps f < 1 kbps
I e - Latency -1 ms
Orop Rate © 0.0 pktfs
- - -
caant b WAN 2
< ix ) Tx < 1 khps 1 kbos
£ Latercy @ 1 ms
- Al
2 T Orop Rate © 0.0 pkirs
= I vian 3
e e ax / Tx « 1 ibps |/ « 1 kbos
Latency ¢l ms
Drop Bata [ 0.0 pktfs
R
300 b
0.0 ke
i
ol I |
i =
- -j. i b IJ Il._ !
o, |:
i X
= 3
2
Toal [ sl 1 wiati 7 a3

When pressing the & | putton, the following menu will appear:
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PepVPN performance analysis - 9BOA-A29B-2931

PepVPN Test:
Check the general TCP/UDP throughput.

| .
PepVPN Analyzer:
Check the uplink performance of each tunnel.

L |

Warning: PepVPN Analyzer will temporarily interrupt VPN connectivity and will restore after test.

Close

PepVPN Test:
Check the general TCP/UDP throughput.

After clicking the icon, the following menu appears:

Configuration

o R LIEY P
(¥ * Upload Dawinboad Start
il 10 seconds (5 - 600)

WAN Slalistics

S5 Drop rate O pktis Later

;L WAN 3 Rr1 nia Tx; nfa Drop rats nf& Lateng nyd
Ei WaMN 4 Rx nfa Tt 'a Drop rate: fa Latency: ‘a
Tokal Ra 2,5 kbps T 5.3 kbps Drop rate 0.0 pktfs Latency 185 ms

Select the L2 protocol (TCP/UDP), direction, and duration and click the Start
button to begin the general throughput test.

56875 MB

BO625 MB/
49375 MB/ 1.
45000 MB
30000 MB
L4875 MB/

100 ==

1.00 s&C =

1.0 gec =

D SEC =

100 ags =

1.00 s =

{ l0nSsec= 31

485 My
! 100 sec = 0,3888 Mbpe
13125 M8, 1.00cec= 11,0096 Mbos
M3/ 100 sec= 25,1465 Mbps

47,7473 Mbos
SU.B562 Mbos
41 4185 Mbos
37 T4E7 Mbpa
419438 Mbos

47.T000 Mg

1504 Mbps

Ao%TE 9 %RE 47 retrans 132

i MEATT
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ﬁ PepVPN Analyzer:
| | Check the uplink performance of each tunnel.

The bandwidth bonding feature of PepVPN occurs when multiple WAN lines
from one end merge with multiple WAN lines from the other end. For this to
happen, each WAN line needs to form a connection with all the WAN lines on
the opposite end. The function of the PepVPN analyzer is to report the
throughput, packet loss, and latency of all possible combinations of
connections. Please note that the PepVPN Analyzer will temporarily interrupt VPN
connectivity and will restore after test.

After clicking the icon, the analyzer will require several minutes to perform its
analysis depending the number of WAN links in the SpeedFusion™ Tunnel. Once
the test the complete, the report will appear:

Results &
Estimated time: 150 5
lme remaining: O s
[ 100% |
TEEEETY — il T _;..'l' ..}.: ,_-“I . - — TPy T F E q
I I'J'\.: g e = - At L
58T 1655 078 420.51
20,72 26,35 59 9.8
V] 30,10 416D 24 LR
15,01 93 16 824
24,87 56 B LN
) 19,30 18 101
v] 1859 [E S 2.0 n
] 20,56 & 50 3,00 38
o 3670 59.16 -0 47
aQ 13,95 40 4 35401
o o 31.63 4290 .72 7.9
5.68 TE 1.a0
¥] 8,30 4789 Hi 1998
& - ..'5“ i
o o 30,032 L L) .77 26 58

"O" indicates that specific WAN / Tunnel is active for that particular test.

"Tx Avg."is the averaged throughput across the full 10 seconds fime, while "Tx
Max." is the averaged throughput of the fastest 30% of time.
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22.7 Eventlog

Event log information is located at Status>Event Log.

Device Event Log B avtn Helresh

System  Changes aoplsd

3ystem: Time synchronizabon successiul

WANS WAN | eomnected (10.86.3.153]

WIANT Fnorty dianged (Prionty 1 -Wan I, WanN 2 [ Poonily 2 - Celiular 1, Celbular 2 [ Disabled - Wi-Fi Wah

Sywrtam: Startec up (52,0 buld 2861

Changes applad
Febb 18 10-1700 System: Time synchronizaton sucesshid
WANT WAN 1 connacted (10;88.3, 158)
Febi 16 10:18:50 Wik Priory changed (Priceity - WAN 1, WAN 2/ Pdonly 2 - Celilur 1, Celular 2 f Dissbled - Wi-Fi Wan)
G 10:18:37 System : Started up (&2.0.201501210247-r12 145 builz

Clear Log

The log section displays a list of events that has taken place on the Pepwave
router. Check Auto Refresh to refresh log entries automatically. Click the Clear
Log button to clear the log.

22.8 Bandwidth

This section shows bandwidth usage statistics and is located at
Status>Bandwidth. Bandwidth usage at the LAN while the device is switched off
(e.g., LAN bypass) is neither recorded nor shown.
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22.8.1 Real-Time

The Data transferred since installation table indicates how much network traffic
has been processed by the device since the first bootup. The Data transferred
since last reboot table indicates how much network traffic has been processed

by the device since the last bootup.

Data transferred since installation {Sun Oct 10 05:56:02 PST 2010
Download

All WAN Connections 216.68 GB 91.70 GB 308.38 GB

Data transferred since last reboot [ Hide Details ]

Download
All WAN Connections 0.74 GB 0.63 GB 1.37 GB
WANL 0.67 GB 0.61 GB 1.28 GB
WANZ 0.07 GB 0.02 GB 0.09 GB
Aggregated Transfer
24.41 Mbps
Ml Covnload
M upload
19.53 Mbps
14.55 Mbps
9.77 Mbps
4,88 Mbps
Aol )
IIL'l\'A I W\I |L_A,’\' 'kﬁll N | ". M 11wl \
il \ [ I
0 kLJ....;..."I.i. A-UILVA- Y 1||.z\_'_‘. L .h./l-.r‘.'.l,,.'". o ‘III—_\_ AL ||. IH!‘I. .
Avg: 10.99 Mbps §0.12 Mbps Peak: 1 21.78 Mbps ¥ 0.67 Mbps Stacked [
Download Upload Total
Owerall 61 kbps 75 kbps 136 kbps
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22.8.2 Hourly

This page shows the hourly bandwidth usage for all WAN connections, with the
option of viewing each individual connection. Select the desired connection to
check from the drop-down menu.

Hourly Usage

| All WAN [=]
@ mB O GB
6000 MB T
Download
Upload I~
--- Total i )
5000 MB -
J.‘
4000 MB - ;'
IJI.
P~ !
3000 MB - rI.' i
i /
i i !
2000 MB - ' Pt /
] ‘1 & !
{ X PR f
] PR
Pl
1000 MB - \ e
W Ny - v
| { \ 4 -
oMB T T T A e— !
14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 10:00 12:00
2 Jan
Download
13:00 5 047 MB 295 ME 5 342 MB
12:00 5117 MB 439 MB 5 556 MB
11:00 2 414 MB 526 MB 2 940 MB
10:00 2 470 MB 812 MB 3 282 MB
09:00 725 MB 488 ME 1213 MB

08:00 54 MB 211 MB 275 MB
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22.8.3 Daily

This page shows the daily bandwidth usage for all WAN connections, with the
option of viewing each individual connection.

Select the connection to check from the drop-down menu. If you have enabled
the Bandwidth Monitoring feature, the Current Billing Cycle table for that WAN
connection will be displayed.

Click on a date to view the client bandwidth usage of that specific date. This
feature is not available if you have selected to view the bandwidth usage of
only a particular WAN connection. The scale of the graph can be set to display
megabytes (MB) or gigabytes (GB).

Daily Usage

AIWAN -
© mB O GB
250 MBE
M Covnload
M Upload
200 MB Total
i

150 MB / \

100 MB / \

50 MB | Y ./ \

“\“ - ____"'=-_____ { T A
b ________.--- — —— / .
; _
02-17  02-18 02-1% 02-20 02-21 02-22 02-23 02-24 02-25 02-26 02-27 02-28

Date Download Upload Total
2012-02-28 7 MB 18 MB 25 MB Down 245 MB
2012-02-27 32 MB 166 MB 198 MB up 483 MB
2012-02-26 8 MB 20 MB 28 MB
2012-02-25 g MB 20 MB 28 MB
2012-02-24 11 MB 23 MB 34 MB
2012-02-23 24 MB 36 MB 60 MB
2012-02-22 25 MB 43 MB 68 MB
2012-02-21 25 MB 40 MB 65 MB
2012-02-20 17 MB 36 MB 33 MB
2012-02-19 & MB 3 MB 3 MB
2012-02-18 & MB 3 MB 5 MB
hrlnlh Be N g le IS v T7T MR T2 MR 15N MR

All WAN Daily Bandwidth Usage
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22.8.4 Monthly

This page shows the monthly bandwidth usage for each WAN connection. If you
have enabled the Bandwidth Monitoring feature, you can check the usage of
each particular connection and view the information by Billing Cycle or by
Calendar Month.

Click the first two rows to view the client bandwidth usage in the last two
months. This feature is not available if you have chosen to view the bandwidth
of an individual WAN connection. The scale of the graph can be set to display
megabytes (MB) or gigabytes (GB).

Monthly Usage

AllWAN -
@ me O GB
20000 ME
M Dovnload
M Upload
Total
15000 MB %
\\
\
A
\
A
\\
10000 MB Y
\
= \\\ —
5000 ME \\ ——
~ T
/" T
T
\h e Py
___________- o —
o k= . g
2010-05  2010-06  2010-07  2010-08  2010-09 2010-10  2010-11  2010-12  2011-01

Download
2011-01-01 to now 1367 MB 1 081 MB 2 443 MB
2010-12-01 to 2010-12-31 4 059 MB 3 408 MB 7 467 MB
2010-11-01 to 2010-11-30 4 792 ME 4 952 ME g9 744 ME

Client Bandwidth Usage {201;1—12:01 to 2010—12—31-) X ; :z

:||e MB

10.10.10.103 LAN Client 1.54 MB 141251 MB 1 414,05 MB 5 ME

192.168.50.150 LAN Client 490.46 MB 20.87 MB 511.33 MB l2 ME

59.115.100.40 LAN Client 0.00 MB 141.63 MB 141.63 MB = ME
203.186.47.43 LAN Client 0.00 MB 131.22 MB 131.22 MB
Q1 120 92 170 Lanl —lhiged 000 e = 04 me =4 04 rac

All WAN Monthly Bandwidth Usage
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Ethernet WAN ~
O gilling Cycle @ Calendar Month
© mB O GB
6000 MB
Il Covnload
H upload
5000 MB Total
4000 MB
/
/// T
3000 MB .
Y
2000 MB v.&
s
e
= s
""H-\..,_____ //
1000 MBE T Vi
= |/ A
e o/
o — e—
2010-05  2010-06 2010-07  2010-08  2010-09 2010-10  2010-11  2010-12  2011-01
Date Download Upload Total
2011-01-01 to now 784 MB 393 MB 1379 MB
2010-12-01 to 2010-12-31 2 291 MB 2103 MB 4 394 MB
2010-11-01 to 2010-11-30 2 261 MB 2 896 MB 5157 MB
2010-10-01 +t0 20101021 A7 ME Asd MBE OSE MR

Ethernet WAN Monthly Bandwidth Usage

Tip

By default, the scale of data size is in MB. 1GB equals 1024MB.
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Appendix A. Restoration of Factory Defaults

To restore the factory default settings on a Pepwave router, follow the steps
below:

1. Locate the reset button on the front or back panel of the Pepwave router.

2. With a paper clip, press the reset button and hold it for at least 10
seconds, until the unit reboofs itself.

After the Pepwave router finishes rebooting, the factory default settings will be
restored.

Important Note

All previous configurations and bandwidth usage data will be lost after restoring factory default settings.
Regular backup of configuration settings is strongly recommended.
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Appendix B: Declaration

1. The device supports time division technology

2. Federal Communication Commission and Industry Canada Interference
Statement

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user will
be required to correct the interference at his own expense.

Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this
equipment.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

IMPORTANT NOTE

FCC Radiation Exposure Statement (for MAX BR1 MK2 (FCC ID: USBG-P1AC4) /
MAX Transit Duo with ContentHub with M12 connector (FCC ID: U8G-P1813)

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 24cm between the radiator & your body.

This fransmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

The availability of some specific channels and/or operational frequency bands
are country dependent and are firmware programmed at the factory to match
the intended destination.
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FCC Radiation Exposure Statement (for MAX BR1 mini)

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 25cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

The availability of some specific channels and/or operational frequency bands
are country dependent and are firmware programmed at the factory to match
the intended destination.

FCC Radiation Exposure Statement (for MAX700/ HD2/ HD2 1P47/ BR1/ Surf
SOHO)

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20cm between the radiator & your body.

FCC Radiation Exposure Statement (for MAX On-The-Go)

This equipment complies with FCC radiation exposure limits set forth for an
unconftrolled environment.

1. 20cm minimum when the product is operated alone without co-transmitting
with a plug-in 3G USB dongle device.

2. 65cm minimum when the product is operated with a plug-in 3G USB device
which has maximum of 7W ERP output power.

3. For co-transmission scenario which is not covered above, please consult the
RF technician or device supplier.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands
are country dependent and are firmware programmed at the factory to match
the infended destination.
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Industry Canada Statement (for MAX BR1 MK2) (20682-P1AC4) / MAX Transit /

/[ MAX Transit Duo with ContentHub with M12 connector (20682-P1813)

This device complies with Industry Canada license-exempt RSS standard(s).
Operation is subject to the following two conditions: (1) this device may not cause
interference, and (2) this device must accept any interference, including
interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux
appareils radio exempts de licence. L'exploitation est aqutoriseée aux deux
conditions suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2)
I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme
si le brouillage est susceptible d'en compromettre le fonctionnement.

To maintain compliance with the RF exposure guidelines, place the unit at least
30cm from nearby persons.

Mise en garde_: Pour assurer la conformité aux directives relatives a I'exposition
aux frequences radio, le jouet doit éfreplacé a au moins 30_cm des personnes a
proximité.

Caution:
(i) The device for operation in the band 5150-5250 MHz is only for indoor use to
reduce the potential for harmful interference to co-channel Mobile Satellite
systems;

(i) the maximum antenna gain permitted for devices in the band 5725-5850 MHz
shall be such that the equipment still complies with the e.i.r.p limits specified for
point-to-point and non-point-to-point operation as appropriate; and

(iii) Users should also be advised that high-power radars are allocated as primary
users (i.e. priority users) of the bands 5650-5850 MHz and that these radars could
cause interference and/or damage to LE-LAN devices.

Avertissement:

(i) Les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés
uniquement pour une utilisation a l'intérieur afin de réduire les risques de
brouillage préjudiciable aux systeémes de satellites mobiles utilisant les mémes
CANAuUX.

(i) Le gain maximal d’antenne permis (pour les dispositifs utilisant les bandes 5250
a 5850) doit se conformer a la limite de p.i.r.e. Le gain maximal d’anfenne permis
(pour les dispositifs utilisant la bande 5725-5825 MHz) doit étre conforme & la limite
de p.ir.e. spécifiée pour I'exploitation point & point et I'exploitation non point &
point, selon le cas;
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(i) De plus, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars
de haute puissance sont désignés ufilisateurs principaux (c.-a-d., gu'ils ont la
priorité) pour les bandes 5650-5850 MHz et que ces radars pourraient causer du
brouillage et/ou des dommages aux dispositifs LAN-EL.

Industry Canada Statement (for MAX Hotspot/ Surf SOHO/ MAX HD2 / MAX BRI

mini)

This device complies with Industry Canada license-exempt RSS standard(s).
Operation is subject to the following two conditions: (1) this device may not cause
interference, and (2) this device must accept any interference, including
interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux
appareils radio exempts de licence. L'exploitation est autoriseée aux deux
conditions suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2)
I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme
si le brouillage est susceptible d'en compromettre le fonctionnement.

To maintain compliance with the RF exposure guidelines, place the unit at least
20cm from nearby persons.

Mise en garde_: Pour assurer la conformité aux directives relatives a I'exposition
aux fréquences radio, le jouet doit étreplacé a au moins 20_cm des personnes a
proximité.

Cauvtion:

(i) the device for operation in the band 5150-5250 MHz is only for indoor use to
reduce the potential for harmful interference to co-channel mobile satellite
systems;

(i) the maximum antenna gain permitted for devices in the band 5725-5850 MHz
shall be such that the equipment still complies with the e.i.r.p. limits specified for
point-to-point and non-point-to-point operation as appropriate; and

(iii) Users should also be advised that high-power radars are allocated as primary
users (i.e. priority users) of the bands 5650-5850 MHz and that these radars could
cause interference and/or damage to LE-LAN devices.
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Avertissement:

(i) les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réserves
uniguement pour une utilisation a I'intérieur afin de réduire les risques de
brouillage préjudiciable aux systemes de satellites mobiles utilisant les mémes
canaux;

(i) le gain maximal d'antenne permis (pour les dispositifs utilisant la bande de 5725
a 5 850 MHz) doit étre conforme a la limite de la p.i.r.e. spécifiée pour I'exploitation
point a point et I'exploitation non point & point, selon le cas;

(iii) De plus, les utilisateurs devraient aussi éfre avisés que les utilisateurs de radars
de haute puissance sont désignés utilisateurs principaux (c.-a-d., qu'ils ont la
priorité) pour les bandes 5650-5850 MHz et que ces radars pourraient causer du
brouillage et/ou des dommages aux dispositifs LAN-EL.

Radiation Exposure Statement: (For MAX BR1 Mini)
This equipment complies with ISED radiation exposure limits set forth for an

uncontrolled environment. This equipment should be installed and operated with
minimum distance 25cm between the radiator & your body.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED
établies pour un environnement non contrélé. Cet équipement doit étre installé
et utilisé avec un minimum de 25 cm de distance entre la source de
rayonnement et votre corps.
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FCC Radiation Exposure Statement (for SpeedFusion Engine / SFE-CAM / SFE-
CAM-AB-LTEA-W / SFE-CAM-VM-LTEA-W / Pismo827 / Pismo 827)

15.21 Information to user.
Any changes or modifications not expressly approved by the party responsible
for compliance could void your authority to operate the equipment.

Note: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in

a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in
aresidential area is likely to cause harmful interference in which case the user will be
required to correct the interference at his own expense.

FCC/ISED(IC) RF Radiation Exposure Statement: (For MPE report)

This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with a minimum distance of 20 centimeters between the radiator and your
body.

CE Statement (for SpeedFusion Engine / SFE-CAM / SFE-CAM-AB-LTEA-W / SFE-
CAM-VM-LTEA-W / SFE-CAM-AB-LTEA-P / SFE-CAM-VM-LTEA-P / Pismo827 /

Pismo 827)

EU Countries Intended for Use
The ETSI version of this device is infended for home and office (5150-5250MHz)
use in EU Countries.
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3. CE Statement for Pepwave Routers c €
Europe - EU Declaration of Conformity

This device complies with the essential requirements of the Radio Equipment Directive
2014/53/EC. The following test methods have been applied in order to prove presumption of
conformity with the essential requirements of the RE Directive 2014/53/EU:

- EN 60950-1: 2006 +A11:2009 +A1:2010 +A12:2011 +A2:2013
Safety of Information Technology Equipment

- EN 50385 : 2002
Product standard to demonstrate the compliance of radio base stations and fixed terminal stations for wireless
telecommunication systems with the basic restrictions or the reference levels related to human exposure to radio
frequency electromagnetic fields (110 MHz — 40 GHz) — General public

- EN 62311 :2008
Assessment of elecfronic and electrical equipment related to human exposure restrictions for electromagnetic fields
(0 Hz— 300 GHz)

- EN 300328 V2.1.1
Wideband transmission systems; Data fransmission equipment operating in the 2,4 GHz ISM band and using wide band
modulation techniques; Harmonised Standard covering the essential requirements of article 3.2 of Directive
2014/53/EU

- EN301893V1.8.1/ Article 3(2) (- Adaptivity until 12.06.2018)
Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN; Harmonized EN covering the essential
requirements of article 3.2 of the R&TTE Directive

- EN 301893 V2.1.1/ Article 3(2)

5 GHz RLAN; Harmonised Standard covering the essential requirements of article 3.2 of Directive 2014/53/EU

- EN301 908-1 V11.1.1: 2011
IMT cellular networks; Harmonised Standard covering the essential requirements of article 3.2 of the Directive
2014/53/EU; Part 1: Infroduction and common requirements

- EN300 440 v2.1.1
Short Range Devices (SRD); Radio equipment to be used in the 1 GHz to 40 GHz frequency range; Harmonised
Standard covering the essential requirements of article 3.2 of Directive 2014/53/EU

- EN 301 489-1 V2.1.1
Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC) standard for
radio equipment and services; Part 1: Common fechnical requirements

- EN301 489-17 v3.2.0
ElectroMagnetic Compatibility (EMC) standard for radio equipment and services; Part 17: Specific conditions for
Broadband Data Transmission Systems; Harmonised Standard covering the essential requirements of article 3.1(b) of
Directive 2014/53/EU

- EN301 489-19 V2.1.0
ElectroMagnetic Compatibility (EMC) standard for radio equipment and services; Part 19: Specific conditions for
Receive Only Mobile Earth Stations (ROMES) operating in the 1,5 GHz band providing data communications and GNSS
receivers operating in the RNSS band (ROGNSS) providing positioning, navigation, and timing data; Harmonised
Standard covering the essential requirements of article 3.1(b) of Directive 2014/53/EU

- EN301 489-52 V1.1.0 (2016-11)
Electromagnetic Compatibility (EMC) standard for radio equipment and services; Part 52: Specific condifions for
Cellular Communication Mobile and portable (UE) radio and ancillary equipment; Harmonised Standard covering
the essential requirements of article 3.1(b) of Directive 2014/53/EU

Equipment (WEEE) Directive 2012/19/EU. This means this product must be handled according
to this Directive. Old electrical appliance must not be disposed of together with the residual
waste, but have to be disposed of separately. The disposal at the communal collecting point
via private persons is for free. The owner of old appliances is responsible to bring the
appliances to these collecting points.

E— Recycling - Our product bears this selective sorting symbol for Waste Electrical and Electronic
|
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Cesky
[Czech]

Dansk
[Danish]

Deutsch
[German]

Eesti
[Estonian]

English

Espanol
[Spanish]

EAANVIKA
[Greek]
Francais
[French]
Italiano
[Ifalian]
Latviski
[Latvian]

Lietuviy
[Lithuanian]

[nl] Nederlands

[Dutch]
Malti
[Maltese]
Magyar
[Hungarian]

[el] Polski [Polish]

Portugués
[Portuguesel]
Slovensko
[Slovenian]
Slovensky
[Slovak]

Suomi
[Finnish]

Svenska
[Swedish]

CE

[Jméno vyrobce] timto prohladuje, ze tento [typ zarfizeni] je ve shodé se zAkladnimi pozadavky a
dalsimi pfislusnymi ustanovenimi smérnice 2014/53/ES.

Undertegnede [fabrikantens navn] erklcerer herved, at felgende udstyr [udstyrets typebetegnelse]
overholder de vcesentlige krav og gvrige relevante krav i direktiv 2014/53/EF.

Hiermit erklért [Name des Herstellers], dass sich das Gerat [Gerdtetyp] in Ubereinstimmung mit den
grundlegenden Anforderungen und den Ubrigen einschldgigen Bestimmungen der Richtlinie
2014/53/EG befindet.

K&esolevaga kinnitab [tootja nimi = name of manufacturer] seadme [seadme tUUp = type of
equipment] vastavust direktiivi 2014/53/EU pdhinduetele ja nimetatud direkdiivist tulenevatele
teistele asjakohastele satetele.

Hereby, [Pismo Labs Technology Limited, Hong Kong], declares that this [type of equipment] isin
compliance with the essential requirements and other relevant provisions of Directive 2014/53/EU.

Por medio de la presente [nombre del fabricante] declara que el [clase de equipo] cumple con
los requisitos esenciales y cualesquiera ofras disposiciones aplicables o exigibles de la Directiva
2014/53/CE.

ME THN MAPOYZXA [name of manufacturer] AHAQNEI OTI [type of equipment] ZYMMOP®OQNETAI
MPOL TIX OYZIQAEIY AMTAITHIEIX KAI TIZ AOIMEL IXETIKEL AIATAZEIX THX OAHIAL 2014/53/EK.

Par la présente [nom du fabricant] déclare que l'appareil [type d'appareil] est conforme aux
exigences essentielles et aux autres dispositions pertinentes de la directive 2014/53/CE.

Con la presente [nome del costruttore] dichiara che questo [tipo di apparecchio] & conforme ai
requisiti essenziali ed alle alire disposizioni pertinenti stabilite dalla direttiva 2014/53/CE.

Ar 3o [name of manufacturer /izgatavotdja nosaukums] deklaré, ka [type of equipment / iekartas
tips] atbilst Direkfivas 2014/53/EK butiskajam prasibdm un citiem ar to saisfitajiem noteikumiem.

Siuo [manufacturer name] deklaruoja, kad 3is [equipment type] atitinka esminius reikalavimus ir kitas
2014/53/EB Direktyvos nuostatas.

Hierbij verklaart [naam van de fabrikant] dat het toestel [fype van toestel] in overeenstemming is
met de essentiéle eisen en de andere relevante bepalingen van richtlijn 2014/53/EG.

Hawnhekk, [isem tal-manifattur], jiddikjara li dan [il-mudel tal-prodott] jikkonforma mal-htigijiet
essenzjali u ma provvedimenti ohrajn relevanti i hemm fid-Dirrettiva 2014/5/EC.

Alulirott, [gydrtd neve] nyilatkozom, hogy a [... tipus]megfelel a vonatkozd alapvetd
kévetelményeknek és az 2014/53/EC irdnyelv egyéb eldirdsainak.

Niniejszym [nazwa producenta] o$wiadcza, ze [nazwa wyrobu] jest zgodny z zasadniczymi
wymogami oraz pozostatymi stosownymi postanowieniami Dyrektywy 2014/53/EC.

[Nome do fabricante] declara que este [tipo de equipamento] estd conforme com os requisitos
essenciais e outras disposicoes da Directiva 2014/53/CE.

[Ime proizvajalca] izjavlja, da je ta [tip opreme] v skladu z bistvenimi zahtevami in ostalimi
relevantnimi dolocili direktive 2014/53/ES.

[Meno vyrobcu] tymto vyhlasuje, Ze [typ zariadenia]spifia zakladné poZiadavky a vietky prisluiné
ustanovenia Smernice 2014/53/ES.

[Valmistaja = manufacturer] vakuuttaa taten ettd [type of equipment = laitteen tyyppimerkintd]

tyyppinen laite on direktiivin 2014/53/EY oleellisten vaatimusten ja sité koskevien direktiivin muiden
ehtojen mukainen.

Harmed intygar [féretag] att denna [utrustningstyp] stér | dverensstimmelse med de vasentliga
egenskapskrav och évriga relevanta bestdmmelser som framgdr av direktiv 2014/53/EG.



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual



https://www.tracker-software.com/product/pdf-xchange-editor
https://www.tracker-software.com/product/pdf-xchange-editor

Pepwave MAX and Surf User Manual

4. NCC / BSMI - Pepwave MAX cellular Routers {E &R AR

ERAREREMAR "MAX BRT MK2, #IEMUTEE

WLAN
BHOKBRES MPE1RZEE 1 mW/cm?2 - ZRIZEREA B4 : 0.081 mW/cm? -

WWAN &R B2 40
FERARNEEACIEDE  ERREENET T AERNSsEe a5 ooz .

EHRERR, BRERTZEAOABERFR ZEF - SESIHOURRRASERREENMBI LMK -

BENERERERHEEREENE

B+ Ik ARARBEBZBINRGIRE - LY - AT - BRAEREZHABEBEEEERR - MK
RN B IR T 2R RINEE -

FTE BINRGABE ZERASEERMEXE A TES ARG  KRBATERRZE - BUER -
THEZRRTERLHGEERER - IEGAEE  BRESIREFEZRREBEE - ENXRFREHA
VEGAIABENLE  REABEAENEHMEERREZTE -

TITENEIER BAIITEN B IRSEER WCDMA /FDD LTE700/900/1800/2600, TDD LTE2570-2620/2500-
2690MHz.

B / WIS B
R BHIETE - AR -

ARPEAMKIGRE - NEEBRPEREE  TEEEANAED  ELEERT - ERETRERR
B L B B0 5 -
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_ 8y P - -
REFFFFHERETEPD
Declaration of the Presence Condition of

the Restricted Substances Markina

3% 4 #% Pepwave / Peplink / Pismo Wireless Product » F 3% (&I &) MAX BR1 MK2

Equipment name Type designation {Type)
RASEFRELLESR
. Festricted substances and 1tz chemacal symbols
g1 P x # | AEE | 3ABE | 3A-Em
1] nit Lead Mercury | Cadmiom | Hexavalent /| i i i
chromiom biphenyls diphenyl ethers
(Fh) (He) (Cd) (Cr) (PEE) (PEDE)
Ep Rl E 2548
REFla# © © © © ©
Eigatf

(& B/ 8 © © © © ©
HEimo RE
[FE IR ) O © e {:} e

E b R BB
(o EREEE) © © © © ©
HAL THEH0lwmE R TEE0wmE GERAHTIEoncEEEa g EAEE -
Iote 1§ “Exeseding 0.1 wi %" and “excesding (.01 wt %" mdicate that the percentage content of the restricted substance exceeds the
referance percentage value of presence condition.

A2 O GESERAST I EABEET s EEEH -
Mate 2 & 020" mdicates that the percentage content of the restricted substance does not excesd the percentage of reference value of presence.
A3 T BEEERASE AHeEE -
Mote 3 & The “—" indicates that the restricted substance comresponds to the exemption.
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5. Compliance (For MAX BR1 mini & MAX BR1 & MAX BR1 MK2)

Please observe the following instructions:

5.1 Ex marking:
CLASS I, DIVISION 2, GROUP C AND D

5.2 Warning:

5.2.2 The Antenna shall not be disconnected while the power is connected.

5.2.3 The front panel presents an electrostatic hazard. Clean only by using a
damp cloth.

5.3.3 Provision shall be made to prevent the rated voltage being exceeded
by the fransient disturbances of more than 140% of the peak rated
voltage.

5.3.4 Explosion Hazard. Do not connect or disconnect when energized.

5.2 Mise en garde:

5.2.2 L'antenne ne doit pas étre déconnectée quand le matériel est
toujours sous tension

5.2.3 Le panneau avant présente un risque électrostatique. Utiliser un chiffon
humide.

5.3.3 Des dispositions doivent étre mises en place contre les perturbations
passageres entrainant un dépassement de la tension assignée de plus
de 140% du pic pouvant étre atteint.

5.3.4 Risque d’explosion. Ne connectez ou ne déconnectez pas le produit
quand celle-ci est sous tension.

5.3 Temperature class
Temperature class is T4.
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5. Compliance (Important Information and Safety Compliance for MAX HD4 /
MAX HD4 LTE / MAX HD4 LTEA / Pismo 803AC)

Please observe the following instructions:

5.1 User should pay attention to use manufacturer supplied power adapter:
ADAPTER TECH.
AC ADAPTER
INPUT: 100-240V~ 50-60Hz, 1.2A MAX,
OUTPUT: 12V 4.2A LPS
FOR INDOOR USE ONLY

5.2 USB port output rating : 5VDC, 2A

5.3 Temperature suitable for use: ambient temp. maximum 40 °C.

5. Compliance (Important Information and Safety Compliance for SpeedFusion
Engine / SpeedFusion Engine CAM / SFE-CAM / SFE-CAM2 (FCC & CE)
SFE-CAM-AB-LTEA-W / SFE-CAM-VM-LTEA-W / Worldwide- US&EU (FCC & CE)
SFE-CAM-AB-LTEA-P / SFE-CAM-VM-LTEA-P / Asia Pacific (CE only) /

Pismo827 / Pismo 827 (FCC & CE)

Please observe the following instructions:

5.1 User should pay attention to use manufacturer supplied power adapter:
DVE /TEN PAO.
AC ADAPTER
INPUT: 100-240V~ 50-60Hz, 0.6A / 0.8A
OUTPUT: 12V 2A LPS
FOR INDOOR USE ONLY

5.2 INPUT RATING: 12V DC 2A / Input: 12V = 2A (SD WAN Router / Host)

5.3 Temperature suitable for use: ambient temp.: -40 to 65 °C.
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Contact Us:

Sales

http://www.pepwave.com/contact/sales/

Support

http://www.pepwave.com/contact/

Business Development and
Partnerships

http://www.pepwave.com/partners/channel-

wWww.pepwave.com
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