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Local servers

Inage caplundd wilh
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Expose serviees on the LAN Lo external Internel users.

Loeal IP Address Services

il bl kit LEUNINED eedilliSllid

Add Local Server, just top 7 lines is different, after other line, you can
refer to “Access Control Rule”.

riage caplued with HyperSnap-0%

Gel & Tran smporany lcenss at E

NERTIORICS GO

i) add Local Server

[T

btk Tateg Local Host: [ |
Formarded Port: 1
wrwark Cennscuony Gehadila: Always Més

0 Service Hame Protecols And Ports Action

ety User-Befined Services

t‘:“ Hew Uipr-Defined Service
asie Wab Utilities

Wk Filtering
J_.,} [T &l Teashic Prakoral Any
Aduiasad TCP 53 -2 53
u . i
[C]DNS - Damein Mame Server i
Uk 53 ¢ 53
1024-655636 -> 53
! Manisari
el Mandaring DH‘P-FI‘I'I’ sfar ToP &ny == I1

Q [CIHTTR - wiah Sarvar TCP Any -w 80

Lageows
CIHTTP Secandary - Socendary Web Sorver TCF Any = G080
[CIHTTPE - Secured Weks Server TER Afy -+ 443
UH‘I‘I“PS Sacondary - Secondary Securad Web Server TEPF Ay =@ S343



DMZ Host

=
I caplunid with Hypersreag
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e [perionics tom

Allgm 3 single LAN computer ke be fully gxpesed bo the Internet.

[C1EMz Host tp Address: [ e |0 | |

———ge————r
bmiage caplunad wilh HyperErap-O
Gl & fras lemparasy licanss st

F RENONES Lam

Trigger apaming of parts far ncoming daks,

Port Triggering Services




ADD Port Trigger Rule.

Image caplund wiin
et 5 ras lamparasy licanss

(3 add port Triggering fule

PFort Triggering Service Mame Dpened Forts
User-Delined Services
Hewm Beor-Oofined Service
Virtusl Private Netwarking

[ILETE - Ligar Tra Turedling Bratscal  UDE Any -> 1701 o S

el il
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(3 add port Triggering fule

PFort Triggering Service Mame Dpened Forts
User-Delined Services
Hewm Beor-Oofined Service
Virtusl Private Netwarking

[ILETE - Ligar Tra Turedling Bratscal  UDE Any -> 1701 o S
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Edit Service Server Ports
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() Edit service server ports

[

el aatiitled

And the “opened ports” like as server ports

Remote Administration
You can define the remote management rule by those rules.
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Gl & fras lemparasy licanss st

o B mecuriby sk,

Allow Inceming Access to the Telnet Server
[Clwsing Primary Talnet Bort (23)

[Clusing Secondary Telnat Fort (0023)

sy Secure Teingt ever S5L Port {392}
Allaw T img A to the Web-M.
[[sing Primary HTTR Part &)

[Clising Secondary HTTP Part (BOED)
[CJttsng Premary HTTPRS Port (443)

[Cusing Secondary HTTRE Port (8043}
Diagnostic Toals

Clalos ing ICMP Echa {e.g. pings and ICMP tracersuts queriss)

[Clallom tncoming UG Tractnete Gutrio




IP/Hostname Filtering
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Blyck actess Iram the LAY ko IP Address or Hostname.

IPF Address oF Hostname IF Address
ew Cntry

Pross the Refresh button ta update the data,

il cldiilind wlispl) Ssstslond szl
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ﬂ Restricted IP Address or Hostmame

Erar e [P Address or Hosiname you wish b blocks

1P Address or Hostname: I
Applad To;
Schedule: Always

il il




Advanced Filtering
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Chiage the firewal's nale set o configure:
Input Rule Sets

Initial Rudes

'WAN Etferret Rules
LAN Ethermet Rules
‘WAl PPFof Rules
Bridge Rules

Final Rules

G g g

Dutput Rule Sets
Initial Rubes

'WAN Etfwrmet Rulss
LAN Ethermet Rules
‘WAN PPPall Rules
Bridge Rubss

Finsd Bulsg

SR R TR U]
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ﬂ Conflgure Inital Rules

| services
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Fnape caphured weh HyperSnap0K|

# adled Achvanced Filter

Hatching

Source 1P Address: A |
Ciestination I Address: [z
[E3hP Frepments

Operation

& ovep

O majac

. Do packets, &nd send TCP Resst or [CHP Host Unreachable packets to sender.
Advincad © hccept

aczapt sl packets related 1 this sesson.

ran Uity This sassion is handled by Statafd Pecket Inspectan {SPI).

) mecapt Packat

Apzapt packets makching this rule snly.
Do not wie Sabeful Packet Inpacticn (SP1) 1o sko sutomatically accept packets ralsted 1o
thits $&550n.

Lagaing
[ L@ packats metched by this nde.

Scheduler
ehaduls:

Snrvice Mame Fratocals And Ports
Uger-Dafined Sarvices
Hew User-Defined Service
Dasic Web Utilities

] A Traffic Pratecal Any
TCP £ .m 53
V85535 <= 53

Upk 53 -= §3
A02-EFENT > 5]

[CONE - Domain Name Server

[C1FT® - File Tranifer TSP Any -+ 21
[CIHTTF - Wek Sarver TOR Afy == 0O

[C]HTTE Sacandary - Sacondary Web Garvar TSP Aay == 8080

FTHTTIS « Secuned Wab Sorver TCF Anw == 447]



Security Log
Router is recording system message in the Log like as queue. You can use
it to compare something you have to check.
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Press the Refresh button to update the dats.

Timae Event Event-Type
Jee 1 00:01:57 cn  Mwer aulbentcabon . 3
Zo0d WM Lagin SpceaEE Uzarnama: sdmin

w1 00:00:03 Firewall Firemall status
2003 St charse Coe

Jas 1 00:00:00  Firewall
2003 ki Firemall intsrnal Firewall cenfiguration succeeded

Ja 1 00:00:03  Firewall . o bP for HAT - s ey fail [ d 4 times, last
2003 Zatap fraasliots mal time on Jan 1 00063 2004]

Jam 1 00:00:03  Firewall f . .
Tong Satug Firsmall intarnal Eranting firawall configuration

m; a0:00:02 ;‘imﬂl Firaerall itarnal Firguall porbigursbion suwcineded

181 00:00:02  Firewal N [P fer MAT = ey Fail [ a timmg, Lt
2003 Sahun A ) time on Jan 1 00:00:0F 2003

Jer 1 00:00:02  Firewall . . -
007 Sabun Firsmall intarnal Sxarting firswall coafiguration

Jen 1 00:00:02  Firewall . :
2003 St Firgmall intarnal Firpwall cosfiguration suctaaded

Jas 1 00002 Firswall K& [P for HAT - connactisnt may fail [rapastsd 4 timag, lage
2003 Sahug s time &n Jan 1 O0:00:02 2003 !

by L B ;’:‘;ﬂ' Firemall irternal Starting firewall configurstion

mil 00:00:01 ;"t':"’“ Firnmall imarnal Firmwmall corfigurastion fucteeded
Ha P for MAT - connections may fail [repestad 2 times, last

Jen 1 00s00:01  Firewall
2003 Sabup S ) fim o Jan 1 90:00:00 2003]

Ja 1 000001 Firewall
2003 S Firesall internal starting firewall corfiguration

e 1 00:00:01  Firewall - i
To0s Simp Firswmall isgarnal Firswall eonfigurstion succaadad

Jsn 1 00:00:01  Firewall
003 St

. Ko [F for MAT - connectons may fail [repested 2 timeas, last
AT time on Jan 1 00:00:01 £003]

Jan 1 00:00:01  Firewall
2003 ki Firemall intsrnal Searting firawall configuration




3-5. Web Filtering ITEM
Activation
Enable or disable “web filtering” function.

———————
bmiage caplunad wilh HyperErap-O
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o fEHONES Com

Activate
[CEnable web Content Filtaring

el bl ediiilitid
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rp [Renenks oo

Subscription not found
Default Fikering Policy: Hoim v

LAN Compuater Folicy
LAN Computer IP Address  Policy Schedule  Action
Add & LAN Computer

Viltaring Palicy
Falicy

Home

Emipleyes

Add a Policy




Press “Add a LAN computer”, it show what’s computer you want to set,
one by one.

L -
bniage caplured wilh HypserErp- X ey
Gl & fred lnmparasy lieanss al :ﬂ.
I ibweva gD Ronis com

sl @ LaM Computer Pollcy
L&H Compuber: |
BT Palicy: Home
Schadule: Aluays Hew
Flacwark Coarmcniang
U
wak Fluaieg
Advaried
Ayanarm o misiag
Rosgoart

And,
If you selected policy “Home”, you can check which filter you need.
Policy “Employee”, it’s the same as Home, and you can change it.

Home and Employee detail setting check list.---



Imrage eapiured with FyparGnee- D
(e & iy Yernporary license aL

@ Filtering Pelicy
Pogirms |

Crmgeription: | Woak Exracnerand

Wlacked Categories

5[] Chid Protsctian
[¥ nduk/Saxualy Dxplick
[¥]Cnminal Skils
[] Dvrgs, Alcobenl & Tobaces
[] tamibiing
[] Glarrcur f brtimate Asgarsl
[#]Macking
[¥]Mate Speech
[#] Sex Educabion
[Fvikence
[¥] wengsor

E [Flheereation & Emenanment
[¥]éarts & Entertainmant
[ duzation
[FlGames
[#]Hobbies & Recreation
[Flidestyle & Cukure
[Fl#eanr vehicles
[ Pavsemnly & Cating
[ 2aligion
[¥] shopping
[#]Spons

15 [¥]Personsl Business
[F]Finamee B Investment
[ Fuod & Crink
[#] Gewernmant & Palitcs
[FHeakh b Medicing
[¥] 2k Search & Caresr Cevelopment
[ Mems
[F]Real Estate
[ Travnl

[#] Bandwmidth Contral
[¥] dvrrtisemants
[#] Ehat

B[] Ramate Froxies and Hosting Sited (Redibly ustratied deuroe)
[Fmasting Siee
[¥lRemate Frasies

=[] tthar
[¥] Computig & Intarnet
[Flkids Skes
[F]Peeske Searches
Ckeferanca
[ %narch Engines
[#]usanat Haws
[Fl Web-based Dmal
[Clun-Categonzed

websites and URL Keywords filtering
[ Bdoek ooz v Than Walcrur sod URL Barworls o |

‘Specfy & st of Wabsites saparated by spaces.

& fist of UL Keywords




Advanced options
The function can block all traffic to the specific URL address.

———ge————r
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Advsncad Dptiang
A1 Web Leeess on Falure b Contast Provider

Redirect URL: | ]

Statistics
It is summarize traffic percentage

———ge————r
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Aetai abtarrgls: n
Allgmad:

Dlocked: 0,00 %
Cache Hits: 000 %
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3-6. Advanced ITEM
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Dynamic DRS

Univereal Blug
Seheduler Rules Firfwsrs aeed Play

Srstem Sebings Diawneis g hemate

4

Prirdt Server Restere Defaulls

DNS server
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Dynamic DNS
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IP Address Distribution
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P 18 address pistribution

Fame service Subnet Mask Dynamic IF Ramge
Bridge  CHOP Server 266.255.255.0 192068001 - 192.160.0.027
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Network Objects
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ol Network Objects

A Nebwork Object o a set of host nammes, [P addresses o« MAC addresses. Security rules can e applbed to 8 derbinet LAN subset using
Retmork Objects.

Hetwork Objoct ems Action
Hew Entry =

-k
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rertwenrk Object
Crerheriptinn:
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Routing
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Hauting Table
ame

Few Route

Reuting Protocels
[Olwutr tnformatian Pretors! RIF
) uhicasting

e il ekl
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Bdrraniitrgtor Privie
Fiaad Fikes from Fils Server
Write File# b Fils Server
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E User Settings

Full Harme:

Ugar MArme (Sais f4admva)! Im—l
New Fassword: [sesseres |
Ealyps Haw Passmord:
ClEmsbte User Heme Direchory

[=] administrater Privilages
[¥]Read Fles from File Server
wribe Filed to Fils Sarver

C-Fall Configure Masil Server
Eddress:
Syatem Mobly Lavel:

Security Hobfy Level:

To add New user

Inage caplundd wilh
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Full Harme:

Ugar MArme (Sais f4admva)!

Mew Fassword:
Rotpps How Passmord:
ClEmsbte User Heme Direchory

n.idm'niwm Privilaged
[ClRead Fdes from File Server

n ‘wiite Fileg to Fils Sarver

C-Fall Configure Masil Server

Eddress:
Syatem Mobly Lavel:
Seowity Nobfy Lewel:




Date and Time
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LU pate and time

Lo alizatinn
Local Time: Jsn 1, 2003 00:30:00

Tima Zone: | T 0T TH000 _:.ﬂ

Daylight Saving Time

[Clenabled

e e
o Gl N
aifiat: (80| Mirnres

Automatic Time Update
[] Enablad

O Twme Of Day (TOO)
) Matwork Time Pratesol (NTE)

(3 [ murs
Action

g%
&

Watting fer response from sarver

Frade the Refresh button to update the date.
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Enter sarvar 1P sddrass or domain namme:
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