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LICENSE AGREEMENT

End-User License Agreement for RF IDeas™ SOFTWARE and HARDWARE — AIR iD Writer, AIR ID Enroll, AIR ID Playback,
RFID1356i, RF IDeas’ AIR ID®, AIR ID® LT, pcProx USB, and pcProx® Contactless and Proximity Activated Readers, Software
Developer’s Kit, and Proximity Reader Protocol(s).

IMPORTANT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal agreement between you (either an
individual or a single entity) and the manufacturer RF IDeas ("Manufacturer") with which you acquired the RF IDeas software and
hardware product(s) identified above ("PRODUCT"). The PRODUCT includes the RFID1356, pcProx Base Unit, AIR ID Badge,
AIR ID Base Unit or AIR ID LT Badge, AIR ID LT Base, computer software, including DLL and OCX files, the associated media,
any printed materials, and any "online" or electronic documentation. By installing, copying or otherwise using the PRODUCT, you
agree to be bound by the terms of this EULA. The SOFTWARE PORTION OF THE PRODUCT includes the computer software,
the associated media, any printed materials, and any "online" or electronic documentation. By installing, copying or otherwise
using the PRODUCT, you agree to be bound by the terms of this EULA. If you do not agree to the terms of this EULA, RF IDeas is
unwilling to license the PRODUCT to you. In such event, you may not use or copy the SOFTWARE PORTION OF THE
PRODUCT, and you should promptly contact the vendor you obtained this PRODUCT from for instructions on return of the unused
product(s) for a refund.

The products described in this publication are intended for consumer applications. AIR ID and AIR ID LT operate on shared radio
channels. Radio interference can occur in any place at any time, and thus the communications link may not be absolutely reliable.
AIR ID and AIR ID LT must be used so that a loss of communications due to radio interference or otherwise will not endanger
either people or property, and will not cause the loss of valuable data. RF IDeas assumes no liability for the performance of
product. RF IDeas products are not suitable for use in life-support applications, biological hazard applications, nuclear
control applications, or radioactive areas. None of these products or components, software or hardware, are intended for
applications that provide life support or any critical function necessary for the support of protection of life, property or
business interests. The user assumes responsibility for the use of any of these products in any such application. RF IDeas, Inc.
shall not be liable for losses due to failure of any of these products, or components of these products, beyond the RF IDeas
commercial warranty, limited to the original purchase price.

SOFTWARE PRODUCT LICENSE

The PRODUCT is protected by copyright laws and international copyright treaties, as well as other intellectual property laws and
treaties. The SOFTWARE PORTION OF THE PRODUCT is licensed, not sold.

1. GRANT OF LICENSE. This EULA grants you the following rights:

* Software. You may install and use one copy of the SOFTWARE PORTION OF THE PRODUCT on the COMPUTER.

* Network Services. If the SOFTWARE PORTION OF THE PRODUCT includes functionality that enables the COMPUTER to act
as a network server, any number of computers or workstations may access or otherwise utilize the basic network services of that
server. The basic network services are more fully described in the printed materials accompanying the SOFTWARE PORTION OF
THE PRODUCT.

Storage/Network Use. You may also store or install a copy of the computer SOFTWARE PORTION OF THE PRODUCT on the
COMPUTER to allow your other computers to use the SOFTWARE PORTION OF THE PRODUCT over an internal network, and
distribute the SOFTWARE PORTION OF THE PRODUCT to your other computers over an internal network. However, you must
acquire and dedicate a license for the SOFTWARE PORTION OF THE PRODUCT for each computer on which the SOFTWARE
PORTION OF THE PRODUCT is used or to which it is distributed. A license for the SOFTWARE PORTION OF THE PRODUCT
may not be shared or used concurrently on different computers.

1.1 General License Grant RF IDeas grants to you as an individual, a personal, nonexclusive license to make and use
copies of the SOFTWARE PRODUCT for the sole purposes of designing, developing, and testing your software product(s) that are
designed to operate in conjunction with any RF IDeas designed proximity reader product. You may install copies of the
SOFTWARE PRODUCT on an unlimited number of computers provided that you are the only individual using the SOFTWARE
PRODUCT. If you are an entity, RF IDeas grants you the right to designate one individual within your organization to have the sole
right to use the SOFTWARE PRODUCT in the manner provided above.

Documentation. This EULA grants you, as an individual, a personal, nonexclusive license to make and use an unlimited number of
copies of any documentation, provided that such copies shall be used only for personal purposes and are not to be republished or
distributed (either in hard copy or electronic form) beyond the user's premises and with the following exception: you may use
documentation identified in the SOFTWARE PRODUCT as the file format specification for RF IDeas’ proximity readers solely in
connection with your development of software product(s) or an integrated work or product suite whose components include one or
more general purpose software products. Note:

Storage/Network Use. You may also store or install a copy of the SOFTWARE PRODUCT on a storage device, such as a network
server, used only to install or run the SOFTWARE PRODUCT on computers used by a licensed end user in accordance with
Section 1.1. A single license for the SOFTWARE PRODUCT may not be shared or used concurrently by other end users.

Sample Code. RF IDeas grants you the right to use and modify the source code version of those portions of the SOFTWARE
PRODUCT identified as "Samples in the SOFTWARE PRODUCT ("Sample Code") for the sole purposes of designing, developing,
and testing your software product(s), and to reproduce and distribute the Sample Code, along with any modifications thereof, only
in object code form.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS.
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* Limitations on Reverse Engineering, Decompilation and Disassembly. You may not reverse engineer, decompile, or disassemble
the PRODUCT, except and only to the extent that such activity is expressly permitted by applicable law notwithstanding this
limitation.

* You may not reproduce or otherwise emulate, in whole or in part, any form the protocol(s) defined within this PRODUCT for use
without a RF IDeas PRODUCT.

* Redistributable Code. If you are authorized and choose to redistribute Sample Code (“Redistributables”) as described in Section
1.4, you agree to: (a) distribute the Redistributables in object code only in conjunction with and as a part of a software application
product developed by you using the product accompanying this EULA that adds significant and primary functionality to the
SOFTWARE PRODUCT ("Licensed Product"); (b) not use RF IDeas' name, logo, or trademarks to market the Licensed Product;
(c) include a valid copyright notice on the Licensed Product; (d) indemnify, hold harmless, and defend RF IDeas from and against
any claims or lawsuits, including attorney's fees, that arise or result from the use or distribution of the Licensed Product; (e)
otherwise comply with the terms of this EULA; and (g) agree that RF IDeas reserves all rights not expressly granted. You also
agree not to permit further distribution of the Redistributables by your end users except: (1) you may permit further redistribution of
the Redistributables by your distributors to your end-user customers if your distributors only distribute the Redistributables in
conjunction with, and as part of, the Licensed Product and you and your distributors comply with all other terms of this EULA; and
(2) in the manner described in Section 1.4.

* Separation of Components. The PRODUCT is licensed as a single product. Its component parts may not be separated for use
on more than one computer.

* Single COMPUTER. The PRODUCT is licensed with the COMPUTER as a single integrated product. The PRODUCT may only
be used with the COMPUTER.

* Rental. You may not rent or lease the PRODUCT without permission from RF IDeas.

* Software Transfer. You may permanently transfer all of your rights under this EULA only as part of a sale or transfer of the
COMPUTER, provided you retain no copies, you transfer all of the PRODUCT (including all component parts, the media and
printed materials, any upgrades, this EULA and, if applicable, the Certificate(s) of Authenticity), AND the recipient agrees to the
terms of this EULA. If the PRODUCT is an upgrade, any transfer must include all prior versions of the PRODUCT.

* Termination. Without prejudice to any other rights, RF IDeas may terminate this EULA if you fail to comply with the terms and
conditions of this EULA. In such event, you must destroy all copies of the SOFTWARE PORTION OF THE PRODUCT and all of
its component parts.

3. UPGRADES. If the SOFTWARE PORTION OF THE PRODUCT is an upgrade from another product, whether from RF IDeas or
another supplier, you may use or transfer the PRODUCT only in conjunction with that upgraded product, unless you destroy the
upgraded product. If the SOFTWARE PORTION OF THE PRODUCT is an upgrade of a RF IDeas product, you now may use that
upgraded product

only in accordance with this EULA. If the SOFTWARE PORTION OF THE PRODUCT is an upgrade of a component of a package
of software programs which you licensed as a single product, the SOFTWARE PORTION OF THE PRODUCT may be used and
transferred only as part of that single product package and may not be separated for use on more than one computer.

4. OEM COPYRIGHT. All title and copyrights in and to the PRODUCT (including but not limited to any images, photographs,
animations, video, audio, music, text and "applets," incorporated into the PRODUCT), the accompanying printed materials, and
any copies of the SOFTWARE PORTION OF THE PRODUCT, are owned by RF IDeas or its suppliers. The PRODUCT and
SOFTWARE PORTION OF THE PRODUCT is protected by copyright laws and international treaty provisions. You may not copy
the printed materials accompanying the PRODUCT.

5. DUAL-MEDIA SOFTWARE. You may receive the SOFTWARE PORTION OF THE PRODUCT in more than one medium.
Regardless of the type or size of medium you receive, you may use only one medium that is appropriate for your single computer.
You may not use or install the other medium on another computer. You may not loan, rent, lease, or otherwise transfer the other
medium to another user, except as part of the permanent transfer (as provided above) of the SOFTWARE PORTION OF THE
PRODUCT.

FOR THE LIMITED WARRANTIES AND SPECIAL PROVISIONS PERTAINING TO YOUR PARTICULAR JURISDICTION,
PLEASE REFER TO YOUR WARRANTY BOOKLET INCLUDED WITH THIS PACKAGE OR PROVIDED WITH THE SOFTWARE
PRODUCT PRINTED MATERIALS.

Limited Warranty

RF IDeas, Inc. warrants to the original buyer of this product, that the hardware and related disk(s) are free of defects in material
and workmanship for a period of one year from date of purchase from RF IDeas or from an authorized RF IDeas dealer. Should
the RF IDeas products fail to be in good working order at any time during the one-year period, RF IDeas will, at its option, repair or
replace the product at no additional charge, provided that the product has not been abused, misused, repaired or modified. This
warranty shall be limited to repair or replacement and in no event shall RF |Deas be liable for any loss of profit or any commercial
or other damages, including but not limited to special, incidental, consequential or other similar claims.

No dealer, distributor, company, or person has been authorized to change or add to the terms of this agreement, and RF IDeas will
not be bound by any representation to the contrary. RF IDeas SPECIFICALLY DISCLAIMS ALL OTHER WARRANTIES,
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS OF PURPOSE. Since some states do not allow such exclusion of limitation of incidental or consequential damages for
consumer products, check the statute of the state in which your business resides. This warranty gives you the specific legal rights
in addition to any rights that you have under the laws of the state in which your business resides or operates.
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Returns

RF IDeas products which require Limited Warranty service during the warranty period shall be delivered to the nearest authorized
dealer or sent directly to RF IDeas at the address below with proof of purchase and a Return Materials Authorization (RMA)
Number provided by RF IDeas technical support Dept. Replacement parts or complete boards become the property of RF IDeas.

If the returned board or unit is sent by mail, the purchaser agrees to pre-pay the shipping charges and insure the board or unit or
assume the risk of loss or damage which may occur in transit. The purchaser is expected to employ a container equivalent to the
original packaging.

Copyright
Copyright by RF IDeas, Inc. 1997-2003. All rights reserved. Reproduction or distribution of this document in whole or in part or in
any form is prohibited without express written permission from RF IDeas, Inc.

Trademarks
All RF IDeas products are trademarks of RF IDeas, Inc. All other product names or names are trademarks or registered
trademarks of their respective holders.

Disclaimer

This Reference Guide is printed in the U.S.A. Any resemblance mentioned in the Reference Guide to persons living or dead, or to
actual corporations or products is purely coincidental. RF IDeas believes that the information contained in this manual is correct.
However, RF IDeas does not assume any responsibility for the accuracy of the content of this User Manual, nor for any patent
infringements or other rights of third parties. RF IDeas reserves the right to make any modifications in either product or the manual
without giving prior written notification.
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Congratulations on the purchase of your RFID1356i-USB-ID, RFID1356i-USB, or RFID1356i-232 with
the Configuration Application.

The Configuration Application included at no charge is for use with the reader/writer to demonstrate the
AIR ID features and functionality. The reader/writer is intended to be used with a third party application
for any serious purposes. RF IDeas offers a SDK (software developer’s kit) for third party software
developers to develop more serious applications around the AIR ID platform.

We at RF IDeas hope you enjoy using your new Smart Card Contactless Identification System as much
as we enjoyed creating and developing it! Please share your comments and suggestions!

Thank you,
The Staff at RF IDeas

Need Assistance?

Call: 847-870-1723
Fax: 847-483-1129
E-mail: TechSupp@RFIDeas.com
Mail to:
RF IDeas Inc.
4238B Arlington Heights Rd.
#244

Arlington Heights, IL 60004
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FCC Compliance Statements

AIR ID (formerly RFID1356i) Base Unit(USB or RS-232) FCC ID
iCLASS version MOMRFID13561100,

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interface, and (2) This device must accept any interference that
may cause undesired operation.

CE Mark for European operation
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AIR ID Release Information

Version 3.03 Adding iCLASS Tracker to Configuration Application
Version 2.0.0 - May. 1, 2003
Further pre-release refinement.

Version 1.2.0 - April. 30, 2003
Further pre-release refinement.
Consolidation of some confusing function order and timing.

Version 1.1.0 - April. 19, 2003
Further pre-release refinement.

Version 1.0.0 - April. 12, 2003
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Overview

This document will guide the user through the various documents, specifications, and the contents of the
AIR ID Writer Contactless Read/Write Smart Card Reader.

The USB and RS-232 serial port contactless read/write reader are fully supported in an optional SDK
(software developer’s kit).

The AIR ID Enroll read-only reader may access only the serial number on the iCLASS contactless smart
card. No ability to write to the memory is supported with this reader.

NOTE: The Configuration Application, included at no charge, is for use with the reader/writer to
demonstrate the AIR ID features and functionality. RF IDeas offers a SDK (software developer’s
kit) for third party software developers to develop more serious applications around the AIR ID

platform.

iCLASSAPI.DLL

The -USB and RS-232 uses drivers supplied with the operating system, however there is a DLL library
required that is supplied by RF IDeas. The configuration application makes use of this DLL,
"iClassAPLdIIl", which is required for use with the device.

The file: "iClassAPL.dIl" is the DLL that manages all operations necessary to:
1. Read and Write device configuration items and retrieve a card ID when a card is presented to
the reader,
2. It also provides a means to program HID iCLASS smart cards with application data and read it
back, and
3. To change master keys in the reader and cards.

The reader’s configuration items are grouped according to their general function and are handled
through structures defined in this document.

Before the configuration items are accessible, the application must be instructed to ‘Connect’ to the
device and told to ‘Read’ all configuration items. Once the items have been read into local storage, the
user may then access them through the four groups of ‘Get’ and ‘Set’ functions. The configuration items
are sent back to the device for permanent storage only when the ‘Write’ function is called.

The device may be reset to factory default values by pressing ‘Reset to Defaults’ under the Connect tab.
This is a fast method to bring the device to a known state.

To read an ID from an iCLASS card/token, it is only necessary to ‘Connect’ to the device. No
configuration is necessary if the user is confident that the device is already configured appropriately.

The majority of the discussion within this document will be focused on using the AIR ID reader with HID
iICLASS contactless smart cards.

The iCLASS cards have two primary areas for the user to work with:
¢ Read-Only card data, typically known as proximity card data used in the building access control
world. This information is held in Page 0, Application Area 1 with secure keys known only to
HID. There are several ‘configuration parameters associated with this data that may be saved
within the reader.
e Read/Write card data that is held in Application Areas 2 and above.
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The ‘Get ID’ button may be pressed when the ‘Software Developer Kit Mode is checked (Advanced tab).
It is independent of configuration activity, except that it should not be called directly (within 1 second)
after performing a ‘Write’ to memory function.

When the user application is finished, the ‘Disconnect’ function should be pressed.
The ‘GetLibVersion’ function does not require that a ‘Connect’ be performed first. It only requires that

the Library DLL was successfully loaded into memory.

iCLASS Contactless Credentials

This section provides the developer with details about the HID iCLASS credentials. You will find more
details at HID’s web site located at www.HIDCorp.com.

Introduction to Application Areas

iCLASS credentials: 16kbits (2kBytes) iCLASS credentials:
® iCLASS, the most powerful read/write e  The 16K is a highly modifiable, multi-
contactless smart card available today, application credential with enough memory
features multiple memory sizes, form factor area to store most common biometric
options, and configurations. templates.
o All other application areas are open to e  Application Area 2 of the 16K/2 credential
developer read/write data applications. allows for 1896 bytes of read/write data, all of
which can be accessed with a single
2kbits (256Bytes) iCLASS credentials: authentication key.

®  The 16K credential can be configured for
either 2 or 16 application areas. Note: Once

e  The 2K is a highly secure credential optimized configured, the credential cannot be
for standard access control applications. reconfigured.
e  Application Area 2 is limited to 104 bytes of e  The configuration block (block 1) of pages 1
read/write data. The key that secures the data through 7 on a 16K/16 credential is
cannot be updated. modifiable. This allows for the additional
configuration of the Application Limit on these
pages.

Will my application fit on an iCLASS card? Use this table to find out.

Size Size How many fit on How many fit on
Data Type (in bits) | (in Bytes) 2kbits (256Bytes) 16kbits (2kBytes)
iCLASS credential?*** [iCLASS credential?***

Yes/No (True/False) 1 1/8 832 15168
A single ASCII character 8 1 104 1896
A value less than 65535 16 2 52 948
RSI®
(Hand Geometry template)** 2 ° 1 210
Bioscrypt®
(Fingerprint template)** 2784 348 0 5
LG/Iridian®
(Iris template)** 4096 512 0 3
Voice template* 10000 1250 0 1
Low-resolution photo* 12000 1500 0 1
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*template sizes are estimated and vary between manufacturers.
**template sizes provided by manufacturers and are subject to change.
***these are approximate numbers, actual usage depends on application configuration.
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iCLASS Read/Write Memory

The read/write memory for the iCLASS cards is accessible by using a key you place in one of the
reader’s 7 key storage memory areas. The key you reference in the reader must agree with the key
already in the card in order for access to be granted. If the two keys (card and reader) do not agree,
access is denied.

| Block # Uata
0 Card Sarial Number
Configuration Cata
Mot Lsed 48 Bytas
Key 1
ey 2
Application lssuer Data

B0 00 =J Cfe B PR KRB |

P Reserved for
a HID .I!u:ce.-ss I;nntr-:l 104 Bytes
Application
e
D 14
20
21
22
23
24
25 Application Area 2 104 Bytes

Ell
iCLASS Page 0 Memory Map

Blocks (8 bytes each) 0 through 5 in each page contain various configuration information. Users should
not write to this area as you may render the card useless. Key 1 and Key 2 located in blocks 3 and 4 are
used to access what is known as Application Area 1 and Application Area?2 for the given page.

Reserved Area HID Access Control Application

Page 0 is a special area of memory for the programmed iCLASS cards. As can be seen above,
Application Area 1 is essentially reserved for HID Access Control Application (i.e. proximity card
Wiegand data such as parity, site codes, and employee identification numbers).

The building access control industry is an important need being served by the iCLASS cards and
readers. A single badge solution for building and computer access is one of the fundamental benefits of
contactless smart cards. To better understand how the building access using this reserved area as well
as the terms and nomenclature associated with building access, we have included the pcProx reader
documentation. You will find that the concepts and terms associated with proximity cards are very
similar to those used with the read-only data stored in this reserved area. This is allow end users to
seamlessly integrate iCLASS technology, in a plug and play fashion, into their building access control
equipment.
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Open Memory Areas
Application Area 2 in Page 0 is open for users to read and write. To access this area using the supplied
demo applications for C++ and Visual Basic you would set the Card Context to:

Page =0

Appl. Area =2

Lard Senal Mumber
Configuration Data
Stored Value Area 48 Bytes
Key 3
Feny 4
Application |ssuer Data

[n B TS e Y ) BT R R o |

12 Application Area 3 208 Bytes

- I (= T T =

25 Application Area 4

iCLASS 16 K/ 16 Appl. Memory Map Pages 1 Through 7

For the 16k card, the remaining memory is structured as shown above,

© 1996-2005 RF IDeas, Inc. All rights reserved



Memory Operations
When you access a given area of memory on the card your reader key must agree with the key in the
card. If the keys do not agree, you will receive the error message:

RFID1356i Device Error il

&n error # 27010 =Card Mok Identified < was encountered.
Hint: Either put a card on reader or, the Key in the reader does not agree with Key in card!
Da wou wank to cantinue ¢

I | Cancel I

indicating the iCLASS card was not identified. The card was not identified since AIR ID could not gain
access using the Key as defined in the reader. To alleviate this problem you need to specify and write
the correct key value (identical to the key in the card for this area of memory) to the reader key location
that is being used in the Card Context.

IMPORTANT: The reader will hold these Keys you write. Therefore it is very important when your
application is finished that you make sure you write new invalid Keys to the reader key locations you
use. This guarantees no one can gain access to secure memory locations within the card using a Key
already in the reader.

Here are a few macro-type operations you will use in working with the iCLASS cards. Each operation is
shown to indicate the proper sequence of events for executing the given task.

Read Operation
When you want to read an area of memory from the card, you must perform the following:

1. Getthe Card Configuration,

2. Setthe Card Context. This is the area of the card you wish to access. The context includes the
Page, Application Area (1 or 2), and the reader location (1-7) which holds the key you wish to
use to access this area.

3. Write the correct Key to the reader: Write to Reader

4. Perform the Read command using the Read button.

Write Operation

When you want to write an area of memory from the card, you must perform the following:
Get the Card Configuration,

Find a Free are on the card using the Procedure: Find Free Page,

Place a New Key value into the New Key field,

Write this Key to the Card: Write to Card

Write this new Key to the reader: Write to Reader

Place the New contents into the Read/Write ASCII box,

Issue a Write ASCII by pressing this button.

NoukrwdbE
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Erase and Free Memory Area

When you want to clear and free an area of memory from the card, you must perform the following in
order:

Get the Card Configuration: Get Card Cfg.

Find a Free are on the card using the Procedure: Find Free Page,

Place the correct Key value into the New Key field unless you are using the Default Key
Write this Key to the Card: Write to Card, or if using the default Key do nothing

Write this new Key to the reader: Write to Reader or if using the default Key press the Write
Default to Reader button

Place the New contents into the Read/Write ASCII box,

Issue a Write ASCII by pressing this button.

agrONE

No
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Disk Contents

AIRID-Config.pdf — This document.

pcProx.pdf - Page 0, Application Area 1 of the ICLASS contactless smart card is holding information
typically associated with the Access Control Industry’s proximity card. This file documents the read-only
identification configuration parameters.

license.txt — License Agreement for AIR ID hardware and software.
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Configuration Application

Included is a complete application exerciser.

- AIR ID Writer Configuration Utility for USB and RS-232

AR IDE Writer Utility for USB and RS-232

[ Contactless Readirite T Contactless Memory Map T ICLASS Tracker
{ Tirning T Proximity Card Formats T About
Connect T Set Prox.Configuration T Advanced Configuration

Device Connect

v Connect Device

— Device Found

" R5-232

Status |0k 0
& LUSE

Reset to defaults i

ComPaort l_

Read&RID | witeto&IRID | UK Lancel

Connect

The DLL auto-detects the AIR ID first on the USB, and then if no reader is found it searches on
communications ports 1 through 8.

Device Found
When the connection is successful, the Device Found checkbox will indicate which device was found.

Reset To Defaults
Applies to the read-only access control data stored as configuration information.
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AIR IDE Writer Utility for USB and R5-232

[ Connect T Set Prox. Configuration T Advanced Configuration 1
{ Contactless Readhrite T Contactless Memory Map T ICLASS Tracker ]
Timing I Proximity Card Formats T About

Get!/Set Internal Timing [all in mzec]

Data iz walid for !25["]
Inter-key 'Press’ time
Inter-key 'Releasze’ time 20

[T Send data tpoh read

Lock-out time for repetitive reads — |1500

Read&lRID | Witeto&RID | Ok, J Cancel J

Get/Set Internal Timing
Data is valid for
The time the card ID remains valid in the device. Once this time elapses, the card data is discarded.

The minimum value is 900.

Inter-key 'Press' time
Sets USB inter-key Press' time delay in msecs. This is how long the key is held down.

Inter-key 'Release’ time
Sets USB inter-key 'Release’ time delay in msecs. This is the delay between keystrokes.

Lock-out time for repetitive reads

The lock-out time is the time, in milliseconds, that a subsequent output is prevented. The reader checks

to see if the same card remains on the reader, Ifitis the same card, the reader will wait this period of
time before allowing the identification number to be released to the port.
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Proximity Card Formats

This tab section is included since the Page 0 Application Area 1 of the ICLASS contactless smart card is
holding information typically associated with the Access Control Industry’s proximity card. This screen
shot shows how the typical proximity card bit-stream is presented.

\

E :

==
AIR IDE Writer Utility for USB and R5-232
[ Connect T Set Prox Configuration T Advanced Configuration
{ Contactless Readihite T Contactless Memory Map T ICLASS Tracker

Timing T Proximity Card Formats T About

About Bit Formats on Proximity cards

FARITY BIT The leading 1 or 2 bitz are
parity bitz.
FACILITY CODE [FALC) The next 8 bitz after the leading

parity bit, are normally uzed az
the facility code.

D CODE Irmmediately following the Facility
code iz the uszer 1D bitz.

FARITY BIT The trailing bit iz usually a parity
bit.

Pleaze zee the Learning Center at v RFIDeas. com for more details. ||

Read AR ID | ‘WitetoARID | Ok, Lancel

Background information: Proximity Cards
To better understand this reserved area of read-only card memory, we are including this discussion of
proximity cards and formats.

There are several bits constructed together which make up the data sent from a proximity card or token
to the access control reader. The AIR ID reader reads all bits for any format card produced.

The proximity token has several bits, and these will vary from customer to customer. There are literally
hundreds of bit formats and lengths for proximity cards! The most popular is the 26-bit format card.
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There are actually 24 bits of usable information as the first and last bits are really parity bits to ensure
data integrity.

This is typical layout for a 26-bit card.

PARITY BIT
The leading and trailing 1-3 bits are usually the parity bits. For a 26-bit card, only 1 leading and 1 trailing
parity bit is used.

IDENTIFICATION CODE
Immediately following is the identification code. For a 26-bit card this is 16 bits.

FACILITY CODE
The next bits are normally used as the facility code. For a 26-bit card there are 8 bits.

PARITY BIT
The trailing 1-3 bits are usually a the parity bit(s).

The software does not perform any data validation checking. This is due to the fact that the data must
be known before the read in order to verify its validity.

How to determine your format and masking
Rulel: 1st Convert to Binary
Rule 2: Card data format in binary is typically something like:

parity + facility code + employee ID + parity
You may have 1-15 parity bits at either end. It looks like you have 1 at the far end.
As an example let's assume you have a card and expect to receive the following number: 816159

If all bits are selected you find waving the card results in the following number:
144238654

Using the Calculator supplied with Windows, select the scientific mode and find the binary equivalents
for each of the above decimal numbers.
MSB LSB
1000100110001110100000111110 (144238654)
11000111010000011111 (816159)

Notice how deselecting the 1% 7 bits and the last parity bit results in the same binary number! Select bits

2 through 21 and deselect all others will provide the result desired for this customer’s format and
example.
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Set Proximity Configuration

The next two tabs ‘Set Proximity Configuration’ and ‘Advanced’ manage the traditional proximity card

data.

This tab section is included since the Page 0 Application Area 1 of the ICLASS contactless smart card is
holding information typically associated with the Access Control Industry’s proximity card. Specifically,

the iICLASS identification number is also known as the proximity card number (see Proximity Card

Formats above). This screen shot shows various AIR ID reader configuration settings associated with

this identification number.

_F.:f-’ﬁh‘- .‘~. o "'-.':-'}':'= o :.j.‘__.:._:_.: e T F: .-. 1.=.: = @i
=| =
AIR IDE Writer Utility for USB and R5-232
[ Cortactless Readirite T Contactless Memory Map T ICLASS Tracker
{ Titning T Proximity Card Formats T Ahout
Connect T Set Prox.Configuration T Advanced Configuration
Facility [FAC] & ID Codes
FARITY BIT Strip parity bit count: - Leading Parity ﬁ_ 5
FAEILT - EERE T FAL fixed to thiz length
[FALC]
D CODE = Bit count of |0 portion anly I_ ID fixed to this length
PARITY BIT  Ship parity bit count: T railing Parity ﬁ_
Extra Character Sends
Thesze keystrokes are sent ahead of card data: | J | J
= : Thiz char zent between FAC & ID | J
= i f Thiz kepstroke appended to data |ENTEF| j
5 Rarid chang - Use this field to
wiew card data
Read&lRID | ‘Witelo&RID | Ok Cancel
FAC & ID Data

Use this group to concatenate the ID and FAC codes into one ASCII character set. This is useful when
you need to see the card data is a special fashion, or format the data for a given application.
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Strip Leading Parity bit count
The indicated number of Leading Parity bit(s) are ignored. There are typically only 1 or 2 leading parity
bits.

Strip Trailing Parity bit count
The indicated number of Trailing Parity bit(s) are ignored. There is typically only 1 trailing parity bit.

The following keystrokes are sent ahead of card data

You may specify up to 2 keystroke characters that will be inserted in front of the card data. Note there
are 3 special characters (hex 01, 02, 03) that can be specified. These add an extra measure of difficulty
in reproducing card data directly from the keyboard. It may be useful when using the proximity reader as
a logon device. Please see application note for more details.

Send ID Code

Since there are two fields of data (ID and FAC) and sending at least one is necessary, this field really
implies send the ID and not the FAC data. If both fields need to be sent, you need to select the ‘Send
the FAC code’ checkbox.

Send FAC code
Selecting this checkbox will cause the FAC code to be sent.

Bit count of ID portion only
This field is used to define the bit count of ID portion of the card data. To retrieve this data properly, you
will need to also indicate and strip the Leading and Trailing parity bits.

Enable FAC/ID character
This checkbox indicates that a separator character will be used between the FAC and ID codes.

This char sent between FAC & ID

This field holds the character that will be placed between the FAC and ID codes. Note there are 3
special characters (hex 01, 02, 03) that can be specified. These add an extra measure of difficulty in
reproducing card data directly from the keyboard. It may be useful when using the proximity reader as a
logon device. Please see application note for more details.

Force data to length
Zeroes are added to the front of the data to create a specific length. For example, if the data were 567
and the length is set to 6, the output will be 000567.

ID fixed to this length
Zeroes are added to the front of the ID portion of the data to create a specific length.

FAC fixed to this length
Zeroes are added to the front of the FAC portion of the data to create a specific length.

Disable appending keystroke
This checkbox tells the device to not append a character to the end of data.

This keystroke appended to data

If the previous checkbox is not selected, this character will be appended to the data. Note there are 3
special characters (hex 01, 02, 03) that can be specified. These add an extra measure of difficulty in
reproducing card data directly from the keyboard. It may be useful when using the proximity reader as a
logon device. Please see application note for more details.
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Advanced Configuration

The AIR ID reader has a memory storage area that holds configuration information related to how to
handle the card’s Wiegand ID that is used for building access control. Wiegand cards usually have a
parity bit(s) at each end of the data stream. Often users want to strip these bits and simply retrieve the
site-code or ID code from the card.

AIR ID® Writer Utility for USB and R5-232

[ Contactless Readirite T Contactless Memory Map T ICLASS Tracker
[ Tirning T Proximity Card Formats T About 1
Connect T Set Prox.Configuration T Advanced Configuration
LED Control ] AIR ID USB Reader[z] on this Machine

[~ SDE Contralz LED e e Ty ]
[~ Red -
[ Green L ob Lnique LD reader addresse v —J

Software Developer Kit Mode Eharactqrs Sent When
[~ Enables quiet mode for uzage with the Software developer's Kit. Card is Removed
Filter b azk. First character
Facility Code ] _J

GET ID ] _J

|
|

|0 Code ] Second character
|

[~ Enable cutput a3 Hesdecima [~ Read only cards with thiz bit count I—

v Uze Beeper —!

Read 4R ID Wiite to AR 1D | Ok ‘ Cancel ‘

LED Control

SDK Controls LED

Using the optional SDK (software developer’s kit) the software developer has the ability to control the
red/green/amber colors of the LED on the top of the reader.
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Normally, the reader goes from red to green when a proximity card is read (i.e. HID proximity card being
read by a pcProxH reader). This can be restricted by the bit count. For example, if the user configures
the reader to ‘read only 26 bit cards’ the LED will go green when any HID 26 bit card is placed on the
reader. A HID 34 bit card, will not turn green.

Selecting this feature will cause the LED colors to come under the control of the SDK, not the
independent card reading function.

Red LED
When selected, the SDK has control of the RED state.

Green LED
When selected, the SDK has control of the GREEN state.

AIR ID USB Readers on this Machine
This field will show how many AIR ID USB readers are attached to the PC.

User may attach up to 16 different AIR ID USB devices on their PC at one time. You will need to attach
one reader at a time in order to preset this particular’s reader ‘Leading Characters’. There is no way to
use the unique addressing without working with the SDK (the software developer’s kit).

Enter Unique Address

If you are a software developer, and have purchased SDK, you will need to write a unique address into
the reader. Once you have written the unique address, you can selectively communicate with each
device to learn which reader sent the card data stream.

SDK users will use this address field to enter the address for the attached reader. NOTE: Only 1 reader
may be attached when this feature is used.

List of Uniqgue Reader Addresses
This drop down list box will show all attached readers that have a unique address.

Characters Sent When Card is Removed
This applies only to the RS-232 reader.

The RS-232 device is capable is sending two ‘Card Gone’ characters whenever the card is removed.
Use the pull-down character selector boxes to choose the desired ASCII characters. These characters
will be sent once the Lifetime hold (see Timings Tab) has elapsed.

Software Developer Kit Mode
If you are a software developer, and have purchased SDK, you can change the mode of operation of the
pcProx reader.

For the USB reader this means from ‘keyboard’ to SDK.

For the RS-232 reader this means from direct ASCII output asynchronously to the SDK'’s synchronous
mode of polling.

In the SDK mode, all data are inhibited. The card’s data may be read using functions included in RF
IDeas’ SDK. The SDK is sold separately and is useful to software developer’s to tightly integrate their
software with the card reader. Please visit www.RFIDeas.com to learn more.

The following features are useful to those who have purchased the SDK.
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Get ID

This button is active when the ‘Disable Sending keystrokes as data’ is selected. Pressing this button,
while a proximity card is present on the reader, will read the card’s data and display the result in the field
next to the button.

Raw Data
This field will contain the number of bits read from the card (less the parity bits stripped) and show the
card’s data in hexadecimal format.

Filter Mask
If the Filter Mask field is empty, the program will try to ‘guess’ at the format for the card. Since there are
literally thousands of formats, this truly a guess.

Facility Code
The Facility Code will represent the decimal equivalent of the bits defined by an ‘F’ in the Filter Mask.

ID Code
The ID Code will represent the decimal equivalent of the bits defined by an ‘I’ in the Filter Mask.

Enable Output as Hexadecimal
This checkbox allows the user to select a hexadecimal keystroke data output as opposed to the standard
decimal.

Read only cards with this bit count

No data is sent from the device unless the bit count is matched. The total bits received from the card
must match this bit count, parity bits included. If you select this checkbox and set the field for 26, the
reader will only respond to 26 bit cards.

Read only cards with this bit count

No data is sent from the device unless the bit count is matched. The total bits received from the card
must match this bit count, parity bits included. If you select this checkbox and set the field for 26, the
reader will only respond to 26 bit cards.
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AIR IDE Writer Utility for USB and RS-232

[ Timing T Proximity Card Formats T Aot 1
[ Connect T Set Prox Configuration T Acvanced Configuration 1
Contactless ReadWrite T Contactless Memary Map T ICLASS Tracker
—  Card Configuration K.ey Managment

Card SN |CE BC.7.0F9FF12ED

GetCadCig. | [z K [{ Pagels) New Key [ASCH) |

v Programmed b ]
Card Context Wwirite to Card ] YWinte to Feader ] Wwirite Default to Reader ]
Page I_ Appl. Area |2 Rdr ey 13_ Last Reader F.ey Loaded T_
Read / Write Procedures

Read Start Block, 15— Mumber of Blocks ]1— :]v
wite ASCI | [PHHS - EE:rF"i—

Hex

ReaddlR 1D | ‘witeto&RID | Ok Cancel

Contactless Read/Write

To begin to work with the read/write section, you must 1* place the iClass contactless card on the reader
and perform a ‘Get Card Cfg.’ by pressing this button. This will retrieve the cards complete configuration
and memory.

Card Configuration

Get Card CFG

Pressing the Get Card Cfg button will read the entire card’s configuration and memory. The application
will read and determine the free pages (those pages that are using the default keys) as well as the
memory size and number of application areas.

Anytime you change cards you must press this button.
The Card Configuration area is used for internal segmentation and other card specific usage. This area

is located in block 00 right beneath the card’s SN, as well as in each of the memory Pages. See the
iICLASS Memory map for more details.
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Card SN
Each iCLASS contactless smart card has a unique serial number. When you press the Get Card Cfg
button, this number is retrieved.

Card Context

This section describes the area of memory on the card you intend to work with along with the specific
key location (1-7) in the reader that will be used to attempt to gain access. See Memory Map above for
additional details.

Key Management

In order to successfully read or write to an iCLASS card the correct security key must be written to the
reader. If the key being used in the reader does not agree with the key in the card (for the area of the
card you are trying to work with), you will not be allowed access.

The reader is capable of holding up to 7 keys, although one of these areas is used by the system as a
key swap area. You may write either default keys or specify your own keys and write these to any of the
reader key locations (1-7). We caution you using location 7 as this is used by the reader internally as a
swap register. As mentioned above, please write an invalid key back to the location once you are
finished with the memory operation so as not to leave an access key for someone else to use.

New Key (ASCII)
Enter a new Key in this field that you will send to either the card, reader, or both. Pressing either the
Write Key to Card or Write Key to Reader will cause this key to be sent to the corresponding unit.

Key in Hex
The value entered above will be converted to hex and shown in the Key in Hex field.

Write to Card
Writes the New Key (ASCII) value to the iCLASS contactless smart card.

Write to Reader
Writes the New Key (ASCII) value to the AIR ID reader.

Write Default to Reader
Write the default key value to the AIR ID reader.

Read / Write
This section of the screen works with the read/write portion of the iCLASS contactless smartcard’'s
storage area. There are three different iCLASS cards:

1. 2k 2 Application areas

2. 16k 2 Application areas

3. 16k 16 Application areas

The memory size and partitions are different for each of the card style.
To familiarize you with the memory organization, please see the Memory Map above, or on the Memory

Map tab, or visit HID’s web site at www.HIDCorp.com. Part numbers and ordering information may be
found at: www.RFIDeasStore.com.

The following six items are grouped together as they deal with read or writing a specific number of
blocks in the cards memory space.

Start Block
Please refer to the memory map above to determine which blocks are restricted.
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Number of Bytes
Set to write 8 bytes. If you enter less than 8 bytes, the VB application will append “ “ spaces, to fill in 8
bytes worth of data to write.

Write ASCII
Press this button to write the data shown in the ASCII field to the memory area designated by the Card
Context and Starting Block field.

HEX
Shows the hex value of the data entered in the ASCII field.

Procedures
This section contains useful, higher level, procedures.

Find Free Page

This routine is valid for 16k cards only. It searches each page 1-7 for memory pages that are protected
with the default key. When a page is discovered, it adds it to the drop down combo box adjacent to the
button. This is useful to find an open area on the card to work with.

Erase Pg.
The Erase Page procedure is useful to clean out the memory contents of the page specified in Card
Context. The page is filled with the value found in the Hex Fill Char field.

Hex Fill Char
See above.

Free Page
This procedure frees the page defined in the Card Context.
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ICLASS Tracker

The iCLASS Tracker Tab allows the user to use the iCLASS cards to automatically keystroke data to any
application by reading the memory from specific areas of the card. The iCLASS Tracker supports only
the ICLASS 16k/16 Application area cards — part number: BDG-2002.

The iCLASS Tracker screen layout shows information the station (PC) can insert before (top section) or
after (bottom section) the data read from a specific area (middle section of the screen below) of the
card’s memory.

:é‘&aw; IR ID Writer Confisuration Utility for USB and BS-232 @i

Tty

o ]
==
AIR IDE Writer Utility for USB and RS-232
[ Titmirg T Proximity Card Formats T About 1
[ Connect T Set Prox. Configuration T Adyvanced Configuration
Contactless Readirite T Contactless Memary Map T ICLASS Tracker
Inzert in frant of Delmier Station Label | ga-Stati o
-atatian
Card Information {" Mone [ <LF>
{ iy v v Ti
TAB Comma Iv DateStamp v TimeStamp — TAB
Eordilitars S Page Applirea  Starting Block 3 Byte Blocks
read from location: |1— |1— IE— IW
ABBCE Bl F__':'SLE::'”“ET Append Chars e
Card Infarmation £ EndOfRecord [~ «<LF>
Ll * Comma [~ DateStam [ Time Stam
F Pl <ases
M ake zure to test with a badge. Mo output may be due to
wrong memory location or key not written to reader. Run'edge
Iv Continuous | ]

Fead AR 1D Wwiite o AIF 1D Ok, Cancel

The concept is to have a series of machines along a process line each be able to read user card
information, add station information or date/time stamps in a comma or tab delimited structure, and place
this into a standard text file. The text file can then be imported into any application such as Microsoft
Excel or Access Database for data capture. This can be accomplished without custom programming.
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Productivity Tracker Example

In a manufacturing environment the stations would collect user information from various workers
throughout the day. At the end of the day, the text files from each station would be imported into an
application such as MS Access. The Access application macros could calculate and report on User time
durations between events on a given station as well as time durations between stations as a way to
measure productivity.

For the setting above the following is key stroked at the location of the cursor:

QA-Station, 10-15-2003, 17:55:11, CardData, EndOfRecord
Where “ CardData” is the information read from the iCLASS card.
Insert in Front of Card Information
The settings in this section describe what data is inserted as keystrokes, to the data read from the user’s
iCLASS card.
Delimiter:
The user can choose delimiters: None, Comma, or Tab. The delimiter is inserted after each field or

date/time stamp.

Station Label
The user may type in any identifier. The first information key stroked is the Station Label.

Date Stamp Time Stamp
These fields are inserted after the Station Label.

<CR> <LF> <TAB>
Use these check boxes to add these keystrokes before the card information is read.

Card Information Read from Location

The following fields describe the precise location of the iICLASS card’s memory that will be read and key
stroked. The information may be records into the card using the “Contactless Read/Write” Tab of this
application. The user is free to add any ASCII characters. For example to add a LineFeed, hold the ALT
key and press 010.

The following fields refer to the same fields described in the “Contactless Read/Write” Tab above.

Page

Application Area

Starting Block

8 Byte Blocks

Append to Card Information

Same as “Insert in Front of Card Information” above except this is appended to the data read from the
card.
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ICLASS Memory Map
Please refer to the iCLASS Memory Map discussion above.

= AIR ID Writer Configuration Utility for USB and RS-232

AIR IDE Writer Utility for USB and R5-232

[ Timing T Proximity Card Formats T About
|/ Connect T Set Prox Configuration T Advanced Configuration i
Contactless Readiiites |  contactiess MemoryMap | ICLASS Tracker i
murl £ . i T ] P
1l
Key Configur ation Data
48 Bytes Management Stoved Vel Area AT Byte
[Tl
— Kary 4
Applicatior Kuwer Dala
B
T
]
Reserved for g
HID 1
P | P n
a HID Acceas Conftred 104 Byt 1 Application Area 3 208 Byta
Al canson a 13
i
g9 g 1
15
@ e 1
18
Open 1
0 2 b emary 1 20
3 [mmmm— i
2 2
73 3
5 1l
2% Amplication rea 2 | 104 Bytes 2% Application Area 4
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About

= AIR ID Writer Configuration Utility for USB and RS-232

AlR IDE Writer Utility for USB and R5-232

AlR ID® See www BFIDeas com for suppart and
additinnal enhancements and products.
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OK
Leave the AIR ID Dialog Screen.
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Library Error Codes

Returned from GetLastLibErr()

Public Interface Error bits:

USBConnect 0x0001XXXX
ReadCfg 0Xx0002XxXXX
WriteCfg 0X0004XxXXX
ResetFactoryDflts 0x0008XxXXX
Get(Structure) 0x0010xXXX

NULL Pointer 0x00100001

ReadCfg not called 0x00100002
Set(Structure) 0Xx0020xXXX

NULL Pointer 0x00200001
GetActivelD 0x0100XxXXX
CommCnct 0x0200XXXX

where “xxxx” represents Private Interface Error Bits.

Private Interface Error bits:

USBDeviceConnect 0OX00xx, XX=
1:Couldn®t open SETUPAPI .DLL
2:Unresolved SETUPAPI.DLL entry point
3:Couldn®t open HID.DLL
4:Unresolved HID.DLL entry point
5:Unresolved DLL entry point
6:SetupDiGetClassDevs returned INVALID_HANDLE_VALUE
7:SetupDiEnumDevicelnterfaces failed or ran out of devices
8:SetupDiGetDevicelnterfaceDetail: ERROR_INSUFFICIENT_BUFFER != GetLastError()
9:Failed pDevlFDetail LocalAlloc
10:VendorID and/or ProductlD not found
11:CreateFile failed
12:SetupDiGetDevicelnterfaceDetail returned O
GetUSBDevFeatureRep Ox01xx, XX=
O:device not open
1:NULL module call reference
2:module call returned FALSE
SetUSBDevFeatureRep 0x02xx, XX=
0:device not open
1:NULL module call reference
2:module call returned FALSE
CheckUserFlags 0x100x, x= [will never fail]
CheckUserBitCnts 0x101x, x=
O:iLeadParityBitCnt > 15
l:iTrailParityBitCnt > 15
2:(iI1DBitCnt < 1) OR (iIDBitCnt > 64)
3:(iTotalBitCnt < 26) OR (iTotalBitCnt > 64)
CheckUserDispParms 0x102x, X=
O:iFACIDDelim > 255
1:iELDelim > 255
2:1lDDispLen > 10
3:iFACDispLen > 10
CheckUserTimeParms 0x103x, X=
0:iBitStrmTO > 1020
1:i1DHoldTO > 12750
2:11DLockOutTm > 12750
3:1USBKeyPrsTm > 1020
4:i1USBKeyRIsTm > 1020
CheckUserFlags2 0x0000104x, x= [will never fail]
CheckUserDispParms2 0x0000105x, x=
O:iLeadChrCnt > 3
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