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Copyright Notice and Proprietary Information

Copyright 2016. Ruckus Wireless, Inc. All rights reserved.
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Table 1: Text conventions on page 7 and Table 2: Notice conventions on page 7 list the text
and notice conventions that are used throughout this guide.

Table 1: Text conventions

Convention

Description

Example

message phrase

Represents messages
displayed in response to a
command or a status

[Device Name] >

user input

Represents information that you
enter

[Device Name] > set
ipaddr 10.0.0.12

user interface controls

Keyboard keys, software
buttons, and field names

Click Create New

Start > All Programs

Represents a series of
commands, or menus and
submenus

Select Start > All Programs

ctrl+V

Represents keyboard keys
pressed in combination

Press ctrl+V to paste the text
from the clipboard.

screen or page names

Click Advanced Settings. The
Advanced Settings page
appears.

command name

Represents CLI commands

parameter name

Represents a parameter in a
CLI command or Ul feature

variable name

Represents variable data

{ZoneDirectorID}

filepath

Represents file names or URI
strings

http://ruckuswireless.com

Table 2: Notice conventions

Notice type

Description

NOTE:

or instructions

Information that describes important features

Information that alerts you to potential loss of
data or potential damage to an application,
system, or device
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Document Conventions

Notice type Description

Information that alerts you to potential personal

WARNING: .
injury
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Documentation Feedback

Ruckus Wireless is interested in improving its documentation and welcomes your comments
and suggestions.

You can email your comments to Ruckus Wireless at: docs@ruckuswireless.com
When contacting us, please include the following information:

e Document title
¢ Document part number (on the cover page)
e Page number (if appropriate)
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Online Training Resources

Online Training Resources

To access a variety of online Ruckus Wireless training modules, including free introductory

courses to wireless networking essentials, site surveys, and Ruckus Wireless products, visit the
Ruckus Wireless Training Portal at:

https://training.ruckuswireless.com.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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About This Guide 1

This Virtual SmartZone™ (vSZ) Getting Started Guide provides information on how to set up the vSZ
virtual appliance on the network. You can install the vSZ on any of the supported hypervisors.

Topics covered in this guide include preparing your chosen hypervisor. installing the vSZ image on
to the hypervisor, and completing the vSZ Setup Wizard.

This guide is intended for use by those responsible for installing and setting up network equipment.
Consequently, it assumes a basic working knowledge of local area networking, wireless networking,
and wireless devices.

NOTE: If release notes are shipped with your product and the information there differs from the
information in this guide, follow the instructions in the release notes.

Most user guides and release notes are available in Adobe Acrobat Reader Portable Document Format
(PDF) or HTML on the Ruckus Wireless Support website at
https://support.ruckuswireless.com/documents.

Document Conventions

Table 1 and Table 2 list the text and notice conventions that are used throughout this guide.

Table 3: Text Conventions

Convention Description Example
monospace Represents information as it [Device name]>
appears on screen
monospace bold Represents information that you [Device name]> set ipaddr
enter 10.0.0.12
italics Screen or page names Click Advanced Settings. The
Advanced Settings page
appears.

Table 4: Notice Conventions

Notice Type Description

NOTE Information that describes important features or
instructions

CAUTION! Information that alerts you to potential loss of data
or potential damage to an application, system, or
device

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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About This Guide

Notice Type Description
WARNING! Information that alerts you to potential personal
injury

Related Documentation

For a complete list of documents that accompany this release, refer to the Release Notes.

Documentation Feedback

Ruckus Wireless is interested in improving its documentation and welcomes your comments and
suggestions. You can email your comments to Ruckus Wireless at:
https://support.ruckuswireless.com/documents.

When contacting us, please include the following information:

e Document title
¢ Document part number (on the cover page)
e Page number (if appropriate)

For example:

e Virtual SmartZone (vSZ) Getting Started Guide
e Part number: 800-71029-001
e Page 88

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Preparing to Install the vSZ 2

In this chapter:

e Obtaining the vSZ Distribution
e Preparing the vSZ Interface Settings to Use

e Determining the System Resources That Virtual Machine Requires

Obtaining the vSZ Distribution

You have to download the .OVA file and documentation for the controller from the vSZ download
page on the Ruckus Wireless support website. The vSZ distribution package, which is based
on the Open Virtualization Format (OVF) framework, consists of a virtual appliance.

Preparing the vSZ Interface Settings to Use

vSZ comes with the option to operate with either one (1) network interface or three (3) network
interfaces. Once the network interface configuration has been made and setup executed, the
number of network interfaces can no longer be modified.

CAUTION: If you choose to operate the vSZ with three network interfaces, you must configure
the three vSZ interfaces to be on three different subnets when you run the Setup Wizard. Failure
to do so may result in loss of access to the web interface or failure of system functions and

services.

e |P address

¢ Netmask

e Gateway

e Primary DNS server

e Secondary DNS server

Table 5: vSZ interfaces

Interface Description
AP Used for AP configuration and client traffic
Cluster Used for cluster traffic

Management (Web)

Used for management traffic. The IP address
that you assign to this interface will be the IP
address at which you can access the vSZ web
interface.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Preparing to Install the vSZ
Determining the System Resources That Virtual Machine Requires

Determining the System Resources That Virtual Machine
Requires

The number of APs and clients that vSZ can support depends on the system resources (CPU
and memory) that the virtual machine running vSZ has.

vSZ is capable of automatically scaling to and supporting a higher number of APs and clients if
it determines, at system bootup, that there is sufficient CPU and memory on the virtual machine
to support more APs and clients. Table 6: High Scale profile configuration: Recommended
system resources on page 14 and Table 7: Essentials profile configuration: Recommended
system resources on page 15 list the maximum recommended number of APs and clients that
the vSZ can support based on the available vCPU and memory available on the virtual machine.
The first row in Table 6: High Scale profile configuration: Recommended system resources on
page 14, for example, shows that to support up to 100 APs, the vSZ must have at least 2-core
CPU and 13GB of RAM. Whenever the CPU or memory settings are changed, the virtual controller
instance must be rebooted for the updated settings to be applied to it.

: When either the AP count or the wireless client count reaches the maximum limit
specified in the tables, you must allocate additional system resources to the VM. For example,
if a VM is allocated with Level 1 resources to handle 100 APs and the AP count increases to
101, you must update the VM to Level 2 resources to prevent performance-related issues.

All resource levels in the following tables are provided based on Intel Xeon CPU E5- 2630v2
@2.60 GHz. If the server on which you are hosting the controller software is using a different
CPU generation and/or model, it may perform differently. In this case, CPU adjustments can be
made to generate the same level of performance.

: The minimum memory and CPU requirements have changed in this release. You
may need to upgrade your infrastructure before upgrading. Please read carefully. This is the
minimum requirement recommended.

Table 6: High Scale profile configuration: Recommended system resources

Nodes per |AP Count per Client |Disk Size |vCPU |RAM | Preserved | Resource
Cluster Cluster Count Events [Level
From To To GB Core (GB |(To

3-4 10,001 |30,000 |300,000 |600 24 48 |3M 8

1-2 2,501 10,000 [100,000 |600 24 48 |3M 7

1-2 1,001 2,500 50,000 |300 6 19  [1.5M 6

1-2 501 1,000 [20,000 [100 4 15 [600k 5

1-2 101 500 10,000 100 4 14 [300k 4

1-2 1 100 2,000 [100 2 13 [60k 3

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Preparing to Install the vSZ
Determining the System Resources That Virtual Machine Requires

Table 7: Essentials profile configuration: Recommended system resources

Nodes |AP Count per Client Disk vCPU |RAM |Preserved | Resource
per Cluster Count Size Events |Level
St From To To GB Core |GB |To

3-4 1,025 3,000 60,000 250 8 23 10k 3

1-2 101 1,024 25,000 250 8 23 10k 2

1-2 1 100 2,000 100 2 15 1K 1

Clustering Limitations for vSZ-H

vSZ-H supports up to 10,000 APs per node or 30,000 APs per cluster, assuming proper
system resources are made available. It supports clustering of up to 4 nodes when using
Resource Level 7.

At 4 nodes, the maximum number of APs and clients that can be supported are 30,000 and
300,000 respectively.

Clustering Limitations for vSZ-E

vSZ-E supports up to 1024 APs per node or 3000 APs per cluster, assuming proper system
resources are available. It supports clustering of up to 4 nodes when using Resource Level

2.

Above 2 nodes in a cluster at Resource Level 2, additional 2 CPU cores need to be added

to each node to support the added search capabilities and replication.

At 4 nodes, the maximum number of APs and clients that can be supported are 3,000 and

60,000 respectively.

NAT operation for vSZ cluster — Currently, each node requires its own public IP address for
its NAT'ed interface. As such, a 1:1 NAT is recommended for setting up a cluster behind a

NAT environment.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Installing the vSZ on a Hypervisor
Preparing a Hypervisor

Installing the vSZ on a Hypervisor 3

In this chapter:

e Preparing a Hypervisor

¢ |nstalling the vSZ on VMWare vSphere Hypervisor

e Installing the vSZ on Windows Server Hyper V

¢ Installing the vSZ on a Kernel based Virtual Machine Hypervisor

Preparing a Hypervisor
This section lists the hypervisors (and their release versions) on which you can install the vSZ.

Table 8: Hypervisors that the vSZ supports

Vendor Hypervisor Version

VMWare ESXi 5.5 and later

Windows Windows Server Hyper-V Windows Server Hyper-V (2012
R2)

KVM CentOS 7.0 (64bit)

Installing the vSZ on VMWare vSphere Hypervisor

You have to install the vSZ on a VMWare vSphere hypervisor.

Before You Begin
You have to complete the prerequisites before installing the vSZ on VMWare vSphere.

Verify that you have the prerequisites before installing the vSZ on VMWare vSphere.

e Verify that vSphere client is installed.
e You can deploy the vSZ only on hosts that are running ESXi version 5.5 and later.

¢ The vSZ appliance requires at least 100GB of disk space and is limited to a maximum size
of 600GB. The vSZ appliance can be deployed with thinprovisioned virtual disks that can
grow to the maximum size of 600GB.

Creating a vSZ Instance from the OVA File
You can create a vSZ instance using the vSphere Web Client.

Before continuing, ensure you have already downloaded the vSZ distribution package from the
Ruckus Wireless. See Obtaining the vSZ Distribution for more information.

Follow these steps to create a vSZ instance from the OVA file.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Installing the vSZ on a Hypervisor
Installing the vSZ on VMWare vSphere Hypervisor

1. Use the VMWare vSphere client to log on to the ESXi management interface.
2. Click File> Deploy OVF Template. The Source screen of the Deploy OVF Template wizard

appears.

@ Ruckus-Testl - vSphere Client
File | Edit View Inventory Administration Plug-ins Help

[E=1 Bl =<3

New 0 htory b [l Hosts and Clusters

| [l Search Inventory

EY

Lg)eploy OVF Template... } iﬁ?l ‘ = ‘ @ W

Export

sim-1 clusters. The same host can run many virtual machines.
af sim-2
= ﬁ PLM Lab
By 17216112217

mazon-EC2-V Basic Tasks

Report 3
Browse VA Marketplace... Summary ' ResourceAllocation ' Performance ' Tasks &Events ' Alarms ' Console | Permissions
Print Maps 3
Bt What is a Virtual Machine?
EF[vscg-Z5pul [ A virtual machine is a software computer that, like a
3 vsm-5.1.2-1 physical computer, runs an operating system and Virtu
= @ vscg-cluster-1 applications. An operating system installed on a virtual
G Baracuda Ly machine is called a guest operating system. &
(@ John-vSCG M
s VMware Stu|_| | Because every virtual machine is an isolated computing Cluster 4
& vscg-165-1 ||| environment, you can use virtual machines as desktop or (i\/
h vscg-2.5.0.1 workstation environments, as testing environments, or to T
Gh vscg-2.5.0.1 consolidate server applications.
[ vscg-2.5.0.1 ) )
@ vscg-cluster-2 In wCenter Server, virtual machines run on hosts or

L | Datacer
= vCenter Server

vSphere Client

% V 5.5-pim-1 (ch Power Off the virtual machine

G vseg2 50075 . .

Eh vern? 80 1008 T @ Suspend the virtual machine Jﬂ
4 n 3 4 »

7 Tasks @ Mlarms |

lroot 7

Figure 1: Click Deploy OVF Template

3. Click Browse to locate the .ova file that you downloaded earlier. Select the template.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Installing the vSZ on a Hypervisor
Installing the vSZ on VMWare vSphere Hypervisor

@ Deploy OVF Template

Source

Select the source location,

Source

OVF Template Details

Mame and Location
Host f Cluster

Resource Pool

Disk Format

Ready to Complete

BN ECR ==

Deploy from a file or URL

Browse...

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help |

< Back | Cancel |

Y

Figure 2: Click Browse, and then locate and select .ova file

4. Click Next. The OVF Template Details screen appears.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Installing the vSZ on a Hypervisor
Installing the vSZ on VMWare vSphere Hypervisor

@ Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
End User License Agreement
Mame and Location
Host / Cluster
Resource Pool
Disk Format
Ready to Complete

Product:
Version:

Vendor:

Download size:

Size on disk:

Description:

BN ECR ==

Virtual Smart Cell Gateway
2.5.0.1.166

Ruckus Wireless, Inc.

704.6 MB

1.8 GB (thin provisioned)
100.0 GE (thick provisioned)

Ruckus Virtual SmartCel ™ Gateway (vSCG), is a Metwork
Functions Virtualization (NFV) based WLAN Controller for service
providers and enterprises who desire & carrier-class solution that
runs in the doud. It supparts all of the WLAN Controller features
of the industry leading SCG-200, while also enabling the rollout of
highly scalable and resilient wireless LAM doud services,

Help |

< Back | Mext = I Cancel
Y

o

Figure 3: The OVF Template Details screen

5. Review the OVA virtual appliance details, and then click Next. The End User License

Agreement (EULA) screen appears.

6. Click Accept to agree to the EULA terms, and then click Next. The Host/Cluster screen

appears.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Installing the vSZ on a Hypervisor
Installing the vSZ on VMWare vSphere Hypervisor

@ Deploy OVF Template

End User License Agreement

Source
OVF Template Details
End User License Agreems
Mame and Location
Host / Cluster
Resource Pool
Disk Format
Ready to Complete

BN ECR ==

Accept the end user license agreements,

RUCKUS WIRELESS, IMC, P
Enterprise Software License

m

PLEASE READ THIS SOFTWARE LICENSE CAREFULLY. RUCKUS WIRELESS, INC.
("RUCKUS") IS WILLING TO LICENSE THE SOFTWARE

OMLY OM THE COMDITION THAT THE LICENSEE ACCEPTS ALL OF THE FOLLOWING
TERMS AND CONDITIONS.,

IF A USER ACCEFTS THIS LICENSE, OR. DOWMLOADS, USES OR. INSTALLS THE
SOFTWARE, AS AN EMPLOYEE OF, OR. AS AN AGENT

OR. CONTRACTOR. FOR. THE BENEFIT OF, A COMPANY, THAT COMPANY SHALL BE
DEEMED THE LICENSEE AND THE USER

REPRESENTS THAT IT HAS THE POWER. AND AUTHORITY TO ACCEPT THIS AGREEMENT
OMN BEHALF OF THE COMPANY.

BY DOWNLOADING, INSTALLING AND/OR USING THE SOFTWARE, LICEMSEE
ACKMNOWLEDGES THAT IT HAS READ THIS LICENSE AND

AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. IF LICENSEE DOES NOT AGREE
TO THE TERMS AND CONDITIONS OF THIS

LICEMSE, RIUCKLIS IS UNWILLING TO LICENSE THE SOFTWARE, IN THAT EVENT,
LICENSEE MAY NOT DOWMLOAD, USE OR. INSTALL

THE SOFTWARE AND SHALL BE GIWEN A FULL REFUND OF AMY LICEMSE FEES ALREADY
PAID FOR. THE SOFTWARE.

1) Definitions

"Device” means & single Ruckus access point or controller, as applicable, on Licensee’s
network.

"Documentation” means the published technical manuals, induding any updates thereto,
relating to the use of the Software made generally

available by Rudkus.

"Software” means a copy of a machine executable version of a Rudws software product
that Rudkus makes available to Licensee for download

onto equipment owned or controlled by Licensee, and any error corrections, updates or
upgrades of such software product that Ruckus makes

available to Licensee.

"License Term” means the period of time for which the licenses to the Software granted to =

‘ r

Help |

< Back Mext = Cancel

Y

Figure 4: Accept the EULA for the vSZ OVA

7. Select the host or cluster on which you want to run the deployed template, and then click
Next. The Resource Pool screen appears.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
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Installing the vSZ on a Hypervisor
Installing the vSZ on VMWare vSphere Hypervisor

@ Deploy OVF Template EI@

Host [ Cluster
0On which haost or duster do you want to run the deployed template?

Source =] ]_Il PLM Lab
OVF Template Details mfl Eng Test Bed
End User License Agreement Eﬁ. PLM k_

Mame and Location
E Host [ Cluster
Specific Host
Resource Pool
Disk Format
Ready to Complete

Help | < Back | Mext = I Cancel

Y

Figure 5: Select the destination host or cluster

8. Select the resource pool within which you want to deploy the template, and then click Next.
The storage screen appears.
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@ Deploy OVF Template

Resource Pool
Select a resource pool.

Source
OVF Template Details
End User License Agreement

Mame and Location
Host J Cluster
Resource Pool
Storage

Disk Format
Metwork Mapping
Ready to Complete

BN ECR ==

Select the resource pool within which you wish to deploy this template.

Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
machines and child pools share the resources of their parent pool.

=l f |Eng Test Bed
& Admin
& wscg-cluster-1
& vscg-cluster-2
5 sim-1
3B sim-2

Help |

< Back | Mext = [ I Cancel

Y

Figure 6: Select the resource pool for the OVA template

9. Select the destination storage (data store) for virtual machine files, and then click Next. The
Disk Format screen appears.
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) Deplay OVF Template =N EoR ==
Storage
Where do you want to store the virtual machine files?
Source Select a destination storage for the virtual machine files:
OVF Template Details
End User License Agreement VM Storage Profile: J Ty
r-lame.andw Name Drive Type Capacity | Provisioned Free | Type Thin Pro
%l datastores 55D 367.50 GB 392.55GE  143.21 GB VMFSS Supporte
esource Pool
Storage @ datastored S50 37250 GB 343.34 GB 291.54 GB WMFS5 Suppaorte
Disk Format B datastore? 55D 365.00 GB 221.92GE  353.30 GB VMFSS  Suppor
Network Mapping i datastorss 550 37250 GB 157.68GB  360.72 GE VMFS5 Support
Ready to Complete B datastorenfs Unknown 49.22 GB 762.68 MB 4347 GB NFS Supporte
€ | il | 3
-
Name Drive Type Capacity | Provisioned Free | Type Thin Provi
4 1l | 3
Help | < Back | Mext = & I Cancel
Y

Figure 7: Select the data store for the virtual machine files

10 Select the disk format that is appropriate for your deployment scenario. Options include:

¢ Thick Provision Lazy Zeroed
e Thick Provision Eager Zeroed
e Thin Provision
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@ Deploy OVF Template EI@

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |datast0re 3

OVF Template Details
End User License Agreement Available space (GB): 143.2

Mame and Location

Host J Cluster

Resource Pool

M {* Thick Provision Lazy Zeroed
Disk Format

Metwork Mapping (" Thick Provision Eager Zeroed
Ready to Complete ¢ Thin Provision

Help | < Back | Mext = V\I\J Cancel I

Y

Figure 8: Select the disk format for your deployment scenario

11. Click Next. The Network Mapping screen appears.

12 Select the ESXi virtual network interface that you want to use for the control interface, and
then click Next. The Ready to Complete screen appears.

The installation screen only allows you to select the virtual network interface for the control
interface. After you complete the installation (and before you power on and set up the vS2),
you will need to adjust the cluster and management interfaces as appropriate.
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@ Deploy OVF Template EI@

Network Mapping
What networks should the deployed template use?

Source
OVE Template Details Map the networks used in this OVF template to networks in your inventory
End User License Agreement
Mame and Location Source Networks DestinationNetworks
:7'3“ ! Clu;terl VM Network [vM Network =
SesOurce ton Cluster Metwork
Storage
Disk Format Management [ shwork
Network Mapping VM Network
Ready to Complete vaLM_gxternaI
dvPLM_internal
dvPortGroup
Description:
The VM Network network -

Help | < Back | Mext = I Cancel

Y

Figure 9: Select the virtual network interface that the template will use

13 Review the settings that you have configured on the previous screens. If you find a setting
that you want to change, click Back until you reach the screen where you can edit the setting.
Update the setting, and then click Next until you reach the Ready to Complete screen again.
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@ Deploy OVF Template EI@

Ready to Complete
Are these the options you want to use?

g?#lf:amglate Details When you didk Finish, the deployment task will be started.
End User License Agreement Deployment settings:
Mame snd Location OVFfile: C:\Users\jneo\Desktop\vscg-installer_2.5.0.1.166.0va
Host / Cluster Download sz 704.6 MB
:%gepml Size ondisk: 100.0 GB
Disk Format Name: Virtual Smart Cell Gateway
Metwark Mapping Folden PLMLab
Ready to Complete HaostfCluster: Eng Test Bed
Datastore: datastore?
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "M Metwork”to "ControlMetwark”

[ Power on after deployment

Help | < Back | Finish [: I Cancel

Y

Figure 10: Review the settings that you have configured

14 Make sure that the Power on after deployment check box is clear so you can adjust the
network settings before the vSZ setup.Caution: If you power on the vSZ after installation,
you will no longer be able to adjust the network settings.

15 Click Finish.

ESXi deploys the new vSZ instance. When ESXi completes the deployment, the new vSZ instance
appears on the list of installed virtual machines on the target host.
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vmware: vSphere Web Client #® &

4 vCenter € X (71 vSCG1-DataCenter  Actions ~
o & = ﬁ Getting Started | Summary Monitor Manage Re
+ [ localhost i
~ iin Datacenter What is a Virtual Machine?

i, 10.3.3.244
M Il A virtual machine is a software computer that,
EDFM_W_Q_B_U_QQE (cha like a physical computer, runs an operating

system and applications. An operating system
Eﬁ' FreeRADIUS (Jeanette) installed on a virtual machine is called a guest
hbHSED—RZ_CentDE (Dave operating system.

Ub HS20-R2_OSU (Dave)

Because every virtual machine is an isolated
B Novell (Jeanette)

computing environment, you can use virtual

&b portal (Jeanette) machines as desktop or workstation

)8 portalt (Jeanette) environments, as testing environments, or to

Iﬁb 12 (Jeanette) consolidate server applications.

E‘[}. portal3 (Jeanette) In vCenter Server, virtual machines run on

(5 RuckusLabs-SCG-TME hosts or clusters. The same host can run many
irtual machines,

5 SCI Demo LCS (Jeanett v :

G VMware vCenter Server

G vSCG-Public SE Access

g1 vSCG1-DataCenter

(5 Win2008 (Deepak)

(5 ZDVM-Public (Deepak)

Figure 11: The vSZ instance appears on the list of installed VMs

You have completed creating a vSZ instance from the OVA file.

Allocating Resources and Assigning Network Interfaces

Before starting the vSZ instance for the first time, edit the virtual machine settings to allocate
CPU and memory resources to the vSZ and to assign the ESXi network interfaces to the remaining
vSZ interfaces (cluster and management).

Ensure that you read steps 1-7 before starting the application.
Follow these steps to allocate resources and assign network interfaces to the vSZ.

1. On the list of virtual machines, click the new vSZ instance.
2. Click Actions to display the additional options, and then click Edit Settings.

3. Set the number of CPUs and the amount of RAM to allocate to the vSZ instance. By default,
the OVA template is set to 4 CPUs and 8GB of RAM.
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4. Under Network adapter 1, verify that it is the same ESXi network interface that you selected
for the control interface during the OVA import process. Ensure that the Connect at Power
On check box is selected.

5. Under Network adapter 2, select the ESXi network interface for the cluster interface from
the drop-down list. Ensure that the Connect at Power On option is selected.

6. Under Network adapter 3, select the ESXi network interface for the management interface
from the drop-down list. Ensure that the Connect at Power On option is selected.

51 vSCG1-DataCenter - Edit Settings 71 e
-Virlual Hardware '1 Opticns . SDRE Rules [ wipp Options
v [ CPU | 4 [~ @
» 0 Iemary 8192 ks | | MB ||
v (3 Hard disk 1 50 =1 [ B -
[ E—j_l SCEl conlroller 0 LS| Logic 5AS
« [l Metwork adapter 1 lTI'-.-1 I'-.:1£-|mt-r:dét-ﬁ-:|rl~: -j x -k
Status [¥] Connect & Powsar On CD ntrol
Adapter Trpe \ 2
MAC Addrass {00:50:56:85:03:1h | Autormatic | - |
~ [ *Network adapter 2 (VLAM1DZ | =
Status -f Caonnect At Power On Cluster
Adapter Type
MAC Address Automatic |+ |
- *Network adapter 3 | Public Interface b "h
Stalus ¥| Connect &t Powsr On Man agem ent
Adapter Type -
MAGC Address [ Automatic |« |
b [IE:I Video card Specify custom settings | =
b L3 VMC] device -
+ Other Devices
v Upgrade || Schedule Vi Compatibility Upgrade...
Mewdevice: Salact — =
Compatibility; ESXi 5.0 and later (VW versicn 8) oK Cancel

Figure 12: Select the interfaces to use

7. Click OK. You have completed allocating resources and assigning network interfaces to the
vSZ.
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Powering on the vSZ virtual machine
The next step is to power on the vSZ virtual appliance.

1.

From the list of virtual machines on the host, click the vSZ instance.

2. Under Basic Tasks, click Power on the virtual machine.

& vSCG1-DataCenter »

5} Win2008 (Deepak)

(5 ZDVM-Public (Deepak)
Basic Tasks Explore Further

p Power on the virtual machine Learn how to install a guest
operating system
Learn more about virtual

& Edit virtual machine settings machines

Learn about templates

Figure 13: Click Power on the virtual machine

3. Open a console window to monitor the startup process. To do this, click the Action menu,

and then click Open Console.

After the vSZ completes its startup process, you are ready to perform the initial IP address
setup of the vSZ. You will use the console connection to perform this task.

Installing the vSZ on Windows Server Hyper V

Before you begin, verify that Hyper-V is enabled on Windows Server. Follow these steps to install
the vSZ on Windows Server Hyper-V.

1.

Obtain a copy of the vSZ image in VHD format.

2. Extract the vSZ image to the .vhd disk file.
3.
4. On the Windows Server, click Start > Administrative Tools, and then double-click Hyper-V

Copy the image to the Windows Server on which you are running Hyper-V.

Manager.

In the Hyper-V Manager, select the Hyper-V core for which you want to create a virtual machine
and click Virtual Machine > Action > New > New Virtual Machine Wizard. The appears
and displays the Before You Begin screen.
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| 2

33 Hyper-Y Manager ||

[Fwecrrr

IMews

3 | Wirtual Machine..,

Import Virtual Machine...

CPU Usage Assigned Memory

]
Hard Disk... [

Hyper-W Settings..,

Wirtual Switch Manager..,

Wirtual SAM Manager..,

ines were found on this server.

Floppy Disk...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server

Refresh

Wi

Help

|

T
[<]

Checkpoints

Details

Moitem selected

<l

| Actions

e

Irpart Yirtual Machine..,

~ Hyper-Y Settings..,
« “irtual Switch Manager..,

Wirtual S4M Manager..,
Edit Disk...

Inspect Disk..,

Stop Service

Remowve Server
Refresh

ey

Help

Displays the Mew Wirtual Machine Wizard,

Figure 14: Click Action > New > Virtual Machine

6. Click Next. The Specify Name and Location screen appears.
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i New Yirtual Machine Wizard -

[ &.’ Before ¥ou Begin
A

Begin This wizard helps wou create a virtual maching, You can use virtual machines in place of physical
computers for & variety of uses, You can use this wizard ko configure the wirtual machine nov, and
wou can change the configuration later using Hyper-Y Manager,

Specify Mame and Location

Specify Generation
] To creake a wirtual machine, do one of the Following:

Assign Mernory
) . + Click Finish ko create a virtual machine that is configured with default values,
Configure Networking  Click Mext to create a wirtual machine with a custom configuration,

Zonnect Wirkual Hard Disk
Installation Cptions

Summary

Do ok show this page again

MNext = | | Finish | | Cancel

Figure 15: The New Virtual Machine Wizard screen

7. In Name, type a name for the virtual machine that you are installing (for example, Virtual
SmartZone).
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i Mew Yirtual Machine Wizard -
[ . .
[ *. Specify Name and Location
.L'i!f i
Before YYou Begin Choose a name and location For this virtual machine,

Specify Mame and Location

The name is displayed in Hyper-Y Manager, We recommend that vou use a name that helps vou easily

Specify Generation identify this wirtual machine, such as the name of the guest operating system or workload,

Assign Memory Mame: |\-'SZ|

Configure Networking ‘fou can creake a folder or use an existing folder to store the wirtual machine, IF you don't select a

Connect Wirtual Hard Disk folder, the wirtual machine is skored in the defaulk Folder configured For this server,

Installation Options [] store the wirtual machine in a different location

UMM C:AProgramDatalMicrosoftiwindows\Hyper-v

< Previous | | Mext = | | Firish | | Zancel

Figure 16: Specify Name and Location

8. Specify the folder on the server where you want to install the virtual machine.

a) To install the virtual machine in the default location, make sure that the Store the virtual
machine in a different location check box is clear.

b) Toinstall the virtual machine in a location other than the default, select and Store the virtual
machine in a different location check box, and then browse to or type the new location.

9. Click Next. The Specify Generation screen appears.
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i Mew Yirtual Machine Wizard .
| . .
5 &. Specify Generation
e
Befare You Beagin Zhoose the generation of this virtual machine,
Specify Mame and Location ® Generation 1

Specify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-Y.

Assign Memory

Configure Mebworking () Generation 2

This virtual maching generation provides suppart For Features such as Secure Book, SCSI book, and

ozl B e D PE book using a standard network, adapter, Guesk operating svstems musk be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows &,
SURnMmary /1. Once a virtual maching has been created, you cannot change its generation,
< Previous | | Mext = | | Finish | | Cancel

Figure 17: Specify Generation

10 Select Generation 1 for the virtual machine that you are installing. Hyper-V offers Generation
1 and Generation 2. See the Hyper-V documentation for more information about these two
generations.

11. Click Next. The Assign Memory screen appears.
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LY Mewr Virtual Machine Wizard -
[ .
[ *. Assign Memory
.L'i!f i
Before You Begin Specify the amount of memory to allocate to this virtual machine, You can specify an amount from 32

ME through 29250 ME. To improve performance, specify more than the minimum amount recommended
for the operating syskem,

Specify Generation Skartup rernory: |15E|DD ME

Specify Mame and Location

Assign Mermory

[ Use Dynamic Memory Far this virbual machine.
Configure Metwarking

Connect virtual Hard Disk iﬁj when you decide how much memory to assign ko a wirtual machine, consider how you intkend ta
~ use the virtual machine and the operating system that it will run,

Installation Options

Surnmnary

< Previous | | Mext = | | Firish | | Zancel

Figure 18: Assign Memory

12 In Startup memory, type 13GB for vSZ High Scale or 15GB for vSZ Essentials (as relevant),
which are the minimum memory that Ruckus Wireless recommmends for deploying vSZ. You
can type a higher value if more memory is available on the server. For more information, see
Table 4 and Table 5.

13 Click Next. The Configure Networking

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
34



Installing the vSZ on a Hypervisor
Installing the vSZ on Windows Server Hyper V

i " Mew Virtual Machine Wizard -
[ .
[ kl Configure Networking
.L'éf i
Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a

wvirkual switch, or it can remain disconnected,
Specify Mame and Location !

Specify Generation Connection: | wvs-brz v

Assign Memory

Configure Metworking

Connect Virtual Hard Disk
Installation Cptions

Surnmnary

< Previous | | MNext > | | Finish || Cancel

Figure 19: Configuring Network

14 In Connection, select the network adapter that you want the virtual machine to use.
15 Click Next. The Connect Virtual Hard Disk screen appears.
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e Mewe Yirtual Machine Wizard -
| . .
A kl Connect Virtual Hard Disk
ab-' i
Before You Begin & wirtual machine requires storage so that wou can install an operating system, You can specify the

Specify Mame and Location storage now or configure it laker by maodifving the wirtual machine’s properties.,

Sorllly Exar=ilen () Create a virtual hard disk

e e Use this option to creake 5 YHODY dynamically expanding wirtual hard disk.,

Configure Metwarking wSZ . whdx

Connect Virkual Hard Disk

CWserstPubliciDocumentsiHyper-wiirtual Hard Disks',

Summary
127 | @6 (Maximun: 64 TE)

(®) Use an existing wirtual hard disk

Use this option to attach an existing virkual hard disk, either WHD or YHD® Format.,

(el Y L Iser < Publict DocurnentsHyper-Y virkual Hard Disks) | | Browse...

() Atkach a virtual hard disk later

Use this option to skip this step now and atkach an existing virtual hard disk laker,

< Previous Zancel

Figure 20: Connect Virtual Hard Disk

16 Select Use an existing virtual hard disk.

17. Click Browse to specify the location of the existing virtual hard disk for the virtual machine
to use.
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|0« Cow ousers » public » Documents » hyper-v b Virtual hard disks v 0| | Search Virtual hard disks »p |
Organize a: ~ [ @
ﬁ Microsoft Managemer wicg-3.4.0.0238vhd
40,0 GB
1M ylab
File name: |vscg-3.4.0.0.236vhd v| | Virtual hard disk files v]
| Open | | Cancel |

Figure 21: Selecting Virtual Hard Disk

18 Click Next. The Completing New Virtual Machine Wizard screen appears.

Completing the New Virtual Machine Wizard

Before You Begin

Specify Marme and Location
Specify Generation

Assign Memory

Configure Mebworking
Connect Virbual Hard Disk.

Surmmary

¥ou have successfully completed the Mews Yirkual Machine Wizard, You are about ko create the
Following wirtual machine.,

Description:

Marne: wSZ

Generation:  Generation 1

Memory: 15000 MB

Mkl ws-br2

Hard Disk:  CriusersipubliciDocumentsihyvper-wivirtual hard diskstwscg-3.4.0.0,238, vhd (YHD, Fixer

[<] m

To create the virkual machine and close the wizard, click Finish,

| < Previous | | Mext = | | Finish | | Zancel

Figure 22: Completing New Virtual Machine Wizard
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19 Review the settings that you can configure for the virtual machine. If you find any setting that
need to be changed, click Previous until you reach the screen where you can update the
setting. Update the setting, and then click Next until the Completing New Virtual Machine
Wizard screen appears again.

) Click Finish to install the virtual machine. When Windows Server completes installing the

virtual machine, the New Virtual Machine Wizard disappears and the virtual machine you
installed appears on the list of virtual machines on Hyper-V Manager.

= Hyper-¥ hanager = | = -
File Action  View Help
«=| z(m 8=
33 Hyper-Y Manager Actions
=ERUE] Virtual Machines
;3 WIN-GTVERLUANHLI T -
g8 Marme State CPU Usage Assigned Memory | New »
R ulii
Lz ImportYirtual Machine..

< m

Checkpoints

[ [N

&
e

WX@®BEE

7}

Hyper-Y Settings..,

Wirtual Switch Manager..,

Wirtual S4M Manager..,
Edit Disk...
Inspect Disk..,

) Stop Service

Remowve Server
Refresh
ey

Help

Figure 23: The virtual machine you installed appears on the list of virtual machines on

Hyper- V Manager

21. Right-click the virtual machine you installed, and then click Start to power on the virtual

machine.
EE Hyper-¥ Manager |= | o
File Action ‘iew Help
= 2[E B
- Hyper.\; Mamager Actions
ga e Virtual Machines VLAB — =
3 WIN-ETVERUANHLI Narme State CPU Usage  Assigned Memory | New 4

R
Connect..
Settings...

Start

Checkpaint

Mowve..,
Expart..,
Rename..,
Delete..,
Enable Replication..,
Help
< m

Checkpoints

F

r

Al

OX® DN K

7]

Irmpart Wirtual Machine...

Hyper-\f Settings...

Wirtual 34N Manager..,
Edit Disk...
Inspect Disk..,

) Stop Service

Rermowve Server
Refresh
Wi

Help

y5Z

=

Figure 24: Right-click the virtual machine, and then click Start

The Virtual Machine Connection screen appears.
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Hyper-¥ Manager =N IE
Actions
Virtual Machines
YLAB a
I§Iame State CPU Usage Assigned Memaory | New »
4 v5Z Running 12% 15000 MB [

A

File Action Media

#O0@OO

Ok 1

iptables: Applyi

<

Status: Running

it: ip6defaultguw (lo) post-start process (?98) terminated with status 1

[Setting up Logical Uolume Management:
1

ount: special device rdatasng-rootfsZ/statesopt/ruckusuwireless- wsg-/confclisd
ounting local filesystems: [ OK 1

»
[Enabling local filesystem gquotas: [ 0K 1

[Enabling ~etc/fstab swaps: [ 0K 1
[Entering non-interactive startup
[Starting syslog-ng: [ OK 1 -
alling the system activity data collector (sadc):
[Btarting monitoring for UG wgyBB:

ipbtables: fipplying firewall rules: [ 0K 1
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m b | e
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Figure 25: Virtual Machine Connection

2 | ogin to the virtual machine with your credentials.

You have now completed installing the vSZ on Windows Server Hyper-V.

Installing the vSZ on a Kernel based Virtual Machine
Hypervisor

This section describes how to install the vSZ on a KVM hypervisor.

Extracting the vSZ Image
The vSZ image for a kernel-based virtual machine (KVM) is distributed in QCOW?2 format.

1.

2

3.

4. Make the image bin file executable by entering the following command: chmod +x {file
name of the controller QCOW bin} See Figure for an example.

Obtain the vSZ image in QCOW2 format.
. Copy the image to the KVM.
Open the terminal window.
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numbersix@toaster: ~
numbersix@toaster:~$ chmod +x v5cg—3.1.1.0.442.qcow2.b1'_nl

Figure 26: Make the bin file executable

5. Extract the contents of the QCOW?2 bin file.

@ @ @ numbersix@toaster: ~

numbersix@toaster:~5 chmod +x vscg-3.1.1.0.442.qcow2.bin
numbersix@toaster:~$ ./vscg-3.1.1.0.442.qcow2. binl

Figure 27: Extract the contents of the QCOW2 image
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The end user license agreement appears on screen.
6. At the Accept this agreement? [yes/no] prompt, enter yes.

numbersix@toaster: ~

withheld. This agreement may be executed simultaneously in any number of
counterparts, each of which will be deemed an original, but all of

which together constitute one and the same agreement. The parties agree
that electronic signatures are valid signatures for enforcement of

this agreement. This agreement constitutes the entire agreement between
Ruckus and Licensee with respect to the subject matter hereof.

This agreement supersedes all prior negotiations, agreements and underta
kings between the parties with respect to such subject matter. As a

matter of clarity, the preceding two sentences do not affect either part
y’s obligations regarding confidential information under any other

agreement between the parties. No modification of this agreement will be
effective unless contained in writing and signed by an authorized

representative of each party. Notwithstanding applicable law, electronic
communications will not be deemed signed writings. Any additional

orders for licenses hereunder shall be governed by the terms of this Agr
eement. No term or condition contained in Licensee’s purchase order

or similar document will apply unless specifically agreed to by Ruckus i
n writing, even if Ruckus has accepted the order set forth in such

purchase order, and all such terms or conditions are otherwise hereby ex
pressly rejected by Ruckus. In the event of a conflict between this

agreement and any other applicable agreement, this agreement shall gover
n.

Accept this agreement? [yesjno]:l

Figure 28: Accept the EULA terms

The KVM continues to extract the contents of the image. When the extraction process is
complete, the QCOW?2 file appears in the same directory as the .bin file.

Places Name 4  Sjze Modified
@, search i Desktop 13:13
@ Recently Used Y] Documents 13:13
@ numbersix il Downloads 13:21
@l Desktop |4l Music 13:13
£ File System = Pictures 13:47
[ 285 GBVolume | (I Public 13:13
i Documents & Templates 13:13
& Music B videos 13:13
[ Pictures . examples.desktop 9.0kB 12:55
IH Videos | |
vscg-3.1.1.0.442.qcow2.bin 876.8 MB 13:21

&3 Downloads

NOTE: If the “uudecode: command not found” error appears during the extraction process,
install the “sharutils” package on the KVM, and then try extracting the image again.

Figure 29: The QCOW?2 file appears in the same directory as the .bin file
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7. Resize the vSZ disk image, if necessary. By default, the vSZ disk size is 50GB. If you want
to allocate more disk space to the vSZ, run the gemu-img command. The complete syntax

is as follows: gemu-img resize {file name of the controller QCOW bin}
+size

Setting Up the vSZ

You can set up the vSZ using the Red Hat Virtual Machine Manager (also known as
“virt-manager”). If you are installing the vSZ on a different hypervisor or virtual machine monitor,

the procedure may be slightly different. Refer to the hypervisor documentation for more
information.

1. Start the Virtual Machine Manager by clicking Applications > System Tools > Virtual Machine
Manager. Or double-click the Virtual Machine Manager icon if it appears on the desktop. The
Virtual Machine Manager interface appears.

Figure 30: The Virtual Machine Manager interface
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Virtual Machine Manager
E_-J Open v
Name -

localhost (QEMU)

2. In File, click Create New VM. Or click the New VM icon. The New VM screen appears
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Virtual Machine Manager
|E| Open

m Create a new virtual machine

Enter your virtual machine details
Name:

Connection: localhost (QEMU/KVM)

Choose how you would like to install the operating system
@® Localinstall media (ISO image or COROM)
) Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)

) Import existing disk image

Cancel Back Forward

Figure 31: The New VM

3. Configure the options on the New VM (Step 1 of 4) screen.

a) In Name, type a name that you want to assign to the virtual machine.

b) In Choose how you would like to install the operating system, click Import existing
disk image.
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Virtual Machine Manager
|E| Open

m Create a new virtual machine

Enter your virtual machine details
Mame: [vs5Z2-3-1-1
Connection: localhost (QEMU/KVM)

Choose how you would like to install the operating system
) Localinstall media (ISO image or COROM)
) Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)
@ Import existing disk image

Cancel Back Forward

Figure 32: Type a name and select how you want to install the operating system

4. Click Forward. The Locate Existing Storage dialog box appears.

5. Browse to the location of the vVSZ QCOW2 image, select the image file, and then click Open.
The New VM (Step 2 of 4) screen reappears and displays the storage path to the QCOW2
image file that you selected.
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Locate existing storage

Name: |vscg-3.1.1.0.442.qcow? |
Savein folder: Iillﬁnumbersixl | Create Folderl
Places Name - Size Modified
@ search B Desktop 13:13
@ Recently Used [T Documents 13:13
& numbersix [£ Downloads 13:21
@ Desktop i Music 13:13
{2 File System = Pictures 13:47
E 285 GB Volume [#4 Public 13:13
{8 Documents [Z Templates 13:13
i Music [E videos 13:13
[ Pictures . examples.desktop 9.0kB 12:55
1@ videos -] vscg-3.1.1.0.442.qcow2 2.3GB 15-06-25
. vscg-3.1.1.0.442.qcow2.bin 876.8 MB 13:21

[£3 Downloads

Cancel || Open ]

Figure 33: Browse to the vSZ QCOW2 image

6. In the lower portion of the New VM (Step 2 of 4) screen, select the operating system type

and version.

a) In OS type, select Linux.
b) In Version, select Generic 2.6.x kernel.
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Virtual Machine Manager
|__l-_-_| Open

m Create a new virtual machine

Provide the existing storage path:

/home/numbersixfvscg-3.1.1.0.442.qcow2 Browse...

Choose an operating system type and version

OS type: | Linux -

Version: | Generic 2.6.x kernel

Cancel Back Forward

Figure 34: Select the operating system and version

7. Click Forward. The New VM (Step 3 of 4) screen appears.
8. Configure the memory and CPU settings of the virtual machine.

a) In Memory (RAM), set to memory (in MB) that you want to allocate to the vSZ.
b) In CPU, set the number of CPUs that you want to allocate to the vSZ.
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Virtual Machine Manager
|E| Open

m Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): | 1930 . MB
Up to 3865 MB available on the host
CPUs: 2|
Up to 4 available

Cancel Back Forward

Figure 35: Configure the memory and CPU settings

9. Click Forward. The New VM (Step 4 of 4) screen appears and displays a summary of the
settings you configured.
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New VM

m Create a new virtual machine

Ready to begin installation of vSZ-3-1-1
0S: Generic 2.6.x kernel
Install: Import existing OS image
Memory: 1930 MB
CPUs: 2
Storage: 2.1 GB /home/numbersix/vscg-3.1.1.0.442.qcow?

| Customize configuration before install

¥ Advanced options

Virtual network 'default’ : NAT =

-

[ Set a fixed MAC address

52:54:00:d0:6c:bc

]

Virt Type: | kvm =

Architecture: x86 64

]

Firmware: | Default

Cancel Back Finish

Figure 36: A summary of the settings you configured appears

10 Verify that the settings you configured on the previous screens are correct. If you need to
make changes to any of the settings, click Back until you reach the screen on which the
setting appears, make the change, and then click Forward until you reach the New VM (Step
4 of 4) screen again.
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11. Click Finish to install the vSZ on the virtual machine.

12 After you complete installing the vSZ on the virtual machine, decide how many interfaces you
want the vSZ to use. The vSZ supports either a single interface or three interfaces. By default,
a single interface exists after installation.

e |f you want the vSZ to use a single interface, you do not need to take action in this step.
Continue to the next step.
e |f you want the vSZ to use three interfaces, you must create the two additional interfaces

before the initial bootup of the vSZ. Once the vSZ has completed its initial bootup, you

will no longer be able to change the number of interfaces.

If you want to add interfaces, you must do so before the initial bootup of the vSZ. After the

initial bootup, you will no longer be able to change the number of interfaces.

5 v5Z-3-1-1 Virtual Machine

=0 e -

! Overview Virtual Disk

Performance Target device: IDE Disk 1

g:} Processor Source path: /home/numbersix/vscg-3.1.1.0.442.qcow?2
== Memory Storage size: 2.19GB

%, Book Options

B ipEDisk 1
NIC :d7:8F.0a

| Mouse

9
Bl Display vNC
ﬁ Sound: iché
& Serial 1

Bl video Cirrus
MF Controller USB
Controller pci

MF Controller IDE

Inpuk

a

) Redirected USB

Add Hardware

Readonly: [ ]

Shareable: ]

¥ Advanced options
Disk bus: | IDE =

4

Serial number:

Storage format: |qcow?2 v

P Performance options
P |0 Tuning

@ Tip: 'source’ refers to information seen from the host OS,
while "target’ refers to information seen from the guest OS

Remove

Figure 37: By default, a single interface exists

13 Power on the virtual machine. The vSZ performs its initial bootup.
14 When the vSZ login prompt appears, enter admin.

You have completed setting up the vSZ on a KVM hypervisor. You are now ready to start the

vSZ Setup Wizard. See Using the Setup Wizard to Install vSZ for more information.
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In this chapter:

e | ogging into Microsoft Azure

e Creating a Storage Account and Container

e Uploading the vSZ Image to Microsoft Azure

e Creating a vSZ Image on Microsoft Azure

e Creating a Network

e Creating a vSZ Virtual Machine

e  Configuring Port Numbers for Virtual Machines

e Assigning a Static Public IP Address to a VM

e Assigning a Static Internal IP Address to a Virtual Machine

You can install vSZ on Microsoft Azure using the procedure outlined.

NOTE: The minimum memory and CPU requirements have changed in this release. You may need
to upgrade your infrastructure before upgrading. Please read carefully. This is the minimum requirement
recommended. Refer to Table 5 and Table 6 in the chapter Preparing to Install the vSZ.

Logging into Microsoft Azure
As the first step of installing vSZ on Microsoft Azure, you have to log into Microsoft Azure.

1. Click http://azure.microsoft.com/en-us/ to access the Microsoft Azure site.
2. Click the Portal tab as shown in the figure.
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Dash boa rd Jewy da & Ed rd £ Share 7 e [i] Delete

All resources Service health

SOUNCE groups ALL SUBSCRIPTIONS M RESOURCES

All resources Jirnrmy-vSZ3 214

Recent @ wsz-seryerl]

wsz-servarl]

App Services

SQL databases

Virtual machir
Subscriptions
Virtual machines ‘ $ Forecast expenses and costs to optimize your

Matketplace apps Help + support

Cloud s

Subscriptions

Reserved IP addre o
' Feedback

i &

What's new Partal settings

== Azure classic

— portal

Figure 38: Portal Tab

3. Click Azure Classic Portal.

Mi(_‘.l’OSC]ft Azure Check out the new partal

ALL ITEMS |
all items

‘:'_:"EB SRR NAME TYPE
YIRTUAL MACHINES
30

abe-simpdd205-1 Cloud service
MOBILE SERYICES )
0 abe-ysze-1k01 Cloud service

abe-vsze-1k02 Cloud service
CLOUD SERYICES
41 abe-ysz-test Cloud service
BATCH SERYICES acc-smnvr-boe-1 Cloud service
i}

aoc-srvr-boc-2 Cloud service
SOL DATABASES
1 cacti-rid Cloud service

Figure 39: Azure Classic Portal

4. The Microsoft Azure login page appears and redirects you to the Ruckus Wireless login
page as shown in the figure.
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Microsoft Azure

Redirecting

Cloud optimize
your bUS|neSS [T Keep me signed in

Don't have an account assigned by your work or school?
Sign in with a Microsoft account

We're taking you to your organization's sign-in page. kan(e\

“Ruclkus

- Simply Better Wirelass,
sts.ruckuswircless.com

Type yuur wet name o paarard,

[

Figure 40: Microsoft Azure login page

If the page does not redirected to the Ruckus Wireless login page and asks to you choose
a user account, select the Work or school account as shown in the figure.
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Microsoft Azure

It locks like alee@ruckuswireless.com is used with maore than
one account. Which account do you want to use?

Work or school account
Assigned by your work or school

.. Microsoft account
L

Personal account

Cancel

RUCkUS

—« Simply Better Wireless.

sts.ruckuswireless.com

Type your user name and password.

User name: | |

Password: | |

Figure 41: Microsoft Azure Account

The Ruckus Wireless login page appears.
5. Enter your User name and Password to login.
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Creating a Storage Account and Container

To create a Microsoft Azure storage account, perform the steps outlined in this section.

1. From the Microsoft Azure page, click Create a storage account. The Create a storage
screen appears.

Microsoft Azure | v Check outthe
6 CLOUD SERVICES
= storage
M e —_
NEW

URL

117 @ UL DRATHEREE ’ QUICK CREATE
_VSZ??T
* core.windows.h
- | @ STORAGE *corewindows.net
.l

oo

REPL N

XECOVERY SERVICES
- . _ Geo-Redundant A
MACHINE LEARNING

* STREAM ANALYTICS

CREATE STORAGE ACCOUNT  «/

Figure 42: Creating a storage account

In URL, type the URL.

In Location/Affinity Group, type the location of the storage.

In Replication, select an option from the drop-down list.

Click Create Storage Account. The Storage screen appears listing the new storage account.

A\
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storage
NAME STATUS LOCATION SUBSCRIPTION el
autobdec " Online East Asia Pay-As-You-G0
autotestbde " Online East Asia Pay-As-You-G0
partalvhdsydgwhs pt 3xrg \/ Online East bsia Pay-As-You-Go
tdoyumitest /" oOnline East &sia Pay-As-You-Go
wsogddstorage " oOnline East Asia Pay-Ls-You-Go
wsE3l2 " online East Asia Pay-As-You-Go
wsz3ladanny " Online East Asia Pay-As-You-G0
WSEIZ " Online East Asia Pay-As-You-G0
wsEIdl " Online East Asia Pay-As-You-G0
wsz32ben " Online East Asia Pay-As-You-G0
wsEIdjason " Online Japan West Pay-As-You-G0
wsEId " Online East Asia Pay-As-You-G0

Figure 43: New storage account listed

6. Select the storage account and click Containers > Create a Container.
Microsoft Azure Check out the new portal
vsz/ /7
&3 DASHBOARD MACMITOR COMFIGURE IMPORTEXPORT

autobdc

This storage account has no containers.
EEATEA CONTAINER (3)

autotestbdc

Figure 44: Creating a storage container

The New Container screen appears.
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New container

MAME

YWiE

ACZESS

Private ¥

Figure 45: The New Container screen

7. In Name, type the name of the storage container.
. In Access, select an option from the drop-down list.

o]

W
Click the icon . The new container is listed in the Containers tab.

vsz/ 77

&3 DAsHBOARD FAOMITOR, COMFIGLRE COMTAIMERE IMPORT/EXPORT
MNAME URL LAST MODIFIED

V5E >

Figure 46: Containers

Uploading the vSZ Image to Microsoft Azure

You have to upload the vSZ image to Microsoft Azure. Follow these steps outlined in this section
to upload the vSZ image to Microsoft Azure.

Ensure that you have installed Windows Azure Power Shell (web platform installer) from
http://go.microsoft.com/fwlink/p/?linkid=320376&clcid=0x409.
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1. Open Microsoft Azure PowerShell and type the add-azureaccount command. The
Microsoft Azure Login screen appears.

2. Type the User name and Password.
3. Click Sign in. A success message appears confirming your Microsoft Azure account is added.

' Select Administrator: Microsoft Azure PowerShell EI =)

PS C:%\> add-azureaccount
UERBOSE: Account “nhsulruckuswireless.con” has been added.
: Subscription "Free Trial" selected as the default subscription.
: To view all the subscriptions, please use Get—fAzureSuhs tion.
: To switch to a different subscription. please use Selec ureSubscription.

Type Subscriptions

nhsuBruckuswireless..com User he382294-78e?—4ab6—hal-6a2e775646e4 936dde22—c4d1-478f -b248-618hddeZebtif

Figure 47: Account creation success message

4. Type command add-azurevhd to initiate uploading the image.
Ensure that the URL in Destination and Microsoft Azure storage are the same.

E Administrator: Microsoft Azure Powershell

PSS C:x>
PSS C:%> Add-AzureVhd

cmdlet Add—-Azurelhd at command pipeline position 1

Supply values for the following parameters:

(Type *7? for Help.>

Destination: https: A Avs=777.hlob.core.windows.net/vses/vscg—3.4.A.8.884 . vhd
LocalFilePath: d:swscg—-3.4.A.8_884_vhd

Figure 48: Verifying URLs match

124 Adrinistrator Microsoft Azure PowerShell EI@

PS C:s>
PS C:%> Add—Azurelhd

Calculating MD5 Hach
12.9% complete; Remaining Time: @@:86:44; Throughput: 786 .4Hbps
[oooooooooooo
BB:P6: 441 remaining.

MDS hash is being calculated for the file D:wscg—3.4.8.8.884.vhd.

Figure 49: Uploading the vSZ image

After the vSZ image is uploaded, a confirmation message appears.
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4 Adrministrator: Microsoft Azure PowerShell E@

cmdlet Add—Azurelhd at command pipeline position 1

Supply values for the following parameters:

(Type *? for Help.>

Destination: https: r vsz??7.hlob.core.windows.netrvsz/vscg—3.4.0.8.884.vhd
LocalFilePath: d:‘wscg—3.4.0.8.884.vhd

MD5 hash is being calculated for the file D:i‘wscg—3.4.8.@.884.vhd.

MD5 haszh calculation is completed.

Elapsed time for the operation: BA:@7:44

ICreating new page bhloh of size 42949673472 ..
Detecting the empty data blocks in the local file.
Detecting the empty data blocks completed.
Elapsed time for upload: A@:@3:3%

DestinationUri

https:/7vs=??? _blob.core.windows.net/vsz/uscg-3.4.B.B_B8._.

Figure 50: vSZ message indicating image upload is complete

Creating a vSZ Image on Microsoft Azure

ollow these steps to create a vSZ image on Microsoft Azure:

1.

From the Microsoft Azure page, click Virtual Machines > Images.

Microsoft Azure | -~ I

virtual machines
[NSTAMCES DISKS

VIRTUAL MACHINES No imaaes have been created. To get
: _ ages Nave pbeen created. |10 get

Figure 51: Creating an image

. Click Create an Image. The Create an Image from VHD screen appears.
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Create an image from a VHD

MAME

0

DESCRIPTION

VHD URL

OPERATING 5¥STEM FAMILY

[] Ihave run Sysprep on the virtual machine.

Figure 52: Create an Image from VHD

3. In Name, type the name of the image.

4. In Description, provide a brief description about the image.

5. Click VHD URL and browse to the cloud storage to select the VHD file.

6. In Operating System Family, select an option from the drop-down list.

7. v

Click the icon. The new image is listed in the Images tab.

NAME o STATUS SOURCE LAST UPDATE SUBSCRIPTION LOCATION
wsZiZjason Luailable - Pay-As-You-Go lapan iest
wsz-3.4.0.0.884 Luailable - Pay-As-You-Go East Asia

Figure 53: A new vSZ image is created
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Creating a Network

Follow these steps to create a virtual network.

1. From the Microsoft Azure page, click Networks > Virtual Networks.

Microsoft Azure  ~ CREDIT STATUS

AUTOMATION

networks

VIRTUAL NETWORKS LOCAL NETWORKS DNS SERVERS

You have no virtual networks. Create one to get started!
CCREATE AVIRTUAL NETWORK (2) )

God> I:EI'WORKS

Figure 54: Creating a virtual network

2. Click Create a Virtual Network. The Virtual Network Details screen appears.

CREATE A VIRTUAL NETWORK

Virtual Network Details

MNAME LOCATION
| vscg-net | ‘ East Asia
MNETWOREK PREVIEW

() vscg-net

Figure 55: Virtual Network Details screen

3. In Name, type the name of the virtual network.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
61



Installing the vSZ on Microsoft Azure
Creating a Network

4. In Location, select a location from the drop-down list.

5.
Click the ™ icon. The DNS Servers and VPN Connectivity screen appears.

DNS Servers and VPN Connectivity

DNS SERVERS [} POINT-TO-SITE CONNECTIVITY

D Configure a point-to-site VPN

ENTER NAME | [ 2 apDRESS

SITE-TO-SITE CONNECTIVITY

D Configure a site-to-site VPN

NETWORK PREVIEW

&+ vscg-net

Figure 56: DNS Servers and VPN Connectivity screen

6. In DNS Server, type the name of the server and IP address.

7. Configure the VPN connectivity. You can choose between a point-to-site or site-to-site
connectivity.

8.
Click the ™ icon. The Virtual Network Address Spaces screen appears.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
62



Installing the vSZ on Microsoft Azure
Creating a vSZ Virtual Machine

CREATE A VIRTUAL NETWORK

Virtual Network Address Spaces

ADDRESS SPACE STARTING IP gg,:ﬁm[) USABLE ADDRESS RANGE
P
10.250.0.0/16 10.250.0.0 /16 (65536) 10.250.0.0 - 10.250.255.255
SUBNETS
Subnet-1 10.250.1.0 /24 (256) 10.250.1.0 - 10.250.1.255
Subnet-2 10.250.2.0 /24 (256) 10.250.2.0 - 10.250.2.255
add subnet
add address space
METWORK PREVIEW
() vscg-net

Figure 57: Virtual Network Address Spaces screen

9. Type the address space and subnet information as appropriate.

10
v
Click the icon. The virtual network is created and listed in the networks page.

networks

VIRTUAL NETWORKS LOCAL NETWORKS DNS SERVERS

NAME STATUS SUBSCRIPTION LOCATION Pl

Free Trial

Figure 58: The new virtual network is added and listed in the Networks page

Creating a vSZ Virtual Machine

Follow these steps to create a vSZ virtual machine.

1. From the Microsoft Azure page, click Virtual Machines > Instances. The New screen
appears.
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Microsoft Azure

0

virtual machines

INSTAMCES IMAGES DISKS

No virtual machines have been created. To
machine.

NEW

|||]|| COMPUTE l ’ QUICK CREATE

k

DATA SERVICES || FROM GALLERY

ﬁqn- APP SERVICES E MOBILE SERVICE

Y
r 1

HLLH

MNETWORK SERVICES & ‘ CLOUD SERVICE

™

ﬁ MARKETPLACE

Figure 59: New screen

2. Click Compute > Virtual Machine > Quick Create > From Gallery. The Choose an Image
screen appears.
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x
Choose an Image o
I ALL FEATURED v Windows Server
MICROSOFT _ 2012 R2 Datacenter
- Windows Server 2012 R2 Datacenter
WINDOWS SERVER (1 .
SHAREPOINT
SQL SERVER - Windows Server Essentials Experience
Wirdows Serer 2012 22 At the heart of the Microsoft Cloud OS wvision,
BIZTALK SERVER - Windows Server 2012 R2 brings Microsoft's
VISUAL STUDIO experience delivering global-scale cloud services
- Windows Server 2012 Datacenter into your infrastructure. It offers enterprise-class
DYNAMICS - performance, flexibility for your applications and
UBUNTU excellent economics for your datacenter and
COREOS My Windous Server 2008 R2 SPL Cgiizi\ﬂiiiein;é?zn;eﬂz d:: image includes
CENTOS-BASED ‘ .
0S5 FAMILY Windows
SUSE
_ ‘Windows Server Remote Desktop Session Host PUBLISHER Microsoft Windows Server Group
ORACLE - Windows Server 2012 R2 NUMBER OF 1
PUPPET LABS
DISKS
- Windaows Server Technical Preview 2 LOCATIONS East Asia:Southeast AsiaAustralia
MY IMAGES - Fast-ductralia Santheacthlarth
MY DISKS _ _ PRICING INFORMATION
!’ SharePoint Server 2013 Trial Pricing varies based on the subscription you select to
MSDN “ g provision your virtual machine.
£

Figure 60: Choosing an image

3. Click My Images. A list of images you created appears.
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x
CREATE A VIRTUAL MACHINE
Choose an Image P
ALL AZ v vsz-3.4.0.0.884
MICROSOFT UMUK wicg-3.2,.1.0.193 .
WINDOWS SERVER [ & | Ny
SHAREPOINT
S0L SERVER N wicg-3.2. 10,242 whd
[ & | ¥sz-3.4.0.0884
BLZTALK SERVER
VISUAL STUDIO T wseg-2.40.0.719 05 FAMILY Liruz
DYNAMICS E 05 STATE Generalized
NUMEER OF
UBUNTU DISKS !
COREQS SRS wseg-3.4.0.0.838 SUBSCRIFTION Pay-fis-¥ou-Ga
CENTOS-BASED @ LOCATION East Asia
SUSE
LNuX wiz-3.1.2.0,93
ORACLE E
PUPPET LAES
LNuX wsz-3.4.0.0,884
MY IMAGES [& |
MY DISKS
S wsriZiason PRICING INFORMATION
d Pricing waries based on the subscription you select to
MSDM ﬂ provision your wirtual rachine,

Figure 61: A list of images
4. Select an image.

5.
Click the ™ icon. The Virtual Machine Configuration screen appears.
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x
CREATE A WIRTUAL MACHINE
Virtual machine configuration
VIRTUAL MACHIME NAME i & | vsz-3.4.0.0.884
| wsz01 | =
wsz-3.4.0.0.584
TIER
05 FAMILY
BASIC Lirw
05 STATE
Generalized
SIZE
NUMEER OF
| AB (4 cores, 28 GB memory) v ?ISKS
NEW USER MAME SUBSCRIPTION
Pay-As-You-Go
| b | LOCATION
East Asia
AUTHENTICATION
1 UPLOAD COMPATIELE 55H KEY FOR AUTHENTICATION
¥ PROVIDE & PASSWORD
NEW PASSWORD CONFIRM
......... ®© | | PRIGING INFORMATION
Pricing waries based on the subscription you
select to provision your wirtual machine,
1 €)= 3 4

Figure 62: Virtual machine configuration - screen 1

In Virtual Machine Name, type the name of the VM.
In Tier, select Standard.

In Size, select an option from the drop-down list.

In New User Name, type the user name.

10 In Authentication, select the Provide a Password option. Type the new password and
confirm.

© o® N

11.
Click the ™ icon. The next configuration screen appears
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CLOUD SERVICE vysz-3.4.0.0 884
A w
| Create a new cloud service v |
CLOUD SERYICE DNS NAME wsz-3.4.0.0.584
| vsz01 @ | cloudapp.net 05 FAMILY
Linu
REGION/VIRTUAL NETWORK 05 STATE
| vscg-net v Generalized
NUMEER OF
VIRTUAL NETWORK SUBNETS e
| Subnet-1(10.250.1.0/24) v SUBSCRIFTION
Pay-fs-You-Go
AVAILABILITY SET LOCATION
East fsia
(Mone) v
ENDPOINTS
MARE PROTOCOL PUBLIC PORT  PRIVATE PORT
58H TCP 22 22

ENTER OR SELECT A VMUE | v |

PRIING INFORMATION
Pricing waries based on the subscription you
select to provision your wirtual machine,

1 2 €« >

Figure 63: Virtual machine configuration - screen 2

12 In Cloud Service, select a service from the drop-down list.

13 In Cloud Service DNS Name, type the DNS name.

14 In Region/Affinity Group/Virtual Network, select an option from the drop-down list.
15 In Virtual Network Subnets, select an option from the drop-down list.

16 In Availability Set, select an option from the drop-down list.

17. In End Points, type the values as appropriate. Refer to step 4 of Creating vSZ Instance on
page 113

a
Click the ™ icon. The next configuration screen appears.
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CREATE A VIRTUAL MACHINE

Virtual machine configuration

VM AGENT e vsz-3.4.0.0.884
1#] The vM agent that supports extensions is already installed. g

CONFIGURATION EXTENSIONS wsz-2.4.0.0.884

| Chef (for Ubuntu only) 05 FAMILY
Published by c Chef Software, Inc, | Learn more | Legal terms Linux
05 STATE
Generalized

MUMBER OF
DISKS

1
SUBSCRIPTION
Pay-Rs-You-Go
LOCATION

East fsia

LESAL TERMS

If arey third-party extensions have been selected for installation, Tacknowledge thatTam getting such
softivare from the third-party publishers identified above and that such publishers' legal tertms and privacy
statements apply to it

PRICING INFORMATION
Pricing waties based on the subscription you
select to provision yourwirtual machine,

1 2 3 €« ) v

Figure 64: Virtual machine configuration - screen 3

19. In VM Agent, select the check-box to enable VM agent.
A v
Click the icon. The new VM is listed in the Virtual Machines page.

networks

VIRTUAL NETWORKS LOCAL NETWORKS DNS SERVERS

MNAME STATUS SUBSCRIPTION LOCATION el

Figure 65: The new VM is created and listed

Configuring Port Numbers for Virtual Machines

Follow these steps to configure port numbers for your VM using Microsoft Azure.

1. From the Microsoft Azure page, click Virtual Machines > Instances.
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Microsoft Azure CREDIT STATUS

virtual machines

INSTANCES ~ IMAGES  DISKS

@ VIRTUAL MACHINES NAME At STATUS SUBSCRIPTION LOCATION DNS NAME P
1

wsz01
E MOBILE SERVICES
o

Figure 66: Selecting a VM

= v Running Free Trial East Asia

2. Select the virtual machine to configure the ports.
3. Click Endpoints.
4. Select Add Endpoint..

Microsoft Azure | « CREDIT STATUS. @ nhsu@nckuswirclesscom @)

vsz01

&3 DASHBOARD  MONITOR  ENDPOINTS  CONFIGURE
NAME 1 PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SET NA...| 0O

SSH TCcp 22 22

®
0
[
o
B
i
o
®
Y
g
&
&

Figure 67: Adding endpoints

The Add Endpoint screen appears.
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ADD ENDPOINT

Add an endpoint to a virtual machine

Traffic coming to this endpeint will be sent to the virtual machine.

Gl; ADD A STAND-ALONE ENDPOINT )

ADD AN ENDPOINT TO AN EXISTING LOAD-BALANCED SET

(Mone)

Figure 68: Add Endpoint - screen
5. Select Add a stand-alone end point.

6.
Click the ™ icon. The next configuration screen appears.
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x
ADD ENDPOINT
Specify the details of the endpoint
ﬂAME \
vscg-webs j
PROTOCOL
TCP
PUBLIC PORT
8443
PRIVATE PORT
8443
D CREATE A LOAD-BALANCED SET
\D EMABLE DIRECT SERVER RETURN /
1 & |V
Figure 69: Adding Endpoint - screen 2
7. In Name, type the name of the endpoint.
8. In Protocol, select the protocol from the drop-down list.
9. In Public Report, type 8443.
1Q In Private Report, type 8443.
1. »
Click the icon. The endpoint is created and listed in the Endpoints tab for the VM.
vsz01
&3 DASHBOARD MONITOR ENDPOINTS COMNFIGURE
@ UPDATE IN PROGRESS  An update is in progress. You can change the configuration settings after it finishes,
NAME 1 PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SET NA.. O
S5H TCP 22 22
wscg-webs TCP 5443 5443

Figure 70: A new endpoint for the VM is created and listed
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Assigning a Static Public IP Address to a VM

Microsoft Azure assigns a dynamic IP address to a VM when it is created. In addition, a static
public IP address must be assigned to a VM as DNS names cannot be configured in a vSZ;
resulting in changes to the public IP address. Follow these steps to assign a static public IP
address to a VM:

1. Open the command prompt and create a static IP by typing the
New-AzureReservedIP-ReservedIPName <name>-Label <label
name>-Location <location name> command.

:\> New—fzureReservedIP - ReservedIPName ” —Label “Mick_for-vsz@1” - Location “East fsia’
UERBOSE: _[“F 11:13:45 — Begin Opewation: s—fAzureReservedl P
UERBOSE: J:fF 11:14:17 — Completed Operation: New—AzureReservedIP

OperationDescription Operationld OperationStatus

bhad?788d-3£79-hBc3-8826—d85h4795829F Succeeded

Figure 71: Creating a static IP address

2. Verify that the static IP address is created by typing the Get-AzureReservedIP command.

PSS C:x> Get—AzureReservedlP
UWERBOSE: T4~ @1:49:33 - Begin Operation: Get—AzureReservedIP
UERBOSE: W?iF B1:4?2:36 — Completed Operation: Get—AzureReservedIP

Reservedl PHame HyRezervedl P
23.99.118.9
aMif41a—-0427-4h?b—a418-bb32eaBod?87
RezervedIPLabel
Eazt fA=zia
Created
True

ServiceMame vzz—serverfl

DeplovymentHame vsz—serverdl

OperationDescription Get—AzureReservedl P

Operationld 8409hfdf —fdB2-bhfe?—afd6—e3eaB5262d83
OperationStatus Succeeded

vez—IP_@1
23.99.122 .87
2d876fb4—Bbcb—4177 8427 -e27f60f cBL3 T
Mick for—u=sz=81
East Asia
Created
True
vsE—cpll
DeploymentName vsE—cpll
OperationDescription Get—AzureReservedl P
Operationld 8409hf df fdB2-hfe?-afdb-e3eald5262d83
OperationStatus Succeeded

Figure 72: Verifying static IP address is created
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3. Select a VM to assign the static public IP by typing the get-azurevm command.
PS C:%> get—azureuvm

Status

ServiceMame Mame

simfl ReadyRole
vsz—cpll ProvisioningFailed

vsz—cpll
vsz—serveridl ReadyRole

vez—serverfdl

Figure 73: Selecting the VM to assign a static IP address

4. Set the IP address to the VM by typing the
Set-AzureReservedIPAssociation—-ReservedIPName <name>-ServiceName

<name> command.
PSS C:=%» Set—AzureReservedlPAssociation —ReservedIPMame vsz—IP_HAl1 —ServiceMame vsz—cpHl
UVERBOSE: 7:¢F A1:42:19 — Begin Operation: Set—AzureReservedIPAssociation
UVERBOSE: 7:¢F A1:44:17 — Completed Operation: Set—AzureReservedIPAssociation

ODperationDescription Operationld OperationStatus

Set—AzureReservedl PAssociation LA3e8b53-3cAd-bdc5—ac3Ic—6HdBGhBGE231 Succeeded

Figure 74: Setting the IP address

5. Verify that the static public IP address to assigned to the VM by typing the
Get-AzureReservedIP command.
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PS C:~> Get—AzureReservedIP
UERBOSE: T <~ B1:49:33 — Begin Operation: Get—fizureReservedIP
UERBOSE: W?iF 81:42:36 — Completed Operation: Get—AzureReservedIP

Reservedl PHame HyRezervedl P
Address 23.99.118.9
aMif41a—-0427-4h?b—a418-bb32eaBod?87
RezervedIPLahel
East Asia
Created
True
vzz—serverfl
DeploymentName vsE—zerverdl
OperationDescription Get—AzureReservedl P
Operationld 8409hf df fdB2-hfe?-afdb-e3eald5262d83
OperationStatus Succeeded

Rezervedl PHame vsz—IP_H1
23.99.122 .87
2d876fb4—Bbcb—4177 8427 -e27f60f cBG3 T
Mick for—u=sz=81
Eazt fA=zia
Created
True
vsz—cpll
DeploymentName vsE—cpll
OperationDescription Get—AzureReservedl P
Operationld 8409hf df fdB2-hfe?-afdb-e3eald5262d83
DperationStatus Succeeded

Figure 75: Verifying that the IP address is assigned

6. From the Microsoft Azure page, click Virtual Machines > Instances and verify that DNS
Name.

7. Select the VM.
8. Click the Dashboard tab. Verify that you are able to see the updated Public IP address.
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virtual machines

INSTAMCES  IMAGES  DHSKS

MakE T+ STATUS SUBSCRIFTION LOCATION
i <+ o Rurming Froe Teisl Exif Adia

waz-cpll W Ruring Free Tria East Asia

viz-serweril W Rumning Free Trig! Eaat ddla
vsz-cp0l

COMFIGLIRE

@ crustacinTast @ DECRADBTISAR O SCwWATERTESE @ netwdadin @ niTwoRe

DS NAME Jal

vid-perver ] Coud sopre!

ot MW =1 ]
1233 s |

web endpaint status e
Wioaa harve not configured a webs endpoint for monitoring. Configure ome to get started
CONFIGURE WER ENDPOINT MONITORING @

autoscale status
CONFIRIRE AvAILARUTY SET (3)
AUTOSCALE OPERATION LOGS (3)

usage oveniew

B vizcml I OTHER ROLES

ANAILABLE

WEZ-CPOL & e 20 CORES)
disks
a4 4 TWPE HOST CACHE VHD p
il el 11508 O5 adk Rt ne P AvSes ] Tl it Bt

guick glance

@ Wit e Ferer poriall RN

@ View Applacable Apphcatcnd and
TR

(@) Reser passwors (mew pors

@ Repet remciie configueation (reew
pesraal)
Learn mare about Backup and
repiore AR

STATUS

DS MAME

viz-cplilboudappanet

HOAT HAML
wiz-cplil

FUBLIC WIRTURL I# [VIF] ADDRESS
2355155018

INTERMAL B ADDRESS
1025014

5TH DETAILS
wiz-tplil.chousdappnet 1 22

Figure 76: Verifying the DNS name and static public IP address changes
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Assigning a Static Internal IP Address to a Virtual Machine

A Virtual machine in a network is assigned an internal IP address. These addresses change when
the VM is restarted. Some scenarios such as the following might require VMs to have a static
internal IP address that does not change: If the VM is an internal DNS server, If the VM is a node

within a cluster, and If the VM is part of a site-to-site VPN connection..
Before You Begin:

e Ensure that a vSZ virtual machine is created using Microsoft Azure.

e Ensure that you assign an internal IP for the VM before configuring the virtual network.

Follow these steps to assign an static internal IP to a VM:

1. From the Microsoft Azure page, click Virtual Machines > Instances.

2. From the Virtual Machines page, select the VM.
An internal IP is assigned to the VM by default when it is created.

Microsoft Azure | v CREDIT STATUS
AUTOSCALE OPERATION LOGS @

usage overview

sim01 Il V5703 OTHER ROLES AVAILABLE
vsz-p01
2 CORE|
— |
VSZ03 10 of 20 CORE(S)
disks
DISK TYPE HOST CACHE VHD pel
vs5z03-v5z03-2015-06-30 05 disk Read/Write httpsy/fvscg32storage.blob.o

Figure 77: Default IP assigned to the VM

3. Click Shutdown.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4

@ nhsu@ruduswireless.cf
(D Learn more about backup and

restore PREVIEW

STATUS
Running (Provisicning failed)

DNS NAME
vsz03.cloudapp.net

HOST NAME
vsz03

PUBLIC VIRTUAL IP (VIP) ADDRESS
2399123197

INTERMAL IP ADDRESS
10.250.1.5

55H DETAILS
vsz03.cloudapp.net : 22
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virtual machines

[NSTAMCES IMAGES DISKS

MNAME T STATUS SUBSCRIPTION LOCATION
sim01 Running Free Trial East Asia
vsz-cpll Running Free Trial East Asia
vsz-serverQl Running Free Trial East Asia
wszi2 Running Free Trial East Asia

S — =

) ) &

RESTART SHUT DOWWN ATTACH CAPTURE

Figure 78: Shutting down the VM

4. Verify that the VM has stopped running.
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virtual machines

INSTAMNCES IMAGES DISKS
NAME T STATUS SUBSCRIPTION LOCATION DNS MAME
sim01 Running Free Trial East Asia sim0Ll.cloudapp.net
vsz-cp0l Running Free Trial East Asia vsz-cp0l.doudapp.net
vsz-server(l Running Free Trial East Asia vsz-serverDl.cloudapp.net
wsz02 Running Free Trial East Asia vsz0Z.doudapp.net

Figure 79: Verifying VM has stopped running

5. Open command prompt.
6. Enterthe Test-AzureStaticVnetIP -VnetName <name> -IPAddress <test IP
address> command to verify that the IP address is available to assign to the VM.

P8 GC:x» Test—AzurelStaticUMetIPF - UNetName vscg-net - IPAddress 18.258.1_18
UERBOSE: T[4~ @1:42:27 — Begin Operation: Test—AzureStaticUMetIP
UERBOSE: W:iF B1:42:36 — Completed Operation: Test—AzureStaticUNetIP

[=Available True

AvailableAddresses L]

OperationDescription Test—-AzureStaticUNetIP

Operationld 66517887-hc??-h994-9fhl—a2h8d8B66ala
OperationStatus Succeeded

PS C:is>

P8 C:~» Test—AzurelStaticUMetIPF - UHetHame vscg—net - IPAddress 18.258.1_58
UERBOSE: T2 @1:42:49 — Begin Operation: Test—AzureStaticUMetIP

UERBOSE: W:iF B1:42:56 — Completed Operation: Test—AzureStaticUNetIP

[zAvailable
AvailableAddresses
OperationDescription
Operationld
OperationStatus

False

{18.25A.1.6, 18.2598.1.7. 18.25@.1.8,. 18.258.1.2...>
Test—-AzureStaticUNetIP
fdbZ3add-148b—h5%b—hd48-55435282a11A

Succeeded

Figure 80: Verifying IP address availability

7. Assign the available IP (10.250.1.10 in this example) to the VM using the Get-AzurevM
-ServiceName vsz03 -Name vsz03 | Set-AzureStaticVNetIP -IPAddress
10.250.1.10 | Update-AzureVM commands.
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Update-AzureUM

UERBOSE: [ 2} B1:49:07
UERBOSE: T - B1:49:1@
UERBOSE: T~ ©1:49:18
UERBOSE: |4 @B1:5@:12

OperationDescription

%> Get—AzurelUM —ServiceMame vwsz@B3 —Mame vszH3
Set—AzureStaticUNetIP —IPAddress 18.258.1.18 °

Installing the vSZ on Microsoft Azure
Assigning a Static Internal IP Address to a Virtual Machine

Completed Operation: Get Deployment
Completed Operation: Get Deployment
Begin Operation: Update-AzureUH

Completed Operation: Update—-AzurelM

Operationld

8856febb—ac82-bhfB?-hf2f-d7dbhB4724808

Figure 81: Assigning the static IP to the VM

8. From the Virtual Machines page, select the VM.

9. Click Start.
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virtual machines

IMSTAMNCES IMAGES DISKS

MNAME T STATUS SUBSCRIPTION LOCATION
sim01 Running Free Trial East Asia
vsz-cp0l Running Free Trial East Asia
vsz-serverll Running Free Trial East Asia
vsz02 Running Free Trial East Asia

vsz03 > D

CAPTURE

Figure 82: Starting the VM

10 Click the VM properties and verify that the IP address has changed.
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ft Azure | CREDIT STATUS

usage overview

I vszo3 [l OTHER ROLES AVAILABLE
2 CORE(S)
VSZ03 10 of 20 CCRE(S)
vsz-server0l
vsz02 disks
DISK TYPE HOST CACHE VHD e
vsz03-vsz03-2015-06-30 05 disk Read/Write hitpsi//vscg32storage.blob.o

Figure 83: Verifying static IP address is assigned to the VM
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@ nhsu@ruckuswireless.cq
STATUS
Running

DNS NAME
vsz03.cloudapp.net

HOST NAME

PUBLIC VIRTUAL IP (VIP) ADDRESS
239911442

INTERMNAL IP ADDRESS
10.250.1.10

S5H DETALLS
vsz03.cloudapp.net: 22
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Installing vSZ on the Google Computing 5
Engine

In this chapter:

e | ogging into GCE and Selecting a Project

e Creating a Storage Bucket

e Uploading the vSZ image to a Storage

e Creating a vSZ Image for Virtual Machines

e Creating Networks and Configuring Firewall Rules
e Creating Virtual Machine (VM) Instances

You can install vSZ on the Google Computing Engine using the steps mentioned in this section.

NOTE: The minimum memory and CPU requirements have changed in this release. You may need
to upgrade your infrastructure before upgrading. Please read carefully. This is the minimum requirement
recommended. Refer to Table 5 and Table 6 in the chapter Preparing to Install the vSZ.

Logging into GCE and Selecting a Project
This section describes how to log into the GCE and select a project.
Ensure that you have created an account with GCE and have the login details for the same.

1. Click http://cloud.google.com to access the Google Cloud Platform website.
2. Login with your user credentials of user name and password.
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Google

One account. All of Google.

Sign in to continue to Google Cloud Platform

scgZ00test

Meed help?

Create account
Figure 84: Login with user credentials

3. Select My console as shown.

) Google Cloud Platform —— e
My console ‘

Figure 85: GCE Page - My console

4. Alist of projects you created is displayed. Click to choose a project.
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§1 590 upfor o freutrial and youll gat $200 in credit and 60 days to exploce Google Cloud Platform. Lesrn more DISMISS SIGN UP FOR FREE TRIAL

A Home Dashboard OCETest g
§0A31-2
1§} Dashboard v
Projact: TOC-ST
= Activity Manage all projects
ID: edoat (PH2426597 5414 Creste a project [fform documentation

Try Compute Engine

Use Google APIs

Enable APls, create credentials, and track

your usage

Figure 86: Choose the project

NOTE: You can create projects by clicking Create a project in the drop-down.

5. Click Product and Services icon to view the list of GCE services.
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Home

Dashboard

Activity

0

fr

RAPI
=

A

&

0
@
<+

Google Cloud Platform

Home

APl Manager
Billing

Cloud Launcher

Permissions

COMPUTE

App Engine
Compute Engine
Container Engine

Networking

Figure 87: Selecting a Project

Dashboard

Project: TDC-ST

1D: tdo-at (2624465075414

Documentation

Google Cloud Platform document
board
Project: TOC-ST Documentation
10: tdo-st (#624465975414) B Google Cloud Platform documen
B Cloud Plstform solutions (7
Try Compute Engine
B cloud Platform tutorisls (7
Use Google APls
Enable APls, create credentials,
your usage
API Eneble and manage APls
Try App Engine (sandbox
environment)

Create and deploy a Hello World app
without worrying about the underlying
infrastructure in this oulded walkthrouaoh

Creating a Storage Bucket

You can create storage for the objects you create. Follow these steps to create storage.

Try App Engine (managt
environment)

1. From Google Developers Console, click Product and Services icon > Storage. The Cloud

Storage Buckets screen appears.
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Y Google Cloud Platform

@ Bigtable
S sal

Datastore

] |
e
a0

Storage

Figure 88: Storage Bucket Browser

2. Click Create Bucket. The New bucket screen appears.
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Creating a Storage Bucket

= Google Cloud Platform Q

E Storage

[~} Browser

= Transfer

o Settings

Browser

Buckets

Namae

vEZ-a5ia

WEZ-US

Figure 89: Creating a Storage Bucket

3. Complete the following fields,

a) In Name, type the name of the storage bucket

b) In Storage class, select the storage class you want. You can choose from Standard,
Durable Reduced Availability (DRA) or Cloud Storage Nearline in the drop-down list.
Use the below table to compare the storage classes.

C) In Location, select the location from the drop-down list.

£ CREATE BUCKET ( REFRESH

Storage class

Standard

Standard

Storage Class

Characteristics

Use Cases

Bucket Location

Standard Storage

High availability, low
latency (time to first
byte is typically tens
of milliseconds).

Storing data that
requires low latency
access or data that is
frequently accessed
("hot" objects), such
as serving website
content, interactive
workloads, or gaming
and mobile
applications

Continental locations

Durable Reduced
Availability (DRA)

Lower availability than
Standard Storage and
lower cost per GB
stored.

Applications that are
particularly
cost-sensitive, or for
which some
unavailability is
acceptable such as
batch jobs and some
types of data backup.

Continental and
regional locations

Cloud Storage
Nearline

Slightly lower
availability and slightly
higher latency (time to
first byte is typically 2
- 5 seconds) than
Standard Storage but
with a lower cost.
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Data you do not
expect to access
frequently (i.e., no
more than once per
month). Typically this
is backup data for
disaster recovery, or
so called "cold"

Continental locations
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Storage Class Characteristics Use Cases Bucket Location

storage that is
archived and may or
may not be needed at
some future time.

Create a hucket

Mama
The bucket name must ke unique across Cloud Sto@ge.

y5z-test

Storage class

Standard -
Location
Unitad States -

Frivacy: Do not include sensitive information in the bucket name. Users cannot
aococess your data without perrnission, but they can still try to acoess or create
buckets to find outif the narme exists.

Create Cancel

Figure 90: New Bucket Information

4. Click Create. The storage bucket you created is listed in the browser.
5. To create another storage, click Create bucket as shown.
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Permissions

APls & auth
Name Storage class

Monitoring - ~ )
VSZ Durable Reduced Availabilit
Source Code
Deploy & Manage
Compute
Metworking
Storage
Cloud Bigtable
Cloud Datastore
Cloud SQOL
Cloud Storage
Storage browser

Big Data
Figure 91: Creating Another Storage Bucket

6. Check the storage bucket has been created.

Browser £ CREATE BUCKET (™ REFRESH
Buckets
Namsa Storage class Location
vsz-asia Standard ASIA-EAST]
vsz-test Standard us
VEZ-US Standard US-CEMTRALT

Figure 92: Selecting the Storage Bucket

Uploading the vSZ image to a Storage
Follow these steps to upload a vSZ image to the storage bucket you created.

1. Select the storage bucket to upload the vSZ image as shown.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
90



Installing vSZ on the Google Computing Engine
Creating a vSZ Image for Virtual Machines

Google Cloud Platform Q  ToosT v 8
mm S'[Ol'age Browser ¥ UPLDAD FILES % UPLOAD FOLDER 3 CREATE FOLDER
= Browsar Buckets [ wvsztest
= Transfer Nama Size  Typs
E ]
I B wvscg-3.4.0.0.884 rawtargz 976.91 ME applicationfgzip

o Settings
Figure 93: Selecting the Storage

2. Click Upload files.

3. Browse to the location of the vSZ image and select vSZ image file.
Only images with file-type *.raw.tar.gz can be selected.

4. Click Open to upload the file. The upload process is displayed.

5. The image is listed in the storage bucket after the image is uploaded.

= Google Cloud Platform Q  TposT v 8
E S'[Ol'age Browser % UPLOAD FILES % UPLOAD FOLDER 3 CREATE FOLDER

- Browsar Buckets [ wsztest

=  Transfer Nama Size  Typs

B wvscg-3.4.0.0.884 rawtargz 976.91 ME applicationfgzip

o Settings

Figure 94: vSZ Image Uploaded to Storage Bucket

Creating a vSZ Image for Virtual Machines

Follow these steps to create a vSZ image for virtual machines.

1. From Google Developers Console, click Compute > Compute Engine.
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™ Google Cloud Platform

App Engine

Compute Engine

{=f
@ Container Engine
=

Networking

Figure 95: Select Compute Engine

2. Click Images to view a page displaying a list of images. Click Create Image as shown.
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= Gor;gle Cloud Platform Q

ﬁ} Compute Engine

8]
0]

Figure 96: Create Image

3. The Create a new image

Name Size Created by Creation time
@ vs23-2-1-0-139 40GB  TDC-ST
& backports-debian-7-wheezy-v20160301 10 GB Debian
0 centos-6-v20160301 10 GB Cent0S
@ centos-7-v20160301 0S
@ coreos-alpha-970-1-0-v20160226
0 coreos-beta-899-9-0-v2016022%
& coreos-stable-835-13-0-v20160218
@ debian-7-wheezy-v20160301

16, 1:33:30 PM

16, 10:26:51 AM

Screen appears.

a) In Name, type the name of the image.

b) In Description, provide a brief description about the image.

c) In Encryption, select an option from the drop-down list containing Automatic
(recommended) and Customer supplied.

d) In Source, select Cloud storage file.

e) In Cloud Storage file, click Browse to select the file.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4

93



Installing vSZ on the Google Computing Engine
Creating a vSZ Image for Virtual Machines

& Create animage

Nama

ygz3-4-0-0-8334

Faniily

Das cription

Encryption

Autornatic (recornmended) -

SO0 e

Cloud Storage file -

CGloud Storage file
vgz-testfvecg-3.4.0.0.834 rawtargz Browse

HECEN Cancel
Equivalent REST orcommand line

Figure 97: Create a New Image Screen

4. Click Create. The new image is listed.
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Images [+] CREATE IMAGE
Calurns = Qplabels

Name ~ Siza Created by Family Creation time

0 windows-server-201 2-r2-de-v201 60502 A0 GB Micros oft windows-2012-r2 May 5, 20706, 7:07:37 AM

0 wind ows-sarvar-2008-r2-de-v201 60502 A0 GB Mizros oft windows-2008-r2 May &, 2016, 6:56:36 AM

@ vsz3-4-0-0-284 40 GB TOC-ET Jun 16,2076, 5:58:56 PM
@ vsz3-21-0-223 40 GB TDC-5T Jund, 2076, 10:14:49 Al
& ws23-2-1-0-139 40 GB TDC-ET Mar1,2016, 4:03:30 PM

Figure 98: The New Image is Listed

Creating Networks and Configuring Firewall Rules

Follow these steps to create a network and configure firewall rules for your network.

1. From Google Developers Console, click Networking > Networks. A page displaying a list
of networks appears. Select the default network.

= Google Cloud Platform Q

CREATE NETWORK

-% Networking Networks

= [

¥  External IP addresses
= Firewa =
~ Route:

Figure 99: List of Networks

2. To create a firewall rule, click Add a firewall rule.
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Firewall rules

Add firewall rule

Name A

default-allow-icmp

default-allow-internal

default-allow-rdp

default-allow-ssh

tdc-vsz 59.124.251.135/32, 59.124.228.54/32
VSZ

Figure 100: Add a Firewall Rule

3. The Create a firewall rule screen appears.
a) In Name, type the name of the rule
b) In Description, provide a brief description about the rule.
¢) In Network, type the network address.
d) In Source filter, select Allow from any source.
e) In Source IP ranges, type the range.
f) In Allowed protocols and ports, type the protocols and ports that will be allowed

g) In Target tags, specify a tag name. It is recommended that you provide a tag as all network
instances with this tag will adhere to the firewall rule.
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& Create afirewall rule

By default, incoming traffic from outside your network is blocked. To allow
incorning traffic, zet up a firewall rule Firewall rules regulate only incoming
traffic to an instance. When a connection i establizshed with an instance, traffic
is permitted in both directions over that connection. Learn more

Nama

vaz

Des cription

Network

source filter
Allow from any source (0.0.0.0/0) >

Allowed protocols and ports
tcp:91,443,74438022,84438090,8099.81008111,9080,9443,9446,9996-9999,,

Target tags
| vsz|

oo

Equivalent REST or command line

Figure 101: Creating a Firewall Rule

4. Click Create. A page displaying the new firewall rule appears.
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Firewall rules

= Name ~
default-allow-icmp

default-allow-internal

default-allow-rdp

default-allow-ssh

tdc-vsz

|[7 vsz

Figure 102: Adding Firewall Rules

Creating Virtual Machine (VM) Instances

Follow these steps to create new VM instances.

1. From Google Developers Console, click Compute > Compute Engine > VM instances.
The Compute Engine VM instances screen appears. Click Create instance.

= Google Cloud Platform Q

ﬁ} Compute Engine VM instances
A M instan

wa tance \)Mllﬁst‘a:;ces
8]

a

&

=)

m “"e!-‘ECJIc--‘TO-t

Figure 103: Select Create Instance

2. The Create a new instance screen appears.
a) In Name, type the name of the VM instance.
b) In Zone, select a zone from the drop-down list.
c) In Machine type, CPU, and Memory are selected by default.
d) To modify Boot disk, click Change. The Boot disk screen appears.
e) In Boot disk, a standard image is selected by default. To modify, click Change. The Boot
disk screen appears. From Your image, select the vSZ image.

f) Click Select.
g) In Firewall, select the options as appropriate.
h) In Project access, allow APl access as appropriate.
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& Create aninstance

MHame

instance-1

Zone

us-centrall-f -
Machine type
Customize

4 +CPUs ~  15GBmemaory

Bootdisk

b Mew 100 GBSSD persistent disk

Irmage
vsz3-4-0-0-884

Change

Identity and API acocass

Service acocount

Cormpute Engine default service sceount =

ACCESS SCOpes

@ Allow default access
Allow full acoess to all Cloud APls
Bet aocess for each AFI

Firawall
Add tags and firewall rules 1o allow specific netwerk traffic from the Internat

Allow HTTF traffic
Allow HTTPS traffic

Management, disk, networking, $5H keys

Figure 104: Create a New Instance
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Boot disk
Preconfigured image Yourimage Snapshot Existing disk
abe-server-img
Created from TCC-5T an Jun 3, 2076, 11:43:28 AM
cact-34
Created from TCC-ST on Mar 21,2016, 10:20:19 AM
sealing-aas-07-img
Created frem TLC-ST on Jun 3, 2076, 11:45:217 AM
scalingvsz01-test
Created from TCC-5T on May 17, 2016, 3:33:48 Fhl
scaling-vsz02-test
Created from TCC-5T an May 17, 2018, 3:56:42 Fh
sim3-4-0-0-620
Craated from TOC-5T on Mar 21,2016, 10:5&:27 AM
simnpe-10k01
Created from TCC-5T on May 17,2018, 311555 Fh
simpe-10k-06
Created from TCC-5T on May 17, 2016, 2:54:23 Fhl
vszlOk-nodel-test
Created from TCC-5T an May 17, 2018, 3:41:36 Fh
vazlOlenoda2-test
Craated from TCC-5T on May 17, 2016, 5:49:35 FM
vez3-2-1-0-139
Created from TCC-5T on Mar 1, 2016, 3:03:30 P
vs23-2-1-0-223
Created from TCC-5T an Jun 4, 2076, 10:14:49 Ak
® vsz3-4-0-0-324
Created frem TCC-5T an Jun 16, 2016, 5:58:56 PM
Boot disk type Size [GE)
58D persistent digk - 100

In Management, ensure that the tag provided is the same as the one provided while
creating a firewall rule. This ensures port mapping happens correctly.

Management Disks

Des cription

Tags

V3Z -~

Figure 105: Management Tab

In Disk, select the options as appropriate.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4

Metworkin y

. T - 'Q ~ =i
Hisots o S LU NIy

99




Installing vSZ on the Google Computing Engine
Creating Virtual Machine (VM) Instances

klrnegernient Misk= heret sk Inp Acoess fe secinty

Dwleticn m @
o Dl Lol disk o en mrdence iy deleied

Cre-vption
i s, {r.-r.-.rnrrrﬂrh-rl}

Salibticineal ik

| 4+ Acd Tem

our Free Trial credine If avellab'e, willl be uged for thie Inesance.

M Ewrbent RCST o5 rommnand line

Figure 106: VM Disk Configuration

k) In Networking, select the external options as per the following table.
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Managernent Disks Metworking

Subnetwork

External IF

Ephermeral

IF forwarding

Chn

Less
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Aooess & security

Y¥ou will be billed for this instance. Learn more

Create Cancel

Egquivalent REST or command line

Figure 107: Networking

External IP Options

Description

Ephemeral The VM is assigned a dynamic public IP
address
None The VM instance is not assigned an external

IP address

New static IP address

The VM is assigned a static public IP
address

) In Access and security, select the options as appropriate.
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Figure 108: Access and security

m) Click Create. The VM instances page appears listing the new VM that is created.
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VM instances B} CREATE INS TANCE hud
Columns ~ @ Labels
CPU utilization ~ Thour Ghours 12hours T1dey 2days d4days 7days 14days 30 deys
CPU
.
345 « 3

B CPU.O

Name ~ Zone Disk Network In use by External IP

& instance-1 sis-east] instance-1 default 104.155.201.177 SSH

Figure 109: New VM is Created
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Installing vSZ on Amazon Web Services 6

In this chapter:

e |nstalling AWS CLI

e Creating a VM Import Service Role
e |Installing vSZ on AWS

e Creating vSZ Instance

e Configuring AWS for a vSZ Instance
e Deleting a vSZ Instance

Installing AWS CLI

Ensure that you have created an account with AWS and have the login details for the same.

1.

w

Install pip by running the command

# curl-O https://bootstrap.pypa.io/get-pip.py
# sudo python27 get-pip.py

. Install AWS CLI using pip:# pip install
. Test the installation by using the command: # aws help
. To set up AWS CLI you need to get your access and secret key identifier. Follow the

instructions and find your identifier keys.

. Use the following command to configure CLI:

# aws configure

AWS Access Key ID [None]: xXxx

AWS Secret Access Key [None]: xxx
Default region name [None]: us-west-2
Default output format [None]: json

. The default region should be the same as the bucket region. Refer to Table for the mapping

details. In addition refer to you can also refer to latest version.

Region Name Region

us-east-1 US East (N. Virginia)
us-west-2 US West (Oregon)
us-west-1 US West (N. California)
eu-west-1 EU (Ireland)
eu-central-1 EU (Frankfurt)
ap-southeast-1 Asia Pacific (Singapore)
ap-northeast-1 Asia Pacific (Tokyo)
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Region Name Region

ap-southeast-2 Asia Pacific (Sydney)
ap-northeast-2 Asia Pacific (Seoul)
sa-east-1 South America (Sao Paulo)

Creating a VM Import Service Role

1. Inthe AWS web interface navigate to AWS dashboard > Identity & Access Management.

2. Check your account permission by navigating to Users > select your Username >
Permissions. Your account should have the permission - IAMFullAccess.

Dashboard IAM > Policies § IAMFullAccess

‘'« Policy Details

Policy ARN am:aws:iam::aws:policy/IAMFullAccess
= Description Provides full access 1o IAM via the AWS Management Console
Groups
Policy Document Attached Entities Policy Versions Access Advisor
Roles
Policies read-only @

Identity Providers

Account Settings

Credential Report

Encryption Keys

Figure 110: Account Permission

3. Create a JSON file called trust-policy.json using the following commands:

{ "Version":"2012-10-17",
"Statement": [
{
"Sid":"",
"Effect":"Allow",
"Principal":{ "Service":"vmie.amazonaws.com"
bo
"Action":"sts:AssumeRole",

"Condition": {
"StringEquals": {
"sts:ExternalId":"vmimport"

}
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4. Use the following command to create a role. Specify the name as vmimport and give the
option VM Import/Export access.

# aws lam create-role --role-name vmimport
-—assume-role-policy-document file://trust-policy.json

5. Create a policy for the service role by creating a JSON file called role-policy.json using the
following commands. Replace the bucket name with the storage bucket name that you
created.

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,
"Resource": [
"arn:aws:s3:::<bucket—-name>"

]

"Effect":"Allow",
"Action": [

"s3:GetObject"
I

"Resource": [
"arn:aws:s3:: :<bucket-name>/*"

]

6. Run the following command to attach the policy to the service role created. # aws iam
put-role-policy --role-name vmimport --policy-name vmimport
--policy-document file://role-policy.]json

Installing vSZ on AWS

Follow the steps to install vSZ using the AWS web user interface.

Logging into AWS
Follow these steps to login to the AWS site.

1. Click https://aws.amazon.com, to access the Amazon Web Services website.
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2. Login with your user credentials of user name and password.

Account:

User Name:

Password:

| I have an MFA Token (more info)

Sign-in using root account credentials

Figure 111: Login with user credentials
3. Select My Account > AWS Management Console as shown.
="Menu amazon English v  MyAccount ~ | Signintothe Console

MY ACCOUNT

Account Settings

Billing & Cost Management

Security Credentials
Introducing Amazon // A P4

Figure 112: AWS management console

Creating a Storage Bucket
Create storage for the objects you create. Follow these steps to create storage.

1. Navigate to Amazon Web Services > Storage and Content Delivery > S3, click Create
Bucket as shown.
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B0 AWS v  Services v

Amazon Web Services

Compute

‘ EC2
Virtual Servers in the Cloud

ECZ2 Container Service
b -

Run and Manage Docker Containers

_r Elastic Beanstalk

Run and Manage Web Apps
e Lambda
Run Code in Response to Events

Storage & Content Delivery

,:-_-.-x
e

Create Bucket

B AWS v  Services v

Create Bucket Actions v

Figure 113: Create Bucket

2. Type the name of the storage bucket and select a suitable regional endpoint to reduce data
latency.
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Create a Bucket - Select a Bucket Name and Region

A bucket is a container for objects stored in Amazon 33. When creating a bucket, you can choose a Region
to optimize for latency, minimize costs, or address regulatory requirements. For more information regarding
bucket naming conventions, please visit the Amazon S3 documentation

Bucket Name:

| Region: Oregon . |

S5et Up Logging > m Cancel

Figure 114: Selecting regional endpoint

3. Click Create. The storage bucket you created is listed in the browser.
4. Check the storage bucket has been created.

Uploading vSZ Image to a Storage
Follow these steps to upload a vSZ image to the storage bucket you created.

1. Select the storage bucket to upload the vSZ image.
2. Click Upload as shown.

B AWS v  Services v Edit

U LEGE Create Folder  Actions v

Figure 115: Selecting the Storage

3. Browse to the location of the vSZ image and select vSZ image file.
Only images with file-type *.raw or .ova or vmdk can be selected.

4. Click Start Upload to upload the file. The upload process is displayed.

5. The image is listed in the storage bucket after the image is uploaded.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
109



Installing vSZ on Amazon Web Services
Installing vSZ on AWS

Create Folder  Actions ~ Q, Search by prefix None Properties  Transfers -
All Buckets | Test_bucket
Mame Storage Class Size Last Modified
D vsog-3.4.0.0. 230 ova Standard 9064 MB Won Moy 08 10:25:04 GMT«800 2015
[ vecg34003100va Standard 9933 MB Mon Dec 26 10:50017 GIMT+B00 2015
[ vscga4nosinova Standard 9832 MB Fri Mar 25 123650 GMT+800 2016
[ vecg3400618.0va Standard 1G8 Thu Mar 31 14:14:00 GMT+800 2016

Figure 116: vSZ Image Uploaded to Storage Bucket

NOTE: The vSZ image should be in the Bucket, which has Region information. Example:
Test_bucket

AWS Service Policy

VM Import uses a role in your AWS account to perform certain operations (e.g: downloading
disk images from an Amazon S3 bucket). You must create a role with the name vmimport with
the following policy and trusted entities.

1. Install AWS CLI using http://docs.aws.amazon.com/cli/latest/userguide/installing.html
2. Enter the following command in the AWL CLI #sudo pip install awscli

3. Get the access key for AWS CLI from using AWS web follow the steps outlined:
httpz//docs.aws.amazon.com/AWSSImpleQueueSenvice/latest/SQSGettingStartedGuide/AWSCredentials.himl

4. Add the access key details to the AWL CLI using the following commands

# aws
configureAWS Access Key ID [None]:
AWS Secret Access Key
[None]: Default region name [None]:
us-west-2Default output format
[None]: json

5. Create a file named role-policy.json with the following policy:

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": [
"arn:aws:s3:::<disk-image-file-bucket>"
]
b
{

"Effect":"Allow",
"Action": [
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"s3:GetObject"
1y

"Resource": [
"arn:aws:s3:::<disk-image-file-bucket>/*"

]

"Effect":"Allow",

"Action": [
"ec2:ModifySnapshotAttribute",
"ec2:CopySnapshot",
"ec2:RegisterImage",
"ec2:Describe*"

1y

"Resource" :"*"

6. Replace <disk-image-file-bucket> with the appropriate Amazon S3 bucket where the disk
files are stored. Run the following command to attach the policy to the role created above:

7. Replace <disk-image-file-bucket> with the appropriate Amazon S3 bucket where the disk
files are stored. Run the following command to attach the policy to the role created above
aws iam put-role-policy --role-name vmimport --policy-name
vsz34-policy —--policy-document file://role-policy.json

Importing vSZ Image
Follow these steps to import vSZ image into AWS shared AMI.

1. Create a JSON file called import.json using the following commands. Replace the bucket
name with the storage bucket name that you created. In this example the vSZ image file name
isseenas vscg-3.4.0.0.750.0va.

{

"Description": "Import vSz",
"DiskContainers": [
{
"Description": "vSZ 3.4.0.0.969",
"UserBucket": {
"S3Bucket": "<bucket-name>",

"S3Key": "vscg-3.4.0.0.96950.0va"

2. Run the following command to attach the policy to the role created. # aws ec?2
import-image --cli-input-json file://import.json
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3. The system displays the below response.

{

"Status": "active",
"Description": "Import vSz",
"Progress": "2",

"SnapshotDetails": [
{
"UserBucket": {
"S3Bucket": "<bucket-name>",
"S3Key": "vscg-3.4.0.0.750.o0va"

by
"DiskImageSize": 0.0

}

1,
"StatusMessage": "pending",
"ImportTaskId": "import-ami-ffgofOwl"

. Check the status of the import vSZ image by running the following command. Ensure to enter
the correct import task identifier.# aws ec2 describe-import-image-tasks
--import-task-ids "import-ami-ffgofOwl"

. You will see the following converting status response. Check the status until the converting
is complete. The estimated time for conversion is 30 minutes.

{

"ImportImageTasks": [

{

"Status": "active",
"Description": "vSZ test",
"Progress": "28",

"SnapshotDetails": [
{
"UserBucket": {
"S3Bucket": "<bucket-name>",
"S3Key": "vscg-3.4.0.0.750.o0va"

by
"DiskImageSize": 964430848.0,

"Format": "VMDK"
}
1,
"StatusMessage": "converting",
"ImportTaskId": "import-ami-ffgofOwl"
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Creating vSZ Instance

Follow these steps to create a vSZ instance on AWS.

1. From Amazon Web Service, click Compute > EC2.

i.i AWS v Services v  Edit

Amazon Web Services

Compute

"
' o i

Figure 117: Select EC2

2. Navigate to Images > AMIs to ensure that the imported Amazon Machine Image (AMI)
exists. In this example the AMI file is import-ami-ffgofowl.

L ] AWS ~ Services v  Edit

EC2 Dashboard
Events

Tags Ownedbyme v () rit

Reports

Limits Name = AMI Name -~ AMIID ~ Source ~  QOwner = Visibility - Status

Actions v

ami-064314506 3888760023134 188876002313 Prrvate
Instances mport-ams-igloxOgv ami-3cMT7d3 388876092314 388876002313 Prrvale

Spot Requests
Reserved Instances

Bundie Tasks

Figure 118: Select AMI

3. Navigate to Network & Security > Security Groups > Create Security Group. Security
group acts as a virtual firewall that controls the traffic for one or more instances.
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EC2 Dashboard
Events

Tags

Reports

Limits

Instances
Spot Requests

Reserved Instances

AMIs
Bundle Tasks

Volumes

Snapshots

i Create Security Group [JI-Y2i(1 0
il

7~
(

\.{ Filter by tag

Name

Figure 119: Create Security Group

Group ID

5g-997739fc
sg-f3064196

sg-f7703e92

Group Name

default
all-allowed

launch-wizard-1

4. Define the setup group name, description, ports and the firewall rule. The table lists the
common service ports. For more information, see Ports to open for AP-vSZ communication.

Option

Port Number
UDP

161

12223

TCP

21
22
o1

443

7443
8022
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Detall

SNMP

ZD AP forward update using FTP (control connection)

ZD AP forward update using FTP (control connection)

AP SSH

SCG AP forward update using HTTP

Allows SCG AP get SSH private key and do AP FW udpate via

HTTPs
Public AP

SSH for management (mgmt-acl is enabled on 1 nic v32)
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Option Description

8080 vSZ setup wizard using the web user interface (User will be
redirected to the port 8443)

8443 vSZ web user interface

8090, 8099 WISPr for non-web-proxy user equipment

8100 WISPr for web-proxy user equipment

9998 Tomcat for WISPr (internal WISPr portal uses the port 9998)

9080, 9443 Northbound API (NBI)

16384-65000 ZD AP forward update using FTP (data connection)

Create Security Group X

Security group name

Description (i
VPC (i vpc-6c680da09 (172.31.0.0/16) * -
* denotes default VPC
Security group rules:
Inbound Outbound
Type (i Protocol (i Port Range (i Source (|

Add Rule

Figure 120: Define Security Group

5. Navigate to Instances and click on Launch Instances. Follow these steps.
a) Launch Instance
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Services v

EC2 Dashboard - Actions v

Events 1

Tags (Q Filter by tags and attributes or search by keyword

Reports

Limits Name -~ Instance D -~ Instance Type -
- i-40312be2 2 micro

-988a913a m4 xlarge
Spot Requests

Reserved Instances

Figure 121: Launch instances

b) Navigate to My AMlIs and choose the Amazon Machine Image (AMI) that you imported
previously.

1. Chooss AMI

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)

An A1 s 2 template that contains the software configuration (operating system, application server, and appiations) required to launch your Instance. You can sesect an AMI provided by AWS, our user communiy, or the AWS Markefplace; or
Jou tan salact ong of your own AMis

Quick Start 140 10f 1 AMis

\ Search my AMls
NS Markepace A | Import-ami-fgloxOqy - ami-3ef7d% m

AWS WMImpod senace: Linwx - CentOS release 6.3 (Final) - 2.6 32.504 23 4 o6 x86 64
B4-Dit

Community AMis

Wiruakzaton fype. i ner 484 TH00;

Figure 122: Choose the imported AMI

c) Click Next.

d) Choose a suitable instance type. In this example the instance type is m4.xlarge. Based
on the number of APs and client counts, select the instance type to fit the recommended
system resources.

The minimum memory and CPU requirements have changed in this release. You may
need to upgrade your infrastructure before upgrading. Please read carefully. This is the
minimum requirement recommended. Refer to Table 5 and Table 6 in the chapter Preparing
to Install the vSZ.
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Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that ca
give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and ho

Filter by:  All instance types ~ Current generation ~ Show/Hide Columns

Currently selected: m4.xlarge (13 ECUs, 4 vCPUs, 2.4 GHz, Intel Xeon ES-2676v3, 16 GIB memory, EBS only)

Family v Type - vCPUs (i v Memory (GiB) -
General purpose 1 1
General purpose t2.small 1 2
General purpose t2.medium 2 4
General purpose 2 large 2 8
General purpose md.large 2 8
- General purpese md.xlarge 4 16

Figure 123: Choose the instance type

e) Click Next.
) Select the required network, subnet, and private IP address.

The private IP address cannot be changed once the vSZ image is launched.

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances to take ady

Number of instances 1
Purchasing option (j Request Spot Instances
Network (i vpc-6c68da09 (172.31.0.0/16) (default) « |C Create new vPC
Subnet (| No preference (default subnet in any Availability Zon: - Create new subnet
Auto-assign Public IP - j Use subnet setting (Enable) -
Placement group (i No placement group -
1AM role (] None » C Create new 1AM role

Figure 124: Configure the instance

g) Click Next.
h) Change the size of storage as required.
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Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attacl
edit the settings of the root volume. You can also attach additional EBS volumes after Iz
storage options in Amazon EC2.

Type i Device i Snapshot i Size (GIB) i

Root /dev/sdai snap-817e261c 100

Figure 125: Change the storage size

Click Next.
Specify the vSZ instance by giving it a name.

Step 5: Tag Instance

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more abo

Key (127 characters maximum) Value m(255 characters maximurm)

Figure 126: Specify the vSZ instance

k) Click Next.
) Create a new security group or select an existing group. Configure the rules if required.

Step 6: Configure Security Group
/A security group is a set of firewall s that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Intel
your instance, add rules that allow stricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learmn more about Amazon EC2 security groups.

|Asslgn a security group: @ Create a new security group

Select an existing security group

Security group name:

Description: launch-wizard-1 created 2015-09-14T11:39:49,903+08:00

Type (i Protocol (i Port Range (i Source (i
SSH - TCP 22 Anywhere - 0.0.0.0/0

Figure 127: Specify the security group

m) Click Next.
n) Review the configuration settings.
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~ AMI Details
import-ami-figfoxogy - ami-3cf7Td3c
O awsvimpon servce: Linu - ContDS reloase 6 3 (Final) - 2.6 32.504 23,4 846 x86_64

Root Device Type' ebs  Virualzason fyp: hvm

~ Instance Type

Installing vSZ on Amazon Web Services
Creating vSZ Instance

Edit AMI

Edit instance type

Instance Type ECUs vCPUs Memory (GIB) Instance Storage (GB) EBS-Optimized Avallable Network Performance
m4 xlarge 13 4 16 EBS only High
~ Security Groups Edit security groups
Security group name launch-wizard-1
Description launch-wizard-1 created 2015-09-14T11:39:49.903+08.00
Type (i Protocol i Port Range i Source (i
» Instance Details Edit instance details
» Storage Edit storage _
Figure 128: Review the configuration settings
o) Click Launch
p) Select the Proceed without a key pair for vSZ instance.
Select an existing key pair or create a new key pair X

securely SSH into your instance.

about removing existing key pairs from a public AMI.

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you fo

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more

Proceed without a key pair

Choose an existing key pair
Create a new key pair

Figure 129: Select existing key pair

Proceed without a key pair

Cancel Lau stance

q) Verify that the vSZ instance is running. Connect the vSZ instance with the selected key

pair using the SSH interface.
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Configuring AWS for a vSZ Instance

Follow these steps to configure AWS for creating and launching a vSZ instance.

Attach a New Disk Volume
Follow these steps to add a new disk volume.

1. Navigate to EC2 Dashboard > Elastic Block Store > Volumes and click Create Volume

as shown.
EC2 Dashboard . IS
Events 4
Tags Q) Filter by tags and attributes or search by keyword
Reports
Limits Name * VolumelD ~ Size v
= INSTANCH vol-33ac5ecc 100 GiB
Instances vol-e718e22e 100 GiB
Spot Requests vol-faa14805 100 GiB
" Reserved Instances vol-fodd2b32 100 GiB
— MAGH vol-be03ecd1 100 GiB
AMIs vol-c60ae939 100 GiB

]

Bundle Tasks vol-b6d73449 100 GiB

vol-49ebebbb 10 GiB

| Volumes
Snapshots

Figure 130: Create Volume

2. Enter the required disk type, size and availability zone.
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Create Volume X
Type (i General Purpose (S50 v
Size (GIB) (i 100 (Min: 1 GiB, Max: 16384 GiB)
IoPS [ 300 / 3000 (Baseline of 3 10PS per GiB)
Availability Zone ap-northeast-1a =
Snapshot D (j Search (case-insensitive)
Encryption (| Encrypt this volume

Figure 131: Create Volume

3. Click Create.

4. Right click on the newly created disk and select Attach Volume. Enter the instance identifier
and the desired device name.

Attach Volume x
Volume i vol-c2cal7 36 in ap-norheasl-1a
Instance i Saarch instance 1D or Name tag in ap-northeast-1a
Device (|

Cancel Q==

Figure 132: Attach Volume
5. Click Attach.

Allocate a Public IP Address
Follow these steps to allocate a public IP address.

1. Navigate to EC2 Dashboard > Network & Security > Elastic IPs. Click Allocate New
Address as shown.
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ECZ Dashboard - Allocate New Address Actions v
4

Events

Tags CL Filter by attributes or search by keyword
Reports
Limits

Instances

Spot Requests
Reserved Instances

=] IMAGES
AMIs
Bundle Tasks

i

=| ELASTIC BLOCK STORI
Volumes
Snapshots

= NETWORK & SECURITY

Security Groups

| Elastic IPs

Figure 133: Allocate New IP Address

2. Click Create.

3. Right click on the newly created IP address and select Associate Address. Enter the instance
identifier or network interface and the desired device name.
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Assoclate Address b4

Sekect the nstance OR network NBErfac e 1o which you wish 1o asS0Ckale this IP addness (54178178 185)

Instance
or
Network Interface sbwwork interface 1
Private IP Address Sedecl instance of nterface il ]
REEsaos o i

Warning

I you associate an Elastic 1P a0dress wilh your nstance, your cument public 1P address i released, Leaim maone about |

once:

Figure 134: Associate Address
4. Click Associate.

Change Security Group
Follow these steps to change the security group.

1. Navigate to Instances and right click the target instance.

2. Select Network > Change Security Group.
3. Select the security groups.

Change Security Groups *
Instance I0:  HGeMESCCD
Interface ID: end-i4ceGebd

Select Security Group(s) to associate with your instance

Security Group ID Hame Description
o 5g-T3054r06 all-alowed All alivwed
o £Q-997 T30 defaun defaull VPC secunty group
50T T00e52 Laund h-wizard-1 launch-wizand-1 crealed 201 5-09-10T17 5406 00 +08000
5g-e8aTbad Private network Private network

(Il Assign Security Groups |

Figure 135: Allocate New IP Address

4. Click Assign Security Groups.
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Deleting a vSZ Instance

Follow these steps to delete a vSZ instance on AWS.

1. Navigate to Instances and right click to select the vSZ instance that you want to delete.
2. Select Instance State > Terminate.

Launch More Like This
nstance Si;

Instance Settings

Image

Networking Terminate
CloudWatch Monitoring »

Figure 136: Select terminate

3. Confirm deletion of the vSZ instance by clicking on Yes, Terminate. The vSZ instance is
deleted from AWS.
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Terminate Instances x

A Waming
On an EBS-backed instance, the default action is for the root EBS velume to be deleted when the
instance is terminated. Storage on any local drives will be lost.

Are you sure you want io terminate these instances?
i-0fSbGbab (vsz-3.4-310)

cancel BRCGRGUILE

Figure 137: Confirm termination of vSZ instance
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Configuring the Virtual Machine Interfaces 7

In this chapter:

e Setting Up the vSZ with One Interface
e Setting Up the vSZ with Three Interfaces
e Important Notes About Selecting the System Default Gateway

The vSZ comes with the option to operate with either one (1) network interface or three (3) network
interfaces. Therefore the procedure for setting up the vSZ interface depends on the number of interfaces
that it has.

Follow the procedure below that corresponds to the number of interfaces that the vSZ you are installing
has:

e Setting Up the vSZ with One Interface
e Setting Up the vSZ with Three Interfaces

NOTE: By default, the VMWare ESXi package comes with three network interfaces. If you want to
deploy the vSZ with only one interface, you can edit the virtual machine settings to remove the extra
interfaces. The KVM package, on the other hand, comes with a single interface. If you want to deploy
the vSZ with three interfaces, edit the virtual machine settings to create two additional interfaces.

Setting Up the vSZ with One Interface

Follow these steps to set up the vSZ with a single network interface

1. Log on to the console using; User name: admin Password: admin
2. At the vsz> prompt, enter en to enable privileged mode.

3. At the Password prompt, enter admin. The vSZ# prompt appears.
4

. Enter setup. The console displays the current network settings (if any), and then displays
the following prompt: Do you want to setup network? [YES/no]
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HengHanetEgt RS AR

v3Z login: admin

Password:

Last login: Thu Aug 13 B3:Z8:8Z on ttyl
Please wait. CLI initializing...

wiEr en
Password: e=exe

V3ZHk =etup

Figure 138: At the vSZ> prompt, enter setup

5. Enter YES. The next screen prompts you to select the profile configuration that you want to
use for this instance of vSZ. The options include: (1) High-Scale (2) Essentials

6. Enter the number that corresponds to the profile configuration that you want to deploy.

If you selected Essentials and the virtual machine has insufficient memory resources available
(for example, the VM has only 8GB of RAM when the minimum RAM requirement is 12GB),
you will be unable to continue with the setup process.

) 10150.7.5 - vSphere Client
File Edit View Inventory Administration Plug-ins Help
%] €y Home b g Inventory b [l Inventory
Ny 80 &GRSR

2 @ 1015075

s [Virtual Srrartzone|

hu fug 13 83:28:82 on ttyl
initializing...

AHHHEHERR R R R
art vSZ sctup process:

I

A Tasks root
— = = u = T T

Figure 139: Enter the number that corresponds to the profile that you want to deploy
7. At the Select IP Version Support prompt, enter one of the following options: 1: IPv4 Only
2: IPv4 and IPv6

8. At the Select IP configuration prompt, enter 1 to set up the single vSZ interface (for Control
[AP], Cluster, and Management [Web]) manually.
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9. Configure the IP address, netmask, and gateway of the control interface, and then press
<Enter>. The IP address configuration that you entered appears.

10. When the prompt Are these correct? (y/n) appears, enter y to confirm the IP address

configuration.
£ 10150.7.5 - vSphere Client [=x ==
File Edit View Inventory Administration Plug-ins Help

%] €y Home b g Inventory b [l Inventory

njir 26 &deeR

5 0 1015075

3 [Virtual Srrartzone|

1. IPut only
. 1Pyt and IPv6

Netmask
Gateway

A Tasks
! Tt — = e e

Figure 140: Configure the IP address settings of the single interface

11. When the prompt Select system default gateway (Control, Cluster, Management)?

appears, enter Control.
This entry is case-sensitive. Make sure you enter the system default gateway exactly as shown

at the prompit.
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Figure 141: When prompted for the system default gateway, enter Control

12 At the Primary DNS Server prompt, enter the primary DNS server on the network.

13 At the Secondary DNS Server prompt, enter the secondary DNS server (if any) on the
network.

14 At the Control NAT IP prompt, enter the public IP address of the NAT server on the network.
If you are not deploying the vSZ behind a NAT server, press <Enter> without typing an IP
address.

Ensure that each vSZ is associated with a dedicated NAT device.
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Figure 142: Enter the public IP address of the NAT server (if any)

15 Enter restart network.

You have completed configuring the vSZ interfaces. You are now ready to run the vSZ Setup
Wizard. See Using the Setup Wizard to Install vSZ.

Setting Up the vSZ with Three Interfaces

. Log on to the console using the following credentials: User name: admin Password: admin
. At the vSZ> prompt, enter en to enable privileged mode.
. At the Password prompt, enter admin. The vSZ# prompt appears.

. Enter setup. The console displays the current network settings (if any), and then displays
the prompt: Do you want to setup network? [YES/no]

A ODND =
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=
0O

[ =

x
¥
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Figure 143: At the vSZ> prompt, enter setup

5. At the Select IP configuration prompt, enter 1 to set up the control interface manually.

a) Configure the IP address, netmask, and gateway of the control interface, and the press
<Enter>. The IP address configuration that you entered appears.

a) When the message Are these correct? appears, enter y to confirm the IP address
configuration.
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£8 1721732122 - PuTTY o=

Figure 144: Configure the IP address settings of the control interface

. At the Select IP configuration prompt, enter 1 to set up the cluster interface manually.

a) Configure the IP address, netmask, and gateway of the cluster interface, and then press
<Enter>. The IP address configuration that you entered appears.

b) When the message Are these correct? appears, enter y to confirm the IP address
configuration.

. At the Select IP configuration prompt, enter 1 to set up the management interface manually.

a) Configure the IP address, netmask, and gateway of the management interface, and the
press <Enter>. The IP address configuration that you entered appears.
Take note of the IP address that you assign to the management interface — you will use
this IP address to log on to the vSZ web interface.

b) When the message Are these correct? appears, enter y to confirm the IP address
configuration.

. When the message Select system default gateway (Control, Cluster, Management)?,
enter Control or Management, depending on your network topology (see Important Notes
About Selecting the System Default Gateway).

This entry is case-sensitive. Make sure you enter the system default gateway exactly as shown
at the prompt.
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£8 1721732122 - PuTTY o=

r, Management): Managemen t.I

Figure 145: When prompted for the system default gateway, enter either Management
or Control (depending on your network design)

9. When prompted, enter the primary and secondary DNS server |P addresses.
10 Enter restart network.

You have completed configuring the vSZ interfaces. You are now ready to run the vSZ Setup
Wizard. See Using the Setup Wizard to Install vSZ.

Important Notes About Selecting the System Default Gateway

Depending on your network topology, you may select either the Management or Control interface
as the system default gateway.

e |f all of the managed APs are located in different locations on the Internet, the vSZ may not
know all of the IP subnets of these APs. In this case, the control interface should be set as
the default gateway for the vSZ and you will need to add a static route to reach the
management network.

e |f all of the managed APs belong to a single subnet or to multiple subnets on which you can
set the route statically, then you can set the management interface as the default gateway
users can set default gateway for the vSZ and set static routes for the vSZ to reach all of its
managed APs.
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In this chapter:

e Before You Begin

e Step 1: Start the Setup Wizard and Set the Language

e Step 2: Select the Profile Configuration That Corresponds to Your vSZ License
e Step 3: Configure the Management IP Address Settings

e Step 4: Configure Dual Mode IP Address Settings Using CLI

e Step 5: Configure the Cluster Settings

e Step 6: Set the Administrator Password

e Step 7: Changing the Administrator Password

e Step 8: Verify the Settings

e |ogging On to the Web Interface

Before You Begin

The Setup Wizard helps you perform the initial configuration of the vSZ by presenting the vSZ
configuration options in a set of easy-to-complete screens. The Setup Wizard will prompt you
to select one of the two available profile configurations (High-Scale profile and Essentials profile).
You must select the profile configuration that corresponds to the vSZ license that you purchased.
Before you start the Setup Wizard, make sure you know the profile configuration that you need
to select. If you are unsure which profile configuration you need to select, contact Ruckus Wireless
Support.

Follow these steps to run and complete the vSZ Setup Wizard:

e Start the Setup Wizard and Set the Language

e Select the Profile Configuration That Corresponds to Your vSZ License
e Configure the Management IP Address Settings

e Configure Dual Mode IP Address Settings Using CLI

e Configure the Cluster Settings

e Set the Administrator Password

e Verify the Settings

NOTE: This guide describes the Setup Wizard screens that appear when you select the
High-Scale profile configuration. If you select the Essentials profile configuration, the screens
that appear may be slightly different.

Step 1: Start the Setup Wizard and Set the Language

1. Start your web browser, and then enter the following in the address bar:
https://{management-IP-address} :8443 Where management-IP-address is the
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address you assigned to the management interface. The vSZ Setup Wizard appears, displaying
the Language page.

ﬁ'hucl(us Setup Wizard - Virtual SmartZone

Language Language

Welcome to the Ruckus Virtual SmartZone Setup VWizard. Use this wizard to prepare wireless
controller to run your wireless network. To start, select the display language that you want to use on
the Veb interface.

Language | English

Chinese Traditional(Z&=-1)
Chinese Simplified(Z £ 5IT)

Ver. 3.1.1.0.442

Figure 146: The Language page

2. Select your preferred language for the vSZ web interface. Available options include:
a) English
b) Traditional Chinese
c) Simplified Chinese

3. Click Next. The Profile page appears.

Step 2: Select the Profile Configuration That Corresponds to
Your vSZ License

1. Select the profile configuration that corresponds to the vSZ license that you purchased.
Available profile configurations include:

a) High Scale
b) Essentials

2. Click Apply. The message Applying profile appears, and then the Management IP page
appears.
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ﬁ'hucl(us Setup Wizard - Virtual SmartZone

Profile

Please select profile configuration.

Profile | High Scale v
Essentials

Ver. 3.1.1.0.442 | < Back | Apply > |

Figure 147: The Profile page

Step 3: Configure the Management IP Address Settings

The vSZ comes in either a single network interface or three network interfaces (one interface
each for Control (AP), Cluster, and Management (Web) traffic). The following procedure assumes
that the vSZ you are installing uses a single network interface.

If the vSZ that you are installing comes with three network interfaces, you must configure each
of the three interfaces to be on three different subnets. Failure to do so may result in loss of
access to the web interface or failure of system functions and services.

1. In /P Version Support, select one of the following options:

IPv4 Only: Click this option if you want the controller to obtain an IPv4 address from a DHCP
server on the network.

IPv4 and IPv6: Click this option if you want the controller to obtain both IPv4 and IPv6
addresses from DHCP and DHCPv6 servers on the network. Refer to Step 4: Configure Dual
Mode IP Address Settings Using CLI for configuring dual setup using CLI. This is an alternative
method for configuring IPv4 and IPv6 manually if the DHCP server is not available on the
network.
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ﬁ'hucl(us Setup Wizard - Virtual SmartZone

Management IP

Select how you want the Virtual SmartZone to obtain its IPvd (and IPvé, if supported on your
network) IP address settings. To obtain an IP address automatically using DHCP, click “DHCP” for
Management IP Address IPv4 or “Auto Configuration” for IPve. To specify an IP address, click “Static” and then type the IP
address settings in “IP Address,” “Netmask,” and “Gateway.” An asterisk (*) indicates required
information.

IP Version Support @ |pyva4 only 0 1Pv4 and IPve

H Control(AP) Cluster Management(Web)

IPv4
'® sStatic ) DHCP
IP Address *

Netmask *

Gateway

Default Gateway” \:\
Primary DNS Server
Secondary DNS Server
Control NATIP| ]

Ver. 3.1.1.0.442 Apply >

Figure 148: Select the IP version support

2. Configure the IP address settings of the Control (AP/DataPlane) interface.

a) Under the IPv4 section, click Static, and then enter the network settings that you want
to assign to the AP/DataPlane interface, through which client traffic and configuration data
are sent and received.

Although it is possible to use DHCP to assign IP address settings to the Control interface
automatically, Ruckus Wireless strongly recommends assigning a static IP address to this
interface.The following network settings are required (others are optional):

e |P address
e Netmask
e Default gateway

a) If you clicked IPv4 and IPv6 at the beginning of this procedure, under the IPv6 section,
click Auto Configuration if you want the controller to obtain its IP address from Router
Advertisements (RAs) or from a DHCPV6 server on the network. If you want to manually
assign the IPv6 network address, click Static, and then set the values for the following:
IP address (IPv6): Enter an IPv6 address (global only) with a prefix length (for example,
1234::5678:0:C12/123). Link-local addresses are unsupported.Gateway: Enter an
IPv6 address (global or link-local) without a prefix length. Here are examples:

Global address without a prefix length: 1234::5678:0:C12
Link-local address without a prefix length: fe80::5678:0:C12
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a) Click the Cluster tab when done.

3. On the Cluster tab, click Static under the IPv4 section, and then enter the network settings
that you want to assign to the cluster interface, through which cluster data will be sent and
received.

Although it is possible to use DHCP to assign IP address settings to the Cluster interface
automatically, Ruckus Wireless strongly recommends assigning a static IP address to this
interface. The following network settings are required (others are optional):

e |P address
e Netmask
e Default gateway

4. Click the Management (Web) tab when done

M Ruckus  Setup Wizard - Virtual SmartZone

Management IP

Select how you want the Virtual SmartZone to obtain its IPv4 (and IPve, if supported on your
network) IP address settings. To obtain an IP address automatically using DHCP, click “DHCP” for
Management P Address IPvd or *Auto Configuration™ for IPv6. To specify an IP address, click “static™ and then type the IP
address settings in “IP Address,” “Netmask,” and “Gateway.” An asterisk (*) indicates required
information.

IP Version Support  ® [pvd only 0 IPv4 and IPve

Control(AP) Cluster ‘ Management{Web)

IPv4

'® Static ' DHCP

S —

. E—

Primary DNS Server |[Pv Primary DHS

Secondary DNS Server |IPvd Seconda
Control NAT IP

Ver. 3.1.1.0.442

Figure 149: The Management (Web) tab

5. On the Management (Web) tab, configure the IP address settings of the management
interface.
a) Under the IPv4 section, click Static, and then enter the network settings that you want
to assign to the AP/DataPlane interface, through which client traffic and configuration data
are sent and received.
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Although it is possible to use DHCP to assign IP address settings to the Control interface
automatically, Ruckus Wireless strongly recommends assigning a static IP address to this
interface. The following network settings are required (others are optional):

e |P address
e Netmask
e Default gateway

b) If you clicked IPv4 and IPv6 at the beginning of this procedure, under the IPv6 section,
click Auto Configuration if you want the management (web) interface to obtain its IP
address from Router Advertisements (RAs) or from a DHCPV6 server on the network. If
you want to manually assign the IPv6 network address, click Static, and then set the
values for the following: IP address (IPv6): Enter an IPv6 address (global only) with a prefix
length (for example, 1234::5678:0:C12/123). Link-local addresses are
unsupported.Gateway: Enter an IPv6 address (global or link-local) without a prefix length.
Here are examples:

Global address without a prefix length: 1234::5678:0:C12
Link-local address without a prefix length: fe80::5678:0:C12

6. At the bottom of the screen, select the interface that you want to set as the default system
gateways for IPv4 and IPvE (if enabled), and then type the primary and secondary DNS server
addresses.

The appropriate interface to use as the default system gateway depends on the topology of
your network. See Important Notes About Selecting the Gateway for more information.
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M Ruckus  Setup Wizard - Virtual SmartZone

Management IP

Select how you want the Virtual SmartZone to obtain its IPv4 (and IPvs, if supported on your
network) IP address settings. To obtain an IP address automatically using DHCP, click “DHCP” for
Management IP Address 1Pvd or *Auto Configuration” for IPve. To specify an IP address, click “Static™ and then type the IP
address settings in “IP Address,” “Netmask,” and “Gateway.” An asterisk (*) indicates required
information,

IP Version Support  ® |pvd anly ' IPvd and IPvé

“ Control(AP) Cluster Management({Web)

IPv4

'® static ) DHCP

IP Address * |1.1.1.100
Netmask * |255,255.255.0

Gateway

Default Gateway" | lianagement v
Primary DNS Server 10.10.10.10

Secondary DNS Server [P Secondary DNE
Control NAT IP

Ver. 3.1.1.0.442 Apply >

Figure 150: Select the IPv4 and IPv6 (if enabled) default system gateways

7. Check the network settings that you have configured on the Control, Cluster, and
Management tabs and the default gateway that you have selected. Verify that they are all
correct.

8. Click the Apply to continue. The controller validates and applies the network settings that
you have configured.
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M Ruckus  Ssetup Wizard - Virtual SmartZone

Management IP

Select how you want the Virtual SmartZone to obtain its IPvd (and IPvé, if supported on your
network) IP address settings. To obtain an IP address automatically using DHCP, click “DHCP” for
Management P Address IPv4 or “Auto Configuration™ for IPve. To specify an IP address, click “static™ and then type the IP
address settings in “IP Address,” “Netmask,” and “Gateway.” An asterisk (*) indicates required
information.

IP Version Support  ® [pvd only © IPv4 and IPve

“ Control(AP) ‘ Cluster Management(Web)

TDaeA

” # Applying Network Configuration. It will take a few minutes. ”

IP Address * |1,1.1.100

Netmask * |255,255.255.0

Gateway

Default Gateway"

Primary DNS Server [10.10.10.10
Secondary DNS Server |[Pvd Secondary DS
Control NAT IP

Ver. 3.1.1.0.442 Apply >

Figure 151: The controller validates and applies the network settings you have
configured

NOTE:

¢ |t may take the controller up to 15 minutes to activate its interfaces. An error message
may appear after you apply the network interface settings.
e Wait at least for 15 minutes, and then try again.

NOTE: If the controller is unable to validate the network settings that you configured, an error
message appears. If this happens, check the network settings that you configured and verify
that you are able to connect to the IP address that you assigned to the Management (Web)
interface.

9. Update the IP address settings of the administrative computer with the same subnet settings
that you assigned to the Management (Web) interface (see Step 4). Continue to step 5:
Configure the Cluster Settings.
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Important Notes About Selecting the System Default Gateway

Depending on your network topology, you may select either the Management or Control interface
as the system default gateway.

e |f all of the managed APs are located in different locations on the Internet, the vSZ may not
know all of the IP subnets of these APs. In this case, the control interface should be set as
the default gateway for the vSZ and you will need to add a static route to reach the
management network.

e [f all of the managed APs belong to a single subnet or to multiple subnets on which you can
set the route statically, then you can set the management interface as the default gateway
users can set default gateway for the vSZ and set static routes for the vSZ to reach all of its
managed APs.

Step 4: Configure Dual Mode IP Address Settings Using CLI

The following are the steps to configure the dual setup using CLI. This is an alternative method
of configuring IPv4 and IPv6 manually if the DHCP server is not available on the network.

1. Using CLI execute the setup command: vSz# setup
2. In the vSZ Profile choose option 1 - Essentials.
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3. In the IP version support choose option 2 - IPv4 and IPv6
Figure 152: Select dual mode IP

uSZit setup

gpuunugpungupgnunBBRREEERRURNBBRBNUBBBUBNBBRBHUY
Start UvSZ setup process:
BREUBUHBBABRUEBBERABBEUBBUEEHBNBUBRBERBBUEBHBRUBRBHBEHY

et X 3 FE LTS ST EEE S S TS S S ETES S E T LT ST L F E E B 8 F
vSZ Profile

Wb - B o P W BN e D EE N e B e P N e B P e e e - e
1. Essentials

Z. High Scale

e & S X 3 2 2 L E S 2 LSS E T EE S L ETES ST LT ST L F E E B E 5
Select vSZ Profile (1/2): 1

Current network settings:

Network not setup?

ok R Rk E E R R Rk X E E & ok E R B R F L X F £ S X E E X K L L & F E F R E E X X E £ % &
IP Version Support

W e e o e e W e e e e g D e e W e e e W e e e e e e e D - e e e e e
1. IPv4 only

2. IPv4 and IPvb

e g g S A g R E R d S d d o n g S R g S f g R g S f g g S S S R E R d s S g g g S B B R . R m R

Select address type: (1-/2)

~

4. Configure the IPv4 address settings that you want to assign to the AP/DataPlane interface,
through which client traffic and configuration data are sent and received.

a) Enter the setup for Control (see Figure 117) as either:
1. Manual
2. DHCP
b) Enter the IP configuration as 2 (DHCP).
c) Enter following network settings as required: IP address Netmask Default gateway
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d) Save the networking configuration of Control settings.

Figure 153: IPv4 Control
e e e e e e e e e e e e e e e e e e e e e e e e e o e e o e o e R o e R e R e e ke e ke

IPv4 address setup for Control

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e i e e i e e e e
1. MANUAL

2. DHCP

e de e e v e R e e e e T e e o e e e i e e R TR e A R R el R R R R iR R R R e ke ke Rk

Select IP configuration (1/2): 2

e e e e e e e e e e e e e e e e i e e e e e e e e e e e e e R e R i e e i e R e e R e e ke

Control:

IP Address 0 182.21.160.66
Netmask 0 2595.255.255.240
Gateway 0 182.21.160.65
Are these correct (y/n): y

Execute networking configuration of Control!
Save networking configuration of Control!

e e e e e e ke e R e e o o R R R e o e e R e o e e R e R R R e R e R e e e ok e R

~

e) Enter the setup for Cluster as either: 1. Manual 2. DHCP

f) Enter the IP configuration as 1 (Manual)

g) Enter following network settings as required: IP address, Netmask, and Default gateway
h) Save the networking configuration of Cluster settings.
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T o e e e e e e e e e o e e i e o o o e e e o o e R TR o e o o o i o o o e e e R R

IPv4 address setup for Cluster
1. MANUAL

2. DHCP

Select IP configuration (1/2): 1
IP Address: 182.21.160.82
Netmask: 255.255.255.240
Gateway: 182.21.160.85

e e T T e e T T s v e e e Fe s dede e T s g s e e e e e e e e e e e e e e e e e e e e e e e e

Cluster:

IP Address 0 182.21.160.82

Netmask 1 290.255.255.240
Gateway 0 182.21.160.85

Are these correct (y/n): y

Execute networking configuration of Cluster!
Save networking configuration of Cluster!

o A e T e v e e v e e e e e e e e e e e e e e e e e e e e e e e e el e e ke e e e e e e e e R R

Figure 154: IPv4 Cluster Settings

i) Enter the setup for Management as either: 1. Manual 2. DHCP

j)) Enter the IP configuration as 2 (DHCP)

k) Enter following network settings as required: IP address, Netmask, and Default gateway
) Save the networking configuration of Management settings
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o o e e e e R R o o e e e R R o O e e o e R R o o e e e e R R o e e e e e R R o e e

IPv4 address setup for Management
1. MANUAL
2. DHCP

e g ek ok kR e kR R R KRR R R Rk Rk Rk Rk R R kR KRR R R R Kk Rk kR kkk kK

Select IP configuration (1/2): 2

Fhdkddddkdhdhhhhk kbbb h bbbk hkhkhhhhhhhkhhkbththbhdhkhtthths

Management:

IP Address 0 172.19.10.2

Netmask 1 255.255.0.0

Gateway - 172.19.10.254

Are these correct (y/n): y

Execute networking configuration of Management!
Save networking configuration of Management!
Figure 155: IPv4 Management Settings

The available gateway for Control, Cluster and Management will be displayed. You can
select the system default gateway (see Figure 120).

ol v o i ol i ol e o ol ol ol ol ol ol ol il o e ol ool o ol ol il o e ol vl ol e ol ol

Available Gateway:

v v ol ol vl vl ol e v sl i o vl ol ol ol e ol e e i sl o ol ol ol ol ol o ol ol ol o e ol

Control - 182.21.160.65You
Cluster - 182.21.160.85
Management 2 172.18.10.254

i i i iy 7 v oy o e o i o e o i ol e i o i ol e o o ol o o 2l e i o o o ol o o o ol ol i i

Select system default gateway (Control, Cluster, Management)? Control
Primary DNS: 4.2.2.2

Secondary DNS:

Control NAT IP:

Figure 156: Default Gateway Settings
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5. Add control NAT server IP address if the controller vSZ is behind the NAT server (see Figure
121)

Control NAT IP:
Network would be restarted. You could connect to v§Z back by using Management po

rt (16.20.116.6)!!
Enter "restart network” or press Enter to continue... restarrt network

Figure 157: NAT server IP address

6. Configure the IPv6 address settings that you want to assign to the AP/Data Plane interface,
through which client traffic and configuration data are sent and received.
IPv6 does not support cluster interface setting.
a) Enter the setup for Control as either: 1. Manual 2. Auto Configuration
b) Enter the IP configuration as 1 (Manual).
c) Enter following network settings as required: IP address Default gateway
d) Save the networking configuration of Control settings.
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IPv6 address setup for Control
1. MANUAL
2. AUTO CONFIGURATION

HEEEHEEEE AT EAEAAAEAA AT AAAAAAAA A AR A AR AR AR AR

Select [P configuration: (1/2) 1

IPv6 Address: 3000:2:1:1::1/64
Gateway: 3000:2:1:1::254

Fhbkhhhbkhhkhkhkhhhhkhhhhhdhhhhhhhhkhhhhhhbhhhhdhhhbhhhhhd

Control:

o e e e e g e e T e e TR o e e e e e e ke e e okt ke e e ok e e e ke e o ke e e ol e e o ke ol e R ol o oie e
IP Address - 3000:2:1:1::1/64
Gateway - 3000:2:1:1::254

e e e R e e R e R R R e R e e R e e R R e e ke e R R R e e ke e e ok e e e ke e e R e o e R
Are these correct (y/n). y

Execute networking configuration of Control!
Save networking configuration of Control!
Figure 158: IPv6 Control Settings

e) Enter the setup for Management (see Figure 123) as either: 1. Manual2. Auto Configuration
f) Enter the IP configuration as 1 (Manual)

g) Enter following network settings as required: IP addressDefault gateway

h) Save the networking configuration of Management settings.
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IPv6 address setup for Management
1. MANUAL

2. AUTO CONFIGURATION

Select IP configuration: (1/2) 1

IPv6 Address: 3000:2:1:1::2/64
Gateway: 3000:2:1:1::254

e e e e e e e e e o e e o e e e e o e e e i i o e e e vl e i e e e ol e e e e el e e e e e e e

Management:

IP Address : 3000:2:1:1::2/64

Gateway - 3000:2:1:1::254

Are these correct (y/n): y

Execute networking configuration of Management!
Save networking configuration of Management!

Figure 159: IPv6 Management Settings

The available gateway for Control and Management will be displayed. You can select the
system default gateway.

Available Gateway:

Control 1 3000:2:1:1::254

Management S 3000:2:1:1::254

Select system default gateway (Control, Management)? Control

Primary DNS: 3000:2:1:1::254

Secondary DNS:

Network would be restarted. You could connect to SCG back by using Management port (172.19.10.2 or 3000:2:1:1::2)!!
Enter "restart netwark” or press Enter to continue, .. restart network

Figure 160: Default Gateway Settings

7. Restart the network.

8. On navigating back to the controller web interface, Control Plane network settings displays
the IPv4 and IPv6 settings.
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edit C

This page lsis the nebwork configuration setings of the $elected control plane. You can modty the interface seftings, norhBound contrel interface settings, or manually configure the stalic routes

Physical Interfaces  User Defined Interfaces | Static Routes
IPvd-Control interface IPvd-Cluster Interface IPvd-Management Interface
P Mode! " Static & DHCP P Mode: " @ Static DHCP P Mode: - Static & DHCP
WP Address: * 183.21.160.82
Subnet Mask: = |255.2585.285.240
Gateway: 183.21.160.81
Control HAT IP:
IPv6-Cantrol Inte risce Hot support IPvG-Management Interiace
@ Swatic Auto 9 Static Auto
P Address: * 3000:3:1:1::3064 P Address: * 000411306
Gateway: 3000:3:1:1::254 Gateway: 3000:4:1:1:4354
Access & Core Separation: Enable.  enabled, the management interface {core side) gateway is the system default. The control interface (access side) gateway is used for access traific only.
IFv4 Default Gateway & DHS 1PvE Default Gateway & DNS
Default Gateway: * Control Interface v Default Gateway: * Control Interface v
Primary DNS. Server: 4.2.2.3 Primary DNS Server:
Secondary DHS Server: 172.15.0.5 Secondary DNS Sarver:

Figure 161: Control Plane Network Settings

9. Continue to Step 5: Configure the Cluster Settings

Step 5: Configure the Cluster Settings

The next step is to configure the vSZ cluster settings. The actions that you need to perform in
this step depend on whether you are creating a new cluster (with this vSZ as the first node) or
you are setting up this vSZ to join an existing cluster.

e [f This vSZ Is Forming a New Cluster
e |f This vSZ Is Joining an Existing Cluster
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I Ruckus  Setup Wizard

Cluster Information

SCG Cluster Setting: | New Cluster

Cluster Name: v5CG_Cluster1
Controller Name: vSCG1

Controller Description: vSCG1_DataCenter

NTP Server: |pool.ntp.org

Choose the cluster that you would like to join. | Scan |

Cluster List e
Cluster Name =«

sc62.5.0.1.100 ([T

Figure 162: The Cluster Information page, showing the New Cluster option

If This vSZ Is Forming a New Cluster
Follow these steps if you want to use this vSZ to create a new cluster.

1. a) On the Cluster Information page, configure the following settings:
b) In vSZ Cluster Setting, select New Cluster.
The Cluster Name and Controller Name boxes only accept alphanumeric characters,
hyphens (-), and underscores (). They do not accept the space character or other special
characters (for example, $, *, #, )
c) In Controller Name, type a name for the vSZ controller in this new cluster.
d) In Controller Description, type a description for the vSZ controller.

e) In NTP Server, type the address of the NTP server from which members of the cluster
will obtain and synchronize time. The default NTP server is pool.ntp.org

2. Click Next to continue to the Administrator page (see Step 6: Set the Administrator
Password).
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If This vSZ Is Joining an Existing Cluster

If this is not the first vSZ cluster on the network, you can set up this vSZ virtual appliance to join
an existing cluster. Follow these steps to configure this to join an existing cluster.

A vSZ cluster supports a maximum of four nodes. If you are building a vSZ-E cluster with more
than two nodes, two (2) additional cores must be added to each node to support the added
search and replication capabilities.

1.
2.

(<2204 B~ N 9N}

In vSZ Cluster Setting, select Join Existing Cluster.
In Cluster Name, type the name of the cluster that this vSZ is joining.

The Cluster Name and Controller Name boxes only accept alphanumeric characters,
hyphens (-), and underscores (_). They do not accept the space character or other special
characters (for example, $, *, #, ).

. In Controller Name (optional), type a name that you want to assign to this new controller.
. In Controller Description, type a description for this new controller.

. In Join Exist vSZ Cluster IP, type the IP address of the leader in the existing cluster.

. In Admin Password, type the administrator password to the web interface of the leader

node.

. Click Next to continue to the Administrator page. See Step 6: Set the Administrator Password.

Figure 163: The Cluster Information page, showing the Join Existing Cluster

ﬁ'hucl(us Setup Wizard - Virtual SmartZone

Cluster Information

vSZ Cluster Setting: | Join Existing Cluster v |
Cluster Name: | |

. Controller Name: |
Cluster Information

Controller Description:

Join Exist vSZ Cluster IP: | |

Admin Password:* | |

Ver. 3.1.1.0.442 | < Back | Next> |
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If the firmware version on this vSZ (shown in the lower left area of the Cluster Information page)
does not match the firmware version of the cluster, a message appears and prompts you to
upgrade the vSZ firmware. Click Upgrade, and then follow the prompts to perform the upgrade.

Step 6: Set the Administrator Password

1. On the Administrator page, configure the web interface and CLI passwords. All fields are
required. Admin Password Type a password that you want to use to access the web
interface. Confirm Password Retype the password above to confirm. Enable Password
Type a password that you want to use to enable CLI access to the vSZ. Confirmation
Password Retype the password above to confirm.

The web interface and CLI passwords must be at least eight (8) characters and must include
one number, one letter, and one special character (for example, $, *, #, ).

2. Click Next to continue. The Confirmation page appears and displays all the vSZ settings
that you have configured using the Setup Wizard.

H Ruckus Setup Wizard

Administrator

Enter Admin's password and password that permits administrative access to
the Web interface. (Use this information to log into the Web interface
after this setup is complete, to further configure your new wireless
network. )

Administrator Admin Password * [ssssssssss

Confirm Password * [sessssssns

Enter CLI enable password and password that provides advance command

Enable Password * [ssssssssss

Confirm Password * [ssssssssss |

SCG 2.1.0.0.245

Upgrade

Figure 164: Set the web interface and CLI passwords
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Step 7: Changing the Administrator Password

You can change the administrator password either using the web interface or using the CLI
mode.

To change the password using the web interface follow the below steps:

1. Login as the administrator.

2. Navigate to My Account.

3. Click on Change Password to change the password.
4. Save the changes.

20160511 09:08:54 | Administration Domain | admin | Super Admin | M

Virtual SmartZone - High SQEEIRDEIEDEst1)

Preterenses

Administration

Figure 165: Changing the password using the web interface

To change the password using CLI mode:
Follow the below steps:
1. Login to CLI and change the prompt to enable mode.

2. Execute the following commands to change the password.

config

lab-controller# enable

0Old Password: ***x**xx*x%*x
New Password: ***x*x*xxxk

Retype: * Kk k ok kk kK

3. Execute the following command to change the web interface password.

config
lab-controller# changepassword

Step 8: Verify the Settings

1. Verify that all the settings displayed on the Confirmation page are correct.
2. If they are all correct, click Finish to apply the settings and activate the vSZ on the network.
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M Ruckus  Setup Wizard - Virtual SmartZone

Confirmation

Please review the following settings. If changes need to be made, click Back to edit your settings. If
the settings are ready for use, click Finish.

Profile Type High Scale
Cluster Name vSZI-H
Protocol Type TCP
Control(AP): Manual
Management IP Cluster: Manual
Management(\/eb): Manual
System time will be automatically set.

System Time Your current PC time is
(2015/7/7 F42:24:14)

* After completing the setup wizard, please check the Ruckus Wireless Support Web site for the latest
software updates.

Ver. 3.1.1.0.442

NOTE: If you find an incorrect setting, click the Back button until you reach the related page,
and then edit the settings. When you finish editing the settings, click the Next button until you
reach the Confirmation page again.

Figure 166: The Confirmation page

A progress bar appears and displays the progress of applying the settings, starting the vSZ
services, and activating the vSZ on the network.

When the process is complete, the progress bar shows the message 100% Done. The page
also shows the IP address through which you can access the vSZ web interface to manage
the appliance.
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ﬁhnucl(us Setup Wizard - Virtual SmartZone

Configuration

The Ruckus wireless controller is being configured. It may take up to 20 minutes to finish initializing
the carrier-grade system so now would be a good time to take a break, get a cup of coffee or read
the daily news. YWhen you return, don't forget to reset the IP address on your browser's machine if you
changed it for the setup procedure.

80%

First Time Initialization Process Done &*

Configuration WARNING Please do not power off, reboot, disconnect, start another installation from a cluster

member or change the IP address of any of the cluster members during the setup process. This will
cause the initial setup to fail and you will have to start the setup process from the beginning.

Ver. 3.1.1.0.442

Figure 167: Setup is complete when the progress bar shows “100% Done”

Congratulations! You have completed the Setup Wizard. You are now ready to log on to the
web interface. Go to https://{management-IP-adddress} : 8443, and then log on with
the user name and password that you assigned to the web interface.

Logging On to the Web Interface

You can access the web interface from any computer that is on the same subnet as the
management (web) interface. Follow these steps to log on to the vSZ web interface.

1. On a computer that is on the same subnet as the Management (Web) interface, start a web
browser.

2. Inthe address bar, enter the IP address that you assigned to the Management (Web) interface
and append a colon and 8443 (vSZ management port number) at the end of the address.
The vSZ web interface logon page appears.

If the IP address that you assigned to the Management (Web) interface is 10.10.101.1, then
you should enter: https://10.10.101.1:8443.
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ﬁ RUCKUS' Virtual SmartZone - High Scale

User Name

Password

Figure 168: vSZ web interface logon page

3. Log on to the vSZ web interface using the following logon details: admin Password: {the
password that you set when you ran the vSZ Setup Wizard}

4. Click Log On. The web interface refreshes, and then displays the vSZ dashboard page, which
indicates that you have logged on successfully.

You are now ready to configure the vSZ.
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Configuring the vSZ High Scale for the First 9
Time

In this chapter:

e Creating an AP Zone

e  Configuring AAA Servers and Hotspot Settings

e Creating a Registration Rule

e Defining the WLAN Settings of an AP Zone

e Configuring DHCP Option 43

e Verifying That Wireless Clients Can Associate with a Managed AP
¢ What to Do Next

This chapter describes the initial configuration tasks that Ruckus Wireless recommends you perform
for the vSZ High-Scale. The initial configuration of the vSZ Essentials is more straightforward and,
therefore, is not described here. For information on configuring the vSZ Essentials, refer to the vSZ
Essentials Administrator Guide.

Creating an AP Zone

The first step in configuring the vSZs to create an AP zone. An AP zone functions as a way of
grouping APs and applying a particular set of settings (including WLANs and their settings) to
these groups of APs. Each AP zone can include up to six WLAN services.

NOTE: Any AP that registers with the vSZ that is not assigned a specific zone is automatically
assigned to the Staging Zone. A zone called Staging Zone exists by default.

Follow these steps to create a new AP zone:

1. Click Configuration > AP Zones.
2. Click Create New.
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Anzones AP Zone List
Global Configuration

Create New AP Zone

Zone Templates

[=] General Options

WLAN Templates
Zone Name:

AP Registration Rules. Description:

WanagementDomain 4 = AP Firmwiare: 211,088

Country Code: United States
- Different countries have different regulations on the usage of racio channels. To ensure that this zone s Using 2n authorizd radio channel, selectthe correct country code for your location
-B) AP Admin Logon; * Logon 1D Paseword:
B testzone Syslog Options: Enable external syslog server for APs in this zone

[= Mesh Options
Enable: Enable mesh networking in this zone
[=] Radio Options

Radio Options bigin (2.4GHz) Radio Options ain (5GHz)

Channelization; 20 Channelization; a0
Channet; Auto Channel Indoor |Auto Outdoor |Auto
TXPower Adjustment: | Full TX Power Adjustment: | Full

[ AP GRE Tunnel Options

Tunnel Type: GRE-UIDP Supportfor 4P behind NAT.

AR Tunnel Encryption Enable tunnel encryption
Al sion x

WANInterface MTU:  * @ Auto  © Manual | 1500 | bytes (850-1500)

[ Advanced Options

Channel Mode: Allow indoar channels (allow ZoneFlex Outdoar APs to use channels regulated as indoor use-only)

Background Scanning:  Background scans help the mesh network optimize its topology and help APs avoid channels where radars may be active (5GHz). Mesh runs on 2 4G only for single band 2 4GHz APs. So enabling background
scan on 2.4G is currently notvery ussful for any dual band concurrent AP
] Run background scan on 2.4GHz radio every 20 | seconds (1-65535;

IP, User Name

Figure 169: Creating a new AP zone

3. Configure the options listed in the Table.

Option Description

Option Description

Zone Name Type a name that you want to assign to this new zone.

Description Type a description for this new zone.

AP Firmware Displays the latest AP firmware available on the vSZ. If you want this

zone to use a different firmware, click Change, and then select a
firmware from the list.

Country Code Different countries and regions maintain different rules that govern which
channels can be used for wireless communications. Set the country
code to the proper regulatory region ensures that your vSZ network
does not violate local and national regulatory restrictions.

AP Admin Logon Specify the user name and password that administrators can use to log
on directly to the managed access point’s native web interface. The
following boxes are provided: Logon ID: Type the admin user name.
Password: Type the admin password.

Syslog Options  If you have a syslog server on the network and you want the vSZ to
send syslog data to it, select the Enable external syslog server for APs
in this zone check box. The following boxes are provided: IP Address:
Type the IP address of the syslog server. Port: Type the port number
that has been opened on the server for syslog data. The default port
number is 514.

Mesh Options

Enable Select the Enable mesh networking in this zone check box if you want
managed devices that belong to this zone to be able to form a mesh
network automatically.

Radio Options
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Radio Options
b/g/n (2.4GHz)

Radio Options a/n
(5GHz)

AP GRE Tunnel
Options

Tunnel Type

Tunnel Profile

Advanced
Options

Channel Mode

Background
Scanning

Client Load
Balancing

Smart Monitor
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Description

Configure the following 2.4GHz radio options: ChannelizationSelect
either 20MHz or 40MHz channel width. Channel Select Auto or manually
assign a channel for the 2.4GHz radio. TX Power Adjustment: Manually
set the transmit power on all 2.4GHz radios (default is Full).

Configure the following 5GHZ radio options: ChannelizationSelect either
20MHz or 40MHz channel width. Channel (Indoor and Outdoor) Select
Auto or manually assign channels to the indoor and outdoor 5GHz
radios. TX Power Adjustment Manually set the transmit power on all
5GHz radios (default is Full).

Select a protocol to use for tunneling WLAN traffic back to the vSZ.
Options include Ruckus GRE and SoftGRE.

Select the tunnel profile that you want to use. If you want to use Ruckus
GRE tunneling for this AP zone, you can use the default tunnel profile
or you can select a profile that you created. If you want to use Soft GRE
tunneling, you must first create a Soft GRE tunnel profile. NOTE:
Instructions for creating Ruckus GRE and Soft GRE tunnel profiles are
provided in the Administrator Guide for this release.

If you want to allow outdoor APs that belong to this zone to use wireless
channels that are regulated as indoor use only, select the Allow indoor
channels check box.

If you want APs to automatically evaluate radio channel usage, enable
and configure the background scanning settings on both the 2.4GHz

and 5GHz radios. By default, background scanning is enabled on both
radios and set to run every 20 seconds.

Improve WLAN performance by enabling load balancing. Load balancing
spreads the wireless client load between nearby access points, so that
one AP does not get overloaded while another site idles. Load balancing
must be enabled on a per-radio basis. To enable load balancing, select
the Enable load balancing on [2.4GHz or 5GHz] check box, and then
set or accept the default Adjacent Radio Threshold (50dB for the 2.4GHz
radio and 43dB for the 5GHz radio).

To disable the WLANSs of an AP (that belongs to this zone) whenever
the AP uplink or Internet connection becomes unavailable, select the
Enable check box. And then, configure the following options: Health
Check Interval Set the interval (between 5 and 60 seconds) at which
the vSZ will check the AP’s uplink connection. The default value is 10
seconds. Health Check Retry Threshold Set the number of times
(between 1 and 10 times) that the vSZ will check the AP’s uplink
connection. If the vSZ is unable to detect the uplink after the configured
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Option Description

number of retries, the vSZ will disable the AP’s WLANSs. The default
value is 3 retries.

NOTE: When the vSZ disables the AP’s WLANS, the AP creates a log
for the event. When the AP’s uplink is restored, the AP sends the event
log (which contains the timestamp when the WLANs were disabled,
and then enabled) to the vSZ.

4. Click Create New to finish creating your first AP Zone. When the vSZ completes creating the

AP zone, the following confirmation message appears: AP zone created successfully.
Do you want to view the zone information?

5. Click Yes to view the zone details, or click No to close the confirmation message and return

to the zone list.

You have completed creating your first AP zone. You can create additional AP zones, if needed.

Configuring AAA Servers and Hotspot Settings

If you have an existing RADIUS (AAA) server on the network, you can set up hotspot services
across the network using the Ruckus Wireless access points that the vSZ is managing. To
provide hotspot services, you need to add at least one AAA server to the vSZ and create a
hotspot service. AAA servers and hotspot settings must be configured on a per-AP zone basis.

If you do not have an AAA server on the network, skip this step.

Adding an AAA Server
Follow these steps to add an AAA server to an AP zone.

1.
2.

3.
. Click Create New. The Create New RADIUS Server form appears.
. In the General Options section, configure the following settings: Name Type a name for the

SN

Go to Configuration > AP Zones.

Click the AP zone for which you want to add an AAA server. Alternatively, click the AP zone
from the Management Domains tree.

Under the AP Zones menu on the sidebar, click AAA.

AAA server that you are adding. Description Type a description for the AAA server that you
are adding. Type Click either RADIUS or RADIUS AccountingRADIUS server that you are
using. Backup RADIUS If a backup RADIUS server exists on the network, you may enable
RADIUS backup support by selecting the Enable backup RADIUS support check box.

. Configure the options in the Health Check Policy section. These options define the health

monitoring settings of the primary RADIUS server by the secondary RADIUS server. The
secondary RADIUS is responsible for monitoring the health of the primary RADIUS and for
periodically synchronizing its settings to match those of the primary RADIUS.

¢ Response Window Set the time (in seconds) during which the secondary RADIUS must
wait for a response from the primary RADIUS. If the secondary RADIUS does not receive
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a response during the defined Response Window, the Zombie Period (see below) is started
for the primary RADIUS. The default Response Window is 20 seconds.

e Zombie Period Set the time (in seconds) during which the secondary RADIUS must wait
for a response from the primary RADIUS before marking it as “down”. If the secondary
RADIUS does not receive a response during the defined Zombie Period, the Revive Interval
(see below) is started for the primary server. The default Zombie Period is 40 seconds. If
the primary RADIUS still does not respond when the Zombie Period expires, it will be
marked as down and the secondary RADIUS will start receiving new requests from the
Network Access Server (NAS).

¢ Revive Interval Set the time (in seconds) during which the secondary RADIUS must wait
for the primary RADIUS to start responding to requests again. If the primary RADIUS starts
responding before the Revive Interval expires, new requests will be forwarded to the primary
RADIUS again. The default Revive Interval is 120 seconds.

¢ No Response Fail

¢ Click Yes to respond with a reject message to the NAS if no response is received from
the RADIUS server.

e (lick No to skip sending a response.

7. Inthe Primary Server section, configure the following settings: IP Address Type the IP address
of the AAA server. Port Type the AAA port number. The default AAA port number is 1812.
Shared Secret Type the AAA shared secret Confirm Secret Retype the AAA shared secret
that you typed above.

8. If you selected the Enable backup RADIUS support check box, the Secondary Server
section is visible. Configure the following Secondary Server settings:

IP Address Type the IP address of the secondary AAA server

Port Type the AAA port number. The default AAA port number is 1812
Shared Secret Type the AAA shared secret

Confirm Secret Retype the AAA shared secret that you typed above

9. Click Create New. The following message appears to confirm that you have successfully
added the AAA servertothe vSZ: Authentication server created successfully.
The page refreshes, and then the AAA server that you created appears under the AAA Servers
Configuration section.
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PEIS AP Zone: test_zone >> AAA Servers
Zone Configuration

AAA Servers

AP Group

ARA

[T AAA Server Name Type HMVNO Account Actions

'WISPr (Hotspot)

Holspot 2.0 Create New RADIUS Server

A =] General Options

Name:

Global Gonfiguration

Type: @RADIUS ) RADIUS Accounting
Zone Templates Backup RADIUS: [7] Enable backup RADILS support
WLAN Templates [=| Health Check Policy

AP Registration Rules e *20 Seconds
Zombie Period: * 40 Seconds

Management
* 120 | seconds

— Yes @ MNo
- IB) Administration Domain

Port: = 1812
Shared Secret:
Confirm Secret:

[ oot | cmce

Show| 20 1 No data

Figure 170: The Create New RADIUS Server form

Creating a Hotspot Service

A hotspot service requires an AAA server. Before creating a hotspot service, make sure you

have already added an AAA server to the vSZ. For more information, refer to Adding an AAA
Server.

Before creating a hotspot, you need to create a user defined interface. For Administrator Guide
for release 2.5. If you do not want to provide a hotspot service to users, skip this step. Follow
these steps to create a hotspot service for an AP zone.

1. Go to Configuration > AP Zones .

2. Click the AP zone for which you want to create a hotspot service. Alternatively, click the AP
zone from the Management Domains tree.

3. Under the AP Zones menu on the sidebar, click WISPr (Hotspot).
4. Click Create New. The Create New Hotspot Service form appears.
5. Configure the hotspot service settings listed in the Table.

Setting Description

General Options

Name Type a name for this new hotspot service that you are
creating.
Description Type a description for this new hotspot service.

Example: Main Office Lobby.

Type Click Registered Users if you want only users with
existing profiles on the vSZ to be able to connect to this
hotspot. Click Guest-Access if you want guest users to
be able to connect to this hotspot.

Redirection

Smart Client Support ¢ None: Click to disable Smart Client support.
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Logon URL

Start Page

User Session

Session Timeout

Grace Period

Location Information

Location ID

Location Name

Walled Garden
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Description
¢ Enable: Click to enable Smart Client support.

¢ Only Smart Client allowed: Click to allow only Smart
Clients to access this hotspot service.

Type the URL of the subscriber portal (the page where
hotspot users can log in to access the service). For more
information, see the section “Configuring the Logon
URL” in the Administrator Guide for release 2.5.

Set where users will be redirected after logging in
successfully. You could redirect them to the page that
they want to visit, or you could set a different page
where users will be redirected (for example, your
company website).

Set a time limit after which users will be disconnected

from the hotspot service and required to log on again.

Allowed session timeout range is between 2 and 14400
minutes. The default value is 1440 minutes.

Allow disconnected users a grace period after
disconnection, during which clients will not need to
re-authenticate. Allowed grace period range is between
1 and 14399 minutes. The default value is 60 minutes.

Type a location ID for the hotspot, for example:
isocc=us,cc=1,ac=408,network=ACMEWISP_NewarkAirport

Type a location name for the hotspot, for example:
ACMEWISP,Gate_14_Terminal_C_of _Newark_Airport

Click Create New to add a walled garden, which is a
limited environment to which an unauthenticated user
is given access for the purpose of setting up an account.
In the box provided, type a URL or IP address to which
you want to grant unauthenticated user access. You
can add up to 128 network destinations to the walled
garden. Network destinations can be any of the
following:

e |P address (for example, 10.11.12.13)

e Exact website address (for example,
http://www.ruckuswireless.com)

e \Website address with regular expression (for
example, *.ruckuswireless.com, *.com,

%)
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Setting Description

After the account is established, the user is allowed out
of the walled garden. URLs will be resolved to IP
addresses. Users will not be able to click through to
other URLs that may be presented on a page if that
page is hosted on a server with a different IP address.
Avoid using common URLs that are translated into many
IP addresses (such as http://www.yahoo.com), as users
may be redirected to re-authenticate when they navigate
through the page.

6. Click Create New. The page refreshes, and then the hotspot that you created appears under
the WISPr (Hotspot) Configuration section.

AP Zones

AP Zone: test_zone >> WISPr (Hotspot) Services
Zone Configuration
WISPr (Hotspot) Services

AP Group
— [ Hame Description MVNO Account Adtions
WISPr (Hotspot)
Hotspot 2.0 Create New Hotspot Service
A | General Options
Name:
Global Configuration

Description:

Zrnp s RS Type: © Registered Users
WLAN Templates Guest-Access

= Redirection

AP Registration Rules

Smart Client Support: @ Nonc

Enable

— Only Smart Client Allowed
- B} Administration Domain

a

Logon URL: Internal

uuuuuuuu userto the URL for
Start Page: After user s authenticated
©® Redirect to the URL that user intends to visit.

Redirect to the fallowing URL:

Session Timeout: = [1440 | winutes (1-14400)
Grace Period: *|e0 Hinutes (1-14400;

Figure 171: The Create New Hotspot Service form

Creating a Registration Rule

Registration rules enable the vSZ to assign an AP to an AP zone automatically based on the rule
that the AP matches.

Follow these steps to create a registration rule.

1. Go to Configuration > AP Zones

2. On the sidebar on the left, click AP Registration Rules. The AP Registration Rules page
appears.

3. Click Create New. A form appears.
. In Rule Description, type a name that you want to assign to this rule.
5. In Rule Type, click the basis upon which you want to create the rule. Options include:

SN

e IP Address If you select this option, type the From (starting) and To (ending) IP address
that you want to use.
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e Subnet Mask If you select this option, type the IP address and subnet mask pair to use
for matching

e GPS Coordinates If you select this option, type the GPS coordinates to use for matching.
Access points that have been assigned the same GPS coordinates will be automatically
assigned to the AP zone that you will choose in the next step.

e Provision Tag If the access points that are joining the vSZ have been configured with
provision tags, click the Provision Tag option, and then type a tag name in the Provision
Tag box. Access points with matching tags will be automatically assigned to the AP zone
that you will choose in the next step.

Provision tags can be configured on a per-AP basis from the access point’s command line
interface.

6. In Zone Name, click the drop-down list to display available AP zones, and then click an AP
zone to which APs that match this rule will be assigned
7. Click OK

Administration Domain | admin | Super Admin| Change Password | Logomf | @

P Ruckus SmartCell Gateway 200

Dashboard Monitor Configuration Administration

Configuration >> AP Zones >> AP Regisiration Rules
AP Zones AP Registration Rules

AP registration rules defing the zone o which devices will be assigned automatically when they register with SCG. AP registration rules can be specified based on IP address range, subnet, GPS coordinates or provision tag

Global Configuration

Zone Templates

WLAN Templates [ Priority Rule Type Rule Description Rule Parameters Zone Name Created By Created On Actions

AP Repisration Rules

Rule Description:

Rule Type: ) IP Address Range ) Subnet ©) GPS Coordinates ) Provision Tag

Zone Name: - a|°
=

ress Range fule- rom . IPTo sim-zone- admin
1 IP Address R: le-1 IP From: 5.35.0.2, IP T0 :5.35.3.239 4 d 2012/10/16 03:49:57
02 IP Address Range fule-2 IP From: 5.35.3.240, IP To :5.35.7.223 sim-zone-2 admin 2012/10/16 03:57:35
B IP Agddress Range rule-3 IP From: 5.36.7.224, IP To :5.35.11.207 sim-zone-3 admin 2012/10/16 04:00:43
ress Range rule-: rom: LIPTo sim-zone- admin
4 IP Address R: le-d IP From: 5.153.47.64, IP To 15.158.51.47 4 d 2012M0M0 05:03:21
ress Range rule-: rom: 1P To sim-zone-: admin
5 IP Address R: le-5 IP From: 5.23.15.192, IP T0 :5.23.19.175 5 d 2012/10/16 05:36:19
ress Range fule-E fom: . IPTo sim-zone-S admin
6 IP Address R: le-6 IP From: 3.221.21.168, IP T :3.221.25.151 6 Ll 2012110/16 06:06:34
ress Range fule-] fom .IPTo sim-zone- aamin
7 IP Address R: le-7 IP From: 3.221.25.152, IP To :3.221.29.135 7 0 2012/10/16 06:06:58
Address Range fule-§ 0m; §.25.59.16, IF To 5. sim-zone- admin
2 IP Address R: le-8 IP From: 5.25.59.16, IF To :5.25.62.253 8 a 2012/10/25 04:23.46
ME IP Address Range rule-10 IP From: 4.112.39.96, IP To :4.112.43.79 sim-zone-10 admin 2012110/16 06:26:37

Figure 172: Creating an AP registration rule

You have completed creating an AP registration rule.

To create another registration rule, repeat the preceding steps. You can create as many
registration rules as you need to manage access points on the network.

Configuring the Rule Priority

The vSZ applies registration rules in the same order as they appear in the AP Registration Rules
table (highest to lowest priority). If you want a particular registration rule to have higher priority,
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you must move it up the table. Once an AP matches a registration rule, the vSZ assigns the AP
to the zone specified in the rule and stops processing the remaining rules.

Follow these steps to configure the rule priority.

1. Go to Configuration > AP Zones

2. On the sidebar on the left, click AP Registration Rules. The AP Registration Rules page
appears and displays the rules that you have created.

3. Change the priority of each registration rule as required.

To give a rule higher priority, move it up the table by clicking the # (up-arrow) icon that is in
the same row as the rule name

To give a rule lower priority, move it down the table by clicking the #(down-arrow) icon that
is in the same row as the rule name.

4. When you finish configuring the rule priority, click Update Priorities to save your changes.
Administration Domain | admin | Super Admin| Change Password | Log OFf | @

ﬁ Ruckus SmartCell Gateway 200

Dashboard Monitor Configuration Administration

Configuration >> AP Zones >> AP Registration Rules
AP Zones AP Registration Rules

Global Configuration AP registration rules define the zone to which devices will be assigned automatically when they register with SCG. AP registration rules can be specified based on IP address range, subnet, GPS coordinates or provision tag.

Zone Templates

WLAN Templates [ Priority Rule Type Rule Description Rule Parameters Zone Name Created By Created On Agtions
=] IP Address Range rule-1 IP From: 5.35.0.2, IP T0 5.35.3.239 sim-zone-1 admin 2012/10/16 03:49:57 [ |
Bz IP Address Range rule-2 IP From: 5.35.3.240, IP To :5.35.7.223 sim-zone-2 admin 2012110016 03:57:35 tia
03 IP Address Range fule-3 IP From: 5.35.7.224, IP To :5.35.11.207 sim-zone-3 admin 2012/10/16 04:00:43 N
04 IP Address Range fule-4 IP From: 5.158.47.64, IP T0 '5.158.51.47 sim-zone-4 admin 201211019 05:03:21 tilo
Bs IP Agddress Range fule-§ IP From: 5.23.15.192, 1P T0 :5.23.19.175 sim-zone-5 admin 2012/10/16 05:38:19 tio
06 IP Address Range rule-6 IP From: 3.221.21.168, IP To :3.221.25.151 sim-zone-§ admin 2012H0M6 06:06:34 tia
(sly IP Address Range rule-7 IP From: 3.221.25.152, IP To :3.22120.135 sim-zons-7 admin 201211016 08:06:58 113
Os IP Address Range rule-g IP From: 5.25.59.16, IP To :5.25.62 253 sim-zone-8 admin 2012/10/25 04:23:46 tia
010 IP Address Range fule-10 IP From: 4.112.39.96, 1P T0 41124379 sim-zone-10 admin 2012/10/16 08:28:37 tlo

Figure 173: Change the rule priority by clicking the up-arrow or down-arrow

Defining the WLAN Settings of an AP Zone

Follow these steps to configure the WLAN settings of an AP zone.

1. Go to Configuration > AP Zones.

2. Click the AP zone for which you want to add the WLAN settings. Alternatively, click the AP
zone from the Management Domains tree

3. Under the AP Zones menu on the sidebar, click WLAN.
4. Click CrCreate New. The Create New WLAN Configuration form appears.
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5. Configure the WLAN settings listed in the Table. You can find a detailed description of each

setting in the succeeding sections.
WLAN Setting

General Options

WLAN Usage

Authentication Options

Encryption Options

Authentication & Accounting Service

Options

Advanced Options

6. Click OK to finish creating the WLAN service.
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Description

Enter the WLAN name and description. See
General Options.

Select the usage type (standard WLAN or
hotspot). See WLAN Usage.

Select an authentication method for this
WLAN (open or 802.1X EAP). See
Authentication Options.

Select an encryption method (WPA, WPA2,
WPA Mixed, and WEP), encryption algorithm
(AES or TKIP) and enter a WPA
passphrase/WEP key. See Encryption Options

This section only appears when certain
authentication options are selected. See
Authentication & Accounting Service.

Select whether web-based authentication
(captive portal) will be used, and which type
of authentication server will be used to host
credentials (local database, Active Directory,
RADIUS, LDAP). Also, enable or disable
Wireless Client Isolation, Zero-IT Activation,
Dynamic PSK and Priority for this WLAN. See
Options.

Select an accounting server and configure
ACLs, rate limiting, VLAN/dynamic VLAN
settings, tunneling, background scanning,
maximum client threshold, and service
schedule. See Advanced Options.

168



Configuring the vSZ High Scale for the First Time
Defining the WLAN Settings of an AP Zone

HPHATE AP Zone: test_zone >> WLAN Services & Groups

Zone Configuration
WLAN Cenfiguration
AP Group
AAA
WLAN Name ssiD Description Auth ethod Encryption WMUNO Account Actions
WISPr (Hotspot)
Hotspot 2.0 Create New WLAN Configuration
WLAN ] General Options
Name:

Global Configuration

SSID:

Zone Templates Description:
WLAN Templates (= WLAN Usage
Access Network: Tunnel WLAN traffic to SC6
Authentication Type: @ Standare

e (For most regular wireless networks)
Hotspot servce (WISPr)
Hotspot 2.0

= Authentication Options

Method: * ) Open © B02.1x EAP () MAC Address
[=] Encryption Options
Method: @ WPA ©) WPAZ () WPA-Mixed
Algorithm: TKIP @ AES © AUTO
=] Authentication & Accounting Service
Authentication Service: * [7] Use 5CG as Proxy Select an Authentication Server
Accounting Service: [7] Use 5CG as Proxy | Disable
=] Options
‘

Figure 174: Configuring the WLAN settings of an AP zone

You have completed creating your first WLAN. To create another WLAN, repeat Step 4 to Step
6. You can create up to six WLANSs per AP zone.

General Options

e Name/ESSID: Type a short name (2-31 characters) for this WLAN. In general, the WLAN

name is the same as the advertised SSID (the name of the wireless network as displayed in
the client’s wireless configuration program). However, you can also first field, and a broadcast
SSID in the second field. In this way, you can advertise the same SSID in multiple locations
(controlled by the same vSZ) while still being able to manage the different WLANs
independently. Each WLAN “name” must be unique within the vSZ, while the broadcast SSID
can be the same for multiple WLANS.

Description: Enter a brief description of the qualifications or purpose of this WLAN (for
example, Engineering or Voice).

WLAN Usage

In Access Network, select the Tunnel WLAN traffic to vSZ check box if you want to tunnel
the traffic from this WLAN back to the vSZ. Tunnel mode enables wireless clients to roam
across different APs on different subnets. If the WLAN has clients that require uninterrupted
wireless connection (for example, VoIP devices), Ruckus Wireless recommends enabling
tunnel mode. When you enable this option, you need to select core network for tunneling
WLAN traffic back to the vSZ.

In Authentication Type, click one of the following options:

e Standard usage (For most regular wireless networks): This is a regular WLAN suitable
for most wireless networks.

¢ Hotspot service (WISPr): Click this option if want to use a hotspot (WISPr) service that
you previously created.

¢ Hotspot 2.0: Click this option if you want to use a Hotspot 2.0 profile that you want to
use a Hotspot 2.0 profile that you previously created.

e Guest Access: Click this option if you want to use this WLAN for guest access.
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Authentication Options

Authentication defines the method by which users are authenticated prior to gaining access to
the WLAN. The level of security should be determined by the purpose of the WLAN you are
creating.

e Open [Default]: No authentication mechanism is applied to connections. If WPA or WPA2

encryption is used, this implies WPA-PSK authentication.

802.1X/EAP: Uses 802.1X authentication against a user database.

MAC Address: Uses the MAC address of a client for authentication. MAC address
authentication requires a RADIUS server and uses the MAC address as the user logon name
and password. You have two options for the MAC address format to use for authenticating
clients:

e Use user defined text as authentication password (default is device MAC address)

e Set device MAC address in 802.1x format 00-10-A4-23-19-C0. The default is
0010a42319cO0.

Encryption Options
Encryption choices include WPA, WPA2, WPA-Mixed, WEP and none. WPA and WPAZ2 are both
encryption methods certified by the Wi-Fi Alliance and are the recommended encryption methods.
The Wi-Fi Alliance will be mandating the removal of WEP due to its security vulnerabilities, and
Ruckus Wireless recommends against using WEP if possible.

Method

WPA: Standard Wi-Fi Protected Access with either TKIP or AES encryption.

WPAZ2: Enhanced WPA encryption using the stronger AES encryption algorithm.
WPA-Mixed: Allows mixed networks of WPA and WPA2 compliant devices. Use this setting
if your network has a mixture of older clients that only support WPA and TKIP, and newer
client devices that support WPA2 and AES.

WEP-64: Provides a lower level of encryption, and is less secure, using 40-bit WEP encryption.

WEP-128: Provides a higher level of encryption than WEP-64, using a 104-bit key for WEP
encryption. However, WEP is inherently less secure than WPA.

None: No encryption; communications are sent in clear text.

Algorithm (For WPA or WPA2 Encryption Only)

TKIP: This algorithm provides greater compatibility with older client devices, but retains many
of the security weaknesses of WEP. Therefore, if you select TKIP Alliance will be mandating
the removal of TKIP, so it should not be used.

AES: This algorithm provides enhanced security over TKIP, and is the only encryption algorithm
supported by the 802.11i standard. Choose AES encryption if you are confident that all of
your clients will be using 802.11i-compliant NICs.

Auto: Automatically selects TKIP or AES encryption based on the client’s capabilities. Note
that since it is possible to have clients using both TKIP and AES on the same WLAN, only
unicast traffic is affected (broadcast traffic must fall back to TKIP; therefore, transmit rates of
broadcast packets from 11n APs will be at lower 11g rates).
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NOTE: If you set the encryption algorithm to TKIP and you are using an 802.11n AP for the
WLAN, the AP will operate in 802.11g mode.

NOTE: If you set the encryption algorithm to TKIP, the AP will only be able to support up to 26
clients. When this limit is reached, additional clients will be unable to associate with the AP. On
the other hand, if you select AES or none, the AP will be able to support up to 256 clients (less
if wireless mesh is also enabled on the same radio).

WEP Key or Passphrase

WEP Key: WEP methods only. Click the Hex field, and then type the required key combination
of 0-9, A-F). Ifit is for WEP 128 encryption, enter 26 hexadecimal characters (any combination
of 0-9, A-F).

Passphrase: WPA-PSK methods only. Click in this field and type the text of the 63 characters
(or 64 hexadecimal characters).

Authentication and Accounting Service

Authentication Service: This option appears only when 802.1x EAP is selected as the
authentication method. Select the authentication server that you want to use for this WLAN.
Only AAA servers that you previously added appear here.

Accounting Service: This option appears only when 802.1x EAP is selected in Authentication
method. Additionally, you must have added a RADIUS Accounting server previously. Select
the RADIUS Accounting server from the drop-down list, as a proxy for vSZ.

Options

Wireless Client Isolation: This option appears only when Standard Usage is selected as the
WLAN usage type. Wireless client isolation enables subnet restrictions for connected clients.
Click Enable if you want to prevent wireless clients associated with the same AP from
communicating with each other locally. The default value is Disable.

Priority: Set the priority of this WLAN to Low if you would prefer that other WLAN traffic takes
priority. For example, if you want to prioritize internal traffic over guest WLAN traffic, you can
set the priority in the guest WLAN configuration settings to “Low.” By default, all WLANSs are
set to high priority.

RADIUS Options

The RADIUS Options section only appears when Authentication TypeWLAN Usage) is set to
Standard usage (For most regular wireless networks).

RADIUS NAS ID:; Select how the RADIUS server will identify the AP:

e WLAN BSSID
e AP MAC
e User-defined

RADIUS NAS Request Timeout: Type the timeout period (in seconds) after, which an
expected RADIUS response message is considered to have failed.

RADIUS NAS Max Number of Retries: Type the number of failed connection attempts after
which the vSZ will fail over to the backup RADIUS server.
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RADIUS NAS Reconnect Primary: If the vSZ fails over to the backup RADIUS server, this
is the interval (in minutes) at which the vSZ will recheck the primary RADIUS server if it is
available. The default interval is 5 minutes.

Call STA ID: Use either WLAN BSSID or AP MAC as the station calling ID. Select one.

Advanced Options

Rate Limiting: Rate limiting controls fair access to the network. When enabled, the network
traffic throughput of each network device (client) is limited to the rate specified in the traffic
policy, and that policy can be applied on either the uplink or downlink. Toggle the Uplink
and/or Downlink drop-down lists to limit the rate at which WLAN clients upload/download
data. The “Disabled” state means rate limiting is disabled; thus, traffic flows without prescribed
limits.

Access VLAN: By default, all wireless clients associated with APs that the vSZ is managing
are segmented into a single VLAN (with VLAN ID 1). If you want to tag this WLAN traffic with
a different VLAN ID, enter a valid VLAN ID (2-4094) in the box. Select the Enable Dynamic
VLAN check box to allow the vSZ to assign VLAN IDs on a per-user basis. Before enabling
dynamic VLAN, you need to define on the RADIUS server the VLAN IDs that you want to
assign to users.

Hide SSID:Click this option if you do not want the ID of this WLAN advertised at any time.
This will not affect performance or force the WLAN user to perform any unnecessary tasks.
Proxy ARP: When enabled on a WLAN, the AP provides proxy service for stations when
receiving neighbor discovery packets (for example, ARP requests and ICMPv6. When the AP
receives a broadcast ARP/Neighbor Solicit request for a known host, the AP replies on behalf
of the host. If the AP receives a request for an unknown host, it forwards the request at the
rate limit specified.

Max Clients: Limit the number of clients that can associate with this WLAN per AP (default
is 100). You can also limit the total number of clients that a specific AP (or radio, on dual radio
APs) will manage.

802.11d: The 802.11d standard provides specifications for compliance with additional
regulatory domains (countries or regions) that were not defined in the original 802.11 standard.
Enable this option if you are operating in one of these additional regulatory domains.

DHCP Option 82: When this option is enabled and an AP receives a DHCP request from a
wireless client, the AP will encapsulate additional information (such as VLAN ID, AP name,
SSID and MAC address) into the DHCP request packets before forwarding them to the DHCP
server. The DHCP server can then use this information to allocate an IP address to the client
from a particular DHCP pool based on these parameters.

Client TX/RX Statistics': Select the Ignore statistics from unauthorized clients check box if
you do not want the vSZ to monitor traffic statistics for unauthorized clients.

Inactivity Timeout: Select the check box and enter a value in minutes (6 to 600 minutes)
after which idle clients will be disconnected.

Client Fingerprinting: If you select this check box, the vSZ wclient devices by their operating
system, device type, and host name, if available. This makes identifying client devices easier
on the Dashboard, Monitor and Client Details pages.

Disable WLAN: Select this option to disable this WLAN service.
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Configuring DHCP Option 43

To enable the vSZ to manage an AP, the AP must be able to locate the vSZ on the network
successfully and register with it. The easiest way to ensure that APs can successfully locate the
vSZ on the network is by configuring DHCP Option 43 on your DHCP server.

DHCP Option 43 enables the DHCP server on your network to provide the vSZ server address
— either IP address or FQDN- (specifically, the IP address assigned to the vSZ's control plane
or cluster plane interface) to DHCP clients, including APs that are connected to the network.
The procedure for configuring DHCP option 43 varies, depending on the DHCP server that you
are using. Refer to the documentation provided with your DHCP server software for information
on how to configure DHCP option 43. Follow these steps to configure DHCP option 43 on a
Linux server.

NOTE: The following procedure describes how to configure DHCP option 43 on a Linux server
(Fedora). If your DHCP server is running on a different platform, refer to the DHCP server
documentation for the relevant instructions.

. Log on to your DHCP server via a console terminal (for example, PuTTY).
. Go to /etc directory.
. Run vi dhcpd.conf. This command opens the DHCP configuration file for editing.

. At the beginning of the DHCP configuration file, insert the following lines:option space
VendorInfo; option VendorInfo.WSG code 6 = text; OR option space
VendorInfo; option VendorInfo.SCG code 6 = text;

Make sure that space characters exist in “6 = text”. Omitting these space characters could
result in AP connectivity issues.

A ODND =

5. Under the subnet section, insert the following lines:vendor-option-space VendorInfo;
option VendorInfo.WSG "{control-ip-address-or-fqgdn}" OR
Vendor-option-space VendorInfo; option VendorInfo.SCG
"{control-ip-address-or-fqgdn}"

{control-ip-address-or-fgdn} must be the IP address or FQDN of the control plane
(br0).

Remember to remove the curly brackets ({ }) that enclose the IP addresses or FQDNSs. If the
control plane IP addresses are mapped to proper names on the DNS server, you could also
use FQDN host names instead of IP addresses. The vSZ supports two formats for vendor
information:

e Plain IP address or FQDN (for example, 10.2.0.87 Or server.company.com)

e URL-based IP address or FQDN (for example, https://10.2.0.87/wsg/ap or
https://server.company.com/wsg/ap) where 10.2.0.87 or
server.company.com is the IP address or FQDN of the control plane interface,
respectively.

Inserting Multiple IP Addresses or URLs If you want to insert multiple IP addresses or
URLs, use any of the following formats:
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e URL format option VendorInfo.WSG
"https://10.2.0.87/wsg/ap,https://10.2.0.88/wsg/ap", OR option
VendorInfo.SCG "https://10.2.0.87/wsg/ap,https://10.2.0.88/wsg/ap"

¢ P address format option VendorInfo.WSG "10.2.0.87,10.2.0.88", OR
option VendorInfo.SCG "10.2.0.87,10.2.0.88"

NOTE: Take care not to insert any space characters before or after the comma (,) character
that separates the multiple IP addresses or URLs

6. Save the changes.
7. Restart the DHCP server to apply the new settings.

@ root@nmsgw:/etc =] =2 = 22

m

Figure 175: Editing dhcpd.conf

You have completed configuring DHCP option 43 on a Linux server.

Verifying That Wireless Clients Can Associate with a Managed
AP

The last step in the setup process is to verify that APs can register with the vSZ and that wireless
clients can associate with the APs successfully.

Follow these steps to verify that wireless clients can connect to the network.

1. Verify that the vSZ is connected to the backbone network.
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2. Physically connect an AP to the same network as the vSZ. If DHCP option 43 was configured
correctly, this AP should be able to locate the vSZ on the network and to register with it
successfully.

3. Check the vSZ Dashboard. The AP zone that you created earlier should have at least one
member AP (the AP that you connected to the network in Step 2). The AP count appears
green, which indicates that it is online.

4. Associate a wireless client with the AP. The following describes the procedure if you are using
a Windows-based wireless client.

a) . . LU o .

In the system tray, right-click the (Wireless Network Connection) icon, and then click

View Available Wireless Networks.

b) In the list of available wireless network, click the wireless network name (SSID) that you
configured on the AP.

c) Click Connect.Your wireless client connects to the wireless network. After the wireless
client connects to the wireless network successfully, the wireless client icon in the system

tray changes to =4 .

5. Start your web browser, and then enter http://www.ruckuswireless.com in the address bar.

If you are able to connect to the Ruckus Wireless website, you have completed setting up vSZ
on the network. Congratulations!

What to Do Next

For more information on configuring and managing the vSZ, refer to the Administrator Guide for
your vSZ platform, which is available for download on the Ruckus Wireless Support website at:
https://support.ruckuswireless.com/documents

NOTE: For a complete list of documentation that is available for your vSZ profile configuration,
refer to the Release Notes.
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Ensuring That APs Can Discover the 10
Controller on the Network

In this chapter:

e |s LWAPP2SCG Enabled on the Controller

e Method 1: Perform Auto Discovery of the Controller Using the SmartLicense Server

e Method 2: Perform Auto Discovery on Same Subnet then Transfer the AP to Intended Subnet
e Method 3: Register the Controller with the DNS Server

e Method 4: Configure DHCP Option 43 on the DHCP Server

e Method 5: Manually Configure the Controller Address on the AP’s Web Interface

¢ What to Do Next

e Bandwidth Consumption During AP Upgrade on vSZ

Before the controller can start managing an AP, the AP must first be able to discover the controller
on the network when it boots up. This chapter describes procedures that you can perform to ensure
that APs can discover and register with the controller on the network.

Is LWAPP2SCG Enabled on the Controller

All of the controller discovery methods described in this chapter require LWAPP2SCG (the
application that enables APs to discover and be managed by a controller) to be installed and
enabled on the controller. See Table 15 to check if your controller release includes the
LWAPP2SCG application and whether it is enabled or disabled by default.

Controller Release LWAPP Discovery Default Setting AP Compatibility

SCG1.1.2,2.1.2 Application installed by Disabled o ZF-AP Release
administrator. See 9.6.x —9.8.x
Obtaining the
LWAPP2SCG
Application

SCG 2.5.x Enabled by Disabled e AP Release 100.0.x
administrator. See, and later
Enabling LWAPP2SCG

SCG 2.6.x Enabled by Disabled e ZF-AP Release
administrator. See 9.7.x—9.8.x
Enabling LWAPP2SCG

Release 3.0.x and later Enabled by default Enabled e AP Release 100.0.x

and later
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Obtaining the LWAPP2SCG Application

If your controller release does not have the LWAPP2SCG application pre-installed, contact
Ruckus Wireless Support to obtain a copy of the LWAPP2SCG application files and installation
instructions.

Enabling LWAPP2SCG
If the LWAPP2SCG application is pre-installed but disabled in your controller release, do the
following to enable it.

Log on to the controller’s console.

Enter en to enable privileged mode.

Enter config.

Enter 1wapp2scg.

o owhd -

Enter policy accept-all.
You have completed enabling the LWAPP2SCG application on the controller.

Method 1: Perform Auto Discovery of the Controller Using the
SmartLicense Server

This guide assumes that you have already activated the controller’s licenses on the SmartLicense
server. If you have not activated the controller’s licenses, see the Virtual SmartZone Quick Setup
Guide for this release for more information.

The Ruckus Wireless SmartLicense registration server is a cloud-based, HTTPS-enabled web
server that allows an access point to query information about its parent controller by sending its
serial number and base MAC address.

After you ensure that the controller’s licenses have been activated on the SmartLicense
connectivity, and then reboot the AP. Upon reboot, the AP will automatically attempt to discover
its parent controller by sending the following HTTPS query to ap-registrar.ruckuswireless.com
(the SmartLicense server URL):
https://ap-registrar.ruckuswireless.com/controller?ap_mac=APMAC&ap_serial=APSERIAL

Where APMAC is the AP’s MAC address (for example, APMAC: 74:91:1A:20:59:90) and
APSERIAL (for example, APSERIAL: 311003001685) is the AP’s serial number, both of which
are printed on the AP’s product label.

If the AP is unable to discover its parent controller after the first attempt, it will continue to do
SO:

e Once every 5 minutes for up to 60 minutes (12 queries)
e Once every hour for the remaining day (23 queries)
¢ Once every 24-hour for the remaining two weeks (12 queries)

If the AP is still unable to discover its parent controller after two weeks of uptime, this cloud-based
controller discovery method will be disabled permanently. You will need to reset the AP to factory
default settings to re-enable this controller discovery method.
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Method 2: Perform Auto Discovery on Same Subnet then
Transfer the AP to Intended Subnet

If you are deploying the AP and the controller on different subnets, let the AP perform auto
discovery on the same subnet as the controller before moving the AP to another subnet. To do
this, connect the AP to the same network as the controller. When the AP starts up, it will discover
and attempt to register with the controller.

Approve the registration request if auto approval is disabled. After the AP registers with the
controller successfully, transfer it to its intended subnet. It will be able to find and communicate
with the controller once you reconnect it to the other subnet.

NOTE: If you use this method, make sure that you do not change the IP address of the controller
after the AP discovers and registers with it. If you change the controller’s IP address, the AP will
no longer be able to communicate with it and will be unable to rediscover it.

Method 3: Register the Controller with the DNS Server

If you register the controller with your DNS server, supported APs that request IP addresses
from your DHCP server will also obtain DNS related information that will enable them to discover
controllers on the network. Using the DNS information they obtained during the DHCP request,
APs will attempt to resolve the controller IP address using RuckusController.{DNS domain hame}
and zonedirector.{DNS domain name}.

To register the controller with the DNS server, do the following.
1. Open the DNS zone file, and then add two records with the following information.

¢ Record Key#1: RuckusController
e Type: A (IPv4 Domain Name Translation)
e Value: (IP address of the controller)

¢ Record Key#2; zonedirector
e Type: A (IPv4 Domain Name Translation)
e Value: (IP address of the controller)
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Zone Editor - YaST

® Zone Editor

In this dialog, edit the resource records of the zone. more

Settings for Zone | 3 jacl

Basics:l NS Reccrds:. MX Records:l SOAII' Records III

Record Settings
Record Key: Type: Value:
RuckusController A: IPvd Domain Name Translation v ([172.17.36.61

Change
== Add
Configured Resource Records

Record Key Type Value ® Delete

routerd A 172.17.22 950

router2 A 172.17.36.124

routerd AAAA 2002:3b7c:e439:9138::1

router2 AAAA 2002:3b7c:ed439:9132::1

router3 A 172.17.21.37

router3 AAAA 2002:3b7c:ed39:9135::1

RuckusController A 172.17.3661

zonedirector A 172.17.3661

Help E¢ cancel Bach oK

Figure 176: Add records for “RuckusController” and “zonedirector” to the DNS

2. Save the zone file.

3. Open the DHCP configuration file, and then insert the DNS domain name in the DHCP
configuration file. For example, if the DNS domain name is “38.jack”, insert the following line

into the DHCP configuration file: option domain-name “38.7jack”
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P =
" Untitled - Notepad =% EoB =<
File Edit Format View Help

option space vVendorInfo;
option vendorInfo.ZD code 3 = tTexrt;
option VendorInfo.wsSG code 6 = text;

option netbios-name-servers 192.168.38.1; B

option Intertace-mtu 1500;
default-lease-time 14400;
max-lease-time 172300;
ddns-update-style none;
authoritative ;
subnet 192.168.38.0 netmask 255.255.255.0 {
option routers 192,168.38.1;
gption domain-name-servers 192.168.38.1;
range dynamic-bootp 192.168.38.10 192.168. 38. 254; -

Figure 177: Insert option domain-name “38.jack

4. Save the DHCP configuration file. When the AP obtains the DNS domain name from the
DHCP server (using “Domain Name option 15” in the DHCP-offer packet), it will resolve
“RuckusController.{domain-name}” and “zonedirector.{domain-name}” through the DNS
server, and then it will obtain the controller’s IP address from the DNS server’s response.

If the AP uses a static IP address or it cannot obtain the DNS domain name from the DHCP
server, the AP will attempt to resolve “RuckusController” and “zonedirector” without a domain
name from the DNS server as the FQDN of controller's control interface.

You have completed registering the controller with the DNS server.

Method 4: Configure DHCP Option 43 on the DHCP Server

Another method for the AP to discover the controller on the network automatically is to configure
the DHCP server on the network. To do this, you will need to configure DHCP Option 43 (043
Vendor Specific Info) with the IP address of the controller on the network. When an AP requests
an IP address from the DHCP server, the DHCP server will send a list of controller IP addresses
to the AP. If there are multiple controller devices on the network, the AP will automatically select
a controller to register with from this list of IP addresses.

DHCP Option 43 enables the DHCP server on your network to provide the controller’s server

address — either IP address or FQDN- (specifically, the IP address assigned to the controller’s
control plane or cluster plane interface) to DHCP clients, including APs that are connected to

the network.

The procedure for configuring DHCP option 43 varies, depending on the DHCP server that you
are using. Refer to the documentation provided with your DHCP server software for information
on how to configure DHCP option 43.

NOTE: The following procedure describes how to configure DHCP option 43 on a Linux server
(Fedora). If your DHCP server is running on a different platform, refer to the DHCP server
documentation for the relevant instructions.
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NOTE: If you have a ZoneDirector controller on the network and you do not want APs to be
managed by this ZoneDirector controller, you must disable auto approval on the ZoneDirector
web interface. Log on to the ZoneDirector web interface, and then go to Configure > Access
Points > Access Points Policies page, and then clear the Approval check box.

Follow these steps to configure DHCP option 43 on a Linux server.

1. Log on to your DHCP server via a console terminal (for example, PuTTY).
2. Go to /etc directory.
3. Run vi dhcpd.conf. This command opens the DHCP configuration file for editing.

4. At the beginning of the DHCP configuration file, insert the following lines:option
VendorInfo.WSG sub6 code 6=text; option VendorInfo.WSG sub3 code
3=text; option VendorInfo.WSG sub6 "<Controller IP>"; option
VendorInfo.WSG sub3 "<Controller IP>";

For example, if you only have one controller on the network and its IP address is 120.0.0.3,
then these lines in the DHCP configuration file should look like in Figure 141Sample DHCP
Option 43 configuration.

option space VendorInfo;
option VendorInfo.W5G code & = text:;
option VendorInfo.ZD code 3 = text;

Vendor—-option—-space VendorInfo;
option VendorInfo.W5G "120.0.0.3%";

Figure 178: Sample DHCP Option 43 configuration

If you have a two-node controller cluster on the network, use a comma to separate the control
interface IP addresses in option VendorInfo.WSG, for example: option Vendorinfo. WSG
“120.0.0.3,120.0.0.4” where 120.0.0.3 is the control interface |P address of the first controller
and 120.0.0.4 is the control interface IP address of the second controller

5. Save the DHCP configuration file.
. Restart the DHCP server to apply the new settings.

7. Verify that the LWAPP2SCG application is enabled on the controller. To verify, log on to the
controller’s CLI, and then enter the following command: show running-config
lwapp2scg If LWAPP2SCG is enabled, the value for ACL Policy should show as Accept
all.

[=2)

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
181



Ensuring That APs Can Discover the Controller on the Network
Method 4: Configure DHCP Option 43 on the DHCP Server

pt all
Transmission Fort Range ! Not specified

Figure 179: “Accept all” indicates that LWAPP2SCG is enabled

NOTE: If LWAPP2SCG is disabled, do the following to enable it.

1. Enter config

2. Enter lwapp2scg

3. Enter policy

4. Enter one of the following commands:

e Accept {MAC address} : Enter this command if you only want specific APs to be
managed by the controller.

® accept-all: Enter this command if you want all APs that discover the controller to
be managed by it.

S0l1-5Z1 (config)# lwapp?
<Crx>

S50l1-5Z1 (config)# lwapp?

S0l1-5Z1 {config-lwappZscg) # ¢
accept
accept—-all
deny
deny-all

«<SerialNumber>

S0l1-5Z1 (config-lwapp2scg)# acl-ap

Figure 181: Enter accept {MAC address} if you only want specific APs to be managed
by the controller
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8. Reset the AP to factory default settings, and then connect it to a network subnet where it

9.

can communicate with the controller.
Reboot the AP.

After the AP reboots, it will obtain an IP address and the IP address of its parent controller from
the DHCP server. Once the AP registers with the controller, it will download and install the latest
SmartZone AP firmware. You have completed the task.

Method 5: Manually Configure the Controller Address on the
AP’s Web Interface

1.
2.
3.

4.

5.

Log on to the AP’s web interface.
Go to the Administration > Management page

In Primary Controller Address, type the IP address of the controller that you want to manage
the AP.

In Secondary Controller Address, type the IP address of a backup controller that you want
to manage the AP if the primary controller is unavailable.

Click Apply.

You have completed manually configuring the controller’s IP address on the AP’s web interface.
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Ruckus T300E Multimedia Hotzone Wireless AP
Status

Administration :: Management

Device
Internet Network Profile: dhss
Local Subnets 2
Radio 2.4G Telnet Access? ) Enabled ® Disabled
Radio 5G Telnet Port:
Configuration SSH Access? ® Enabled () Disabled
Device
nternet SSH Port:
Local Subnets
Radio 2.4G HTTP Access? ) Enabled ® Disabled
Radic 5G
Ethemnet Ports HTTP Port:
Hotspot
. HTTPS Access? ® Epabled ' Disabled
Maintenance HTTPS Port: 443
Upgrade ’
Reboot / Reset
Support Info Certificate Verification PASSED
Administration
Management Controller Discovery Agent (LWAPP)? ® Fnabled ) Disabled
Diagnostics Cloud Discovery Agent (FODN) ® Enabled ) Disabled
Log -
Set Controller Address '®! Enabled ' Disabled

Primary Controller Addr: | |
Secondary Controller Addr: | |

TRO&Z / SHMP Management Chaice

® Auto (SHMP and TR069 will work together.)
') SHNMP only
'~ FlexMaster only
- None
DHCP Niscouer:

[{'Rucku S° Ruckus T300E Multimedia Hotzone Wireless AP

WIRELESS

Figure 182: Set the IP addresses of the primary and secondary controllers that you want
to manage the AP

What to Do Next

For more information on configuring and managing the vSZ, refer to the Administrator Guide for
your vSZ platform, which is available for download on the Ruckus Wireless Support website at:
https://support.ruckuswireless.com/documents

NOTE: For a complete list of documentation that is available for your vSZ profile configuration,
refer to the Release Notes.
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Bandwidth Consumption During AP Upgrade on vSZ

During a version upgrade all APs are upgraded at same time, and average AP image size is
10MB. This means that the bandwidth consumption will be multiplication of AP image size with
number of APs.

The vSZ-E (Essentials) acts more like the ZoneDirector or SZ100, meaning that when you upgrade
the controller all APs will also be upgraded with it. Even though eventually all APs lose connection
to the controller while it is being upgraded, the controller will not allow more than a certain number
of APs to upgrade their firmware in parallel. APs will be upgraded in batches of X number of
APs, say 20 at a time, then the next 20, and the next, where X=300.

The vSZ-H (High-Scale) acts more like the SCG-200, where APs are member of an AP Zone. In
this configuration the controller is upgraded, and the system administrator decides at a later
stage if/when/which AP Zone will be upgraded to a different firmware release. Same applies
here, APs will be instructed to upgrade firmware in batches of X, all depending on how much
parallel sessions the controller can handle (X=300).
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Upgrading the Controller for Microsoft 11
Azure, AWS, and GCE Platforms

In this chapter:

e Performing the Upgrade
e Verifying the Upgrade
¢ Rolling Back to a Previous Software Version

Ruckus Wireless may periodically release controller software updates that contain new features,
enhancements, and fixes for known issues.

These software updates may be made available on the Ruckus Wireless support website or released
through authorized channels.

CAUTION: Although the software upgrade process has been designed to preserve all controller
settings, Ruckus Wireless strongly recommends that you back up the controller cluster before
performing an upgrade. Having a cluster backup will ensure that you can easily restore the controller
system if the upgrade process fails for any reason.

CAUTION: Ruckus Wireless strongly recommends that you ensure that all interface cables are intact
during the upgrade procedure.

CAUTION: Ruckus Wireless strongly recommends that you ensure that the power supply is not
disrupted during the upgrade procedure.

NOTE: If you are managing a vSZ, you can also perform system configuration backup, restore, and
upgrade from the controller command line interface.

Performing the Upgrade

This section outlines the procedure to upgrade the controller software for Microsoft Azure,
Amazon Web Services, Google Computing Engine platforms.

Follow these steps to upgrade the controller software.
CAUTION: Ruckus Wireless® strongly recommends backing up the controller cluster before

performing the upgrade. If the upgrade process fails for any reason, you can use the latest
backup file to restore the controller cluster.

NOTE: Before starting this procedure, you should have already obtained a valid controller software
upgrade file from Ruckus Wireless® Support or an authorized reseller.
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1. Copy the software upgrade file that you received from Ruckus Wireless® to the computer
where you are accessing the controller web interface or to any location on the network that
is accessible from the web interface.

2. Go to Administration > Upgrade.

3. In the Patch File Upload section, click the Browse button, and then browse to the location
of the software upgrade file.

Typically, the file name of the software upgrade fileis scg-installer {version}.ximg.

NOTE: Select the Run Pre-Upgrade Validations check box to verify if the data migration
was successful. This option allows you to verify data migration errors before performing the
upgrade. If data migration was unsuccessful, the following error is displayed: Exception
occurred during the validation of data migration. Please apply the
system configuration backup and contact system administrator.

201600601 09:27:13 | Administration Domain | admin | Super Admin | My Account | Logort | @

Virtual SmartZone - High Scale (VSCG34)

¥ Ruckus

LECIET] Monitor Configuration Identity Administration

System Upgrade

7] Run Pre-Upgrade Validations(t will take a few minutes to check if the system has sufficient resources to complete the upgrade)
(ximg
¥5ce3.4.0.0.838 ximg Browse |

Patch for Pending Upgrade
3400704 Patch Version

34099961

Uploading fle.

|

System Upgrade History
s table displays all upgrade history records.

C Search toms ] © Incuse shtems © nckde any ofthese terms

StartTime System Version

20160425 181308 3400673400704 34099924>34099... vscg-3400704ximg  27m3s
20160425 11:19:13 3400677 34099924 Fresh installation 1om 175

Show (20w 1 2uctarecords

Figure 183: Pre-upgrade validation

4. Select the software upgrade file, and then click Open.

5. Click Upload to upload the software upgrade file. The controller uploads the file to its database,
and then performs file verification. After the file is verified, the Upgrade Pending Patch
Information section is populated with information about the upgrade file.

System Upgrade
Upload the patch file (* ximg) that you want to use to upgrade the controller.
ST

Upload Status: 67% completed...

Current System Information Patch for Pending Upgrade
Controller Version 3400704 Patch Version
AP Firmware Version 3.4.0.99.961

Figure 184: Upload the software upgrade file
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6. Start the upgrade process by clicking one of the following buttons:

e Upgrade: Click this button to start the upgrade process without backing up the current
controller cluster or its system configuration.

e Backup & Upgrade: Click this button to back up the controller cluster and system
configuration before performing the upgrade.

CAUTION: Ruckus Wireless® strongly recommends usage of backup and upgrade icon
while performing the upgrade. If the upgrade process fails for any reason, you can use
the latest backup file to restore the controller cluster.

A confirmation message appears.

7. Click Yes.

The controller starts the process that you selected. The screens that appear next will depend
on the process that you selected to upgrade immediately or to back up and then upgrade
the controller.

ﬁ Ruckus Virtual SmartZone - High Scale

System is performing cluster operation, please wait___

Current Cluster Operation: BackupAndUpgrade
Progress Status: 36% completed...

MNode Progress Message

VSCG34 36% completed... Taking a snapshot of the system...

Figure 185: The System Upgrade page displays the status of the upgrade process

When the upgrade (or backup-and-upgrade) process is complete, the controller logs you off the
web interface automatically. Wait for a few minutes until the web interface log on page appears.

2% SCG sever is down of the remole server is unreachable due 1o network problems.
System is trving to reconnect SCG server.Please wail...

Figure 186: The controller web interface may display the following message as it completes
the upgrade process
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When the controller log on page appears again, you have completed upgrading the controller.

Continue to Verifying the Upgrade to check if the upgrade was completed successfully.

Verifying the Upgrade

Follow these steps to verify that the controller upgrade was completed successfully.

1. Log on to the controller web interface.

2. Go to Administration > Upgrade.
3. In the Current System Information section, check the value for Controller Version.

If the firmware version is newer than the firmware version that controller was using before
you started the upgrade process, then the upgrade process was completed successfully.

NOTE:

APs periodically send scheduled configuration requests to the controller, including the firmware
version. Therefore, when an AP joins a zone for the first time, the firmware version is verified
by the controller. If the firmware version is different from that which is configured for the zone,
the controller responds with a request to upgrade it, after which the AP initiates a request to
upgrade the firmware using HTTP.

Controller Version

AP Firmware Version

Search terms:
Start Time »
2016/06/06 09:44:49
2016/06/01 09:50:15
2016/04/25 18:13:08
2016/04/25 11:19:13

System Upgrade

Current System Information

System Upgrade History

[7] Run Pre-Upgrade Validations(lt will take a few minutes to check if the system has sufficient resources to complete the upgrade)

Upload the pateh file (*.ximg) that you want to use to uparade the controller

34001135

This table displays all upgrade history records

System Version

3400838
3400704
3.4.0.0677
3400677

-23.4.0.0.855
->3.4.00838

-»3.4.00.704

34.00855  Patch Version

%| @ Include allterms ) Include any of these terms

Patch for Pending Upgrade

AP Firmware Version Path File Name Upgrade Elapsed
34001114->34001135 vscg-3.4.0.0.855.ximg 30m 165
34099961-=3400.1114 vscg-3.4.0.0.838 ximg 36m31s
3.4.099.924--3.4.099.961 vscg-3.4.0.0.704.ximg 27m3s
34099924 Fresh Installation 19m 17s

Figure 187: Check the value for Controller Version

Rolling Back to a Previous Software Version

There are two scenarios in which you may want to roll back the controller software to a previous

version:
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1. You encounter issues during the software upgrade process and the controller cannot be
upgraded successfully. In this scenario, you can only perform the software rollback from the
CLI using the restore local command. If you have a two-node controller cluster, run the restore
local command on each of the nodes to restore them to the previous software before
attempting to upgrade them again.

2. You prefer a previous software version to the newer version to which you have upgraded
successfully. For example, you feel that the controller does not operate normally after you
upgraded to the newer version and you want to restore the previous software version, which
was more stable. In this scenario, you can perform the software rollback either from the web
interface or the CLI. If you have a two-node controller cluster, you must have cluster backup
on both of the nodes.

To ensure that you will be able to roll back to a previous version, Ruckus Wireless® strongly
recommends the following before attempting to upgrade the controller software:

e Always back up the controller before attempting a software upgrade. If you are managing a
multi-node cluster, back up the entire cluster, and then verify that the backup process
completes successfully. See Creating a Cluster Backup on page 190 for more information.

¢ |f you have an FTP server, back up the entire cluster and upload the backup files from all the
nodes in a cluster to a remote FTP server.

Backing Up and Restoring Clusters

Back up the controller cluster periodically to ensure that you can restore the control plane, data
plane, and AP firmware versions as well as the system configuration in the cluster if is a system
failure occurs.

This section covers the following topics:

NOTE: You can also perform these procedures from the vSZ command line interface. Note,
however, that you will need to execute the commands on each node.

Creating a Cluster Backup
Follow these steps to back up an entire controller cluster.
1. Take note of the current system time.
You can view the General System Settings page under Configuration > System.
2. Go to Administration > Cluster Backup and Restore.
3. Click Back Up Entire Cluster.

The following confirmation message appears: Are you sure you want to back up
the cluster?

4. Click Yes.

The following message appears: The cluster is in maintenance mode. Please
wait a few minutes.

When the cluster backup process is complete, a new entry appears in the Cluster Backups
section with a Created On value that is approximate to the time when you started the cluster
backup process.

Ruckus Wireless™ Virtual SmartZone™ Getting Started Guide for SmartZone 3.4
190



Upgrading the Controller for Microsoft Azure, AWS, and GCE Platforms
Rolling Back to a Previous Software Version

NOTE: If you have an FTP server, back up the entire cluster and upload the backup files from
all the nodes in a cluster to a remote FTP server.

You have completed backing up the controller cluster.

Administration >> Cluster Backup and Restore

Cluster Backup and Restore

Baclk up the cluster regularly to ensure that it can be recovered easily if a serious error occurs. Ruckus Wireless also recommends backing up

Cluster Backups

This table lists the available cluster backups. You can use any of these backups to restore the contraller cluster.

Patch Version Created On File Size Actions

3400838 2016/06/06 09:39:34 1.1GB :'ﬂ'

Figure 188: A new entry appears in the Cluster Backups section

Restoring a Cluster Backup

Follow these steps to restore a cluster backup.

1. Go to Administration > Cluster Backup and Restore.

2. In the Cluster Backups section, locate the cluster backup that you want to restore.

3. Click the <" icon that is in the same row as the cluster backup.
Figure 189: Under Actions, click the calendar icon to start the cluster restore process

Administration == Cluster Backup and Restore

Cluster Backup and Restore

Back up the cluster regularly to ensure that it can be recovered easily if a serious error occurs. Ruckus Wireless also recommends backing up

Cluster Backups

This table lists the availahle cluster backups. You can use any of these backups to restore the controller cluster.

Patch Version Created On File Size Actions

3400838 2016/06/06 09:39:34 1.1GB Eﬁ'

3400704 2016/06/01 09:44:55 999.0MB .":'E]'
i 3400677 2016/04/25 18:07.27 17GB "f[l Restore the system cluster
.

4. The following confirmation message appears: Are you sure you want to restore
the cluster?. Click Yes.

Figure 190: Confirm Restore
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Confirmation

?f"‘ Are you sure you want to restore the cluster?

Yes Mo

The page refreshes, and then the following message appears: System is restoring!
Please wait...

NOTE: The cluster restore process may take several minutes to complete.

When the restore process is complete, the controller logs you off the web interface
automatically.

Do not refresh the controller web interface while the restore process is in progress. Wait for
the restore process to complete successfully.

5. Log back on to the controller web interface.

NOTE: If the web interface displays the message Cluster is out of service.
Please try again in a few minutes. appears after you log on to the controller
web interface, wait for about three minutes. The dashboard will appear shortly. The message
appears because the controller is still initializing its processes.

6. Go to Administration > Upgrade, and then check the Current System Information section
and verify that all nodes in the cluster have been restored to the previous version and are all
in service.

7. Go to Administration > Diagnostics, and then click Application Logs & Status on the
sidebar.

8. Check the Health Status column and verify that all of the controller processes are online.
(See #unique_110/unique_110_Connect_42_ID-2649-00000068 on page 193).

You have completed restoring the cluster backup. After the upgrade is complete, go to the
Application Logs & Status page and verify that all of the controller processes are online
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Common

AP CLI Script

Select Control Plane:
Application Logs & Status

Application Logs & Status

* [V5CG34-C

Rolling Back to a Previous Software Version

This table lists all applications running on the control plane.

Statistics Application Name Health Status E;og Eevel # of.Logs Actions

RADIUS Proxy AP Diagnostic Information 0
API Online WARN 1 %
CaptivePortal Online DEBUG 13 ﬁ
Cassandra Online 6 L=
CNR Online WARN 1 13
Configurer Online WARN 10 L=
Core Online DEBUG 21 k=]
DBlade 0
Diagnostics 0
EAut Online WARN 3 k=)
Loghgr Online WARN 2 b=}
MdProxy Online WARN 1 k=1
Memecached Online 1 %
MemProxy Online WARN 1 L=
Masquitto Online 3 L =]
MsgDist Cnline DEBUG 1 E
NC Online WARN 6 h
NginX Online 3 b=
Observer Online DEBUG 1 b=}
CnlineSignup Online WARN 1 ‘E
RadiusProxy Online DEBUG 6 ’E
Sesshar Online DEBUG 1 L=
SHNMP Online WARN 1 13
SubscriberManagement Online DEBUG 4 b=

Figure 191: Application Logs & Status

To Restore a Cluster Backup Using CLI

1. Enter the Ruckus Virtual SmartZone: High Scale Command Line Interface.
2. Enter the following command and enter the password to log into the CLI.

VSCG34> en
Password:
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3. Enter the following command to restore a cluster backup:
VSCG34> restore

All the cluster backups are listed in an order of the cluster backup created date.
4. Specify the number mentioned against the cluster backup that you wish to restore.

You have restored the cluster backup.

VSCG34> en
Password:

VSCG34# restore
config local network

VSCG34# restore
Created on Patch Version File Size

2016-
2016- 04:14:55 GMT 3.4.0 4 999MB
2016-0 )4:09:34 GMT 3.4 38 1GB

' to cancel: 2
ckup version available in all nodes in the cluster, otherwise restore process will fail
This action will reboot the system. Do you want to restore whole cluster system (or input 'no' to cancel)? [yes/no] yesl

Figure 192: Cluster Backup Restore Using CLI

Deleting a Cluster Backup
Follow these steps to delete a cluster backup.

1. Go to Administration > Cluster Backup and Restore.
2. In the Cluster Backups section, locate the cluster backup that you want to delete.

3. Click the @ icon that is in the same row as the cluster backup.

The following confirmation message appears: Are you sure you want to delete
the selected resource?

4. Click Yes.

The page refreshes and the row is deleted from the Cluster Backups list.
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Administration == Cluster Backup and Restore

Cluster Backup and Restore
Back up the cluster regularly to ensure that it can be recovered easily if a serious error occurs. Ruckus Wireless also recommends backing up the cluster before 1
Back Up Entire Cluster

Cluster Backups
This table lists the available cluster backups. You can use any ofthese backups to restore the controller cluster.

Refresh

Patch Version Created Cn File Size Actions

3.4.00.838 2016/06/06 09:39:34 1.1GB "‘t

3.4.0.0704 2016/06/01 09:44:55 999.0MB "t

3.4.00677 2016/04/25 18:07:27 17GB .‘t
T Confirmation (-]

? ) Are you sure you want to delete the selected resource?

[ ws || mno |

Figure 193: A confirmation message appears after you click the trash bin icon
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AP-SCG/SZ/vSZ/vSZ-D Communication

The table below lists the ports that must be opened in the network firewall to ensure that the
SCGNSZ-D/SZ/vSZ (controller), managed APs, and RADIUS servers can communicate with

each other successfully.

Table 9: Ports to open for AP-SCG/SZ/vSZ/vSZ-D communication

Port Layer 4 From To Configurable | Purpose
Number Protocol (Sender) (Listener) [from Web
Interface?
21 TCP AP vSZ control [Yes FTP upload of reports,
plane statistics, and
configuration backups
22 TCP e AP vSZ control [No SSH tunnel
e VvSZ-D [plane
49 TCP TACACS+ [vSZ control |Yes TACACS+ based
server plane authentication of controller
administrators
Port 91 (AP | TCP AP vSZ control |No AP firmware upgrade
firmware plane
version 2.0 NOTE: Starting in release
to 3.1.x) and 3.2, the controller uses an
11443 (AP HTTPS connection and an
firmware encrypted path for the
version 3.2 firmware download. The
and later) port used for AP firmware
downloads has also been
changed from port 91 to
11443 to distinguish
between the two methods.
To ensure that all APs can
be upgraded successfully
to the new firmware, open
both ports 11443 and 91
in the network firewall.
123 UDP AP vSZ control [No NTP sync up
plane

Not required in 2.1.2,
2.1.3,2.5.1,2.6, 3.0
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Port Layer 4 From To Configurable | Purpose
Number Protocol (Sender) (Listener) |from Web
Interface?
Requiredin1.x,2.1,2.1.1,
2.5
443 TCP e AP vSZ control [No Access to the
e vSZ-D plane SCGNSZ/SZ control plane
over secure HTTPS
6868 TCP vSZ-D vSZ No Internal communication
port
8443 TCP Any vSZ No Access to the
management SCGNSZ/SZ web
plane interface via HTTPS
23232 TCP AP SCG (data [No GRE tunnel
plane)
NOTE: Only applicable to
SCG.
23233 UDP and AP Data plane |Yes GRE tunnel (required only
TCP when tunnel mode is GRE
over UDP)
NOTE: On the vSZ-D, this
port is used for both data
and control in both UDP
and TCP.
12222/12223 | UDP AP vSZ control [No LWAPP discovery
plane
NOTE:

If your AP is within the
same subnet as the
controller, disable
nat-ip-translation to
establish a connection
between the AP and the
controller so that AP
firmware upgrade
progresses.

If your AP is on the side of
the NAT server and if the
NAT server does not
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Port Layer 4 From To Configurable | Purpose
Number Protocol (Sender) (Listener) |from Web
Interface?
support PASV-Mode FTP,
enable nat-ip-translation.
If the NAT server supports
PASV-Mode FTP, then
disable nat-ip-translation
for AP firmware upgrade
to progress
1812/1813 |UDP AP Radius Yes AAA authentication and
servers () accounting
8022 No (SSH) |Any Management | Yes CLI (Command Line
interface Interface) access to the
vSZ
8090 TCP Any vSZ control [No Allows unauthorized UEs
plane to browse to an HTTP
website
8099 TCP Any vSZ control [No Allows unauthorized UEs
plane to browse to an HTTPS
website
8100 TCP Any vSZ control [No Allows unauthorized UEs
plane to browse using a proxy
UE
8111 TCP Any vSZ control [No Allows authorized UEs to
plane browse using a proxy UE
9080 HTTP Any vSZ control [No Northbound Portal
plane Interface for hotspots
9443 HTTPS Any vSZ control [No Northbound Portal
plane Interface for hotspots
9998 TCP Any vSZ control [No Hotspot WISPr subscriber
plane portal login/logout over
HTTPSI
3333 TCP Controller |License No Local license server
server
443 HTTPS Controller |License No Cloud license server
server
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Port Layer 4 From To Configurable | Purpose
Number Protocol (Sender) (Listener) |from Web
Interface?

9996 TCP Client Controller  |No HotSpot 2.0 portal for

interface onboarding and
remediation

9999 TCP Client Controller  |[No HotSpot 2.0 trust CA
interface verification

8200 TCP Client Controller |No HotSpot 2.0 Oauth in
interface HTTP

8222 TCP Client Controller |No HotSpot 2.0 Oauth in
interface HTTPS

NOTE: The destination interfaces are meant for three interface deployments. In a single interface
deployment, all the destination ports must be forwarded to the combined management/control
interface IP address.

NOTE: Communication between APs is not possible across NAT servers.
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