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Supported hardware and software

The following hardware platforms are supported by this release of this guide:

® Brocade Mobility RFS4000 Controller software release 5.3 and later
®* Brocade Mobility RFS6000 Controller software release 5.3 and later
®* Brocade Mobility RFS7000 Controller software release 5.3 and later

Document conventions

This section describes text formatting conventions and important notice formats used in this
document.

Text formatting

The narrative-text formatting conventions that are used are as follows:

bold text Identifies command names
Identifies the names of user-manipulated GUI elements
Identifies keywords
Identifies text to enter at the GUI or CLI
italic text Provides emphasis
Identifies variables
Identifies document titles

code text Identifies CLI output
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For readability, command names in the narrative portions of this guide are presented in mixed
lettercase: for example, controllerShow. In actual examples, command lettercase is often all
lowercase. Otherwise, this manual specifically notes those cases in which a command is case
sensitive.

Notes, cautions, and warnings

The following notices and statements are used in this manual. They are listed below in order of
increasing severity of potential hazards.

NOTE
A note provides a tip, guidance or advice, emphasizes important information, or provides a reference

to related information.

/!\ CAUTION

A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

A DANGER

A Danger statement indicates conditions or situations that can be potentially lethal or extremely
hazardous to you. Safety labels are also attached directly to products to warn of these conditions
or situations.

Related publications

The following Brocade Communications Systems, Inc. documents supplement the information in
this guide and can be located at http:;//www.brocade.com/ethernetproducts.

® Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
(this document) - Describes configuration of the Brocade wireless controllers using the Web UL.

® Brocade Mobility RFS4000, RFS6000 and RFS7000 CLI Reference Guide - Describes the
Command Line Interface (CLI) and Management Information Base (MIB) commands used to
configure the Brocade controllers.

If you find errors in the guide, send an e-mail to documentation@brocade.com.

Getting technical help

To contact Technical Support, go to http;//www.brocade.com/services-support/index.page for the
latest e-mail and telephone contact information.
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Chapter

Overview 1

Brocade’ family of wireless controllers with the 802.11n Access Points enable the centralized
distribution of high performance, secure and resilient wireless voice and data services to remote
locations with the scalability required to meet the needs of large distributed enterprises.

A Brocade RFS family controller provides a single platform capable of delivering wireless voice and
data inside and outside the enterprise for small, medium and large enterprise deployments.
Improve operational efficiency and reduce the cost of mobility with a powerful comprehensive
feature set including adaptive AP, which delivers unmatched performance, security, reliability and
scalability to enable networks for business mobility at a low TCO.

Wireless controllers provide local centralized management and control of 802.11n Access Points
and the Brocade Mobility APs provide the necessary core switching and routing to eliminate
additional routing and switching infrastructure.

802.11n is the next generation WLAN standard that provides improved performance and coverage
compared with previous 802.11 specifications. 802.11n provides enhancements to support
throughput up to 450 Mbps. With these enhancements Brocade' next generation 802.11n Access
Points offer client data-rates of up to 300Mbps.

A Brocade Mobility managed network uses 802.11n Access Points and peer controllers to adapt to
the dynamic circumstances of their deployment environment. The Brocade Mobility architecture
provides a customized site-specific deployment, supporting the best path and routes based on the
user, location, the application and the best route available (both wireless and wired). A Brocade
Mobility managed network assures end-to-end quality, reliability and security without latency and
performance degradation. A Brocade Mobility managed network supports rapid application
delivery, mixed-media application optimization and quality assurance.

Deploying a new Brocade Mobility network does not require the replacement of an existing Brocade
wireless infrastructure. Brocade Mobility enables the simultaneous use of existing architectures
from Brocade and other vendors, even if those other architectures are centralized models. A
wireless network administrator can retain and optimize legacy infrastructure while evolving to
Brocade Mobility as required. Adaptive Access Points can operate in a dependent environment and
are field-upgradable to Brocade Mobility. Controllers can be upgraded to the Brocade Mobility
operating system with ease.

The Brocade Mobility architecture is designed for 802.11n networking. It leverages the best
aspects of independent and dependent architectures to create a smart network that meets the
connectivity, quality and security needs of each user deployment and their application
requirements, based on the availability of network resources, including wired networks.

By distributing intelligence and control between the wireless controllers and Access Points, a
Brocade Mobility managed network can route data directly using the best path, as determined by
factors including the user, the location, the application and available wireless and wired resources.
As a result, the additional load placed on the wired network from 802.11n is significantly reduced,
as traffic does not require an unnecessary backhaul to a central controller.
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Within a Brocade Mobility managed network, up to 80% of the network traffic can remain on the
wireless mesh, and never touch the wired network, so the 802.11n load impact on the wired
network is negligible. In addition, latency and associated costs are reduced while reliability and
scalability are increased. A Brocade Mobility managed network enables the creation of dynamic
wireless traffic flows, so any bottleneck is avoided, and the destination is reached without latency
or performance degradation. This behavior delivers a significantly better quality of experience for
the end user.

The same distributed intelligence enables more resilience and survivability, since the Access Points
keep users connected and traffic flowing with full QoS, security and mobility even if the connection
to the wireless controller is interrupted due to a wired network or backhaul problem.

Even when the network is fully operational, outside RF interference sources or unbalanced wireless
network loading can be automatically corrected by the Brocade Mobility Smart RF system. Smart
RF senses interference or potential client connectivity problems and makes the required changes
to channel and Access Point radio power while minimizing the impact to latency sensitive
applications like VoIP. Using Smart RF, the managed network can continuously adjust Access Point
power and channel assignments for self-recovery if an AP fails or a coverage hole is detected.

Additionally, integrated Access Point sensors in conjunction with AirDefense Network Assurance
alerts administrators of interference and network coverage problems, which shortens response
times and boosts overall reliability and availability of the Brocade Mobility managed network.

Network traffic optimization protects Brocade Mobility managed networks from broadcast storms
and minimizes congestion on the wired network. Brocade Mobility networks provide VLAN load
balancing, WAN traffic shaping and optimizations in dynamic host configuration protocol (DHCP)
responses and Internet group management protocol (IGMP) snooping for multicast traffic flows in
wired and wireless networks. Thus, users benefit from an extremely reliable network that adapts to
meet their needs and delivers mixed-media applications.

Firmware and configuration updates are supported within the managed network, from one Access
Point to another, over the air or wire, and can be centrally managed by the controller. Controllers no
longer need to push firmware and configurations to each individual Access Point, reducing
unnecessary network congestion.

Brocade Mobility uses remote Authentication Dial-in User Service (RADIUS) synchronization
capabilities between the core and the access layer. If the central authentication mechanism is not
available, users can authenticate using the controller local RADIUS resources, and continue
network support with secure access.
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Chapter

Web Ul Features 2

In this chapter

® Accessingthe Web Ul . ... ... e i e 3
® Glossary of lcons Used . .. ..ot e e 4
Brocade Mobility software contains a Web Ul allowing network administrators to manage and view

Brocade Wireless controller settings, configuration and status. This Graphical User Interface (GUI)
allows full control of all managed features.

Wireless controllers also include a Command Line Interface (CLI) for managing and viewing
settings, configuration and status.

Accessing the Web Ul

Brocade wireless controllers use a Ul accessed using any supported Web browser on a client
connected to the subnet the Web Ul is configured on.

Browser and System Requirements

To access the Ul, a browser supporting Flash Player 10 is recommended. The system accessing the
GUI should have a minimum of 512Mb or RAM for the Ul to display and function properly. The
Brocade Mobility Ul is based on Flex, and does not use Java as its underlying framework.

The following browsers have been validated with the Brocade Mobility Web Ul:
®* Firefox 3.6

® Internet Explorer 7.x
® Internet Explorer 8.x

NOTE
Throughout the Web Ul leading and trailing spaces are not allowed in any text fields. In addition, the

“?” character is also not supported in text fields.

Connecting to the Web Ul

Connect one end of an Ethernet cable to any of the five LAN ports on the front of the RFS4011 and
connect the other end to a computer with a working Web browser.

Set the computer to use an IP address between 192.168.0.10 and 192.168.0.250 on the
connected port. Set a subnet / network mask of 255.255.255.0.

Once the computer has an IP address, point the Web broswer to: https://192.168.0.1/ and the
following login screen will display.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide 3
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BROCADE

Mobility RFS7000

USErname:l

Password: |

Login

FIGURE 1 Web Ul Login Screen

Enter the default username admin in the Username field.

Enter the default password admin123 in the Password field.

Click the Login button to load the management interface.

If this is the first time the Ul has been accessed, a dialogue displays to begin an initial setup wizard.

For more information on using the initial setup wizard see Using the Initial Setup Wizard on page
3-13.

Glossary of Icons Used

The Ul uses a number of icons used to interact with the system, gather information, and obtain
status for the entities managed by the system. This chapter is a compendium of the icons used.
This chapter is organized as follows:

Global Icons

Dialog Box Icons

Table Icons

Status Icons

Configurable Objects
Configuration Objects
Configuration Operation Icons
Access Type Icons

Administrative Role Icons

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



® Device Icons

Global Icons

Glossary of Icons Used
This section lists global icons available throughout the controller interface.

Logoff - Select this icon to log out of the managed system. This icon is always available
(!j and is located at the top right corner of the UI.

Add - Select this icon to add a row in a table. When selected, a new row is created in the
I table or a dialog box displays where you can enter values for a particular list.

Delete - Select this icon to remove a row from a table. When selected, the selected row is

deleted.
]
More Information - Select this icon to display a pop up with supplementary information
: that may be available for an item.

Trash - Select this icon to remove a row from a table. When selected, the row is
ﬁ immediately deleted.

Create new policy - Select this icon to create a new policy. Policies define different
ﬁ configuration parameters that can be applied to individual device configurations, device
profiles and RF Domains.

Edit policy - Select this icon to edit an existing policy. To edit a policy, select a policy and
gﬂ-"—- this icon.

L

Dialog Box Icons

Glossary of Icons Used
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These icons indicate the current state of various controls in a dialog. These icons enables you to
gather, at a glance, the status of all the controls in a dialog. The absence of any of these icons next
to a control indicates the value in that control has not been modified from its last saved

configuration.

&

&=

H

Table Icons

Entry Updated - Indicates a value has been modified from its last saved configuration.

Entry Update - States that an override has been applied to a device’s profile
configuration.

Mandatory Field - Indicates this control value is a mandatory configuration item. You
will not be allowed to proceed further without providing all mandatory values in this
dialog.

Error in Entry - Indicates there is an error in a value entered in this control. A small red
popup provides a likely cause of the error.

Glossary of Icons Used

The following two override icons are status indicators for transactions:

&=

.3

Status Icons

Table Row Overridden - Indicates a change (profile configuration override) has been
made to a table row and the change will not be implemented until saved. This icon
represents a change from this device’s profile assigned configuration.

Table Row Added - Indicates a new row has been added to a table and the change is
not implemented until saved. This icon represents a change from this device’s profile
assigned configuration.

Glossary of Icons Used
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These icons indicate device status, operations on the wireless controller, or any other action that
requires a status returned to the user.

®

v
+

Fatal Error - States there is an error causing a managed device to stop functioning.

Error - Indicates an error exits requiring intervention. A managed action has failed, but
the error is not system wide.

Warning - States a particular action has completed, but errors were detected that did
not prevent the process from completing. Intervention might still be required to resolve
subsequent warnings.

Success - Indicates everything is well within the managed network or a process has
completed successfully without error.

Information - This icon always precedes information displayed to the user. This may
either be a message displaying progress for a particular process, or just be a message
from the system.

Configurable Objects

Glossary of Icons Used

These icons represent configurable items within the controller’s Ul.

[
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Device Configuration - Represents a configuration file supporting a device category
(AP, Wireless Controller etc.).

Provisioning Policy - Represents a provisioning policy. Adoption policies are a set of
configuration parameters that define how APs and wireless clients are adopted by a
controller.

Critical Resource Policy - States a critical resource policy has been applied. Critical
resources are resources whose availability is essential to the managed network. If any
of these resources is unavailable, an administrator is notified.

Wireless LANs - States an action impacting a managed WLAN has occurred.

WLAN QoS Policy - States a quality of service policy (QoS) configuration has been
impacted.
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Radio QoS Policy - Indicates a radio’s QoS configuration has been impacted.

AAA Policy - Indicates an Authentication, Authorization and Accounting (AAA) policy
has been impacted. AAA policies define RADIUS authentication and accounting
parameters.

Association ACL - Indicates an Access Control List (ACL) configuration has been
impacted. An ACL is a set of configuration parameters either allowing or denying
access to managed resources.

Smart RF Policy - States a Smart RF policy has been impacted. Smart RF enables
neighboring APs to take over for an AP if it becomes unavailable. This is accomplished
by increasing the power of radios on nearby APs to cover the hole created by the
non-functioning AP.

Profile - States a device profile configuration has been impacted. A profile is a
collection of configuration parameters used to configure a device or a feature.

Bridging Policy - Indicates a bridging policy configuration has been impacted. A
Bridging Policy defines which VLANs are bridged, and how local VLANs are bridged
between the wired and wireless sides of the managed network.

RF Domain - States an RF Domain configuration has been impacted.

Firewall Policy - Indicates a firewall policy has been impacted. Firewalls provide a
barrier that prevents unauthorized access to resources while allowing authorized
access to external and internal controller resources.

IP Firewall Rules - Indicates an IP firewall rule has been applied. An IP based firewall
rule implements restrictions based on the IP address in a received packet.

MAC Firewall Rules - States a MAC based firewall rule has been applied. A MAC based
firewall rule implements firewall restrictions based on the MAC address in a received
packet.

Wireless Client Role - Indicates a wireless client role has been applied to a managed
client. The role could be either sensor or client.

WIPS Policy - States the conditions of a WIPS policy have been invoked. WIPS prevents
unauthorized access to the managed network by checking for (and removing) rogue
APs and wireless clients.
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Advanced WIPS Policy - States the conditions of an advanced WIPS policy have been
invoked.

Device Categorization - Indicates a device categorization policy has been applied. This
is used by the intrusion prevention system to categorize APs or wireless clients as
either sanctioned or unsanctioned devices. This enables devices to bypass the
intrusion prevention system.

Captive Portal - States a captive portal is being applied. Captive portal is used to
provide hotspot services to wireless clients.

DNS Whitelist - A DNS whitelist is used in conjunction with captive portal to provide
hotspot services to wireless clients.

DHCP Server Policy - Indicates a DHCP server policy is being applied. DHCP provides IP
addresses to wireless clients. A DHCP server policy configures how DHCP provides IP
addresses.

RADIUS Group - Indicates the configuration of RADIUS group has been defined and
applied. A RADIUS group is a collection of RADIUS users with the same set of
permissions.

RADIUS User Pools - States a RADIUS user pool has been applied. RADIUS user pools
are a set of IP addresses that can be assigned to an authenticated RADIUS user.

RADIUS Server Policy - Indicates a RADIUS server policy has been applied. A RADIUS
server policy is a set of configuration attributes used when a RADIUS server is
configured for AAA.

Management Policy - Indicates a management policy has been applied. Management
policies configure access control, authentication, traps and administrator permissions.

Configuration Objects

Glossary of Icons Used
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These configuration icons are used to define the following:

-

Configuration - Indicates an item capable of being configured by a controller interface.

View Events / Event History - Defines a list of events. Click this icon to view events or
view the event history.

Core Snapshots - Indicates a core snapshot has been generated. A core snapshot is a
file that records status when a process fails on the wireless controller.

Panic Snapshots - Indicates a panic snapshot has been generated. A panic snapshot
is a file that records statu when the wireless controller fails without recovery.

Ul Debugging - Select this icon/link to view current NETCONF messages.

View Ul Logs - Select this icon/link to view the different logs generated by the Ul, FLEX
and the error logs.

Configuration Operation Icons

Glossary of Icons Used

The following operations icons are used to define configuration operations:

ES_F:..

I.'u"'.
|_.|

=

Revert - When selected, any changes made after the last saved configuration are
restored back to the last saved configuration.

Commit - When selected, all changes made to the configuration are written to the
system. Once committed, changes cannot be reverted.

Save - When selected, changes are saved to the configuration.

Access Type Icons

Glossary of Icons Used

10
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The following icons display a user access type:

Web Ul - Defines a Web Ul controller access permission. A user with this permission is
permitted to access an associated device’s Web Ul.

Telnet - Defines a TELNET access permission. A user with this permission is permitted
to access an associated device using TELNET.

SSH - Indicates a SSH access permission. A user with this permission is permitted to
access an associated device using SSH.

Console - Indicates a console access permission. A user with this permission is
permitted to access an associated device using the device’s serial console.

Administrative Role Icons

Glossary of Icons Used

The following icons identify the different administrative roles allowed on the system:

Superuser - Indicates superuser privileges. A superuser has complete access to all
configuration aspects of the connected device.

System - States system user privileges. A system user is allowed to configure general
settings, such as boot parameters, licenses, auto install, image upgrades etc.

Network - Indicates network user privileges. A network user is allowed to configure
wired and wireless parameters, such as IP configuration, VLANSs,
L2/L3 security, WLANs and radios.

Security - Indicates security user privileges. A security level user is allowed to
configure all security related parameters.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
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Monitor - Defines a monitor role. This role provides no configuration privileges. A user
with this role can view the system configuration but cannot modify it.

Help Desk - Indicates help desk privileges. A help desk user is allowed to use
troubleshooting tools like sniffers, execute service commands, view or retrieve logs and

i?lﬂ reboot the controller.

Web User - Indicates a web user privilege. A Web user is allowed accessing the
device’s Web Ul.

Device Icons

Glossary of Icons Used

The following icons represent the different device types managed by the system:

System - This icon represents the entire Brocade Mobility supported system.

Cluster - This icon represents a cluster. A cluster is a set of wireless controllers
working collectively to provide redundancy and load sharing.

Wireless Controller - This icon indicates a RFS6000 or a RFS7000 wireless controller
that’s part of the managed network.

&

Wireless Controller - This icon indicates a RFS4000 wireless controller that’s part of
the managed network.

{:l:ﬁ'

Access Point - This icon indicates any access point that’s part of the managed
L network.

Wireless Client - This icon defines any wireless client connection within the managed
network.

@ | {
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Quick Start

Chapter

In this chapter

® Using the Initial Setup Wizard. .. ... ... i i e 13
® Creatingamanaged WLAN . . .. ..ottt e e e 22

Brocade Mobility supported controllers utilize an initial settings wizard to streamline the process of
getting the controller on the network for the first time. The wizard defines configure location,
network and WLAN settings and assists in discovery of access points. For instructions on how to
use the initial setup wizard, see Using the Initial Setup Wizard on page 3-13.

Using the Initial Setup Wizard

Once the controller is deployed and powered on, complete the following to get up and running and
access management functions:

Connect one end of an Ethernet cable to a port on the front of the controller and connect the other
end to a computer with a working Web browser.

Set the computer to use an IP address between 192.168.0.10 and 192.168.0.250 on the
connected port. Set a subnet/network mask of 255.255.255.0.

Once the computer has an IP address, point the Web broswer to: https://192.168.0.1/, the
following login screen will display.

BROCADE

Mobility RFS7000

Username:l

Password: |

FIGURE 2 Web Ul Login screen

Enter the default username admin in the Username field.
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Enter the default password admin123 in the Password field.
Select the Login button to load the management interface.

If this is the first time the management interface has been accessed, a dialogue displays to start
the initial setup wizard. Select the Start Wizard button.

Initial Setup Wizard

An initial setup wizard is available to aid in configuring a simple WLAN
deployment. The wizard will guide configuration of the following
features:

1. Location, country, and time zone
2. Bridge or Router operation

3. WLAN configuration

4. AP discovery

Would you like to use the wizard?

FIGURE 3 Initial Setup Wizard

Change the default Password and enter a Location, and Contact name. Select a Time Zone and
Country for the controller.

Diagram | EventLog System Information 10f9

The Controlier should be configured with the correct identifying information and
a new administrator password to prevent unauthorized access. The country
code is especially important in order to ensure regulatory compliance.

Password | cereereens
Location
Contact

Time Zone v

|

Country | v |

Select protocols that will be enabled for device access. HTTP and Telnet
should be disabled for more security.

Enable HTTP v
Enable HTTPS | |
Enable Telnet ™
| B

Enable SSHv2

e

FIGURE 4 Initial Setup Wizard - System Information screen

Select each of the protocols (access methods) you would like to permit for the controller.

Select the Next button to continue to the Topology Selection screen.

14 Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
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Router Mode

Bridge Mode

Diagram | EventLog Topology Selection 20f9
WAN
: LAN |
S| e— 1| .\tl
< \\.-ﬁj % S
- -~
Controller APs Clients
In Router Mode the Controller routes traffic between the local network (LAN)
and internet or external network (WAN)
Router WAN
LaN | .
I | |
Controller APs Clients
In Bridge Mode the Controller depends on an external router for routing LAN
and WAN traffic.
[vert
FIGURE 5 Initial Setup Wizard - Topology Selection screen

and internet or external network (WAN).

larger density network.

For the purposes of this example, select Router Mode.

Select the Next button to continue to the LAN Configuration screen.
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Using Router Mode, the controller routes traffic between the local network (LAN)

Using Bridge Mode, the controller uses an external router for LAN and WAN traffic.
Routing is generally used for one device, whereas bridging is typically used with a

Select a network topology for the controller deployment. The mode selected will result in a specific
screen flow for the remainder of the initial setup wizard.
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Diagram | EventLog LAN Configuration 3019

The LAN interface connects te the access points and LAN poris.

LAN Interface
NAN LAN IP Address/Subnet | [¥] UseDHCP
What VLAN ID should be used for the LAN interface? 1 [i,i
LAN Configure VLANs Manually
- i
R ' | L™
D & > |
= DHCP Address Assignment
Controlier APs Clients

Appiications Domain Name Server (DNS)

Conoi Lo L et

FIGURE 6 Initial Setup Wizard - LAN Configuration screen

The LAN Configuration screen is partitioned into LAN Interface, DHCP Address Assignment and
Domain Name Server (DNS) fields.

a. Refer to the LAN Interface field for LAN IP address, subnet and VLAN configuration
parameters.

LAN IP Address / Subnet Enter an IP Address and a subnet for the controller’s LAN interface. If the Use DHCP
checkbox is enabled, this field will not be configurable.

Use DHCP Select the Use DHCP checkbox to enable automatic network configuration using a
DHCP server. If this option is enabled, the LAN IP Address/Subnet, DHCP Address
Assignment and Domain Name fields are populated by the DHCP server.

What VLAN ID should be Set the VLAN ID to associate with the LAN Interface. The default setting is VLAN 1.
used for the LAN

interface
Configure VLANs Select the Configure VLANs Manually checkbox to enable advanced manual VLAN
Manually configuration.

For more information, see Virtual Interface Configuration on page 7-384.
Advanced VLAN Select the Advanced VLAN Configuration button to set associations between VLANs
Configuration and controller physical interfaces.

For the purposes of this example, select Use DHCP and uncheck Configure VLANs
Manually.
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b. Refer to the DHCP Address Assignment field to set DHCP server settings for the LAN
interface.

Use the Controller to Select the Use the Controller to assign IP addresses to devices checkbox to
assign IP addresses to enable the onboard DHCP server to provide IP and DNS information to clients on the
devices LAN interface.
IP Address Range Enter a starting and ending IP Address range for client assignments on the LAN
interface. It's good practice to avoid assigning IP addresses from
x.XX.1 - x.x.x.10 and x.x.x.255 as they are often reserved for standard network
services.

c. Refer to the Domain Name Server (DNS) field to set DNS server settings on the LAN

interface.
Primary DNS Enter an IP Address for the main DNS server for the controller LAN interface.
Secondary DNS Enter an IP Address for the backup DNS server for the LAN interface.

Select Next to save the LAN configuration settings and move to the WAN Configuration screen.

The WAN Configuration screen is partitioned into WAN Interface and Gateway fields.

Diagram ntLo WAN Configuration 4019
The WAN interface connects to the internet or corporate wide area network
WAN Interface
WAN WAN P Address/Subnet 157,235, 8 . 11 24)+ Use DHCP
What VLAN D should be used for the WLAN interface? 2100 b
X
Al What port i connected to the external network? | upt -
4 Iy L
i : e e
s W s Enable NAT on the WAN Interface
o L
Controlier APs Chents
Gateway
Defaul Gateway 157, 238
E ! Commit
Applications
Clicking "Next/Commit’ wil commit changes to the Controber. This may take
several minutes and affect connectivity to the device, requiring the Ul
1o be closed and re-launched. Connection or login issues may occur if
network or access parameters have changed

oo L vicomms o

a. Refer to the WAN Interface field to set the WAN IP address, subnet and VLAN
configuration.

WAN [P Address/Subnet Enter an IP Address and a subnet for the controller's WAN interface. If the Use DHCP
checkbox is enabled, this field will not be configurable.

Use DHCP Select the Use DHCP checkbox to enable an automatic network configuration using
a DHCP Server. If this option is enabled, the WAN IP Address/Subnet and Gateway
fields are populated by the DHCP server.
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What VLAN ID should be Set the VLAN ID to associate with the WLAN Interface. The default setting is VLAN

used for the WLAN 2100.
interface For more information, see Virtual Interface Configuration on page 7-384.

What port is connected Select the physical controller port connected to the WAN interface. The list of
to the external network? available ports varies based on controller model.

Enable NAT on the WAN Click the Enable NAT on WAN Interface checkbox to enable Network Address
Interface Translation (NAT) allowing traffic to pass between the controller WAN and LAN
interfaces.

b. Referto the Gateway field to set the Default Gateway.

Default Gateway Enter an IP Address for the controller’s default gateway on the WAN interface. If the
Use DHCP checkbox is enabled, this field will not be configurable.

Select Next to save the WAN configuration settings and move to the WLAN Setup screen.

Use The WLAN Setup screen to enable managed WLANs.

Diagram | EventLog WLAN Setup 5019

LFLLL gection Messsoe WLANs provide Wi-Fi access with optional user authentication and data

03:17:54 AM System System Update Succeeded encryption. Create a WLAN for each distinct use of your network (testing,
guest access, employees, etc.). WLANs will be available on all radios.

03:17:54 AM | Topology Router Mode Selected

03:17:54 AM | LAN Config LAN Update Succeeded Supported WLANs
03:17:54 AN WAN Config WAN Update Succeeded

03:17:54 AN Setup Wizard = Commiting Configuration

03:17:54 AM | Setup Wizard | Commit Succeeded

Add WLAN

Copy to Clipboard

e ] oo

FIGURE 7 Initial Setup Wizard - WLAN Setup screen

Select the Add WLAN button to display a screen used to define WLAN settings.
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Add WLAN

Settings
SSD

WLAN Type

VLAN id

Markating

_) No authentication, no encryption
(_) Captive Portal authentication, no encryption
+) PSK authentication, WPA2 encryption

) EAP authentication, WPA2 encryption

1 v
| e

Additional Parameters

WPA Key Enter 64 HEX or 8-63 ASCH Characters
afdasdfa8ad7a0817 22987 asdfBal7si0al ASCI v
g ]
m Cancel
FIGURE 8 Initial Setup Wizard

Set the following parameters for new WLAN configurations:

SSID Enter or modify the Services Set Identification (SSID) associated with the WLAN.
The WLAN name is auto-generated using the SSID until changed by the user. The
maximum number of characters is 32. Do not use any of these characters (< > | "&
\?.).

WLAN Type Select a basic authentication and encryption scheme for the WLAN. Available
options include:

No authentication, no encryption

Captive portal authentication, no encryption

PSK authentication, WPA2 encryption

EAP authentication, WPA2 encryption

For more information, see Configuring WLAN Security on page 6-286.

VLAN Id Select a VLAN to associate with WLAN traffic. Each configured VLAN is available for
selection.

WPA Key Enter either an alphanumeric string of 8 to 63 ASCII characters or 64 HEX

characters as the primary string both transmitting and receiving authenticators
must share. The alphanumeric string allows character spaces. The wireless
controller converts the string to a numeric value. This passphrase saves the
administrator from entering the 256-bit key each time keys are generated.

Select OK to exit, then select Next to continue to the RADIUS Authentication screen.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide 19

53-1002620-01



20

Diagram = Event Log RADIUS Authentication 60f9
Time Section Message

Since none of your WLANS reguire RADIUS authentication, there is no need fo
03:17:54 AM | System System Update Succeeded configure RADIUS servers.
03:17:54 AM | Topology Router Mode Selected
03:17:54 AM  LAN Config LAN Update Succeeded
03:17:54 AN WAN Config WAN Update Succeeded
03:17:54 AM | Setup Wizard | Commiting Configuration
03:17:54 AN Setup Wizard = Commit Succeeded

Copy to Clipboard
[o-c |
FIGURE 9 Initial Setup Wizard - RADIUS Authentication screen

Within this example, there’s no action required since no WLANs require RADIUS authentication.
Select Next/Commit to continue to the AP Discovery screen.

Diagram | EventLog AP Discovery 7Tof9
| Time Section Message Access Points (APs) must be adopted by this Controlier to configure WLAN

03:17:54 AM  System System Update Succeeded access. Please connect the APs to the Controlier and start the discovery

process. AP name may be edited if desired (just click to edit name).
03:17:54 AM | Topology Router Mode Selected
03:17:54 AM | LAN Config LAN Update Succeeded Model Hostname MAC Address Serial Number
03:17:54 AM | WAN Config = WAN Update Succeeded ap7131 AA-11-00-00-00-C 11111111111
03:17:54 AM | Setup Wizard Committing Configuration ap&s0 AA-22-00-00-00-C 222222222222
03:17:54 AM | Setup Wizard Commit Succeeded ap7131 AA-33-00-00-00-C 23333333333
03:21:14 AM  WLAN Setup ~ WLAN Setup Succeeded ap6S0 ] AA-44-00-00-D0-0 44444444444
03:21:14 AM | Setup Wizard Committing Configuration
03:21:14 AM | Setup Wizard = Commit Succeeded

Refresh List
@& RFS4000 Radios
WLANs have been applied to the 2 RFS4000 Radios.
Copy to Clipboard
-
FIGURE 10 Initial Setup Wizard - AP Discovery screen

The AP Discovery screen displays a list of Access Points discovered by the controller. If you have
connected any APs to the controller select the Refresh List button to update the list of known APs.
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Optionally, define a Hostname for each known AP.

NOTE

If using a RFS4011model controller, configured WLANs are automatically applied to the internal

radios.

Select the Next button to move to the Wireless Client Association screen.

Diagram = Event Log Wireless Client Association 8of9
Time Section Message an
Verify WLAN configuration by attempting to associate a wireless client to each
03:17:54 AM | System System Update Succeeded supported WLAN. After associating, press the Refresh link to list clients that
have successfully associated
03:17:54 AM | Topology Router Mode Selected
03:17:54 AM | LAN Config LAN Update Succeeded WLAN Userlame MAC Address IP Address
03:17:54 AN WAN Config WAN Update Succeeded wiani useri 00:21:6A:15:17:9# 10.1.1.1
03:17:54 AM | Setup Wizard = Commiting Configuration wian1 useri 00:21:6A:15:17:9E 10.1.1.1
03:17:54 AM | Setup Wizard | Commit Succeeded wian1 userl Af-11-11-00-00-C 10111
03:21:14 AM | WLAN Setup | WLAN Setup Succeeded wian2 useri AA-11-22-00-00-C 10112
03:21:14 AM | Setup Wizard = Committing Configuration wilan3 userl AA-11-33-00-00-C 10113
03:21:14 AN Setup Wizard | Commit Succeeded wiand userd AA-11-44-00-00-C 10114
wians users AA-11-55-00-00-C 10115
wiang usert AA-11-86-00-00-C 101186
wian? user? AA-11-TT-00-00-C 10117
| Refresh |
@ save
Clicking Finish/Save will persistently store the configuration on the Controller.
This means it will remain even if the Controller is restarted.
Copy to Clipboard
ca
FIGURE 11 Initial Setup Wizard - Wireless Client Association screen

The Wireless Client Association screen displays adopted clients and the WLANSs they are associated

with.

To verify the WLAN configuration, associate a wireless client with each configured WLAN. After

associating, click the Refresh button to update the list of associated wireless clients.

Select the Finish/Save button to complete the wizard and display a summary of changes.
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| Diagram = EventLog | Complete f
iCu..kl lations — you have c
network

the initial configuration of your wireless \

The table below [sts the changes that have been made in order to configure the
network. If further customization is needed, simply navigate to the relevant
screen and update the configuration

Screen Settings

= -
E@ LAN Virtual interface: vian1 IP Address
S
EW  WAN Virtual Interface: vian2100 P Address
E WAN Port: up1 Native VLAN

Tag MNative VLAN

-~
& Administrator Settings: admin Password
a0 Management Policy: default HTTP Access

HTTPS Access
Telnet Access

S5H Access
=

& RF Domain: default Location
Contact
Time Zone
Country

L R T

EE  Wireless LAN (WLAN): Marketing SSD
Authentication

FIGURE 12 Initial Setup Wizard
The summary screen displays a table listing all changes made to the controller configuration by the
wizard. It lists both the screens and the associated settings that have been modified.

Once you have reviewed the changes, select the Close button to exit the wizard and return the Web
ul.

Creating a managed WLAN

22

This section describes the activities required to configure a managed WLAN. Instructions are
provided using both the controller CLI and GUI to allow an administrator to configure the WLAN
using the desired interface.

It’'s assumed you have a Brocade Mobility RFS4000 wireless controller with the latest build
available from Brocade. It is also assumed you have one an Brocade Mobility 71XX Access Point
model Access Point and one Brocade Mobility 650 Access Point model Access Point, both with the
latest firmware from Brocade.

Upon completion, you’ll have created a WLAN on a Brocade Mobility RFS4000 model wireless
controller using a DHCP server to allocate IP addresses to associated wireless clients.

Assumptions

Creating a managed WLAN

Verify the following conditions have been satisfied before attempting the WLAN configuration
activities described in this section.

It’'s assumed the wireless controller has the latest firmware version available from Brocade.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
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It's assumed the Brocade Mobility 71XX Access Point and Brocade Mobility 650 Access Point
Access Points also have the latest firmware version available from Brocade.

It’s assumed there are no previous configurations on the wireless controller or Access Point, and
default factory configurations are running on the devices.

It's assumed you have administrative access to the RFS4000 wireless controller and Access Point
GUIl and CLI.

It’s assumed the individual administrating the network is a professional network installer.

Design

Creating a managed WLAN

This section defines the network design being implemented.

External Network

| AP650
EINTY " (DHCP Client)
RFS4000

(DHCP Server) g S
172.16.11.x :

FIGURE13 Network Design

AP7131
EIFTE (DHCP Client)

This is a fairly simple deployment scenario, with Access Points connected directly to the wireless
controller. One wireless controller port is connected to an external network.

On the Brocade Mobility RFS4000 wireless controller, the GE1 interface is connected to an external
network. Interfaces GE3 and GE4 are used by the access points.

On the external network, the controller is assigned an IP address of 192.168.10.188. The wireless
controller acts as a DHCP server for the wireless clients connecting to it, and assigns IP addresses
in the range of 172.16.11.11 to 172.16.11.200. The rest of IPs in the range are reserved for
devices requiring static IP addresses.

To define the WLAN configuration using either controller GUI refer to:

® Using the Controller GUI to Configure the WLAN

Using the Controller GUI to Configure the WLAN

Creating a managed WLAN

The following instructions are for configuring a (non default) WLAN using the controller’s graphical
user interface (GUI).
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Use a serial console cable when connecting to the wireless controller for the first time. Set the
following configuration parameters when using a serial connection.

® Bits per second: 19200

® DataBit: 8
®* Parity: None
* StopBit: 1

® Flow Control: None

When the wireless controller is started for the first time, its interfaces are not configured. Access to
the wireless controller is only available through the serial console. To use the wireless controller’s
GUI, one of the other controller ports must be enabled and configured. The following section,
demonstrates how to configure access to the GUI.

The tasks required to create a controller WLAN using the GUI include:

® Configuring Access to the GUI Using the GE1 Port
® [ogging into the Controller for the First Time

® Creating a RF Domain

® Creating a Wireless Controller Profile

® Creating a WLAN Configuration

® Creating an AP Profile

® Completing and testing the configurations

Configuring Access to the GUI Using the GE1 Port

Using the Controller GUI to Configure the WLAN

Before you can access the wireless controller’s GUI, the controller must have an IP address
defined. The GE interface has to be configured with an IP address (using the CLI) before an
administrator can access the GUI.

Logging into the Wireless Controller for the First Time

When you power on the wireless controller for the first time, you are prompted to replace the
existing administrative password. The credentials for logging into the wireless controller for the first
time include:

® User Name: admin

® Password: admin123
Ensure the new password created is strong enough to provide adequate security for the managed
network.
Configuring the Controller's GE1 Interface
Navigate to the GE1 interface using the following commands:
Brocade Mobility RFS4000-571428>enable
Brocade Mobility RFS4000-571428#
Brocade Mobility RFS4000-571428#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Brocade Mobility RFS4000-571428(config)#

Brocade Mobility RFS4000-571428(config)#self

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28)#

Create a VLAN and assign the IP address 172.16.0.1 to it.

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28)#interface vlan 1

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28-if-vlan1)#ip address
172.16.0.1

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28-if-vlan1)#commit write
Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28)#

Configure the GE 1 port to use the VLAN 1.

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28)#interface ge 1
Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28-if-ge1)#

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28-if-ge1)#switch port access
vlan 1

The above command assigns the IP address 172.16.0.1, with the mask 255.255.255.0 to ME1.
Exit the ME1 context.

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28-if-me1)#exit
Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28)#

Brocade Mobility RFS4000-571428(config-device-03-14-28-57-14-28)#commit write
The system used to access the wireless controller must be configured as follows:

* |PAddress: 172.16.0.10
® Mask: 255.255.255.0

Connect the device’s Ethernet interface to the ME interface of the wireless controller.
Launch a browser and enter the following:
®* https://172.16.0.1/

The controller’s login screen displays.
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BROCADE

Mobility RFS7000

Username:l

Password: |

FIGURE 14 Login Screen

Logging into the Controller for the First Time

Using the Controller GUI to Configure the WLAN

The following screen displays upon successfully changing the login password:

System
RF Domain Hetwork

Device Health Utilization Index

e Best§

RF Quality Index Wireless Security

Worst 5

mary [EREICIE
FIGURE 15 GUI Main screen

Creating a RF Domain

Using the Controller GUI to Configure the WLAN

RF Domain

RF Domain

Concern

Client Count

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide

53-1002620-01



A RF Domain is a collection of configuration settings specific to devices located at the same
physical deployment, such as a building or a floor. Create a RF Domain and assign the country code
where the devices are deployed. This is a mandatory step, and devices will not function as intended
if this step is omitted.

To create a RF Domain:

Select Configuration > RF Domain.

RF Domain (7]

RF Domain (@) | Location Contact Time Zone Country

default test United States-us

Type to Search in Tables Row Count: 1

m Delete
FIGURE16 RF Domain screen

Select the Add button at the bottom of the screen to create a new RF Domain configuration.
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RF Domain (7]
Basic Configuration
Location
Contact
Time Zone
1
Country
VLAN for Control Traffic |
SMART RF
SMART RF Policy <none>
1
Wireless IPS
WIPS Policy <none>
!
Statistics
Update Interval o
Window Index Sample Interval
== Add Row
FIGURE 17 RF Domain screen - New RF Domain

Provide the following information to define the RF Domain configuration:

RF Domain

Time Zone

Country

Assign the RF Domain a name representative of its intended function. The name
cannot exceed 32 characters. The name cannot be changed as part of the edit
process. For this scenario, use:

RFDOMAIN_UseCasel

Assign the RF Domain a time zone representative of its deployment location. For this
scenario, use:
(GMT - 08:00) America/Los_Angeles

Define the two-digit country code for the RF Domain. The country code must be set
accurately to avoid the policy’s illegal operation, as device radios transmit in specific
channels unique to the country of operation. For this scenario, use:

United States - us

Select OK to save the updates. Select Exit button to close the screen, then click the Commit icon at
the top right of the screen to apply the updates to the controller’s running configuration.
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RF Domain (7]

RF Domain (@) | Location Contact Time Zone Country
default test United States-us

RFDOMAIN_UseCasel

Type to Search in Tables Row Count: 2

FIGURE 18 New RF Domain Configuration

Configure the Wireless Controller to use the RF Domain

To configure the wireless controller’s physical deployment location, use the RF Domain
configuration you just created.

Select Configuration > Devices > Device Configuration.
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Device Configuration

System Name Device Type
AP1-ControlierB BB6:11:00:00:00:00 \...; APES0
APZ-Controllerd A4 72°00:00:00:00 \...:,'l APTIN

ControlierD-RFS4000  DD:00:00:00:00:00 ﬁ; RF54000

a5

Row Count |25 h
Initial Setup Wizard

Show Filtering Options

RF Domain Name
default
default
default

FIGURE 19 Device Configuration screen

Profile Name Building Floor
default-apB50

default-ap7131

default-rfs4000

Select the Brocade Mobility RFS4000 wireless controller. Select the Edit button.

.
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Device Controlier-RFS4000 (CC-00-00-00-00-00) Type rfs4000

Basic Configuration
Licenses
Certificates
v RF Domain Overrides
RF Domain
Sensor Configuration
WLAN Override
v Profile Overrides
General
Cluster
» Interface
» Network
» Security
Semices
» Management

» Advanced

Configuration

System Name

Controlier-RFS4000

Building
Floor
RF Domain
RF Domain Name RFDOMAIN_UseCaset | v | [F9 {B)
| | L
Profile
file N £ UseCas 9 &
Profile Name RFS4000_UseCasel | w ]
Set Clock
Device Time  Unavailable Refresh
New Time

Update Clock
|Epeae ek

! Setting the clock may logout the current session

FIGURE20 Brocade Mobility RFS4000 Device screen

Set a name for the RF Domain to which this Brocade Mobility RFS4000 controller belongs. For this
use case scenario, use:

RFDOMAIN_UseCasel

Leave the rest of the fields undefined.

Select OK button to save the changes. Select Exit button to close the screen, then click the Commit
icon at the top right of the screen to apply the updates to the controller’s running configuration.

Repeat the steps 1 through 4 to configure the Brocade Mobility 650 Access Point.

NOTE

The wireless controller and Access Points must use the same country code for the Access Points to
be successfully adopted by the controller.

The following image displays after the Brocade Mobility RFS4000, Brocade Mobility 650
Access Point and Brocade Mobility 71XX Access Point have been configured to use the
RFDOMAIN_UseCasel RF Domain.
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Device Configuration (7]

Show Filtering Options

System Name Device Type RF Domain Name Profile Hame Building Floor
AP1-Controlieras AA:11:00:00:00:00 {J APSS0 RFDOMAIN_UseCasel APES0_UseCase

APZ-Controllera, AA22:00:00:00:00 ..:) APTIN RFOOMAMN_UseCasel AP7131_UseCasel

Controller-RFS4000 = CC:00:00:00:00:00 w RFS4000 RFDOMAIN_UseCasel | RFS54000_UseCasel

Row Count |25 v
o)
| Initial Setup Wizard | m

FIGURE21 Device Configuration screen after configuring Brocade Mobility RFS4000 and
Brocade Mobility 650 Access Point

Creating a Wireless Controller Profile

Using the Controller GUI to Configure the WLAN

The first step in creating a WLAN is to create a profile defining the configuration parameters that
must be applied to the wireless controller.

To create a profile:

Select Configuration > Profiles.
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Profile
Profile Type Adoption Firewall Wireless Advanced
® Policy Policy Client Role WIPS Policy
Policy
defaul-apEs0 &) APsso
defaul-apT131 < APTIR
default-rfs4000 w RFS4000

Type to Search in Tables

FIGURE22 Profiles screen

Select the Add button at the bottom right of the screen.
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Policy Policy Policy
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Profile Type = [2)

Settings

Bridging Policy v = &

Network Time Protocol (NTP)

Autokey Key Prefer Server IP Version @

== Add Row

[ reset | et
FIGURE23 New Brocade Mobility RFS4000 Profile

Define the name of the profile and the device type it supports.

Profile Define the name of the Brocade Mobility RFS4000 profile being created. For this
scenario, use:
Brocade Mobility RFS4000_UseCasel

Type Specify the device type. For this scenario, use:
Brocade Mobility RFS4000

Select OK to save the changes. Select the Exit button to close this screen, then click the Commit
icon at the top right of the screen to apply the updates to the controller’s running configuration.

This creates a profile with the name Brocade Mobility RFS4000_UseCasel. Any configuration
made under this profile is available for use when it's applied to a device.

Configure a VLAN

Create the VLAN used with this WLAN.

Using the Brocade Mobility RFS4000_UseCasel profile, expand the Configuration > Profiles >
Interface menu item to display its submenu options.
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Profile RFS4000 UseCasei Type rfs4000

Network Time Protocol (NTP)

General Settings
Cluster Bridging Policy

» Interface

» Network

» Security futokey,
Semices

» Management

» Advanced

Key

Prefer Server IP

FIGURE24 Brocade Mobility RFS4000 Profile screen

Select Virtual Interfaces.

Version @‘

== Add Row
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Profile RFS4000 UseCasei Type rfs4000 Q|

General | Hame & Type Description | Admin Status | VLAN IP Address Management
Cluster | : LAl
v Interface
Ethernet Ports

Virtual Interfaces ‘

Port Channels |

Radios |

» Metwork |
» Security
Semices

» Management |

» Advanced

| Type to Search in Tables Row Count: O

FIGURE25 Virtual Interfaces screen

Click the Add button located at the bottom left of the screen.

Virtual Interfaces

x

VLANID » @ [ﬂ (1-4,004) (7]

Properties DHCP Relay
Description Respond to DHCP Relay Packets L
Admin Status () Disabled (=) Enabled DHCP Relays IP Address
0 L JERE 0
IP Addresses
o 0 ;- 0
Primary IP Address R | ij 0.0.0.0
] use DHCP to Obtain IP . SECl NE | R
Use DHCP to obtain Gateway/DNS Servers {Alowed on 1 virtual interface) Kk Address Tr lation (NAT)

Secondary Addresses - s
U NAT Direction () nside () Outside (=) None

ZHR 3 B0

FIGURE26 Virtual Interface screen
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3

Set a VLAN ID (within the top of the screen) and a Primary IP Address. For this use case scenario,

use a VLAN ID of 2 and a Primary IP Address of 172.16.11.1/24. This assigns an IP address of

172.16.11.1 with a mask of 255.255.255.0 to VLAN2.

Select OK to save the changes. Select Exit to close the screen, then click the Commit icon at the top
right of the screen to apply the updates to the controller’s running configuration.

The next step is to assign this newly created VLAN to a physical interface. In this case, VLAN 2
is mapped to GE3 and GE4 to support the Brocade Mobility 650 Access Point and an Brocade
Mobility 71XX Access Point Access Points. The Brocade Mobility 650 Access Point is connected
to the gigabit interface GE3, and the Brocade Mobility 71XX Access Point to the interface GE4.

Configure the Physical Interfaces

To configure the GE3 port on behalf of the Brocade Mobility 650 Access Point:

Using the RFS7000_UseCasel profile, expand the Configuration > Profiles > Interface menu item
to display its submenu options.

Select Ethernet Ports.

Profile default-rfs4000 Type
General Hame
Cluster

1
v Interface =
ge2
Ethemnet Poris

ge3
Virtual Interfaces

Port Channels 085
Radios upl
» Network
» Security
Semices
» Management

» Advanced

Ms4000

Type

Ethemnet
Ethernet
Ethernet
Ethernet
Ethemnet

Ethernet

Description | Admin
Status

LELA NS

Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Type to Search in Tables

FIGURE 27

Ethernet Port Configuration screen

Mode

Access
Access
Access
Access
Access

Access

Native VLAN| Tag Native
VLAN

1
1
1
1
1
1

x

XX X X X

Row Count

&

(2]

Allowed
VLANs

By default, all ports are enabled and VLAN 1 is assigned as the Native VLAN. To change the Native

VLAN value to VLAN 2, select the GE 3 controller interface and select the Edit button.
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Ethernet Ports x
Name ge3 (7]
Basic Configura... | Securiy Spanning Tree
Properties Switching Mode
Description Mode o) ACCess Trunk
&) -
Native VLAN # B L:' (110 4,094)
Admin Status Q g
(_) Disabled (=) Enabled Tag Native VLAN
Speed Automatic | ¥ Allowed VLANS 247-12,..)
Duplex Automatic i
Port Channel Membership
Allow Cisco Discover Protocol 4 _—
Port Channel = (1105)
L =1L
Power over Ethernet (PoE)
Enable POE
Power Limit = (0to 40 watts)
Power Priority v

FIGURE28 Interface GE 3 Configuration

Use the spinner control to set a Native VLAN value of 2 for this use case scenario.
Do not change any other values.

Click the OK button to save the changes. Select Exit to close the screen, then click the Commit icon
at the top right of the screen to apply the updates to the controller’s running configuration.

Repeat the steps 3 through 5 to map VLAN 2 to the GE 4 interface.
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Profile default-ris4000

General
Cluster
v Interface
Ethemet Ports
Virtual Interfaces
Port Channels
Radios
» Network
» Security
Semices
» Management

» Advanced

Type 154000

Name Type

gel Ethernet
ge2 Ethernet
ge3 Ethernet
ges Ethernet
ge5 Ethernet
upl Ethernet

Description

Admin
Status

LELA NS

Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Type to Search in Tables

FIGURE29 Physical Interfaces GE3 and GE4

Configuring the Wireless Controller to use the Appropriate Profile

Mode

Access
Access
Access
Access
Access

Access

Native VLAN| Tag Native
VLAN

7]
Allowed
VLANs
X
X
X
X
X
X
Row Count: &

Before the wireless controller can be configured further, the profile must be applied to the wireless

controller. To do so:

Navigate to the Brocade Mobility RFS4000 by selecting Configuration > Devices > Device

Configuration.
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Device Configuration (7]

Show Filtering Options

System Name Device Type RF Domain Name Profile Hame Building Floor
AP1-Controlierd AA:11:00:00:00:00 \.,:,'l APSS0 RFDOMAIN_UseCasel APES0_UseCase

AP2-Controllerd AA22:00:00:00:00 \..,I,u' APTIN RFOOMAMN_UseCasel AP7131_UseCasel

Controller-RFS4000 = CC:00:00:00:00:00 iw“ RFS4000 RFDOMAIN_UseCasel | RFS54000_UseCasel

Row Count |25 h
i Setup Wizard OO e

FIGURE30 Device Configuration screen

Select the Brocade Mobility RFS4000 from the list and select the Edit button.
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Device ControllerD-RFS4000 (DD-00-00-00-00-00) Type rfs4000 (7]
Basic Configuration Configuration .
Hicehees System Name ControlierD-RFS4000
Certificates

Building

v RF Domain Overrides
Floor

RF Domain
Sensor Configuration RF Domain
WLAN Override RF Domain Name RFS4000_UseC | » | 2 &)
=aea st i) =
v Profile Overrides
Profile
General
Profile Name trfsd 2 &
Cluster default-fs4000 v e
» Interface Set Clock
» Network Device Time  Unavailable Refresh
» Security New Time
Semices
Update Clock
» Management |
» Advanced ! Setting the clock may logout the current session

[ exit |
FIGURE31 Brocade Mobility RFS4000 Configuration
Provide a profile name for the Brocade Mobility RFS4000 device profile. For this use case scenario,
use:
Brocade Mobility RFS4000_UseCasel

Select OK to save the changes. Select Exit to close this screen, then click the Exit button to close
this screen. Select the Commit icon to save it to the controller’s running configuration.

Creating a WLAN Configuration

Using the Controller GUI to Configure the WLAN
Complete the following steps to create a WLAN:

Select Configuration > Wireless > Wireless LANs to navigate to the WLAN screen.
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Wireless LANs (7]

WLAN ~ | SSID Description WLAN Status = VLAN Pool Authentication Encryption QoS5 Policy Association
== Type Type ACL
Type to Search in Tables Row Count: 0

o e
FIGURE32 Wireless LANs screen

Select the Add button to create a new WLAN.
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WLAN & || (2)

WLAN Configuration

55D

Description

WLAN Status ) Disabled (=) Enabled

QoS Policy default v | 2 &

Other Settings
Broadcast SSID

Answer Broadcast Probes

HE

VLAN Assignment

«) Single VLAN () VLAN Pool

WVLAN

RADIUS VLAN Assignment

Allow RADIUS Override

[ reset || it
FIGURE33 WLAN Configuration screen
Provide the following information to define the controller WLAN configuration.
WLAN Define the name of the WLAN. For this scenario, use 1.
SSID Provide the Service Set Identifier (SSID) for the WLAN. This is the ID used when

Access Points and wireless clients need to associate with the WLAN. For this
scenario, use:
WLAN_USECASE_01

VLAN Define the VLAN to associate with WLAN_USECASE_Q1. For this scenario, use:
VLAN 2

Single VLAN Ensure this option is selected to restrict WLAN_USECASE_01's VLAN usage to VLAN
2.

Select OK to save the changes. Select Exit to close this screen, then select the Commit icon to save

it to the controller running configuration.
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Wireless LANs (7]
WLAN -. | SSID Description | WLAN Status  VLAN Pool Authentication  Encryption = QoS Policy = Association
Type Type ACL
WLAN_USECASE_01 «”" Enabled None None default
Type to Search in Tables Row Count: 1
;o =

FIGURE34 After configuring the WLAN

Creating an AP Profile

Using the Controller GUI to Configure the WLAN

An AP profile provides a means of applying common settings to Access Points of a similar type. The
profile significantly reduces the time in configuring the access points in a large deployment.

® Creating a Brocade Mobility 650 Access Point Profile
® Creating a Brocade Mobility 71XX Access Point Profile

Creating a Brocade Mobility 650 Access Point Profile
Creating an AP Profile

An Brocade Mobility 650 Access Point’s firmware is updated directly by its associated wireless
controller. This process is automatic and no intervention is required. To create a profile for use with
an Brocade Mobility 650 Access Point:

Navigate to the Profile screen by selecting Configuration > Profiles.
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Profile (7]
Profile Type Adoption Firewall Wireless Advanced DHCP Server | Management | RADIUS
@) Policy Policy Client Role WIPS Policy Policy Policy Server Policy
Policy

default-aps50 | & APESO
default-ap7131 \.:) APTIN management1
default-rfs4000 iww RFS4000

RF54000_UseC: i" RF54000

Type to Search in Tables Row Count: 4

o T o |
FIGURE35 Profiles screen

Select the Add button located at the bottom right of the screen.
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Profile Type v

Settings

Bridging Policy v L

w
L i

Network Time Protocol (NTP)

Autokey Key Prefer Server IP Version

== Add Row

FIGURE36 New Brocade Mobility 650 Access Point Profile

Provide a Profile Name for the new Brocade Mobility 650 Access Point profile. For this scenario,

use: Brocade Mobility 650 Access Point_UseCasel.

Define the device Type for this profile. For this use case scenario, use: Brocade Mobility 650 Access

Point.

Select OK to save the changes.
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Profile APG50_UseCasel Type ap650

General Settings

Adoption Bridging Policy v | 2 &
L

v Interface

Ethemet Porls Network Time Protocol (NTP)

Virtual Interfaces Autokey Key Prefer server IP
Radios
» Network
» Security
Semices
» Management

» Advanced

FIGURE37 Brocade Mobility 650 Access Point Profile

Select the Interface menu item to expand it and display its submenu items.

Select Virtual Interfaces.
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Profile APG50_UseCasel Type ap650

General
Adoption
v Interface
Ethermnet Poris
Virtual Interfaces
Radios
» Network
» Security
Semices
» Management

» Advanced

Name ~ | Type Description Admin Status | VLAN
O]

Type to Search in Tables

IP Address Management
VLAN
Row Count: O

FIGURE38 Configuring Virtual Interfaces for an Brocade Mobility 650 Access Point profile.

Select the Add button at the bottom of the screen. A screen displays for adding a new virtual
interface configuration for the profile.

Virtual Interfaces x
VLANID ¢ 2 |j (1-4,094) e
Properties DHCP Relay
Description Respond to DHCP Relay Packets L
Admin Status ) Disabled (o) Enabled DHCP Relays IP Address
o 2/
0 0.0 0
IP Addresses
0 0.0 0
Primary IP Address 0 0.0 0
rd
[] Use DHCP to Obtain IP B.0.0.0
Use DHCP to obtain Gateway/DNS Servers || (Allowed on 1 virtual interface) Kk Address Tr (NAT)

Secondary Addresses

oy b4 NAT Direction

() nside (_) Outside

> OK

(=) None
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FIGURE39 Virtual Interface screen

Define a VLAN ID for the Brocade Mobility 650 Access Point profile. For this scenario, set it as VLAN
2.

For the Primary IP Address assignment, select the Use DHCP to Obtain IP option.

Select the OK button to save the changes. Click the Exit button to close the screen, then click the
Commit icon at the top right of the screen to apply the updates to the controller’s running
configuration.

Configure the Physical Interface

The next step is to map this newly created VLAN to a physical interface. In this case, VLAN 2 is
mapped to the GE1 port of the Brocade Mobility 650 Access Point.

To configure the GE1 port:

Select and display the Brocade Mobility 650 Access Point_UseCasel profile by navigating to
Configuration > Profiles and selecting the profile from amongst those displayed.

Profile AP650 UseCasei1 Type ap650 (7]
General Settings
Adaplion Bridging Policy - ° &
v Interface
Ethemat Ports Network Time Protocol (NTP)
Virtual Interfaces Autokey Key Prefer Server IP Version il
Radios
» Network
» Security
=4 Add Row
Semices
» Management
» Advanced
&a

FIGURE40 Brocade Mobility 650 Access Point Profile screen

From within the Profiles screen, select and expand the Interface menu to display its submenu
items.

Select Ethernet Ports.
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Ethernet Ports x
Name gel Q
Basic Configuration | Securiy Spanning Tree
Properties Switching Mode
Description Mode «) Access ) Trunk
=) =
Native VLAN 2 Iij (110 4,094)
Admin Status
’ y) Distbied: (2) Enabled Tag Native VLAN
Speed Automatic | w Allowed VLANS (2,4,7-12,..)
Duplex Automatic | ¥ -
L] Port Channel Membership
Allow Cisco Discover Protocol 4 _—
Port Channel — (1to5)
L -
Power over Ethernet (PoE)
Enable POE
Power Limit (0 to 40 watts)
Power Priority

FIGURE41 Interface GE1 Configuration screen

Use the spinner control to define the Native VLAN. For this scenario, select 2. No other value on the
screen requires configuration.

Select OK to save the changes. Select Exit to close the screen, then click the Commit icon at the top
right of the screen to apply the updates to the controller’s running configuration.
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Profile AP650_UseCasel Type ap650 (7]
General Hame . | Type Description Admin Mode Hative VLAN Tag Native = Allowed
Adoption - Status VLAN VLANs

gel Ethernet «" Enabled Access 2 X

v Interface

Ethernet Poris
Virtual Interfaces
Radios
» Network
» Security
Semices
» Management

» Advanced

Type to Search in Tables Row Count: 1

[ exi |
FIGURE42 Brocade Mobility 650 Access Point Profiles screen after configuring the GE1 Physical

Interface
Configure the Brocade Mobility 650 Access Point Radios

Each configured WLAN must be assigned an Access Point radio before wireless clients can connect
to it. To configure the Brocade Mobility 650 Access Point’s radios:

Select and display the Brocade Mobility 650 Access Point_UseCasel profile by navigating to
Configuration > Profiles and selecting the profile from amongst those displayed.

From within the Profiles screen, select and expand the Interface menu to display its submenu
items.

Select Radios.
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Profile APG50_UseCasel Type ap650

General Name .| Type
Adoption 2
radio1 Radio
v Interface
radio2 Radio
Ethernet Poris

Virtual Interfaces
Radios
» Network
» Security
Semices
» Management

» Advanced

Description

Admin 5tatus

+” Enabled
«” Enabled

Type to Search in Tables

FIGURE43 Radios Screen

Select Radiol, then select the Edit button.

RF Mode

Channel

smart

Transmit
Power

20
20

Row Count: 2

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide

53-1002620-01



Radios

x

Name radiol

Properties
Description

Admin Status
Radio Qo5 Policy
Association ACL

Radio Settings
RF Mode

Lock Radio Band

Channel

Transmit Power

Antenna Gain

Antenna Mode

Data Rates

Radio Placement

(_) Disabled () Enabled

il

Radio Setti...

| WLAN Mapping

Advanced Settings

|v |2 @

i

v| 0@

Dynamic Chain Selection

smart v

) smart

\ym[i

0.00 (0.00 - 15.00 dBi)

Default v

LJ

Indoor v

Select

'WLAN Properties

Beacon Interval
DTM interval BSSID
RTS Threshold

Short Preamble

Guard Interval
Probe Response Rate

Probe Response Retry

Channel Scanning

Enable Off Channel Scan

100 | w | (miiseconds)

Select =

2347 [ﬂ (1 1o 2,347 bytes)

L

Any L4

follow-probe-request A4

T4

L

FIGURE44 Radio 1 Configuration screen

Select the WLAN Mapping tab.

Radios

%

Name radiol

[% Radio

| Radio Setting:

WLAN/BSS Mappings

L Advanced Mapping

WLAN

>>

[

Create New WLAN

Reset
o3

FIGURE45 Radio 1 Configuration - WLAN Mapping screen.
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From the list on the right of the screen, select the WLAN to assign to this radio. Select the << button
to assign the selected WLAN to Radio 1.

Radios X
Name radiol (7]
Radio Settings | WLAN Mapping | Advanced Seftings

WLAN/BSS Mappings
'E'_“K Radio
B2 V] 1 (adverised)
>>
! )
L Advanced Mapping Create Hew WLAN

FIGURE46 WLAN assigned to Radiol
Click the OK button to save the changes. Select Exit to exit the screen, then click the Commit button
to write this change to the configuration.

Configure the Brocade Mobility 650 Access Point’s Radio 2 by repeating steps 3 through 7.

Configure the Brocade Mobility 650 Access Point to use the Profile

Before the Brocade Mobility 650 Access Point can be used as a managed device, the profile must
be applied to the AP.

To apply the profile to the Access Point:

Navigate to the Brocade Mobility 650 Access Point by selecting Configuration > Devices > Device
Configuration.
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Device Configuration

Show Filtering Options

System Name Device Type RF Domain Name
AP1-ControllerB BB:11:00:00:00:00 \..:,'l APE50 default
AP2-Controllerd AA22:00:00:00:00 \..,I,'n APTIN default
ControlierD-RFS4000  DD:00:00:00:00:00 ﬁ; RF54000 default

a5

Row Count | 2% v
FIGURE47 Device Configuration screen

Profile Name Building Floor
default-apB50

default-ap7131

default-rfs4000

Select Brocade Mobility 650 Access Point from amongst the devices displayed and select the Edit

button.
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Device AP1-ControllerB (BB-11-00-00-00-00) Type ap650 (7]

Basic Configuration Configuration

Cerificates

System Name AP1-ControlierB
v RF Domain Overrides
Building
RF Domain
: Floor
Sensor Configuration
WLAN Override RF Domain
v Profile Overrides RF Domain Name  # | RES4000_UseCaset | w | |©
e fiil]
General
_ Profile
Adoption
Profile Name A sl 2 &
> Intertace e N rd \PES0_UseCase v T
» Network Set Clock
» Security Device Time  Unavailable Refresh
Semices

New Time
» Management
Update Clock
» Advanced =Rt ety

! Setting the clock may logout the current session

EXIlA 3 8
FIGURE48 Brocade Mobility 650 Access Point Configuration
Define a Profile Name to use with this Brocade Mobility 650 Access Point. This applies the

properties defined in the profile to the selected Brocade Mobility 650 Access Point. For this use
case scenario, use Brocade Mobility 650 Access Point_UseCasel.

Select OK to save the changes. Select Exit to close the screen, then click the Commit icon at the top
right of the screen to apply the updates to the controller’s running configuration.

Creating a Brocade Mobility 71XX Access Point Profile

Creating an AP Profile

An Brocade Mobility 71XX Access Point is a standalone access point that provides small and
medium businesses a cost effective device that consolidates a wired and wireless network
infrastructure in a single device. It integrates a router, gateway, firewall and other services to
simplify and reduce the overall cost of ownership by eliminating the need to maintain multiple
devices.

To create an Brocade Mobility 71XX Access Point profile:

Navigate to the Profiles screen by selecting Configuration > Profiles > Manage Profiles.
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Profile

Profile Type Adoption Firewall Wireless Advanced
® Policy Paolicy Client Role WIPS Policy

Policy

APES0_UseCasel | & APSSO

defaut-apES0 & APESO

default-ap7131 \....:;l APTIN

default-rfs4000 ‘V’ RFS4000

RFS4000_UseCase! | 4@ RFS4000

Type to Search in Tables

FIGURE49 Profiles screen

DHCP Server
Policy

9|

Management | RADIUS
Policy Server Policy

management1

Row Count:

To create a new profile, select the Add button at the bottom right of the screen.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide

53-1002620-01

5

57



58

Profile Type

Settings

Bridging Policy

Network Time Protocol (NTP)

Autokey Key

Prefer Server IP Version

== Add Row

FIGURE50 New Brocade Mobility 71XX Access Point Profile Creation

Define a name for the new br-7131 profile. For the purposes of this use case scenario, use Brocade

Mobility 71XX Access Point_UseCasel.

Ensure the device type is set as br-7131 from the Type drop-down menu.

Select OK to save the changes.
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Profile AP7131_UseCasel Type ap7131

General

Settings
Power Bridging Policy | v 4] ,L?{
Adoption
Network Time Protocol (NTP)
v Interface
Ethernet Ports Autokey Key Prefer Server IP

Virtual Interfaces
Port Channels
Radios
» Network
» Security
Semices
» Management

» Advanced

FIGURE51 Brocade Mobility 71XX Access Point Profile

Select the Interface menu item to expand it and display its sub menu options.

Select Virtual Interfaces.
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| Profile AP7131_UseCase1 Type ap7131

General Name = | Type Description
Power o
Adoption
v Interface
Ethemnet Poris

Virtual Interfaces
Port Channels
Radios
» Network
» Security
Semices
» Management

» Advanced

Admin Status | VLAN

Type to Search in Tables

Select the Add button at the bottom left of the screen.

Virtual Interfaces

IP Address Management
VLAN
Row Count: O

FIGURE52 Configuring a Virtual Interface for the Brocade Mobility 74XX Access Point Profile.

x

VLAN ID vian2

Properties

Description

Admin Status

IP Addresses

Basic Configuration | Security

Primary [P Address

Use DHCP to

Secondary Addresses

DHCP Relay
Respend to DHCP Relay Packets L
() Disabled (s) Enabled DHER Relys IP Address
0 L Pl 0
0 0 0 0
0 L P 0
/| Use DHCP to Obtain IP
1= 0.0.0.0
obtain Gateway/DNS Servers || (Allowed on 1 virtual interface)
I ‘ v - Network Address Translation (NAT)
NAT Direction

e,

() Inside (_) Outside

(=) None

FIGURES3 Virtual Interface screen
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Define the VLAN ID for the br-7131 profile as VLAN 2.

Select the Use DHCP to Obtain IP option for setting the Primary IP Address.

Select OK to save the changes. Select Exit to close the screen, then click the Commit icon at the top
right of the screen to apply the updates to the controller’s running configuration.

Configure the Physical Interface

To configure the GE1 port:

Select and display the br-7131_UseCasel profile by navigating to Configuration > Profiles and
selecting the profile from amongst those displayed.

Profile AP7131_UseCasel Type ap7131 (7]
General Settings
Fower Bridging Policy - ° &
Adoption i i
Network Time Protocol (NTP)
v Interface

Ethernet Poris Autokey Key Prefer Server IP Version @

Virtual Interfaces
Port Channels
Rl == Add Row
» Network
» Security
Semices
» Management

» Advanced

FIGURE54 Brocade Mobility 71XX Access Point Profile Screen

Select the Interface menu option and expand it to display its submenu options.

Select Ethernet Ports.
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Ethernet Ports

Name gel

Properties

Description

Admin Status
Speed
Duplex

Allow Cisco Discover Protocol

Basic Configuration | Securiy Spanning Tree

Switching Mode

Port Channel
i

port1 desaiption Mode () Access () Trunk
Native VLAN 2 Iij (110 4,094
\») Disabled (_) Enabled Tag Native VLAN
100 v Allowed VLANs
Automatic "
Port Channel Membership
4] —

(1to 5)

]

(24,712,

x

FIGURE55 Interface GE1 Configuration screen

Use the spinner control to define the Native VLAN as 2. No other values require configuration within

the screen.

Select OK to save the changes. Select Exit to close the screen, then click the Commit icon at the top
right of the screen to apply the updates to the controller’s running configuration.

Repeat the steps in this section to configure the GE2 interface as well.
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Profile AP7131_UseCasel Type ap7131 (7]
General Hame . | Type Description Admin Mode Hative VLAN Tag Native = Allowed
Power - Status VLAN VLANs

- el Ethemnet ort1 descript Enabled Access 2 X
Adoption ¢ " ot L
ge2 Ethernet port2 «" Enabled Access 2 X
v Interface
Ethernet Ports

Virtual Interfaces
Port Channels
Radios
» Network
» Security
Semices
» Management

» Advanced

Type to Search in Tables Row Count: 2

FIGURE56 After configuring the Physical Interfaces on the Brocade Mobility 71XX Access Point
Profile

Configure the Brocade Mobility 71XX Access Point’s Radios

There are up to three radios within a br-7131 series Access Point (depending on the model
purchased). However, the third br-7131 radio acts as a sensor and not available for WLAN support.
Therefore, a mximunm of two radios are available on a br-7131 for WLAN support.

Each WLAN must be assigned an Access Point before wireless clients can connect to it. To
configure an Brocade Mobility 71XX Access Point radios:

Select and display the br-7131_UseCasel profile by navigating to Configuration > Profiles and
selecting the profile from amongst those displayed.
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Profile AP7131_UseCasel Type ap7131

General Settings
Power Bridging Policy | v 4] i?.’
Adoption
Network Time Protocol (NTP)
v Interface
Ethemnet Porls Autokey Key Prefer Server IP

Virtual Interfaces
Port Channels
Radios
» Network
» Security
Semices
» Management

» Advanced

FIGURES57 br-7131 Profile screen

Version ﬁ‘

== Add Row

Select the Interface menu item and expand it to display its submenu options.

Select Radios.
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Profile AP7131_UseCasel Type

General Name
Power

- radio1

Adoption
radio2

v Interface
radio3

Ethernet Poris

Virtual Interfaces
Port Channels
Radios
» Network
» Security
Semices
» Management

» Advanced

ap7131
~ | Type
@
Radio
Radio
Radio

Description

Admin 5tatus

+” Enabled
«” Enabled
«”" Enabled

Type to Search in Tables

FIGURES58 Radios screen

Select Radiol and select the Edit button.
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2.4 GHz WLAN
5 GHz WLAN

Sensor

Channel

smart

smart

Transmit
Power

20
20
20

Row Count: 3
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Radios

x

Name radiol

Properties

Description

Admin Status

Association ACL l

| Radio Settings | WLAN M

Ad d Seftings |

() Disabled (s) Enabled

Radio QoS Policy 4 | default v | 9 &

SEX

Radio Settings
RF Mode

Lock Radio Band

Channel

Transmit Power

Antenna Gain
Antenna Mode

Dynamic Chain Selection

Data Rates

Radio Placement

| 2.4GHz-wlan v

=t
ARA
) smart

(=) |20 [ﬂ

0.00 {0.00 - 15.00 dBi)

| 1x3 ¥
L
Custom::2,9,basic3,18 Select ~

Indoor v

WLAN Properties

Beacon Interval

DTIM interval BSSID
RTS Threshold

Short Preamble

Guard Interval

Prebe Response Rate
Probe Response Retry

Channel Scanning

Enable Off Channel Scan

lsn—'l (miliseconds)
1.7 Select -

2347 [ﬂ (1 to 2,347 bytes)
L

Any v

follow-probe-request L4

T4

™

FIGURE59 Radio 1 Configuration screen

Select the WLAN Mapping tab.

x

Name radiol

Radio Seftings | WLAN Mapping | Advanced Seftings

WLAN/BSS Mappings

(3 Radio

L Advanced Mapping

Create New WLAN

FIGURE60 Radio 1 Configuration - WLAN Mapping screen
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From the list on the right of the screen, select a WLAN to assign to this radio. Select the << button
to assign the selected WLAN to Radio 1.

Radios x
Name radiol (2]
Radio Seftings | WLAN Mapping | Advanced Settings

WLAN/BSS Mappings
v [Z# Radio
ER V] 1 (advestised)
>>
L Advanced Mapping Create Hew WLAN

FIGURE61 WLAN assigned to Radiol
Select OK to save the changes. Select Exit to exit the screen, then click the Commit icon at the top
right of the screen to apply the updates to the controller’s running configuration.

Configure the br-7131’s Radio 2 by repeating steps 3 through 7.

Configure the Brocade Mobility 71XX Access Point to use the above profile

Before the Brocade Mobility 71XX Access Point can be utilized as a managed device with a WLAN,
the profile must be applied to the access point.

To apply the profile to the Access Point:

Navigate to the Brocade Mobility 71XX Access Point profile by selecting Configuration > Devices >
Device Configuration.
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Device Configuration

Show Filtering Options

System Name Device Type RF Domain Name

AP1-Controlieras A4:11:00:00:00:00 \..,:l APES0 RFDOMAIN_UseCasel
AP2-Controllerd AA22:00:00:00:00 \..,I,u' APTIN RFODOMAMN_UseCasel
Controller-RFS4000 = CC:00:00:00:00:00 iwd RFS4000 RFDOMAIN_UseCasel

a5

Row Count |25 v
FIGURE62 Device Configuration screen

Profile Hame Building Floor

APS50_UseCase
APT131_UseCasel
RFS4000_UseCasel

.

Select the Brocade Mobility 71XX Access Point from amongst the list of devices displayed and

select Edit button.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide

53-1002620-01



Device AP2-ControlierA (AA-22-00-00-00-00) Type ap7131 o
Basic Configuration Configuration
Licenses System Name AP2-Controliera
Certificates
Building

v RF Domain Overrides
Floor

RF Domain
Sensor Configuration RF Domain
WLAN Dvermde RF Domain Name RFS4000_UseCaset | v | Z9 (&)
e fii] o
v Profile Overrides
Profile
General
Profile Name AP7131_UseCas v | (2 &
Power | APT _UseCase1 L
Adoption Set Clock
» Interface Device Time  Unavailable Refresh
» Network i
New Time
» Security
. Update Clock
Semvices =Rt ety
» Management ! Setting the clock may logout the current session
» Advanced

[ exi |
FIGURE63 Brocade Mobility 71XX Access Point Profile Configuration screen
Select the Profile Name of Brocade Mobility 71XX Access Point_UseCasel from the drop-down
menu..

Select OK to save the changes. Select Exit to close this screen, then click the Commit icon at the
top right of the screen to apply the updates to the controller’s running configuration.

Creating a DHCP Server Policy

Using the Controller GUI to Configure the WLAN

The DHCP Server Policy sets the parameters required to run a DHCP server on the wireless
controller and assign IP addresses automatically to device that associate. Configuring DHCP
enables the reuse of a limited set of available IP addresses.

To create a DHCP server policy:

Select Configuration > Services > DHCP Server Policy.
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DHCP Server (7]

DHCP Server Policy (@) | lgnore BOOTP Requests Ping Timeout

Type to Search in Tables Row Count: 0

a
FIGURE64 DHCP Server Policy screen

Select the Add button to create a new DHCP Policy.
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DHCP Server Policy Continue | | Exit (7]

FIGURE65 DHCP Server Policy screen

Define a DHCP Server Policy. For the purposes of this use case scenario, use:
DHCP_POLICY_UseCasel.

Select the Continue button to create this policy and enable the tabs required to configure its
parameters.
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DHCP Server Policy DHCP_POLICY_ UseCase1 (7]

DHCP Pool | Global Seftings | Class Policy

DHCP Pool (@) | Subnet Domain Name Boot File Lease Time

Type to Search in Tables Row Count: 0

[ e
FIGUREG66 DHCP Pool screen

Select Add to create a new DHCP Pool. A DHCP Pool contains a range of IP addresses assigned to
wireless clients and APs.
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DHCP Pools x
DHCP Pool DHCP_POOL_UseCase1_01 (2]
Basic Settings | Static Bindings | Advanced
General General =
Subnet 4 172,16 . 11, 0 ] 24/ Lease Time v 88400 i:J
Domain Name Default Routers IP Address
DNS Servers IP Address 0 0 0 ] =
0.0.0.0 - | 0. G.0.0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 b
0.0.0.0 =
IP Address Ranges
IP Start IP End Class Policy i
172.16.11.11 172.16.11.200 ._
== Add Row
Excluded IP Address Range
IP Start IP End i
FIGURE67 New DHCP Pool screen
Define the following parameters for the DHCP Pool configuration:
DHCP Pool Define the name of the DHCP Pool. For this scenario, use:
DHCP_POOL_UseCasel_01
Subnet Assign the network on which this DHCP Server Policy is applied. For this scenario,
use:
Value: 172.16.11.0/24
IP Address Range Provide the IP address range for this DHCP Pool. Select the Add Row button below

this table to add a row. For this use case, use:
IP Start: 172.16.11.11
IP End: 172.16.11.200

Select OK to save the configuration. Select Exit to exit the screen, then click the Commit icon at the
top right of the screen to apply the updates to the controller’s running configuration.

Select the Exit button to return to the DHCP Server Policy screen.
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DHCP Server Policy DHCP_POLICY UseCase1 (7]
DHCP Pool | Global Settings Class Policy
DHCP Pool (@) | Subnet Domain Name Boot File Lease Time
DHCP_POOL_UseCase1_01 172.16.11.0/24 id Oh Om Os
Type to Search in Tables Row Count: 1
[ e

FIGURE68 After creating the DHCP Server Policy

Configure the Brocade Mobility RFS4000 Wireless Controller to use the DHCP Server Policy

For the DHCP server to be enabled, the DHCP Server Policy must be applied to the device acting as
a DHCP server for the network. There cannot be more than one DHCP server in the same network.

Select Configuration > Devices > Device Configuration.
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Device Configuration

System Name Device
AP1-Controlieras A4:11:00:00:00:00
APZ-ControllerA AAZ2:00:00:00:00

Controller-RFS4000 = CC:00:00:00:00:00

Row Count |25 h
Initial Setup Wizard

Type

&) APssO

& APTI3
@ RFS4000

Show Filtering Options

RF Domain Name

RFDOMAIN_UseCasel
RFODOMAMN_UseCasel
RFDOMAIN_UseCasel

FIGUREG69 Device Configuration screen

Profile Hame Building Floor
APS50_UseCase

APT131_UseCasel

RFS4000_UseCasel

Select the Brocade Mobility RFS4000 from the list and select Edit.
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Device ControlierD-RFS4000 (DD-00-00-00-00-00) Type rfs4000

Basic Configuration
Licenses
Certificates
v RF Domain Overrides
RF Domain
Sensor Configuration
WLAN Override
v Profile Overrides
General
Cluster
» Interface
» Network
» Security
Semices
» Management

» Advanced

Configuration
System Name ControlierD-RFS4000
Building

Floor

RF Domain

Promsutios o |pemson mconte) v

Profile

Profile Name % | default-fs4000 v
Set Clock
Device Time  Unavailable Refresh

New Time

Update Clock

! Setting the clock may logout the current session.

FIGURE70 Brocade Mobility RFS4000 Device Context screen

From the menu on the left, select Services.
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Device ControllerD-RFS4000 (DD-00-00-00-00-00) Type rfs4000 Profile Name default-ris4000 (7]
Basic Configuration Captive Portal Hosting
Licenses Captive Portal Policies L] defauit Create
Certificates
v RF Domain Overrides
RF Domain
Sensor Configuration
WLAN Override
v Profile Overrides
DHCP Server
General
DHCP Server Policy 43 | pHCP_POLICY_UseCaset | v | 29 &)
Cluster L = = | v
» Interface RADIUS Server
» Network Server Policy - 9 &5
| 2
» Security
Semices

» Management

» Advanced

[ exi |
FIGURE71 Brocade Mobility RFS4000 Device Context screen

From the DHCP Server Policy drop-down menu, select the name of the DHCP Server Policy. For this
use case scenario, select DHCP_POLICY_UseCasel.

Select OK to save the changes. Select Exit to exit out of the Brocade Mobility RFS4000 wireless
controller device context. Select Commit to save these changes to the configuration.

Completing and testing the configurations

Using the Controller GUI to Configure the WLAN

For a wireless client to successfully associate itself with the WLAN that you created, it must be
configured. The following information must be used.

e SSID:WLAN_USECASE_01

® Country: Same as configured above in section Creating a RF Domain on page 3-26. In this
example, the country code is set to US.

®* Mode: Infrastructure

As the WLAN is set to beaconing, use the wireless client’s wireless discovery client to discover the
configured WLAN and associate to it.
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Chapter

Dashboard 4

In this chapter
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The wireless controller dashboard enables wireless network administrators to review and
troubleshoot the operation of the devices comprising the managed network. Additionally, the
dashboard allows the review of the current network topology, the assessment of the network’s
component health and a diagnostic review of device performance.

By default, the Dashboard screen displays the System Dashboard, which is the top level in the
device hierarchy.

Summary
The Dashboard displays device information organized by device association and inter-connectivity
between the connected Access Points and wireless clients.
To review dashboard information, select Dashboard > Summary.
The Dashboard displays the Health tab by default.
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System

Devices

Total Devices

Health | Inventory

BE FFouality
29 “|  Worst5 @ | RF Domain
Offline (2) @ 18 (veryPo) £P-AN-RFDOMAIN-PL
@ 21 (Poor) £P-AN-RFDOMAIN

Online (25)

B onire [l Offline

Device Types BE  Traffic Gtilization

Device Type @® | online Offline Top 5 @ | RfDomain Client Count
& apesn 186 1 @ orveryLow) AP-AN-RFDOMAN-PL i

< apestt 1 1 @ orveryLow) AP-AN-RFDOMAN 12

@) AP g 2

% RFS7O00 2 0

Offline Devices BE system Security

RF Domain Devices Offline ® Threat Level ® | RF Domain

AP-AN-RFDOMAN z @ 0ow) £P-AN-RFDOMAIN-PL

defaull 1 @ 0iow) AP-AN-RFDOMAI
AP-AN-RFDOMAN-PL 1

FIGURE 72

Device

Summary

System Dashboard screen - Health tab

Listing

=]

=]

=]

The device menu displays information as a hierarchical tree where each node is a RF Domain.
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= @Syﬁern
= Cluster1
& Cortroller&-RFS7000
& ContrallerB-RFS6000
@ ControllerC-RFS4000
- :’a RF-Domaint
() AP1-Controller A-APES0
# () AP2-Controller &-APT 10
=y RF-Domain2
() AP1-ControllerF
+ N“""AF*S-'I ontrollerA-AP71 xx
+l ) AP4-Controller A-AP71 xx
+ g CortrollerF-RFS4000
= ;" RF-Domain3
+ _,:Areed

+ li Areal
-

Ll

Search

FIGURE73 Dashboard Menu Tree

The Search text box, at the bottom, enables you to filter (search amongst) RF Domains. The By
drop-down menu refines the search. You can further refine a search using the following:

® Auto - The search is automatically set to device type.

® Name - The search is performed for the device name specified in the Search text box.

® WLAN - The search is performed for the WLAN specified in the Search text box.

® |P Address - The search is performed for the IP Address specified in the Search text box.

® MAC Address - The search is performed for the MAC Address specified in the Search text box.

System Screen

The System screen displays the status of the managed network. The screen is partitioned into the
following tabs:

® Health - The Health tab displays information about the state of the system being managed.

® Inventory - The Inventory tab displays information on the physical devices being managed by
the system.

Health

Health

The Health tab displays device performance status for managed devices and includes their
member RF Domains.
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System
Health | Inventory
Devices BE FFouality
Tolal Devices 29 “|  Worst5 @ | RF Domain
Offline (4 @ 18 Cvery Paon) AP-AN-RFDOMAIN-PL
@ 21 (Poor) £P-AN-RFDOMAIN
Online (25)
B onire [l Offline
E
Device Types BE  Traffic Gtilization
Device Type @® | online Offline Top 5 @ | RfDomain Client Count
& apesn 186 1 @ orveryLow) AP-AN-RFDOMAN-PL i
< apestt 1 1 @ orveryLow) AP-AN-RFDOMAN 12
@) AP g 2
% RFS7O00 2 0
Offline Devices BE system Security
RF Domain Devices Offline ® Threat Level ® | RF Domain
AP-AN-RFDOMAN z @ 0ow) £P-AN-RFDOMAIN-PL
defaull 1 @ 0iow) £P-AN-RFDOMAIN
AP-AN-RFDOMAN-PL 1

FIGURE74 System Dashboard screen - Health tab

The Health screen is partitioned into the following fields:

® Devices

® RF Quality Index

® Utilization

® Devices

® (Clients

® Radios

® (Client on Channels
Devices

Health

The Devices field displays graphical status of the devices managed by this controller.

=]

=]

=]
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Device Details

Hostname apEa11-033371

Drevice hlC SC-0E-5B-08-35-T1

Type @ APGS1T

RF Domain Mame default

Wersion 43.0.1.0-044R

ptime G davys, 11 hours 57 minutes
ZPU MIPS 2dkc W7 4

R0 55260 kB

System Clock Mow 19 22:31:28 PST 2010

FIGURE75 System Dashboard screen - Health tab - Device Health field

The Devices field displays the total device count managed by this wireless controller and their
status (online vs. offline) in pie chart format. Use this information to determine whether the
number of offline devices requires troubleshooting to improve the performance of the controller
managed network.

RF Quality Index

Health

The RF Quality Index displays RF quality per RF Domain. It's a measure of the overall effectiveness
of the RF environment displayed in percentage. It's a function of the connect rate in both
directions, retry rate and error rate.

Radio RF Quality Index

RF Guality Index Radio I Radio Type

& 100 (Good) 5C-0E-8B-08-35-T1:R1 2.4 GHz WLAN

FIGURE76 System Dashboard screen - Health tab - RF Quality Index field

The RF Quality field displays an average quality index supporting all the RF Domains on the wireless
controller. The table lists the bottom five (5) RF quality values for RF Domains supported on the
wireless controller.

The quality is measured as:
® (0-20 - Very poor quality
® 20-40 - Poor quality
® 40-60 - Average quality
® 60-100 - Good quality

Select an RF Domain to view its performance statistics.
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Configuration Traffic Utilization
RF Domain Manager Traffic Index 23 (Low)
Max User Rate 50,000 kbps
Device Health
Parameter Transmit Receive
Total Devices 3
Total Bytes 300 200
Total Packets 00 5678
User Data Rate 400 kbps 100 kbps
Beast/Mcast Packets 5678 566
Management Packets 66,789 45,667
Tx Dropped Packets 1,400
Online (3)
Rt Errors 45
B Online
Wireless Security
RF Domain Threat Level @& 0Low)
RF Quality Index Concern RF Domain 1 has a valid concern
Remedy RF Domain 1 remedy is to reboot
RF Quality Index . 0 (Very Poor)
Worst 5 Radios Radio Radio Type
@ 34 (Poor) 9a6c4B3bfEfER1 | 2.4 GHZ WLAN
@ 35 (Poor) 9a6c46:3b ffffR2 = Sensor

FIGURE77 RF Quality Index - RF Domains
Select a RF Domain to review poorly performing radios.

RF Quality Index

RF Quality Index & 0 (very Poor)

Worst 5 Radios Radio Radio Type

_ @ 34 (Poor) 9a:6c:46:3b:ff.ff:R1 2.4 GHz WLAN
@ 35 (Poor) 9a:6c:46:3b:ffffR2 = Sensor

FIGURE78 RF Quality Index - Worst Performing Radios

The following screen displays.
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Radio

Radio id

Radic MAC Address
State

Radio Type

Access Point

Location

Configuration

Rot Antenna Used
Tx Antenna Used
Short Preamble
Spectrum Momt
Dual Channel

HT 20 Present

HT Protection
Non HT Detected
ERP Protection
Non ERP Detected
Non ERP Present

SMART RF
Parameter
Channel

Power

Sa:6c:46:3b:fL1ER1
22:22:33:44:5566
Sensor

Sensor
9a-5c-46-3b-ff-ff
San Jose,CA

False
True
True
False
True
True
False
True
False

X4 XL XL X

Configured Current
] 1
18 18

RF Quality Index

RF Quality Index
Retry rate

SNR

Signal

Noise

Error Rate

MOS Score
R-Value

Wireless Clients
Client Count
202.11a

802.11an

@ 24 (Poor)
34,566

344 db

455 dbm

2 dbm

24

3.0

80

802.11bg

802.11bgn

LT Clients

HT 20 Chents

Long Preamble Chients
Leng Slot Clients

FIGURE79 RF Quality Index - Radio Statistics

g
802.11b )

4,566

3,455

567

Use this diagnostic information to determine what measures can be taken to improve radio
performance in respect to wireless client load and the radio bands supported.

For information on RF Domains, and how to create one for use with the managed network, see
About RF Domains on page 8-499 and Managing RF Domains on page 8-500.

Utilization
Health

The Utilization field displays RF medium efficiency. Traffic utilization is the percentage of current
throughput relative to the maximum possible throughput for a managed RF Domain.

The Utilization field displays a list of up to five RF Domains in relation to the number of associated
wireless clients. It also displays a table of the packets types transmitted.
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Radio Whilization Index

Utilization Radio Id

O (ery Low) SC-0E-5B-08-35-71:.R1
Parameter Transmit
Total Bytes o
Total Packets 1]
Total Errors
Total Cropped u}

Radio Type
2.4 GHz WLAN

Receive

FIGURE80 System Dashboard screen - Health tab - Utilization field

Inventory

System Screen

The System screen’ s Inventory tab displays information on devices managed by this system. The
screen provides a complete overview of the number and state of devices managed by the system.
Information is displayed in easy to read tables and graphs. This screen also provides links for more

detailed information.

To navigate to this screen, select Dashboard > Dashboard > RF Domain > Network.
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System

Devices

Total Devices

RFS7000

Controllers

Radios

Top Radio Count
£

1

FIGURE 81

Health | Inventory

sg

APESD APT
APES11

Access Points

® | RF Domain Last Update
£P-AN-RFDOMAIN SN52001 07:14:28 Pl [®)
£P-AN-RFDOMAIN-PL SN52001 071258 PMl (®)

System screen - Inventory tab

Clients
Top Client Count
13

0

& | RFDomain
AP-AN-RFDOMAN
AP-AN-RFDOMAN-PL

(7]

Last Update
SHSR011 071428 P (2]
SHSR01T 071258 P (B)

The information within the Inventory tab is partitioned into the following fields:

® Devices
® (Clients
® Radios

® (Client on Channels

Devices

Inventory

The Devices field displays a ratio of peer controllers and managed Access Points. The information

is displayed i

n pie chart format.

Radio Types

Total Radios

FIGURE82 System screen - Inventory tab - Device Types field
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The Device Type field displays a numerical representation of the different controllers models and
connected Access Points in the current system. Does this device distribution adequately support
the number and types of Access Points and their client load.

Clients
Inventory

The Clients field displays information about the wireless clients managed by the controller’s
connected Access Point radios.

Wireless Clients

Tatal Wireless Clients ]

Top Client Radio Radio Type
Count

0 SC-0E-2B-08-35-50:R1 2.4 GHz LA

FIGURE83 System screen - Inventory tab - Wireless Clients field

Information in the Wireless Clients field displays in two tables. The first lists the total number of
wireless clients managed by this system. The second lists the top five RF Domains in respect to the
number of connected clients.

Each RF Domain can be selected and analyzed in respect to its performance. For information on RF
Domains, and how to create one for use with the managed network, see About RF Domains on
page 8-499 and Managing RF Domains on page 8-500.

Radios

Inventory

The Radios field displays information about the different radios managed by this system.

Wireless Clients

Total Wireless Clients ]

Top Client Radio Radio Type
Count

0 SC-0E-8B-05-35-59:R1 2.4 GHz WLAN

FIGURE84 System screen - Inventory tab - Radios field

Information in the Radio area is presented in two tables. The first lists the total number of Radios
managed by this system, the second lists the top five RF Domains in terms of the number of
available radios.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



Client on Channels

Inventory

The Client on Channels field displays bar-graphs of wireless clients classified by channel and radio
band.

Clients on 5 GHz Channels
802.11a

802.11an

ha

Clients on 2.4 GHz Channels

802.11b

802.11bg

ha

802.11bgn

w

FIGURE85 System screen - Inventory tab - Clients on Channels field

Wireless Clients are displayed as either operating in the 5 GHz or 2.4 GHz channel. Information is
further classified by radio band. For the 5 GHz channel, information is classified by either the
802.11a or 802.11an bands. For the 2.4 GHz channel, information is classified by either the
802.11b, 802.11bg or 802.11bgn bands. Does this client distributions adequately support the
requirements of the radio coverage area?

Network View

The wireless controller’'s Network View functionality displays device association connectivity

amongst the wireless controller, access point and wireless clients. This association is represented
by a number of different graphs.

To review the wireless controller’s Network Topology, select Dashboard > Overview > Network.
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Network View o

Options Zoom (=) (¥)

Controllerc-R P4

RF-Domant

© O

contollere-RF8000 curtrt

RF-Domang

RF-Comaing

conmollera-RFSTa0

FIGURE86 Network View Topology

The screen displays icons for the different views available to the system. Apart from device specific
icons, the following three icons are available:

® (default - Displays information about the default RF Domain.

® system - Displays information about the current system.

® cluster - Displays information about clusters managed by this system.

Use these icons to navigate quickly within top level groupings.

The middle field displays a Network View, or graphical representation of the network. This field
changes to display a graphical network map.

Select the Settings link (the blue link near the top of the screen) to define how devices are
displayed within the Network View.
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Settings
Dizplay
Show ltem
Clients [+]
Access Points v

—_

FIGURE87 Network View - Settings field

Select either or both of the Access Point and Client options to display them in the Network View.
Similarly, select the Show Label option to display hardware MAC address as an appended label.

Select OK to save the updates

Show Label

v

—l

v

—l

| Ok I Cancel |
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Chapter

Device Configuration 5
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Devices managed by the controller can either be assigned unique configurations or have existing
RF Domain or Profile configurations modified (overridden) to support a requirement that dictates a
device’s configuration be customized from the configuration shared by its peer devices.

When a device is initially managed by the controller, it requires several basic configuration
parameters be set (system name, deployment location etc.). Additionally, the number of permitted
device licenses (purchased directly from Brocade) needs to be accessed to determine whether a
new Access Point (AP) or Adaptive Access Point (AAP) can be adopted.

Refer to the following to set a device’s basic configuration, license and certificate usage:

® Basic Configuration

® Basic Device Configuration
® [icense Configuration

® Assigning Certificates

RF Domains allow administrators to assign configuration data to multiple devices deployed in a
common coverage area (floor, building or site). In such instances, there’s many configuration
attributes these devices share as their general client support roles are quite similar. However,
device configurations may need periodic refinement (overrides) from their original RF Domain
administered design. For more information, see RF Domain Overrides on page 5-119.

Profiles enable administrators to assign a common set of configuration parameters and policies to
controllers and Access Points. Profiles can be used to assign shared or unique network, wireless
and security parameters to wireless controllers and Access Points across a large, multi segment,
site. The configuration parameters within a profile are based on the hardware model the profile
was created to support. The controller supports both default and user defined profiles
implementing new features or updating existing parameters to groups of wireless controllers or
Access Points.
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However, device profile configurations may need periodic refinement from their original
administered configuration. Consequently, a device profile could be applied an override from the
configuration shared amongst numerous peer devices deployed within a particular site. For more
information, see Profile Overrides on page 5-125.

Adoption is the process an Access Point uses to discover controllers available in the network, pick
the most desirable controller, establish an association, obtain its configuration and consider itself
provisioned.

At adoption, an Access Point solicits and receives multiple adoption responses from controllers
available on the network. Modify existing adoption policies or create a new one as needed to meet
the adoption requirements of a device and its assigned controller profile. For more information, see
Auto Provisioning Policies on page 5-263.

Lastly, use Configuration > Devices to define and manage a critical resource policy. A critical
resource policy defines a list of device IP addresses on the network (gateways, routers etc.). The
support of these IP address is interpreted as critical to the health of the managed network. These
devices addresses are pinged regularly by the controller. If there’s a connectivity issue, an event is
generated stating a critical resource is unavailable. For more information, see Critical Resource
Policy on page 5-276.

Basic Configuration

94

To assign a Basic Configuration:
1. Select the Configuration tab from the Web UI.
2. Select Devices from the Configuration tab.

3. The Device Configuration screen displays a list of managed devices or other controllers.
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Device Configuration

System llame () | Device
AP1-Contraller A-APEST 42-11-00-00-00-00
£P1-Contraller B-APEST BE-11-00-00-00-00
£P2-Contraller A-APT1: AA-22-00-00-00-00
£P2-Controller B-APEST BE-22-00-00-00-00
£P3-Contraller A-APT1: AA-33-00-00-00-00
£P3-Contraller B-APEST BE-33-00-00-00-00
£P4-Contraller A-APT1: AA-24-00-00-00-00
£P4-Contraller B-APES1 BE-44-00-00-00-00
£PS-ContrallerB-APE21 BE-55-00-00-00-00
£PE-ControllerB-APES: BE-66-00-00-00-00
£P7-ControllerB-APEST BE-77-00-00-00-00
Controller&-RFS7000 | AA-00-00-00-00-00
ControllerB-RFSE000 | BE-00-00-00-00-00
ControllerC-RFS4000 | CC-00-00-00-00-00
ControllerD-RFS4000 | DD-00-00-00-00-00

Type to search in tehles

Initial Setup Wizard

(2]
Type RF Domain Hame Profile Hame Area Floor Overrides
\‘_,‘J APESO RF-Domaint default-apB50 Mot Set Mot Set
\‘_,‘J APESO RF-Domain3 default-apB50 Mot Set Mot Set © Clear
\‘_,‘J APTARX RF-Domaint default-apT1xx Mot Set Mot Set © Clear
\‘_,‘J APESO RF-Domain3 default-apB50 Mot Set Mot Set © Clear
\‘_,‘J APTARX RF-Domain2 default-apT1xx Mot Set Mot Set © Clear
\‘_,‘J APESO RF-Domain3 default-apB50 Mot Set Mot Set © Clear
\‘_,‘J APTARX RF-Domain2 default-apT1xx Mot Set Mot Set
\‘_,‘J APES1 RF-Domain3 default-apB511 Mot Set Mot Set
\‘_,‘J APE2| RF-Domain3 default-apB21 Mot Set Mot Set © Clear
\‘_,‘J APESH RF-Domain3 default-apB521 Mot Set Mot Set © Clear
\‘_,‘J APES32 RF-Domain3 default-apB532 Mot Set Mot Set © Clear
; RFSTO00 RF-Domaint default-rfs7000 Mot Set Mot Set
; RFSE000 RF-Domaint RFSE000 Mot Set Mot Set © Clear
J RFS4000 RF-Domain3 default-rfz4000 Mot Set Mot Set © Clear
J RFS4000 RF-Domain3 default-rfz4000 Mot Set Mot Set
Fow Count: 15
[ naa QY oeiete |

FIGURE88 Device Configuration screen

Refer to the following device settings to determine whether a configuration update or RF Domain or
Profile change is warranted:

System Name

Device

Type
RF Domain Name

Profile Name

Area

Floor

Overrides

Displays the name assigned to the device when the basic configuration was defined.
This is also the device name that appears within the RF Domain or Profile the device
supports.

Displays the device’s factory assigned MAC address used as hardware identifier. The
MAC address cannot be revised with the device’s configuration.

Displays the Brocade device model for the listed Access Point or wireless controller.

Lists RF Domain memberships for each listed device. Devices can either belong to a
default RF Domain based on model type, or be assigned a unique RF Domain
supporting a specific configuration customized to that device model.

Lists the profile each listed device is currently a member of. Devices can either
belong to a default profile based on model type, or be assigned a unique profile
supporting a specific configuration customized to that model.

List the physical area where the controller or access point is deployed. This can be a
building, region, campus or other area that describes the deployment location.

List the building Floor name representative of the location within the area or building
the controller or Access Point was physically deployed. Assigning a building Floor
name is helpful when grouping devices in RF Domains and Profiles, as devices on
the same physical building floor may need to share specific configuration
parameters in respect to radio transmission and interference requirements specific
to that location.

The Overrides column contains an option to clear all profile overrides for any devices
that contain overrides. To clear an override, select the clear button to the right of the
device.
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4. Select Add to create a new device. Select Edit to modify an existing device and select Delete to
remove an existing device.

Basic Device Configuration

96

Setting a device’s Basic Configuration is required to assign a device name, deployment location,
and system time. Similarly, the Basic Configuration screen is where Profile and RF Domain
assignments are made. RF Domains allow administrators to assign configuration data to multiple
devices deployed in a common coverage area, such as in a floor, building or site. Each RF Domain
contains policies that can determine a Smart RF or WIPS configuration.

Profiles enable administrators to assign a common set of configuration parameters and policies to
controllers and Access Points. Profiles can be used to assign common or unique network, wireless
and security parameters to wireless controllers and Access Points across a large, multi segment,
site. The configuration parameters within a profile are based on the hardware model the profile
was created to support. The controller supports both default and user defined profiles
implementing new features or updating existing parameters to groups of wireless controllers or
Access Points. The central benefit of a profile is its ability to update devices collectively without
having to modify individual device configurations one at a time.

NOTE

Once devices have been assigned membership in either a profile or RF Domain, an administrator

must be careful not to assign the device a configuration update that removes it from membership
from the RF Domain or profile. A RF Domain or profile configuration must be re-applied to a device
once its configuration has been modified in a manner that differentiates it from the configuration

shared by the devices comprising the RF Domain or profile.

To assign a device a Basic Configuration:
1. Select the Configuration tab from the Web Ul.
2. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

3. Select a target device (by double-clicking it) from amongst those displayed.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

4. The Basic Configuration screen displays by default.
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Configuration
System Mame: O | CortrollerC-RFS4000
Area 0 [V Engineering
Floar 4} 2nd Floor

RF Domain
RF Domain Name RF-Domain3 v | 2 &

Profile
Frafile M defautirfsao0n | w | 29

Device Overrides

© Clear Overrides
Set Clock
Device Tine  Unavalabls  Refresh
Mewe Tims

Update Clock

! Sefting the clock may logout the current session

FIGURE89 Basic Configuration screen

5. Set the following configuration settings for the target device:

System Name Provide the selected device a system name up to 64 characters. This is the device name
that appears within the RF Domain or Profile the device supports.

Area Assign the device an Area name representative of the location the controller or Access
Point was physically deployed. The name cannot exceed 64 characters. Assigning an
area name is helpful when grouping devices in RF Domains and profiles, as devices in
the same physical deployment location may need to share specific configuration
parameters in respect to radio transmission and interference requirements specific to
that location.

Floor Assign the target a device a building Floor name representative of the location the
Access Point was physically deployed. The name cannot exceed 64 characters.
Assigning a building Floor name is helpful when grouping devices
in Profiles, as devices on the same physical building floor may need to share specific
configuration parameters in respect to radio transmission and interference
requirements specific to that location.

6. Use the RF Domain drop-down menu to select an existing RF Domain for device membership.

If a RF Domain configuration does not exist suiting the deployment requirements of the target
device, select the Create icon to create a new RF Domain configuration, or select the Edit icon
to modify the configuration of a selected RF Domain. For more information, see About RF
Domains on page 8-499 or Managing RF Domains on page 8-500.

7. Use the Profile drop-down menu to select an existing RF Domain for device membership.

If a profile configuration does not exist suiting the deployment requirements of the target
device, select the Create icon to create a new profile configuration, or select the Edit icon to
modify the configuration of a selected profile. For more information, see General Profile
Configuration on page 7-370.
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10.

11.

12.
13.

If necessary, click the Clear Overrides button to remove all existing overrides from the device.
Refer to the Set Clock parameter to update the system time of the target device.

Refer to the Device Time parameter to assess the device’s current time, or whether the device
time is unavailable. Select Refresh as required to update the device’s reported system time.

Use the New Time parameter to set the calendar day, hour and minute for the target device.
Use the AM and PM radio buttons to refine whether the updated time is for the morning or
afternoon/evening.

When completed, select Update Clock to commit the updated time to the target device.

Select OK to save the changes made to the device’s Basic Configuration. Selecting Reset
reverts the screen to its last saved configuration.

License Configuration

Licenses are purchased directly from Brocade for the number of permissible Access Point (AP) and
Adaptive Access Point (AAP) adoptions per controller or managed cluster.

NOTE

The Licenses screen is only available to wireless controllers capable of sustaining device
connections, and thus require license support to provide the terms for the maximum number of
allowed device connections. The License screen is not available for Access Points.

The Licenses screen also contains a facility where new licenses can be applied to increase the
number of device adoptions permitted, or to allow the use of the advanced security or advanced
WIPS features.

To configure a device’s a license configuration:

1.
2.

98

Select the Configuration tab from the Web Ul.
Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Licenses from the Device menu options.
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Device Serial Humber

Serial Mumker 123456789012

Licenses

AAF Adoptions
AAF Licenses
AP Adoptions
AP Licenses

Mazimum APs

Apply Licenses
2P Licenses
Adaptive &P Licenses
Aedvanced Security

Advanced WPS Licenses

Urzvailable:
Uravailable:
Urzvailable:
Uravailable:

Urzvailable:

Cluster Licenses

Cluster AAP Adoptions Unavailable
Cluster AAP Licenses Unavailable
Cluster AP Adoptions Unavailable
Cluster AP Licenses Unavailable
Cluster Maximum APz Unavailable

FIGURE90 Device Licenses screen

The License screen displays a Device Serial Number of the controller used for generating the
license key.

5. Review the Licenses table, to assess the specific number of AP and AAP adoptions permitted,
as dictated by the terms of the current license.

AAP Adoptions

AAP Licenses

AP Adoptions

AP Licenses

Maximum APs

Lists the total number of AAP adoptions currently made by the target controller. If the
installed license count is 10 AAPs and the number of AAP adoptions is 5, 5 additional
AAPs can still be adopted under the terms of the current license. The total number of
AAPs adoptions varies by controller platform, as well as the terms of the license.

Lists the number of AAPs available for adoption by the controller under the restrictions
of the current license. This number applies to dependent mode adaptive APs only, and
not independent mode APs.

Lists the total number of AP adoptions currently made by the target controller. If the
installed license count is 20 APs and the number of AP adoptions is 10, 10 additional
APs can still be adopted under the terms of the current license. The total number of APs
adoptions varies by controller platform, as well as the terms of the license.

Lists the number of APs available for adoption by the controller under the restrictions of
the current license. This number applies to independent mode APs only, and not
dependent mode AAPs.

Lists the maximum number of APs that can be supported by the listed controller under
the terms of the license.
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6. Review the Cluster Licenses table, to assess the specific number of AP and AAP adoptions per
controller cluster, as dictated by the terms of the current license.

Cluster AAP Adoptions Lists the total number of AAP adoptions currently made by the target controller’s cluster
membership (includes all controller members). If the installed license count is 100 AAPs
and the number of AAP adoptions is 50, 50 additional AAPs can still be adopted under
the terms of the current AAP licenses, pooled by the cluster members.

Cluster AAP Licenses Lists the number of AAPs available for adoption by the cluster member controllers under
the restrictions of the licenses combined amongst the cluster members.

Cluster AP Adoptions Lists the total number of AP adoptions currently made by the target controller’s cluster
membership (includes all controller members). If the installed license count is 100 APs
and the number of AP adoptions is 40, 60 additional APs can still be adopted under the
terms of the current AP licenses pooled by the cluster members.

Cluster AP Licenses Lists the number of APs available for adoption by the cluster member controllers under
the restrictions of the licenses accumulated amongst the cluster members.

Cluster AP Maximum Lists the maximum number of cluster AP adoptions that can be supported by the listed
APs controller or Access Point Controller under the terms of the license.

7. Refer to the Apply Licenses field to apply licenses to APs and AAPs counts, as well as the
provisioning of advanced security and advanced WIPS features:

AP Licenses Enter the Brocade provided license key required to adopt a specified number of APs to
the controller. The available number of AP licences varies by controller platform.

Adaptive AP Licenses Enter the Brocade provided license key required to install a specified number of AAPs to
the controller. The available number of AAP licences varies by controller platform.

Advanced Security Enter the Brocade provided license key required to install the Role Based Firewall
feature and increases the number of IPSec VPN tunnels. The number of IPSec tunnels
varies by controller platform.

Advanced WIPS Enter the Brocade provided license key required to install an advanced WIPS feature for
Licenses client terminations and event sanctioning.

8. Select OK to save the changes made to the applied licenses. Selecting Reset reverts the
screen to its last saved configuration.

Assigning Certificates

100

A controller certificate links identity information with a public key enclosed in the certificate.

A certificate authority (CA) is a network authority that issues and manages security credentials and
public keys for message encryption. The CA signs all digital certificates it issues with its own private
key. The corresponding public key is contained within the certificate and is called a CA certificate. A
browser must contain the CA certificate in its Trusted Root Library so it can trust certificates signed
by the CA's private key.

Depending on the public key infrastructure, the digital certificate includes the owner's public key,
the certificate expiration date, the owner's name and other public key owner information.

Each certificate is digitally signed by a trustpoint. The trustpoint signing the certificate can be a
certificate authority, corporation or individual. A trustpoint represents a CA/identity pair containing
the identity of the CA, CA-specific configuration parameters, and an association with an enrolled
identity certificate.
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SSH keys are a pair of cryptographic keys used to authenticate users instead of, or in addition to, a
username/password. One key is private and the other is public key. Secure Shell (SSH) public key
authentication can be used by a client to access managed resources, if properly configured. A RSA

key pair must be generated on the client. The public portion of the key pair resides with the
controller, while the private portion remains on a secure local area of the client.

To configure a controller’s certificate usage:

1. Select the Configuration tab from the Web UI.
2. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

3. Select Certificates from the Device menu.

Management Security
HTTPS Trustpaint Pending

Stored

SEHRSA Key Pending |

Stored

RADIUS Security

RADIUS Cedificate Suthority Pending
0
Stored
RADIUS Server Certificate Pending |
0
Stored
@ Information

(O]

(@]

dlefavt-trustpoirt

default_rsa_key

dlefault-trustpoirt

"Pending” Trustpoints and RS4 Keys have not been verified to exist onthe device.

FIGURE91 Device Certificates screen
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4. Set the following Management Security certificate configurations:

HTTPS Trustpoint Either use the default-trustpoint or select the Stored radio button to enable a
drop-down menu where an existing certificate/trustpoint can be leveraged. To
leverage an existing device certificate for this device, select the Launch Manager
button. For more information, see Certificate Management on page 5-102.

SSH RSA Key Either use the default_rsa_key or select the Stored radio button to enable a
drop-down menu where an existing certificate can be leveraged. To leverage an
existing key for use with this target device, select the Launch Manager button. For
more information, see RSA Key Management on page 5-110.

NOTE
Pending trustpoints and RSA keys are typically not verified as existing on a device.

5. Set the following RADIUS Security certificate configurations:

RADIUS Certificate Either use the default-trustpoint or select the Stored radio button to enable a
Authority drop-down menu where an existing certificate can be leveraged. To leverage an
existing certificate for this device, select the Launch Manager button.
RADIUS Server Either use the default-trustpoint or select the Stored radio button to enable a
Certificate drop-down menu where an existing certificate/trustpoint can be leveraged. To

leverage an existing trustpoint for this device, select the Launch Manager button.

6. Select OK to save the changes made to the certificate configurations. Selecting Reset reverts
the screen to its last saved configuration.

For more information on the certification activities support by the controller, refer to the
following:

® Certificate Management

®* RSA Key Management

® Certificate Creation

® Generating a Certificate Signing Request

Certificate Management

Assigning Certificates

If not wanting to use an existing certificate or key with a selected device, an existing stored
certificate can be leveraged from a different managed device for use with the target device. Device
certificates can be imported and exported to and from the controller to a secure remote location for
archive and retrieval as required for their application to other managed devices.

To configure trustpoints for use with certificates:

1. Select Launch Manager from either the HTTPS Trustpoint, SSH RSA Key, RADIUS Certificate
Authority or RADIUS Server Certificate parameters.
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FIGURE92 Certificate Management - Trustpoints screen

The Certificate Management screen displays with the Trustpoints portion displayed by default.
Select a device from amongst those displayed to review its certificate information.

Refer to the Certificate Details to review the certificate’s properties, self-signed credentials,
validity duration and CA information.

5. To optionally import a certificate to the controller, select the Import button from the Certificate
Management screen.

Import New Trustpoaint

Trustpoint Details

Trustpoirt Mame

Key Pazsphraze [ | Show

Laocation of Trustpoint

URL Advaneed

FIGURE93 Certificate Management - Import New Trustpoint screen
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6. Define the following configuration parameters required for the Import of the trustpoint.

Trustpoint Name

Key Passphrase

URL

Protocol

Port
IP Address

Hostname

Path

Enter the 32 character maximum name assigned to the target trustpoint. The trustpoint
signing the certificate can be a certificate authority, corporation or individual.

Define the key used by both the controller and the server (or repository) of the target
trustpoint. Select the Show textbox to expose the actual characters used in the key.

Leaving the Show checkbox unselected displays the passphrase as a series of asterisks
wgen

Provide the complete URL to the location of the trustpoint. If needed, select Advanced
to expand the dialog to display network address information to the location of the target
trustpoint. The number of additional fields that populate the screen is also dependent
on the selected protocol.

Select the protocol used for importing the target trustpoint. Available options include:
tftp

ftp

sftp

http

cf

usb1l

usb2

Use the spinner control to set the port. This option is not valid for cf, usb1, and usb2.

Enter IP address of the server used to import the trustpoint This option is not valid for cf,
usb1, and usb2.

Provide the hostname of the server used to import the trustpoint. This option is not valid
for cf, usb1, and usb2.

Specify the path to the trustpoint. Enter the complete relative path to the file on the
server.

7. Select OK to import the defined trustpoint. Select Cancel to revert the screen to its last saved

configuration.

8. To optionally import a CA certificate to the controller, select the Import CA button from the
Certificate Management screen.

A CA is a network authority that issues and manages security credentials and public keys for
message encryption. The CA signs all digital certificates it issues with its own private key. The
corresponding public key is contained within the certificate and is called a CA certificate.
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Trustpoint Matmne

Location of Signed Certificate

i) From Metwork i) Cut and Paste

JRL Advanced

FIGURE94 Certificate Management - Import CA Certificate screen

9. Define the following configuration parameters required for the Import of the CA certificate:

Trustpoint Name Enter the 32 character maximum name assigned to the target trustpoint signing the
certificate. A trustpoint represents a CA/identity pair containing the identity of the CA,
CA-specific configuration parameters, and an association with an enrolled identity
certificate.

Key Passphrase Define the key used by both the controller and the server (or repository) of the target
trustpoint. Select the Show textbox to expose the actual characters used in the key.

Leaving the Show checkbox unselected displays the passphrase as a series of asterisks
*

URL Provide the complete URL to the location of the trustpoint. If needed, select Advanced to
expand the dialog to display network address information to the location of the target
trustpoint. The number of additional fields that populate the screen is also dependent
on the selected protocol.

Advanced / Basic Click the Advanced or Basic link to switch between a basic URL and an advanced
location to specify trustpoint location.

Protocol Select the protocol used for importing the target CA certificate. Available options
include:

tftp
ftp
sftp
http
cf
usbl
usb2

Port Use the spinner control to set the port. This option is not valid for cf, usb1, and usb2.
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IP Address

Host

Path / File

Enter IP address of the server used to import the CA certificate. This option is not valid
for cf, usb1, and usb2.

Provide the hostname of the server used to import the CA certificate. This option is not
valid for cf, usb1, and usb2.

Specify the path or filename of the CA certificate. Enter the complete relative path to the
file on the server.

10. Select OK to import the defined CA certificate. Select Cancel to revert the screen to its last

saved configuration.

11. To optionally import a CRL to the controller, select the Import CRL button from the Certificate

Management screen.

If a certificate displays within the Certificate Management screen with a CRL, that CRL can be
imported into the controller. A certificate revocation list (CRL) is a list of certificates that have
been revoked or are no longer valid. A certificate can be revoked if the CA had improperly
issued a certificate, or if a private-key is compromised. The most common reason for
revocation is the user no longer being in sole possession of the private key.

12. For information on creating a CRL that can be used with a trustpoint, refer to Setting the
Certificate Revocation List (CRL) Configuration on page 7-443.

Location of CRL

(=) From Metwark

Import CRL Device MAC AA-11-00-00-00-00

Import Certificate Revocation List {CRL)

Trustpairt Mame

) Cut and Paste

LRL

Advanced

FIGURE95 Certificate Management - Import CRL screen

Define the following configuration parameters required for the Import of the CRL

Trustpoint Name

From Network

Cut and Paste

Enter the 32 character maximum name assigned to the target trustpoint signing the
certificate. A trustpoint represents a CA/identity pair containing the identity of the CA,
CA-specific configuration parameters, and an association with an enrolled identity
certificate.

Select the From Network radio button to provide network address information to the
location of the target CRL. The number of additional fields that populate the screen is
also dependent on the selected protocol. This is the default setting.

Select the Cut and Paste radio button to simply copy an existing CRL into the cut and
past field. When pasting a CRL, no additional network address information is required.
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URL

Protocol

Port
IP Address

Hostname

Path

Provide the complete URL to the location of the CRL. If needed, select Advanced to
expand the dialog to display network address information to the location of the CRL. The
number of additional fields that populate the screen is also dependent on the selected
protocol.

Select the protocol used for importing the CRL. Available options include:
tftp

ftp

sftp

http

cf

usbl

usb2

Use the spinner control to set the port. This option is not valid for cf, usb1 and usb2.

Enter IP address of the server used to import the CRL. This option is not valid for cf,
usb1 and usb2.

Provide the hostname of the server used to import the CRL. This option is not valid for cf,
usbl and usbh2.

Specify the path to the CRL. Enter the complete relative path to the file on the server.

13. Select OK to import the CRL. Select Cancel to revert the screen to its last saved configuration.

14. To import a signed certificate to the controller, select the Import Signed Cert button from the
Certificate Management screen.

Signed certificates (or root certificates) avoid the use of public or private CAs. A self-signed
certificate is an identity certificate signed by its own creator, thus the certificate creator also
signs off on its legitimacy. The lack of mistakes or corruption in the issuance of self signed
certificates is central.

Self-signed certificates cannot be revoked which may allow an attacker who has already
gained controller access to monitor and inject data into a connection to spoof an identity if a
private key has been compromised. However, CAs have the ability to revoke a compromised
certificate, preventing its further use.
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FIGURE96 Certificate Management - Import Signed Cert screen

15. Define the following configuration parameters required for the Import of the CA certificate:

Certificate Name Enter the 32 character maximum trustpoint name with which the certificate should be
associated.
From Network Select the From Network radio button to provide network address information to the

location of the signed certificate. The number of additional fields that populate the
screen is also dependent on the selected protocol. This is the default setting.

Cut and Paste Select the Cut and Paste radio button to simply copy an existing signed certificate into
the cut and past field. When pasting a signed certificate, no additional network address
information is required.

URL Provide the complete URL to the location of the signed certificate. If needed, select
Advanced to expand the dialog to display network address information to the location
of the signed certificate. The number of additional fields that populate the screen is also
dependent on the selected protocol.

Protocol Select the protocol used for importing the target signed certificate. Available options
include:

tftp
ftp
sftp
http
cf
usbl
usbh2

Port Use the spinner control to set the port. This option is not valid for cf, usb1, and usb2.
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IP Address Enter IP address of the server used to import the signed certificate. This option is not

valid for cf, usb1 and usb2.

Host Provide the hostname of the server used to import the signed certificate. This option is

not valid for cf, usb1 and usb2.

Path / File Specify the path to the signed certificate. Enter the complete relative path to the file on

16.

17.

18.

Export Trustpoint

Trustpoint Details

Export Location

the server.

Select OK to import the signed certificate. Select Cancel to revert the screen to its last saved
configuration

To optionally export a trustpoint from the controller to a remote location, select the Export
button from the Certificate Management screen.

Once a certificate has been generated on the controller’s authentication server, export the self
signed certificate. A digital CA certificate is different from a self signed certificate. The CA
certificate contains the public and private key pairs. The self certificate only contains a public
key. Export the self certificate for publication on a Web server or file server for certificate
deployment or export it in to an active directory group policy for automatic root certificate
deployment.

Additionally export the key to a redundant RADIUS server so it can be imported without
generating a second key. If there’s more than one RADIUS authentication server, export the
certificate and don’t generate a second key unless you want to deploy two root certificates.

b4

Trustpoint Mame Device]

Key Passphrase [ ] Show

LURL Advanced

FIGURE97 Certificate Management - Export Trustpoint screen
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19. Define the following configuration parameters required for the Export of the trustpoint.

Trustpoint Name Enter the 32 character maximum name assigned to the target trustpoint. The trustpoint
signing the certificate can be a certificate authority, corporation or individual.

Key Passphrase Define the key used by both the controller and the server (or repository) of the target
trustpoint. Select the Show textbox to expose the actual characters used in the key.

Leaving the Show checkbox unselected displays the passphrase as a series of asterisks
wgen

URL Provide the complete URL to the location of the trustpoint. If needed, select Advanced
to expand the dialog to display network address information to the location of the target
trustpoint. The number of additional fields that populate the screen is also dependent
on the selected protocol.

Protocol Select the protocol used for exporting the target trustpoint. Available options include:
tftp
ftp
sftp
http
cf
usbl
usb2
Port Use the spinner control to set the port. This option is not valid for cf, usb1, and usb2.
IP Address Enter IP address of the server used to export the trustpoint. This option is not valid for cf,
usbl1 and usb2.
Host Provide the hostname of the server used to export the trustpoint. This option is not valid
for cf, usbl and usb2.
Path / File Specify the path to the trustpoint. Enter the complete relative path to the file on the
server.

20. Select OK to export the defined trustpoint. Select Cancel to revert the screen to its last saved
configuration.

21. To optionally delete a trustpoint, select the Delete button from within the Certificate
Management screen. Provide the trustpoint name within the Delete Trustpoint screen and
optionally select the Delete RSA Key checkbox to remove the RSA key along with the trustpoint.
Select OK to proceed with the deletion, or Cancel to revert to the Certificate Management
screen

RSA Key Management

Assigning Certificates

Refer to the RSA Keys screen to review existing RSA key configurations that have been applied to
managed devices. If an existing key does not meet the needs of a pending certificate request,
generate a new key or import/export an existing key to and from a remote location.

Rivest, Shamir, and Adleman (RSA) is an algorithm for public key cryptography. It's an algorithm
that can be used for certificate signing and encryption. When a device trustpoint is created, the
RSA key is the private key used with the trustpoint.

To review existing device RSA key configurations, generate additional keys or import/export keys to
and from remote locations:
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1. Select the Launch Manager button from either the SSH RSA Key, RADIUS Certificate Authority
or RADIUS Server Certificate parameters (within the Certificate Management screen).

2. Select RSA Keys from the upper, left-hand, side of the Certificate Management screen.

Certificate Management x
Device MAC ControllerA-RFS7000 (AA-00-00-00-00-00) o
ETrustpoints Cglcertt RSA Key Details =
Certi11
CJdRsAKeys L Size 1,024 bits
[5]Create Certificate
[.:J Creale CSR RSA Public Key
~—BEGIN PUBLIC KEY—
MIGIMAOGCSqGSIbaDQEBAQUAASGLADCBhwKBgQDaSR2GdYifxauggywSMUELIBaX
ShyUJBLYAMawLAFSUNTYrsLcBBg 1/ cMonHIPT c4plj0x+ ujulice D20MKa
ASUdOwufY 3+ SFRALNEIpF TIpNizzeMbXb7MRARINGbBP1 SOUY o/ GMst9QDkjx!
HrBgqpSDj8fgzWjBwiBlw==
~—END PUBLIC KEY—
e ] e | e |

FIGURE98 Certificate Management - RSA Keys screen

3. Select a listed device to review its current RSA key configuration.

Each key can have its size and character syntax displayed. Once reviewed, optionally generate
a new RSA key, import a key from a selected device, export a key from the controller to a
remote location or delete a key from a selected device.

4. Select Generate Key to create a new key with a defined size.
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x

Generate RSA Key (2]

RSA Key Details

Key Name

Key Size 1024 [j (1,024 to 2,048 bits)

ac=

FIGURE99 Certificate Management - Generate RSA Keys screen

5. Define the following configuration parameters required for the Import of the key:
Key Name Enter the 32 character maximum name assigned to the RSA key.

Key Size Use the spinner control to set the size of the key (between 1,024 - 2,048 bits). Brocade
recommends leaving this value at the default setting of 1024 to ensure optimum
functionality.

6. Select OK to generate the RSA key. Select Cancel to revert the screen to its last saved
configuration.

7. To optionally import a CA certificate to the controller, select the Import button from the
Certificate Management > RSA Keys screen.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



53-1002620-01
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Key Name

Key Passphrase
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Import New RSA Key

x

Advanced

Note: SFTP should be used through CLI for the first time.

o

FIGURE 100 Certificate Management - Import New RSA Key screen

8. Define the following configuration parameters required for the Import of the RSA key:

Key Name

Key Passphrase

URL

Advanced / Basic

Enter the 32 character maximum name assigned to identify the RSA key.

Define the key used by both the controller and the server (or repository) of the target
RSA key. Select the Show textbox to expose the actual characters used in the
passphrase. Leaving the Show checkbox unselected displays the passphrase as a series
of asterisks “*”.

Provide the complete URL to the location of the RSA key. If needed, select Advanced to
expand the dialog to display network address information to the location of the target
key. The number of additional fields that populate the screen is also dependent on the
selected protocol.

Click the Advanced or Basic link to switch between a basic URL and an advanced
location to specify key location.

Protocol Select the protocol used for importing the target key. Available options include:
tftp
ftp
sftp
http
cf
usb1l
usb2
Port Use the spinner control to set the port. This option is not valid for cf, usb1, and usb2.
IP Address Enter IP address of the server used to import the RSA key. This option is not valid for cf,
usb1, and usb2.
Host Provide the hostname of the server used to import the RSA key. This option is not valid
for cf, usb1, and usb2.
Path / File Specify the path to the RSA key. Enter the complete relative path to the key on the
server.
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9. Select OK to import the defined RSA key. Select Cancel to revert the screen to its last saved
configuration.

10. To optionally export a RSA key from the controller to a remote location, select the Export button
from the Certificate Management > RSA Keys screen.

Export the key to a redundant RADIUS server so it can be imported without generating a
second key. If there’s more than one RADIUS authentication server, export the certificate and
don’t generate a second key unless you want to deploy two root certificates.

b 4
Export RSA Key (2]

RSA Key Details

Key Name Cert1

Key Passphrase [ | Show
Export Location

URL Advanced

Note: SFTP should be used through CLI for the first time.

acE

FIGURE 101 Certificate Management - Export RSA Key screen

11. Define the following configuration parameters required for the Export of the RSA key.
Key Name Enter the 32 character maximum name assigned to the RSA key.

Key Passphrase Define the key passphrase used by both the controller and the server. Select the Show
textbox to expose the actual characters used in the passphrase. Leaving the Show
checkbox unselected displays the passphrase as a series of asterisks “*”.

URL Provide the complete URL to the location of the key. If needed, select Advanced to
expand the dialog to display network address information to the location of the target
key. The number of additional fields that populate the screen is also dependent on the
selected protocol.
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Protocol Select the protocol used for exporting the RSA key. Available options include:

tftp

ftp

sftp

http

cf

usb1l

usb2

Port Use the spinner control to set the port. This option is not valid for cf, usb1, and usb2.

IP Address Enter IP address of the server used to export the RSA key. This option is not valid for cf,
usb1 and usb2.

Host Provide the hostname of the server used to export the RSA key. This option is not valid
for cf, usbl and usb2.

Path / File Specify the path to the key. Enter the complete relative path to the key on the server.

12. Select OK to export the defined RSA key. Select Cancel to revert the screen to its last saved
configuration.

13. To optionally delete a key, select the Delete button from within the Certificate Management >
RSA Keys screen. Provide the key name within the Delete RSA Key screen and select the Delete
Certificates checkbox to remove the certificate the key supported. Select OK to proceed with
the deletion, or Cancel to revert back to the Certificate Management screen.

Certificate Creation

Assigning Certificates

The Certificate Management screen provides the facility for creating new self-signed certificates.
Self signed certificates (often referred to as root certificates) do not use public or private CAs. A self
signed certificate is a certificate signed by its own creator, with the certificate creator responsible
for its legitimacy.

To create a self-signed certificate that can be applied to a managed device:

1. Select the Launch Manager button from either the SSH RSA Key, RADIUS Certificate Authority
or RADIUS Server Certificate parameters (within the Certificate Management screen).

2. Select Create Certificate from the upper, left-hand, side of the Certificate Management screen.
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FIGURE 102 Certificate Management - Create Certificate screen

3. Define the following configuration parameters required to Create New Self-Signed Certificate:

Certificate Name

Use an Existing RSA Key

Create a New RSA Key

Enter the 32 character maximum name assigned to identify the name of the trustpoint
associated with the certificate. A trustpoint represents a CA/identity pair containing the
identity of the CA, CA-specific configuration parameters, and an association with an
enrolled identity certificate.

Select the radio button and use the drop-down menu to select the existing key used by
both the controller and the server (or repository) of the target RSA key.

To create a new RSA key, select the radio button to define a 32 character name used to
identify the RSA key. Use the spinner control to set the size of the key (between 1,024 -
2,048 bits). Brocade recommends leaving this value at the default setting of 1024 to
ensure optimum functionality. For more information on creating a new RSA key, see
RSA Key Management on page 5-110.

4. Set the following Certificate Subject Name parameters required for the creation of the

certificate:

Certificate Subject
Name

Country (C)

State (ST)

City (L)

Select either the auto-generate radio button to automatically create the certificate's
subject credentials or select user-defined to manually enter the credentials of the self
signed certificate. The default setting is auto-generate.

Define the Country used in the certificate. The field can be modified by the user to other
values. This is a required field and must not exceed 2 characters.

Enter a State/Prov. for the state or province name used in the certificate. This is a
required field.

Enter a City to represent the city name used in the certificate. This is a required field.
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Organization (O) Define an Organization for the organization used in the certificate. This is a required
field.

Organizational Unit (OU) Enter an Org. Unit for the name of the organization unit used in the certificate. This is a
required field.

Common Name (CN) If there’s a common name (IP address) for the organizational unit issuing the certificate,
enter it here.

5. Select the following Additional Credentials required for the generation of the self signed

certificate:

Email Address Provide an email address used as the contact address for issues relating to this
certificate request.

Domain Name) Enter a fully qualified domain name (FQDN) is an unambiguous domain name that
specifies the node's position in the DNS tree hierarchy absolutely. To distinguish an
FQDN from a regular domain name, a trailing period is added. For example,
somehost.example.com. An FQDN differs from a regular domain name by its
absoluteness, since a suffix is not added.

IP Address Specify the IP address used as the controller destination for certificate requests.

6. Select the Generate Certificate button at the bottom of the Certificate Management > Create
Certificate screen to produce the certificate.

Generating a Certificate Signing Request

Assigning Certificates

A certificate signing request (CSR) is a request to a certificate authority to apply for a digital identity
certificate. The CSR is a block of encrypted text generated on the server the certificate is used on.
It contains the organization name, common name (domain name), locality and country.

A RSA key must be either created or applied to the certificate request before the certificate can be
generated. A private key is not included in the CSR, but is used to digitally sign the completed
request. The certificate created with a particular CSR only worked with the private key generated
with it. If the private key is lost, the certificate is no longer functional.The CSR can be accompanied
by other identity credentials required by the certificate authority, and the certificate authority
maintains the right to contact the applicant for additional information.

If the request is successful, the CA sends an identity certificate digitally sighed with the private key
of the CA.

To create a CSR:

1. Select the Launch Manager button from either the SSH RSA Key, RADIUS Certificate Authority
or RADIUS Server Certificate parameters (within the Certificate Management screen).

2. Select Create CSR from the upper, left-hand, side of the Certificate Management screen.
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FIGURE 103 Certificate Management - Create CSR screen

3. Define the following configuration parameters required to Create New Certificate Signing
Request (CSR):

Use an Existing RSA Key Select the radio button and use the drop-down menu to set the key used by both the
controller and the server (or repository) of the target RSA key.

Create a New RSA Key  To create a new RSA key, select the radio button to define 32 character name used to
identify the RSA key. Use the spinner control to set the size of the key (between 1,024 -
2,048 bits). Brocade recommends leaving this value at the default setting of 1024 to
ensure optimum functionality. For more information on creating a new RSA key, see
RSA Key Management on page 5-110.

4. Set the following Certificate Subject Name parameters required for the creation of the

certificate:

Certificate Subject Select either the auto-generate radio button to automatically create the certificate's

Name subject credentials or select user-defined to manually enter the credentials of the self
signed certificate. The default setting is auto-generate.

Country (C) Define the Country used in the CSR. The field can be modified by the user to other
values. This is a required field and must not exceed 2 characters.

State (ST) Enter a State/Prov. for the state or province name used in the CSR. This is a required
field.

City (L) Enter a City to represent the city name used in the CSR. This is a required field.
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Organization (O) Define an Organization for the organization used in the CSR. This is a required field.

Organizational Unit (OU) Enter an Org. Unit for the name of the organization unit used in the CSR. This is a
required field.

Common Name (CN) If there’s a common name (IP address) for the organizational unit issuing the certificate,
enter it here.

5. Select the following Additional Credentials required for the generation of the CSR:
Email Address Provide an email address used as the contact address for issues relating to this CSR.

Domain Name) Enter a fully qualified domain name (FQDN) is an unambiguous domain name that
specifies the node's position in the DNS tree hierarchy absolutely. To distinguish an
FQDN from a regular domain name, a trailing period is added. ex:
somehost.example.com. An FQDN differs from a regular domain name by its
absoluteness; as a suffix is not added.

IP Address Specify the controller IP address used as the controller destination for certificate
requests.

6. Select the Generate CSR button to produce the CSR.

RF Domain Overrides

Use RF Domain Overrides to define configurations overriding the configuration set by the target
device’s original RF Domain assignment.

RF Domains allow administrators to assign configuration data to multiple devices deployed in a
common coverage area (floor, building or site). In such instances, there’s many configuration
attributes these devices share, since their general client support roles are quite similar. However,
device configurations may need periodic refinement from their original RF Domain administered
design.

A controller configuration contains (at a minimum) one default RF Domain, but can optionally use
additional user defined RF Domains:

® Default RF Domain - Automatically assigned to each controllers and associated Access Points
by default. A default RF Domain is unique to a specific controller Brocade Mobility RFS4000,
RFS6000, or RES7000 Series controller or access point (br-650, br7131,or br6511) model.

® User Defined RF Domains - Created by administrators and manually assigned to individual
controllers or Access Points, but can be automatically assigned to Access Points using
adoption policies.

Each controller and Access Point is assigned only one RF Domain at a time. However, a user
defined RF Domain can be assigned to multiple controllers or Access Points as required. User
defined RF Domains can be manually assigned to controllers and Access Points or automatically
assigned to Access Points using an auto provisioning policy. The more devices assigned a single RF
Domain, the greater the likelihood that one of the device’s configurations will require an override
that deviates that device’s configuration from the original RF Domain assignment shared by the
others.

To review the RF Domain’s original configuration requirements and the options available for a
target device, refer to Managing RF Domains on page 8-500.

To define a device’s RF Domain override configuration:
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1. Select the Configuration tab from the Web UI.
2. Select Devices from the Configuration tab.

3. The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

4. Select a target device (by double-clinking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

5. Expand the RF Domain Overrides menu option to display its sub-menu options.

6. Select RF Domain.

Basic Configuration
Location O locstions
Cortact O contact2

Time: Zons o =

Courtry Cods o =
e |

WLAN for Cortrol Traffic gy O (1t 4,084)

SMART RF

O | smartr13 MK ]

Enable Dynamic Channel & [v]

2.4 GHz Channels 2

SMART RF Policy

5 GHz Channels 2

2 4 GHz Radios

5 GHr Radios

Wireless IPS
WP Policy

O | =none= v | 2 &

Statistics

[ exi |
FIGURE 104 RF Domain Overrides screen

NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

7. Referto the Basic Configuration field to review the basic settings defined for the target device’s
RF Domain configuration, and optionally assign/remove overrides to and from specific

parameters.
Location Displays the location set for the device as part of its RF Domain configuration.
Contact Displays the contact information set for the device as part of its RF Domain

configuration.
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Time Zone
Country Code
VLAN for Control Traffic

Displays the time zone set for the device as part of its RF Domain configuration.
Displays the country code set for the device as part of its RF Domain configuration.

Displays the VLAN for Control Traffic setting for the device as part of its RF Domain
configuration.

8. Refer to the Smart RF section to configure Smart RF policy and dynamic channel settings.

Smart RF Policy

Enable Dynamic
Channel

2.4 GHz Channels

5 GHz Channels

2.4 GHz Radios

5 GHz Radios

Use the Smart RF Policy drop-down menu to apply a Smart RF policy to the RF Domain.
When a radio fails or is faulty, a Smart RF policy can provide automatic recovery by
instructing neighboring Access Point radios to increase their transmit power to
compensate for the coverage loss.

Check this box to enable dynamic channel switching for Smart RF radios.

Select channels from the pull-down menu and click the down arrow to move it to the list
of channels used for 2.4GHz Smart RF radios.

Select channels from the pull-down menu and click the down arrow to move it to the list
of channels used for 5GHz Smart RF radios.

Select radios from the drop-down menu and click the down arrow to move it to the list of
channels used for 2.4GHz Smart RF radios.

Select radios from the drop-down menu and click the down arrow to move it to the list of
channels used for 5GHz Smart RF radios.

9. Select the Create icon to define a new Smart RF policy that can be applied to the RF Domain,
or select the Edit icon to modify or override an existing Smart RF policy.

For an overview of Smart RF and instructions on how to create a Smart RF policy that can be
used with a RF Domain, see Smart RF Policy on page 6-355.

10. Use the WIPS Policy drop-down menu to apply a WIPS policy to the RF Domain.

The wireless controller supports the Wireless Intrusion Protection System (WIPS) to provide
continuous protection against wireless threats and act as an additional layer of security
complementing wireless VPNs and encryption and authentication policies. The wireless
controller supports WIPS through the use of dedicated sensor devices designed to actively
detect and locate unauthorized AP devices. After detection, they use mitigation techniques to
block devices using manual termination, air lockdown or port suppression.

11. Select the Create icon to define a new WIPS policy that can be applied to the RF Domain, or
select the Edit icon to modify or override an existing WIPS policy.

For an overview of WIPS and instructions on how to create a WIPS policy that can be used with
a RF Domain, see Intrusion Prevention on page 9-539.

12. Refer to the Statistics field to set the following data:

NoC Update Interval

Set a NoC Update interval of O, or between 5-300 seconds for updates from the RF
Domain manager to the controller.
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Window Index Use the spinner control to set a numerical index used as an identifier for each RF
Domain statistics defined.

Sample Interval Use the spinner control to define the interval (in seconds) used by the controller to
capture windowed statistics supporting the listed RF Domain configuration. The default
is 5 seconds.

Window Size Use the spinner control to set the number of samples used by the controller to define RF

Domain statistics. The default value is 6 samples.

13. Select OK to save the changes and overrides made to the RF Domain configuration. Selecting
Reset reverts the screen to its last saved configuration.

14. Select Sensor Configuration from within the expanded RF Domain Overrides menu.

Sensor Appliance Configuration
Server Id IP Address Port i

1 157.96.95.42 443 ﬁ

Hote: The defautt port used by AirDefense Server is 443 and the default port used hy Advanced-
WIPS on a Controller iz 5443

[ e |
FIGURE 105 Sensor Appliance Configuration Override screen

15. Define a Sensor Appliance Configuration for dedicating a WIPS server resource for client
terminations and WIPS event logging.

16. Optionally set up to 3 overrides for the listed device’s sensor server assignment:

Server Id Use the spinner control set a numerical index for the sensor server to differentiate it
from other servers. Up to 3 sensor server resources can be defined. Select the Add
Row + button as needed to add additional servers.

IP Address Set the IP addresses of up to 3 sensor servers for supporting WIPS events on behalf
of the selected device.

Port Assign the port number of the sensor server using the spinner control. The default
port is port 443.
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NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

17. Select OK to save the changes and overrides made to the Sensor Appliance Configuration.
Selecting Reset reverts the screen to its last saved configuration.

18. Select WLAN Override from within the expanded RF Domain Overrides.

Override SSID | Override VLAN

SSID Overrides
WLAN SSID T

WLANIDT eng2 i}

[ Reset ] et |
FIGURE 106 WLAN Override screen - Override SSID tab

The WLAN Override screen displays with the Override SSID tab displayed by default.
19. Optionally define up to 3 overrides for the listed device’s WLAN SSID assignment:

WLAN Optionally use the drop-down menu to change the WLAN assignment for the listed
device. Select either the Create icon to define a new WLAN’s configuration, or select
the Edit icon to modify an existing WLAN configuration. For additional information on
either creating or editing a WLAN'’s configuration, see Basic WLAN Configuration on
page 6-284.

SSID Optionally change the SSID associated with the WLAN. The WLAN name is
auto-generated using the SSID until changed (overridden). The maximum number of
characters used for the SSID is 32.

20. Select the Add Row + button as needed to add additional WLAN SSID overrides.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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21. Select OK to save the changes and overrides. Selecting Reset reverts the screen to its last
saved configuration.

22. Select the Override VLAN tab to review any VLAN assignment overrides that may have been or
optionally add or edit override configurations.

Override SSID | Override VLAN

WLAN @ | vLans
& ALAMIDT 1

Type to search in tehles Row Court: 1

[ aad | [ et |
FIGURE 107 WLAN Override screen - Override VLAN tab

The Override VLANSs tab displays the VLANs assigned to the WLAN on the device. Select Add to
create a new client limit configuration for a specific WLAN and VLAN or Edit to modify an
existing configuration.

23. Optionally define a VLAN's wireless client limit override configuration.

WLAN If adding a new VLAN client limit assignment, select the target WLAN from the drop-down
menu. Select the Create icon to create a new controller WLAN configuration, or select
the Edit icon to modify an existing controller WLAN. Refer to Wireless LAN Policy on
page 6-282 to define a new controller WLAN that can be applied to a managed device.

VLANS Use the spinner control to set a VLAN ID (between 1 - 4094). Refer to Basic WLAN
Configuration on page 6-284 to define whether a single VLAN or VLAN pool is used with
a WLAN.

Wireless Client Limit Use the spinner control to set the client limit on the listed VLAN. The default setting is O,

implying the maximum client count is unlimited.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

24. Select OK to save the changes and overrides. Selecting Reset reverts the screen to its last
saved configuration.
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Profile Overrides

Profiles enable administrators to assign a common set of configuration parameters and policies to
controllers and Access Points. Profiles can be used to assign shared or unique network, wireless
and security parameters to wireless controllers and Access Points across a large, multi segment,
site. The configuration parameters within a profile are based on the hardware model the profile
was created to support. The controller supports both default and user defined profiles
implementing new features or updating existing parameters to groups of Wireless Controllers or
Access Points. The central benefit of a profile is its ability to update devices collectively without
having to modify individual device configurations. Power and Adoption overrides apply specifically
to Access Points, while Cluster configuration overrides apply to only controller configurations.

However, device profile configurations may need periodic refinement from their original
administered design. Consequently, a device profile could require modification from a profile
configuration shared amongst numerous devices deployed within a particular site.

Use Profile Overrides to define configurations overriding the parameters set by the target device’s
original profile assignment.

To review a profile’s original configuration requirements and the options available for a target
device, refer to General Profile Configuration on page 7-370.

To define a device’s general profile override configuration:
1. Select the Configuration tab from the Web UI.
2. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The listed
devices can either be other controllers or Access Points within the managed network.

3. Select a target device (by double-clinking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of the Ul.
4. Select Profile Overrides from the Device menu to expand it into sub menu options.

5. Select General if it doesn’t display by default.
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FIGURE 108 Profile Overrides - General screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

6. Inthe Settings section check the IP Routing checkbox to enable routing for the device.

7. Refer to the Auto Provisioning Policy section to select an Auto Provisioning Policy or create a
new one.

Auto Provisioning Policy Select an Auto Provisioining Policy from the pulldown menu. To create a new Auto
Provisioning Policy click the create icon. For more information on creating an auto
provisioning policy that can be applied to a controller profile, see Auto Provisioning
Policies on page 5-263.

Learn and save network Check the Learn and save network configuration checkbox to enable the device to learn
configuration and save network information.

8. Select + Add Row below the Network Time Protocol (NTP) table to define (or override) the
configurations of NTP server resources the controller uses it obtain its system time. Set the
following parameters to define the NTP configuration:

Server IP Set the IP address of each server added as a potential NTP resource.
Authentication Key Select the number of the associated Authentication Key for the NTP resource.
Prefer Select the radio button to designate this particular NTP resource as preferred. If using

multiple NTP resources, preferred resources will be given first opportunity to connect to
the controller and provide NTP calibration.
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AutoKey Select the radio button to enable an autokey configuration for the controller and NTP
resource. The default setting is disabled.

Key If an autokey is not being used, manually enter a 64 character maximum key the
controller and NTP resource share to securely interoperate.

Version Use the spinner control to specify the version number used by this NTP server resource.
The default setting is O.

9. Select OK to save the changes and overrides made to the general profile configuration. Select
Reset to revert to the last saved configuration.

Controller Cluster Configuration Overrides (Controllers Only)

A redundancy group (cluster) is a set of controllers (nodes) uniquely defined by a controllers profile
configuration. Within the redundancy group, members discover and establish connections to other
controller members and provide wireless network self-healing support in the event of cluster
member failure.

A cluster’s AP load balance is typically distributed evenly amongst the controllers in the cluster.
Define how often this profile is load balanced for AP radio distribution as often as you feel required,
as radios can come and go and controller members can join and exit the cluster. For information on
setting a profile’s original cluster configuration (before applying an override), see Profile Cluster
Configuration (Controllers Only) on page 7-373.

As cluster memberships increase or decrease and their load requirements change, a controller’'s
profile may need an override applied to best suit a site’s cluster requirements.

NOTE
There is a limit of 2 controllers that can be configured in a cluster.

To apply an override (if required) to a controller profile cluster configuration:
1. Select the Configuration tab from the Web Ul.
2. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

3. Select a target device (by double-clinking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

4. Select Profile Overrides from the Device menu to expand it into sub menu options.

Select Cluster.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 109 Profile Overrides - Controller Cluster screen

6. Optionally define the following Cluster Settings and overrides:

Cluster Mode A member can be in either an Active or Standby mode. All active member controllers
can adopt Access Points. Standby members only adopt Access Points when an active
member has failed or sees an Access Point not adopted by a controller. The default
cluster mode is Active and enabled for use with the controller profile.

Cluster Name Define a name for the cluster name unique to its configuration or profile support
requirements. The name cannot exceed 64 characters.

Master Priority Set a priority value between 1 and 255 with the higher value being given higher
priority. This configuration is the device’s priority to become cluster master. In cluster
environment one device from cluster members is elected as cluster master. This
configuration is the device’s priority to become cluster master. The default value is
128.
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Handle STP Convergence Select the radio button to enable Spanning Tree Protocol (STP) convergence for the
controller. In general, this protocol is enabled in layer 2 networks to prevent network
looping. Spanning Tree is a network layer protocol that ensures a loop-free topology
in a mesh network of inter-connected layer 2 controllers. The spanning tree protocol
disables redundant connections and uses the least costly path to maintain a
connection between any two controllers in the network. If enabled, the network
forwards data only after STP convergence. Enabling STP convergence delays the
redundancy state machine execution until the STP convergence is completed (the
standard protocol value for STP convergence is 50 seconds). Delaying the state
machine is important to load balance APs at startup. The default setting is disabled.

Force Configured State Select the radio button to allow this controller to take over for an active controller
member if it were to fail. A standby controller in the cluster takes over APs adopted
by the failed active controller. If the failed active controller were to come back up, the
active controller starts a timer based on the Auto Revert Delay interval. At the
expiration of the Auto Revert Delay, the standby controller releases all adopted APs
and goes back to a monitoring mode. The Auto Revert Delay timer is stopped and
restarted if the active controller goes down and comes up during the Auto Revert
Delay interval. The default value is disabled.

Force Configured State Specify a delay interval in minutes (1 - 1,800). This is the interval a standby

Delay controller waits before releasing adopted APs and goes back to a monitoring mode
when an active controller becomes active again after a failure. The default interval is
5 seconds.

7.  Within the Cluster Member field, select the Cluster VLAN checkbox to enable a spinner control
to designate the controller VLAN where cluster members are reachable. Specify a VLAN in the
range of
1-4094.

Specify the IP addresses of the VLAN's cluster members using the IP Address table.

8. Select an Auto-Provisioning Policy from the pulldown menu. To create a new Auto-Provisioning
Policy click the create icon.

9. Define the following br-300 parameters:

Adopt Un-Configured Check this box to allow unconfigured br-300 Access Points to be adopted by the
cluster.

Adopt List Select an br-300 list from the pull-down menu to specify which br-300s are adopted
by the cluster. If a suitable list is not present, click the create button to create a new
list.

Deny List Select an br-300 list from the pull-down menu to specify which br-300s are denied

adoption by the cluster. If a suitable list is not present, click the create button to
create a new list.

10. Select OK to save the changes and overrides made to the profile’s cluster configuration. Select
Reset to revert to the last saved configuration.
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Access Point Adoption Overrides (Access Points Only)

Adoption is the process an Access Point uses to discover controllers available in the network, pick
the most desirable controller, establish an association with the controller and optionally obtain an
image upgrade, obtains its configuration and considers itself provisioned. This is a configurable
activity that can be supported within a device profile and applied to other Access Points supported
by the profile. Individual attributes of an Access Point profile auto provisioning policy can be
overridden as specific parameters require modification.

At adoption, an Access Point solicits and receives multiple adoption responses from controllers
available on the network. These adoption responses contain loading policy information the Access
Point uses to select the optimum controller for adoption. By default, an auto provisioning policy
generally distributes AP adoption evenly amongst available controllers. Modify existing adoption
policies or create a new one as needed to meet the adoption requirements of a device and their
assigned controller profile.

NOTE

A device configuration does not need to be present for an auto provisioning policy to take effect.
Once adopted, and the device’s configuration is defined and applied by the controller, the auto
provisioning policy mapping does not have impact on subsequent adoptions by the same device.

An auto provisioning policy enables an administrator to define adoption rules for the supported
Brocade Access Points capable of being adopted by a wireless controller.

To define an Access Point’s adoption configuration or apply an override:
1. Select the Devices from the Web Ul.

2. Select Profiles from the Configuration tab.

3. Select Profile Overrides to expand its sub-menu items.

4. Select Adoption.

A screen displays where an Access Point’s adoption configuration can be defined and overridden
for a controller profile.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 110 Access Point Adoption Override screen

5. Define or override the Preferred Group used as optimal group of controllers for the Access
Point’s adoption. The name of the preferred group cannot exceed 64 characters.

6. Select the checkbox to define or override a VLAN the Access Point’s associating controller is
reachable on.

VLANs O and 4,095 are reserved and cannot be used by a controller VLAN.

7. Enter Controller Hostnames as needed to define or override controller resources for Access
Point adoption.

Select + Add Row as needed to populate the table with IP Addresses or Hostnames of controllers
used as Access Point adoption resources into the managed network.

Host Use the drop-down menu to specify whether the controller adoption resource is
defined as a (non DNS) IP Address or a Hostname. Once defined, provide the
numerical IP or Hostname. A Hostname cannot exceed 64 characters.

Pool Use the spinner controller to set a pool of either 1 or 2. This is the pool the target
controller belongs to.

Remote Select the checkbox if the controller IP address or hostname provided within the host
field resides within a remote RF Domain. This setting is enabled by default.

8. Select OK to save the changes and overrides made to the Access Point profile adoption
configuration. Select Reset to revert to the last saved configuration.

Access Point Radio Power Overrides (Access Points Only)

A controller profile can manage the transmit output power of the Access Point radios it supports
within the managed network.
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NOTE

The Power option only appears within the Profile Overrides menu tree if an Access Point is selected
from within the main Devices screen. Power management is configured differently for controllers, so
the Power screen only displays on br-6511, br-7131 model Access Points.

Use the Power screen to set or override one of two power modes (3af or Auto) for a managed
Access Point. When automatic is selected, the Access Point safely operates within available power.
Once the power configuration is determined, the Access Point configures its operating power
characteristics based on its model and power configuration.

An Access Point uses a complex programmable logic device (CPLD). The CPLD determines proper
supply sequencing, the maximum power available and other status information. One of the primary
functions of the CPLD is to determine the Access Point’s maximum power budget. When an Access
Point is powered on (or performing a cold reset), the CPLD determines the maximum power
provided by the POE device and the budget available to the Access Point. The CPLD also
determines the access point hardware SKU and the number of radios. If the Access Point’s POE
resource cannot provide sufficient power to run the access point (with all intended interfaces
enabled), some of the following interfaces could be disabled or modified:

®* The Access Point’s transmit and receive algorithms could be negatively impacted
® The Access Point’s transmit power could be reduced due to insufficient power
®* The Access Point’s WAN port configuration could be changed (either enabled or disabled)

To define an Access Point’s power configuration or apply an override to an existing parameter:
1. Select the Devices tab from the Web Ul.

2. Select Profile Overrides to expand its sub menu items.

3. Select Power.

A screen displays where an Access Point’s power configuration can be defined or overridden for a
controller profile.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 111 Access Point Profile Power Override screen

4. Use the Power Mode drop-down menu to set or override the Power Mode Configuration on this
AP.

NOTE
Single radio model Access Point’s always operate using a full power configuration. The power
management configurations described in this section do not apply to single radio models.

When an Access Point is powered on for the first time, the system determines the power
budget available to the Access Point. Using the Automatic setting, the Access Point
automatically determines the best power configuration based on the available power budget.
Automatic is the default setting.

If 802.3af is selected, the Access Point assumes 12.95 watts are available. If the mode is
changed, the Access Point requires a reset to implement the change. If 802.3at is selected,
the Access Point assumes 23 - 26 watts are available.

5. Set or override the Access Point radio’s 802.3af Power Mode and the radio’s 802.3at Power
Mode.

Use the drop-down menu to define a mode of either Range or Throughput.

Select Throughput to transmit packets at the radio’s highest defined basic rate (based on the
radio’s current basic rate settings). This option is optimal in environments where the
transmission range is secondary to broadcast/multicast transmission performance. Select
Range when range is preferred over performance for broadcast/multicast (group) traffic. The
data rates used for range are the lowest defined basic rates. Throughput is the default setting
for both 802.3af and 802.3at.

6. Select OK to save the changes and overrides made to the Access Point power configuration.
Select Reset to revert to the last saved configuration.
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Profile Interface Override Configuration

A controller profile’s interface configuration can be defined to support separate physical Ethernet
configurations both unique and specific to RFS4000, RFS6000, and RFS7000 Series controllers.
Ports vary depending on controller platform, but controller models do have some of the same
physical interfaces.

A controller requires its Virtual Interface be configured for layer 3 (IP) access or layer 3 service on a
VLAN. A controller’s Virtual Interface defines which IP address is associated with each VLAN ID the
controller is connected to.

If the profile is configured to support an Access Point radio, an additional Radios option is
available, unique to the Access Point’s radio configuration.

Each profile interface configuration can have overrides applied to customize the configuration to a
unique controller deployment. However, once an override is applied to this configuration it becomes
independent from the profile that may be shared by a group of devices in a specific deployment
and my need careful administration until a profile can be re-applied to the target controller. For
more information, refer to the following:

® FEthernet Port Override Configuration

® Virtual Interface Override Configuration
® Port Channel Override Configuration

® Radio Override Configuration

Ethernet Port Override Configuration

Profile Interface Override Configuration

The ports available on a controller vary depending on the platform. The following ports are available
on RFS4000, RFS6000 and RFS7000 model controllers:

® RFS4000 - gel, ge2, ge3, ge4, geb, upl

® RFS6000 - gel, ge2, ge3, ge4, geb, geb, ge7, ge8, mel, upl

® RFS7000-gel, ge2, ge3, ge4, mel

GE ports are available on the RFS4000, RFS6000, and RFS7000 series platforms. GE ports on the

RFS4000 and RFS6000 are RJ-45 supporting 10/100/1000Mbps. GE ports on the RFS7000 can
be RJ-45 or fiber ports supporting 10/100/1000Mbps.

ME ports are available on RFS6000 and RFS7000 platforms. ME ports are out-of-band
management ports used to manage the controller via CLI or Web Ul, even when the other ports on
the controller are unreachable.

UP ports are available on RFS4000 and RFS6000 platforms. An UP port is used to connect the
controller to the backbone network. An UP port supports either RJ-45 or fiber. The UP port is the
preferred means to connect to the backbone as it has a non-blocking 1gbps connection unlike the
GE ports.

To set a controller profile’s Ethernet port configuration and potentially apply overrides to the
profile’s configuration:

1. Select the Configuration tab from the Web Ul.

2. Select Devices from the Configuration tab.
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The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

3. Select a target device (by double-clinking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

4. Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Interface to expand its sub menu options.

6. Select Ethernet Ports.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

llame .| Type Deseription | Admin Status | Mode lNative VLAN | Tag lative Allowed
- VLAH VLANS

el Ethernet port! description | 3 Dissblsd  Access 4
2 Ethernet portz o Ensbled | Trumk 5 X 510

Type to search in tehles Row Count: 2

[ et |
FIGURE 112 Profiles Overrides - Ethernet Ports screen

7. Refer to the following to assess port status and performance:

Name Displays the physical controller port name reporting runtime data and statistics.
Supported ports vary depending on controller model.
RFS4000 - ge1l, ge2, ge3, ge4, geb, upl
RFS6000 - gel, ge2, ge3, ge4, geb, geb, ge7, ge8, mel, upl
RFS7000 - ge1l, ge2, ge3, ge4, mel

Type Displays the physical controller port type. Cooper is used on RJ45 Ethernet ports and
Optical materials are used on fiber optic gigabit Ethernet ports.
Description Displays an administrator defined description for each listed controller port.
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Admin Status A green checkmark defines the port as active and currently enabled with the controller
profile. A red “X” defines the port as currently disabled and not available for use. The
interface status can be modified with the port configuration as needed.

Mode Displays the profile’s switching mode as either Access or Trunk (as defined within the
Ethernet Port Basic Configuration screen). If Access is selected, the listed port accepts
packets only from the native VLAN. Frames are forwarded untagged with no 802.1Q
header. All frames received on the port are expected as untagged and mapped to the
native VLAN. If set to Trunk, the port allows packets from a list of VLANs added to the
trunk. A port configured as Trunk supports multiple 802.1Q tagged VLANs and one
Native VLAN which can be tagged or untagged.

Native VLAN Lists the numerical VLAN ID (1 - 4094) set for the native VLAN. The native VLAN allows
an Ethernet device to associate untagged frames to a VLAN when no 802.1Q frame is
included in the frame. Additionally, the native VLAN is the VLAN untagged traffic is
directed over when using a port in trunk mode.

Tag Native VLAN A green checkmark defines the native VLAN as tagged. A red “X” defines the native
VLAN as untagged. When a frame is tagged, the 12 bit frame VLAN ID is added to the
802.1Q header so upstream Ethernet devices know which VLAN ID the frame belongs
to. The device reads the 12 bit VLAN ID and forwards the frame to the appropriate VLAN.
When a frame is received with no 802.1Q header, the upstream device classifies the
frame using the default or native VLAN assigned to the Trunk port. A native VLAN allows
an Ethernet device to associate untagged frames to a VLAN when no 802.1Q frame is
included in the frame.

Allowed VLANs Displays those VLANSs allowed to send packets over the listed controller port. Allowed
VLANs are only listed when the mode has been set to Trunk.

8. To edit or override the configuration of an existing controller port, select it from amongst those
displayed and select the Edit button. The Ethernet port Basic Configuration screen displays by

default.
Name pel (2]
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FIGURE 113 Profile Overrides - Ethernet Ports Basic Configuration screen
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9. Set or override the following Ethernet port Properties:

Description Enter a brief description for the controller port (64 characters maximum). The
description should reflect the port’s intended function to differentiate it from others with
similar configurations or perhaps just the name of the physical port.

Admin Status Select the Enabled radio button to define this port as active to the controller profile it
supports. Select the Disabled radio button to disable this physical controller port in the
controller profile. It can be activated at any future time when needed.

Speed Select the speed at which the port can receive and transmit the data. Select either 10
Mbps, 100 Mbps, 1000 Mbps. Select either of these options to establish a 10, 100 or
1000 Mbps data transfer rate for the selected half duplex or full duplex transmission
over the port. These options are not available if Auto is selected. Select Automatic to
enable the controller port to automatically exchange information about data
transmission speed and duplex capabilities. Auto negotiation is helpful when in an
environment where different devices are connected and disconnected on a regular
basis. Automatic is the default setting.

Duplex Select either half, full or automatic as the duplex option. Select Half duplex to send
data over the port, then immediately receive data from the same direction in which the
data was transmitted. Like a full-duplex transmission, a half-duplex transmission can
carry data in both directions, just not at the same time. Select Full duplex to transmit
data to and from the controller port at the same time. Using full duplex, the port can
send data while receiving data as well. Select Automatic to enable to the controller to
dynamically duplex as port performance needs dictate. Automatic is the default setting.

10. Enable or disable the following CDP/LLDP parameters used to configure Cisco Discovery
Protocol and Link Layer Discovery Protocol for this profile’s Ethernet port configuration:

Cisco Discovery Protocol Select this box to allow the Cisco discovery protocol to be received on this controller
Receive port. If enabled, the port sends out periodic interface updates to a multicast address to
advertise its presence to neighbors. This option is enabled by default.

Cisco Discovery Protocol Select this box to allow the Cisco discovery protocol to be transmitted on this controller
Transmit port. If enabled, the port sends out periodic interface updates to a multicast address to
advertise its presence to neighbors.

Link Layer Discovery Select this box to allow the Link Layer discovery protocol to be received on this controller

Protocol Receive port. If enabled, the port sends out periodic interface updates to a multicast address to
advertise its presence to neighbors. This option is enabled by default.

Link Layer Discovery Select this box to allow the Link Layer discovery protocol to be transmitted on this

Protocol Transmit controller port. If enabled, the port sends out periodic interface updates to a multicast

address to advertise its presence to neighbors.

11. Set or override the following Power Over Ethernet (PoE) parameters used with this profile’s
Ethernet port configuration:

Enable POE Select the check box to configure the selected port to use Power over Ethernet. To
disable PoE on a port, uncheck this option. Power over Ethernet is supported on
RFS4000 and RFS6000 model controllers only. When enabled, the controller supports
802.3af PoE on each of its ge ports. The PoE allows users to monitor port power
consumption and configure power usage limits and priorities for each ge port.

Power Limit Use the spinner control to set the total watts available for Power over Ethernet on the
controller ge port. Set a value between O - 40 watts.

Power Priority Set the power priority for the listed port to either to either Critical, High or Low. This is
the priority assigned to this port versus the power requirements of the other supports
available on the controller.
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12. Define or override the following Switching Mode parameters applied to the Ethernet port

configuration:

Mode

Native VLAN

Tag Native VLAN

Allowed VLANs

13.

14.

15.

Select either the Access or Trunk radio button to set the VLAN switching mode over the
port. If Access is selected, the port accepts packets only form the native VLANs. Frames
are forwarded out the port untagged with no 802.1Q header. All frames received on the
port are expected as untagged and are mapped to the native VLAN. If the mode is set to
Trunk, the port allows packets from a list of VLANs you add to the trunk. A port
configured as Trunk supports multiple 802.1Q tagged VLANs and one Native VLAN
which can be tagged or untagged. Access is the default mode.

Use the spinner control to define a numerical Native VLAN ID between

1-4094. The native VLAN allows an Ethernet device to associate untagged frames to a
VLAN when no 802.1Q frame is included in the frame. Additionally, the native VLAN is
the VLAN which untagged traffic will be directed over when using a port in trunk mode.
The default VLAN is 1.

Select the check box to tag the native VLAN. Controllers support the IEEE 802.1Q
specification for tagging frames and coordinating VLANs between devices. IEEE 802.1Q
adds four bytes to each frame identifying the VLAN ID for upstream devices that the
frame belongs. If the upstream Ethernet device does not support IEEE 802.1Q tagging, it
does not interpret the tagged frames. When VLAN tagging is required between devices,
both devices must support tagging and be configured to accept tagged VLANs. When a
frame is tagged, the 12 bit frame VLAN ID is added to the 802.1Q header so upstream
Ethernet devices know which VLAN ID the frame belongs to. The device reads the 12 bit
VLAN ID and forwards the frame to the appropriate VLAN. When a frame is received with
no 802.1Q header, the upstream device classifies the frame using the default or native
VLAN assigned to the Trunk port. The native VLAN allows an Ethernet device to associate
untagged frames to a VLAN when no 802.1Q frame is included in the frame. This feature
is disabled by default.

Selecting Trunk as the mode enables the Allowed VLANS parameter. Add VLANSs that
exclusively send packets over the listed port.

Optionally select the Port Channel checkbox from the Port Channel Membership area and
define or override a setting between 1 - 8 using the spinner control. This sets the channel

group for the port.

Select OK to save the changes and overrides made to the profile’s Ethernet Port Basic
Configuration. Select Reset to revert to the last saved configuration.

Select the Security tab.
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FIGURE 114 Profile Overrides - Ethernet Ports Security screen

16. Refer to the Access Control field. As part of the port’s security configuration, Inbound IP and
MAC address firewall rules are required.

Use the Inbound IP Firewall Rules and Inbound MAC Firewall Rules drop-down menus to select
or override the firewall rules applied to this profile’s Ethernet port configuration.

The firewall inspects IP and MAC traffic flows and detects attacks typically not visible to
traditional wired firewall appliances.

If a firewall rule does not exist suiting the data protection needs of the target port
configuration, select the Create icon to define a new rule configuration or the Edit icon to
update or override an existing configuration. For more information, see Wireless Firewall on
page 9-511.

17. Refer to the Trust field to define or override the following:

Trust ARP Responses Select the check box to enable ARP trust on this controller port. ARP packets received
on this port are considered trusted, and the information from these packets is used to
identify rogue devices within the managed network. The default value is disabled.

Trust DHCP Responses Select the check box to enable DHCP trust on this port. If enabled, only DHCP
responses are trusted and forwarded on this port, and a DHCP server can be
connected only to a DHCP trusted port. The default value is enabled.
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ARP header Mismatch Select the check box to enable a mismatch check for the source MAC in both the ARP

Validation and Ethernet header. The default value is enabled.

Trust 8021p COS values  Select the check box to enable 802.1p COS values on this port. The default value is
enabled.

Trust IP DSCP Select the check box to enable IP DSCP values on this port. The default value is
enabled.

NOTE

Some vendor solutions with VRRP enabled send ARP packets with Ethernet SMAC as a physical MAC
and inner ARP SMAC as VRRP MAC. If this configuration is enabled, a packet is allowed, despite a
conflict existing.

18. Set the following 802.1X Authentication settings for the WLAN’s QoS policy:
Enable Check this box to enable 802.1X authentication on the selected Ethernet Port.

Username Specify the configured username on the RADIUS server configured for
authentication on this Ethernet port. This option is only available when the Enable
checkbox is selected.

Password Specify the password for the configured username used for authentication on this
Ethernet port. This option is only available when the Enable checkbox is selected.

19. Select OK to save the changes and overrides made to the Ethernet port’s security
configuration. Select Reset to revert to the last saved configuration.

20. Select the Spanning Tree tab.

Name gel (2]
- Basic Configuration | Security - Spanning Tree
MSTP Configuration Spanning Tree Port Cost
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Link Type @ (=) Poirt-to-Poirt () Shared
Cizco MZTP Interoperability 0 () Enable (=) Disable 0
Force Protocal Yersion ) STRIO)
) Mot Supported (1)
o
_) RETP(2)
(2] MSTR (3) Spanning Tree Port Priority
Guard © (=) Mone () Root Instance Index | Priority @
Enable PortFast 0|
Enable PortFast BPOU Fitter o v [1]
Enable PortFast BPDU Guard g
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FIGURE 115 Profile Overrides - Ethernet Ports Spanning Tree screen

21. Set or override the following parameters for the port’s MSTP configuration:

Enable as Edge Port

Link Type

Enable Cisco MSTP
Interoperability

Force Protocol Version

Guard

Enable PortFast

PortFast BPDU Filter

PortFast BPDU Guard

Select the check box to define this port as an edge port. Using an edge (private) port,
you can isolate devices to prevent connectivity over this port.

Select either the Point-to-Point or Shared radio button. Selecting Point-to-Point
indicates the port should be treated as connected to a point-to-point link. Selecting
Shared indicates this port should be treated as having a shared connection. A port
connected to a hub is on a shared link, while one connected to a controller is a
point-to-point link.

Select either the Enable or Disable radio buttons. This enables interoperability with
Cisco’s version of MSTP over the port, which is incompatible with standard MSTP.

Sets the protocol version to either STP(0), Not Supported(1), RSTP(2) or MSTP(3). MSTP
is the default setting.

Determines whether the port enforces root bridge placement. Setting the guard to Root
ensures the port is a designated port. Typically, each guard root port is a designated
port, unless two or more ports (within the root bridge) are connected together. If the
bridge receives superior (BPDUs) on a guard root-enabled port, the guard root moves the
port to a root-inconsistent STP state. This state is equivalent to a listening state. No data
is forwarded across the port. Thus, the guard root enforces the root bridge position.

Select the check box to enable drop-down menus for both the Enable Portfast BPDU
Filter and Enable Portfast BPDU guard options for the controller port.

Select enable to invoke a BPDU filter for this portfast enabled port. Enabling the BPDU
filter feature ensures this PortFast enabled port does not transmit or receive BPDUs.

Select enable to invoke a BPDU guard for this portfast enabled port. Enabling the BPDU
Guard feature means this portfast-enabled port will shutdown on receiving a BPDU.

22. Refer to the Spanning Tree Port Cost table.

Define or override an Instance Index using the spinner control and then set the Cost. The
default path cost depends on the user defined speed of the port.The cost helps determine the
role of the port in the MSTP network. The designated cost is the cost for a packet to travel from
this port to the root in the MSTP configuration. The slower the media, the higher the cost.

Speed Default Path Cost
<=100000 bits/sec 200000000
<=1000000 bits/sec 20000000
<=10000000 bits/sec 2000000
<=100000000 bits/sec 200000
<=1000000000 bits/sec 20000
<=10000000000 bits/sec 2000
<=100000000000 bits/sec 200
<=1000000000000 bits/sec 20
>1000000000000 bits/sec 2

23. Select + Add Row as needed to include additional indexes.

24. Refer to the Spanning Tree Port Priority table.
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Define or override an Instance Index using the spinner control and then set the Priority. The
lower the priority, a greater likelihood of the port becoming a designated port. Thus applying an
higher override value impacts the port’s likelihood of becoming a designated port.

25. Select + Add Row needed to include additional indexes.

26. Select OK to save the changes and overrides made to the Ethernet Port Spanning Tree
configuration. Select Reset to revert to the last saved configuration.

Virtual Interface Override Configuration

Profile Interface Override Configuration

A controller Virtual Interface is required for layer 3 (IP) access to the controller or provide layer 3
service on a VLAN. The Virtual Interface defines which IP address is associated with each VLAN ID
the controller is connected to. A Virtual Interface is created for the default VLAN (VLAN 1) to enable
remote controller administration. A Virtual Interface is also used to map VLANSs to IP address
ranges. This mapping determines the destination for controller routing.

To review existing Virtual Interface configurations and either create a new Virtual Interface
configuration, modify (override) an existing configuration or delete an existing configuration:

1. Select the Configuration tab from the Web Ul.
2. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

3. Select a target device (by double-clinking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

4. Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Interface to expand its sub menu options.

6. Select Virtual Interfaces.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 116 Profile Overrides - Virtual Interfaces screen

7. Review the following parameters unique to each virtual interface configuration to determine
whether a parameter override is warranted:

Name Displays the name of each listed Virtual Interface assigned when it was created. The
name is between 1 - 4094, and cannot be modified as part of a Virtual Interface edit.

Type Displays the type of Virtual Interface for each listed interface.

Description Displays the description defined for the Virtual Interface when it was either initially
created or edited.

Admin Status A green checkmark defines the listed Virtual Interface configuration as active and
enabled with its supported controller profile. A red “X” defines the Virtual Interface as
currently disabled. The interface status can be modified when a new Virtual Interface is
created or an existing one modified.

VLAN Displays the numerical VLAN ID associated with each listed interface.

|P Address Defines whether DHCP was used to obtain the primary IP address used by the Virtual
Interface configuration.

Once the configurations of existing Virtual Interfaces have been reviewed, determine whether a
new interface requires creation, or an existing Virtual Interface requires edit (override) or
deletion.

8. Select Add to define a new Virtual Interface configuration, Edit to modify or override the
configuration of an existing Virtual Interface or Delete to permanently remove a selected
Virtual Interface.
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FIGURE 117 Profile Overrides - Virtual Interfaces Basic Configuration screen
9. The Basic Configuration screen displays by default regardless of a whether a new Virtual
Interface is being created or an existing one is being modified.

10. If creating a new Virtual Interface, use the VLAN ID spinner control to define a numeric VLAN ID
between 1 - 4094.

11. Define or override the following parameters from within the Properties field:

Description Provide or edit a description (up to 64 characters) for the Virtual Interface that helps
differentiate it from others with similar configurations.

Admin Status Either select the Disabled or Enabled radio button to define this interface’s current
status within the managed network. When set to Enabled, the Virtual Interface is
operational and available to the controller. The default value is disabled.

12. Set or override the following network information from within the IP Addresses field:

Enable Zero Define the IP address for the VLAN associated Virtual Interface.
Configuration
Primary IP Address Define the IP address for the VLAN associated Virtual Interface.

Use DHCP to Obtain IP  Select this option to allow DHCP to provide the IP address for the Virtual Interface.
Selecting this option disables the Primary IP address field.

Use DHCP to obtain Select this option to allow DHCP to obtain a default gateway address, and DNS resource

Gateway/DNS Servers for one virtual interface. This setting is disabled by default and only available when the
Use DHCP to Obtain IP option is selected.

Secondary Addresses Use the Secondary Addresses parameter to define additional IP addresses to associate
with VLAN IDs. The address provided in this field is used if the primary IP address is
unreachable.
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13. Refer to the DHCP Relay field to set or override the DHCP relay server configuration used with
the controller Virtual Interface.

Respond to DHCP Relay Select the Respond to DHCP Relay Packets option to allow the controller’s onboard
Packets DHCP server to respond to relayed DHCP packets on this interface.

DHCP Relay IP Address Provide IP addresses for DHCP server relay resources.
The interface VLAN and gateway should have their IP addresses set. The interface VLAN
and gateway interface should not have DHCP client or DHCP Server enabled. DHCP
packets cannot be relayed to an onboard DHCP Server. The interface VLAN and gateway
interface cannot be the same.

When changing from a default DHCP address to a fixed IP address, set a static route
first. This is critical when the controller is being accessed from a subnet not directly
connected to the controller and the default route was set from DHCP.

14. Define or override the Network Address Translation (NAT) direction.
Select either the Inside, Outside or None radio buttons.

® [nside - The inside network is transmitting data over the network its intended destination.
On the way out, the source IP address is changed in the header and replaced by the
(public) IP address.

® Qutside - Packets passing through the NAT on the way back to the managed LAN are
searched against to the records kept by the NAT engine. There the destination IP address
is changed back to the specific internal private class IP address in order to reach the LAN
over the switch managed network.

®* None - No NAT activity takes place. This is the default setting.

NOTE
Refer to Setting the Profile’s NAT Configuration on page 7-465 for instructions on creating a profile’'s
NAT configuration.

15. Select the OK button to save the changes and overrides to the Basic Configuration screen.
Select Reset to revert to the last saved configuration.

16. Select the Security tab.
VLAN ID wlani (7]

Basic Configuration | Security
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[P Inbound Fireweall Rules gy | znone= v 8 5

FIGURE 118 Profile Overrides - Virtual Interfaces Security screen
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17.

18.

19.

Use the Inbound IP Firewall Rules drop-down menu to select the firewall rule configuration to
apply to this Virtual Interface.

The firewall inspects and packet traffic to and from connected clients.

If a firewall rule does not exist suiting the data protection needs of this Virtual Interface, select
the Create icon to define a new firewall rule configuration or the Edit icon to modify or override
an existing configuration. For more information, see Wireless Firewall on page 9-511.

Use the VPN Crypto Map drop-down menu to select or override the Crypto Map configuration
applied to this Virtual Interface.

Crypto Map entries are sets of configuration parameters for encrypting packets that pass
through the VPN Tunnel. If a Crypto Map configuration does not exist suiting the needs of this
Virtual Interface, select the Create icon to define a new Crypto Map configuration or the Edit
icon to modify an existing configuration. For more information, see Overriding a Profile’s VPN
Configuration on page 5-217.

Select the OK button located at the bottom right of the screen to save the changes and
overrides to the Security screen. Select Reset to revert to the last saved configuration.

Port Channel Override Configuration

Profile Interface Override Configuration

Controller profiles can be customized port channel configurations as part of their interface
configuration. Existing port channel profile configurations can be overridden as the become
obsolete for specific device deployments.

To define or override a port channel configuration on a controller profile:

1.
2.

Select the Configuration tab from the Web UL.
Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Interface to expand its sub menu options.

Select Port Channels.

The Port Channels screen displays.
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FIGURE 119 Profile Overrides - Port Channels screen

NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

7. Refer to the following to review existing port channel configurations and status to determine
whether a parameter requires an override:

Name Displays the port channel’s numerical identifier assigned when it was created. The
numerical name cannot be modified as part of the edit process.

Type Displays whether the type is port channel.

Description Lists a a short description (64 characters maximum) describing the port channel or

differentiating it from others with similar configurations.

Admin Status A green checkmark defines the listed port channel as active and currently enabled with
the controller profile. A red “X” defines the port channel as currently disabled and not
available for use. The interface status can be modified with the port channel
configuration as required
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8. To edit or override the configuration of an existing port channel, select it from amongst those
displayed and select the Edit button. The port channel Basic Configuration screen displays by

default.

Mame port-channel

Properties

Descrigtion

Admin Status
Speed
Duplex

Client Load Balancing

Port Channel Load Balance

0 (_) Disabled (=) Enabled

0 | Automstic | w Alowed VLANS 43 2 (24712,
0 | futomatic | w

o | SourceDestination IP v

o

Basic Configuration | Security | Spanning Tree

Switching Mode
Mocde 42 () Access () Trunk
Mative WLAMN o1 (110 4,094)
=)

Tag Mative WLAN @ ||

FIGURE 120 Profile Overrides - Port Channels Basic Configuration screen

9. Set or override the following port channel Properties:

Description
Admin Status

Speed

Duplex

Enter a brief description for the controller port channel (64 characters maximum).

Select the Enabled radio button to define this port channel as active to the controller
profile it supports. Select the Disabled radio button to disable this port channel
configuration in the controller profile. It can be activated at any future time when
needed. The default setting is disabled.

Select the speed at which the port channel can receive and transmit data. Select either
10 Mbps, 100 Mbps or 1000 Mbps to establish a 10, 100 or 1000 Mbps data transfer
rate for the selected half duplex or full duplex transmission. These options are not
available if Auto is selected. Select Automatic to allow the port channel to automatically
exchange information about data transmission speeds and duplex capabilities. Auto
negotiation is helpful in an environment where different devices are connected and
disconnected on a regular basis. Automatic is the default setting.

Select either half, full or automatic as the duplex option. Select Half duplex to send
data over the port channel, then immediately receive data from the same direction in
which the data was transmitted. Like a full-duplex transmission, a half-duplex
transmission can carry data in both directions, just not at the same time. Select Full
duplex to transmit data to and from the port channel at the same time. Using full duplex,
the port channel can send data while receiving data as well. Select Automatic to
enable to the controller to dynamically duplex as port channel performance needs
dictate. Automatic is the default setting.

10. Use the Port Channel Load Balance drop-down menu from the Client Load Balancing section to
define whether port channel load balancing is conducted using a Source/Destination IP or a
Source/Destination MAC. Source/Destination IP is the default setting.
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11. Define or override the following Switching Mode parameters to apply to the port channel

configuration:

Mode

Native VLAN

Tag the Native VLAN

Allowed VLANs

Select either the Access or Trunk radio button to set the VLAN switching mode over the
port channel. If Access is selected, the port channel accepts packets only from the
native VLAN. Frames are forwarded untagged with no 802.1Q header. All frames
received on the port are expected as untagged and are mapped to the native VLAN. If
the mode is set to Trunk, the port channel allows packets from a list of VLANs you add to
the trunk. A port channel configured as Trunk supports multiple 802.1Q tagged VLANs
and one Native VLAN which can be tagged or untagged. Access is the default setting.

Use the spinner control to define a numerical Native VLAN ID between

1-4094. The native VLAN allows an Ethernet device to associate untagged frames to a
VLAN when no 802.1Q frame is included in the frame. Additionally, the native VLAN is
the VLAN untagged traffic will be directed over when using trunk mode. The default
value is 1.

Select the checkbox to tag the native VLAN. Controllers support the IEEE 802.1Q
specification for tagging frames and coordinating VLANs between devices. IEEE 802.1Q
adds four bytes to each frame identifying the VLAN ID for upstream devices that the
frame belongs. If the upstream Ethernet device does not support IEEE 802.1Q tagging, it
does not interpret the tagged frames. When VLAN tagging is required between devices,
both devices must support tagging and be configured to accept tagged VLANs. When a
frame is tagged, a 12 bit frame VLAN ID is added to the 802.1Q header, so upstream
Ethernet devices know which VLAN ID the frame belongs to. The device reads the 12 bit
VLAN ID and forwards the frame to the appropriate VLAN. When a frame is received with
no 802.1Q header, the upstream device classifies the frame using the default or native
VLAN assigned to the Trunk port. The native VLAN allows an Ethernet device to associate
untagged frames to a VLAN when no 802.1Q frame is included in the frame. This setting
is disabled by default.

Selecting Trunk as the mode enables the Allowed VLANS parameter. Add VLANSs that
exclusively send packets over the port channel.

12. Select OK to save the changes and overrides to the port channel Basic Configuration. Select
Reset to revert to the last saved configuration.

13. Select the Security tab.
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FIGURE 121 Profile Overrides - Port Channels Security screen

14. Refer to the Access Control field. As part of the port channel’s security configuration, Inbound
IP and MAC address firewall rules are required.

Use the Inbound IP Firewall Rules and Inbound MAC Firewall Rules drop-down menus to select

or override the firewall

rules to apply to this profile’s port channel configuration.

The firewall inspects IP and MAC traffic flows and detects attacks typically not visible to
traditional wired firewall appliances.

If a firewall rule does not exist suiting the data protection needs of the target port channel
configuration, select the Create icon to define a new rule configuration, or the Edit icon to

modify (override) an existing firewall rule configuration. For more information, see Wireless
Firewall on page 9-511.

15. Refer to the Trust section to define or override the following:

Trust ARP Responses

Trust DHCP Responses

ARP header Mismatch
Validation

Trust 802.1p COS values

Trust IP DSCP

Select the check box to enable ARP trust on this port channel. ARP packets received
on this controller port are considered trusted, and information from these packets is
used to identify rogue devices within the managed network. The default value is
disabled.

Select the check box to enable DHCP trust. If enabled, only DHCP responses are
trusted and forwarded on this port channel, and a DHCP server can be connected
only to a DHCP trusted port. The default value is enabled.

Select the check box to enable a mismatch check for the source MAC in both the ARP
and Ethernet header. The default value is enabled.

Select the check box to enable 802.1p COS values on this port channel. The default
value is enabled.

Select the check box to enable IP DSCP values on this port channel. The default value
is disabled.
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16. Select OK to save the changes and overrides to the security configuration. Select Reset to
revert to the last saved configuration.

17. Select the Spanning Tree tab.
Name paort-channel (2]

Basic Configuration | Security | Spanning Tree

PortFast Spanning Tree Port Cost

Enable PortFast L Instance Index | Cost ﬁ

Enable PortFast BPDU Fiter

Enahle PortFast BPDU Guard

MSTP Configuration

Enable as Edge Port

C

Add Row

Link Type

Pairt-to-Point () Shared
Spanning Tree Port Priority

Cizco MSTP Interoperability

Enable  (s) Dizable

(

Instance Index | Priority i
Force Protocal Yersion

STP ()

(

Mot Supparted (1)

(

RETP (2]

(

(=

MSTP (3)

Mone () Root Add Row

(=

Guard ]

FIGURE 122 Profile Overrides - Port Channels Spanning Tree screen

18. Define or override the following PortFast parameters for the port channel’s MSTP
configuration:

Enable PortFast Select the check box to enable drop-down menus for both the Enable Portfast BPDU
Filter and Enable Portfast BPDU guard options for the controller port. This setting is
disabled by default.

PortFast BPDU Filter Select enable to invoke a BPDU filter for this portfast enabled port channel. Enabling the
BPDU filter feature ensures this port channel does not transmit or receive any BPDUs.
The default setting is None.

PortFast BPDU Guard Select enable to invoke a BPDU guard for this portfast enabled port channel. Enabling
the BPDU Guard feature means this port will shutdown on receiving a BPDU. Hence no
BPDUs are processed. The default setting is None.
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19.

Set or override the following MSTP Configuration parameters for the port channel:

Enable as Edge Port Select the check box to define this port as an edge port. Using an edge (private) port,

you can isolate devices to prevent connectivity over this port channel. This setting is
disabled by default.

Link Type Select either the Point-to-Point or Shared radio button. Selecting Point-to-Point

indicates the port should be treated as connected to a point-to-point link. Selecting
Shared indicates this port should be treated as having a shared connection. A port
connected to a hub is on a shared link, while one connected to a controller is a
point-to-point link. Point-to-Point is the default setting.

Cisco MSTP Select either the Enable or Disable radio buttons. This enables interoperability with
Interoperability Cisco’s version of MSTP, which is incompatible with standard MSTP. This setting is

disabled by default.

Force Protocol Version Sets the protocol version to either STP(0), Not Supported(1), RSTP(2) or MSTP(3).

MSTP is the default setting.

Guard Determines whether the port channel enforces root bridge placement. Setting the

20.

guard to ROOt ensures the port is a designated port. Typically, each guard root port is
a designated port, unless two or more ports (within the root bridge) are connected
together. If the bridge receives superior (BPDUs) on a guard root-enabled port, the
guard root moves the port to a root-inconsistent STP state. This state is equivalent to
a listening state. No data is forwarded across the port. Thus, the guard root enforces
the root bridge position.

Refer to the Spanning Tree Port Cost table.

Define or override an Instance Index using the spinner control and then set the Cost. The
default path cost depends on the user defined port speed.The cost helps determine the role of
the port channel in the MSTP network. The designated cost is the cost for a packet to travel
from this port to the root in the MSTP configuration. The slower the media, the higher the cost.

Speed Default Path Cost
<=100000 bits/sec 200000000
<=1000000 bits/sec 20000000
<=10000000 bits/sec 2000000
<=100000000 bits/sec 200000
<=1000000000 bits/sec 20000
<=10000000000 bits/sec 2000
<=100000000000 bits/sec 200
<=1000000000000 bits/sec 20
>1000000000000 bits/sec 2

21.
22.

Select + Add Row as needed to include additional indexes.
Refer to the Spanning Tree Port Priority table.

Define or override an Instance Index using the spinner control and then set the Priority. The
lower the priority, a greater likelihood of the port becoming a designated port.

Select + Add Row as needed to include additional indexes.

Select OK to save the changes and overrides made to the Ethernet Port Spanning Tree
configuration. Select Reset to revert to the last saved configuration.
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Radjo Override Configuration

Profile Interface Override Configuration

Access Points can have their radio profile configurations overridden once their radios have
successfully associated to the managed network.

To define a radio configuration override from the Access Point’s associated controller:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target Access Point (by double-clicking it) from amongst those displayed within the
Device Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
4. Select Interface to expand its sub menu options.

Select Radios.
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FIGURE 123 Profile Overrides - Access Point Radios screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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6. Review the following radio configuration data to determine whether a radio configuration
requires modification or override to better support the managed network:

Name

Type
Description

Admin Status

RF Mode

Channel

Transmit Power

Displays whether the reporting radio is the Access Point’s radiol, radio2 or radio3.
Legacy br-7131 models contain either a single or a dual radio configuration. Newer
br-7131N model Access Points support single, dual or triple radio configurations. An
Brocade Mobility 650 Access Point model Access Point is available in either single or
dual radio models.

Displays the type of radio housed by each listed Access Point.

Displays a brief description of the radio provided by the administrator when the radio’s
configuration was added or modified.

A green checkmark defines the listed Virtual Interface configuration as active and
enabled with its supported controller profile. A red “X” defines the Virtual Interface as
currently disabled. The interface status can be modified when a new Virtual Interface is
created or an existing one modified.

Displays whether each listed radio is operating in the 802.11a/n or

802.11b/g/n radio band. If the radio is a dedicated sensor, it will be listed as a sensor to
define the radio as not providing typical WLAN support. The radio band is set from within
the Radio Settings tab.

Lists the channel setting for the radio. Smart is the default setting. If set to smart, the
Access Point scans non-overlapping channels listening for beacons from other Access
Points. After the channels are scanned, it selects the channel with the fewest Access
Points. In the case of multiple access points on the same channel, it will select the
channel with the lowest average power level. The column displays smart if set for
dynamic Smart RF support.

Lists the transmit power for each radio displayed as a value in miliwatts.

7. If required, select a radio configuration and select the Edit button to modify or override
portions of its configuration.
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FIGURE 124 Profile Overrides - Access Point Radio Settings tab

The Radio Settings tab displays by default.
8. Define or override the following radio configuration parameters from within the Properties field:

Description Provide or edit a description (1 - 64 characters in length) for the radio that helps
differentiate it from others with similar configurations.

Admin Status Either select the Active or Shutdown radio button to define this radio’s current status
within the managed network. When defined as Active, the Access Point is operational
and available for client support within the managed network.

Radio QoS Policy Use the drop-down menu to specify an existing QoS policy to apply to the Access Point
radio in respect to its intended radio traffic. If there’s no existing suiting the radio’s
intended operation, select the Create icon to define a new QoS policy that can be
applied to this controller profile. For more information, see Radio QoS Policy on page
6-332.

Association ACL Use the drop-down menu to specify an existing Association ACL policy to apply to the
Access Point radio. An Association ACL is a policy-based Access Control List (ACL) that
either prevents or allows wireless clients from connecting to a managed Access Point
radio. An ACL is a sequential collection of permit and deny conditions that apply to
controller packets. When a packet is received on an interface, the controller compares
the fields in the packet against any applied ACLs to verify the packet has the required
permissions to be forwarded, based on the criteria specified in the access lists. If a
packet does not meet any of the criteria specified in the ACL, the packet is dropped.
Select the Create icon to define a new Association ACL that can be applied to this
controller profile. For more information, see Association ACL on page 6-352.
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9. Set or override the following profile Radio Settings for the selected Access Point radio.

RF Mode

Lock RF Mode

Channel

Transmit Power

Antenna Gain

Antenna Mode

Enable Antenna
Diversity

Wireless Client Power

Dynamic Chain
Selection

Set the mode to either 2.4 GHz WLAN or 5 GHz WLAN support depending on the
radio’s intended client support. Set the mode to Sensor if using the radio for rogue
device detection. To a radio as a detector, disable Sensor support on the other Access
Point radio.

Select the check box to lock Smart RF for this radio. The default setting is disabled.

Use the drop-down menu to select the channel of operation for the radio. Only a trained
installation professional should define the radio channel. Select Smart for the radio to
scan non-overlapping channels listening for beacons from other Access Points. After
channels are scanned, the radio selects the channel with the fewest Access Points. In
the case of multiple Access Points on the same channel, it selects the channel with the
lowest average power level. The default value is Smart.

Set the transmit power of the selected Access Point radio. If using a dual or three radio
model Access Point, each radio should be configured with a unique transmit power in
respect to its intended client support function. If using Smart RF select the Smart RF
check box to let Smart RF determine the transmit power. A setting of O defines the radio
as using Smart RF to determine its output power. 20 dBm is the default value.

Set the antenna between 0.00 - 15.00 dBm. The access point’s Power Management
Antenna Configuration File (PMACF) automatically configures the access point’s radio
transmit power based on the antenna type, its antenna gain (provided here) and the
deployed country’s regulatory domain restrictions. Once provided, the access point
calculates the power range. Antenna gain relates the intensity of an antenna in a given
direction to the intensity that would be produced ideally by an antenna that radiates
equally in all directions (isotropically), and has no losses. Although the gain of an
antenna is directly related to its directivity, its gain is a measure that takes into account
the efficiency of the antenna as well as its directional capabilities. Brocade
recommends that only a professional installer set the antenna gain. The default value is
0.00.

Set the number of transmit and receive antennas on the Access Point. 1x1 is used for
transmissions over just the single “A” antenna, 1x3 is used for transmissions over the
“A” antenna and all three antennas for receiving. 2x2 is used for transmissions and
receipts over two antennas for dual antenna models. The default setting is dynamic
based on the Access Point model deployed and its transmit power settings.

Select this box to enable antenna diversity on supported antennas. Antenna diversity
uses two or more antennas to increase signal quality and strength. This option is
disabled by default.

Select this box to specify the transmit power on supported wireless clients. If this is
enabledset a client power level between 0 to 20 dBm. This option is disabled by default.

Select this box for the radio to dynamically change the number of transmit chains. This
option is enabled by default.
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Rate

Radio Placement

Max Clients

Use the Select button to set rate options depending on the 802.11 protocols selected. If
the radio band is set to Sensor or Detector, the Data Rates drop-down menu is not
enabled, as the rates are fixed and not user configurable. If 2.4 GHz is selected as the
radio band, select separate 802.11b, 802.11¢g and 802.11n rates and define how they
are used in combination. If 5 GHz is selected as the radio band, select separate
802.11a and 802.11n rates then define how they are used together. When using
802.11n (in either the 2.4 or 5 GHz band), Set a MCS (modulation and coding scheme)
in respect to the radio’s channel width and guard interval. A MCS defines (based on RF
channel conditions) an optimal combination of 8 data rates, bonded channels, multiple
spatial streams, different guard intervals and modulation types. Clients can associate as
long as they support basic MCS (as well as non-11n basic rates).

Use the drop-down menu to specify whether the radio is located Indoors or Outdoors.
The placement should depend on the country of operation selected and its regulatory
domain requirements for radio emissions.The default setting is Indoors.

Use the spinner control to set a maximum permissible number of clients to connect with
this radio. The available range is between O - 256 clients. The default value is 256.

10. Set or override the following profile WLAN Properties for the selected Access Point radio:

Beacon Interval

DTIM Interval BSSID

RTS Threshold

Set the interval between radio beacons in milliseconds (either 50, 100 or 200). A
beacon is a packet broadcast by adopted radios to keep the network synchronized.
Included in a beacon is information such as the WLAN service area, the radio address,
the broadcast destination addresses, a time stamp, and indicators about traffic and
delivery (such as a DTIM). Increase the DTIM/beacon settings (lengthening the time) to
let nodes sleep longer and preserve battery life. Decrease these settings (shortening the
time) to support streaming-multicast audio and video applications that are
jitter-sensitive.The default value is 100 milliseconds.

Set a DTIM Interval to specify a period for Delivery Traffic Indication Messages (DTIM). A
DTIM is periodically included in a beacon frame transmitted from adopted radios. The
DTIM indicates broadcast and multicast frames (buffered at the Access Point) are soon
to arrive. These are simple data frames that require no acknowledgement, so nodes
sometimes miss them. Increase the DTIM/ beacon settings (lengthening the time) to let
nodes sleep longer and preserve their battery life. Decrease these settings (shortening
the time) to support streaming multicast audio and video applications that are
jitter-sensitive.

Specify a Request To Send (RTS) threshold (between 1 - 2,347 bytes) for use by the
WLAN's adopted Access Point radios. RTS is a transmitting station's signal that requests
a Clear To Send (CTS) response from a receiving client. This RTS/CTS procedure clears
the air where clients are contending for transmission time. Benefits include fewer data
collisions and better communication with nodes that are hard to find (or hidden)
because of other active nodes in the transmission path.

Control RTS/CTS by setting an RTS threshold. This setting initiates an RTS/CTS
exchange for data frames larger than the threshold, and sends (without RTS/CTS) any
data frames smaller than the threshold.

Consider the trade-offs when setting an appropriate RTS threshold for the WLAN's
Access Point radios. A lower RTS threshold causes more frequent RTS/CTS exchanges.
This consumes more bandwidth because of additional latency (RTS/CTS exchanges)
before transmissions can commence. A disadvantage is the reduction in data-frame
throughput. An advantage is quicker system recovery from electromagnetic interference
and data collisions. Environments with more wireless traffic and contention for
transmission make the best use of a lower RTS threshold.

A higher RTS threshold minimizes RTS/CTS exchanges, consuming less bandwidth for
data transmissions. A disadvantage is less help to nodes that encounter interference
and collisions. An advantage is faster data-frame throughput. Environments with less
wireless traffic and contention for transmission make the best use of a higher RTS
threshold.
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Short Preamble

Guard Interval

Probe Response Rate

Probe Response Retry

If using an 802.11bg radio, select this checkbox for the radio to transmit using a short
preamble. Short preambles improve throughput. However, some devices (SpectraLink
phones) require long preambles. The default value is disabled.

Use the drop-down menu to specify a Long or Any guard interval. The guard interval is
the space between characters being transmitted. The guard interval eliminates
inter-symbol interference (ISl). ISl occurs when echoes or reflections from one character
interfere with another character. Adding time between transmissions allows echo's and
reflections to settle before the next character is transmitted. A shorter guard interval
results in shorter character times which reduces overhead and increases data rates by
up to 10%.The default value is Long.

Use the drop-down menu to specify the data transmission rate used for the transmission
of probe responses. Options include, highest-basic, lowest-basic and
follow-probe-request (default setting).

Select the check box to retry probe responses if they are not acknowledged by the target
wireless client. The default value is enabled.

11. Select the Enable Off Channel Scan check box in the Channel Scanning section to enable
scanning across all channels using this radio. Channel scans use Access Point resources and
can be time consuming, so only enable when your sure the radio can afford the bandwidth be
directed towards to the channel scan and does not negatively impact client support.

12. Select a mode from the Feed WLAN Packets to Sensor check box in the Radio Share section to
enable this feature. Select either Inline or Promiscuous mode to allow the packets the radio is
switching to also be used by the WIPS analysis module. This feature can be enabled in two
modes: an inline mode where the wips sensor receives the packets from the radios with radio
operating in normal mode. A promiscuous mode where the radio is configured to a mode
where it receives all packets on the channel whether the destination addres is the radio or not,
and the wips module can analyze them.

13. Select the WLAN Mapping tab.
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FIGURE 125 Profile Overrides - Access Point Radio WLAN Mapping tab

14. Refer to the WLAN/BSS Mappings field to set or override WLAN BSSID assignments for an
existing Access Point deployment.

Administrators can assignh each WLAN its own BSSID. If using a single-radio access point, there
are 8 BSSIDs available. If using a dual-radio access point there are 8 BSSIDs for the
802.11b/g/n radio and 8 BSSIDs for the 802.11a/n radio.

15. Select Advanced Mapping to enable WLAN mapping to a specifc BSS ID.

16. Select OK to save the changes and overrides to the WLAN Mapping. Select Reset to revert to
the last saved configuration.

17. Select the MeshConnex tab.
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18. Refer to the Settings field to define or override basic mesh settings for the Access Point radio.

Mesh Use the pulldown to set the mesh mode for this radio. Available options are Disabled,
Portal or Client. Setting the mesh mode to Disabled deactivates all mesh activity on this
radio. Setting the mesh mode to Portal turns the radio into a mesh portal. This will start
the radio beaconing immediately and will accept connections from other mesh nodes.
Setting the mesh mode to client enables the radio to operate as a mesh client that will
scan for and connect to mesh portals or nodes that are connected to portals.

Mesh Links Specify the number of mesh links allowed by the radio. The radio can have between 1-6
mesh links when the radio is configured as a Portal.

NOTE
Only single hop mesh links are supported at this time.

NOTE
The mesh encryption key is configurable from the Command Line Interface (CLI) using the command

'mesh psk'. Administrators must ensure that this key is configured on the AP when it is being staged
for mesh, and also added to the mesh client as well as to the portal APs configuration on the
controller. For more information about the CLI please see the Brocade Mobility RFS4000, RFS6000
and RFS7000 CLI Reference Guide.

19. Refer to the Preferred Peer Device table to add mesh peers. For each peer being added enter
its MAC Address and a Priority between 1 and 6. The lower the priority number the higher
priority it'll be given when connecting to mesh infrastructure.
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20. Select the + Add Row button to add preffered peer devices for the radio to connect to in mesh

mode.

21. Select the Advanced Settings tab.
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22. Refer to the Aggregate MAC Protocol Data Unit (A-MPDU) field to define or override how MAC
service frames are aggregated by the Access Point radio.

A-MPDU Modes

Use the drop-down menu to define the A-MPDU mode supported. Options include

Transmit Only, Receive Only, Transmit and Receive and None. The default value is
Transmit and Receive. Using the default value, long frames can be both sent and
received (up to 64 KB). When enabled, define either a transmit or receive limit (or both).

Minimum Gap Between Use the drop-down menu to define the minimum gap between A-MPDU frames (in

Frames

Received Frame Size

microseconds). The default value is 4 microseconds.

If a support mode is enabled allowing A-MPDU frames to be received, define an

Limit advertised maximum limit for received A-MPDU aggregated frames. Options include
8191, 16383, 32767 or 65535 bytes. The default value is 65535 bytes.

Transmit Frame Size

Use the spinner control to set limit on transmitted A-MPDU aggregated frames. The

Limit available range is between O - 65,535 bytes). The default value is 65535 bytes.

23. Use the A-MSDU Modes drop-down menu in the Aggregate MAC Service Data Unit (A-MSDU)
section to set or override the supported A-MSDU mode.

Available modes include Receive Only and Transmit and Receive. Transmit and Receive is the
default value. Using Transmit and Receive, frames up to 4 KB can be sent and received. The

buffer limit is not configurable.

24. Define a RIFS Mode using the drop-down menu in the Reduced Interframe Spacing (RIFS)
section. This value determines whether interframe spacing is applied to Access Point
transmissions or received packets, or both or none. The default mode is Transmit and Receive.

Consider setting this value to None for high priority traffic to reduce packet delay.
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25. Set or override the following Non-Unicast Traffic values for the profile’s supported Access Point
radio and its connected wireless clients:

Non-Unicast Transmit Use the Select drop-down menu to launch a sub screen to define the data rate for
Rate broadcast and multicast frame transmissions. Seven different rates are available if the
not using the same rate for each BSSID, each with a separate menu.

Non-Unicast Forwarding Define whether client broadcast and multicast packets should always follow DTIM, or
only follow DTIM when using Power Save Aware mode. The default setting is Follow DTIM.

26. Refer to the Sniffer Redirect (Packet Capture) field to define or override the radio’s captured
packet configuration.

Host for Redirected If packets are re-directed from a controller’'s connected Access Point radio, define an IP

Packets address of a resource (additional host system) used to capture the re- directed packets.
This address is the numerical (non DNS) address of the host used to capture the
re-directed packets.

Channel to Capture Use the drop-down menu to specify the channel used to capture re-directed packets.
Packets The default value is channel 1.

27. Select OK to save or override the changes to the Advanced Settings screen. Select Reset to
revert to the last saved configuration.

WAN Backhaul Override Configuration

Profile Interface Override Configuration

A Wireless Wide Area Network (WWAN) card is a specialized network interface card that allows a
network device to connect, transmit and receive data over a Cellular Wide Area Network. The
AP71xx, RFS4000 and RFS6000 all have a PCI Express card slot that supports 3G WWAN cards.
The WWAN card uses point to point protocol (PPP) to connect to the Internet Service Provider (ISP)
and gain access to the Internet. PPP is the protocol used for establishing internet links over dial-up
modems, DSL connections, and many other types of point-to-point communications. PPP packages
your system’s TCP/IP packets and forwards them to the serial device where they can be put on the
network. PPP is a full-duplex protocol that can be used on various physical media, including twisted
pair or fiber optic lines or satellite transmission. It uses a variation of High Speed Data Link Control
(HDLC) for packet encapsulation.

To define a WAN Backhaul configuration override:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target Access Point (by double-clicking it) from amongst those displayed within the
Device Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Interface to expand its sub menu options.

5. Select WAN Backhaul.
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FIGURE 128 Profile Overrides -WAN Backhaul screen

NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

6. Refer to the WAN (3G) Backhaul configuration to specify WAN card settings:
WAN Interface Name Displays the WAN Interface name for the WAN 3G Backhaul card.

Reset WAN Card If the WAN Card becomes unresponsive or is experiencing other errors click the Reset
WAN Card button to power cycle and reboot the WAN card.

Enable WAN (3G) Check this box to enable 3G WAN card support on the device. A supported 3G card must
be connected to the device for this feature to work.
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7. Define or override the following authentication parameters from within the Basic Settings field:

Username Provide your username for authentication support by your cellular data carrier.

Password Provide your password for authentication support by your cellular data carrier.

Access Point Name Enter the name of the cellular data provider if necessary. This setting is needed in areas

(APN) with multiple cellular data providers using the same protocols such as Europe, the
middle east and Asia.

Authentication Type Use the pull-down menu to specify authentication type used by your cellular data
provider. Supported authentication types are None, PAP, CHAP, MSCHAP, and
MSCHAP-v2.

8. Select OK to save or override the changes to the Advanced Settings screen. Select Reset to
revert to the last saved configuration.

PPPoE Override Configuration

Profile Interface Override Configuration

PPP over Ethernet (PPPoE) is a data-link protocol for dialup connections. PPPoE allows the access
point to use a broadband modem (DSL, cable modem, etc.) for access to high-speed data and
broadband networks. Most DSL providers are currently supporting (or deploying) the PPPoE
protocol. PPPoE uses standard encryption, authentication, and compression methods as specified
by the PPPoOE protocol. PPPoE enables Brocade Mobility supported controllers and access points to
establish a point-to-point connection to an ISP over existing Ethernet interface.

To provide this point-to-point connection, each PPPoE session learns the Ethernet address of a
remote PPPoOE client, and establishes a session. PPPoE uses both a discover and session phase to
identify a client and establish a point-to-point connection. By using such a connection, a Wireless
WAN failover is available to maintain seamless network access if the access point’s Wired WAN
were to fail.

NOTE

Devices with PPPoE enabled continue to support VPN, NAT, PBR and 3G failover over the PPPoE
interface. Multiple PPPoE sessions are supported using a single user account user account if
RADIUS is configured to allow simultaneous access.

NOTE
PPPoE is supported on br-7131 models and is not available br-6511 model access points.

When PPPoE client operation is enabled, it discovers an available server and establishes a PPPoE
link for traffic slow. When a wired WAN connection failure is detected, traffic flows through the
WWAN interface in fail-over mode (if the WWAN network is configured and available). When the
PPPoE link becomes accessible again, traffic is redirected back through the access point’s wired
WAN link.

When the access point initiates a PPPoE session, it first performs a discovery to identify the
Ethernet MAC address of the PPPoE client and establish a PPPoE session ID. In discovery, the
PPPoE client discovers a server to host the PPPOE connection.

To create a PPPoE point-to-point configuration

1. Select Devices from the Configuration tab.
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The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target Access Point (by double-clicking it) from amongst those displayed within the
Device Configuration screen.

3. Devices can also be selected directly from the Device Browser in the lower, left-hand, side of

the UL

4. Select Profile Overrides from the Device menu to expand it into sub menu options.

Select Interface to expand its sub menu options.

6. Select PPPOE.
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FIGURE 129 Profile Overrides -PPPoE screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

7. Use the Basic Settings field to enable PPPoE and define a PPPoE client

Enable PPPoE

Select Enable to support a high speed client mode point-to-point connection using the
PPPoE protocol. The default setting is disabled.
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Service

Enter the 128 character maximum PPPoE client service name provided by the service
provider.

DSL Modem Network
(VLAN)

Use the spinner control to set the PPPoE VLAN (client local network) connected to the
DSL modem. This is the local network connected to DSL modem. The available range is
1-4,094. The default VLAN is VLAN1

Client IP Address

Provide the numerical (non hostname) IP address of the PPPOE client.

8. Define the following Authentication parameters for PPPoE client interoperation:

Username Provide the 64 character maximum username used for authentication support by the
PPPoE client.

Password Provide the 64 character maximum password used for authentication by the PPPoE
client.

Authentication Type Use the drop-down menu to specify authentication type used by the PPPoE client, and

whose credentials must be shared by its peer access point. Supported authentication
options include None, PAP, CHAP, MSCHAP, and MSCHAP-v2.

9. Define the following Connection settings for the PPPoE point-to-point connection with the

PPPoE client:

Maximum Transmission
Unit (MTU)

Set the PPPoOE client maximum transmission unit (MTU) from 500 - 1,492. The MTU is
the largest physical packet size in bytes a network can transmit. Any messages larger
than the MTU are divided into smaller packets before being sent. A PPPoE client should
be able to maintain its point-to-point connection for this defined MTU size. The default
MTU is 1,492.

Client Idle Timeout

Set a timeout in either Seconds (1 - 65,535), Minutes (1 - 1,093) or Hours. The access
point uses the defined timeout so it does not sit idle waiting for input from the PPPoE
client and server that may never come. The default setting is 10 minutes.

Keep Alive

Select this option to ensure the point-to-point connect to the PPPoE client is
continuously maintained and not timed out. This setting is disabled by default.

10. Set the Network Address Translation (NAT) direction for the PPPoE configuration.

Network Address Translation (NAT) converts an IP address in one network to a different IP
address or set of IP addresses in another network. The access point router maps its local

(Inside) network addresses to WAN (Outside) IP addresses, and translates the WAN IP

addresses on incoming packets to local IP addresses. NAT is useful because it allows the
authentication of incoming and outgoing requests, and minimizes the number of WAN [P

addresses needed when a range of local IP addresses is mapped to each WAN IP address. The
default setting is None (neither inside or outside).

11. Define the following Security Settings for the PPPoE configuration:

Inbound IP Firewall

Use the drop-down menu to select a firewall (set of IP access connection rules) to apply

Rules to the PPPOE client connection. If a firewall rule does not exist suiting the data
protection needs of the PPPOE client connection, select the Create icon to define a
new rule configuration or the Edit icon to modify an existing rule. For more information,
see Wireless Firewall on page 9-511.

VPN Crypto Map Use the drop-down menu to apply an existing crypt map configuration to this PPPoE

interface.

12. Use the spinner control to set the Default Route Priority for the default route learnt using

PPPOE.
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Select from 1 - 8,000. The default setting is 2,000.

13. Select OK to save the changes to the PPPoE screen. Select Reset to revert to the last saved
configuration. Saved configurations are persistent across reloads.

Overriding a Profile’s Network Configuration

Setting a profile’s network configuration is a large task comprised of numerous controller
administration activities. Each of the configuration activities described below can have an override
applied to the original profile configuration. Applying an override removes the device from the
profile configuration that may be shared by other devices and requires careful administration to
ensure this one device still supports the deployment requirements within the managed network.

A profile’s network configuration process consists of the following:

® Qverriding a Profile’s DNS Configuration

® Qverriding a Profile’s ARP Configuration

® OQverriding a Profile’s Quality of Service (QoS) Configuration
® Overriding a Profile’ Spanning Tree Configuration

® Qverriding a Profile’s Routing Configuration

® Overriding a Profile’s Forwarding Database Configuration

® OQverriding a Profile’s Bridge VLAN Configuration

® Qverriding a Profile’s Miscellaneous Network Configuration

Overriding a Profile’s DNS Configuration

Overriding a Profile’s Network Configuration

Domain Naming System (DNS) DNS is a hierarchical naming system for resources connected to the
Internet or a private network. Primarily, the controller’s DNS resources translate domain names into
IP addresses. If one DNS server doesn't know how to translate a particular domain name, it asks
another one until the correct IP address is returned. DNS enables access to resources using
human friendly notations. DNS converts human friendly domain names into notations used by
different networking equipment for locating resources.

As a resource is accessed (using human-friendly hostnames), it's possible to access the resource
even if the underlying machine friendly notation name changes. Without DNS you need to
remember a series of numbers (123.123.123.123) instead of a domain name
(www.domainname.com).

The controller maintains its own DNS facility that can assist in domain name translation. A DNS
assignment can be overridden as needed, but removes the device configuration from the managed
profile that may be shared with other similar device models.

To define the controller’'s DNS configuration or apply overrides to an existing configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

Select DNS.

Domain llame System (DHS)
Domain Name o
Enabls Domain Lookup o
Enabls DNS Server Forwarding @ [
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Hame Servers P Address

1.1 1.1 Clear

1.1 1.2 Clear

FIGURE 130 Profile Overrides - Network DNS screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

6. Set or override the following controller Domain Name System (DNS) configuration data:

Domain Name Provide or override the default Domain Name used to resolve DNS names. The name
cannot exceed 64 characters.

Enable Domain Lookup Select the check box to enable DNS on the controller. When enabled, the controller can
convert human friendly domain names into numerical IP destination addresses. The
check box is selected by default.

DNS Server Forwarding Click to enable the forwarding DNS queries to external DNS servers if a DNS query
cannot be processed by the controller’'s own DNS resources. This feature is disabled by
default.
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7. Set or override the following controller DNS Server configuration data:

Name Servers Provide a list of up to three DNS servers to forward DNS queries if the controller's DNS
resources are unavailable. The DNS name servers are used to resolve IP addresses. Use
the Clear link next to each DNS server to clear the DNS name server’s IP address from
the list.

Select OK to save the changes and overrides made to the DNS configuration. Select Reset to revert
to the last saved configuration.

Overriding a Profile’s ARP Configuration

Overriding a Profile’s Network Configuration

Address Resolution Protocol (ARP) is a protocol for mapping an IP address to a hardware MAC
address recognized on the managed network. ARP provides protocol rules for making this
correlation and providing address conversion in both directions. This ARP assighment can be
overridden as needed, but removes the device configuration from the managed profile that may be
shared with other similar device models.

When an incoming packet destined for a host arrives at the controller, the controller gateway uses
ARP to find a physical host or MAC address that matches the IP address. ARP looks in its ARP
cache and, if it finds the address, provides it so the packet can be converted to the right packet
length and format and sent to the destination. If no entry is found for the IP address, ARP
broadcasts a request packet in a special format to all the machines on the LAN to see if one
machine knows that it has that IP address associated with it. A machine that recognizes the IP
address as its own returns a reply so indicating. ARP updates the ARP cache for future reference
and then sends the packet to the MAC address that replied.

To define an ARP supported configuration on the controller:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

5. Select ARP.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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6. Set or override the following parameters to define the controller’'s ARP configuration:

Switch VLAN Interface  Use the spinner control to select a switch VLAN interface for an address requiring

resolution.
IP Address Define the IP address used to fetch a MAC Address.
MAC Address Displays the target MAC address that’s subject to resolution. This is the MAC used for

mapping an IP address to a MAC address that’s recognized on the managed network.

Device Type Specify the device type the ARP entry supports. Host is the default setting.

7. To add additional ARP overrides click on the + Add Row button and enter the configuration
information in the table above.

8. Select the OK button to save the changes and overrides to the ARP configuration. Select Reset
to revert to the last saved configuration.

Overriding a Profile’s L2TPV3 Configuration

Overriding a Profile’s Network Configuration

L2TP V3 is an IETF standard used for transporting different types of layer 2 frames in an IP network
(and access point profile). L2TP V3 defines control and encapsulation protocols for tunneling layer
2 frames between two IP nodes.

Use L2TP V3 to create tunnels for transporting layer 2 frames. L2TP V3 enables Brocade Mobility
supported controllers and access points to create tunnels for transporting Ethernet frames to and
from bridge VLANs and physical ports. L2TP V3 tunnels can be defined between Brocade Mobility
devices and other vendor devices supporting the L2TP V3 protocol.
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Multiple pseudowires can be created within an L2TP V3 tunnel. Brocade Mobility supported access
points support an Ethernet VLAN pseudowire type exclusively.

NOTE

A pseudowire is an emulation of a layer 2 point-to-point connection over a packet-switching network
(PSN). A pseudowire was developed out of the necessity to encapsulate and tunnel layer 2 protocols
across a layer 3 network.

Ethernet VLAN pseudowires transport Ethernet frames to and from a specified VLAN. One or more
L2TP V3 tunnels can be defined between tunnel end points. Each tunnel can have one or more
L2TP V3 sessions. Each tunnel session corresponds to one pseudowire. An L2TP V3 control
connection (a L2TP V3 tunnel) needs to be established between the tunneling entities before
creating a session.

For optimal pseudowire operation, both the L2TP V3 session originator and responder need to
know the psuedowire type and identifier. These two parameters are communicated during L2TP V3
session establishment. An L2TP V3 session created within an L2TP V3 connection also specifies
multiplexing parameters for identifying a pseudowire type and ID.

The working status of a pseudowire is reflected by the state of the L2TP V3 session. If a L2TP V3
session is down, the pseudowire associated with it must be shut down. The L2TP V3 control
connection keep-alive mechanism can serve as a monitoring mechanism for the pseudowires
associated with a control connection.

NOTE

If connecting an Ethernet port to another Ethernet port, the pseudowire type must be Ethernet port,
if connecting an Ethernet VLAN to another Ethernet VLAN, the pseudowire type must be Ethernet
VLAN.

To define an L2TPV3 configuration for an access point profile:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL.

Select Profile Overrides from the Device menu to expand it into sub menu options.

4. Expand the Network menu and select L2TPv3.
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FIGURE 132 Network - L2TPv3 screen, General tab

5. Set the following General Settings for an L2TPv3 profile configuration:

Host Name Define a 64 character maximum host name to specify the name of the host that’s sent
tunnel messages. Tunnel establishment involves exchanging 3 message types (SCCRQ,
SCCRP and SCCN) with the peer. Tunnel IDs and capabilities are exchanged during the
tunnel establishment with the host.

Router ID Set either the numeric IP address or the integer used as an identifier for tunnel AVP
messages. AVP messages assist in the identification of a tunnelled peer.

UDP Listen Port Select this option to set the port used for listening to incoming traffic. Select a port in
the range of 1,024 - 65,353.

Device Type Select this option to enable or disable bridge packets between two tunnel end points.

This setting is disabled by default.

6. Select the L2TP Tunnel tab.
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FIGURE 133 Network - L2TPv3 screen, T2TP tunnel tab

7. Review the following L2TPv3 tunnel configuration data:

Name Displays the name of each listed L2TPv3 tunnel assigned upon creation.

Local IP Address Lists the IP address assigned as the local tunnel end point address, not the interface IP
address. This IP is used as the tunnel source IP address. If this parameter is not
specified, the source IP address is chosen automatically based on the tunnel peer IP
address.

MTU Displays the maximum transmission unit (MTU) size for each listed tunnel. The MTU is
the size (in bytes) of the largest protocol data unit that the layer can pass between
tunnel peers.

Use Tunnel Policy Lists the L2TPv3 tunnel policy assigned to each listed tunnel.

Local Hostname Lists the tunnel specific hostname used by each listed tunnel. This is the host name
advertised in tunnel establishment messages.

Local Router ID Specifies the router ID sent in the tunnel establishment messages.

8. Either select Add to create a new L2TPv3 tunnel configuration, Edit to modify an existing tunnel
configuration or Delete to remove a tunnel from those available to this profile.
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9. If creating a new tunnel configuration, assign it a 31 character maximum Name.

10. Define the following Settings required for the L2TP tunnel configuration:

Local IP Address

Enter the IP address assigned as the local tunnel end point address, not the interface IP
address. This IP is used as the tunnel source IP address. If this parameter is not
specified, the source IP address is chosen automatically based on the tunnel peer IP
address. This parameter is applicable when establishing the tunnel and responding to
incoming tunnel create requests.

MTU

Set the maximum transmission unit (MTU). The MTU is the size (in bytes) of the largest
protocol data unit the layer can pass between tunnel peers. Define a MTU between 128
- 1,460 bytes. The default setting is 1,460. A larger MTU means processing fewer
packets for the same amount of data.

Use Tunnel Policy

Select the L2TPv3 tunnel policy. The policy consists of user defined values for protocol
specific parameters which can be used with different tunnels. If none is available a new
policy can be created or an existing one can be modified.

Local Hosthame

Provide the tunnel specific hostname used by this tunnel. This is the host name
advertised in tunnel establishment messages.

Local Router ID

Specify the router ID sent in tunnel establishment messages with a potential peer
device.

11. Refer to the Peer table to review the configurations of the peers available for tunnel

connection.
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Select + Add Row to populate the table with a maximum of two peer configurations.

" Add Row
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Peer IP Address
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FIGURE 135 Network - L2TPv3 screen, Add T2TP Peer Configuration

12. Define the following Peer parameters:

Peer ID

Define the primary peer ID used to set the primary and secondary peer for tunnel
failover. If the peer is not specified, tunnel establishment does not occur. However, if a
peer tries to establish a tunnel with this access point, it creates the tunnel if the
hostname and/or Router ID matches.

Peer IP Address

Select this option to enter the numeric IP address used as the tunnel destination peer
address for tunnel establishment.

Host Name Assign the peer a hostname that can be used as matching criteria in the tunnel
establishment process.
Router ID Specify the router ID sent in tunnel establishment messages with this specific peer.

Encapsulation

Select either IP or UDP as the peer encapsulation protocol. The default setting is IP. UDP
uses a simple transmission model without implicit handshakes.

UDP Port

If UDP encapsulation is selected, use the spinner control to define the UDP
encapsulation port.

13. Select OK to save the peer configuration.

14. Refer to the Session table to review the configurations of the peers available for tunnel

connection.

15. Select + Add Row to populate the table with configurable session parameters for this tunnel

configuration.

16. Define the following Session parameters:

Name

Enter a 31 character maximum session name. There is no idle timeout for a tunnel. A
tunnel is not usable without a session and a subsequent session name.The tunnel is
closed when the last session tunnel session is closed.

Pseudowire ID

Define a psuedowire ID for this session. A pseudowire is an emulation of a layer 2
point-to-point connection over a packet-switching network (PSN). A pseudowire was
developed out of the necessity to encapsulate and tunnel layer 2 protocols across a
layer 3 network.

Traffic Source Type

Lists the type of traffic tunnelled in this session.
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Traffic Source Value Define a VLAN range to include in the tunnel session. Available VLAN ranges are from 1
-4,094.

Native VLAN Select this option to provide a VLAN ID that will not be tagged in tunnel establishment
and packet transfer.

17. Select OK to save the changes within the T2TP Tunnel screen. Select Reset to revert the screen
to its last saved configuration.

18. Select the Manual Session tab.

After a successful tunnel connection and establishment, individual sessions can be created.
Each session is a single data stream. After successful session establishment, data
corresponding to that session (pseudowire) can be transferred. If a session is down, the
pseudowire associated with it is shut down as well.

General | L2TP Tunnel | Mannual Session

IP Address | Local SessionIlD & | MTU Hame Remote Session ID

Type to search in tables Ry Count: i]

FIGURE 136 Network - L2TPv3 screen, Manual Session tab

19. Refer to the following manual session configurations to determine whether one should be
created or modified:

IP Address Lists the IP address assigned as the local tunnel end point address, not the interface IP

address. This IP is used as the tunnel source IP address. If this parameter is not
specified, the source IP address is chosen automatically based on the tunnel peer IP
address. This parameter is applicable when establishing the session and responding to
incoming requests.

Local Session ID Displays the numeric identifier assigned to each listed tunnel session. This is the

pseudowire ID for the session. This pseudowire ID is sent in a session establishment
message to the L2TP peer.

MTU Displays each sessions’s maximum transmission unit (MTU). The MTU is the size (in
bytes) of the largest protocol data unit the layer can pass between tunnel peers in this
session. A larger MTU means processing fewer packets for the same amount of data.
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Name

Lists the name assigned to each listed manual session.

Remote Session ID

Lists the remote session ID passed in the establishment of the tunnel session.

20. Select Add to create a new manual session, Edit to modify an existing session configuration or
Delete to remove a selected manual session.
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FIGURE 137 Network - L2TPv3 screen, Add T2TP Peer Configuration

21. Set the following session parameters:

Name

Define a 31 character maximum name of this tunnel session. After a successful tunnel
connection and establishment, the session is created. Each session name represents a
single data stream.

IP Address

Specify the IP address used to be as tunnel source ip address. If not specified, the
tunnel source IP address is selected automatically based on the tunnel peer IP address.
This address is applicable only for initiating the tunnel. When responding to incoming
tunnel create requests, it would use the IP address on which it had received the tunnel
create request.

IP

Set the IP address of an L2TP tunnel peer. This is the peer allowed to establish the
tunnel.

Local Session ID

Set the numeric identifier for the tunnel session. This is the pseudowire ID for the
session. This pseudowire ID is sent in session establishment message to the L2TP peer.

MTU

Define the session maximum transmission unit (MTU) as the size (in bytes) of the
largest protocol data unit the layer can pass between tunnel peers in this session. A
larger MTU means processing fewer packets for the same amount of data.
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Remote Session ID Use the spinner control to set the remote session ID passed in the establishment of the
tunnel session. Assign an ID in the range of
1-4,294,967,295.

Encapsulation Select either IP or UDP as the peer encapsulation protocol. The default setting is IP. UDP
uses a simple transmission model without implicit handshakes.

UDP Port If UDP encapsulation is selected, use the spinner control to define the UDP
encapsulation port. This is the port where the L2TP service is running.

Source VLAN Define the VLAN range (1 - 4,094) to include in the tunnel. Tunnel session data includes
VLAN tagged frames.

Native VLAN Select this option to define the native VLAN that will not be tagged.

22. Select the + Add Row button to set the following:

Cookie Size Set the size of the cookie field within each L2TP data packet. Options include 0, 4 and
8. The default setting is O.

Value 1 Set the cookie value first word.

Value 2 Set the cookie value second word.

End Point Define whether the tunnel end point is local or remote.

23. Select OK to save the changes to the session configuration. Select Reset to revert to the last
saved configuration.

Overriding a Profile’s Quality of Service (QoS) Configuration

Overriding a Profile’s Network Configuration

The controller uses different Quality of Service (QoS) screens to define WLAN and device radio QoS
configurations for controller profiles.

QoS values are required to provide priority of service to some packets over others. For example,
VolIP packets get higher priority than data packets to provide a better quality of service for high
priority voice traffic.

The profile QoS screen maps the 6-bit Differentiated Service Code Point (DSCP) code points to the
older

3-bit IP Precedent field located in the Type of Service byte of an IP header. DSCP is a protocol for
specifying and controlling network traffic by class so that certain traffic types get precedence.
DSCP specifies a specific per-hop behavior that is applied to a packet. This QoS assignment can be
overridden as needed, but removes the device configuration from the managed profile that may be
shared with other similar device models.

To define an QoS configuration for controller DSCP mappings:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The listed
devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the Ul.
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3. Select Profile Overrides from the Device menu to expand it into sub menu options.
4. Select Network to expand its sub menu options.

5. Select Quality of Service.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

Quality of Service (QoS)

DECP Mapping DscP 802.1p Priority

o
o
o
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o
o
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o
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1
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FIGURE 138 Profile Overrides - Network QoS screen

6. Set or override the following parameters for IP DSCP mappings for untagged frames:

DSCP Lists the DSCP value as a 6-bit parameter in the header of every IP packet used for
packet classification.

802.1p Priority Assign a 802.1p priority as a 3-bit IP precedence value in the Type of Service field of the
IP header used to set the priority. The valid values for this field are O-7. Up to 64 entries
are permitted. The priority values are:
0 - Best Effort
1 - Background
2 - Spare
3 - Excellent Effort
4 - Controlled Load
5 - Video
6 - Voice
7 - Network Control

7. Use the spinner controls within the 802.1p Priority field for each DSCP row to change or
override the priority value.
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8. Select the OK button located to save the changes and overrides. Select Reset to revert to the
last saved configuration.

Overriding a Profile’ Spanning Tree Configuration

Overriding a Profile’s Network Configuration

Spanning Tree is a network layer protocol that ensures a loop-free topology in a mesh network of
inter-connected layer 2 controllers. The spanning tree protocol disables redundant connections and
uses the least costly path to maintain a connection between any two controllers in the network.
Spanning tree protocol allows a network design that has one or more redundant links that provide
a backup path if an active link fails. This switchover is automatic and does not require any human
intervention.

Physical layer redundancy may also be provided using spanning tree. Spanning tree is a link
management protocol that is part of the IEEE 802.1 standard for media access control bridges.
Using the Dikstra algorithm, STP provides link path redundancy between Ethernet devices while
preventing undesirable loops in a network that can be created when multiple active paths exist
between Ethernet controllers and bridges.

To establish path redundancy, STP creates a tree that spans all of the controllers in an extended
network, forcing redundant paths into a blocked, state. STP allows only one active path at a time
between any two network devices but establishes the redundant links as a backup if the preferred
link should fail. If STP costs change, or if one network segment in the STP becomes unreachable,
the spanning tree algorithm reconfigures the spanning tree topology and re-establishes the link by
activating the standby path. Without spanning tree, multiple paths in the Ethernet network would
be active resulting in an endless loop of traffic on the LAN.

Spanning Tree can be used to provide link path redundancy when controllers are connected to one
or more external Ethernet switches. Spanning Tree can only support one active path per VLAN
between Ethernet devices. If multiple paths per VLAN exist, redundant paths are blocked.

Multiple Spanning Tree Protocol (MSTP) is a VLAN-aware protocol and algorithm to create and
maintain a loop-free network. It allows the configuration of multiple spanning tree instances. This
ensures a loop-free topology for one or more VLANS. It allows the network administrator to provide
a different path for each group of VLANSs to better utilize redundancy.

Using MSTP, the network can be divided into regions. Each controller within a region uses the same
VLAN to instance mapping. The entire network runs a spanning tree instance called the Common
Spanning Tree instance (CST) that interconnects regions as well as legacy (STP and RSTP) bridges.
The regions run on a local instance for each configured MSTP instance.

This Spanning Tree assignment can be overridden as needed, but removes the device
configuration from the managed profile that may be shared with other similar device models.

To define or override a profile’s spanning tree configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

3. Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the Ul

4. Select Profile Overrides from the Device menu to expand it into sub menu options.
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5. Select Network to expand its sub menu options.

6. Select Spanning Tree.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 139 Profile Overrides - Network Spanning Tree screen

7. Set or override the following MSTP Configuration parameters:

MSTP Enable

Max. Hop Count

MST Config Name

Enables the Multiple Spanning Tree Protocol (MSTP) feature. Select the check box to
enable spanning tree for this device. This feature is disabled by default.

Set the maximum number of hops used when creating a Spanning Tree. This value
represents the maximum allowed hops for a BPDU (Bridge Protocol Data Unit) in an
MSTP region. This value is used by all the MSTP instances. Enter a value between 7 -
127, or use the spinner control to set the value. The default setting is 20.

Enter a name for the MST region. This is used when configuring multiple regions within
the network. Each controller running MSTP is configured with a unique MST region
name. This helps when keeping track of MSTP configuration changes. The name cannot
exceed 64 characters.
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MST Revision Level

Cisco MSTP
Interoperability

Hello Time

Forward Delay

Maximum Age

Assign a MST revision level (0 - 255) to the MSTP region to which the device belongs.
Each controller is configured with a unique MSTP name and revision number. This helps
when keeping track of MSTP configuration changes. Increment this number with each
configuration change. The revision level specifies the revision level of the current
configuration. The default setting

is O.

Select Enable or Disable from the drop-down menu. This enables interoperability with
Cisco’s version of MSTP, which is incompatible with standard MSTP. The default setting
is disabled.

The hello time is the time interval (in seconds) the device waits between BPDU
transmissions. A low value leads to excessive traffic on the network, whereas a higher
value delays the detection of a topology change. Set a hello time between 1 - 10
seconds. You can also use the spinner control next to the text-box to increase or
decrease the value. The default setting is 2.

The forward delay is the maximum time (in seconds) the root device waits before
changing states (from a listening state to a learning state to a forwarding state). Set a
value between 4 -30. You can also use the spinner control next to the text-box to
increase or decrease the value. The default is 15.

The max-age is the maximum time (in seconds) for which, if a bridge is the root bridge, a
message is considered valid. This prevents frames from looping indefinitely. The
max-age should be greater than twice the value of hello time plus one, but less than
twice the value of forward delay minus one. Configure this value sufficiently high, so a
frame generated by root can be propagated to the leaf nodes without exceeding the max
age. Set the value between 6 - 40. You can also use the spinner control next to the
text-box to increase or decrease the value. The default setting is 20.

8. Define or override the following PortFast configuration parameters:

PortFast BPDU Filter

PortFast BPDU Guard

Select the check box to enable BPDU filter for all portfast enabled ports.The Spanning
Tree Protocol sends BPDUs from all the ports. Enabling the BPDU filter ensures PortFast
enabled ports do not transmit or receive BPDUs.

Select the check box to enable BPDU guard for all portfast enabled ports. When the
BPDU Guard feature is set for bridge, all portfast-enabled ports that have BPDU set to
default shutdown the port upon receiving a BPDU. Thus no BPDUs are processed.

9. Set or override the following Error Disable recovery parameters:

Enable Recovery

Recovery Interval

Select this check box to enable an error disable timeout caused by a BPDU guard. This
option is disabled by default.

Define an interval (between 10 - 1,000,000) after which a recovering port is enabled.
The default recovery interval is 300.

10. Set or override the Spanning Tree Instance configuration.

Define a numerical index for each instance to assign each a unique priority. The Priority is
assigned to an individual bridge based on whether it is selected as the root bridge. The lower
the priority, the greater likelihood the bridge becoming the root for this instance.

11. Use the + Add Row button to create a new row in the table. To delete a row, select the row’s

delete icon.

12. Refer to the VLANSs table to associate a VLAN ID with the Instance index. You can add multiple
VLANSs to an instance.
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Use the + Add Row button to create a new row in the table. To delete a row, select the row’s
delete icon.

13. Select OK to save or override the changes. Select Reset to revert to the last saved
configuration.

Overriding a Profile’s Routing Configuration

Overriding a Profile’s Network Configuration

Routing is the process of selecting IP paths in a network to send access point managed network
traffic. Use the Routing screen to set Destination IP and Gateway addresses enabling assignment
of static IP addresses for requesting clients without creating numerous host pools with manual
bindings. This eliminates the need for a long configuration file and reduces the resource space
required to maintain address pools.

To create or override a profile’s static routes:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

Select Routing.

NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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Select IP Routing to enable static routes using IP addresses. This option is enabled by default.

Select Add Row + as needed to include single rows with in the static IPv4 route table.
Add IP addresses and network masks in the Network column.
Provide the Gateway used to route traffic.

Refer to the Default Route Priority field and set the following parameters:

Static Default Route Use the spinner control to set the priority value (1 - 8,000) for the default static route.

Priority This is weight assigned to this route versus others that have been defined. The default
setting is 100.

DHCP Client Default Use the spinner control to set the priority value (1 - 8,000) for the default route learnt

Route Priority from the DHCP client. The default setting is 1000.

Enable Routing Failure When selected, all default gateways are monitored for activity. The system will failover
to a live gateway if the current gateway becomes unusable. This feature is enabled by
default.

Select the OK button located at the bottom right of the screen to save the changes. Select Reset to

revert to the last saved configuration.
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Dynamic Routing (OSPF)

Overriding a Profile’s Network Configuration

Open Shortest Path First (OSPF) is a link-state interior gateway protocol (IGP). OSPF routes IP
packets within a single routing domain (autonomous system), like an enterprise LAN. OSPF gathers
link state information from neighbor routers and constructs a network topology. The topology
determines the routing table presented to the Internet Layer which makes routing decisions based
solely on the destination IP address found in IP packets.

OSPF detects changes in the topology, like a link failure, and plots a new loop-free routing
structure. It computes the shortest path for each route using a shortest path first algorithm. Link
state data is maintained on each router and is periodically updated on all OSPF member routers.

OSPF uses a route table managed by the link cost (external metrics) defined for each routing
interface. The cost could be the distance of a router (round-trip time), link throughput or link
availability. Setting a cost value provides a dynamic way to load balancing traffic between routes of
equal cost.

An OSPF network can be subdivided into routing areas to simplify administration and optimize
traffic utilization. Areas are logical groupings of hosts and networks, including routers having
interfaces connected to an included network. Each area maintains a separate link state database
whose information may be summarized towards the rest of the network by the connecting router.
Areas are identified by 32-bit IDs, expressed either in decimal, or octet-based dot-decimal notation.
Areas can defined as:

stub area - A stub area is an area which does not receive route advertisements external to the
autonomous system (AS) and routing from within the area is based entirely on a default route.

totally-stub - A totally stubby area does not allow summary routes and external routes. A default
route is the only way to route traffic outside of the area. When there’s only one route out of the
area, fewer routing decisions are needed, lowering system resource utilization.

non-stub - A non-stub area imports autonomous system external routes and send them to other
areas. However. it still cannot receive external routes from other areas.

nssa - NSSA is an extension of a stub that allows the injection of limited external routes into a stub
area. If selecting NSSA, no external routes, except a default route, enter the area.

totally nssa - Totally nssa is an NSSA using 3 and 4 summary routes are not flooded into this type of
area. It is also possible to declare an area both totally stubby and not-so-stubby, which means that
the area will receive only the default route from area 0.0.0.0, but can also contain an autonomous
system boundary router (ASBR) that accepts external routing information and injects it into the
local area, and from the local area into area 0.0.0.0.

A router running OSPF sends hello packets to discover neighbors and elect a designated router. The
hello packet includes link state information and list of neighbors. OSPF is savvy with layer 2
topologies. If on a point-to-point link, OSPF knows it is sufficient, and the link stays up. If on a
broadcast link, the router waits for election before determining if the link is functional.

To define a dynamic routing configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.
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Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.

Expand the Network menu and select Dynamic Routing.
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FIGURE 141 OSPF Settings screen

5. Enable/disable OSPF and provide the following dynamic routing settings:

Enable OSPF Select this option to enable OSPF for this access point. OSPF is disabled by default.

Router ID Select this option to define a router ID (numeric IP address) for this access point. This
ID must be established in every OSPF instance. If not explicitly configured, the highest
logical IP address is duplicated as the router identifier. However, since the router
identifier is not an IP address, it does not have to be a part of any routable subnet in
the network.

Auto-Cost Select this option to specify the reference bandwidth (in Mbps) used to calculate the
OSPF interface cost if OSPF is either STUB or NSSA. The default setting is 1.
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Passive Mode on All When selected, all layer 3 interfaces are set as an OSPF passive interface. This
Interfaces setting is disabled by default.
Passive Removed If enabling Passive Mode on All Interfaces, use the spinner control to select VLANs (by
numeric ID) as OSPF non passive interfaces. Multiple VLANs can be added to the list.
Passive Mode If disabling Passive Mode on All Interfaces, use the spinner control to select VLANs (by
numeric ID) as OSPF passive interfaces. Multiple VLANs can be added to the list.
6. Set the following OSPF Overload Protection settings:

Number of Routes Use the spinner controller to set the maximum number of OSPN routes permitted. The

available range is from 1 - 4,294,967,295.

Retry Count Set the maximum number of retries (OSPF resets) permitted before the OSPF process

is shut down. The available range is from 1 - 32. The default setting is 5.

Retry Time Out Set the duration (in seconds) the OSPF process remains off before initiating its next

retry. The available range is from 1 - 3,600 seconds. The default is 60 seconds.

Reset Time

Set the reset time (in seconds) that, when exceeded, changes the retry count is zero.
The available range is from 1 - 86,400. The default is 360 seconds.

7.

Set the following Default Information:

Originate

Select this option to make the default route a distributed route. This setting is
disabled by default.

Always

Enabling this settings continuously maintains a default route, even when no routes
appear in the routing table. This setting is disabled by default.

Metric Type Select this option to define the exterior metric type (1 or 2) used with the default

route.

Route Metric Select this option to define route metric used with the default route. OSPF uses path

cost as its routing metric. It's defined by the speed (bandwidth) of the interface
supporting given route.

10.

Refer to the Route Redistribution table to set the types of routes that can be used by OSPF.

Select the + Add Row button to populate the table. Set the Route Type used to define the
redistributed route. Options include connected, kernal and static.

Select the Metric Type option to define the exterior metric type (1 or 2) used with the route
redistribution. Select the Metric option to define route metric used with the redistributed route.

Use the OSPF Network table to define networks (IP addresses) to connect using dynamic
routes.

Select the + Add Row button to populate the table. Add the IP address and mask of the
Network(s) participating in OSPF. Additionally, define the OSPF area (IP address) to which the
network belongs.

Set an OSPF Default Route Priority (1 - 8,000) as the priority of the default route learnt from
OSPF.

Select the Area Settings tab.

11.

An OSPF Area contains a set of routers exchanging Link State Advertisements (LSAs) with
others in the same area. Areas limit LSAs and encourage aggregate routes.
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FIGURE 142 OSPF Area Settings screen

12. Review existing Area Settings configurations using:

Area ID Displays either the IP address or integer representing the OSPF area.

Authentication Type Lists the authentication schemes used to validate the credentials of dynamic route
connections.

Type Lists the OSPF area type in each listed configuration.

13. Select Add to create a new OSPF configuration, Edit to modify an existing configuration or

Delete to remove a configuration.
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FIGURE 143 OSPF Area Configuration screen

14. Set the OSPF Area configuration.

Area ID Use the drop down menu and specify either an IP address or Integer for the OSPF
area.

Authentication Type Select either None, simple-password or message-digest as credential validation
scheme used with the OSPF dynamic route. The default setting is None.

Type Set the OSPF area type as either stub, totally-stub, nssa, totally-nssa or non-stub.

Default Cost Select this option to set the default summary cost advertised if creating a stub. Set a
value from 1 - 16, 777,215.

Translate Type Define how messages are translated. Options include translate-candidate, translate

always and translate-never. The default setting is translate-candidate.

Range Specify a range of addresses for routes matching address/mask for OSPF
summarization.

15. Select the OK button to save the changes to the area configuration. Select Reset to revert to
the last saved configuration.

16. Select the Interface Settings tab.
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FIGURE 144 OSPF Interface Settings screen

17. Review existing Interface Settings using:

Name Displays the name defined for the interface configuration.
Type Displays the type of interface.
Description Lists each interface’s 32 character maximum description.

Admin Status

route’s virtual interface connection.

Displays whether Admin Status privileges have been enabled or disabled for the OSPF

VLAN

Lists the VLAN IDs set for each listed OSPF route virtual interface.

IP Address

secondary address can be manually provided.

Displays the IP addresses defined as virtual interfaces for dynamic OSPF routes. Zero
config and DHCP can be used to generate route addresses, or a primary and

18. Select the Add button to define a new set of virtual interface basic settings, or Edit to update

the settings of an existing virtual interface configuration.
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24,
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Within the Properties field, enter a 32 character maximum Description to help differentiate the
virtual interface configuration used with this OSPF route. Enable/disable admin privileges as
need. They're disabled by default.

Use the IP Addresses Area to set how route addresses are created for the virtual configuration.

Zero Configuration can be enabled and set as the Primary or Secondary means of providing IP
addresses for the OSPF virtual route.

Select Use DHCP to Obtain IP to use the access point’s DHCP server resource as the means of
providing requested IP addresses to the OSPF route’s virtual interface.

Select Use DHCP to Obtain Gateway/DNS Servers to learn default gateway, name servers and
the domain name on just this interface. Once selected, specify an IP address and mask in dot
decimal format.

Define the NAT Direction as either Inside, Outside or None. Network Address Translation (NAT),
is an Internet standard that enables a (LAN) to use IP addresses for internal traffic (inside) and
a second set of addresses for external (outside) traffic.

Select OK to save the changes to the basic configuration. Select Reset to revert to the last
saved configuration.

Select the Security tab.
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FIGURE 146 OSPF Virtual Interface - Security screen

26. Use the Inbound IP Firewall Rules drop-down menu to select the IP access and deny rules to
apply to the OSPF dynamic route.

Either select an existing IP firewall policy or use the default set of IP firewall rules. The firewall
inspects OSPF route traffic flows and detects potential attacks on the dynamic route not visible
to traditional wired firewall appliances. Select the Create icon to define a new set of IP firewall
rules that can be applied to the OSPF route configuration. Selecting Edit allows for the
modification of an existing IP firewall rules configuration. For more information, see Wireless
Firewall on page 9-511.

27. Select OK to save the changes to the OSPF route security configuration. Select Reset to revert
to the last saved configuration.

28. Select the Profile_Dynamic_Routing tab.
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FIGURE 147 OSPF Virtual Interface - Profile_Dynamic_Routing screen

29. Set the following OSPF Settings:

Priority Select this option to set the OSPF priority used in dynamic route election. Use the
spinner control to set the value from O - 255.

Cost Select this option to set the cost of the OSPF interface. Use the spinner control to set
the value from 1 - 65,353.

Bandwidth Set the OSPF interface bandwidth (in Kbps) from 1 - 10,000,000.

30. Set the following OSPF Authentication settings for the dynamic route:

Chosen Authentication Select the authentication type used to validate credentials within the OSPF dynamic
Type route. Options include simple-password, message-digest, null and None.

Authentication Key Enter and confirm the authentication key required by connecting nodes using the
OSPF dynamic route.

31. Select the + Add Row button (at the bottom of the MD5 Authentication table) to add the Key ID
and Password used for an MD5 validation of authenticator credentials.

Use the spinner control to set the OSPF message digest authentication key ID. The available
range is from 1 - 255. The password is the OSPF key either displayed as series or asterisks or
in plain text (by selecting Show).
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32. Select OK to save the changes to the Profile_Dynamic_Route configuration. Select Reset to
revert to the last saved configuration

Overriding a Profile’s Forwarding Database Configuration

Overriding a Profile’s Network Configuration

A Forwarding Database is used to forward or filter packets on behalf of the controller. The bridge
reads the packet’s destination MAC address and decides to either forward the packet or drop
(filter) it. If it’s determined the destination MAC is on a different network segment, it forwards the
packet to the segment. If the destination MAC is on the same network segment, the packet is
dropped (filtered). As nodes transmit packets through the bridge, the bridge updates its forwarding
database with known MAC addresses and their locations on the network. This information is then
used to decide to filter or forward the packet.

This forwarding database assignment can be overridden as needed, but removes the device
configuration from the managed profile that may be shared with other similar device models.

To define or override a profile’s forwarding database configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

5. Select Forwarding Database.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 148 Profile Overrides - Network Forwarding Database screen

6.

10.
11.

Define or override a Bridge Aging Time between 0, 10-1,000,000 seconds.

The aging time defines the length of time an entry will remain in the a bridge’s forwarding table
before being deleted due to lack of activity. If an entry replenishments a destination generating
continuous traffic, this timeout value will never be invoked. However, if the destination
becomes idle, the timeout value represents the length of time that must be exceeded before
an entry is deleted from the forwarding table. The default setting is 300 seconds.

Use the + Add Row button to create a new row within the MAC address table.

Set or override a destination MAC Address. The bridge reads the controller packet’s destination
MAC address and decides to forward the packet or drop (filter) it. If it’'s determined the
destination MAC is on a different network, it forwards the packet to the segment. If the
destination MAC is on the same network segment, the packet is dropped (filtered).

Define or override the target VLAN ID if the destination MAC is on a different network segment.
Provide an Interface Name used as the target destination interface for the target MAC address.

Select OK to save the changes and overrides. Select Reset to revert to the last saved
configuration.

Overriding a Profile’s Bridge VLAN Configuration

Overriding a Profile’s Network Configuration
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A Virtual LAN (VLAN) is separately administrated virtual network within the same physical managed
network. VLANSs are broadcast domains defined within switches to allow control of broadcast,
multicast, unicast, and unknown unicast within a Layer 2 device.

Administrators often need to route traffic to interoperate between different VLANs. Bridging VLANs
are only for non-routable traffic, like tagged VLAN frames destined to some other device which will
untag it. When a data frame is received on a port, the VLAN bridge determines the associated VLAN
based on the port of reception. Using forwarding database information, the Bridge VLAN forwards
the data frame on the appropriate port(s). VLAN's are useful to set separate networks to isolate
some computers from others, without actually having to have separate cabling and Ethernet
switches. Controllers can do this on their own, without need for the computer or other gear to know
itself what VLAN it's on (this is called port-based VLAN, since it's assigned by port of the switch).
Another common use is to put specialized devices like VoIP Phones on a separate network for
easier configuration, administration, security, or quality of service.

Two main VLAN bridging modes are available in Brocade Mobility:

* Tunnel Mode: In tunnel mode, the traffic at the AP is always forwarded through the best path.
The APs decides the best path to reach the destination and appropriately forwards the
packets.Setting the VLAN to tunnel mode will ensure that packets are Bridge packets between
local ethernet ports, any local radios, and tunnels to other APs and wireless controller.

® Local Mode: Local mode is typically configured in remote branch offices where traffic on
remote private LAN segment needs to be bridged locally. Local mode implies that the wired
and the wireless traffic are to be bridged locally.

To define a bridge VLAN configuration or override for a device profile:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the Ul.

Select Profile Overrides from the Device menu to expand it into sub menu options.
4. Select Network to expand its sub menu options.

Select Bridge VLAN.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 149 Profile Overrides - Network Bridge VLAN screen

6. Review the following VLAN configuration parameters to determine whether an override is

warranted:

VLAN

Description

Edge VLAN Mode

Trust ARP Response

Trust DHCP Responses

Lists the numerical identifier defined for the Bridge VLAN when it was initially created.
The available range is from 1 - 4095. This value cannot be modified during the edit
process.

Lists a description of the VLAN assigned when it was created or modified. The
description should be unique to the VLAN’s specific configuration and help
differentiate it from other VLANs with similar configurations.

Defines whether the VLAN is currently in edge VLAN mode. A green checkmark defines
the VLAN as extended. An edge VLAN is the VLAN where hosts are connected. For
example, if VLAN 10 is defined with wireless clients, and VLAN 20 is where the default
gateway resides, VLAN 10 should be marked as an edge VLAN and VLAN 20 shouldn’t
be marked as an edge VLAN. When defining a VLAN as edge VLAN, the firewall
enforces additional checks on hosts in that VLAN. For example, a host cannot move
from an edge VLAN to another VLAN and still keep firewall flows active.

When ARP trust is enabled, a green checkmark displays. When disabled, a red “X”
displays. Trusted ARP packets are used to update the IP-MAC Table to prevent IP spoof
and arp-cache poisoning attacks.

When DHCP trust is enabled, a green checkmark displays. When disabled, a red “X”
displays. When enabled, DHCP packets from a DHCP server are considered trusted
and permissible. DHCP packets are used to update the DHCP Snoop Table to prevent
IP spoof attacks.

7. Select Add to define a new Bridge VLAN configuration, Edit to modify or override an existing
Bridge VLAN configuration or Delete to remove a VLAN configuration.
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FIGURE 150 Profile Overrides - Network Bridge VLAN screen, General tab

8. The General tab displays by default.

If adding a new Bridge VLAN configuration, use the spinner control to define or override a VLAN
ID between 1 - 4094. This value must be defined and saved before the General tab can
become enabled and the remainder of the settings defined. VLAN IDs O and 4095 are
reserved and unavailable.

10. Set or override the following General Bridge VLAN parameters:

Description If creating a new Bridge VLAN, provide a description (up to 64 characters) unique to
the VLAN's specific configuration to help differentiate it from other VLANs with similar
configurations.

11. Set or override the following Extended VLAN Tunnel parameters:

Bridging Mode Specify one of the following bridging mode for use on the VLAN.
®  Automatic: Select automatic mode to let the controller determine the best
bridging mode for the VLAN.
Local: Select Local to use local bridging mode for bridging traffic on the VLAN.
Tunnel: Select Tunnel to use a shared tunnel for bridging traffic on the VLAN.

isolated-tunnel: Select isolated-tunnel to use a dedicated tunnel for bridging
traffic on the VLAN.

IP Qutbound Tunnel ACL  Select an IP Outbound Tunnel ACL for outbound traffic from the pulldown menu. If an
appropriate outbound IP ACL is not available click the create button to make a new

one.
MAC Outbound Tunnel Select a MAC Outbound Tunnel ACL for outbound traffic from the pulldown menu. If an
ACL appropriate outbound MAC ACL is not available click the create button to make a new
one.

NOTE
Local and Automatic bridging modes do not work with ACLs. ACLs can only be used with tunnel or
isolated-tunnel modes.
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12. Set or override the following Layer 2 Firewall parameters:

Trust ARP Response

Trust DHCP Responses

Edge VLAN Mode

Select the checkbox to use trusted ARP packets to update the DHCP Snoop Table to
prevent IP spoof and arp-cache poisoning attacks. This feature is disabled by default.

Select the checkbox to use DHCP packets from a DHCP server as trusted and
permissible within the managed network. DHCP packets are used to update the DHCP
Snoop Table to prevent IP spoof attacks. This feature is disabled by default.

Select the checkbox to enable edge VLAN mode. When selected, the edge controller’s
IP address in the VLAN is not used for normal operations, as its now designated to
isolate devices and prevent connectivity. This feature is enabled by default.

13. Select the OK button to save the changes and overrides to the General tab. Select Reset to
revert to the last saved configuration.

14. Select the IGMP Snooping tab to define or override the VLAN’s IGMP configuration.

VLAN 1
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FIGURE 151 Profile Overrides - Network Bridge VLAN screen, IGMP Snooping

15. Define or override the following IGMP Snooping parameters for the Bridge VLAN configuration:

The Internet Group Management Protocol (IGMP) is a protocol used for managing members of
IP multicast groups. The controller listens to IGMP network traffic and forwards the IGMP
multicast packets to radios on which the interested hosts are connected. On the wired side of
the network, the controller floods all the wired interfaces. This feature reduces unnecessary
flooding of multicast traffic in the network.

Enable IGMP Snooping

Forward Unknown
Multicast Packets

Select the check box to enable IGMP snooping on the controller. If disabled, snooping
on a per VLAN basis is also disabled. This feature is enabled by default. If disabled, the
settings under bridge configuration are overridden. For example, if IGMP snooping is
disabled, but the bridge VLAN is enabled, the effective setting is disabled.

Select the check box to enable the controller to forward multicast packets from
unregistered multicast groups. If disabled (the default setting), the unknown multicast
forward feature is also disabled for individual VLANSs.
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16. Within the Multicast Router section, check the boxes of those interfaces used by the controller
as a multicast router interface. Multiple controller interfaces can be selected and overridden.

Optionally select the Snoop PIM-DVMRP Packets box to snoop packets across the selected
interface(s). This option is enabled by default.

17. Set or override the following IGMP Querier parameters for the profile’s bridge VLAN
configuration:

Enable IGMP Querier Select the check box to enable IGMP querier. IGMP snoop querier is used to keep host
memberships alive. It's primarily used in a network where there’s a multicast
streaming server and hosts subscribed to the server and no IGMP querier present. The
controller can perform the IGMP querier role. An IGMP querier sends out periodic
IGMP query packets. Interested hosts reply with an IGMP report packet. IGMP
snooping is only conducted on wireless radios. IGMP multicast packets are flooded on
wired ports. IGMP multicast packet are not flooded on the wired port. IGMP
membership is also learnt on it and only if present, then it is forwarded on that port. A
Brocade br-7131 model access point can also be an IGMP querier.

Source IP Address Define an IP address applied as the source address in the IGMP query packet. This
address is used as the default VLAN querier IP address.

|IGMP Version Use the spinner control to set the IGMP version compatibility to either version 1, 2 or
3. The default setting is 3.

Maximum Response Time Specify the maximum time (between 1 - 25 seconds) before sending a responding
report. When no reports are received from a radio, radio information is removed from
the snooping table. The controller only forwards multicast packets to radios present in
the snooping table. For IGMP reports from wired ports, the controller forwards these
reports to the multicast router ports. The default setting is 10 seconds.

Other Querier Timer Expiry Specify an interval in either Seconds (60 - 300) or Minutes (1 - 5) used as a timeout
interval for other querier resources. The default setting is 1 minute.

18. Select the OK button to save the changes and overrides to the IGMP Snooping tab. Select
Reset to revert to the last saved configuration.

Overriding a Profile’s Cisco Discovery Protocol Configuration

Overriding a Profile’s Network Configuration

The Cisco Discovery Protocol (CDP) is a proprietary Data Link Layer network protocol implemented
in Cisco networking equipment and used to share information about network devices.

To override Cisco Discovery Protocol (CDP)configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

Select Cisco Discovery Protocol.
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FIGURE 152 Profile Overrides - Network Cisco Discovery Protocol screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

6. Check the Enable CDP box to enable Cisco Discovery Protocol on the device.

7. Refer to the Hold Time field and use the spinner control to define a hold time between 10 -
1800 seconds for transmitted CDP Packets. The default value is 180 seconds.

8. Refer to the Timer field and use the spinner control to define a interval between 5 - 900
seconds to transmit CDP Packets. The default value is 60 seconds.

9. Select the OK button to save the changes and overrides. Select Reset to revert to the last
saved configuration.

Overriding a Profile’s Link Layer Discovery Protocol Configuration

Overriding a Profile’s Network Configuration

The Link Layer Discovery Protocol (LLDP) or IEEE 802.1AB is a vendor-neutral Data Link Layer
protocol used by network devices for advertising of (announcing) their identity, capabilities, and
interconnections

on a IEEE 802 LAN network. The protocol is formally referred to by the IEEE as Station and Media
Access Control Connectivity Discovery. Both LLDP snooping and ability to generate and transmit
LLDP packets will be provided.
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Information obtained via CDP and LLDP snooping is available in the Ul. In addition, information
obtained via CDP / LLDP snooping is provided by an AP during the adoption process, so the L2
switch device name detected by the AP can be used as a criteria in the auto provisioning policy.

To override Link Layer Discovery Protocol (LLDP)configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

Select Link Layer Discovery Protocol.
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FIGURE 153 Profile Overrides - Network Link Layer Discovery Protocol screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

6. Check the Enable LLDP box to enable Link Layer Discovery Protocol on the device.

7. Refer to the Hold Time field and use the spinner control to define a hold time between 10 -
1800 seconds for transmitted LLDP Packets. The default value is 180 seconds.

8. Refer to the Timer field and use the spinner control to define the interval between 5 - 900
seconds to transmit LLDP Packets. The default value is 60 seconds.
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9. Check the Inventory Mangement Discovery box to enable this feature. Inventory Management
Discovery is used to track and identify inventory attributes including manufacturer, model, or
software version.

10. Select the Extended Power via MDI Discovery box to enable this feature. Extended Power via
MDI Discovery provides detailed power information through end points and other connected
devices.

11. Select the OK button to save the changes and overrides. Select Reset to revert to the last
saved configuration.

Overriding a Profile’s Miscellaneous Network Configuration

Overriding a Profile’s Network Configuration

A controller profile can be configured to include a hostname in a DHCP lease for a requesting
device and its profile. This helps an administrator track the leased DHCP IP address by hostname
for the controller supported device profile. When numerous DHCP leases are assigned, an
administrator can better track the leases when hostnames are used instead of devices.

To include a hostnames in DHCP request:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Network to expand its sub menu options.

5. Select Miscellaneous.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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6. Refer to the DHCP Settings section to configure miscellaneous DHCP Settings.

Include Hostname in Select the Include Hostname in DHCP Request checkbox to include a hostname in a
DHCP Request DHCP lease for a requesting device. This feature is disabled by default.

DHCP Persisten Lease Check this box to enable a persistent DHCP lease for the device. A persistent DHCP
lease assigns the same IP Address and other network information to the device each
time it renews its DHCP lease.

7. To enable critical resource monitoring for the device, select a Critical Resource Policy from the
pull-down menu in the Critical Resource Monitoring section. If a new critical resource
monitoring policy is needed click the Create button and specify the Ping Interval, IP Address,
Ping Mode and VLAN for the devices being monitored.

8. Select the OK button to save the changes and overrides. Select Reset to revert to the last
saved configuration.

Overriding a Profile’s Security Configuration

A controller or Access Point profile can have its own firewall policy, wireless client role policy, WEP
shared key authentication, NAT policy and VPN policy (controller only) applied. If an existing firewall,
client role or NAT policy is unavailable, an administrator can be navigated from the Configuration >
Profiles section of the controller Ul to the Configuration > Security portion of the Ul to create the
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required security policy configuration. Once created, a policy’s configuration can have an override
applied to meet the changing data protection requirements of a device’s environment. However, in
doing so the device must now be managed separately from the profile configuration shared by
other devices within the managed network.

For more information on applying an override to an existing device profile, refer to the following
sections:

® Overriding a Profile’s General Security Settings

® Qverriding a Profile’s Certificate Revocation List (CRL) Configuration
® Qverriding a Profile’s ISAKMP Configuration

® Qverriding a Profile’s Transform Set Configuration

® Qverriding a Profile’s VPN Configuration

® Qverriding a Profile’s NAT Configuration

Overriding a Profile’s General Security Settings

Overriding a Profile’s Security Configuration

A controller profile can leverage existing firewall, wireless client role and WIPS policies and apply
them to the profile’s configuration. This affords each controller profile a truly unique combination of
data protection policies best meeting the data protection requirements of that controller profile.
However, as deployment requirements arise, an individual device may need some or all of its
general security configuration overridden from that defined in the profile.

To configure a profile’s security settings and overrides:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the Ul.

Select Profile Overrides from the Device menu to expand it into sub menu options.
4. Select Security to expand its sub menu options.

Select General.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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6. Refer to the General field to assign or override the following:

Firewall Policy Use the drop-down menu to select an existing Firewall Policy to use as an additional
security mechanism with this controller profile. All devices using this controller profile
and Access Point must meet the requirements of the firewall policy to access the
managed network. A firewall is a mechanism enforcing access control, and is
considered a first line of defense in protecting proprietary information within the
wireless controller managed network. The means by which this is accomplished
varies, but in principle, a firewall can be thought of as mechanisms both blocking and
permitting data traffic within the wireless controller managed network. If an existing
Firewall policy does not meet your requirements, select the Create icon to create a
new firewall policy that can be applied to this profile. An existing policy can also be
selected and overridden as needed using the Edit icon. For more information, see
gvg;ezless Firewall on page 9-511 and Configuring a Firewall Policy on page

Wireless Client Role Policy Use the drop-down menu to select a client role policy the controller uses to
strategically filter client connections based on a pre-defined set of filter rules and
connection criteria. If an existing Wireless Client Role policy does not meet your
requirements, select the Create icon to create a new configuration that can be
applied to this profile. An existing policy can also be selected and overridden as
needed using the Edit icon. For more information, see Wireless Client Roles on

page 9-530.
WEP Shared Key Select the check box to require devices using this profile to use a WEP key to access
Authentication the managed network using this profile. The wireless controller, other proprietary

routers, and clients use the key algorithm to convert an ASCII string to the same
hexadecimal number. Clients without adapters need to use WEP keys manually
configured as hexadecimal numbers. This option is disabled by default.

7. Select an Advanced WIPS Policy from the drop-down menu in the Wireless IDS/IPS section.
Define an advanced WIPS configuration to optionally remove (terminate) unwanted device
connections, and sanction (allow) or unsanaction (disallow) specific events within the
managed network.

If an existing Advanced WIPS policy does not meet the profile’s data protection requirements,
select the Create icon to create a new configuration that can be applied to the profile. An
existing policy can also be selected and overridden as needed using the Edit icon. For more
information, see Configuring an Advanced WIPS Policy on page 9-550.

8. Select OK to save the changes or overrides. Select Reset to revert to the last saved
configuration.

Overriding a Profile’s Certificate Revocation List (CRL) Configuration

Overriding a Profile’s Security Configuration

A certificate revocation list (CRL) is a list of certificates that have been revoked or are no longer
valid. A certificate can be revoked if the certificate authority (CA) had improperly issued a
certificate, or if a private-key is compromised. The most common reason for revocation is the user
no longer being in sole possession of the private key.

To define a Certificate Revocation configuration or override:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.
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2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Security to expand its sub menu options.

Select Certificate Revocation.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

Certificate Revocation List (CRL) Update Interval
Trustpoint Hame URL Hours i

test123 matorala.cam  hour ]

[ et |
FIGURE 156 Profile Overrides - Certificate Revocation screen

6. Select the + Add Row button to add a column within the Certificate Revocation List (CRL)
Update Interval table to quarantine certificates from use in the managed network.

Additionally, a certificate can be placed on hold for a user defined period. If, for instance, a
private key was found and nobody had access to it, its status could be reinstated.

a. Provide the name of the trustpoint in question within the Trustpoint Name field. The name
cannot exceed 32 characters.

b. Enter the resource ensuring the trustpoint’s legitimacy within the URL field.

c. Use the spinner control to specify an interval (in hours) after which a device copies a CRL
file from an external server and associates it with a trustpoint.
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7. Select OK to save the changes and overrides made within the Certificate Revocation screen.
Select Reset to revert to the last saved configuration.

Overriding a Profile’s ISAKMP Configuration

Overriding a Profile’s Security Configuration

ISAKMP (also known as IKE) is the negotiation protocol enabling two hosts to agree on how to build
an IPSec security association. To configure the security appliance for virtual private networks, set
global parameters that apply system wide and define policies peers negotiate to establish a VPN
tunnel.

The ISAKMP protocol is an IPSec standard protocol used to ensure security for VPN negotiation,
and remote host or network access. ISAKMP provides an automatic means of negotiation and
authentication for communication between two or more parties. ISAKMP manages IPSec keys
automatically.

The ISAKMP screen displays by default. The ISAKMP screen lists those ISAKMP policies created
thus far. Use the ISAKMP Policy screen to configure the Internet Security Association and Key
Management Protocol (ISAKMP) for creating a VPN. ISAKMP is a framework for authentication and
key exchange. It defines the procedures and packet formats to establish, negotiate, modify and
delete Security Associations (SA). Any of these policies can be selected and applied to the
controller.

A VPN tunnel is negotiated in two phases. The first phase creates an ISAKMP SA that’s a control
channel. The data channel is negotiated using this control channel. ISAKMP policy parameters are
not negotiated and the transform set is for negotiating the data channel (IPsec SAs).

To define an ISAKMP configuration or apply overrides:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Security to expand its sub menu options.

5. Select ISAKMP Policy.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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FIGURE 157 Profile Overrides - ISAKMP Policy screen

6. Refer to the following configuration data for existing ISAKMP policies:

ISAKMP Policy Displays the name assigned to the ISAKMP policy when it was initially created. The
name cannot be modified as part of the edit process.

Encryption Lists the encryption type used for encrypting packets with this ISAKMP policy.

Hash Algorithm Displays the MD5 or SHA hashing algorithm used in the ISAKMP policy.

Authentication Type Lists the key sharing mechanism used for establishing a secure connection
between two peers using this ISAKMP policy.

SA Lifetime Lists the lifetime in either seconds, minutes, hours or days for the security
association (SA) used by this ISAKMP policy.

DH Group ldentifier Displays the Diffie-Hellman (DH) group identifier used by this ISAKMP policy. DH is a
cryptographic protocol that allows 2 entities that have no prior knowledge of each
other to jointly derive and establish a shared secret key over an unsecured
communication channel. This secret key can then be used to initiate a secure
connection between the two entities.

7. Select Add to create a new ISAKMP policy, Edit to modify or override the attributes of a selected
existing policy or Delete to remove obsolete policies from the list of those available to the
controller.

If adding or editing an existing ISAKMP policy, the following screen displays.
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When ISAKMP negotiations begin, the peer initiating the negotiation sends its policies to the
remote peer. The remote peer searches for a match with its own policies using the defined
priority scheme. A ISAKMP policy matches when they have the same encryption, hash,
authentication and Diffie-Hellman settings. The ISAKMP lifetime must also be less than or
equal to the lifetime in the policy sent. If the lifetimes do not match, the shorter lifetime
applies. If no match exists, ISAKMP refuses negotiation.

ISAKMP Policy abil134 (2]
Settings
Authertication TvRe @y | pre-Shared -
Encryption O |2Es256 | w
DH Group ldertifier @ 2 | (1-25)
Hash Algorithm 0 () MDs (=) SHA
Sa, Lifetime o Days » | (Oto24555

FIGURE 158 ISAKMP Policy Add screen
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8. Set or override the following configuration parameters for the new or modified ISAKMP policy:

ISAKMP Policy

Authentication Type

Encryption

DH Group ldentifier

Hash Value

SA Lifetime

If creating a new ISAKMP policy, assign it a name to help differentiate it from others
that may have a similar configuration. The policy name cannot exceed 64
characters. The name cannot be modified as part of the edit process.

Set the key sharing mechanism used for establishing a secure connection between
two peers using this ISAKMP policy. Use the drop-down menu to select one the
following two authentication options:

Pre-Shared - Select this option to use a key shared between the VPN endpoints.
Pre-Shared is the default setting.

RSA Signature - Uses a RSA signature as the authentication key. Ensure digital
certificates and RSA keys have been installed on the target system before using this
option.

Use the drop-down menu to select the encryption algorithm to use. Select from the
drop-down list.

DES - DES stands for Data Encryption Standard. It uses a 56-bit key for encryption.
This standard is deprecated and replaced by the 3DES standard. It is provided for
backward compatibility.

3DES - 3DES or Triple DES is a encryption standard that replaced DES. It provides a
simple method of increasing the key size of the DES algorithm to protect from brute
force attacks. It uses a set of three (3) standard 56-bit DES keys to provide
increased key length for encryption.

AES - AES stands for Advanced Encryption Standard or the Rijndael Encryption
Algorithm that was adopted as the new FIPS standard in the year 2002. It is a
symmetric-key encryption standard that uses three (3) block ciphers of length 128,
192, 256 bits. This option represents the AES-128 bit block cipher.

AES-192 - AES stands for Advanced Encryption Standard or the Rijndael Encryption
Algorithm that was adopted as the new FIPS standard in the year 2002. It is a
symmetric-key encryption standard that uses three (3) block ciphers of length 128,
192, 256 bits. This option represents the AES-192 bit block cipher.

AES-256 - AES stands for Advanced Encryption Standard or the Rijndael Encryption
Algorithm that was adopted as the new FIPS standard in the year 2002. It is a
symmetric-key encryption standard that uses three (3) block ciphers of length 128,
192, 256 bits. This option represents the AES-256 bit block cipher. AES -256 is the
default setting.

Set the Diffie-Hellman (DH) group identifier used by this ISAKMP policy. DH is a
cryptographic protocol that allows 2 entities that have no prior knowledge of each
other to jointly derive and establish a shared secret key over an unsecured
communication channel. This secret key can then be used to initiate a secure
connection between the two entities.

The valid values are 1, 2 and 5 and indicates the group used for the key exchange.
The default setting is 2.

Set the hash algorithm. Select from:

MD5 - MD5 or Message-Digest algorithm 5 is a popular 128-bit hash-function. It is
commonly used for checking the integrity of files.

SHA - Secure Hash Algorithm (SHA) is a NIST certified FIPS hash algorithm. SHA is
the default setting.

Set the lifetime in seconds for the security association (SA) used by this ISAKMP
policy. This is the lifetime of the ISAKMP SA. The lifetime for

ESP/AH SAs are configured separately.

Days - Sets the SA duration in days (1 - 24,856).

Hours - Sets the SA duration in hours (1 - 596,524).

Minutes - Sets the SA duration in minutes (1 - 35, 791, 395).

Seconds - Sets the SA duration in seconds (60 - 2,147,483,646). The default
setting is 86,400 seconds.
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9. Select OK to save the changes or overrides. Select Reset to revert to the last saved
configuration.

Overriding a Profile’s Transform Set Configuration

Overriding a Profile’s Security Configuration

Use the Transform Set screen to configure and manage transform sets. A Transform Set is a set of
parameters that transform an IP packet from clear text to cipher text. The transform set is an
acceptable combination of security protocols, algorithms and other settings that are applied to
IPSec protected traffic.

With manually established security associations, there’s no negotiation with the peer. Both sides
must specify the same transform set, regardless of whether the SA is manual or automatic. For
manual SAs, the ISAKMP policy does not apply. If you change a Transform Set definition, the
change is only applied to Crypto Map entries that reference the Transform Set. If a transform-set is
changed, the existing SAs are removed.

To define a transform set configuration or override that can be applied to a controller profile:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Security to expand its sub menu options.

5. Select Transform Set.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.
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6. Referto the following contents displayed for existing Transform Set configurations to determine
whether a new Transform Set configuration is required, or if an existing configuration can be
used with or without modification or override:

Transform Set Lists the name of each Transform Set defined when it was initially created. The
name cannot be modified if editing the configuration of an existing Transform Set.

Protocol Displays the AH or ESP protocol used with the Transform Set. AH provides
authentication only, while ESP provides a stronger combination of data
confidentiality and authentication.

Authentication Lists the authentication used to validate identity.
Algorithm

Encryption Algorithm  Lists the encryption type used for encrypting packets.

Mode Displays the Tunnel or Transport mode used for packet organization with respect to
header location and the scope of ESP or AH protection boundary. The tunnel mode
should be used for site-to-site VPN and transport should be used for remote VPN
configurations.

7. Select Add to create a new Transform Set configuration, Edit to modify or override the
attributes of a selected Transform set or Delete to remove obsolete Transform Set from the list
of those available to the controller.

If adding or editing an existing Transform Set, the following screen displays:
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FIGURE 160 Transform Set Configuration screen

8. Set or override the following configuration parameters for the Transform Set:

Transform Set

Protocol

Authentication
Algorithm

Encryption Algorithm

Mode

If creating a new Transform Set, assign it a name to help differentiate it from others
that may have a similar configuration. The name cannot exceed 64 characters. The
name cannot be modified as part of the edit process.

Select the radio button of the IPSec protocol used with the Transform Set. AH
provides data authentication only. ESP provides data confidentiality and well as
authentication. ESP is the default setting.

Set the authentication algorithm used to validate identity.

HMAC-MD5 - Use the Message Digest 5 (MD5) as the HMAC algorithm.
HMAC-SHA - Use the Secure Hash Algorithm (SHA) as the HMAC algorithm.
HMAC-SHA is the default setting.

None - Applies no authentication. If the protocol is AH, None cannot be selected.

The encryption algorithm radio button only displays when ESP is selected as the
Transform Set protocol. By default, the Transform set uses AES-256.

It's a symmetric-key encryption standard that uses a block ciphers length 256 bits.
AES -256 is the default setting. Selecting None applies no encryption. When the
protocol is ESP, encryption and authentication cannot both be set to None.

Set the mode used for packet organization with respect to header location and the
scope of ESP or AH protection boundary. Use Tunnel for site-to-site VPN and
Transport mode for remote VPN configurations. The default mode is Tunnel.

9. Select OK to save the updated or overrides. Select Reset to revert to the last saved

configuration.

Overriding a Profile’s VPN Configuration

Overriding a Profile’s Security Configuration
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IPSec VPN provides a secure tunnel between two networked peer access points or controllers.
Administrators can define which packets are sent within the tunnel, and how they’re protected.
When a tunnelled peer sees a sensitive packet, it creates a secure tunnel and sends the packet
through the tunnel to its remote peer destination.

Tunnels are sets of security associations (SA) between two peers. SAs define the protocols and
algorithms applied to sensitive packets and specify the keying mechanisms used by tunnelled
peers. SAs are unidirectional and exist in both the inbound and outbound direction. SAs are
established per the rules and conditions of defined security protocols (AH or ESP).

Use crypto maps to configure IPSec VPN SAs. Crypto maps combine the elements comprising IPSec
SAs. Crypto maps also include transform sets. A transform set is a combination of security
protocols, algorithms and other settings applied to IPSec protected traffic. One crypto map is
utilized for each IPsec peer, however for remote VPN deployments one crypto map is used for all
the remote IPsec peers.

Internet Key Exchange (IKE) protocol is a key management protocol standard used in conjunction
with IPSec. IKE enhances IPSec by providing additional features, flexibility, and configuration
simplicity for the IPSec standard. IKE automatically negotiates IPSec SAs, and enables secure
communications without time consuming manual pre-configuration.

To define a profile’s VPN settings:
Select Devices from the Configuration tab.

Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Select Profile Overrides from the Device menu to expand it into sub menu options.

Expand the Security menu and select VPN.
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FIGURE 161 Profile Security - VPN IKE Policy screen

Select either the IKEv1 or IKEV2 radio button to enforce VPN peer key exchanges using either IKEv1
or IKEv2.

IKEv2 provides improvements from the original IKEv1 design (improved cryptographic
mechanisms, NAT and firewall traversal, attack resistance etc.) and is recommended in most
deployments. The appearance of the IKE Policy screens differ depending on the selected IKEvl
or IKEv2 mode.

Refer to the following to determine whether an IKE Policy requires creation, modification or
removal:

Name Displays the 32 character maximum name assigned to the IKE policy.

DPD Keep Alive Lists each policy’s IKE keep alive message interval defined for IKE VPN tunnel dead
peer detection.

IKE LifeTime Displays each policy’s lifetime for an IKE SA. The lifetime defines how long a
connection (encryption/authentication keys) should last, from successful key
negotiation to expiration. Two peers need not exactly agree on the lifetime, though if
they do not, there is some clutter for a superseded connection on the peer defining
the lifetime as longer.

DPD Retries Lists each policy’s number maximum number of keep alive messages sent before a
VPN tunnel connection is defined as dead by the peer. This screen only appears when
IKEv1 is selected.
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Select Add to define a new IKe Policy configuration, Edit to modify an existing configuration or
Delete to remove an existing configuration.

ikev1 policy x
Name # | ike policy 2 0
Settings =

DPD Keep ALive

Mocle
DFD Retries

IKE LiteTime

FIGURE 162

9 30 Seconds » | (10to3500)
0 | Main -
s [Fawum
Li B Days v | (Ttet]
Proposzal
Hame DH Group Encryption Authentication | i |
Li]

Add Row
k
-
cacd

Profile Security - VPN IKE Policy create/modify screen (IKEv1 example)

Name

If creating a new IKE policy, assign it a 32 character maximum name to help
differentiate this IKE configuration from others with a similar parameters.

DPD Keep Alive

required for both IKEv1 and IKEV2.

Configure the IKE keep alive message interval used for dead peer detection on the
remote end of the IPSec VPN tunnel. Set this value in either Seconds (10 - 3,600),
Minutes (1 - 60) or Hours (1). The default setting is 30 seconds. This setting is

Mode

requires 6 messages. The default setting is Main.

If using IKEv1, use the drop-down menu to define the IKE mode as either Main or
Aggressive. IPSEC has two modes in IKEv1 for key exchanges. Aggressive mode
requires 3 messages be exchanged between the IPSEC peers to setup the SA, Main

DPD Retries

100. The default setting is 5.

Use the spinner control to set the maximum number of keep alive messages sent
before a VPN tunnel connection is defined as dead. The available range is from 1 -

IKE LifeTime

is required for both IKEv1 and IKEV2.

Set the lifetime defining how long a connection (encryption/authentication keys)
should last from successful key negotiation to expiration. Set this value in either
Seconds (600 - 86,400), Minutes (10 - 1,440), Hours (1 - 24) or Days (1). This setting

Select + Add Row to define the network address of a target peer and its security settings.

Name If creating a new IKE policy, assign the target peer (tunnel destination) a 32 character
maximum name to distinguish it from others with a similar configuration.

DH Group Use the drop-down menu to define a Diffie-Hellman (DH) identifier used by the VPN
peers to derive a shared secret password without having to transmit. Options include
2, 5 and 14. The default setting is 5.

Encryption Select an encryption method used by the tunnelled peers to securely interoperate.

Options include 3DES, AES, AES-192 and AES-256. The default setting is AES-256.
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Authentication Select an authentication hash algorithm used by the peers to exchange credential

information. Options include SHA and MD5. The default setting is SHA.

Select OK to save the changes made within the IKE Policy screen. Select Reset to revert to the last
saved configuration. Select the Delete Row icon as needed to remove a peer configuration.

Select the Peer Configuration tab to assign additional network address and IKE settings to the an
intended VPN tunnel peer destination.

IKE Policy | Peer Configuration | Transform set | Crypto Map | Remote VPH Server | Global Settings
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FIGURE 163 Profile Security - VPN Peer Destination screen (IKEvl example)

Select either the IKEv1 or IKEv2 radio button to enforce VPN key exchanges using either IKEv1 or
IKEv2.

Refer to the following to determine whether a new VPN Peer Configuration requires creation, an
existing configuration requires modification or a configuration requires removal.

Name

Lists the 32 character maximum name assigned to each listed peer configuration
upon creation.

IP/Hostname Displays the IP address (or host address FQDN) of the IPSec VPN peer targeted for

secure tunnel connection and data transfer.

Authentication Type Lists whether the peer configuration has been defined to use pre-shared key (PSK) or

RSA. Rivest, Shamir, and Adleman (RSA) is an algorithm for public key cryptography.
It's the first algorithm known to be suitable for signing, as well as encryption. If using
IKEV2, this screen displays both local and remote authentication, as both ends of the
VPN connection require authentication.

LocallD Lists the access point’s local identifier used within this peer configuration for an IKE

exchange with the target VPN IPSec peer.

RemotelD Displays the means the target remote peer is to be identified (string, FQDN etc.) within

the VPN tunnel.
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IKE Policy Name Lists the IKEv1 or IKE v2 policy used with each listed peer configuration. If a policy
requires creation, select the Create button.

Select Add to define a new peer configuration, Edit to modify an existing configuration or Delete to
remove an existing peer configuration. The parameters that can de defined for the peer
configuration vary depending on whether IKEv1 or IKEv2 was selected.

ikev2 peer b4
Name (2]
@ P Address . . . |‘
Local Authentication Type @ |r=s = 1
Local Authertication Value i
Local Idertity i ] | string -
@ Localld
Remate Authentication Type 0 |r=s =
Remate Authentication Yalue i
Remote ldentity o | string - |
@ Remote Idertity Type
IKE Policy Mame i ] | - | 9
o
Name If creating a new peer configuration (remote gateway) for VPN tunnel connection,
assign it a 32 character maximum name to distinguish it from other with similar
attributes.
IP Type or Enter either the IP address or FQDN hostname of the IPSec VPN peer used in the
Select IP/Hostname tunnel setup. If IKEv1 is used, this value is titled IP Type, if IKEvV2 is used, this
parameter is titled Select IP/Hostname.
Authentication Type Select either pre-shared key (PSK) or RSA. Rivest, Shamir, and Adleman (RSA) is an

algorithm for public key cryptography. It’s the first algorithm known to be suitable for
signing, as well as encryption If using IKEv2, this screen displays both local and
remote authentication options, as both ends of the VPN connection require
authentication. RSA is the default value for both local and remote authentication
(regardless of IKEv1 or IKEv2).

Authentication Value Define the authentication string (shared secret) that must be shared by both ends of
the VPN tunnel connection. The string must be between 8 - 21 characters long. If
using IKEv2, both a local and remote string must be specified for handshake
validation and both ends (local and remote) of the VPN connection.

Local Identity Select the access point’s local identifier used with this peer configuration for an IKE
exchange with the target VPN IPSec peer. Options include IP Address, Distinguished
Name, FQDN, email and string. The default setting is string.
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Remote Identity Select the access point’s remote identifier used with this peer configuration for an IKE

exchange with the target VPN IPSec peer. Options include IP Address, Distinguished
Name, FQDN, email and string. The default setting is string.

IKE Policy Name Select the IKEv1 or IKE v2 policy name (and settings) to apply to this peer

configuration. If a policy requires creation, select the Create icon.

Select OK to save the changes made within the Peer Configuration screen. Select Reset to revert to
the last saved configuration.

Select the Transform Set tab.

Create or modify Transform Set configurations to specify how traffic is protected within crypto
ACL defining the traffic that needs to be protected.

IKE Policy | Peer Configuration | Transform set | Crypto Map | Remote VPH Server | Global Settings

Transform Set .| Awuthentication Encryption Algorithm | Mode
Algorithm

Type to search in tables Ry Count: ]

FIGURE 164 Profile Security - VPN Transform Set screen

Review the following attributes of existing Transform Set configurations:

Name

Lists the 32 character maximum name assigned to each listed transform set upon
creation. Again, a transform set is a combination of security protocols, algorithms and
other settings applied to IPSec protected traffic.

Authentication Algorithm | Lists each transform sets’s authentication scheme used to validate identity

credentials. The authentication scheme is either HMAC-SHA or HMAC-MD5.

Encryption Algorithm Displays each transform set’s encryption method for protecting transmitted traffic.

Mode

Displays either Tunnel or Transport as the IPSec tunnel type used with the transform
set. Tunnel is used for site-to-site VPN and Transport should be used for remote VPN
deployments.
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Select Add to define a new transform set configuration, Edit to modify an existing configuration or
Delete to remove an existing transform set.

[ Transform Set

x
Transform Set # | transform set1 6

IPsec Transform Settings

Authertication Slgarithm |HM.£\.C-MD5 - |
Encryption Algarithm i ] IAES_st v |

Mo O | Tunnel v

T 3

FIGURE 165 Profile Security - VPN Transform Set create/ modify screen

Define the following settings for the new or modified transform set configuration:

Name If creating a new transform set, define a 32 character maximum name to differentiate
this configuration from others with similar attributes.

Authentication Algorithm | Set the transform sets’s authentication scheme used to validate identity credentials.

Use the drop-down menu to select either HMAC-SHA or HMIAC-MD5. The default
setting is HMAC-SHA.

Encryption Algorithm Set the transform set encryption method for protecting transmitted traffic. Options
include DES, 3DES, AES, AES-192 and AES-256. The default setting is AES-256.
Mode Use the drop-down menu to select either Tunnel or Transport as the IPSec tunnel type

used with the transform set. Tunnel is used for site-to-site VPN and Transport should
be used for remote VPN deployments.

Select OK to save the changes made within the Transform Set screen. Select Reset to revert to the
last saved configuration

Select the Crypto Map tab.

Use crypto maps (as applied to IPSec VPN) to combine the elements used to create IPSec SAs
(including transform sets).
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IKE Policy | Peer Configuration | Transform set | Crypto Map | Remote VPH Server | Global Settings
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FIGURE 166 Profile Security - VPN Crypto Map screen

Review the following Crypto Map configuration parameters to assess their relevance:

Name Lists the 32 character maximum name assigned for each crypto map upon creation.
This name cannot be modified as part of the edit process.
Type Displays the site-to-site-manual, site-to-site-auto or remote VPN configuration defined

for each listed cyrpto map configuration. With site-to-site deployments, an IPSEC
Tunnel is deployed between two gateways, each at the edge of two different remote
networks. With remote VPN, an access point located at remote branch defines a
tunnel with a security gateway. This facilitates the endpoints in the branch office to
communicate with the destination endpoints (behind the security gateway) in a
secure manner.

IP Firewall Rules

Lists the IP firewall rules defined for each displayed crypto map configuration. Each
firewall policy contains a unique set of access/deny permissions applied to the VPN
tunnel and its peer connection.

IPSec Transform Set

Displays the transform set (encryption and has algorithms) applied to each listed
crypto map configuration. Thus, each crypto map can be customized with its own data
protection and peer authentication schemes.

If requiring a new crypto map configuration, select the Add button. If updating the configuration of
an existing crypto map, select it from amongst those available and select the Edit button.

If adding a new crypto map, assign it a name up to 32 characters in length as a unique identifier.
Select the Continue button to proceed to the VPN Crypto Map screen.
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FIGURE 167 Profile Security - VPN Crypto Map screen

Review the following before determining whether to add or modify a crypto map configuration

Sequence Each crypto map configuration uses a list of entries based on a sequence number.
Specifying multiple sequence numbers within the same crypto map, provides the
flexibility to connect to multiple peers from the same interface, based on the
sequence number (from 1 - 1,000).

Type Displays the site-to-site-manual, site-to-site-auto or remote VPN configuration defined
for each listed cyrpto map configuration.

IP Firewall Rules Lists the IP firewall rules defined for each displayed crypto map configuration. Each
firewall policy contains a unique set of access/deny permissions applied to the VPN
tunnel and its peer connection.

IPSec Transform Set Displays the transform set (encryption and hash algorithms) applied to each listed
crypto map configuration. Thus, each crypto map can be customized with its own data
protection and peer authentication schemes.

f requiring a new crypto map configuration, select the Add button. If updating the configuration of
an existing crypto map, select it from amongst those available and select the Edit button.
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FIGURE 168 Profile Security - VPN Crypto Map Entry screen

\Define the following to parameters to set the crypto map configuration:

Sequence Each crypto map configuration uses a list of entries based on a sequence number.
Specifying multiple sequence numbers within the same crypto map extends
connection flexibility to multiple peers on the same interface, based on this selected
sequence number (from 1 - 1,000).

Type Define the site-to-site-manual, site-to-site-auto or remote VPN configuration defined

for each listed cyrpto map configuration.

IP Firewall Rules

Use the drop-down menu to select the access list (ACL) used to protect IPSec VPN
traffic. New access/deny rules can be defined for the crypto map by selecting the
Create icon, or an existing set of firewall rules can be modified by selecting the Edit
icon.

IPSec Transform Set

Select the transform set (encryption and hash algorithms) to apply to this crypto map
configuration.

Mode

Use the drop-down menu to define which mode (pull or push) is used to assign a
virtual IP. This setting is relevant for IKEv1 only, since IKEv2 always uses the
configuration payload in pull mode. The default setting is push.
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Local End Point Select this radio button to define an IP address as a local tunnel end point address.
This setting represents an alternative to an interface IP address.

Perfect Forward Secrecy PFS is key-establishment protocol, used to secure VPN communications. If one
(PFS) encryption key is compromised, only data encrypted by that specific key is
compromised. For PFS to exist, the key used to protect data transmissions must not
be used to derive any additional keys. Options include None, 2, 5 and 14. The default
setting is None.

Lifetime (kB) Select this option to define a connection volume lifetime (in kilobytes) for the duration
of an IPSec VPN security association. Once the set volume is exceeded, the
association is timed out. Use the spinner control to set the volume from 500 -
2,147,483,646 kilobytes.

Lifetime (seconds) Select this option to define a lifetime (in seconds) for the duration of an IPSec VPN
security association. Once the set value is exceeded, the association is timed out. The
available range is from 120 - 86,400 seconds. The default setting is 120 seconds.

Protocol Select the security protocol used with the VPN IPSec tunnel connection. SAs are
unidirectional, existing in each direction and established per security protocol.
Options include ESP and AH. The default setting is ESP.

Remote VPN Type Define the remote VPN type as either None or XAuth. XAuth (extended authentication)
provides additional authentication validation by permitting an edge device to request
extended authentication information from an IPSec host. This forces the host to
respond with additional authentication credentials. The edge device respond with a
failed or passed message. The default setting is XAuth.

Manual Peer IP Select this option to define the IP address of an additional encryption/decryption
peer.

Select OK to save the updates made to the Crypto Map Entry screen. Selecting Reset reverts the
screen to its last saved setting.

Select Remote VPN Server.

Use this screen to define the server resources used to secure (authenticate) a remote VPN
connection with a target peer.
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FIGURE 169 Profile Security - Remote VPN Server screen (IKEv2 example)

Select either the IKEvA or IKEv2 radio button to enforce peer key exchanges over the remote VPN
server using either IKEv1 or IKEv2.

IKEv2 provides improvements from the original IKEv1 design (improved cryptographic
mechanisms, NAT and firewall traversal, attack resistance etc.) and is recommended in most
deployments. The appearance of the screen differs depending on the selected IKEv1 or IKEv2
mode.
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Set the following IKEv1 or IKe v2 Settings:

Authentication Method Use the drop-down menu to specify the authentication method used to validate the

credentials of the remote VPN client. Options include Local (on board RADIUS
resource if supported) and RADIUS (designated external RADIUS resource). If
selecting Local, select the + Add Row button and specify a User Name and
Password for authenticating remote VPN client connections with the local RADIUS
resource. The default setting is Local. AP6521 and AP6511 model access points do
not have a local RADIUS resource and must use an external RADIUS server resource.

AAA Policy Select the AAA policy used with the remote VPN client. AAA policies define RADIUS

authentication and accounting parameters. The access point can optionally use AAA
server resources (when using RADIUS as the authentication method) to provide user
database information and user authentication data.

Refer to the Wins Server Settings field and specify primary and secondary server resources for
validating RADIUS authentication requests on behalf of a remote VPN client. These external WINS
server resources are available to validate RADIUS resource requests.

Refer to the Name Server Settings field and specify primary and secondary server resources for
validating RADIUS authentication requests on behalf of a remote VPN client. These external name
server resources are available to validate RADIUS resource requests.

Select the IP Local Pool option to define an IP address and mask for a virtual IP pool used to IP
addresses to remote VPN clients.

If using IKEv2 specify these additional settings (required for IKEv2 only):

DHCP Server Type Specify whether the DHCP server is specified as an IP address, Hostname (FQDN) or

None (a different classification will be defined). Dynamic Host Configuration Protocol
(DHCP) allows hosts on an IP network to request and be assigned IP addresses as
well as discover information about the network where they reside.

DHCP Server Depending on the DHCP server type selected, enter either the numerical IP address,
hostname or other (if None is selected as the server type).

NetMask Specify the netmask for remote VPN clients.

IP Local Pool Select the IP Local Pool option to define an IP address and mask for a virtual IP

pool used to IP addresses to remote VPN clients.

Relay Agent IP Address

Select this option to define DHCP relay agent IP address.

Select OK to save the updates made to the Remote VPN Server screen. Selecting Reset reverts the
screen to its last saved configuration.

Select the Global Settings tab.

The Global Settings screen provides options for Dead Peer Detection (DPD). DPD represents
the actions taken upon the detection of a dead peer within the IPSec VPN tunnel connection.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



IKE Policy | Peer Configuration

Auto IPSec Secure Settings

of bit

IP=ec Lifetime (kB

IP=ec Lifetime (seconds)
Group D

Authentication Type
Authentication Key

IKE “erzion

Transform set | Crypto Map | Remote VPH Server | Global Settings

IKEw1 Settings
DPDKeep Alive o G0 Seconds w | (1010 3600)
DPD Retries a Iﬁ (1t 100)
Mat Keep Slive o 20 Seconds w | (1010 3600)
IKEw2? Settings
DPD Weep ALive o G0 Seconds w | (1010 3600)
DPD Retries o = Iﬁ (1to 1007
Mat Keep Slive o 20 Seconds w | (1010 3600)
Cookie challenge threshold @ |5 Iﬁ (1to 1007

9 |[copy | v

@ 4e03000 Iﬁ (500 ta 2,147 453 646 kilobytes)
Li Haurs v | (1t024)

i}

0 |rsa |

i}

O |ikev2 v

FIGURE 170 Profile Security - Global VPN Settings screen

Define the following settings IKE Dead Peer Detection:

DPD Keep Alive

Define the interval (or frequency) of IKE keep alive messages for dead peer detection.
Options include Seconds (10 - 3,600), Minutes (1 - 60) and Hours (1). The default
setting is 30 seconds.

DPD Retries

Use the spinner control to define the number of keep alive messages sent before to
an IPSec VPN client before the tunnel connection is defined as dead. The available
range is from 1 - 100. The default number of messages is 5.

NAT Keep Alive

Define the interval (or frequency) of NAT keep alive messages for dead peer detection.
Options include Seconds (10 - 3,600), Minutes (1 - 60) and Hours (1). The default
setting is 20 seconds.

Cookie Challenge
Threshold

Use the spinner control to define the threshold (1 - 100) that, when exceeded,
enables the cookie challenge mechanism.
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Refer to the Auto IPsec Secure Settings field to define the following IPSec security, lifetime and
authentication settings:

df bit Select the DF bit handling technique used for the ESP encapsulating header. Options
include Clear, set and copy. The default setting is Copy.
IPsec Lifetime (kb) Set a connection volume lifetime (in kilobytes) for the duration of an IPSec VPN

security association. Once the set volume is exceeded, the association is timed out.
Use the spinner control to set the volume from 500 - 2,147,483,646 kilobytes. The
default settings is 4,608,000 kilobytes.

IPsec Lifetime (seconds) | Set a lifetime (in seconds) for the duration of an IPSec VPN security association. Once

the set value is exceeded, the association is timed out. The available range either
Seconds (120 - 86,400), Minutes (2 - 1,440), Hours (1 - 24) or Days (1). The default
setting is 3,600 seconds.

Group ID Define a 1 - 128 character identifier for an IKE exchange supporting auto IPSec

Secure peers.

Authentication Type Use the drop-down menu to select either RSA or PSK (Pre Shared Key) as the

authentication type for secure peer authentication. Rivest, Shamir, and Adleman
(RSA) is an algorithm for public key cryptography. It's the first algorithm known to be
suitable for signing, as well as encryption. The default setting is RSA.

Authentication Key Enter the 8 - 21 character shared key (password) used for auto IPSec secure peer

authentication.

IKE Version Use the drop-down menu to select the IKE version used for auto IPSec secure

authentication with the IPSec gateway and other controllers.

Select OK to save the updates made to the Global Settings screen. Selecting Reset reverts the
screen to its last saved configuration.

Overriding a Profile’s NAT Configuration

Overriding a Profile’s Security Configuration

Network Address Translation (NAT) is a technique to modify network address information within IP
packet headers in transit across a traffic routing device. This enables mapping one IP address to
another to protect wireless controller managed network address credentials. With typical
deployments, NAT is used as an IP masquerading technique to hide private IP addresses behind a
single, public facing, IP address.

NAT is a process of modifying network address information in IP packet headers while in transit
across a traffic routing device for the purpose of remapping one IP address to another. In most
deployments NAT is used in conjunction with IP masquerading which hides RFC1918 private IP
addresses behind a single public IP address.

NAT can provide a controller profile outbound Internet access to wired and wireless hosts
connected to either a thick access point (such as an AP71xx, AP71xx or AP-5131 model) or a
RFS4000, RFS6000, or RFS7000 Series wireless controller. Many-to-one NAT is the most common
NAT technique for outbound Internet access. Many-to-one NAT allows a thick access point or
wireless controller to translate one or more internal private IP addresses to a single, public facing,
IP address assigned to a 10/100/1000 Ethernet port or 3G card.

To define a NAT configuration or override that can be applied to a controller profile:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Security to expand its sub menu options.

Select NAT.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

HAT Pool | Static HAT | Dynamic HAT

Hame

+ natl

Type to search in tehles Row Court: 1

[ aad | [ et |
FIGURE 171 Profile Overrides - NAT Pool screen

6. The NAT Pool displays by default. The NAT Pool screen lists those NAT policies created thus far.
Any of these policies can be selected and applied to a controller profile.

NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

7. Select Add to create a new NAT policy that can be applied to a controller profile. Select Edit to
modify or override the attributes of a existing policy or select Delete to remove obsolete NAT
policies from the list of those available to a controller profile.
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FIGURE 172 NAT Pool screen

8. Ifadding a new NAT policy or editing the configuration of an existing policy, define the following

parameters:
Name If adding a new NAT policy, provide a name to help distinguish it from others with
similar configurations. The length cannot exceed 64 characters.
Prefix Length Use the spinner control to set the netmask (between 1 - 30) of the network the pool
address belongs to.
IP Address Range Define a range of IP addresses that are hidden from the public Internet. NAT modifies

network address information in the defined IP range while in transit across a traffic
routing device. NAT only provides IP address translation and does not provide a
firewall. A branch deployment with NAT by itself will not block traffic from being
potentially routed through a NAT device. Consequently, NAT should be deployed with a
stateful firewall.

9. Select the + Add Row button as needed to append additional rows to the IP Address Range
table.

10. Select OK to save the changes or overrides made to the profile’s NAT Pool configuration. Select
Reset to revert to the last saved configuration.

11. Select the Static NAT tab.
The Source tab displays by default.
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FIGURE 173 Profile Overrides - Static NAT screen

12. To map a source IP address from an internal network to a NAT IP address click the + Add Row
button. Enter the internal network IP address in Source IP field. Enter the NAT IP address in the
NAT IP field.

13. Use the Network drop-down menu to set the NAT type either Inside or Outside. Select Inside to
create a permanent, one-to-one mapping between an address on an internal network and a
perimeter or external network. To share a Web server on a perimeter interface with the
Internet, use static address translation to map the actual address to a registered IP address.
Static address translation hides the actual address of the server from users on insecure
interfaces. Casual access by unauthorized users becomes much more difficult. Static NAT
requires a dedicated address on the outside network for each host. Inside NAT is the default
setting.

14. Select the Destination tab to view destination NAT configurations and define packets passing
through the NAT on the way back to the managed LAN are searched against to the records kept
by the NAT engine. The destination IP address is changed back to the specific internal private
class IP address to reach the LAN over the managed network.
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FIGURE 174 NAT Destination screen

15. Select Add to create a new NAT destination configuration, Edit to modify or override the
attributes of an existing configuration or Delete to permanently remove a NAT destination.
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FIGURE 175 NAT Destination Add screen

16. Set or override the following Destination configuration parameters:
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Static NAT creates a permanent, one-to-one mapping between an address on an internal
network and a perimeter or external network. To share a Web server on a perimeter interface
with the Internet, use static address translation to map the actual address to a registered IP
address. Static address translation hides the actual address of the server from users on
insecure interfaces. Casual access by unauthorized users becomes much more difficult. Static
NAT requires a dedicated address on the outside network for each host.

Protocol

Destination IP

Destination Port

NAT IP

NAT Port

Network

Select the protocol for use with static translation. TCP, UDP and Any are available
options. TCP is a transport layer protocol used by applications requiring guaranteed
delivery. It’s a sliding window protocol handling both timeouts and retransmissions.
TCP establishes a full duplex virtual connection between two endpoints. Each
endpoint is defined by an IP address and a TCP port number. The User Datagram
Protocol (UDP) offers only a minimal transport service, non-guaranteed datagram
delivery, and provides applications direct access to the datagram service of the IP
layer. UDP is used by applications not requiring the level of service of TCP or are
using communications services (multicast or broadcast delivery) not available from
TCP. The default setting is Any.

Enter the local address used at the (source) end of the static NAT configuration. This
address (once translated) will not be exposed to the outside world when the
translation address is used to interact with the remote destination.

Use the spinner control to set the local port number used at the (source) end of the
static NAT configuration. The default value is port 1.

Enter the IP address of the matching packet to the specified value. The IP address
modified can be either source or destination based on the direction specified.

Enter the port number of the matching packet to the specified value. This option is
valid only if the direction specified is destination.

Select Inside or Qutside NAT as the network direction. Inside is the default
setting.

17. Select OK to save the changes or overrides made to the static NAT configuration. Select Reset
to revert to the last saved configuration.

18. Select the Dynamic NAT tab.

Dynamic NAT configurations translate the IP address of packets going out from one interface to
another interface based on configured conditions. Dynamic NAT requires packets be switched
through a NAT router to generate translations in the controller translation table.
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FIGURE 176 Profile Overrides - Dynamic NAT screen

19. Refer to the following to determine whether a new Dynamic NAT configuration requires
creation, edit or deletion:

Source List ACL

Network

Interface

Overload Type

NAT Pool
Overload IP

Lists an ACL name to define the packet selection criteria for the NAT configuration.
NAT is applied only on packets which match a rule defined in the access-list. These
addresses (once translated) are not exposed to the outside world when the
translation address is used to interact with the remote destination.

Displays Inside or Outside NAT as the network direction for the dynamic NAT
configuration.

Lists the VLAN (between 1 - 4094) used as the communication medium between
the source and destination points within the NAT configuration.

Select the check box of Overload Type used with the listed IP ACL rule. Options
include NAT Pool, One Global Address and Interface IP Address. Interface IP
Address is the default setting.

Displays the name of an existing NAT pool used with the dynamic NAT configuration.

If One Global IP Address is selected as the Overload Type, define an IP address used
a filter address for the IP ACL rule.

20. Select Add to create a new Dynamic NAT configuration, Edit to modify or override an existing
configuration or Delete to permanently remove a configuration.
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FIGURE 177 Dynamic NAT Add screen

21. Set or override the following to define the Dynamic NAT configuration:

Source List ACL

Network

Interface

Overload Type

NAT Pool

Overload IP

Use the drop-down menu to select an ACL name to define the packet selection
criteria for NAT. NAT is applied only on packets which match a rule defined in the
access-list. These addresses (once translated) will not be exposed to the outside
world when the translation address is used to interact with the remote destination.

Select Inside or Outside NAT as the network direction for the dynamic NAT
configuration. Inside is the default setting.

Use the drop-down menu to select the wireless WAN or VLAN ID(between 1 - 4094)
used as the communication medium between the source and destination points
within the NAT configuration. Ensure the VLAN selected represents the intended
network traffic within the NAT supported configuration. VLAN1 is available by
default.

Select the check box of Overload Type used with the listed IP ACL rule. Options
include NAT Pool, One Global Address and Interface IP Address. Interface IP
Address is the default setting.

Provide the name of an existing NAT pool for use with the dynamic NAT
configuration.

If One Global IP Address is selected as the Overload Type, define an IP address used
a filter address for the IP ACL rule.

22. Select OK to save the changes or overrides made to the dynamic NAT configuration. Select
Reset to revert to the last saved configuration.

Overriding a Profile’s Bridge NAT Configuration

Overriding a Profile’s Security Configuration

Use Bridge NAT to manage Internet traffic originating at a remote site. In addition to traditional NAT
functionality, Bridge NAT provides a means of configuring NAT for bridged traffic through an access
point. NAT rules are applied to bridged traffic through the access point, and matching packets are
NATed to the WAN link instead of being bridged on their way to the router.
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Using Bridge NAT, a tunneled VLAN (extended VLAN) is created between the NoC and a remote
location. When a remote client needs to access the Internet, Internet traffic is routed to the NoC,
and from there routed to the Internet. This increases the access time for the end user on the client.

To resolve latency issues, Bridge NAT identifies and segregates traffic heading towards the NoC and
outwards towards the Internet. Traffic towards the NoC is allowed over the secure tunnel. Traffic
towards the Internet is switched to a local WLAN link with access to the Internet.

To define a NAT configuration or override that can be applied to a controller profile:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.
Select Security to expand its sub menu options.

Select Bridge NAT.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

ACL Interface HAT pool Overload IP Overload Type

Type to search in tables Row Count: u]

FIGURE 178 Security Bridge NAT screen
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6. Review the following Bridge NAT configurations to determine whether a new Bridge NAT
configuration requires creation or an existing configuration modified or removed.

ACL Lists the ACL applying IP address access/deny permission rules to the Bridge NAT
configuration.

Interface Lists the communication medium (outgoing layer 3 interface) between source and
destination points. This is either the access point’s pppoel or wwan1 interface or
the VLAN used as the redirection interface between the source and destination.

NAT Pool Lists the names of existing NAT pools used with the Bridge NAT configuration. This
displays only when Overload Type is NAT Pool.

Overload IP Lists the address used globally for numerous local addresses.

Overload Type Lists the overload type used with the listed IP ACL rule. Set as either NAT Pool, One

Global Address or Interface IP Address.

7. Select Add to create a new Bridge VLAN configuration, Edit to modify an existing configuration
or Delete to remove a configuration.

Source Dynamic NAT x
AcL B @ 0
IP Address Range
Interface HAT pool Overload IP Overload Type @

Add Row

FIGURE 179 Security Source Dynamic NAT screen

8. Select the ACL whose IP rules are to be applied to this policy based forwarding rule. A new ACL
can be defined by selecting the Create icon, or an existing set of IP ACL rules can be modified
by selecting the Edit icon.

9. Use the IP Address Range table to configure IP addresses and address ranges that can used
to access the Internet.

Interface Lists the outgoing layer 3 interface on which traffic is re-directed. The interface can
be an access point WWAN or PPPoE interface. Traffic can also be redirected to a
designated VLAN.

NAT Pool Displays the NAT pool used by this Bridge NAT entry. A value is only displayed only
when Overload Type has been set to NAT Pool.
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Overload IP Lists whether the single global address supporting numerous local addresses.

Overload Type Displays the override type for this policy based forwarding rule.

10. Select + Add Row to set the IP address range settings for the Bridge NAT configuration.

Add Row b4
Interface [ -
L 17
L ] -
) WLANID 4 =
Owerload Type () MAT Poal

() One Global Address

P

| Interface P Address

0

AT pool

Crverload IP

FIGURE 180 Security Source Dynamic NAT screen

11. Select OK to save the changes made within the Add Row and Source Dynamic NAT screen.
Select Reset to revert to the last saved configuration.

Overriding a Profile’s VRRP Configuration

A default gateway is a critical resource for connectivity. However, it's prone to a single point of
failure. Thus, redundancy for the default gateway is required by the access point. If WAN backhaul
is available on a br-7131, and a router failure occurs, then the access point should act as a router
and forward traffic on to its WAN link.

Define an external Virtual Router Redundancy Protocol (VRRP) configuration when router
redundancy is required in a wireless network requiring high availability.

Central to the configuration of VRRP is the election of a VRRP master. A VRRP master (once
elected) performs the following functions:

Responds to ARP requests
Forwards packets with a destination link layer MAC address equal to the virtual router MAC address

Rejects packets addressed to the IP address associated with the virtual router, if it is not the IP
address owner

Accepts packets addressed to the IP address associated with the virtual router, if it is the IP
address owner or accept mode is true.

Those nodes that lose the election process enter a backup state. In the backup state they monitor
the master for any failures, and in case of a failure one of the backups, in turn, becomes the
master and assumes the management of the designated virtual IPs. A backup does not respond to
an ARP request, and discards packets destined for a virtual IP resource.

To define the configuration of a VVRP group:

1. Select Devices from the Configuration tab.
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The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

3. Select Profile Overrides from the Device menu to expand it into sub menu options.

4. Select VRRP.

NOTE
VRRP support is only available on br-7131 model access points, and is not available on br-6511
models.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

VRRP | Version

Virtual Router _ | Descrption Virtual IP Interface Priority
1} Addresses
Type to search in tables Ry Court:

FIGURE 181 Profile Overrides - VRRP screen

5. Review the following VRRP configuration data to assess if a new VRRP configuration is required
of is an existing VRRP configuration requires modification or removal:

Virtual Router ID Lists a numerical index (1 - 254) used to differentiate VRRP configurations. The index is
assigned when a VRRP configuration is initially defined. This ID identifies the virtual
router a packet is reporting status for.

Description Displays a description assigned to the VRRP configuration when it was either created or
modified. The description is implemented to provide additional differentiation beyond
the numerical virtual router ID.
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Virtual IP Addresses Lists the virtual interface IP address used as the redundant gateway address for the
virtual route.

Interface Displays the interfaces selected on the access point to supply VRRP redundancy
failover support.

Priority Lists a numerical value (from 1 - 254) used for the virtual router master election
process. The higher the numerical value, the higher the priority in the election process.

6. Select the Version tab to define the VRRP version scheme used with the configuration.

VRRF | Version

General

“ersion

F |3 0

Adwvertizement interval for %RERP groups should be in centizeconds when updating to version 3.
Adwvertizement interval for ¥RERP groups should be in secondshnilizeconds when updating to wersion 2.

FIGURE 182 VVRP screen - Version tab

VRRP version 3 (RFC 5798) and 2 (RFC 3768) are selectable to set the router redundancy.
Version 3 supports sub-second (centisecond) VRRP failover and support services over virtual
IP. For more information on the VRRP protocol specifications (available publicly) refer to
http.//www.ietf.org/rfc/rfc3768.txt (version 2) and

http://www.ietf.org/rfc/rfc5798.txt (version 3).

7. From within VRRP tab, select Add to create a new VRRP configuration or Edit to modify the
attributes of an existing VRRP configuration. If necessary, existing VRRP configurations can be
selected and permanently removed by selecting Delete.

If adding or editing a VRRP configuration, the following screen displays:
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FIGURE 183 VVRP screen

®

8. If creating a new VRRP configuration, assign a Virtual Router ID from (1 - 255). In addition to
functioning as numerical identifier, the ID identifies the access point’s virtual router a packet is
reporting status for.

9. Define the following VRRP General parameters:

Description In addition to an ID assignment, a virtual router configuration can be assigned a textual
description (up to 64 characters) to further distinguish it from others with a similar
configuration.

Priority Use the spinner control to set a VRRP priority setting from 1 - 254. The access point

uses the defined setting as criteria in selection of a virtual router master. The higher the
value, the greater the likelihood of this virtual router ID being selected as the master.

Virtual IP Addresses

Provide up to 8 IP addresses representing the Ethernet switches, routers or security
appliances defined as virtual router resources to the br-7131 access point.

Advertisement Interval
Unit

Select either seconds, milliseconds or centiseconds as the unit used to define VRRP
advertisements. Once an option is selected, the spinner control becomes enabled for
that Advertisement Interval option. The default interval unit is seconds. If changing
the VRRP group version from 2 to 3, ensure the advertisement interval is in
centiseconds. Use VRRP group version 2 when the advertisement interval is either in
seconds or milliseconds.
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Advertisement Interval | Once a Advertisement Interval Unit has been selected, use the spinner control to set the
Interval at which the VRRP master sends out advertisements on each of its configured
VLANSs. The default setting is 1 second.

Preempt Select this option to ensure a high priority backup router is available to preempt a lower
priority backup router resource. The default setting is enabled. When selected, the
Preempt Delay option becomes enabled to set the actual delay interval for pre-emption.
This settings determines if a node with a higher priority can takeover all the Virtual IPs
from the nodes with a lower priority.

Preempt Delay If the Preempt option is selected, use the spinner control to set the delay interval (in
seconds) for pre-emption.

Interface Select this value to enable/disable VRRP operation and define the br-7131 VLAN (1 -
4,094) interface where VRRP will be running. These are the interfaces monitored to
detect a link failure.

10. Refer to the Protocol Extension field to define the following:

Sync Group Select the option to assign a VRRP sync group to this VRRP ID’s group of virtual IP
addresses. This triggers VRRP failover if an advertisement is not received from the
virtual masters that are part of this VRRP sync group. This setting is disabled by

default.
Network Monitoring;: Select the wwan1, pppoel and VLAN ID(s) as needed to extend VRRP monitoring to
Local Interface these local access point interfaces. Once selected, these interfaces can be assigned an
increasing or decreasing level or priority for virtual routing within the VRRP group.
Network Monitoring;: Assign the priority level for the selected local interfaces. Backup virtual routers can
Critical Resources increase or decrease their priority in case the critical resources connected to the

master router fail, and then transition to the master state themselves. Additionally, the
master virtual router can lower its priority if the critical resources connected to it fails,
so the backup can transition to the master state. This value can only be set on the
backup or master router resource, not both. Options include None, increment-priority,
decrement priority.

Network Monitoring;: Use this setting to decrement the configured priority (by the set value) when the
Delta Priority monitored interface is down. When critical resource monitoring, the configured value is
incremented by the value defined.

11. Select OK to save the changes made to the VRRP configuration. Select Reset to revert to the

last saved configuration.

Overriding a Profile’s Critical Resources Configuration

Critical resources are device IP addresses or interface destinations on the network interopreted as

critical to the health of the network. The critical resource feature allows for the continuous
monitoring of these addresses. A critical resource, if not available, can result in the network
suffering performance degradation. A critical resource can be a gateway, a AAA server, a WAN
interface or any hardware or service on which the stability of the network depends. Critical
resources are pinged regularly by the access point. If there’s a connectivity issue, an event is

generated stating a critical resource is unavailable. By default, there’s no enabled critical resource
policy and one needs to be created and implemented.

Critical resources can be monitored directly through the interfaces on which they’re discovered. For
example, a critical resource on the same subnet as the access point can be monitored by its IP
address. However, a critical resource located on a VLAN must continue to monitored on that VLAN.
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Critical resource can be configured for access points and wireless controllers using their respective
profiles.

To define critical resources:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

3. Select Profile Overrides from the Device menu to expand it into sub menu options.

4. Select Critical Resources.

List of Critical Resources | Monitor Interval

Monitor Via @

Type to search in tables Ry Court: ul

FIGURE 184 Critical Resources screen - List of Critical Resources tab

The screen lists the destination IP addresses or interfaces (VLAN, WWAN, or PPPoE) used for
critical resource connection. IP addresses can be monitored directly by the access point or
controller, whereas a VLAN, WWAN or PPPoE must be monitored behind an interface.

5. Ensure the Activate Critical Resources Policy button is selected to enable the parameters
within the screen for configuration. This option needs to remain selected to apply the
configuration to the access point profile.

6. Click the Add button at the bottom of the screen to add a new critical resource and connection
method, or select and existing resource and select Edit to update the resource’s configuration.
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* Critical Resource Monitoring x
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Settings
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IP Address Mode VLAN il

o

Resources:

Add Row

FIGURE 185 Critical Resources screen - Adding a Critical Resource

7.

10.

Select the IP checkbox (within the Monitor Via field at the top of the screen) to monitor a critical
resource directly (within the same subnet) using the provided critical resource IP address as a
network identifier.

Select the Interface checkbox (within the Monitor Via field at the top of the screen) to monitor a
critical resource using either the critical resource’s VLAN, WWAN1 or PPPoE1 interface. If VLAN
is selected, a spinner control is enabled to define the destination VLAN ID used as the
interface for the critical resource.

Use the Resource Detection drop-down menu to define how critical resource event messages
are generated. Options include Any and All. If selecting Any, an event is generated when the
state of any single critical resource changes. If selecting All, an event is generated when the
state of all monitored critical resources change.

Select + Add Row to define the following for critical resource configurations:

IP Address

Provide the IP address of the critical resource. This is the address used by the access
point to ensure the critical resource is available. Up to four addresses can be
defined.

Mode

Set the ping mode used when the availability of a critical resource is validated. Select

from:

® arp-only - Use the Address Resolution Protocol (ARP) for only pinging the critical
resource. ARP is used to resolve hardware addresses when only the network
layer address is known.

® arp-and-ping - Use both ARP and Internet Control Message Protocol (ICMP) for
pining the critical resource and sending control messages (device not
reachable, requested service not available, etc.).

VLAN

Define the VLAN on which the critical resource is available using the spinner control.

11.

Select the Monitor Interval tab.
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List of Critical Resources | Monitor Interval

General

Monitor Irterval 0 3 |i,| (5 to 86,400 seconds)

FIGURE 186 Critical Resources screen - Monitor Interval tab

12. Set the duration between two successive pings from the access point to critical resource.
Define this value in seconds from 5 - 86,400. The default setting is 30 seconds.

13. Select OK to save the changes to the critical resource configuration and monitor interval.
Select Reset to revert to the last saved configuration.

Overriding a Profile’s Services Configuration

A controller profile can contain specific guest access (captive portal), DHCP server and RADIUS

server configurations supported by the controller’s own internal resources. These controller access,

IP assighment and user authorization resources can be defined uniquely as controller profile
requirements dictate.

To define or override a profile’s services configuration:

1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.

2. Select a target device (by double-clicking it) from amongst those displayed within the Device

Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of

the UL
Select Profile Overrides from the Device menu to expand it into sub menu options.

Select Services.
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NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

Captive Portal Hosting

Captive Portal Policies V] detaut Create

A
DHCP Server
DHCP Server Poliey 421 |test! =F
RADIUS Server
Server Policy |12 =F

FIGURE 187 Profile Overrides - Services screen

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

5.

Refer to the Captive Portal Hosting section to set or override a controller guest access
configuration (captive portal) for use with this profile.

A captive portal is guest access policy for providing guests temporary and restrictive access to
the managed wireless network. The primary means of securing such controller guest access is
a hotspot.

A captive portal policy’s hotspot configuration provides secure authenticated controller access
using a standard Web browser. Hotspots provides authenticated access by capturing and
re-directing a wireless user's Web browser session to a captive portal login page where the
user must enter valid credentials to access to the managed wireless network. Once logged into
the managed hotspot, additional Agreement, Welcome and Fail pages provide the
administrator with a number of options on the hotspot’s screen flow and user appearance.

Either select an existing captive portal policy, use the default captive portal policy or select the
Create link to create a new captive portal configuration that can be applied to this profile. For
more information, see Configuring a Captive Portal Policy on page 10-559.
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6. Use the DHCP Server Policy drop-down menu assign this controller profile a DHCP server policy.
If an existing DHCP policy does not meet the profile’s requirements, select the Create icon to
create a new policy configuration that can be applied to this profile or the Edit icon to modify
the parameters of an existing DHCP Server policy.

Dynamic Host Configuration Protocol (DHCP) allows hosts on an IP network to request and be
assigned IP addresses as well as discover information about the managed network where they
reside. Each subnet can be configured with its own address pool. Whenever a DHCP client
requests an IP address, the DHCP server assigns an IP address from that subnet’s address
pool. When the controller’'s onboard DHCP server allocates an address for a DHCP client, the
client is assigned a lease, which expires after an pre-determined interval. Before a lease
expires, wireless clients (to which leases are assigned) are expected to renew them to continue
to use the addresses. Once the lease expires, the client is no longer permitted to use the
leased IP address. The controller profile’s DHCP server policy ensures all IP addresses are
unique, and no IP address is assigned to a second client while the first client's assignment is
valid (its lease has not expired).

7. Either select an existing captive portal policy or select the Create button to create a new
captive portal configuration that can be applied to this profile. For more information, see
Configuring a Captive Portal Policy on page 10-559.

8. Use the RADIUS Server Policy drop-down menu to select an existing RADIUS server policy to
use as a user validation security mechanism with this controller profile.

A controller profile can have its own unique RADIUS server policy to authenticate users and
authorize access to the managed network. A profile’s RADIUS policy provides the centralized
management of controller authentication data (usernames and passwords). When an client
attempts to associate to the controller, the controller sends the authentication request to the
RADIUS server. A br-7131 model Access Point is also equipped with its own RADIUS server.

9. If an existing RADIUS server policy does not meet your requirements, select the Create icon to
create a new policy or the Edit icon to modify the parameters of an existing policy. For more
information, see Setting the Controller’'s RADIUS Configuration on page 10-585.

10. Select OK to save the changes or overrides made to the profile’s services configuration. Select
Reset to revert to the last saved configuration.

Overriding a Profile’s Management Configuration

The controller has mechanisms to allow/deny management access to the managed network for
separate interfaces and protocols (HTTP, HTTPS, Telnet, SSH or SNMP). These management access
configurations can be applied strategically to controller profiles as controller resource permissions
dictate for the profile. Additionally, overrides can be applied to customize a device’s management
configuration, if deployment requirements change an a devices configuration must be modified
from its original device profile configuration.

Additionally, an administrator can define a profile with unique configuration file and device
firmware upgrade support. In a clustered environment, these operations can be performed on one
controller, then propagated to each member of the cluster and onwards to devices managed by
each cluster member.

To define or override a profile’s management configuration:
1. Select Devices from the Configuration tab.

The Device Configuration screen displays a list of managed devices or peer controllers. The
listed devices can either be other controllers or Access Points within the managed network.
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2. Select a target device (by double-clicking it) from amongst those displayed within the Device
Configuration screen.

Devices can also be selected directly from the Device Browser in the lower, left-hand, side of
the UL

Select Profile Overrides from the Device menu to expand it into sub menu options.

Select Management.

NOTE

A blue override icon (to the left of a parameter) defines the parameter as having an override applied.
To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

Management Policy

Management Policy 43 | maragement2 MR
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Critical Resource Policy o |erpt - | 9 &
£
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Enbls Message Longing 0[]
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o
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Buffered Logging Level o
Time to &pgregate Repested Messages g (0taB0)
Forward Logs to Cortraller O V] |Eror -
System Event Messages
Event System Palicy 0 | 8 &
Enable System Events o [V
Enable System Evert Forwarding o [V
Events E-mail Hotification
SMTP Server Hostname | ¥
Port of SMTP L (110 85,535)

@
FIGURE 188 Profile Overrides - Management Settings screen

NOTE
A blue override icon (to the left of a parameter) defines the parameter as having an override applied.

To remove an override go to the Basic Configuration section of the device and click the Clear
Overrides button. This will remove all overrides from the device.

5. Refer to the Management Policy field to set or override a controller management configuration
for use with this profile. A default management policy is also available if no existing policies are
usable.
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Use the drop-down menu to select an existing management policy to apply to this controller
profile. If no management policies exist meeting the data access requirements of this
controller profile, select the Create icon to access a series of screens used to define
administration, access control and SNMP configurations. Select an existing policy and select
the Edit icon to modify the configuration of an existing management policy. For more
information, see Management Access on page 11-605.

6. Use to the Critical Resource Policy pulldown to set or override a critical resource policy for use
with this profile. For more information on defining a critical resource policy, see Critical
Resource Policy on page 5-276.

7. Refer to the Message Logging section to define how the controller profile logs system events.
It’s important to log individual events to discern an overall pattern that may be negatively
impacting controller performance using the configuration defined for this profile.

Enable Message Logging

Remote Logging Host

Facility to Send Log
Messages

Syslog Logging Level

Console Logging Level

Buffered Logging Level

Time to Aggregate

Repeated Messages

Forward Logs to Controller

Select the check box to enable the controller profile to log system events to a user
defined log file or a syslog server. Selecting this check box enables the rest of the
parameters required to define the profile’s logging configuration. This option is
disabled by default.

Use this table to define numerical (non DNS) IP addresses for up to three external
resources where logged system events can be sent on behalf of the controller
profile. Select Clear as needed to remove an IP address.

Use the drop-down menu to specify the local server facility (if used) for the controller
profile event log transfer.

Event severity coincides with the syslog logging level defined for the profile. Assign a
numeric identifier to log events based on criticality. Severity levels include O -
Emergency, 1 - Alert, 2 - Critical, 3 - Errors,

4 - Warning, 5 - Notice, 6 - Info and 7 - Debug. The default logging level is 4.

Event severity coincides with the syslog logging level defined for the profile. Assign a
numeric identifier to log events based on criticality. Severity levels include O -
Emergency, 1 - Alert, 2 - Critical, 3 - Errors,

4 - Warning, 5 - Notice, 6 - Info and 7 - Debug. The default logging level is 4.

Event severity coincides with the syslog logging level defined for the profile. Assign a
numeric identifier to log events based on criticality. Severity levels include O -
Emergency, 1 - Alert, 2 - Critical, 3 - Errors,

4 - Warning, 5 - Notice, 6 - Info and 7 - Debug. The default logging level is 4.

Define the increment (or interval) system events are logged on behalf of this
controller profile. The shorter the interval, the sooner the event is logged. Either
define an interval in Seconds (O - 60) or Minutes (0 -1). The default value is O
seconds.

Select the checkbox to define a log level for forwarding event logs to the control. Log
levels include Emergency, Alert, Critical, Error, Warning, Notice, Info and Debug. The
default logging level is Error.
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8. Refer to the System Event Messages section to define or override how controller system
messages are logged and forwarded on behalf of the controller profile.

Event System Policy

Enable System Events

Enable System Event
Forwarding

Select an Event System Policy from the drop-down menu. If an appropriate policy
does not exist click the create button to make a new policy.

Select the Enable System Events check box to allow the controller profile to capture
system events and append them to a log file. It's important to log individual events to
discern an overall pattern that may be negatively impacting controller performance.
This setting is enabled by default.

Select the Enable System Event Forwarding radio button to enable the forwarding of
system events to another controller or cluster member. This setting is enabled by
default.

9. Refer to the Events E-mail Notification section to define or override how system event
notification e-mails are sent.

SMTP Server

Port of SMTP

Sender E-mail Address

Username for SMTP Server

Password for SMTP Server

Persist Configuration
Across Reloads

Specify either the Hostname or IP Address of the outgoing SMTP server where
notification e-mails will be sent from.

If a non-standard SMTP port is used on the outgoing SMTP server check this box and
specify a port between 1 and 65,535 for the outgoing SMTP server to use.

Specify the e-mail address that notification e-mails will be sent from. This will be the
from address on notification e-mails.

Specify the username of the sender on the outgoing SMTP server. Many SMTP
servers require users to authenticate with an username and password before
sending e-mail through the server.

Specify the password associated with the username of the sender on the outgoing
SMTP server. Many SMTP servers require users to authenticate with an username
and password before sending e-mail through the server.

Use the pull-down menu to configure whether configuration overrides should persist
when the device configuration is reloaded. Available options are Enabled, Disabled
and Secure.

10. Select OK to save the changes and overrides made to the profile’s Management Settings.
Select Reset to revert to the last saved configuration.

11. Select Firmware from the Management menu.
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FIGURE 189 Profile Overrides - Management Firmware screen

12. Refer to the Auto Install via DHCP Option section to configure automatic configuration file and
firmware updates.

Enable Configuration Select the Enable Configuration Update check box (from within the Automatic
Update Configuration Update field) to enable automatic configuration file updates for the
controller profile from a location external to the controller.
If enabled (the setting is disabled by default), provide a complete path to the target
configuration file used in the update.

Enable Firmware Update Select this option to enable automatic controller firmware upgrades (for this
controller profile) from a user defined remote location. This value is disabled by
default.

13. Refer to the Legacy Device Firmware Management field to define or whether br-650 and
br-7131 model devices can upgrade to newer firmware versions or downgrade to legacy
firmware versions.

Migration Firmware from Provide a complete path to the target firmware used to support a legacy
br-7131 4.x path br-7131 firmware update. The length of the path cannot exceed 253 characters.

Legacy br-650 Auto Upgrade Check this box to enable automatic firmware upgrades for all legacy br-650 Access
Points connected to the controller.
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14. Use the parameters within the Automatic Adopted AP Firmware Upgrade section to define an
automatic firmware upgrade from a controller based file.

Allow Controller Upgrade Select the access point model to upgrade to a newer firmware version using its
associated Virtual Controller AP’s most recent firmware file for that model. This
parameter is enabled by default.

Number of Concurrent Use the spinner control to define the maximum number (1 - 20) of adopted APs that

Upgrades. can receive a firmware upgrade at the same time. The default value is 10. Keep in
mind that during a firmware upgrade, the AP is offline and unable to perform its
normal wireless client support function until the upgrade process is complete.

15. Select OK to save the changes and overrides made to the profile’s Management Firmware
configuration. Select Reset to revert to the last saved configuration.

16. Select Heartbeat from the Management menu.

Device Heartheat Settings

ServicsWatchdog @[]

[ e |
FIGURE 190 Profile Overrides - Management Heartbeat screen

17. Select the Service Watchdog option to implement heartbeat messages to ensure other
associated devices are up and running and capable of effectively interoperating with the
controller. The Service Watchdog is enabled by default.

18. Select OK to save the changes and overrides made to the profile maintenance Heartbeat tab.
Select Reset to revert to the last saved configuration.

Overriding a Profile’s Advanced Configuration

A profile’s advanced configuration is comprised of defining its MINT protocol configuration and the
profile’s NAS identifier and port ID attributes. MINT provides secure controller profile
communications at the transport layer. Using MINT, a device can be configured to only
communicate with other authorized (MINT enabled) devices. Therefore, MINT is well designed for
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controller profile support, wherein a group of managed devices share the same configuration
attributes. However, a profile’s advanced configuration may require an override as a particular
device’s configuration requires a specific parameter be updated in a manner that deviates the
configuration from that the configuration shared by the devices using the profile

To set or override a profile’s advanced configuration:
1. Select the Devices from the Web Ul.
2. Select Profile Overrides to expand its menu items

3. Select Advanced to expand its sub menu items.

MINT provides the means to secure controller profile communications at the transport layer.

Using MINT, a device can be configured to only communicate with other authorized (MINT
enabled) devices.

managed devices can communicate with each other exclusively over a MINT security domain.
Keys can also be generated externally using any application (like openssl). These keys must be
present on the managed device managing the domain for key signing to be integrated with the
Ul. A MAP device that needs to communicate with another first negotiates a security context

with that device.
The security context contains the transient keys used for encryption and authentication. A

secure network requires users to know about certificates and PKI. However, administrators do
not need to define security parameters for Access Points to be adopted (secure WISPe being
an exception, but that isn-t a commonly used feature). Also, users can replace any device on
the network or move devices around and they continue to work. Default security parameters for

MINT are such that these scenarios continue to function as expected, with minimal user
intervention required only when a new network is deployed.

To define or override a controller profile’s MINT configuration:

4. Select MINT Protocol from the Advanced menu item.
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FIGURE 191 Advanced Profile Overrides MINT screen - Settings tab

5. The Settings tab displays by default.

6. Refer to the Area Identifier field to define or override the Level 1 and Level 2 Area IDs used by
the profile’s MINT configuration.

Level 1 Area ID Select the box to enable a spinner control for setting the Level 1 Area ID between 1 -
16,777,215. The default value is disabled.

7. Define or override the following Device Heartbeat Settings in respect to devices supported by
the controller profile:

Designated IS Priority Use the spinner control to set a Designated IS Priority Adjustment setting

Adjustment between -255 and 255. This is the value added to the base level DIS priority to
influence the Designated IS (DIS) election. A value of +1 or greater increases
DISiness. The default setting is O.

8. Select the Latency of Routing Recalculation check box (within the Shortest Path First (SPF)
field) to enable the spinner control used for defining or overriding a latency period between O -
60 seconds. The default setting has the check box disabled.
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9. Define or override the following MINT Link Settings in respect to devices supported by the
controller profile:

MLCP IP Check this box to enable MINT Link Creation Protocol (MLCP) by IP Address. MINT
Link Creation Protocol is used to create one UDP/IP link from the device to a
neighbor. That neighboring device does not need to be a controller or switch it can be
another AP which would have a path to the controller or switch.

MLCP VLAN Check this box to enable MINT Link Creation Protocol (MLCP) by VLAN. MINT Link
Creation Protocol is used to create one VLAN link from the device to a neighbor. That
neighboring device does not need to be a controller or switch it can be another AP
which would have a path to the controller or switch.

10. Select OK to save the changes and overrides made to the Settings tab. Select Reset to revert to
the last saved configuration.

11. Select the IP tab to display the link IP network address information shared by the devices
managed by the controller’'s MINT configuration.

Settings | IP | VLAN

IP Routing Listening Port Forced Link Hello Adjacency | IPSec IPSec GW
Level  Link Link | Cost Packet | Hold Time | Secure ®
Interval

+ 1571 i Mg X1 4 X

Type o search in tables Fow Court: 1

FIGURE 192 Advanced Profile MINT screen - IP tab

12. The IP tab displays the IP address, Routing Level, Listening Link, Port, Forced Link, Link Cost,
Hello Packet Interval and Adjacency Hold Time managed devices use to securely communicate
amongst one another. Select Add to create a new Link IP configuration or Edit to override an
existing MINT configuration.
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FIGURE 193 Advanced Profile MINT screen - IP tab

13. Set the following Link IP parameters to complete the MINT network address configuration:

IP

Port

Routing Level

Listening Link

Forced Link
Link Cost

Hello Packet Interval

Adjacency Hold Time

Define or override the IP address used by peer controllers for interoperation when
supporting the MINT protocol.

To specify a custom port for MiNT links, check this box and use the spinner control to
define or override the port number between 1 and 65,535.

Use the spinner control to define or override a routing level of either 1 or 2.

Specify a listening link of either O or 1. UDP/IP links can be created by configuring a
matching pair of links, one on each end point. However, that is error prone and
doesn’t scale. So UDP/IP links can also listen (in the TCP sense), and dynamically
create connected UDP/IP links when contacted. The typical configuration is for the
controller to have a listening UDP/IP link on the switch’s IP address S.S.S.S, and for
all the APs to have a regular UDP/IP link to S.S.S.S.

Check this box to specify the MiNT link as a forced link.

Use the spinner control to define or override a link cost between 1 - 10,000. The
default value is 100.

Set or override an interval in either Seconds (1 - 120) or Minutes (1 - 2) for the
transmission of hello packets. The default interval is 15 seconds.

Set or override a hold time interval in either Seconds (2 - 600) or Minutes (1 - 10) for
the transmission of hello packets. The default interval is 46 seconds.

14. Select the VLAN tab to display the link IP VLAN information shared by the devices managed by
the controller’s MINT configuration.
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FIGURE 194 Advanced Profile MINT screen - VLAN tab

15. The VLAN tab displays the VLAN, Routing Level, Link Cost, Hello Packet Interval and Adjacency
Hold Time managed devices use to securely communicate amongst one another. Select Add to

create a new VLAN link configuration or Edit to override an existing MINT configuration.

VLAN # 1 Ij (11040941 Routing Level # 1 @ [to2)
Link Cost o 10 ij 1 to 10,0007
Hello Packet Interval o 4 Ceconds w | [1ta1201
Adiacency Hold Time gy 13 Ceconds » | (2toB007

FIGURE 195 Advanced Profile MINT screen - VLAN tab
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16. Set the following VLAN parameters to complete the MINT configuration:

VLAN Define a VLAN ID between 1 - 4,094 used by peer controllers for interoperation when
supporting the MINT protocol.

Routing Level Use the spinner control to define or override a routing level of either 1 or 2.

Link Cost Use the spinner control to define or override a link cost between 1 - 10,000. The

default value is 100.

Hello Packet Interval Set or override an interval in either Seconds (1 - 120) or Minutes (1 - 2) for the
transmission of hello packets. The default interval is 15 seconds.

Adjacency Hold Time Set or override a hold time interval in either Seconds (2 - 600) or Minutes (1 - 10) for
the transmission of hello packets. The default interval is 46 seconds.

17. Select OK to save the updates and overrides to the MINT Protocol configuration. Select Reset
to revert to the last saved configuration.

Advanced Profile Miscellaneous Configuration

Overriding a Profile’s Advanced Configuration

Refer to the advanced profile’s Miscellaneous menu item to set or override a profile’s NAS
configuration. The profile database on the RADIUS server consists of user profiles for each
connected network access server (NAS) port. Each profile is matched to a username representing
a physical port. When the wireless controller authorizes users, it queries the user profile database
using a username representative of the physical NAS port making the connection. Access Point
LED behavior and RF Domain management can also be defined from within the Miscellaneous
screen.

1. Select Miscellaneous from the Advanced menu item

Device RADIUS Authentication Parameters
MAS-dentifier Aftribute gy ‘

MAS-Port-Id Attribute o

RF Domain Manager
Capakle 0 [V

Priority (110 258)

[ et |
FIGURE 196 Advanced Profile Overrides - Miscellaneous screen
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2. Set a NAS-Identifier Attribute up to 253 characters in length.

This is the RADIUS NAS-Identifier attribute that typically identifies the Access Point or controller
of controller where a RADIUS message originates.

3. Set a NAS-Port-d Attribute up to 253 characters in length.

This is the RADIUS NAS port ID attribute which identifies the device port where a RADIUS
message originates.

4. Select the Capable check box (within the RF Domain Manager section) to designate this
specific profile managed device as being capable of being the RF Domain manager for a
particular RF Domain. The default value is enabled.

5. Select the Priority check box (within the RF Domain Manager section) to set a priority value for
this specific profile managed device. Once enabled, use the spinner control to set a device
priority between 1 - 255. The higher the number set, the higher the priority in the RF Domain
manager election process.

6. Select OK to save the changes made to the profile’s Advanced Miscellaneous configuration.
Select Reset to revert to the last saved configuration.

Auto Provisioning Policies

Wireless devices running Brocade Mobility can adopt other wireless devices. For example, a
wireless controller can adopt an number of access points. When a device is adopted the device
configuration is determined by the adopting device. Since multiple configuration policies are
supported an adopting device needs a way of determining which of the multiple configuration
policies should be used for a given adoptee. Auto Provisioning Policies provide a way to determine a
configuration policy to be used for an adoptee based on some of its properties. For example, a
configuration policy could be assigned based on a MAC address, IP address, CDP snoop strings,
etc.

Once created an auto provisioning policy can be used in profiles or device configuration objects. An
auto provisioning policy contains a set of ordered by precedence rules that either deny or allow
adoption based on a potential adoptee properties and a catch-all variable that determines if the
adoption should be allowed when none of the rules were matched. All rules (both deny and allow)
are evaluated sequentially starting with the rule with the lowest precedence value. The evaluation
stops as soon as a rule has been matched, no attempt is made to find a better match further down
in the set.

The evaluation is performed using various matching criteria. The matching criteria supported in
Brocade Mobility are:

MAC Matches the MAC address of a device attempting to be adopted. Either a single
MAC address or a range of MAC addresses can be specified.

VLAN Matches when adoption over a Layer 2 link matches the VLAN ID of an adoption
request. Note that this is a VLAN ID as seen by the recipient of the request, in
case of multiple hops over different VLANs this may different from VLAN ID set
by the sender. A single VLAN ID is specified in the rule. This rule is ignored for
adoption attempts over Layer 3.

IP Address Matches when adoption is using a Layer 3 link matches the source IP address
of an adoption request. In case of NAT the IP address may be different from
what the sender has used. A single IP, IP range or IP/mask is specified in the
rule. This rule is ignored for adoption attempts over Layer 2.
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Serial Number Matches exact serial number (case insensitive).
Model Matches exact model name (case insensitive).
DHCP Option Matches the value found in DHCP vendor option 191 (case insensitive). DHCP

vendor option 191 can be setup to communicate various configuration
parameters to an AP. The value of the option in a string in the form of tag=value
separated by a semicolon, e.g. 'tagl=valuel;tag2=value2;tag3=value3’. The
access point includes the value of tag 'rf-domain’, if present. This value is
matched against the auto provisioning policy.

FQDN Matches a substring to Fully Qualified Domain Name of a device (case
insensitive).
CDP Matches a substring in a list of CDP snoop strings (case insensitive). For

example, if an access point snooped 3 devices: controllerl.moto.com,
controller2.moto.com and controller3.moto.com, 'controllerl’, 'moto’,
'moto.com’, are examples of the substrings that will match.

LLDP Matches a substring in a list of LLDP snoop strings (case insensitive). For
example, if an access point snooped 3 devices: controllerl.moto.com,
controller2.moto.com and controller3.moto.com, 'controllerl’, 'moto’,
'moto.com’, are examples of the substrings that will match.

Auto Provisioning is the process an Access Point uses to discover controllers available in the
network, pick the most desirable controller, establish an association, optionally obtain an image
upgrade and obtain its configuration.

At adoption, an Access Point solicits and receives multiple adoption responses from controllers
available on the network. These adoption responses contain loading policy information the Access
Point uses to select the optimum controller for adoption. By default, an auto provisioning policy
generally distributes AP adoption evenly amongst available controllers. Modify existing adoption
policies or create a new one as needed to meet the adoption requirements of a device and their
assigned controller profile.

NOTE

A device configuration does not need to be present for an auto provisioning policy to take effect.
Once adopted, and the device’s configuration is defined and applied by the controller, the auto
provisioning policy mapping does not have impact on subsequent adoptions by the same device.

An auto provisioning policy enables an administrator to define adoption rules for the supported
Brocade Access Points capable of adoption by a wireless controller.

Auto provisioning policies set the different restrictions on how an AP gets adopted to a wireless
controller managed network.

To review existing Auto Provisioning Policy configurations:
1. Select Configuration > Devices > Auto Provisioning Policy.

2. The Adoption screen displays by default.
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FIGURE 197 Adoption screen

3. Use the Auto Provisioning screen to determine whether an existing policy can be used as is, a
new Auto Provisioning Policy requires creation or an existing policy requires edit or deletion.
4. Review the following Auto Provisioning parameters:

Auto Provisioning Policy Lists the name of each Auto Provisioning Policy when it was created. It cannot
be modified as part of the Auto Provisioning Policy edit process.

Adopt if No Rules Match Displays whether this policy will adopt devices if no adoption rules apply.
Double-click within this column to launch the edit screen where rules can be
defined fro device adoption. This feature is enabled by default.

5. Select Add to create a new Auto Provisioning Policy, Edit to revise an existing Auto Provisioning
Policy or Delete to permanently remove a policy. For instructions on either adding or editing an
Auto Provisioning Policy, see Configuring an Auto Provisioning Policy on page 5-265.

Configuring an Auto Provisioning Policy

Controller Cluster Configuration Overrides (Controllers Only)

Individual Auto Provisioning Policies can be created or refined as unique deployment requirements
dictate changes in the number of Access Point radios within a specific radio coverage area.

To add a new Auto Provisioning Policy or edit an existing Auto Provisioning Policy configuration:

1. From the Adoption screen, either select Add or select an existing Auto Provisioning Policy and
select Edit.
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2. If adding a new Auto Provisioning Policy, provide a name in the Auto Provisioning Policy field.
The name must not exceed 32 characters. Select Continue to enable the remaining
parameters of the Auto Provisioning Policy screen.

3. The Rules tab displays by default.

Rules | Default

Rule @ | Allow Device Type Match Type Argument 1 Argument 2 RF Domain Hame | Profile lame

1 14 ApEsD MAC Address O0-00-00-16-89-49 | S8-19-18-9167-6  RF-Domain2 default-apesn

Type to search in lables Row Count: 1
[ [ ]

FIGURE 198 Auto Provisioning Policy screen - Rules tab

4. Review the following Auto Provisioning Policy rule data to determine whether a rule can be
used as is, requires edit or whether new rules need to be defined.

Rule Precedence Displays the precedence (sequence) the Adoption Policies rules are applied. Rules with
the lowest precedence receive the highest priority. This value is set (between 1 - 1000)
when adding a new Auto Provisioning Policy rule configuration.

Device Type Sets the br-650, br-7131, or br-6511 Access Point model for which this policy applies.
Adoption rules are specific to the selected model.

Match Type Lists the matching criteria used in the policy. This is like a filter and further refines the
APs that can be adopted. The Match Type can be one of the following:
MAC Address - The filter type is a MAC Address of the selected Access Point model.
IP Address - The filter type is the IP address of the selected Access Point model.
VLAN - The filter type is a VLAN.
Serial Number - The filter type is the serial number of the selected Access Point model.
Model Number - The filter type is the Access Point model number.
DHCP Option - The filter type is the DHCP option value of the selected Access Point
model.

Argument 1 The number of arguments vary on the Match Type. This column lists the first argument
value. This value is not set as part of the rule creation or edit process.
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Argument 2

The number of arguments vary on the Match Type. This column lists the second argument
value. This value is not set as part of the rule creation or edit process.

RF Domain Name Sets the name of the RF Domain to which the device is adopted automatically. Select the

Profile Name

Create icon to define a new RF Domain configuration or selgct the Edit icpn to revise an
existing configuration. For more information, see to /\/lanag/ng RF Domains on page
8-500.

Defines the name of the profile used when the Auto Provisioning Policy is applied to a
device. Select the Create icon to define a new Profile configuration or select the Edit
icon to revise an existing configuration. For more information, see General Profile
Configuration on page 7-370.

5. If arule requires addition or modification, select either Add or Edit to define the required

parameters using the Rule screen.
Rule Precedence # Ij (1 to 10,000

Auto-Provisioning Policy

Match Parameters

Match Type & | MAC Address | v

Map to Profile / RF Domain

RF Daomain Mame g | RF-Domein2 v | 9 i

Frafile Mame y. | defauit-apEs0 | 8 &

FIGURE 199 Auto Provisioning Policy Rule screen
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6. Specify the following parameters in the Rule screen:

Rule Precedence Use the spinner control to specify the precedence (sequence) that the Adoption Policies
rules are applied. Rules with the lowest precedence receive the highest priority. This
value is set (between 1 - 1000) when adding a new Auto Provisioning Policy rule
configuration.

Device Type Set the br-650, br7131,0r br6511 Access Point model for which this policy applies.
Adoption rules are specific to the selected model.

Match Type Set the matching criteria used in the policy. This is like a filter and further refines the APs
that can be adopted. The Match Type can be one of the following:
MAC Address - The filter type is a MAC Address of the selected Access Point model.
IP Address - The filter type is the IP address of the selected Access Point model.
VLAN - The filter type is a VLAN.
Serial Number - The filter type is the serial number of the selected Access Point model.
Model Number - The filter type is the Access Point model number.
DHCP Option - The filter type is the DHCP option value of the selected Access Point
model.

RF Domain Name Set the name of the RF Domain to which the device is adopted automatically. Select the
Create icon to define a new RF Domain configuration or select the Edit icon to revise an
existing configuration. For more information, see to General Profile Configuration on page
7-370.

Profile Name Define the name of the profile used when the Auto Provisioning Policy is applied to a
device. Select the Create icon to define a new Profile configuration or select the Edit
icon to revise an existing configuration. For more information, see General Profile
Configuration on page 7-370.

7. Select the Default tab to define the Auto Provisioning Policy’s rule matching adoption
configuration.

Rules | Default

Auto-Provisioning Default

Adopt if Mo Rules Metch— # [V]

cae
FIGURE 200 Auto Provisioning Policy screen - Default tab
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8. Select the Adopt if No Rules Match checkbox to have the controller adopt when no matching
filter rules apply. This setting is enabled by default.

9. Select OK to save the updates to the Auto Provisioning Policy screen. Selecting Reset reverts
the screen to the last saved configuration.

br300 Devices

Begining with Brocade Mobility 5.2 adoption of br-300 Access Points are supported in a limited
capacity. The following is a list of br-300 and Brocade Mobility 5.2 features and functionality that
are not supported on br-300 in Brocade Mobility 5.2:

® Self Healing

® Enhanced Beacon and Probe Table

® Adoption and upgrade of pre-WiOS br-300 devices
® Layer 3 Mobility

®*  WLAN bandwidth allocation

e 802.11k

® Smart-RF

®* RF Domain Support

In addition to the above unsupported features, Brocade Mobility 5.2 does not support custom
profiles for br-300 devices. If a configuration other than the default br-300 profile is needed for any
devices, those devices must each be configured manually.

To define br-300 Device Configuration:

1. Select Configuration > Devices > br-300 Devices.
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FIGURE201 br-300 Devices screen

2. Refer to the following information about configured br-300 access points:

MAC

IP Address
Default Gateway

Country

Location

Preferred Controller

Turn on LEDs

Displays the Media Access Control (MAC) or hardware address for each known and
configured br-300 unit.

Displays the current IP address assigned to each known and configured br-300 unit.

Displays the default gateway IP address for each known and configured unit in the br-300
properties.

Display the two-digit country code set for the policy. The country code must be set
accurately to avoid the policy’s illegal operation, as device radios transmit in specific
channels unique to their defined country of operation.

Displays the location defined for the device as part of its configuration.

Displays the name of the controller that has been configured as the preferred controller
in the br-300 properties..

The Turn on LEDs field will display a green check mark if LEDs are enabled on the br-300
and will display a red X if the br-300 LEDs are not enabled.

3. Select Add to create a new policy or Edit to modify an existing br-300 configuration. For more
information, refer to Managing br-300 Devices on page 5-270.

Managing br-300 Devices

To add or edit an br-300 Device Configuration:

1. Select Configuration > Devices > br-300 Devices.

2. Select an existing br-300 profile and click Edit or click Add to create a new br-300 profile.
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3. The Properties tab displays.

Properties | Radio

Settings
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0.0.0.0
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Freferred Group o

Miscellaneous

Turn on LEDS 0V

FIGURE202 br-300 Devices Properties screen

4. Refer to the Settings section and configure the following:
IP Address Specify the IP Address and mask to assign to the br-300.

Default Gateway Specify the IP address of the default gateway used by the br-300 to communicate with
the controller.

Country Use the pull-down menu to specify the country name and country code where the br-300
will operate. The country code must be set accurately to avoid illegal operation, as device
radios transmit in specific channels unique to their defined country of operation.

Location Enter a descriptive location name for where the br-300 is deployed.

5. Refer to the Wireless Controllers section and configure the following;:

Controller IP Enter the IP addresses of wireless controllers on the network that the br-300 can be
Address adopted by.

Preferred Controller Specify the name of the wireless controller that the br-300 will try and adopt to first.

6. Refer to the Miscelaneous section and configure the following;:

Turn on LEDs Check this box to light the br-300 LEDs. This can be useful in locating a specific br-300 in
a large deployment.

7. Select the Radio tab.
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FIGURE 203 br-300 Devices Radios screen

8. Refer to the Radios tab for the following information:

Name

Description

Admin Status

RF Mode

Channel

Transmit Power

Displays whether the reporting radio is the br-300’s radiol or radio2.

Displays a brief description of the radio provided by the administrator when the radio’s
configuration was added or modified.

A green checkmark defines the listed Virtual Interface configuration as active and
enabled with its supported controller profile. A red X defines the Virtual Interface as
currently disabled. The interface status can be modified when a new Virtual Interface is
created or an existing one modified.

Displays whether each listed radio is operating in the 802.11a/n or 802.11b/g/n radio
band. If the radio is a dedicated sensor, it will be listed as a sensor to define the radio as
not providing typical WLAN support. The radio band is set from within the Radio Settings
tab.

Lists the channel setting for the radio. Smart is the default setting. If set to smart, the
Access Point scans non-overlapping channels listening for beacons from other Access
Points. After the channels are scanned, it selects the channel with the fewest Access
Points. In the case of multiple Access Points on the same channel, it will select the
channel with the lowest average power level.

Lists the transmit power for each radio.

9. Ifrequired, select a radio configuration and select the Edit button to modify its configuration.

10. The Radio Settings tab displays.
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FIGURE 204 br-300 Devices Radios Edit screen

11. Configure the following Radio Settings:

Description Provide or edit a description (1 - 64 characters in length) for the radio that helps
differentiate it from others with similar configurations.

Admin Status Either select the Active or Shutdown radio button to define this radio’s current status
within the controller managed network. When defined as Active, the Access Point is
operational and available for client support within the controller managed network.

Radio QoS Policy Use the drop-down menu to specify an existing QoS policy to apply to the Access Point
radio in respect to its intended radio traffic. If there’s no existing suiting the radio’s
intended operation, select the Create icon to define a new QoS policy that can be applied
to this controller profile.

RF Mode Set the mode to either 2.4 GHz WLAN or 5 GHz WLAN support depending on the radio’s
intended client support. Set the mode to Sensor if using the radio for rogue device
detection. The radio cannot support rogue detection when one of the Access Point's other
radios is functioning as a WIPS sensor. To a radio as a detector, disable Sensor support
on the other Access Point radio.

Channel Use the drop-down menu to select the channel for the radio. Only a trained installation
professional should define the radio channel. Select Smart for the radio to scan
non-overlapping channels listening for beacons from other Access Points. After the
channels are scanned, the radio selects the channel with the fewest Access Points. In the
case of multiple Access Points on the same channel, it will select the channel with the
lowest average power level. The default value is Smart.

Transmit Power Set the transmit power of the selected Access Point radio. If using a dual or three radio
model Access Point, each radio should be configured with a unique transmit power in
respect to its intended client support function. If using Smart RF select the Smart RF
radio button to let Smart RF determine the transmit power. A setting of O defines the
radio as using SMART RF to determine its output power. 20 dBm is the default value.
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Enable Antenna Select this box to enable antenna diversity on supported antennas. Antenna diversity

Diversity uses two or more antennas to increase signal quality and strength. This option is disabled
by default.

Rate Use the Select button to set rate options depending on the 802.11 protocols selected. If

the radio band is set to Sensor or Detector, the Data Rates drop-down menu is not
enabled, as the rates are fixed and not user configurable. If 2.4 GHz is selected as the
radio band, select separate 802.11b, 802.11¢g and 802.11n rates and define how they
are used in combination. If 5 GHz is selected as the radio band, select separate 802.11a
and 802.11n rates then define how they are used together. When using 802.11n (in
either the 2.4 or 5 GHz band), Set a MCS (modulation and coding scheme) in respect to
the radio’s channel width and guard interval. A MCS defines (based on RF channel
conditions) an optimal combination of 8 data rates, bonded channels, multiple spatial
streams, different guard intervals and modulation types. Clients can associate as long as
they support basic MCS (as well as non-11n basic rates).

Placement Use the drop-down menu to specify whether the radio is located Indoors or Outdoors. The
placement should depend on the country of operation selected and its regulatory domain
requirements for radio emissions. The default setting is Indoors.

Maximum Clients Use the spinner control to set a maximum permissible number of clients to connect with
this radio. The available range is between O - 256 clients. The default value is 256.

Beacon Interval Set the interval between radio beacons in milliseconds (either 50, 100 or 200). A
beacon is a packet broadcast by adopted radios to keep the network synchronized.
Included in a beacon is information such as the WLAN service area, the radio address,
the broadcast destination addresses, a time stamp, and indicators about traffic and
delivery such as a DTIM. Increase the DTIM/beacon settings (lengthening the time) to let
nodes sleep longer and preserve battery life. Decrease these settings (shortening the
time) to support streaming-multicast audio and video applications that are
jitter’'sensitive. The default value is 100 milliseconds.
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DTIM Interval

RTS Threshold

Short Preamble

Set a DTIM Interval to specify a period for Delivery Traffic Indication Messages (DTIM). A
DTIM is periodically included in a beacon frame transmitted from adopted radios. The
DTIM indicates broadcast and multicast frames (buffered at the Access Point) are soon to
arrive. These are simple data frames that require no acknowledgement, so nodes
sometimes miss them. Increase the DTIM/ beacon settings (lengthening the time) to let
nodes sleep longer and preserve their battery life. Decrease these settings (shortening
the time) to support streaming multicast audio and video applications that are
jitter-sensitive.

Specify a Request To Send (RTS) threshold (between 1 - 2,347 bytes) for use by the
WLAN'’s adopted Access Point radios. RTS is a transmitting station’s signal that requests
a Clear To Send (CTS) response from a receiving client. This RTS/CTS procedure clears
the air where clients are contending for transmission time. Benefits include fewer data
collisions and better communication with nodes that are hard to find (or hidden) because
of other active nodes in the transmission path.<br>Control RTS/CTS by setting an RTS
threshold. This setting initiates an RTS/CTS exchange for data frames larger than the
threshold, and sends (without RTS/CTS) any data frames smaller than the
threshold.<br>Consider the trade-offs when setting an appropriate RTS threshold for the
WLAN'’s Access Point radios. A lower RTS threshold causes more frequent RTS/CTS
exchanges. This consumes more bandwidth because of additional latency (RTS/CTS
exchanges) before transmissions can commence. A disadvantage is the reduction in
data-frame throughput. An advantage is quicker system recovery from electromagnetic
interference and data collisions. Environments with more wireless traffic and contention
for transmission make the best use of a lower RTS threshold.<br>A higher RTS threshold
minimizes RTS/CTS exchanges, consuming less bandwidth for data transmissions. A
disadvantage is less help to nodes that encounter interference and collisions. An
advantage is faster data-frame throughput. Environments with less wireless traffic and
contention for transmission make the best use of a higher RTS threshold.

If using an 802.11bg radio, select this checkbox for the radio to transmit using a short
preamble. Short preambles improve throughput. However, some devices (SpectralLink
phones) require long preambles. The default value is disabled.

12. Click the WLAN Mapping tab.

MName radiol

WLANBSS Mappings

v E“ﬁ Radio

53 (V] WLANTO Cadvertised) WLANZ
5) (V] WLANT4 tadvertised) BLANE
2 (V] WLANS (achvertised) LA

|| Advanced Mapping

Radio Settings | WLAH Mapping

wWLANT -

WLANE
WWLANT
WLANE
n wLAMNG
WLANT
WLANT2
WLANTS
W ARTS

Create Hew WLAH

FIGURE 205 br-300 Devices Radios Edit screen
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13. Refer to the WLAN/BSS Mappings field to set or override WLAN BSSID assignments for an
existing Access Point deployment. Administrators can assign each WLAN its own BSSID. If
using a single-radio Access Point, there are 8 BSSIDs available. If using a dual-radio Access
Point there are 8 BSSIDs for the 802.11b/g/n radio and 8 BSSIDs for the 802.11a/n radio.

14. Select Advanced Mapping to enable WLAN mapping to a specifc BSS ID.

15. Select OK to save the changes and overrides to the WLAN Mapping. Select Reset to revert to
the last saved configuration.

Critical Resource Policy

A Critical Resource Policy defines a list of device IP addresses on the network (gateways, routers
etc.). The support of these defined IP address is interopreted as critical to the health of the
managed network. These devices addresses are pinged regularly by the wireless controller. If
there’s a connectivity issue, an event is generated stating a critical resource is unavailable. There’s
no restoration of the critical device involved.

To define a Critical Resource Policy:

1. Select Configuration > Devices > Critical Resource Policies.

Critical Resource Policy Q

Critical Resource Policy Hame @  Ping Interval

eng 303

Type to search intables Row Court: 1

[ Ao |
FIGURE 206 Critical Resource Policy screen

276 Brocade Mobility RFS4000, RFS6000, and RFS7000 System Reference Guide
53-1002620-01



2. Refer to the following to help determine whether a new Critical Resource Policy should be
created or an existing policy modified:

Critical Resource Displays the name of the policy assigned when it was initially created. The policy is a
Policy Name collection of critical resources grouped logically.

Ping Interval The interval between 2 pings to the critical resource. Ping is used to check if connection
to the critical resource is working.

1. Select Add to create a new policy or Edit to modify an existing Critical Resource Policy
configuration. For more information, refer to Managing Critical Resource Policies on page
5-277.

Managing Critical Resource Policies

Critical Resource Policy

The controller provides some flexibility to define new IP addresses interpreted as critical resources
or remove addresses no longer defined as critical.

To add or modify a Critical Resource Policy:
1. Select Add or Edit (after selecting an existing policy) from the Critical Resource Policy screen.

2. If adding a new policy, enter a name in the Critical Resource Policy field. Click the OK button
(which flashes after inputting a policy name) to fill in the rest of the information for creating a
Critical Resource Policy. The following screen displays.

Ping Interval

FingInterval @y |30 Seconds | v | (510864000

Critical Resource List
IP Address Ping Mode VLAH '@'

192881813 arponly 1 i}

FIGURE207 Critical Resource Policy Configuration screen
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3. Set the following Critical Resource Policy parameters:

Ping Interval Set the duration between two successive pings to the critical device.
Select from:
Days - Measured in days.
Hours - Measured in hours.
Minutes - Measured in minutes
Seconds - Measured in seconds
The default interval is 30 seconds.

IP Address Set the IP address of the critical resource. This is the address the device is assigned
and is used by the wireless controller to check if the critical resource is available.

Ping Mode Set the ping mode used when the availability of a critical resource is validated. Select
from:

arp-only - Use the Address Resolution Protocol (ARP) only for pinging the critical
resource. ARP is used to resolve hardware addresses when only the network layer
address is known.

arp-icmp - Use both Address Resolution Protocol (ARP) and Internet Control
Message Protocol (ICMP) for pining the critical resource and sending the control
messages (device not reachable, requested service not available, etc).

VLAN Define the VLAN on which the critical resource is available. Enter the VLAN number in
the text provided or select the VLAN using the spinner control.

4. Click the Add Row button at the bottom of the Critical Resource List table to add a new critical
resource. To edit an existing critical resource, select the row and edit the values.

5. Select OK to save the changes. Select Reset to revert to the last saved configuration. Delete
obsolete rows as needed.

Managing Event Policies

Critical Resource Policy

Event Policies enable an administrator to create specific notification mechanisms using one, some
or all of the SNMP, syslog, controller forwarding or email notification options available to the
controller. Each listed event can have customized notification settings defined and saved as part of
an event policy. Thus, policies can be configured and administrated in respect to specific sets of
client association, authentication/encryption and performance events. Once policies are defined,
they can be mapped to device profiles strategically as the likelihood of an event applies to
particular devices.

When initially displayed, the Event Policy screen lists existing policies. Existing policies can have
their event notification configurations modified as device profile requirements warrant. New
policies can be added as needed.

To add or modify an Event Policy:
1. Select Add or Edit (after selecting an existing policy) from the Event Policy screen.

2. If adding a new policy, enter a name in the Policy Name field. Click the OK button (which
flashes after inputting a policy name) to fill in the rest of the information for creating a Event
Policy. The following screen displays.
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FIGURE208 Event Policy Configuration screen
3. Refer to the Select Event Module drop-down menu on the top right-hand 